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il Gisco Catalyst 9800-CL Wireless Controller Welcome admin | # W

Configuration ™ » Wireless~ > Access Points Edit AP

General Interfaces High Availability Inventory
W All Access Points
General
Number of AP(s): 1
AP Name* 2802-carcerva-snife]
AP v AP v Admin «~ [P v B
Name Model Slots ~ Status Address M ——— =
Location default location
2802-  AR- 4
carcarval - AR28021- 2 © 172160125 al  gaqe Ragio MAC 203d.692.9400
i B-K9
1 10 » ms | Ethernet MAC 00a2.eedf.6114
5 GHz Radios
AP Mode Flex v
2.4 GHz Radios Operation Status Registered

IJg 096 3. >89 Admin 9 og spJdo £y IJ ap luwdow | sniffer. Jol 09 p9 oz B 1JL09,6.

'::ll's'c'l__',' Cisco Catalyst 9800-CL Wireless Controller Welcome admin | @ W&
Configuration~ > Wireless~ > Access Points Edit AP
General Interfaces High Availability Inventory

W All Access Points

General
Number of AP(s): 1
AP Name* 2802-carcerva-sniffer
AP v AP - Admin  ~ IP v B
Mame Model Siots ~ Status Address M T— =
Location default location
2802- AlR- o
TR LR © 172160125 al gy, Ragio MAC 203.6192.9400
& B-K9
1 M ¥ per pa Ethernet MAC O0a2.eedf.6114
Admin Status
5 GHz Radios
AP Mode Sniffer v
2.4 GHz Radios Operation Status Reqgistered
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AP Configuration

Warning: Changing the AP mode will cause the AP to
reboot . Click Update & Apply to Device to Proceed




IU¢o9s 4. 10 eds wpdse 9obosd eds IJgoli: Jel 09 p9 oz S 109,86

General Interfaces High Availability Inventory ICap Advanced Support Bundle
General Version
AP Name* | 2802-carcerva-sniffer | Primary Software Version 17.3.2.32
Location® | default location | Predownloaded Status NIA
) Predownloaded Version MAA
Base Radio MAC a03d.6f92.9400
MNext Retry Time NFA
Ethernet MAC 00aZ.eedf.6114
) Boot Version 1.1.2.4
Admin Status
. : ' 105 Version 17.3.2.32
AP Mode | Sniffer v |
Mini 105 Version 0.0.0.0 =
Operation Status Registered o
g
1]
(=%
Fabric Status Disabled i =
3
g
LED State CAPWAP Preferred Mode 2
LED Brightness | 8 v DHCP IPv4 Address 172.16.0.125

Level

sbo, |bl) puwed Joldss lJogsslo 9oule udbs 1Jsuosd: Jel 09 p9 0 B IJL09)6.

o Configuration Successfully Applied

Static P (IPvd/IPvE)

Access Points Data was successfully applied
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car cerva- 9k- upg#ap name <AP-nanme> name 2802-carcerva-sniffer

IJgb9s 3. JudJe IJ ap B sniffer I uJdoo.

carcerva- 9k- upg#ap name 2802-carcerva-sniffer mode sniffer

od9su s 9,09d Jpuve Juls g 9lzod IJpuwedse Iyuwpss

lJglogs 1. W 9lzos IJpwegsp Iyuwsess WLC bl 9800. luwldd IJs IJedssy > Jigudds >
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u "c||'5'é|r;' Cisco Catalyst 9800-CL Wireless Controller

« © B & e Q C

Configuration ™ » Wireless ™ » Access Points

All Access Points

5 GHz Radios

2.4 GHz Radios

Dual-Band Radios

Country
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'::ln's';.lc;' Cisco Catalyst 9800-CL Wireless Controller Weicome admin | #% W% B & M@ @ T

_ Configuration™ > Wireless~ » Access Points

== Dashboard All Access Points

@ Monitoring v ¥ SehzRadas
Mumber of AP(s): 1

Base Radio v Admin ~ Operation ~ Policy v

e AP Name SlotNoe ~ MAC Status Status Tag Site Tag  ~
" ifiiircarcewa 5':;:—‘:;5 with value ”"3: A6 ® o ———— default-site
censing

1 sniﬁeri

Troubleshooting

24 GHz Rewcno
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"C'I'S'C'L;' Cisco Catalyst 9800-CL Wireless Controller Welcome admin | # ¥

Configure Detail

Dashboard All Access Pi L I
. Antenna A %
Monitoring % 5 GHz Radio:
Antenna B %
Number of AP(s): 1
: Antenna C %
AP Name " Contains
Administration ‘ Antenna D o
AP Name w )
Licensing Antenna Gain 10
- 2802-carcerva- <
sniffer
Troubleshooting : Sniffer Channel Assignment
Enable Sniffing 4
2.4 GHz Radi
Sniff Channel 36 v
Dual-Band R Sniffer IP* 172.16.0.190
Sniffer IP Status Valid
Country
Download Core Dump to bootflash
LSC Provisio

| D Cancel ‘

IJglo9s 4. 235 1J9ulé pu IJ8lisps IJpuuwsds Qulé Sniff gldo o gugly IP JJsniffer (susle IP
JJ¢bpe pg Wireshark): Jpel 09 p9_oz Vs 1Ju29)0.
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Welcome admin

)

@ Soarch Monufoms |

Cisco Catalyst 9800-CL Wireless Controller

Edit Radios 5 GHz Band

Configuration = »

Configure
[:Iashb@ald A" ACCESS P Ui wimn
. Antenna A o
Menitoring % 5 GHz Radio
Antenna B o
5 Number of AP(s): 1
. Antenna C o
AP Name " Contains
Administration ‘ Antenna D o
AP Name w )
Licensing Antenna Gain 10
2802-carcerva-
shiffer
? Troubleshooting : Sniffer Channel Assignment
Enable Sniffing <
2.4 GHz Rad
Sniff Channel 36 v
Dual-Band R Snhiffer IP* 172.16.0.190
Sniffer IP Status Valid
Country
Download Core Dump to bootflash
LSC Provisio
D Cancel ‘
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W All Access Pi
Configure Detail
Number of AP(s): 1 —
General [ RF Channel Assignment I
AP ~ AP
Nama Maoda AP Name 2802-carcerva- Current Channel 36
sniffer
2802- AlR-
carcena AP2802| |—.| IChan.-u_-I Width 40 MHz v I
" Admin Status 3
sniffer & B-K9 ENABLED 20 MHz
- Assignment Method
Cleanar AominStatvs  (enasieo otz |
L P
Channel Number BOlkz
" Antenna Parameters 160 MHz
v 5 GHz Radio!
Tx Power Level Assignment
Number of AP(s): 1 Antenna Type Internal =

Current Tx Power Level B

AP Name = Antenna Mode Omni
Assignment Method Custom v

2BI02-carcerva- Antenna A 7

sniffer
Transmit Power 6 v

1 Antenna B <
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Uz o956 1. pdoe IUBwls sniff e 1J ap. Gvgd o3l la):

car cerva- 9k- upg#ap name <ap-name> sniff {dotlla for 5GHz | dotllbfor 2.4GHz | dual - band}

ro-.";vUZ

carcerva- 9k- upg#ap name 2802-carcerva-sniffer sniff dotlla 36 172.16.0.190

odosy Wireshark Jzege IJodlb 1Ug 06

lJglogs 1. [bJl g Wireshark.

lJglo9oé 2. 23> I 58906 Slisps gsblo IJIJo@lb oo Wireshark. Jol 09 090z Os 1Juo9,6.

A0 mA k@

Capture options

display f

Welcome to Wireshark

IJglogs 3. sy o3l Idlg)le wlW936 puw e 6. 235 1U9lzos I wdIss pu IJBlspes Jpuos,)
JJlJodlb. Jel 09 p9 oz Vs IJuo9)0.

rk - Capture
Input Output Options

Interface | Traffic | Link-layer Header
B utund B5L I00pDack

» utund BSD loopback
» utund BSD loopback

-
=

omisci| Snaplen (B) | Buffer (ME) | Monitor
aeTault F

[ I 9

[IET
default

1888
[+

—

> USB 10/100/1000 LAN: en10

[ s =y

(]

[sETI
e dafould
Wi-F Ethernet
Thunderbolt Bridge: bridge0 Ethernet
Thunderbolt 1: en1 Ethernet
Thunderbolt 2: en2 Ethernet
Thunderbolt 3: en3 Ethernet

default
[{ET
[{ET
[{ET
[{ET

22088 1E
[ T o T T T s T T )

¥ Enable promiscuous mode on all interfaces Manage Interfaces...

Capture filter for selected interfaces: || | Ente apture filter Compile BPFs

IJgbss 4. cee pauie IUJodlle Jslzele 1Jee»38: pr0e 1Jz8J: [Jow udp port 555, Jel o9
£9LPT IS¢ IJueys.



Input  Output  Options

Interface | Traffic | Link-layer Header Promisci| Snaplen (B) | Buffer (MB) | Monitor | Capture Filter
utuns B>U 100pDacK L aerauit £

utund —_— BSDloopback default
utunb BSD loopback default
utuné BSD loopback default
USE 10/100/1000 LAN: en10 Ethernet default
» Loopback: lo0 A LoMrs.. BSD loopback default
Wi-Fi: en0 Ethernet default
Thunderbolt Bridge: bridge0 O | - "~ 1 " | default
Thunderbolt 1: enl Ethernet default
Thunderbolt 2: en2 Ethernet default
Thunderbolt 3: en3 Ethernet default

QD9S8

udp port 5555

MR R R RN NN NN

S 088888

& Enable promiscucus mode on all interfaces Manage Interfaces...

Capture filter for selected interfaces: M udp port 5555 Compile BPFs

1J2096 5. 108, eJs wae: Jpl 09 p9 oz S 1Ju29)s.
shark - Capture Options
lnput  Output  Options

Interface | Traffic | Link-layer Header | Promise: | Snaplen (B) | Buffer (MB)| Moniter | Capture Filter
P utung B5L I00pDacK (] astauit £

utund BSD loopback
utuns BSD loopback
utuné BSD loopback
USE 10/100/1000 LAN: en10 Ethernet
Loopback: lo0 ettt M. BSD loopback
Wi-Fi: en0 Ethernet
Thunderbolt Bridge: bridgel Ethernet
Thunderbolt 1: en1 Ethernet
Thunderbelt 2: en2 Ethernet
Thunderboelt 3: en3 Ethernet

default
default
default
default
default
e
default
default
default
default

udp port 656656

NN RN RN DN

@
o
@
v
I
54
=)
=
54
=)

¥ Enable promiscuous mode on all interfaces Manage Interfaces...

Capture filter for selected interfaces: || | udp port 5555 X Compile BPFs

IJ¢b9o 6. luwb) zos s@9p Wireshark wzpeg Idpedsple 1Jplbdsws 9235 ) 8Bl o0
Wireshark: Jpel 09 p90z WIS 1Uuo9)6.

ReEa2ER IR E QAQaQ @

Protocol Signal strength | SSID Time delta from

adese: 1 oo IJubods I pedess 10JIuuddss (WLAN) cuvetse IJogids) pod
lJedolz IJpuveyd puwedl (PSK) Wolds pu 1o IUIJoBllb suo8> puolozs IJlouald
I oless IJloglo wso vdbs 1dyLesd sldepsd Idpbdsw. 9spdu IUSsle L3I 131 Lol
subgsd OTAPCAP 30 l3e,lo 10zl wlduiods 1pedss IJJluuddss (WLAN) s [s!
Jlu Idgpsd £8) puodd edso 9lgss puobywe loule wyvgsd IUIJodlb.
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P9oT Ss 1Juoys.

A @ m i RK@

R e=DDEF IE

| Time | Dest| Protocol

2021-03-... UDP 5555 5555

| Source Port | Info

=

5000 Len=400

_ 1 =
2 2021-83-. 1.. UDP 5555 5555 - 5008 Len=387
3 2021-83-. 1. UDP 5555 5555 - 5000 Len=385
4 2021-03-.. 1. UDP 5555 5555 - 5000 Len=400
5 2021-83-.. 1.. UDP 5555 5555 - 5000 Len=387
6 2021-083-.. 1. UDP 5555 5555 - 5000 Len=385
7 2021-03-.. 1.. UDP 5555 5555 - 5000 Len=400
8 2021-03-. 1l 5555 5555 - 5000
2021-83-.. 1l.. . MarkfUnmark Packet
10 2021-03—-.. 1. Ignore/Unignore Packet
11 2021-03—. 1. Set/Unset Time Reference
12 2021-03-.. 1. Time Shift...
13 2021-03-.. 1. Packet Comment...
14 2021-83-.. 1. Edit Resolved Name
15 2021-03-.. 1l. Apply as Filter
16 2021-03-.. 1. Prepare as Filter
17 2021-03-.. 1. Conversation Filter
18 2021-03-.. 1. Colorize Conversation
19 2021-83-.. 1. SCTP
20 2021-83-.. 1. Follow
21 2021-03-.. 1. Copy
22 2021-03-.. 1.
23 2021-03-.. 1. ProtosslOcoforsnocs
24 2021-83-.. 1. Decode As...
25 2021-03-.. 1. SNOW FAcket In New wWinaow

1Jglb9o 8. wlbo, w36 puwe 6. 233 ) IUlLols 99 wluolds prgd 28>0 23> 030 IJgshle:
o093 UDP oy 1z 8d: 5555 o IJ8sp6: 9 SIGCOMP oy IJIGe,)los SPEEKREMOTE oy
IJ2lds: Jel 09 p9 0z Sis 1Ju0gss.



Wireshark - Decode As...

Field | Value | Type | Default | Current
LING nart EEEE Intasar hacs A0 SIRCNKME  SIGANKD

UDP port 5555 Integer, base 10 SIGCOMP PEEKREMOTE

1J¢1b906 9. 91y W99 OK. swp VY o)ps) Ideie 909 glojs Juse Idozdsd.

IJoedd pu lJuoes
luwogap 03l IJSuwe Joldss gpd IJodssu wubdd Lozse.
in order to Idse IJ ap W sniffer IuuJow oo |J 9800 gui:

lJglo9s 1. B 9lzod IJpwwgsp IUyuwsess (GUI) byl 9800 WLC. lue@d IJs IJodssy >
Jigwdds > udlb 1dsuosd > zese vilb 1Jsue9d.

U096 2. Iuze B u§bs 1sue9d. lud) sy Iduwee Jiuwdd Jesue bls Idoze: 9223 Jeesle pu
IJ8lsed IJpowsds: sldow luwe 0 bd 1d9uosd: Jel 09 p9 oz S 1Uuo9,6.



I:".Ill_f;nzl'.lllz:ln1 C' LU L:E]J[.EWS 0-CL Wireless Controller

_ Configuration™ > Wireless~ > Access Points

Dashboard W All Access Points

Number of AP(s): 1

AP .ﬂ.l-" w Admin ~ |IP
itatus Al

Mame , .
Show itermns with value that:

¢ Administration carcerva . 17

sniffer sniﬁed

@ Monitoring

Licensing

Troubleshooting

5 GHz Radios

IJaJogo 3. 599w Admin 9_o¢ e IJ checkmark in green glJ ap Iuvdow o9 sniffer. Jpl 09 p9 o2
S [Juo9,é.
"cluls'élc;' Cisco Catalyst 9800-CL Wireless Controller Welcomeadmin | # & B &# W @ Q g

Configuration = » Wireless~ > Access Points

W All Access Points

Number of AP(s): 1 “°
o
AP ~ AP - Admin ~J IP ~ Base Radio - | AP ~ | Operation -~ Configuration -~ Policy ~ Site ~ |
Name Model Slots  ~ |Status Address MAC Mode Status Status Tag Tag
2802- AIR- detalin= 4
carcerva-  AP28021- 2 (] 172.16.0.125 a03d.6f92.9400 | Sniffer Registerad Healthy webauth_test ite-t .
sniffer & B-K9 SRS
1 10 w» (v]
E Ala Padica

in order to Idse IJ ap W sniffer IguJow oo 1J 9800 CLIL $p wouigsd odo IJigle):

carcerva- 9k- upg#show ap name 2802-carcerva-sniffer config general | i Administrative
Administrative State : Enabled

car cerva- 9k- upg#show ap name 2802-carcerva-sniffer config general | i AP Mode
AP Mode : Sniffer

carcerva- 9k- upg#show ap name 2802-carcerva-sniffer config dotll 5Ghz | i Sniff
AP Mode : Sniffer
Sniffing : Enabled
Sniff Channel : 36



Sniffer IP : 172.16.0.190
Sniffer IP Status : Valid
Radio Mode : Sniffer

Joldss vy oypeS) IJeie eds Wireshark. sogs) 1Joy9e999d oo UDP [Js 802.11 900l w)s
Iblle Beacon: Jel 09 o902 WO 1Juo9,)6.

&
A A0 miBRE ReeEF ¢ E

[ | |.-"-_|_:-::|':..' a display filter ... =38/>
No. | Time | Dest Protocol | Source Port Info

1 2021-03-.. B.. Beacon

2 2021-03-.. B.. 8062.11 5555 Beacon frame, SN=23.. -39 dBm
3 2021-03-.. B.. 802.11 5555 Beacon frame, SN=23.. -39 dBm
4 2021-03-.. B.. 802.11 5555 Beacon frame, SN=23.. -39 dBm
5 2021-03-.. B.. 8062.11 5555 Beacon frame, SN=23.. -39 dBm
6 2021-03-.. B.. 8062.11 5555 Beacon frame, SN=23.. -39 dBm
7 2021-03-..

8 2021-03-.. B.. 802.11 5555 Beacon frame, SN=23.. -39 dBm
9 2021-03-.. B.. 802.11 5555 Beacon frame, SN=23.. -39 dBm
10 2021-83-.. B.. B862.11 5555 Beacon frame, SN=23.. -39 dBm
11 2021-83-.. B.. 882.11 5555 Beacon frame, SN=23.. -39 dBm
12 2021-83-.. B.. 882.11 5555 Beacon frame, SN=23.. -39 dBm
13 2021-03-.. B.. 802.11 5555 Beacon frame, SN=23.. -39 dBm

luved bl IJisble sl oJlzol

$98, 03l IJBuwpe pedsple spdud [uuogslel Jluvad il igble IJodssy sluadlzol.
lJpunvddé: JI sodgs Wireshark I.,s vslole po v bé 1Jgo9d.

IJeJ: sew o sdsu gbe Wireshark SloJl JJsosd 1Jso wsluwbs 9lzos U116 1JJluvJIsé

(WMI). 1d,ele oldss 1edluss 1Jsuosd wsu &b Wireshark 9 WMI oo guuo) Idogdpe Os
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peJyplo dlo yodé

- xJdsd wdasu wyulez Cisco Catalyst 9800 Series Wireless Controller Software. Cisco I0S XE
Amsterdam. IJl_o>l) 17.3.x - 1JS oJ: 9_o¢ Sniffer

owlowsle o)l 806 80211 1l w ]I sé

< lbep lJo9us 9l wule - Cisco Systems



/content/en/us/td/docs/wireless/controller/9800/17-3/config-guide/b_wl_17_3_cg/m-sniffer-cg.html
/content/en/us/td/docs/wireless/controller/9800/17-3/config-guide/b_wl_17_3_cg/m-sniffer-cg.html
/content/en/us/support/docs/wireless-mobility/80211/200527-Fundamentals-of-802-11-Wireless-Sniffing.html
http://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav

agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



