odsu puolb 88 IU9sw IUEhzsé sluve dyuls
2 blsol 9] odlzol gJs 9800 WLC

lJpzogsle

lJp 9500

S 03l 90,886 Jsd 1o suvId sl ued il Tgble ool 86 IJssw 1Ughzss (EWA) eds plé
236 9800 JluwdYs lan zoly wedpe (WLC).

IJecbdole IJlgul jusé
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W28 9ISw we wdssuol wundd Lozse Jbuwld JlWe Idpedple 1Uuo,9,856 J WLC Jpol> §6
IJpuweésp s08d eduvle gpd IJepsd [Us 2lds IJouigsd.

~ pdlzbs: Lpl 1o 1Usuosd 1Js 1eslho IUehzss pdss pu Sud guue Idogde Bs IUubods
IJeedsé IUJluudIsé (WLC) oo gJId Baule Blises IUsuoad: Blue sew wujsd JIss
IJolpz IJouass sldglbsl slduog) 9pl 1Us 3 1dpuueésps Bs LoWdzs IUssw sldudle



. pedsllds ebe ldsse.

IJpedpele 1Juo,9,56 Jpuob$6 IJpuncise os!

» ButtonClick: sJje wessu 030 IJpedps IUs 1J3se6 "4" Jswpdu suuo) Idoede Vs
Iobods [Jppdss [Jlouddss (WLC) oo [deuuld IUlzle Jozlsds Jdpuols§é.

* redirectUrl: sop luvegsle U886 1Je92930 WO 030 Idpgdpd pu Bod 9220 IJopde
Jogese IJepsd IJs 098¢ 95w p22d £0s Idpuolb$6 IJulezs.

. err_flag: ouuegsp 030 Ipgdes JJluulyé lJs weuo Iigble pod IJpsdsple s,
IJedeeds Iy wslole IUlew el g6y 1duoesed: 98 Ipuobdle IJulzes sep wessuol
lJs "0".

*luwe Jppwopl sop luwasle 0do ldpgdes S8b Jlsb pedele puob 96 95w I3l wp
CESSU Lrsbd Idpedesd eds IUpsl s spdu crlodel. szw pdde Lluwe puwcse
Jgpsd 10wl dis.

* Jdpd 1Jpasst sop luwedsle 030 Idpedes S8l Jlisb pedele puob 36 95w bl wp
CESSU rsbd Idpedes eds 1Jpald8s: spdu welodol. szo wewiswo wddps 0)9) gpsd
lJJlpwdIs.

lJeobdolo

w9 os Cisco vio oJ9y s pgy9s wldesluose 1Joldss:

* obys) 9sw wdEs wips) IJuue IJoyvgws (HTML)
c lJpssle IUJluw]Isé Cisco I0OS®-XE

» bole ey, poLodz Issw
lJpdoule 1dpuuegspd

oo Idegdsple 1Uslss B 03l Idpuwews 1Us luoshle IUu,lez sldedsole 1Jelss 1Joldss:

+ C9800-CL WLC Cisco IOS®-XE IJ|e>l, 17.3.3

+ ublp lJogugsd Microsoft Windows Server 2012 1J 395 wlpdlole gxple pedypele
IJloe,ow (11S)

* ullb IUso9d 2802 9 9117

op louvle Uro&Jg,olu |,J_9|J)o WIS o3l IJpwews pu UlaoJo 1J 09296 WS wSiS6 pgpdso gluoo.
u)lu CPSE |.J|E_OJO |.Jr0uuua)|00 k9._S o5l I.quuuu) uukJ_9gSu ppwja (ldUJIL)DgS) l)l \Jluu
uu?JuJ d.___S) |Juu»UE_-.__SJ duld) U JOPJ ._J.Ju|u.___5) |.JpauroJ J|.__5 |r°J'

peJ9ple luwlpussd

i) pueb s IUssw 1Jehzss pogd 95w wop luvouoldwe ¢hz euuo) IJoede B 1duveds
IJeedss 1JJIuwdJiss (WLC) edis ¢hbp 95w peuoue 19 £9be pues IJIElue pod perd erpl
IJogsé (ISE) IUss suwpz wldsuesd pogss Idpuwasslo 9bbhé pdyole ldssw. sop eruo
IJeuoldzs IJpguss Juoe gosd wurle IJs yvwds WLAN ghzsé Jeuolb 36 1J9sew B
IJu29,6. ouwn IJues,s Idedledle Idecguduwds wsu ldepsd IJdluvdds 9¢be wble Igwe



IJeeld (DNS) 9 WLC IJss s89p worrs> e98¢€ 1Jesha Ideszs (URL) sebe Idsse 2o swedd
WLC pu wslulo lgwph Idpuvegse pedsl. s&5 uvs) 1Jgpd 03l pdssl Jigued il Igble |s
ZlJle wyvd sluedizol.

A pedlebs: 9od louold HTTP POST pu ldgpsd IJs WLC: I3l wp wpdso puolb 96 1Ussy
IUlews B 2rsbos IUpedps 9b3l Jp sdo J WLC 08bs & 96 093986 o0 Jwd poze pudd
PILOB w0 STp 1P SuwSo lelu Vs Idpuwe e seolz IUgesd IUs crlss o3l Idogss)
98w9d lels huwld 1dupsde eos wopdu 9226 IJoede oo 9uoe eduvle gpd Idgpsd O
elds IJogbesd.

i R

Web Server RADIUS Server

e == G

Client 9800 WLC DHCP Server DNE Serwer

: Ly A
T >3 This URL for connectivity

check varies depending on
the client OS5

WLC Intercepts

TCP connection

and redirects
client

If the Redirect URL contains
hostnane |—H web server hostname, the client

must resclve it wia DNS
KKK
|
P » ,{2& Here, if the WebServer URL
is HPPTS, then a TLS/SSL
session is established

between the client and
> WebServer. Client must
S trust WebServer
== > certificate, otherwise you
e will get Certificate
- warning.

lJodosu

e ldogbsbs Jduvedo



RADIUS

0000900,

9800 WLC

Web Server

N

odosu lesblo peded 9sw

Iglo9s 1. loedd s Iedsse > 1Jislo > puob 36 IUssw slge) trslos IJpedes IJgles. 28
po odos gwslu IPVA 1Jblo,s 9TrustPoint ey lzd w9ds) ledlusle lehs Idegzse IJeuluwes.

N odlebs: L 19elUps: wuwetss pavetrple psde 9w HTTP Juse gpdiss lglss
IJeszso bl dlow ool 2lzs IJs lehs wozse HTTPS Bsee 1dwedd eo HTTP Jlgw,luo
pu21 88 IJssw: 9JIJu Jl $9,08 wodl IJedasy: ubb)l Jive $jss pu luvaesle 9226
lUpelJes 1 pydjsb.



Configuration= > Security~ > Web Auth

Parameter Map Name
global

Local-Web

1 10

CLl v vIdsd:

<#root>
9800#
configure term na

9800( conf i g) #

L4

O Banner Text O Banner Title

Edit Web Auth Parameter
General Advanced
Parametar-map name global
Banner Type @® None
Maximum HTTP connections 100
Init-State Timeout(secs) 120
Type webauth v
| Virtual IPvd Address 192.0.2.1 ‘

Trustpoint

CISCO_IDEVID_SU... +

Virtual IPv4 Hostname
Virtual IPv6 Address

‘Web Auth intercept HTTPs
‘Watch List Enable

‘Watch List Expiry Timeout(secs)

Cancel

paraneter-map type webauth gl oba

9800( confi g- par ans- par anet er - map) #

virtual -ip ipvd 192.0.2.1

9800( confi g- par ans- par anet er - map) #

trust poi nt Cl SCO_| DEVI D_SUDI

9800( confi g- par ans- par anet er - map) #

secur e- webaut h- di sabl e

9800( confi g- par ans- par anet er - map) #

webaut h- htt p- enabl e

600

O File Name

BB

w

IJglb90o 2. 235 + |uolds 9o sy luwpe J:é)..___sloé lJpedped IUzrs36 Idos ounvs) [Js 1Jghbe
IUehzs: ltosbsl e vodsso IUes Idlduas Jes eldle Suid puob s HTTP $od luveweh
IJgpsd 9lJs s (wldeslous) 1J3s spdo JJgpsd 1o swds Bs 2lds puol> 96 1Jssw.



Create Web Auth Parameter

Parameter-map name* EWA-Guest

Maximum HTTP 1-200
connactions

Init-State Timeout(secs) 60-3932100

Type webauth

= Close + Apply to Device

i SAGTBJAGN|

1Jg 9o 3. 235 )b lJpedped IJos wpe lugilgol prosel Lopu edlps lJowssy glp Gp wodssy
09¢ 1Jpuol 86 pu IUSlses IJpuuwsds use.

Edit Web Auth Parameter x

General Advanced &

Parameter-map name EWA-Guest

Banner Type ® None O Banner Text O Banner Tite O File Name
Maximum HTTP connections 100

Init-State Timeout(secs) 120

Type consent v

Turm-on Consent with Email |
) r X

Type | webauth - |

% Close

Captive Bypass Portal |

webauth

authbypass

=

Disable Success Window

consent

Disable Logout Window webconsent

djes @AgORIEIL|

Disable Cisco Logo |
Sleeping Client Status

Sleeping Client Timeout (minutes) 720

¥ Cancel ol Update & Apply




. |u.uro sbo |.Jfoe_.Jr06 = |.J|u.uro lJP&§Q IJs sbo PE.'J|°6 WebAuth

lJz> Uiéuo._s Jlcooldle HTTP = g3 zldle Wyud 1Jpuolb 86 Yod luvowelh 1Jgpsd
* poJs Init-State (9l0) = &9lo spJdu o sIsu IJgpsd eds 2lJs puolb 86 1Ussw

* 1Juse = wee pueb s IUssw

e9le 86 g0y

So 19 1596 19, §6
9Sw 19 P9 PSS9 IJses

swued ldepsd o

SSID slJzuesd eds guslo 1P o guuo,
IJoede S IJuvwds 1dpedss
IJJIuJIsé (WLC) b5 9800

banner login

I . © Accept
Username: ( S99 rOl |)| Jly &U_9|U MAC —
© Accept © Don't Accept
Password: |
R ‘SL}UPC .JO u!)al,J © Don't Accept Username: ¢

(D) @

Password: |

Idovods: 131 o O er S wdJol -
IJs 9Jdlsé "RUN" 31 Jp sIJu 09
€Sy puwpsz ClJluoplp.

(Jlsoze s puob s 1dssy)

lJgb9é 4. pu £dlpd lJowsse eshle po@3060 Gp wodssyu lels lJuwgzse Joywesd 1U>¢sd
98wl IPVA Jdpesgd wluwegsle guslo URL 1UEluo wpsde 1JEbe seuslo IP gds IJwslds.



Edit Web Auth Parameter x

~

General Advanced

Redirect to external server

Redirect for log-in http://172.16.80.8/w

Redirect On-Success

Redirect On-Failure

Redirect Append for AP MAC Address ap_mac

Redirect Append for Client MAC Address client_mac

Redirect Append for WLAN SSID ssid

Portal IPV4 Address 172.16.80.8 i
=1

Portal IPV6 Address KIKIXIXX §
:ED'.

Express WiFi Key Type --- Select --- v §

Customized page

Login Failed Page F4

v

% Cancel J ol Update & Apply

CLI wuvdsd Jgble 29 3 9 4:

<#froot>

9800(config)#

paraneter-nmap type webaut h EWA- Guest

9800( confi g- par ans- par anet er - map) #

type consent

9800( confi g- par ans- par anet er - map) #

redirect for-login http://172.16. 80. 8/ webaut h/ |1 ogi n. ht m
9800( confi g- par ans- par anet er - map) #

redirect portal ipv4 172.16.80.8

IJe 98 5. (leshis) spdu 1o souwd WLC Idpedple Iluoldss po el uuduwds Ilpuegdle.
gldol ol sebdo 3JY Jeed IUb,l; 9800 pegld bl pe 1psled IUghzss JJzos IUghzsé. wose
lJz89d "lglss wozso luolws Jeuwslu MAC Judlbs 1Ugo9d" 9"lels wozse Uzl Jewslu MAC
JJgesd" 9"lehs wozso Il Jeerd SSID Juveods WLAN" [odluss Uzl pedele luoldss



wdslise Idoedp B 1dsuosd (ACL) Jlghs Idwgzse wluve peuouo. 235 Ersbs IJpedps Ies

oe loguliel 2sel slocdd Ids gdlpsd Idowsse Esbile podres: $p wodsu luwe Ipedele
lJu2,9,86. ldpedele 1Upo9W9,6 os:

* euw9lu MAC Jugbs 1do9d (vouuws abb:ce:dd:ee:ff)
+ eu9lu MAC 1Jgluo oldgpsd (vouuwsy abb:ce:dd:ee:ff)

° |wp SS|D
Edit Web Auth Parameter x
General Advanced

Redirect to external server

Redirect for log-in | http:H'I?ZJS.BD_E!we‘

Redirect On-Success | ‘

Redirect On-Failure | ‘

Redirect Append for AP MAC Address | ap_mac ‘
Redirect Append for Client MAC Address | client_mac ‘
Redirect Append for WLAN SSID | ssid ‘
Portal IPV4 Address | 172.16.80.8 ‘
Portal IPVE Address | XXX ‘
Express WiFi Key Type | --- Select --- v |

Customized page

Login Failed Page ‘ |:!-‘
O
Laogin Page ‘ |? =
o
o
Logout Page ‘ |? %
u c
=
— =
#

Login Successful Page ‘ |

CLl euvdsd:

<ffroot>

9800(config)#



paraneter-nmap type webaut h EWA- Guest

9800(config-params-parameter-map)#

redi rect append ap-mac tag ap_nac

9800(config-params-parameter-map)#

redi rect append wW an-ssid tag ssid

9800(config-params-parameter-map)#

redirect append client-mac tag client_nac

eds wosd dpeld: suoz o lelhbs w9zgso URL IUss wp Lhiuwlde IJs IJgpsd ol sds:

http://172. 16. 80. 8/ webaut h/ consent . ht ml ?swi tch_url =http://192.0. 2. 1/1 ogi n. ht M &p_nac=&ssi d=&cl i ent _nmac

) pdlebs: gus |uols pedyple guglo IPV4A Jdpesgd: WOluol ouosd Blises wede Vs
IUsuesd (ACL) edilissl el suwez woudé py9) HTTP 9 HTTPS oy ldg pdle IUJIgwddsso
lJss &be puolb$6 Idasy Iebzs: J3Jd JI weole s cdasu s Slses cedp S 1909
(ACL) Uwlo@s JJpuols 6 1Jluoldss B 2lds el bl Joue cogo B IUuwelz wess golose
IP Iy gulose URL. Blo IJesh 1Jszss 09 wdssu glpd wuodssé URL wese swp lduwpelz
s guslo (gulsso) URL (sulssw) URL 1ps3s Jebluds IP $ud lple 1dpuob$s. JI
Sedu [Uolds 198 po gusly IP Jestd sles wuvdd elue ol Jp cuvcgse 9led wuodss
URL.

A pdlelbs: g,sbd 1Jpsdpd IUglpd os IUE)sbs 1U9zssé lJos spdud pu gdldol weass
leshle pods luwole Lodlgss $lised 1Up)l 806 9o pdsy Vlispsd Ul 9w6 9809l IPVE
IJlde,)luos 9guslo IPVA IUI el sos 9gwsly IPVE 9g w9l HTTPs Jlge,)luo 98w 9w9lwo
welys Idlzerls 989kse Il 9ws.

eJéo wdosy CLI:

ehp 95w peds

parameter-map type webauth <web-parameter-map-name>
type { webauth | authbypass | consent | webconsent }
timeout init-state sec 300

banner text ACbanner loginAC



thp s ehes

parameter-map type webauth <web-parameter-map-name>
type webauth

timeout init-state sec 300

redirect for-Togin <URL-for-webauth>

redirect portal ipv4 <external-server's-IP
max-http-conns 10

odsy leshblo AAA

pdbe IJodssy o3l plbdye B @l Jglsb Idpedele lJos cp odssuol Juse puol>$6 95 I
091896 950

lJgbss 1. luoed IJs IJodssy > Ui,olo > AAA ©p 23> ,jclcspé by, 9 AAA. 5o wodysy Blispd
b,§ 238560 23> + | olWs gogwiss ol osd IU8lkses: wlds pu wessu lJuse eds "ouvesd
1>g9J" Jel 09 e Sis 1Ju0gss.

Configuration ~ » Security = > AAA | Show Me How »

Servers [ Groups AlA Method List Add Advanced

Authorization

Group ’
Aceounting Mame - Type - Type Group1 . Group2 w« Group3d Groupd
default dotlx group radius MNiA MIA MNIA
alzlab-rad-auth dotlx group aldab-rad NfA MNIA NiA

1 10 »



Quick Setup: AAA Authentication x

Method List Name* local-auth |

Type* Iogin v | @

Group Type local v | 0

Available Server Groups Assigned Server Groups
radius Al u| = L_]
ldap — -
tacacs+ E] L]
alzlab-rad (») )
fgalvezm-group y —

" [« " [

IUg k096 2. 235 IJedas o &p 25 + |olds Jluile lispes 1)@ 23836, $p woumpseo wuvd
lBe)lgos wlduse Juvods Jel 09 p9 oz S [Juoy)s.



pdlebs: Jpl sep Iledlo g0o woluwbs 9236 IJwedp loole wdasy ol 1o, §6 3 o0
wodé WLAN: JJs wgpd Slises by 9 ouwesd IUsged ldpedss: 1dzle lJeles pU I
IJodsso "AAA Authorization network default local” p9z9> £Jis 1Jzols. 903l sgos luo
St w238 Blisps by 1degasd ee IUsuoe 1B luos Jdluwe pu lzd odasu
P2 86 IUssw Idpedss wuvdd Lozse. Bs o3l IUduwe: sop odsu $lises by
lJogasd ldper>6 odo.




Configuration= > Security~ > AAA Show Me How »

+ AAA Wizard

Servers [ Groups AAA Method List Adl Advanced

Authentication
Name +  Type ~ Group Type ~ Groupl ~ Group2 ~  Group3 ~  Groupd ~
Accounting
alzlab-rad-authz network group alzlab-rad N/A /A MIA
woem_loc_serv_cert  credential-download  local MN/A N/A A N/A
1 : 10 ¥

Quick Setup: AAA Authorization x

Method List Name* default |
Type* network v | O
Group Type local v | ®
Authenticated
Available Server Groups Assigned Server Groups
radius Al = A =
>] \ﬁj
Idap . y
tacacs+ (<) (~]
alzlab-rad [»] (v)
fgalvezm-group ’ —
9 (<] y ()

CLI e vdsd JJgbsle 19 2:

<#root>
9800(config)#

aaa new nodel

9800(config)#

aaa authentication |login |ocal-auth |ocal

9800(config)#

aaa aut horization network default |ocal



~ pdlebo: bl Jlue puol> 96 RADIUS IJglzss uo)9586 OS2z Goled oo |JQ&J..§|D|C'J:
lJeoed§s vodosy ¢glbpe RADIUS gJs 9800 WLCs: wdase, AAA g5 9800 WLC. wlds py
wessu Blisps by @ 1dpuol> 86 gds "login" Juge wsdl pu dotix.

IJg1o96 3. luedd lJs IJodase > 1Jielo > puvaésp osd. 223 + |uolds ol osd pusle
lJeuwere IUuosd 9odssuol.

Add Guest User X

General Lifetime
User Name* guestuser Years* 1 -
Password* 6000080 Months* 0

Generate password

Days* 1]
Confirm esenener
Password*® Hours* 0
Description* WebAuth user Mins* 0
AAA Attribute list L
No. of 0

Simultaneous

User Logins* Enter O for unlimited users

[ "0 Cancel | EJ Apply to Device

CLlI v vdsd:

<#root>
9800( confi g) #

user - name guestuser

9800( confi g- user - nane) #

description "WbAuth user"

9800( confi g- user - nane) #

password O <password>

9800( confi g- user - nane) #

type network-user description "WbAuth user" guest-user lifetinme year 1

If permanent users are needed then use this conmand:


https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213919-configure-802-1x-authentication-on-catal.html#anc7
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213919-configure-802-1x-authentication-on-catal.html#anc7
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213919-configure-802-1x-authentication-on-catal.html#anc7
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213919-configure-802-1x-authentication-on-catal.html#anc7

9800( conf i g) #

user nane guestuserpermprivilege 0 secret 0 <password>

Igogs 4. (Itosbs) ews wersd rsbi ldpedes: sop louile [ousu po B3lise IJozde S
IJsu29d (ACL) od@lssl swp luwegsle Bolise ldogde Bs 1dyuesd (ACL) o3o Jugsss gydé
IJeos) IJos ©l9e woubgsd lelhé Idusese lds ebe Idssw 9296 1Upus) Ios sop lduvele
Jol uldpy9) pu gdldol. Bl Jluw ould pobdule pesséc pod guldsu IP Jgbe 9se ldpogss i_9
&9lpd woWso URL: Weusss luwdd IJs Idodssy > |Ji'o|() > Olispo Idoedp Vs IJy o9l
028> + 11096 9oz 1J8sles 1Juoa9rsét s lehs wozso euble Iduwele wsuel ©B9e
soble ldyvuo vog)ssd 2)9s py9) Idoslole.

S9le> Bslise IJozde Vs 1d9uosd (ACL) Ides e loubldel odBlissl os:

<#root>
alz-9800#

show i p access-1li st

Extended IP access 1list WA-sec-172.16.80.8
10 permit tcp any host 172.16.80.8 eq www
20 permit tcp any host 172.16.80.8 eq 443
30 permit tcp host 172.16.80.8 eq www any
40 permit tcp host 172.16.80.8 eq 443 any
50 permit tcp any any eq domain

60 permit udp any any eq domain

70 permit udp any any eq bootpc

80 permit udp any any eq bootps

90 deny ip any any (1288 matches)

Extended IP access 1list WA-v4-int-172.16.80.8
10 deny tcp any host 172.16.80.8 eq www

20 deny tcp any host 172.16.80.8 eq 443

30 permit tcp any any eq www

40 permit tcp any host 192.0.2.1 eq 443

odysu Iduwsluwle 9ldgdlple

1Jg b9 1. lueldd Ids wdsso > edleple 9pd0le wgysd > Goodle WLAN. 235 + | ols
Jlouvle Jveodo WLAN 256856. §p wogrsd pdud IJog)sw 9luwe SSID gldzlds Vs gdlpeo
lIJowase gle.



Add WLAN x

General Security Advanced
Profile Name™ | EWA-Guest ‘ Radio Policy | All v |
S5ID* | EWA-Guest ‘ Broadcast SSID
WLAN ID* | 4 ‘
Status

IJg1o96 2. 235 £Jles wu9sew wlpsu sluoub puolb 86 1w $6 2 eds Jl vse I3l Jp oI weles
IJss s inse g [Jss wuvdes) [Jogle. Bis elpd wussw IJbu$s 3. 225 prue wog l9sw: 922>
b@bé Uro&_Jroé y-19) |JL§|.°5|,06 |.Jroguu.)J6‘_9|éQ_) é|$pé Urouobéé y-19) Uéksro('i Ufo()u.u).Jé.
[tosbsl bl op opass Slsps wede S 1Jsunsd (ACL) peuouos God 3Jd: B [bel,
IJleshle 1Jpe @06 9235 Blisps Idoedpe Bs 1U9uo9d (ACL) Idpuluwwsd pu 1JBlses IJpousds.




Edit WLAN x

A Changing WLAN parameters while it is enabled will result in loss of connectivity for clients connected to it.

General Security Advanced Add To Policy Tags

Layer2 Layer3 AAA

Lobby Admin Access 0
Layer 2 Security Mode MNone v

Fast Transition | Disabled v |
MAC Filtering O

Over the DS 0

OWE Transition Mode o
Reassociation Timeout

O

diaH 2RI

N | Update & Apply to Device




Edit WLAN x

A Changing WLAN parameters while it is enabled will result in loss of connectivity for clients connected to it.

General Security Advanced Add To Policy Tags

Layer2 Layer3 AAA

Show Advanced Settings >>>
Web Policy =)
Web Auth Parameter Map ‘ EWA-Guest v ‘
Authentication List ‘ local-auth v ‘ @

For Local Login Method List to work, please make sure
the configuration ‘aaa authorization netwaork default local”
exists on the device

O

diaH 2RI

S | Update & Apply to Device

wdgsule CLI:

<#root>
9800( config) #

w an EWA- Guest 4 EWA- Guest

9800( confi g-w an) #

no security ft adaptive

9800( confi g-w an) #

no security wpa

9800( confi g-w an) #



no security wpa wpa2

9800( confi g-w an) #

no security wpa wpa2 ci phers aes

9800( confi g-w an) #

no security wpa akm dot 1x

9800( confi g-w an) #

security web-auth

9800( confi g-w an) #

security web-auth authentication-list |ocal-auth

9800( confi g-w an) #

security web-auth paraneter-map EWA- Guest

9800( confi g-w an) #

no shut down

IJglogs 3. luwdd IJs Idoedsse > Idedlele 9pdle [dog)sed > Idgusluws 9235 + | Jol9s. §p
wuds? luwpe IJuog geldwot wlds pu wedsu Idleshle 1psd5s6 Lopo woe we9sd WLAN
Judlb Iy osd O 1dsgoe Idpeds. poeu edles IJowase uvslumle 1J9uosd « 22> yivods
VLAN Iduozsesd pu 1J8lses Idpouwsdo pgeses VLAN/NVLAN Jel 09 p9 0z WO [Juo9)s.



Add Policy Profile x

General Access Policies QOS and AVC Mobility Advanced

A Configuring in enabled state will result in loss of connectivity for clients associated with this profile.

Narme™ ‘ Guest-Policy ‘ WLAN Switching Policy

Description ‘ Policy for guest access| ‘ Central Switching
Status Central Authentication
Passive Client Central DHCP
Encrypted Traffic Analytics Central Association
CTS Policy Flex NAT/PAT
Inline Tagging o

SGACL Enforcement o

Default SGT 2-65519




Add Policy Profile X

General Access Policies QOS and AVC Mobility Advanced

RADIUS Profiling O WLAN ACL
. 0
HTTP TLV Caching IPvd ACL | v ‘
DHCP TLV Caching o
IPvE ACL | v ‘

WLAN Local Profiling

URL Filters
Global State of Device @
Classification Pre Auth | v ‘
Local Subscriber Palicy Mame | v

Post Auth | v
VLAN
VLAN/VLAN Group | VLANZE21 - ‘
Multicast VLAN | Enter Multicast VLAN ‘

CLI oyudsd:

<#root>
9800(config)#

wireless profile policy Guest-Policy

9800(config-wirel ess-policy)#

description "Policy for guest access

9800(config-wirel ess-policy)#

vl an VLAN2621

9800(config-wirel ess-policy)#

no shut down

lJgb9o 4. luodd IUs IJodsso > edlple wpss) 9pdle wogrsd > edlple wpssic yopew edled
oo Iduwsluus 235 + [UolBs. G wopass luve edles ©pssi: op wpe WLAN-Policy Maps
2o+ luolWo 9l olds WLAN 9oJ0 og)sd Iduwslywo 1JJdso op logilgoel puwedl.



Add Policy Tag x

Marme® | EWA-Tag |

Description | Enter Description |

Vv WLAN-POLICY Maps: 0

-+ Add

WLAN Profile ~  Policy Profile ~
0 | L ¢ | tems per page Mo items to display

Map WLAN and Policy

WLAN Profile* | EWA-Guest v Policy Profile” Guest-Policy v

RLAN-POLICY Maps: 0

CLI oyudsd:

<#root>
9800(config)#

wireless tag policy EWA-Tag

9800( confi g-pol i cy-tag)#

w an EWA- Guest policy Guest-Policy

IJglogs 5. luwdd IJs Idodsse > Jluvdds > udlb 1Usuod 9225 udbs IUsuesd IJos swp
luvegslpol Joo SSID o3l pu Slisps weysy udbs lJguoed: g3 gdlpd [Jupss) lJos we
logulgel zosel pu IUBsed [Jpouwsds wog.



Edit AP x

AP Name™ ‘ C9117AXI-lobby ‘ Primary Software Version 17.3.3.26
Lacation™ ‘ default location ‘ Predownloaded Status NA
) Predownloaded Version /A
Base Radio MAC Qcd0.f897 . aeB0
Next Retry Time NA
Ethernat MAC 0cd0.f894.5c34
. Boot Version 1.1.2.4
Admin Status
103 Version 17.3.3.26
AP Mode | Local v |
Mini 105 Version 0.0.0.0
Operation Status Registered
) ) IP Config
Fabric Status Disabled
LED State CAPWAP Preferred Mode  IPv4
LED Brightness | g v | DHCPR IPvd Address 172.16.10.133
Level
Static IP (IPv4/IPvE) o
Tags

Time Statistics

A Changing Tags will cause the AP to momentarily O
lose association with the Controller. Writing Tag Config Up Time Odays 0 hrs 19 =
to AP is not allowed while changing Tags. mins 13 secs oy
g
=
Controller Association Latency 2mins 7 secs ;
. . s
Policy ‘ EWA-Tag v ‘
Site ‘ default-site-tag - ‘
e [ Araribe bt [l M

: =] Update & Apply to Device

BBl lzolze vdlb 9,09d pogsss [Js i Swp wpssiol Vs v IU9dw: ould gshly polzlu:

IJzsh 1. loodd 1Js 1Jodsso > lesh Jlgudds > ¢sble podspsd oo ould 2as lusl Iy Jg oo
Olispd Slised IJodysu. gad i@&ggé lJSlised 1Je9z936 v vl 1Jeoed Jsuog 1Jedl el
903l sgHue Slised wdd ullb 1Jguosd B 2lds 1yl 9235 w8l 1dyo9d IJo)9s6 &p 22> +
ullb 1dso9d: 9235 gdlps l[Juwslws [dpouusé po IJB8lsesd |JpouusJs.



Wireless Setup Flow Overview

This screen allows you to design Wireless LAN Configuration. It involves creating
Policies and Tags. Once the design is completed, they can be deployed to the
Access Points right here.

DESIGN PHASE

Tags & Profiles

WLAN Policy Site Policy Radio Policy
(Mandatory) (Optional) (Optional)
| WLAN Profile | AP Join Profile | RF Profile
| Folicy Profile | Flex Profile | RF Tag ¥
| Folicy Tag & | Site Tag &
DEPLOY PHASE
Apply to APs
I[Mani:!amw]l
| Tag APs

Select APs and push configuration to them

TERMINOLOGY ACTIONS

Tag

Go to List View
WLAN Policy, Policy Profile

Site Policy - AP Profile, Site Profile
| Create New

Radio Policy - Radio Characteristics



sumee o3l Ilesh Jsers IJopde wogrsd udlb 1suosd IJos we wesssol) 1Jlsdsss (IUbsle
IS Jol lsdsess 1)) sldedlele 1du2,9)56.

Associate Tags to AP x

Rule Mame* | Guest-APs ‘ Palicy Tag Name | =WA-lag i |
AP name regex* | C9117-.* ‘ Site Tag Name | v |
Active YES ] RF Tag Mame | v |
Priority™* | 1 ‘

D Cance =l Apply to Device

lJozdd pu lduoes

lpwegse o3l ldduwe Jolds gpd IJedsse v dd Lorse:

<#root>

9800#

show runni ng-config w an
9800#

show runni ng-config aaa
9800#

show aaa servers

9800#

show ap tag sunmmary

9800#

show ap nane <ap-nane> config general

9800#

show ap nanme <ap-nane> tag detail

9800#

show Wl an [summary | id | name | all]

9800#

show wi rel ess tag policy detailed <policy-tag nane>



9800#

show wirel ess profile policy detailed <policy-profile name>

2B pu 2lJs 2l HTTP 95910850 wluuegsle 21Us gl show ip http:

<tfroot>
9800#

show i p http server status

HTTP server status: Enabled

HTTP server port: 80

HTTP server active supplementary listener ports: 21111
HTTP server authentication method: Tocal

HTTP server auth-retry 0 time-window O

HTTP server digest algorithm: md5

HTTP server access class: 0

HTTP server |Pv4 access cl ass: None

HTTP server |Pv6 access cl ass: None

[...]
HTTP server active session modules: ALL
HTTP secure server capability: Present

HTTP secure server status: Enabled

HTTP secure server port: 443

HTTP secure server ciphersuite: rsa-aes-cbc-sha2 rsa-aes-gcm-sha?2
dhe-aes-cbc-sha2 dhe-aes-gcm-sha2 ecdhe-rsa-aes-cbc-sha?2
ecdhe-rsa-aes-gcm-sha2 ecdhe-ecdsa-aes-gcm-sha2

HTTP secure server TLS version: TLSv1l.2 TLSvl.1l

HTTP secure server client authentication: Disabled

HTTP secure server PIV authentication: Disabled

HTTP secure server PIV authorization only: Disabled

HTTP secure server trustpoint: Cl SCO | DEVI D_SUD

HTTP secure server peer validation trustpoint:
HTTP secure server ECDHE curve: secp256rl
HTTP secure server active session modules: ALL



IJozdd pu louald Blises IJozde B 1Usuesd (ACL) weduws god Igpsd wluwegsle IUlsle)
lJoldsé:

<#froot>
9800#

show pl atform software wirel ess-client chassis active RO mac-address <Cient nmac in aaaa. bbbb.cccc forne

ID : 0xa0000002

MAC address : aaaa.bbbb.cccc
Type : Normal

Global WLAN ID : 4

SSID : EWA- Guest

Client index : 0
Mobility state : Local

Aut hentication state : L3 Authentication

VLAN ID : 2621
[...]
Disable IPv6 traffic : No

Dynanic policy tenplate : Ox7b 0x73 OxOb Oxle 0x46 Ox2a Oxd7 Ox8f 0x23 Oxf3 Oxfe Ox9e Ox5c 0xbO Oxeb Oxf

9800#

show pl atform sof tware cgacl chassis active FO

Template ID

Group | ndex

Lookup ID Number of clients

0x7B 0x73 Ox0B Ox1E 0x46 Ox2A OxD7 Ox8F 0x23 OxF3 OxFE Ox9E Ox5C 0xBO OxEB OxF8 0x0000000a

0x0000001a 1

9800#

show pl at form software cgacl chassis active FO group-idx <group index> acl

Acl ID Acl Name CGACL Type Protocol Direction Sequence

16 IP-Adm-V6-Int-ACL-global Punt IPv6 IN 1

25 WA-sec-172.16.80.8 Security IPv4 IN 2



26 WA-v4-int-172.16.80.8 Punt IPv4 IN 1

19 implicit_deny Security IPv4 IN 3
21 implicit_deny_v6 Security IPv6 IN 3
18 preauth_v6 Security IPv6 IN 2

lpwod ol IJIgble 9l odlzol
|JQQv€Uﬂ$P

s99, WLC 9800 |pJlusle Idowwg 1Usksps. 903l suopu ouvesd zese IJigble IJpced 86
vlouald ldgpsd sldovosole g,ulisd puvess Idlubel wubvdd puweps Jel spdoud g500
IJuvedle 1Jglues webe g zlds Wubd wed za9woe.

N i Ipveolsl 14s 2ze ovedle 1Jes op logsliol: sedod 1052se oo wuog wslele
lJs €56 lslpe.

Jowe ldpuwblo IJos wp wgpseol wsluwlbs 9800 WLC vubdd lvu)lgos: spdud IUloold
gw,) SSH/Telnet . 9800 WLC 9. 9,le6 o030 IJglbosle (wlds pu wouwesd Ideduws 1Us pdwd uuos).

IJe96 1. 02dd pu IUsde Ields Jogsé Idoedp wese spdoud wede Iduwedle Bs 1dyde
IJuwlod IUs 98w 2298 [JpuvdJs.

<#root>
9800#

show cl ock

IJg1096 2. §p wogpse syslog pu 1dpeio 1Jedde Jogsé Idezde lg syslog U;bma Jpl 09 pe>>
w9luwlos cdysu Iduble. $99, 03l bo)s86 £ru0 Jises Juoes IJuble sldizble |y 2o

<#root>

9800#

show | oggi ng

U096 3. w28 ol bl wp wedsu ls Lingl wuorse leble.

<ffroot>

9800#



show debuggi ng

| OSXE Condi ti onal Debug Configs:

Condi tional Debug G obal State: Stop

| OSXE Packet Traci ng Confi gs:

Packet Infra debugs:

I p Address Por t

N ol Blise ls Uinb 3,7 B 1JSlises: Bosl sgus o IJoowe sop cuvesde s

pwe9s wuoese idble Jzpse IJgpdslo Idos walze 1duingl 1Jpedus (guslo MAC

5809lu IP 951 1Jss 3J9). 9031 pus Uvlvo Tu $583 e 2ze Iduwedle. J3JY: $90os wpuve
zese Iduinsb gus exe lJouorse IJogslo.

IJglbgs 4. pg lBu,)l o £3p Io)lz £09lu MAC o lJiZool) Jyiylb B 1Jgbgs 3. §p vogpese
epdsle vooug puwwss IJledlplo 1Up9z9:6 slispel Jeuglo MAC Idpeess.

<#froot>
9800#

show | ogging profile wireless filter [mac | ip] [<aaaa.bbbb.cccc>| <a.b.c.d>] to-file al ways-on-<Fl LEN/

Sedod lol &0 1Jezess eJs Izduws 19 $edod vumt IUpdd 1Js ¢lse TFTP élzs.

<{froot>
9800#

nor e boot fl ash: al ways- on- <FI LENAME. t xt >

or
9800#

copy boot fl ash: al ways-on-<FI LENAME. t xt > tftp://<a.b.c.d>/ <pat h>/ al ways- on- <FI LENAME. t xt >

IJousese Iduiubs sldoowe Jogvb IUJlgwdIdds

Bl de weued IJpuwble [Uslses pedyple JIBse Joesrss puved Idpuivdds 38> 1oz 9S8
SpIdud wpdsu wuoese Ui'c]olc lJeuingb 9ldodlb wowg Radio Active (RA). 1J3s $999,
COVE puress wuoese Iitble Jzpse IJgedslio IJos woddled pg 1dginb ez (euslu
MAC JJgesd B 030 1J21ds). Jopdso wuoese IJigble 1dpuingl. 19,1 030 1Jgbsle.

IJglo96 1. olds pu 830 wpdsu Uisb wuoese IJigble.

<ttroot>



9800#

clear platformcondition all

U296 2. 3o wopdse b ouoese IJigble Jeuslo MAC JJg psd 1JJluwdIs 1Uss o8>
ro_)lduuo

Swal 030 1Jble, Lol @wé gusle mac IJecsd; Jess 30 58596 (1800 wluss). spdud jslé ol
oS lposhsl zos 2085978494 &losé.

<{froot>
9800#

debug wirel ess mac <aaaa. bbbb. cccc> {nmonitor-ti me <seconds>}

. pdlzbs: pu lzd pil3ws 198, pu gpsd 912> Bs IJ 018 §p woubvésd IJle, debug
wireless mac JJJ gugly MAC.

~ pdlzbé: Jlsepe &0 wublb 1Jgpsd IUJluvdds eds eduws gpd 1U9256 [Jbb, 856 25
Sp SHSU 2pse Iduvedle pddolslizdsl Jswe exuool Jlizdl.

lJglo9é 3. 9p wlels luolz IJpuudJd i_9 lJuwded IUss wyss pil9owo.
IJgbys 4. k§r¢>= wlsslvd wuozse Ui'a]olc Bl oe ouwg IJpuvdds God luwole 98¢ 1Jp)l 9006
IJle,)luos 19 1dpdsy.

<tfroot>

9800#

no debug wirel ess nac <aaaa. bbbb. cccc>

wee luduole 98¢ 1deildws Iy ©ad Ideoese IJluwdds: suuvs WLC 9800 pJT ppdsl
wluwe:

ra_trace_MAC_aaaabbbbcccc_ HHMMSS. XXX _timezone_DayWeek_Month_Day_year.log

Utb.9f5 5. 8p wugpsE pdW uuilb goglo mac.  spdod el o IJiPJ RA trace .log |Js ¢bpe
thes b oo ldptoele poluins eds Idusluus.

U280 pu luwe oo cowg puwly RA.

<tfroot>



9800#

dir bootflash: | inc ra_trace

vuwe Jpd 1ds ebp thes:

<tfroot>

9800#

copy bootflash:ra_trace_MAC aaaabbbbcccc_HHMVBES. XXX _t i mezone_DayWek_Mont h_Day_year.log tftp://<a.b.c.d:

e Idpzess:

<tfroot>
9800#

nmore bootfl ash:ra_trace_MAC aaaabbbbcccc_HHMMES. XXX ti mezone_DayWeek_Mont h_Day_year. | og

IU¢lo9s 6. Bl Iy Iduwow Isssuws JIsild €s) 9luoe: Sép vree Iduwedle IlRJss IJos
08> bus§s Erue waeSTss 198 Juwedlo puwuss cuszse igble. Jl czolz s wuozse
iglole 1Jgpsd p)6 s Jiv IJie) $99, uedle wuszse IJigbls IJos wp czpsesl 9ogisuol
sledsl olJded.

<tfroot>
9800#

show | ogging profile wireless internal filter [mac | ip] [<aaaa.bbbb.cccc> | <a.b.c.d>] to-file ra-inter

. pdlelbs: s 1ele IJles o3l 1Js Lizle Tob Jzese puvessle ldouvesd Jeese IJeedsle
909 Jos) Idzze IJs 23 pl. 1U)zle IUleuold o Cisco TAC Jdpuwless s ldeedsd ¢JIJ 030
IJTe L.

<ttroot>

9800#

copy bootflash:ra-internal -<FI LENAME>. t xt tftp://<a.b.c.d>/ra-internal - <FI LENAVE>. t xt

e Idpzess:



<tfroot>
9800#

nore boot flash: ra-internal - <FI LENAMVE>. t xt

IJ2 096 7. $p wLilJs il cuopst IJigble.

S edlebs: olds pu Ii1Js Ligle wuoese Idigble slispl wes zduws Tuvedule IJigble
sluodlzol.

lIJowlb UE)P |JPubPO5

sedu lu ogie 9231e IJozde 9800 Igse wudd buses: 9031 suwee wluwednld IUigble
sloodizel wuvdd lgwod Lol Jlpdluss 19s6 peldes 2ipd puwess ldozde.

IJglo9s 1. oz Blisps wedpe Vs 1U9ue9d (ACL) Joodss 2yds 1dey9) 3o 1dlow el e.
wlJouwed Jpuobds ldssw: savos wlduwele Jerds pi9) Iduslule pu Ebe ldssw sldso.
CNJlols |Js 2yI6 p)9) Idoslole po slds weue uldlb 1Usuesd IJos Jio Idgpdle pouodsu

g_;Ol.

<#root>
9800( confi g) #

ip access-list extended EWA-pcap

9800( confi g- ext - nacl ) #

permt ip any host <web server |P>

9800( confi g- ext - nacl ) #

permt ip host <web server |P> any

9800( confi g- ext - nacl ) #

permt ip any host <AP | P>

9800( confi g- ext - nacl ) #

permt ip host <AP I P> any

IJg1096 2. §p wopass pedele Idodlb IJuslubs. olds po wpdso 296 o9, puvess IJozdp
Vs JJl lJloglosu: wubs) 1Uslzgod [Js 1Usuods 1Jelxss J9gad [Jupde Jssd.

<{froot>



9800#

nmoni tor capture EWA buffer size <buffer size in MB>

9800#

noni tor capture EWA access-list EWA-pcap

9800#

noni tor capture EWA control -plane both interface <uplink interface> both

<tfroot>
9800#

show nonitor capture EWA

Status Information for Capture EWA
Target Type:
Interface: Control Plane, Direction: BOTH

Interface: TenG gabitEthernet0/1/0, Direction: BOTH

Status : lnactive
Filter Details:

Access-list: EWA-pcap
Inner Filter Details:

Buffer Details:
Buf fer Type: LINEAR (default)

Buf fer Size (in MB): 100

Limt Details:

Nurmber of Packets to capture: 0 (no limt)
Packet Capture duration: O (no limt)

Packet Size to capture: 0 (no limt)
Packet sampling rate: 0 (no sanpling)

IUs 096 3. 3 wouugsd Iedlb 1l s slels loole 1pubdJs.

<{froot>
9800#

nonitor capture EWA start

Started capture point : EWA



196 4. $p LlsBle IUoslb 1Jubl s 9o os8,0l.

<{froot>
9800#

nonitor capture EWA stop

Stopped capture point : EWA
9800#monitor capture EWA export tftp://<a.b.c.d>/EWA.pcap

ol 0 3dd spdo cussd UIJeBlb pu slzes Ipuwetre lhuuspss: souode Is
luwoduvlo IJIgble 9l odlzol > [Jo@lb 1Jz5e0 923> wuoss) eds IUIJed@lb 1Uss wp odysuo.
22 uwbz ldpdou pu IdBlses IJpouwsrds Joujsd IUIdoglb po ¢JIJ HTTP |Js 1Jpzd>
lJplbd9w.

* »  Packet Capture b Need help on what logs to collect for various scenarios?

Capture

Export Capture - EWA

lweduuled igble glow IJgpsd sluodlzol

oeops uwdle WLAN Jouolb 86 1Jsse eds uvdod 1Jg psd: 98Js o3l IUlgulgue wgs pg 98
IJuwdsd sldpedsele oo eluw Idepsd os IdpBdolz Jopass Iduvew s Juwge uvdsd
o §6 1Ussw.

Ioveduldd Tgble puuog,uo HAR sl odlzol

w99, 1Jgsss pu ldpuves)uole 1dgrses: pod Mozilla Firefox 9 Google Chrome:. 59l wbys)
9236 Idoedp Jouoese leble clledle vbousdle IUssw. wes pJule HAR Luzdle
Jdevsledle wsu ldgpsd Sldehe 9099, 2291 jpus! Jovdledle HTTP Cldluolds [Us pedspele
IUbJdo sldlgweeles (IU,990v 95e5 1J2lJs sldeedele 9pl 1Us 3JY).

Sedu oSy pJdVIle HAR o0 puveeruo Iepsd Sluves)bel eds puveeruo peodd Jejso
o0 Idozdsd. s9uoe 03l Idpuwows Jsdss wgpse pdd HAR oo Mozilla Firefox.

IJgboos 1. e bole plog, IUssw wluwagsle Ctrl + Shift + 1 g 1o@,) oy IJelouw 1Jlspw wadl po
3JY Lopu press IUpuweeruo 922> Seue.



&2 Identity Services Engine @4 Cisco Prime Infrastruc... @) 2504-fgalvezm @) 3504-jesuherr

| o You must log in to this network before you can access the Internet.

lJgb9s 2. luwgd IJs I.Jubydé‘goid> PO OIS

C

Q search with Google or enter address

« >

Save Page As...

Select All

View Page Source

Inspect Accessibility Properties

C

Inspect (Q)

s
w

AmazZon
Sponsored

nses SOftware Download - ...

Open network login page

@

eBay
Sponsored

8.8.8.8

172.16.15.18

"JJJ" JIdoglb gese iggle ldbJdolo. g3

L_séggé lJo,90w _9oid.> oU io [Juwedlo IJolowsd wpogs eds uwop wobol 9ldl uvswpe puve

bdo Idyvzdle Jdel wp ouvgsd wgss) eeld.

® O imspector [ Conscle O Debugger (} Style Editor () Performance Lk Memory  [E) Storage T Accessibility 5 Application

o}

1 qQ &u'.w, €55 J5 MHR Fonts Images Media WS Other [ DisableCache Mo Thratling®  ¥f

« Perform a request or  Reload  the page to see detailed information about network activity.

» Click on the @ button to start performance analysis. (3

O Norequests

IJe98 3. $p wlehs locle IdeuvdJs: olds pu lu IJpuwotrue sé9p vouwesd zese

g - X

Iy

Import HAR File

lJbJdole. 056 912360 sSwp loolz luosl) lsdlw ouwesd 1Usgad IUs IUuveds: &p s gds

ls 8908 IJegwls 9233 plb 1JJJ J HAR.

e O inspecior

IS'.JI.'s Method

| €23 GET

|
| 3 GET
|
| EEB

: POST

| @ 18 requests 585.21 KB / 2B5.89 KB transferred Finizh: 19.18 2 DOMContent Losted: 382 2

Damain
17216802
172.16.802
B 1T26808
B Te6808
B 17216808
192021

File

consent htmiswitch_ur=hitpyif192.0.2.1 JoginhtmiBiap_macs Dod(:f8:94:f8:¢

loginkhtrml

) console [ Debugger T Metwork () Style Editor () Performance L Memary ESmraqe
(= ]

Al HTML €55 JS XHR Fonis Images Media WS Other  [[]Dissble Cache Mo Throttling & {ﬁ
L

Iritit e

dogument

documint

FaviconLoaderjsm:191 (ime

consenthtml:3T (document)

Type

bl

haml

il

T Accessivility 838 Application

Transferred

156 B

233 KB

Size

s0ze

2TEKB

218 KB

I

01 [0] e X

' Persist Logs

Import HAR File

Save All As HAR

Copy All A5 HAR

| LT




lJodlb 2506 pu 2glue IJgpsd

SpJdu JJdgpdle IUJlgwdIdsso 1U3so Jssop uble wubgsd pod Wi!‘ldOWS I9 MacOS o issu
Uzie £ polsis 1o ol 35 10Jlps st 1Uglo wop. £ 1sé e pi lol Jswe wasdl puluil
JIdodlb 1Uze go) 1Jogle BOluol spdu lo w99, ulbys gds wrd§ puolb 96 IJssw IJlzelds.

bJ._ DNS:

11068 200165256 B6:44:07. 364305 172.16.21.153 172.16.21.7 oS 102 53
11969 2031-0F-26 061 44:07. 375072 172.16.21.7 172.16.31.353 oS 195 57857
11070 2011-09-36 06:44:07.810773  172.16.31.7 172.16.31.283 o 118 52738

gcp.net
NAE Stectportal.prod.mazmei.oet CANE prod.detectportal, prod.cloudips.magep ort A 34.187,230.8
udops.mozgep. et A 34.107.331.82

puol 26 TCP IJisJss 9 HTTP Uz o9d £ lelss IUeszso:

444 2021-89-27 21:53:46... 172.16.21.153  52.185.211.133 TCP 66 54623 » 443 [SYN] Seq=0 Win=64240 Len=8 MS55=1460 WS=256 SACK_PERM=1
445 2021-89-27 21:53:46... 172.16.21.153  96.7.93.42 HTTP 205 GET ffiles/vpn_ssid_notif.txt HTTP/1.1

446 2021-@9-27 21:53:46... 96.7.93.42 172.16.21.153  HTTP 866 HTTP/1.1 206 OK (text/html)

447 2021-69-27 21:53:46... 172.16.21.153  96.7.93.42 TCcP 54 65421 » 80 [ACK] Seq=303 Ack=1625 Win=131072 Len=@

P2l 928 TCP pg Elop Ehzs:

11099 2023-09-18 06:44:07.872937  172,16.23.133 172.26.80.8 e 66 £320% = B9 [5WN] F19e0 Minef4240 Lened MSS=1409 WEe236 SALK
11090 2072-09-28 06:44:07. 5IM94 172, 16.50.8 172.26.21,153 e & 50+ 63209 [5WN, ACK] Seqe =1 WlmeB192 Lensd M5Se1250 W
11991 2031-99-18 BEra4187. BEOO4T  171.16.21.153 172.06. 50,8 R 54 65209 = B9 [ACK] Seqel Acksl Wins131072 Lensd

HTTP GET |Js 1 e IUgbzs (bdu pogd Iuws)):

172,18, 21.183 HTE 543 EET freebautd ch_welobttp: /183,85 1/ legin . hialhay sacebe:dd:8:07: ae:dbhelfont_maceds:35:87:dc:6h: FThss ldutid. Guesticedirectahtep: [ finme.ms
o s = -8
2 1504 o ed POU]
o 134 = facx] ssestled POU]
TP sa 5209 = 8 [K]
RLN_ N 17 . HTTE 643 HTTPFL.1 200 0K
172.16.21.153 172.36.80.8 TcR 54 £5203 = 5B [ACK] SeqeSl0 Ack=3095 Win=13055 Lensd

ooy HTTP |Js IP Idblo,ys Jdeuol>96:

3-09-35 Gécas:ib.G4aill  173.16.31.133 e &
0920 06:44:50. 045608  152.0.2.1 172.16.21,153 e o w128
09-28 D6144T50, GATLG6 P 54
1-69-28 BErddssd. 647755 HTTR s
12335 2021 183 e 54
12337 2023-09- 183 e 1w1s sssembled POU]
13338 2022-99-32 2,92, L185 e 1018 » resssesbled Fou)
12199 2 172.16.21.150 e 54
12340 152.8.2.1 153 HITR 584 HTTRI L8 190 0K
13341 3621-05 132.8.3.1 183 ™ 54 28 - 53355 [FIN,
12342 2021 172.16.21.153 e 58 52359 = 88 [
12353 2023-09-2 173.16.21.233 e 56 31358 = 8 [AK]

eold Jeelads vlzgs

03l 09 pgyz pelads louold uleesd pu puby) lJooog IJouul JJ)lbss: iuuuoa),o o3l Jpze
Jogrs pled eduws gpd IUgpsd JJepdle 1380 souodsv wpgrd SSID Jpuolb§6 950w
JJdbo e 3.

IJpLol386 9lUlGeolo 988! Jegsl, 802. 11:

<tfroot>

2021/09/28 12:59:51.781967 {wncd_x_R0-0}{1}: [client-orch-sm] [26328]: (note): MAC: 3423.874c.6bf7 Asso
2021/09/28 12:59:51.782009 {wncd_x_R0O-0}{1}: [client-orch-sm] [26328]: (debug): MAC: 3423.874c.6bf7

Recei ved Dot 11 associ ati on request.
Processing started,
SSID: EWA- Guest, Policy profile: Guest-Policy

, AP Name: C9117AXI-lobby, Ap Mac Address: 0cd0.f897.ae60 BSSID MAC0000.0000.0000 wlan ID: 4RSSI: -39,



2021/09/28 12:59:51.782152 {wncd_x_R0O-0}{1}
2021/09/28 12:59:51.782357 {wncd_x_R0O-0}{1}
2021/09/28 12:59:51.782480 {wncd_x_R0O-0}{1}

Sendi ng associ ation response with resp_stat

2021/09/28 12:59:51.782483 {wncd_x_R0O-0}{1}
2021/09/28 12:59:51.782509 {wncd_x_RO-0}{1}
2021/09/28 12:59:51.782519 {wncd_x_RO-0}{1}
2021/09/28 12:59:51.782611 {wncd_x_RO-0}{1}

Associ ation success. AID 1

, Roaming = False, WGB = False, 1lr = False
2021/09/28 12:59:51.782626 {wncd_x_RO-0}{1}
2021/09/28 12:59:51.782676 {wncd_x_RO-0}{1}

Station Dot 11 association is successful.

wp webs puob s Idbo9é 2:

<tfroot>

2021/09/28 12:59:51.782727 {wncd_x_RO-0}{1}
2021/09/28 12:59:51.782745 {wncd_x_R0O-0}{1}
2021/09/28 12:59:51.782785 {wncd_x_RO-0}{1}

L2 Authentication initiated. method WEBAUTH

, Policy VLAN 2621,AAA override = 0
2021/09/28 12:59:51.782803 {wncd_x_RO-0}{1}
[...]

2021/09/28 12:59:51.787912 {wncd_x_RO-0}{1}
2021/09/28 12:59:51.787953 {wncd_x_RO-0}{1}
2021/09/28 12:59:51.787966 {wncd_x_RO-0}{1}

L2 Authentication of station is successful.

ACL PLUMB:

<tfroot>

2021/09/28 12:59:51.785227 {wncd_x_RO-0}{1}
2021/09/28 12:59:51.785307 {wncd_x_RO-0}{1}
2021/09/28 12:59:51.785378 {wncd_x_R0O-0}{1}

: [cTient-orch-state] [26328]: (note): MAC: 3423.874c.6bf7 C
: [dotll-validate] [26328]: (info): MAC: 3423.874c.6bf7 WiFi
: [dotll] [26328]: (debug): MAC: 3423.874c.6bf7 dotll send a

us_code: 0

: [dotll] [26328]: (debug): MAC: 3423.874c.6bf7 Dotll Capabi
: [dotll-frame] [26328]: (info): MAC: 3423.874c.6bf7 WiFi di
: [dotll] [26328]: (info): MAC: 3423.874c.6bf7 dotll send as
: [dotll] [26328]: (note): MAC: 3423.874c.6bf7

, 11w = False
: [dotll] [26328]: (info): MAC: 3423.874c.6bf7 DOT1l state t
: [cTient-orch-sm] [26328]: (debug): MAC: 3423.874c.6bf7

: [cTient-orch-sm] [26328]: (debug): MAC: 3423.874c.6bf7 Sta
: [cTient-orch-state] [26328]: (note): MAC: 3423.874c.6bf7 C
: [cTient-auth] [26328]: (note): MAC: 3423.874c.6bf7

: [sanet-shim-translate] [26328]: (ERR): 3423.874c.6bf7 wlan

: [cTlient-auth] [26328]: (info): MAC: 3423.874c.6bf7 Client
: [cTlient-auth] [26328]: (info): MAC: 3423.874c.6bf7 Client
: [cTient-orch-sm] [26328]: (debug): MAC: 3423.874c.6bf7

, L3 Authentication : 1

: [webauth-sm] [26328]: (info): [ 0.0.0.0]Starting Webauth, |
: [auth-mgr-feat_wireless] [26328]: (info): [0000.0000.0000:
: [webauth-acl1] [26328]: (info): capwap_9000000b[3423.874c.6

Applying I Pv4d intercept ACL via SVM nane: WA-v4-int-172.16.80.8

, priority: 50, IIF-ID: O
2021/09/28 12:59:51.785738 {wncd_x_R0O-0}{1}

URL- Redirect-ACL = WA-v4-int-172.16.80.8

2021/09/28 12:59:51.786324 {wncd_x_RO-0}{1}

Applying I Pv6 intercept ACL via SVM nane:

: [epm-redirect] [26328]: (info): [0000.0000.0000:unknown]

: [webauth-acl1] [26328]: (info): capwap_9000000b[3423.874c.6

| P- Adm V6- I nt - ACL- gl obal , priority: 52



, IIF-ID: O
2021/09/28 12:59:51.786598 {wncd_x_R0O-0}{1}:

URL- Redi rect-ACL = | P- Adm V6- 1 nt - ACL- gl oba

2021/09/28 12:59:51.787904 {wncd_x_RO-0}{1}:

gpdso IJog v eds IP:

<{froot>

2021/09/28 12:59:51.799515
2021/09/28 12:59:51.799716

{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:

|P-learn state transition:

2021/09/28 12:59:51.802213
2021/09/28 12:59:51.916777
[...]

2021/09/28 12:59:52.810136

{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:

{wncd_x_R0O-0}{1}:

Client |P learn successful

2021/09/28 12:59:52.810185
2021/09/28 12:59:52.810404
2021/09/28 12:59:52.810794
2021/09/28 12:59:52.810863

{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:

|P-learn state transition:

gedss puob§é 9lehs wozse Idbw s 3:

<{froot>
2021/09/28 12:59:52.811141 {wncd_x_R0-0}{1}:

L3 Authentication initiated. LWA

2021/09/28 12:59:52.811154 {wncd_x_R0O-0}{1}:
2021/09/28 12:59:55.324550 {wncd_x_R0O-0}{1}:
2021/09/28 12:59:55.324565 {wncd_x_R0O-0}{1}:

HTTP GET request

2021/09/28 12:59:55.324588 {wncd_x_R0-0}{1}:
[...]
2021/09/28 13:01:29.859434 {wncd_x_R0O-0}{1}:

POST rcvd when in LOG@ N state

2021/09/28 13:01:29.859636 {wncd_x_R0O-0}{1}:
2021/09/28 13:01:29.860335 {wncd_x_R0O-0}{1}:

[epm-redirect] [26328]: (info): [0000.0000.0000:unknown]

[client-auth] [26328]: (info): MAC: 3423.874c.6bf7 Client

[client-orch-state] [26328]: (note): MAC: 3423.874c.6bf7 C
[cTient-iplearn] [26328]: (info): MAC: 3423.874c.6bf7

S IPLEARNLINIT -> S_| PLEARN_| N_PROGRESS

[cTient-auth] [26328]: (info): MAC: 3423.874c.6bf7 Client
[sisf-packet] [26328]: (debug): RX: ARP from interface cap

[cTient-iplearn] [26328]: (note): MAC: 3423.874c.6bf7

Met hod: ARP I P: 172.16.21. 153

[epm] [26328]: (info): [0000.0000.0000:unknown] HDL = 0x0
[auth-mgr] [26328]: (info): [3423.874c.6bf7:capwap_9000000
[auth-mgr-feat_wireless] [26328]: (info): [0000.0000.0000:
[cTient-iplearn] [26328]: (info): MAC: 3423.874c.6bf7

S | PLEARN | N_PROGRESS -> S_| PLEARN_COVPLETE

[client-auth] [26328]: (note): MAC: 3423.874c.6bf7

[client-auth] [26328]: (info): MAC: 3423.874c.6bf7 Client
[webauth-httpd] [26328]: (info): capwap_9000000b[3423.874c
[webauth-httpd] [26328]: (info): capwap_9000000b[3423.874c

[webauth-httpd] [26328]: (info): capwap_9000000b[3423.874c

[webauth-httpd] [26328]: (info): capwap_9000000b[3423.874c

[webauth-acl1] [26328]: (info): capwap_9000000b[3423.874c.6
[webauth-acl1] [26328]: (info): capwap_9000000b[3423.874c.6



2021/09/28 13:01:29.861092 {wncd_x_R0O-0}{1}: [auth-mgr] [26328]: (info): [3423.874c.6bf7:capwap_9000000

Aut hc success from WebAut h, Auth event success

2021/09/28 13:01:29.861151 {wncd_x_R0-0}{1}: [ewlc-infra-evq] [26328]: (note): Authentication Success.
2021/09/28 13:01:29.862867 {wncd_x_R0-0}{1}: [client-auth] [26328]: (note): MAC: 3423.874c.6bf7

L3 Aut hentication Successful.

ACL:[]
2021/09/28 13:01:29.862871 {wncd_x_R0-0}{1}: [client-auth] [26328]: (info): MAC: 3423.874c.6bf7

Client auth-interface state transition: S _AUTH F_WEBAUTH PENDI NG -> S AUTH F_WEBAUTH_DONE

IJlvedld Ids zlds Idogbgsd:

<tfroot>

2021/09/28 13:01:29.863176 {wncd_x_R0O-0}{1}: [client-auth] [26328]: (note): MAC: 3423.874c.6bf7 ADD MOB
2021/09/28 13:01:29.863272 {wncd_x_R0-0}{1}: [errmsg] [26328]: (info): %CLIENT_ORCH_LOG-6-CLIENT_ADDED_

Usernane entry (3423.874C. 6BF7) joined with ssid (EWA-Guest) for device with MAC. 3423.874c. 6bf7

2021/09/28 13:01:29.863334 {wncd_x_R0-0}{1}: [aaa-attr-inf] [26328]: (info): [ Applied attribute :bsn-v
2021/09/28 13:01:29.863336 {wncd_x_R0-0}{1}: [aaa-attr-inf] [26328]: (info): [ Applied attribute : time
2021/09/28 13:01:29.863343 {wncd_x_R0-0}{1}: [aaa-attr-inf] [26328]: (info): [ Applied attribute : url-
2021/09/28 13:01:29.863387 {wncd_x_R0-03}{1}: [ewlc-qos-client] [26328]: (info): MAC: 3423.874c.6bf7 Cli
2021/09/28 13:01:29.863409 {wncd_x_R0-0}{1}: [rog-proxy-capwap] [26328]: (debug):

Managed client RUN state notification

1 3423.874c.6bf7
2021/09/28 13:01:29.863451 {wncd_x_R0O-0}{1}: [client-orch-state] [26328]: (nhote): MAC: 3423.874c.6bf7

Client state transition: S CO L3 _AUTH IN PROGRESS -> S CO RUN
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