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Slowopsle 9236 Ioede IUJluuJIdss 9800.

IJecbdole 1Jlul jusé

lJeobdolo

9028 Cisco Lly odsy Jssd pe,ds uldeslose IJoldss:
* |Jpeesl) IEEE 802. 11 Fundamentals.

lJpdovlo Idpuuwespd

ouwows Idpgdspele 1Jglyo WO o3l ldpuwews IJs luesble Ido)lez ldedsule 1Jpebss Ideldss:

* 9¢26 IJuedpe Cisco Wireless 9800-L IOS® XE 17.12.1
* u9bs 9,09J Cisco Catalyst 9130AXI Series.

e logile UpeJ3p|u Ugl_).)o Bs o3l IJp o pu Ulao_)o 1J 92956 WOS wSis6 pgpdso ¢luos.

u)lu apgse Ulao_)o |JPLJ.UUE_)|DO l..96 o5l lJroLJ‘UUU') uudﬁ.ju PPL)“BC (ldu)lws) |.)| Jluu

ped9ple lvluss

ouvs) uldbé IJsuosd 1Usesds pu Cisco [Js udlbé 9,09J JluvdIss sy puose wol wp



couswol 8Js uvuds 390 edp puwssd IJuswds 19 psld o, spdu v wuvdd vdlb 1Js o9
IJ>¢5J8 030 pglb) lpuss eds Iduveds: sspdu JJpolzeso luvesleol JJeuesd eds 9,09
£S) puoue wou o leel o IJpedsple [Jpuuluws: 9 lbJlg luuubs Lolyé Ig)s. whble Cisco Jaus
lJolbd ] 1l wdds (WIPS) 09 2d puoepe Jogass uldlb 1Usuosd 1U>gsdo sblywol.

subs) IJgesd I1Jpgle pu Cisco: sldeg,998 lsuol wldpzlos 1ebds Is 1Uzols 1Usgsd: 1S zol
gpsd Jluwdds €5y puoie wo vl Lol pouod wudbs 909 pilaes. 9el 09 IUeld pe LSl
IJs o9d Idpgbes. suvdd IJg pdle Ipgbesw ol louss Jive spdo JJpolze IUlo ol
wubods 390 1Jzuo9d eds wogsue puluve. w9, Cisco bole sdod Jdpuwless B Idould
929> IJgpdle IJpghbeso 9lJedsV pu lelo JJeulb eds ipl.;, lJveds.

lJvsolssole
IJuwsobsy 1 1dognld 0 §lbs 9u09d HEsds 9uzass pdluol

wboy JJ IJgbyle IJoldss Jsdss |uwwgsle sedle 1oz de IJJluwdIdss 9800 JJewlero WO
lJoguld gpsd 22sd 19 0 8o 9,09 Jl wisjol vwds IJpuwgse:

1. lowogspe 9236 Idopde IUdluwddss JJews, s bs po vdlb 1Usosd 1Uglos
Juvde IJzols 1Ux9l):

sedod £00 vl 1sesd 1s¢sJs 9 IJgpdle IUpehesu ew, Slzos IJpuwesp 1 umspss
(GUI) 9 9lzos yulb, IJsle, (CLIY: Gldouwws Jslzed Idpuwagse Idyuusess (GUI): luedd Ids
gdled 1Jowsse "Upl$us" op "JlundIs" Se lge) "eghe" &p spdud luveesle £9led
lJouodss Jdews) eds IJzols IUsgsds: suldogwws Jolzos ub, 1Jisle, (CLI). spded
lwegsle 1Jie, show wireless wps gue ap summary Jg oo zese IJizoso IUsgsds lJos wp
IJouulBol I9 spdud [uuegsle IJie, show wireless wps gue ap detail <mac-addr> Jg )0
lJoluosd gJs zol) 2915 peoo.

Bspl SUs woses pu 8lz0s Lulo, IJisle, (CLI) Jesuo Blises IJize;s Ideeles gwy IUle, show
wireless wps rogue ap summary:

9800L#show wireless wps rogue ap summary

Rogue Location Discovery Protocol : Disabled
Validate rogue APs against AAA : Disabled

Rogue Security Level : Custom

Rogue on wire Auto-Contain : Disabled

Rogue using our SSID Auto-Contain : Disabled
Valid client on rogue AP Auto-Contain : Disabled
Rogue AP timeout : 1200

Rogue init timer : 180

Total Number of Rogue APs : 137

MAC Address Classification State #APs #Clients Last Heard Highest-RSSI-Det-AP RSSI Channel Ch.Width GHz
0014.d1d6.a6b7 Unclassified Alert 1 0 01/31/2024 21:28:09 1416.9d7f.a220 -85 1 20 2.4

002a.10d3.4f0f Unclassified Alert 1 0 01/31/2024 21:17:39 1416.9d7f.a220 -54 36 80 5

002a.10d4.b2e0 Unclassified Alert 1 0 01/31/2024 21:17:39 1416.9d7f.a220 -60 36 40 5

0054.afca.4d3b Unclassified Alert 1 0 01/31/2024 21:26:29 1416.9d7f.a220 -86 1 20 2.4

00a6.ca8e.ba80 Unclassified Alert 1 2 01/31/2024 21:27:20 1416.9d7f.a220 -49 11 20 2.4


/content/en/us/td/docs/wireless/controller/9800/17-12/config-guide/b_wl_17_12_cg/m_awips.html?bookSearch=true
/content/en/us/td/docs/wireless/controller/9800/17-12/config-guide/b_wl_17_12_cg/m_awips.html?bookSearch=true
/content/en/us/td/docs/wireless/controller/9800/17-12/config-guide/b_wl_17_12_cg/m_awips.html?bookSearch=true
/content/en/us/td/docs/wireless/controller/9800/17-12/config-guide/b_wl_17_12_cg/m_awips.html?bookSearch=true
/content/en/us/td/docs/wireless/controller/9800/17-12/config-guide/b_wl_17_12_cg/m_awips.html?bookSearch=true

00a6.ca8e.ba8f Unclassified Alert 1 0 01/31/2024 21:27:50 1416.9d7f.a220 -62 140 80 5
00a6.ca8e.bacf Unclassified Alert 1 0 01/31/2024 21:27:50 1416.9d7f.a220 -53 140 40 5
00f6.630d.e5c0 Unclassified Alert 1 0 01/31/2024 21:28:09 1416.9d7f.a220 -48 1 20 2.4
00f6.630d.e5cf Unclassified Alert 1 0 01/31/2024 21:27:40 1416.9d7f.a220 -72 128 20 5
04f0.212d.20a8 Unclassified Alert 1 0 01/31/2024 21:27:19 1416.9d7f.a220 -81 1 20 2.4
04f0.2148.7bda Unclassified Alert 1 0 01/31/2024 21:24:19 1416.9d7f.a220 -82 1 20 2.4
0c85.259¢e.3f30 Unclassified Alert 1 0 01/31/2024 21:21:30 1416.9d7f.a220 -63 11 20 2.4
0c85.259e.3f32 Unclassified Alert 1 0 01/31/2024 21:21:30 1416.9d7f.a220 -63 11 20 2.4
0c85.259%¢e.3f3c Unclassified Alert 1 0 01/31/2024 21:27:30 1416.9d7f.a220 -83 64 20 5
0c85.259%¢e.3f3d Unclassified Alert 1 0 01/31/2024 21:27:30 1416.9d7f.a220 -82 64 20 5
0c85.259e.3f3f Unclassified Alert 1 0 01/31/2024 21:27:30 1416.9d7f.a220 -82 64 20 5
12b3.d617.aacl Unclassified Alert 1 0 01/31/2024 21:28:09 1416.9d7f.a220 -72 1 20 2.4
204c.9e4b.00ef Unclassified Alert 1 0 01/31/2024 21:27:40 1416.9d7f.a220 -59 116 20 5
22ad.56a5.fa54 Unclassified Alert 1 0 01/31/2024 21:28:09 1416.9d7f.a220 -85 20 2.4
4136.5afc.f8d5 Unclassified Alert 1 0 01/31/2024 21:27:30 1416.9d7f.a220 -58 36 20 5
5009.59eb.7b93 Unclassified Alert 1 0 01/31/2024 21:28:09 1416.9d7f.a220 -86 1 20 2.4
683b.78fa.3400 Unclassified Alert 1 0 01/31/2024 21:28:00 1416.9d7f.a220 -69 6 20 2.4
683b.78fa.3401 Unclassified Alert 1 0 01/31/2024 21:28:00 1416.9d7f.a220 -69 6 20 2.4
683b.78fa.3402 Unclassified Alert 1 0 01/31/2024 21:28:00 1416.9d7f.a220 -72 6 20 2.4
683b.78fa.3403 Unclassified Alert 1 0 01/31/2024 21:28:00 1416.9d7f.a220 -72 6 20 2.4

2. spJdud IJogodss gds lesds yvwdle WLAN IJos wp wdssvel gds 9236 [dozdp 9800
Jrsd Jpg 6 pl 131 Jlo Issd Iis Tzos pglhes ©i9p vt svwdle WLAN o wol. sbo,
IJovdd IJelds IJooses pss Juvde 9236 Idwpde CI130 1gluoé ws o3l Ipghbe eds JJI
IJolbl$le:

n "clnls'cllé' Cisco Catalyst 3800-L Wireless Controller # © AB & mMecc Q & Feedback | 7 [
Aonitarin > Wireless- » Rogues
Unelassified Friendly Malicious Custom lgrore List Rogue Clients Adhoc Rogues
Total APg : 2
4
MAC T #Detecting T Numberof My Last Heard Y Highest RSSI F Channel T PMF T
O Address Radics Cliants Status T Last Heard 5510 Channed Width Band YV Required
173/ 4
O 6e8d.7793.8340 1 o Alprt ? f3 _’202 RogueTest 1 20 24GHz  No
20:10:48
O 6cBa7793.8341 1 0 Aert piriienz RogueTest 6 20 5GHz Mo
2110048
1 0 v O

GUI Rogue List

3. o udlb IJyLosd IJos Juvde Idzol; [Jxsl,.

oo suwobse yuless IJ APs ls Juudd 11516 5905 swses IJuudd 1delds 1 ap lo I o3l 9l
Oulé: rssi 9spd: 9ldpjss pu ldpedyplw:



A IELT Cisco Catalyst 9800-L Wireless Controller Welcomerosala | & % A B &4 M@ @ T Q & Feedback | (@

CISCO
Monitoring = > Wirg| Rogue AP Detail *
Unclassified Frig MAC Address  6cB8d.7793.8340 é';)lrs‘. time Reported 01/31/2024 19:26:49
n
—
Is this radic on wired network? Mo
;ust time Reported 01/31/2024 21:10:49
On
Class Type | Unclassified -
Total APs : 2
status | e
initiate RLOP O
o MAG 1 Iz Rogue an impergonator 7 Mo
Address
D 6CBA. 7793 8340 APs that detected this Rogue
O 6c8d.7793.834f
Cha...
1 Base Radio Cha.. from Security Shor RSSI  SNR  Containment
MAC AP Marme SsID Cha. Width Band Ds Radia Policy Preamble (dBm) (dB) Type
dotl1g,
- . r 5 2.4 dedlax -
1416.9d71.a2; 9130  RogueTest 1 20 Yes Open Enabled  -35 60 NIA
' GHz - 24
GHz

-] Update & Apply to Device

luosd udbs 1Js o9 1Upgles GUI

e 9lz0é ulbo; 1Jisle, (CLI). spdud &500 030 Ipedsple po gJIJ IJie, show wireless wps rogue
ap detail <mac-addr>.

4. 1Je 9, £Js 180 wldbs 9,09J [Us 1zols 1Ux90) luwe ol 1Js 18,0 Bspsé RSSI.

loveobl s volsg £33 wdlb 1Usosd IJos Juvde go 1Jzols IUsgsds: Seo edsd IUoze gu
18w 0dbs 9009d luveubl [Js $spd RSSIIJeg 9,06 £ds 9296 IJopdp IJJluudJss: 9bs
el Idelds JuvBe odbs 9,09d sless Wb 1Usgsds. JJl iuol Sl spé RSSI gldsé: ppl
seus lu IJzob 1Usgsds Grse 2ol pu 0dbs 1J9uesd 1J¢lues wis.

IJelds o9 1)1z 11, show wireless wps rogue ap detail <mac-addr>Jg, o IJ@uls lJos upew
Wsol u 9o 1U9o9J/WLC wuvgsd o3l Idzol) IUsgsd: wldluolws |Us Bspeo RSSI:

9800L#show wireless wps rogue ap detailed 6c8d.7793.834f
Rogue Event history

Timestamp #Times Class/State Event Ctx RC

01/31/2024 22:45:39.814917 1154 Unc/Alert FSM_GOTO Alert 0x0

01/31/2024 22:45:39.814761 1451 Unc/Alert EXPIRE_TIMER_START 1200s 0xO
01/31/2024 22:45:39.814745 1451 Unc/Alert RECV_REPORT 1416.9d7f.a220/34 0x0
01/31/2024 22:45:29.810136 876 Unc/Alert NO_OP_UPDATE 0xO0

01/31/2024 19:36:10.354621 1 Unc/Pend HONEYPOT_DETECTED 0x0

01/31/2024 19:29:49.700934 1 Unc/Alert INIT_TIMER_DONE 0xab98004342001907 0xO
01/31/2024 19:26:49.696820 1 Unk/Init INIT_TIMER_START 180s 0xO

01/31/2024 19:26:49.696808 1 Unk/Init CREATE 0x0

Rogue BSSID : 6c8d.7793.834f

Last heard Rogue SSID : RogueTest
802.11w PMF required : No

Is Rogue an impersonator : No

Is Rogue on Wired Network : No
Classification : Unclassified



Manually Contained : No

State : Alert

First Time Rogue was Reported : 01/31/2024 19:26:49
Last Time Rogue was Reported : 01/31/2024 22:45:39

Number of clients : O

Reported By

AP Name : (C9130

MAC Address : 1416.9d7f.a220
Detecting slot ID : 1

Radio Type : dotllax - 5 GHz
SSID : RogueTest

Channel : 36 (From DS)
Channel Width : 20 MHz

RSSI : -43 dBm

SNR : 52 dB

ShortPreamble : Disabled
Security Policy : Open

Last reported by this AP : 01/31/2024 22:45:39

5. 8p wepe IUSwuo g IJogle gds 0w IJBUIS Jogass pdly IUgéo.

IJBuls ldos wwe Wsol udbs 1Jgo9d (AP) IJpglhes: sluwoubl s Bspeé RSSI Wy v §bo
IUs,09d 9130 wpe e 03l 1Jpghe eds -35 ssuvswd-ws led IUss seow Gosel 2ol 903l spued
V)0 gu ls pulb 96 s9> 03l IUpglbe 9lJglogs IJuldss os zeg lJoblb g [Jogle.

Suoe IJuvdd Idolds gpdsé IJoblb go) 1Jogle eds 1UQuls 36 o OTA: spdudd o oS
0dbs 1U9uo9d IUpehes ©99p woudss oggp IUEle puolb$6 Idlzesle lUs udbs 1ds o]
lJpe>1)0:

No. Timne Source Destination Protocol | Length Info

7 2024-82-01 18:59:41.859345 Cisco_Tf: Broadeast 282.11 66 Deauthentication, SN=8, FN=8,
53 2024-92-01 18:50:42,369289 Cisco_TH: Broadcast 802,11 GE Deauthentication, SN=@, Fi=8,
125 2024-92-01 18:59:43.284E823 Cisco_T7f: Eroadcast 882,11 66 Deauthentication, SN=8, FN=8,
134 2024-92-01 18:50:43,313382 Cisco_Tf: Broadcast 802,11 BE Deauthentication, SN=8, FN=@,
287 2024-02-81 18:59:44. 071466 Cisco_Tf: Broadcast 802,11 66 Deauthentication, Sh=@, Fh=@,
274 Z024-82-01 18:59:44.581442 Cisco_71: Broadcast 892,11 66 Deauthentication, SN=8, FN=,
3 2024-02-01 18:59:45.036051 Cisco_Tf: Broadcast 892,11 66 Deauthentication, SN=@, FN=@,
353 2024-82-01 18:59:45.548049 Cisco_7f: Broadcast 892,11 66 Deauthentication, SN=8, FN=@,
392 2024-872-01 18:59:46.084385 Cisco_T1: Broadcast 892,11 BB Deauthentication, SN=8, FN=9,
438 2824-82-01 18:50:46,485479 Cisco_7f: Broadcast 292,11 1 Deauthentication, SN=@, FN=@,
ABH 2024-82-01 18:50:46. 904851 Cisco_7f: Broadcast 892,11 66 Deauthentication, SN=8, FN=@,
516 2024-02-01 18:59:47. 450453 Cisca_Tf: Broadcast 292.11 BB Deauthentication, SN=8, FN=@,
551 2024-02-01 18:50:47. 884436 Cisco_Tf: Broadcast 882.11 13 Deauthentication, SN=8, Fh=@,
G626 2024-82-081 18:50:48.395528 Cisco_Tf: Broadcast 882.11 13 Deauthentication, SN=8, FN=8@,
e 2024-92-01 18:59:48, 541406 Cisco_71: Broadcast 802,11 66 Deauthentication, SN=8, FN=8,
T4 2074-02-81 18:59:49. 3640995 Cisco_Tf: Broadcast 802,11 66 Deauthentication, Sh=@, Fh=@,
753 Z024-92-01 18:59:49. 883287 Cisco_71: Broadcast 892,11 66 Deauthentication, SN=8, FN=,
a7 2024-82-01 18:59:50.331736 Cisco_7f: Broadcast 892,11 66 Deauthentication, SN=@, FN=@,
841 2024-92-01 18:59:50. 810843 Cisco_7f: Broadcast 892,11 66 Deauthentication, SN=8, FN=@,
16 2024-82-01 18:59:51.647435 Cisco_TT: Broadcast 892.11 BB Deauthentication, SN=8, FN=@,
931 2824-82-01 18:50:51.820041 Cisco_7f: Broadcast 292.11 66 Deauthentication, SN=@, FhN=@,
1881 2024-92-01 18:50:52. 574685 Cisco_7f: Broadcast 892.11 66 Deauthentication, SN=8, FhN=@,
1123 2024-82-01 18:59:53. 896421 Cisea_Tf: Broadeast 892.11 BB Deauthentication, SN=9, FN=8@,
1172 2024-82-01 18:50:53.527709 Cisco_T7f: Broadcast 892,11 BB Deauthentication, SN=@, FN=@,
1713 PHFA-A7-A1 1R:50:54.A754R5 Cisen 71 Rroadrast RA2.11 AR Deauthentication. SH=8. FN=@.

Frame 7: 66 bytes on wire (528 bits), G6 bytes captured (528 bits)
Radiotap Header w8, Length 36
BB2.11 radio information
PHY type: 882.11a (0OFDM) (5)
Turbo type: Non-turbe (@)
Data rate: 6.8 Mb/s
Channel: 36
Frequency: S180MHz
Signal strength (dBm): -61 dBm
Noise level (dBm): =97 dBm
Signal/snoise ratio (dB): 36 dB
T5F timestamp: 2032467834
[Duration: G4ps]
IEEE 882.11 Deauthentication, Flags: ........C
IEEE 862.11 Wireless Management

udbs 9,09 peolds

Sedud luwople Idpedsele 1U9hss o IJuvdd IJuwlod JSop pos Gow 03l 1dpehe: sspdud
eds IJIWJ 1o odsy Jrsy WY)6 g p9de wdbo 1Uguo9d 1Upglbes 030 Wedsl. spdud



IJQUQ$§6 oy £u9lu MAC J)bs9 AP 1Jpghe suwowpdy pu pg )96 ol 131 Jly Id9g> wuivlol
eldsl e JI B Qpw wldogdl ppel Bl Ilue Jssd 2ip puble o) lJogle.

IJuvsobiss 2: 1JIuu g0 gpsd pehe sHuvd beddlu |Ugle 1dp ol 86 9ozas>
990

ooy JI Ighbsle Ioldss Jsdiss luwopsle 9228 Iopde IJlun]diss 9800 Jgos, s
gpsd pehe pouod wuldbs 9,09d pelaes Jl was ol v ds Idpuwese 19 gpsd pehe sW9p
woz9p JIJEle e ol>86:

1dowese 9226 Idoede IdJluwdIdss JJews) eds e psd Ipehe.

U 9lzod IJpwwese IJJw?p§6 (GUI) Jgg»o andf lJJlpwdIsé. Iooé\.{ IJs gdlpsd lJowyse
"ldesl 8" JlgwdIds: Sp 1o, Idgpdle IJpéghbesu: 19 spdoud |uwegsle IJle) show wireless wps
rogue client summary o0 9lzos Gulo, 1Jigle, (CLI) Juw,s IJg pdls Ipgbese IUsse wp
lJogulBoe gJs 9226 o dp:

@ Uuibe Cisco Catalyst 9800-L Wireless Controller Welcomerosalia | # % A B &% @ @ & Q ® Feedback| @

Monitoring - > Wireless~ > Rogues

Unclassified riendly Malicious Custom Ignore List Rogue Clients Adhoc Rogues

Numbar of Clients: 48

G MAC Address T H#Datecting Radios T Last SeenOn Status T
G 0021.6a9b.b344 1 0215/2024 17:21:34 Adert
cbB.1575.8a5c 1 15/ 4 17:08:14 Alert
OchB.1575 8a5 0215/202 08
a58. b0l caed 1 r2fa/ 1 dd hart
1a50.510f cael 1 02/15/2024 17:20:44 Al
G 341b.2d61 .coB3 1 02015/2024 17:03:54 Adert
62b8.db39.c533 1 02135/ 4 17:08:14 Adert
52b8.db349.c532 0215/202, 08:
5a7c. 1 15/ 154 hert
T0f3.5a7c.8f70 1 02M15/2024 17:18:54 A
D 703.5a7¢.9150 1 D2715/2024 17:16:34 Adert
70f3.5a7c.! 1 15, 4 17:21:54 Alert
70f3.5a7c.9710 1 02/15/2024 17:21:5 A
Sa7c.bed 1 V2(15 17:21:04 bert
T0F3.5a7c. bed) 1 02M15/2024 17:21:04 A
G 7013.5a7c.cbdl 2 D2115/2024 171724 Adert
- o ~.

9lzos IUpuweeap Ismsess (GUI) Jslses 1Jgpdle 1Jpbesy

ssuwee Iz IJolds woses slzes ub, IJisle, (CLI):

9800L#show wireless wps rogue client summary

Validate rogue clients against AAA : Disabled
Validate rogue clients against MSE : Disabled

Number of rogue clients detected : 49

MAC Address State # APs Last Heard

0021.6a9b.b944 Alert 1 02/15/2024 17:22:44
0cb8.1575.8a5c Alert 1 02/15/2024 17:08:14
1a59.5f0f.cae0 Alert 1 02/15/2024 17:20:44
341b.2d61.cd83 Alert 1 02/15/2024 17:03:54



62b8.db39.c532 Alert
70f3.5a7c¢.8f70 Alert
70f3.5a7c¢.9150 Alert
70f3.5a7c¢.9710 Alert
70f3.5a7c.bed0 Alert
70f3.5a7c.cbhd0 Alert
70f3.5a7c.d030 Alert
70f3.5a7c.d050 Alert
70f3.5a7c.d0b0 Alert
70f3.5a7c.d110 Alert
70f3.5a7c.d210 Alert
70f3.5a7c.d2f0 Alert
70f3.5a7c.f850 Alert
70f3.5a7f.8971 Alert

02/15/2024 17:08:14
02/15/2024 17:18:54
02/15/2024 17:23:04
02/15/2024 17:22:34
02/15/2024 17:22:54
02/15/2024 17:17:24
02/15/2024 17:20:44
02/15/2024 17:20:44
02/15/2024 17:16:54
02/15/2024 17:18:24
02/15/2024 17:20:24
02/15/2024 17:23:04
02/15/2024 17:19:04
02/15/2024 17:16:44

FRENRBENRRRNRRRRR

2. 9oz pold LR IJolds ooluosd 2od IJepsd 1Upehe 1Uss szed euslu MAC
0021.6a9b.944. slJss &p 1o ilBo Loluwlbs w§bs 9,09 polyé byl 9130 eds IJGuls 132,
sbo, Il IJelds 1desiss pu IJoslosd:

9800L#show wireless wps rogue client detailed 0021.6a9b.b944
Rogue Client Event history

Timestamp #Times State Event Ctx RC

02/15/2024 17:22:44.551882 5 Alert FSM_GOTO Alert 0x0
02/15/2024 17:22:44.551864 5 Alert EXPIRE_TIMER_START 1200s 0x0
02/15/2024 17:22:44.551836 5 Alert RECV_REPORT 0x0

02/15/2024 17:15:14.543779 1 Init CREATE Ox0

Rogue BSSID : 6c8d.7793.834f

SSID : Testing-Rogue

Gateway : 6c8d.7793.834f

Rogue Radio Type : dotllax - 5 GHz

State : Alert

First Time Rogue was Reported : 02/15/2024 17:15:14
Last Time Rogue was Reported : 02/15/2024 17:22:44

Reported by

AP : (C9130

MAC Address : 1416.9d7f.a220

Detecting slot ID : 1

RSSI : -83 dBm

SNR : 12 dB

Channel : 132

Last reported by this AP : 02/15/2024 17:22:44

3. w8 gpe gpdso IJollb so) 1Jogle eds v w IJBulé: spdudd I odlgb i Jrsd Bsolul
€S PUPYY EJs0: 2 suwede Idgpesd IUpthe lzds wilb 1dyuesd 1Uesh6 BSSID Jglbg
louold IJg pdle:



Frame 7: 395 bytes on wire (3169 bits), 395 bytes captured (3168 bits) on interface wlan@, id &
Radiotap Header v, Length 18
B02.11 radie information

PHY type: B882.1la (OFDM) (5)

Turbe type: Nen-turbo (@)

Data rate: 24.8 Mb/s

Channel: 132

Signal strength (dBm): -64

Uuration: 5

IJgle IUpuolsds OTA

©J90 Bspd RSSI JJzip eldsé: ol seus 1o IJgpsd 1dpglhe Sosw Seds! po 08bs 19 s
Ipsly6.

4. o> ilds Idgpsd 1dpehse pu I ds: sboy 1,8 IJolds Uiveds wlbsds 9osisé Lozss
ey lJosle:

Lln -J + DATA PROBES ASSOC AUTH  RTS/CTS  ACKs  NOBEACONS  BEACONS =< 4MUfs
Mo, Time Source Destination Protocal Channel  Length Info

13 8 RECE e 3 N £a
20"4-&2 15 c6:39:31:4b B1 (c6:39:3. Acknowledgement, Flags

2024-02-15 18:13:59.488218 Cisco_7f:az:2f €6:39:31:4b:11:81 882.11 Authentication, SN=@, FN=8, Flugs—..,.
2024-02-15 18:13:59.488220 Cisco_7f:a2:2f (14:16:9d:7. B£02.11 Acknowledgement, Flags=. ao-E

2824-82-15 18:13:59.488226 ©6:39:31:4b:11:81 (c6:39:3. 802.11 Acknowledgement, Flags=.....a..l
2824-02-15 18:13:59,490844 CB:39:31:4b:11:81 Broadcast Basic Format; Type 1 LLC (Class I LLC); Wi

2024-02-15 18:13:59,491943 _7f:a2: 1 . Mknw'l.e{lgelent. Flags=

€6:39:31:4b:11:81 Qos ln‘l'l. 1'un:tion (No dm), su-nu, FN=0,
Acknowledgement, Flag:
2024-82-15 59,493002 Cisco_7f:a2:21 (14:16:9d:7f:a. €6:39:31:4b 802,11 Trigger EHT Basic, F'lag anann
2024-02-15 18:13:59.498011 c6:39:31:4b: 11:81 Cisco_7f:az:2f 882.11 132 313 Action No Ack, SN=B, FN=0, Flags=........
2024-02-15 18:13:59.500196 0.0.8.8 224.0.0.1
882.11 132 2 48  Acknowledgement, Flags=........

2024-82-15 :39:31:4b:11: B882.11
2824-02-15

2024-02-15 18:13:59. :39:31:4b:112 :39:3.. 892.11
20824-82-15 c6:39:31:4b:11: 81 _7fral: B82.11
2024-02-15 139, 139:31: i 239 892,11
2824-82-15 18:13:59, _Tfial: 139:31:4b: £62.11
2824-82-15 . isco_7f:a2:2 :16:9d: B82.11

2024-02-15 Cisco_Tf:a2:2f (14:16:9d:7f:au



/content/en/us/td/docs/wireless/controller/9800/17-9/config-guide/b_wl_17_9_cg/m_manage_rogue.html
/content/en/us/td/docs/wireless/controller/9800/17-9/config-guide/b_wl_17_9_cg/m_classify_rogue_aps_ewlc.html?bookSearch=true
https://www.cisco.com/c/ar_ae/support/docs/wireless-mobility/80211/200527-Fundamentals-of-802-11-Wireless-Sniffing.html
https://www.cisco.com/c/ar_ae/support/index.html?referring_site=bodynav
https://www.cisco.com/c/ar_ae/support/index.html?referring_site=bodynav
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