owdJo RADIUS DTLS gJds ISE 9 9800 WLC

lJpzogsle

| 9300

Iz o568
lpcbole 1wl w.sé

loile ool zolj WLC

logile uol>é zolj ISE

lowed ol L izble o] o Jlzol
CA¢ O opldle I 20 w9l wbo WLC
CA £.5) 08199 oo llele g0 Lol wbd ISE
Loz 8.8 o0 llubl > s Lledle

|Jp 95006

SO 03l 95886 bb,y586 16 $2JE IJenEsLe Lo9ss o U RADIUS DTLS wso ISE 9
9800 WLC.

lJgJOs6

RADIUS DTLS o0 Ui Tees Jo9e9dsd RADIUS 25 sep Luwld suwlsd RADIUS g0y 0l
lelo bods udd Idoslule (DTLS). Jlogsle 031 o wso ¢hp 1puol386 sldpuol>$6. sdje
02986 pu Idyioble. wulbdy 030 lJpzesgs pu ldyvoble wessu lpwsble Juoble |uueésle
IJed ol Idesuwe (EKU): 9eds 9zo IJozass puob s Igpsd eds yiolss WLC 9001596
Il e olJluolds [Js puol>ds IJg psd Juvolss ISE.



IJecbdole 1Jlul jusé
lJeobdolo

9008 Cisco Llu oday Jbsd pe,uds Lldpsluose IJoldss:

¢ JsVso wdsu guuoy Idoede Vs Iduvedo IJpedss IJJluwdIdss (WLC) bl 9800
udbé IUsosd (AP) JJouvgsd Uiuu|._;u§

¢ Jsso |wedsle wbws g OpenSSL

¢ Idooss Uipwlgwss Jdedelz IUgle (PKI) slduvelsle 10, 3p.s6

lJpdovlo Idpuuwespd
ouwow Idpedsele 19l W o3l ldpuwens 1Js luosble Idolez 9ldedsole 1Jpebss IJeldss:

. obosd OpenSSL (Il ool 3.0.2).
« ISE (1Jluosl, 3.1.0.518)
* 9800 WLC (IJl_o>l, 17.12.3)

op lugile lJpgdsele 19,28 B o3l ldpuweos pu 1JIz036 1J 92956 Bs wisisé pgpdséd ¢luos.
wlo zese IJlze;d IJpuwogrpd Os o3l 1Jpuwows wodssu peunde (IBlus). Bl dlve
wedod 98 ldogvgsd Wolds po Wopd Jdules) Idpzepd Jis le).

lJodosy
IJEu2 09 luuble pize puod$ Suliss IJpuweds pe pozE pu2dS 250 9 PIZE PUPIY pudUmb
Jusdse uvoblo u@bs IJuolss. ey wadse IJuvobler swp luves)bol [Js guuo) IJoede

B lJuvoIs 1Jppdss 1dJluwdIdss (WLC) gegsh ISE. 9igs)l sop odosy IJizoss Jlgls
eu2> 96 RADIUS DTLS wluwegsle 030 I bobslw.



pdlzo6: suweEse 03l 1dpuucws I9le, Linux 1Jezss6 Jlogile IUpdBdle 9o oswol. sop
e IJ8le) vese spdud wouvdss Idlple uuwo eds lubes IJogvgsd IUIR)s zse
Sw98, OpenSSL.

2 s - lousle Suolss zol; WLC 5 ISE RADIUS DTLS

Sewlz wu9w9dsd RADIUS DTLS |Js wwbd Idgvoble wsu ISE 9 WLC Jluuvle w98 DTLS. |l
Jde wJdy s guoble Loldegs wes. ..sro-Ju-J louvle pyze pu2d38 peds Jlouvle Idguoble: ze
lJs wJase >e guoble pogds | lo OpenSSL Jlowle Suwoble 0091l9,86

Clsco IOS® XE 99p LOUVIS |Ja]o_9|u UPE»" eds ldpuwows pu ldwslss zos volsé 1Ugbs
logvle Juol>s CA 9 wsbs.

luols pdlbe IJodssy gds pJwd openssl.enf

lboe pJd wdssy openssl.onf lJgl o wdi 9 Iuwddo: luuwg 9lJLod 18 uwle WLC g ISE
lJpweéspes Jlogile bde w9dse Jvolé Loldeg (CSR).


https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/222461-configure-multi-level-ca-on-openssl-to-g.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/222461-configure-multi-level-ca-on-openssl-to-g.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/222461-configure-multi-level-ca-on-openssl-to-g.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/222461-configure-multi-level-ca-on-openssl-to-g.html

Subs) JJ pu Yuwe ISE_device_req_ext gWLC_device_req_ext |Js Ylisps vuvodle pub 96
IJogisu (SAN) Ios pwsop wuppesuel eds CSR:

#Section used for CSR generation, it points to the Tlist of subject alternative names to add them to CSR
[ ISE_device_reg_ext ]
subjectAltName = @ISE_alt_names

[ WLC_device_reg_ext ]
subjectAltName = @WLC_alt_names

#DEFINE HERE SANS/IPs NEEDED for **ISE** device certificates
[ISE_alt_names]

DNS.1 = ISE.example.com

DNS.2 = ISE2.example.com

#DEFINE HERE SANS/IPs NEEDED for **WLC** device certificates
[WLC_alt_names]

DNS.1 = WLC.example.com

DNS.2 = WLC2.example.com

Josws) lpus: sogbs CAls svodle wiiso (SAN) 092956 £Js CSR Jusdseol vese JI
sedo JJizoss £ IJpuosz wol ©dds Uivols Loaldes Jluwe Esy puwpse wiuwedleol. po Tz
lolds Lol pub§6 1Jogise (SANS) 0,6 13)s 1ds Iduivolss 19 dg6: luuegse lJpsdpd
subjectAltName JJ|ilyo |Js uduw @9lisp yvwdle pub@o IJogisu (SAN) Jldpuwwgs o
Jluusle CSR.

Swlbdy ISE 929> EKU o ServerAuth gClientAuth eJs Idgiolbs wsupl sgelg WLC W §b |Js
ClientAuth. wope luolBwoel [Js Iduvolso IJe9des wluvwgsle IJegdps extendedKeyUsage.

louwg 1Jpdlbe 1Jpuwegses Josdse Idubolss sJuodol B luudd pJud openssl.cnf:

#This section contains the extensions used for the device certificate sign
[ ISE_cert ]

basicConstraints=CA:FALSE

subjectKeyIdentifier=hash

authorityKeyIdentifier=keyid,issuer:always

#EKU cTlient and server 1is needed for RADIUS DTLS on ISE

extendedKeyUsage = serverAuth, clientAuth

subjectAltName = @ISE_alt_names

[ WLC_cert ]

basicConstraints=CA:FALSE
subjectKeyIdentifier=hash
authorityKeyIdentifier=keyid,issuer:always
#EKU cTlient is needed for RADIUS DTLS on WLC
extendedKeyUsage = clientAuth

subjectAltName = @WLC_alt_names



louisle Swolss zol; WLC

Sp clogble ped> 238> Jotisu Glise IJoede Os IUubods Ipedss IJJluwdIdss (WLC) eds
lJzol) lUss wp wowsw OpenSSL gdso slgd pzds uvolxé CAldy s 1Jpwps
IntermCA.db.certs. swps lJped> 1Jess> WLC:

mkdir ./IntermCA/IntermCA.db.certs/WLC

O woedsd pedpele DNS s §upe [WLC_alt_names] Vs pJud openssl.cnf. 9o oSS,
|u“r°|9 |J|roC;.J5 LJroLé)rof) .J&;:Srod |.J.o]o.J_9;_;5. O99p 030 I\Jgét,sr" ;_;ro.Jc C@J SANs y-19) uvol>é WLC:

[WLC_alt_names]
DNS.1 WLC.example.com <----- Change the values after the equals sign
DNS.2 WLC2.example.com  <----- Change the values after the equals sign

Gp wloule pdelz WLC 1Jgluo 9 WLC CSR Cluwegsle pedople po IJSuwe
WLC_device_req_ext Juvodle pulb9é IJogisu (SANs):

openss1 req -newkey rsa:4096 -keyout ./IntermCA/IntermCA.db.certs/WLC/WLC.key -nodes -config openssl.cn

Sz 0penSSL Huulds po wuledss Jbéld odluosd luue IUpps; (DN):

+. L HrE R

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default wvalue,

If you enter '.', the field will be left blank.

Country Name [MX]:

State or province [CDMX]:

Locality [CDMX]:

Organization name [Cisco lab]:
Organizational unit [Cisco Wireless]:
Common name []:WLC.example.com




Ce38t Sew 10 $I90 Iluwe Iublise (CN) 1Uss w980 B pozo IJin, IJodleds
pblo @l Jlgs 1Jlgwele 1Jp92956 W §uwpe [WLC_alt_names] Vs pJd openssl.cnf.

iu.uoé_)'o lJPJE.E. LJrouD)Lé |._Jro,_}uro._s IntermCA JQ}&.___SE_ WLC CSR |J,°uu,°-.S WLC.csr P&
IJedzdle 1Upes36 Lopo WLC_CERT] 90¢ 580 IJuuolss 1es g6 slgJ
JIntermCA/IntermCA.db.certs/WLC. o wps Juolsé gol; WLC WLC.crt:

openss1 ca -config openssl.cnf -extensions WLC_cert -name IntermCA -out ./IntermCA/IntermCA.db.certs/WL

seolz 9800 WLC Iy odsy 1duiolss wouuwsd PFX Jlgwas,bol. [uuile pJd 238> Seess £Js
wJduwdJo CAs qu 99Ew &J..s uvolxé WLC. SUvPS o3l .DJLQ certfile:



cat ./RootCA/RootCA.crt ./IntermCA/IntermCA.crt > ./IntermCA/IntermCA.db.certs/WLC/certfile.crt

Jlouvle pJd pfxe $p woubgsd lzs 030 1Jisle, 988l Jlosl, WLC.

JJluoshle 1Jigse o 17.12.1:

openss1 pkcsl2 -export -macalg shal -legacy -descert -out ./IntermCA/IntermCA.db.certs/WLC/WLC.pfx -ink

JJluosly 17.12.1 15 ool Tese:

openss1 pkcsl2 -export -out ./IntermCA/IntermCA.db.certs/WLC/WLC.pfx -inkey ./IntermCA/IntermCA.db.cert

louule Juolss gol; ISE
Ip vlouvle ped> 238> Jogisu wslule ISE gds 1Jzol) 1Uss wp wowse OpenSSL gdso slgd

pzd> uwols CA lJgwslos [Jpuups IntermCA.db.certs. suwps lJpzd> [Jgas> ISE:

mkdir ./IntermCA/IntermCA.db.certs/ISE

Bp woedsd pedple DNS B $uwpe [ISE_alt_names] Ws pJub openssl.cnf. o¢s.s) luvple
|J|pC;.J5 lJPL§>r°6 Jé@pd |Jr0_)é'9|__16‘ 99, 030 |J$§p ;_;roJc adJ SANs y-19) uvol>é WLC:

[ISE_alt_names]
DNS.1 = ISE.example.com  <----- Change the values after the equals sign
DNS.2 ISE2.example.com <----- Change the values after the equals sign

Ie vlugile pdulz ISE IUgluo 9 ISE CSR Uluwegsle pedsple pu IUSuwpe ISE_DEVICE req_ext
Juvodle pub 9 [Jogisu (SANS):

openss1 req -newkey rsa:2048 -sha256 -keyout ./IntermCA/IntermCA.db.certs/ISE/ISE.key -nodes -config op



$Swg OpenSSL ,wlds 2o wBdledss Jbeld wdluosd IUlgwe IJppess (DN):

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name [MX]:

State or province [CDMX]:

Locality [CDMX]:

Organization name [Cisco lab]:
Organizational unit [Cisco Wireless]:
Common name []:ISE.example.com

O3Syt Sew o sYsu CN 1Jss w9 0 eJs pozo Idie) IJodleds ppledl eplel Jel 09



0929> WOS Yuwp [ISE_ALT_NAMES] Ws pJw openssl.cnf.

iuuoé_)p CA I-.JPU-UPLS IntermCA .JQ_9,_§L§E_ ISE CSR |.Jrou.ufo.5 ISE.csr PE |.Jro.JaL§|Q |.J|oa))6 Ul PU
[ISE_CERT] 9¢¢ s lJuivolss 1J 986 slsJ /IntermCA/IntermCA.db.certs/WLC. owps Jiolss
zol; ISE ISE.CRT:

openss1 ca -config openssl.cnf -extensions ISE_cert -name IntermCA -out ./IntermCA/IntermCA.db.certs/IS

lovosls IJgueble [Js 1Jizojé
luwosyb IJgveble |Js ISE

1. luwosls gvolsé IJpsyze Idpuos8 1Jed) po uvduwdéd Juolss ISE |Js peso Iduvoble 1Jesed

w0.

2. lyowd IJs Administration>System>Certificates>Trusted Certificates.

3. 169y W98 luwee)luo 9235 IJpdud root.crt.

4. 2> ¢glolo IJiosh IJege Jdpuob 6 »lgd ISE Cldluolws |Us 1Je@e Jeuob 8o 1Jgpsd 9
Syslog ¢e lud) B9 LuwlJ:

= Cisco ISE Administration - System Q @ @ #®

Deployment Licensing Certificates Logging Maintenance Upgrade Health ¢ Click here to do visibility setup Do not show this again.

Import a new Certificate into the Certificate Store

Cartificate Managamant
System Certificates N -
* Certificate File | Browse... | RootCA crt

Trusted Certificates
Friendly Name
OCSP Client Profile
Certificate Signing Requests
Trusted For:
Certificate Periodic Check Se... o R
Trust for authentication within ISE
Trust for client authentication and Syslog

Ceartificate Authority > _] Trust for certificate based admin authentication

Ci Trust for authentication of Cisco Services

[] validate Certificate Extensions

Description

oo eob luwes,ly yuolss ISE U3,

Sp wIdped Jduvoldé IUgusbs Bl Jlue 092926.



edlebs: I,y 1Jgbosle IUglLob Lls Uuolss Luolss CA wuvdd el po uvduwds 1Joedd
o0 Loed Lol ISE. luslslisel wuielss CA lJzs) souwos widd Lielss CA 9 uskbé
JduvduvJé.



Q @ @ #

= Cisco ISE Administration - System A E

Deployment Licensing Certificates Logging Maintenance Upgrade Heaith ¢  Click here to do visibility setup Do not show this again.

Import a new Certificate into the Certificate Store

Certificate Management ~
System Certificates ) § .
¥ * Cenificate File | Browse... | IntermGA crt
Trusted Certificates
Friendly Name
QCSP Client Profile O
Certificate Signing Requests
LR TnﬁmdFm:(]
Certificate Periodic Check Se...
n Trust for authentication within ISE

n Trust for client authentication and Syslog
Certificate Authority > E] Trust for certificate based admin authentication

[ Trust for authentication of Cisco Services

() validate Certificate Extensions

Description

Cance'

powl 2ol luwos)ls yuolss ISE IJgwslbs CA




weds): BBl wp luosl) Jivelss ISE 9 bolse WLC oo Yod CAS pgodud9s Osge edsy
luvoss gpse yvoble CAldos wouwps lJs uvduvds guobsle WLC JsJd. Ul s9wd
ISE Jiol>6 WLC Ws wwbd Juoble DTLS zus @9 wluves)ls guoble CA olo.



Deployment Licensing Certificates Logging Maintenance Upgrade

Cortificate Managamant |I"I'IDOI'|. Server Certificate

System Certilicates * Salact Node iza-vbatn —
Trusted Cenificates

* Comificato Filg | Browse... | ISE.cnt
QCSP Client Profile
Certificate Signing Reguests * Private Key File Browse... | ISE_key
Ceartificate Periodic Chack Se...

artifica rindic Chack Se Pace
00000000
Certificate Authority > Friendly Name

Allow Wildcard Cantificates [ (D

Validate Cenificate Extensions  [_] (7)
Usage

([ senin: use cericate to aut

ie the ISE Admin Portal
[ earAunentication: Use centlicate
B RADIUS DTLS: Use certifcale fo

for EAF protocols thal wse 55

e RADSEE S

[T pwGnia; use centificate for the prGrid Controlier

Olispd [uwas,ls> Juolss golj ISE

Backup & Restare

Admin Access

Settings



odpse: weole Wb |Js luves)ld Gvolss zolj ISE s 030 1Ugb9s. 030 [Jibol>s o5 [zos
epdslo oubbd ISE Jluuile 09§ DTLS. Jsuw pu Iduo)9ss luves,!> yivolss goly WLC
9ldpdule 1Jgloo Jive sop lJoedd pu volxé WLC Lluwegsle svoble CAlJos wpe
lowesylsol puwodl.

luwos)b Idgveble |Js WLC

1. 1oedd s Idedsse > IJlele > 1516 PKI eds soue, Idoede s Iuvwds 1Upeedss
IJJlpvdIss (WLC) slue@d IJs edles Idowse luolds Siolss.

2. 1uW9) eds 1UBlsped 1Jpouwsrds luwaos)ls guolss PKCS12 990 woub veg IJudd eds lwo
bz pdoo (HTTPS).

3. lud)y W93 1))y wzasd pdud 9235 pJud .pix IUds Gpw wledho puvedl.

4. 1doo IJpé o9, IUlgues,l 9lod, 12s)l eds luves,bb.



“ Import PKCS12 Certificate

Transport Type Deskiop (HTTPS)
Source File Path™ = Select File
CYWLC. pfx

Certificate Password™

L2l l 2l l]

PIwE 2L luwos)l> yolse WLC

Jdewesd eds pedsele o9osdss 29d gpdsd lUluwes)ls bze [Js L
CSR ¢.Jis Catalyst 9800 WLCs.

Gp votbsd IlJozdd pu lJlobld slgd JJ udbs ©86 wpe lugblyel odBliss! bl Je sIu dss
fouo, Ioede B IUuvods IUppdss 1UJluuddss (WLC) Glses lobld 1 boble IJes sedo
oz 8l pwol pu gdId IduvoJé:

9800#configure terminal

9800(config)#crypto pki trustpoint WLC.pfx
9800(config)#revocation-check none
9800(config)#exit

9800(config)#crypto pki trustpoint WLC.pfx-rrrl
9800(config)#revocation-check none
9800(config)#exit


https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213917-generate-csr-for-third-party-certificate.html#toc-hId--1629905883
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213917-generate-csr-for-third-party-certificate.html#toc-hId--1629905883
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213917-generate-csr-for-third-party-certificate.html#toc-hId--1629905883
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213917-generate-csr-for-third-party-certificate.html#toc-hId--1629905883

pdlzbé: Bl 9po Cluyule CA pogss lJpuwessle eds OpenSSL wluwegsle odsy CA
pwe Idpuwassle eds OpenSSL Jluuile puwows Juoble Cisco 10S XE: Wszw
edsd cebsd IJozdd pu ldlobld Jgse logile gbe CRL.

SY9p lJluwos,b Idodylss vlugsle @l [Jows 1JJles Jlizesle uolsé WLC g uolsle CA
lJ¢gluod wol.



odpse: Bl op luosl) gvoble WLC oy o9 CA pod boble ISE spdud |uwwgsle
o udlb IJe8s IJos op logblgel odyliss! pu luvos)ls guelsse WLC. Jl wozs zlzo
Jluwosyb gvoble ISE wuvdd pudod.

131 e luosly Uiolsé WLC po pize puodd peodsd go ol ISE. Blue ceole lsual 1Us
lawesyls guobsle ISE CA IJs ooy Ideede B Iduuwds 1deedss IUJluwddss (WLC) Jds
ood VIS iolys zolj ISE.

louble 09 © 96 gxs36 J CA lJg3, sluwes,ls ISE Root CA:

9800(config)#crypto pki trustpoint ISEroot
9800(ca-trustpoint)#revocation-check none



9800(ca-trustpoint)#enrollment terminal
9800(ca-trustpoint)#chain-validation stop
9800(ca-trustpoint)#exit
9800(config)#crypto pki authenticate ISEroot

Enter the base 64 encoded CA certificate.
End with a blank 1ine or the word "quit" on a line by itself

loveos)ls Iduiolsé CA 1Jsusbs IJeldss eds uvduwds ISE CA weubys ig,s: Liolss CA
IJoolsss eu ldesze 1dpuesd I

hamariomedl(config)#crypto pki trustpoint ISEintermediate
hamariomedl(ca-trustpoint)#revocation-check none
hamariomedl(ca-trustpoint)#chain-validation continue ISErootCA
hamariomedl(ca-trustpoint)#enrollment terminal
hamariomedl(ca-trustpoint)#exit

hamariomedl(config)#crypto pki authenticate ISEintermediate

Enter the base 64 encoded CA certificate.
End with a blank T1ine or the word "quit" on a line by itself

sobde IJ pze puedd Iuolds Bs 1duvduwds 9295 udbs &§6 puduods. sew lu wubs)
JJ vgbo & 86 Vs Idgvduwde |Js TrustPoint IJos wewss eds yvolss IJpuos) JJduiol>s
IJos oo luwasbol pg polugs IJoedd po woed uwduwds IJigle, <Issuer TrustPoint name>.

Gp wluvos)b vy 35 Juoble ldpsze IJpuosd Idos cress edsel uwvduwds Idesze
lJeuo39. swp ldluwoele wes luwas,b Idesze Idpuo) po Ubolsé golj ISE: pg pdlzbé | ywpe
0Blos 1JE$6 03o.

Jl ool Ids luvos)b gielss zolj ISE gds guuoy Idogdpe Vs Iduveds Idpedso IJJluvdIdss
(WLC) JJs wepd RADIUS DTLS.

oJdsse, RADIUS DTLS
oJdysu ISE

lolwe guues Idoedp Vs Iduveds 1dpedse IUJlgvdIdso (WLC) Jzols v Jo s ISE.
.:J.JLé@Ip w3JYe loodd 1ds bhe>eslhns IJuvowds>lzoese IUuuuds>|olbs

bed luwe [Jgoly 9swsly IP 1JElLo wolzod WLC IJws wuos) 2yds py9) RADIUS. g156 ol sJ9u
gw9lo IP 1Jgluo wslzos 1UbLe IJJluwddss. Bp wldops) 1Js luvdd sldezdd po lesble



pLo186 RADIUS LIl o196 s DTLS Ipbodsws slo, 9.8 Lusld:

= Cisco ISE

Network Devices

—
Network Devices
Default Device

Device Security Settings

wdysu golj IJubveds 1Jzas»

MNetwark Device Groups

Administration - Network Resources

Network Device Profiles

Nemwork Devices List » New Newwork Device

Network Devices

External RADIUS Servers

RADIUS Server Sequences

Mame Radsecwic
Description
i IP Address L 172.16.5.11 32 &
Device Profile &%= Cisco o
Model Name ~
Sofiware Version ~
Network Device Group
Locarion All Locations: b Set To Default
IPSEC Is IPSEC Device ~ Set To Default
Davice Type All Device Types ~ Set To Default

B -~ RADIUS Authentication Settings

NAC Manage



RADIUS DTLS Settings )

DTLS Required ()

Shared Sacrat radius/drls

CoA Pon 2083 Set To Default
Issuer CA of ISE

Cerrificares for CoA Select if required (optional)| e

DNS Name

General Settings
[ Enable KeyWrap ()
Key Encryption Kay

Message Authenrticator

Code Key

Key Inpur Formart
D AsCll (O HEXADECIMAL

—] ~ TACACS Authentication Settings
~] ~ SNMP Settings

| ~ Advanced TrustSec Settings

lesble RADIUS DTLS Jzols Idubveds eds ISE
o d9sw 9236 IJepdp B yuvwds LAN IUJIuw]Iss (WLC)
Op wwdsd ¢bpe Radius zxss pg gusly ISE IP 91Jpeow93 IUIW e, )l os J DTLS J RADIUS. sw9w,

o3l IJodasy £Js 9lzos yul, IJIgle, (CLIY BBl

9800#configure terminal
9800(config)#radius server ISE
9800(config-radius-server)#address ipv4

9800(config-radius-server)#dtls port 2083

RADIUS DTLS suwées luwogpdo IJ sublyd uu,y radius/dtls. IJ 9800 WLC swelod I§ p9ulz
Suvdd g6, 03l 9lgo:



9800(config-radius-server)#key radius/dtls

iuuot.)ro |1 o dtls trustpoint dlient

Jodysy TrustPoint IUss sgess eds yivolss goly WLC Jowbd v g DTLS.
iu.uoé_.)ro Uip_)dtlstrustpoint server

Jodysy TrustPoint IJos wzwss eds Idpyze Idpuesys Juvolsé zolj ISE.

JI s3Iy JJ pu luwp ldgpsd 9luwp 0 8bé 1IUo96 JJgbp poplodso IUl B wpe luesl) guobsle
WLC 9 ISE 9lubos 1Jp)ze Idpuo>8 Gdwo:

9800(config-radius-server)#dtls trustpoint client WLC.pfx
9800(config-radius-server)#dtls trustpoint server WLC.pfx

Sp wodasu guuo) Idoede B IJuvods 1dppdss 1Jlunddiss (WLC) JJoedd po 929> T2
lwpele IJpslose 1Jodsdé (SANS) eds yuwolss ISE. sz lo soblo@ o3l lJodgsy welel pg Iz
Juvodle pulb 9o IJegisu (SAN) 1Je9z96 Vs 2ldd uvedle pub s IJegisy (SANS) oy
lJivol>o.

Jlsug) IJ 9800 WLC pblw 96 glrsé puwewsé s IJogws) Jgdd SAN. o3l sgus: gds
woesd lJeold: io Uiro_) dtls match-server-identity hostname *.example.com J o136 2,9 woJ IJos wzwss eJs
*.example.com gJs g 9d SAN IJglo wol yogse sJJu Uip) uS o Jdywobs lJos weuss
eJs www.example.com gJs z9J SAN g, Loese.

Jlseedd euuos Iopde B 1duveds IJpedss 1JJlunddss po o3l 1luwe pdlod Is gbe
|uuroi

9800(config-radius-server)#dtls match-server-identity hostname ISE.example.com
9800(config-radius-server)#exit

louble pzp9ed E9bp 2536 Jluwwgslpe RADIUS DTLS Idgss> JJpuelb 96:

9800(config)#aaa group server radius Radsec
9800(config-sg-radius)#server name ISE
9800(config-sg-radius)#exit

P 030 1Judlos B uolesl spdud luveesle pzeoesd [Jesle 030 Jol wuuegsp s pzeoesd ¢9lsp


http://www.example.com
http://www.example.com

|2)$ eds geuuo) Idogdpe Vs Idyveds Idpedso IJJluwddsse (WLC). Lze 1Us wdase o0l 806
802.1X 6 9236 lJwzdpe IJJI Jsé Catalyst 9800 Jlwwesle 03l 1Ughbe Jpuol> 96

IJepsd 1dJlpwdIs.

lJozdd pu lduoes

IJozld pu pedsple IUyiol>s

Jdugyd pu ,og,,ggrolo IJuiol>e JJuioble IJos wp lugblsel eds pebd Jsusduw IJb,y0s6
Ip voungsd lJlp):

openss1 x509 -in

-text -noout

loo Sesu2 pedsple IUuolsé Jleds. s8ss 3Jd Bs weass Idesze [Jpuosis Juvolssé pesué 9
Bl oo Idgvoble wpwss eds sedle [JIpss IJ8leds JJouwdsg (EKU) svedle Idogiso (SAN)
lJelbdyé:


https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213919-configure-802-1x-authentication-on-catal.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213919-configure-802-1x-authentication-on-catal.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213919-configure-802-1x-authentication-on-catal.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213919-configure-802-1x-authentication-on-catal.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213919-configure-802-1x-authentication-on-catal.html

Certificate:
Data:
Version: 3 (8x2)
Serial Number: 2 (8x2)
Signature Algorithm: sha256WithRSAEncryption
Issuer: C = MX, ST = CDMX, L = CDMX, O = Cisco lab, OU = Cisco Wireless, CN = Intermediate.example.com
Validity
Not Before: Jul 18 19:14:57 2024 GMT
Not After : Apr 14 19:14:57 2027 GMT
Subject: C = MX, ST = CDMX, L = CDMX, 0 = Ci lab, OU = Cisco Wireless, CN = WLC.example.com
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
Public-Key: (2048 bit)
Modulus:
00:b1:10:7d:6c:6c:1U:2f:18:
56:2d:48:22:¥0:42:10:65:44:
b8:ab:c5:5f:f6:al:a3:5e:f6:
df:e8:a7:81:28:50:44:
10:7e:e2:46:42:ea:3c:
bb:3d:95:3b:e2:86:e6:
f8:6d:37:5c:89:28:cl:
5c:a2:37:Uf:71:da:6a:
ae:aa:13:42:3b:ff:a0:
6c:08:10:e0:b9:
68:bl:U6:c7:35:
d3:bf:c0:85:ab:
33:58:b0:62:12:
9c:ef:b9:9c:fc:2
97:11:67:cc:25:
af:fl:ec:al:c7:
53:ee:20:cc:d5:
62:bf
Exponent: 65537 (@x10001)
X589v3 extensions:
X509v3 Basic Constraints:
CA:FALSE
X509v3 Subject Key Identifier:
87:89:CA:28:06:95:D5:CE:7C:66:BU:75:81:AA:DY:19:EC:43:01:BB
X509v3 Authority Key Identifier:
keyid:2B:08:D8:UC:23:72:5B:62:03:EA:Ud:F6:9E:D9:F7:75:2E:64:97:DE
DirName : /C=MX/ST=CDMX/L=CDMX/0=Cisco lab/OU=Cisco Wireless/CN=RootCA
serial:01
X509v3 Extended Key Usage:
TLS Web Server Authentication, TLS Web Client Authentication
X509v3 Subject Alternative Name:
DNS:WLC.example.com, DNS:WLC2.example.com
Signature Algorithm: sha256WithRSAEncryption
Signature Value:

lle 2ol Idpuols 86

pu Euwoy Idoedp Vs IdyveJds !J,ot._]@é IJJlgvdIss (WLC): spdud lgowl) 9lbswds DTLS
Juysweded Radius ol ywwgsle [Jl e, test aaagroup

new-code

9800#test aaa group Radsec testuser Ciscol23 new-code
User successfully authenticated



USER ATTRIBUTES

username 0 "testuser"

pdlzbs: suce ,8up IUsuesd eds ey IUIReul seos T euves Idozde B IJubods
IJpzdss 1JJlunddss (WLC) suwede suwlds RADIUS IJ¢l o6 o Access-Reject L.s 030
IJzlJs sgpd DTLS J RADIUS. 90¢ 3J. spdu v wuis, lsuol 1ds Guivd lugble uwd@
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9800#debug radius
9800#debug radius radsec

9800#terminal monitor

o3l 09 ¢z Ipuol>§6 IJulezs e wedsu wusrse IJigble:

9800#test aaa group Radsec testuser Ciscol23 new-code
User successfully authenticated

USER ATTRIBUTES

username
9800#

Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul

RADIUS:

Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul

18
18
18
18
18
18
18
18
18
18
18
18
18

18
18
18
18
18
18
18
18
18
18
18
18
18
18
18
18
18
18
18
18
18
18
18
18
18
18
18
18
18
18
18

21:
21:
21:
21:
21:
21:
21:
21:
21:
21:
21:
21:
21:

21:
21:
21:
21:
21:
21:
21:
21:
21:
21:
21:
21:
21:
21:
21:
21:
21:
21:
21:
21:
21:
21:
21:
21:
21:
21:
21:
21:
21:
21:
21:

24:
24:
24:
24:
24:
24:
24:
24:
24:
24:
24:
24:
24:

24:
24:
24:
24:
24:
24:
24:
24:
24:
24:
24:
24:
24:
24:
24:
24:
24:
24:
24:
24:
24:
24:
24:
24:
24:
24:
24:
24:
24:
24:
24:

38.
38.
38.
38.
38.
38.
38.
38.
38.
38.
38.
38.
38.

38.
38.
38.
38.
38.
38.
38.
38.
38.
38.
38.
38.
38.
38.
38.
38.
38.
38.
38.
38.
38.
38.
38.
38.
38.
38.
38.
38.
38.
38.
38.

301:
313:
313:
313:
313:
313:
313:
313:
313:
313:
313:
313:
313:
authenticator C3 4E 34 OA 91 EF 42 53 - 7E C8 BB 50 F3 98 B3 14
313:
313:
313:
313:
313:
313:
313:
313:
313:
313:
313:
313:
313:
314:
314:
314:
314:
314:
315:
315:
316:
316:
316:
318:
318:
318:
318:
318:
318:
318:
318:

0 "testuser"

%PARSER-5-HIDDEN: Warning!!! ' test platform-aaa group server-group Radsec user-na
RADIUS/ENCODE (00000000) :Orig. component type = Invalid

RADIUS/ENCODE (00000000): dropping service type, "radius-server attribute 6 on-for-
RADIUS (00000000): Config NAS IP: 0.0.0.0

vrfid: [65535] dipv6 tableid : [0]

idb is NULL

RADIUS (00000000): Config NAS IPv6:

RADIUS (00000000) : sending

RADIUS/DECODE (00000000): There 1is no General DB. Want server details may not be sp
RADSEC: DTLS default secret

RADIUS/ENCODE: Best Local IP-Address 172.16.5.11 for Radius-Server 172.16.18.123
RADSEC: DTLS default secret

RADIUS (00000000) : Send Access-Request to 172.16.18.123:2083 id 53808/10, len 54

RADIUS: User-Password [2] 18

RADIUS: User-Name [1] 10 '"testuser"

RADIUS: NAS-IP-Address [4] 6 172.16.5.11

RADIUS_RADSEC_ENQ _WAIT_Q: Success Server(172.16.18.123)/1d(10)
RADIUS_RADSEC_CLIENT_PROCESS: Got DATA SEND MSG

RADIUS_RADSEC_SOCK_SET: O Success

RADIUS_RADSEC_GENERATE_HASHKEY: hash key(0) generated for sock(0)
RADIUS_RADSEC_GENERATE_HASHBUCKET: hash bucket(0) generated for sock(0)
RADIUS_RADSEC_HASH_KEY_ADD_CTX: add [radius_radsec ctx(0x7522CE91BACO)] succeedd f
RADIUS_RADSEC_GET_SOURCE_ADDR: Success

RADIUS_RADSEC_GET_SOCK_ADDR: Success

RADIUS_RADSEC_SET_LOCAL_SOCK: Success

RADIUS_RADSEC_SOCK_SET: Success

RADIUS_RADSEC_BIND_SOCKET: Success

RADIUS_RADSEC_CONN_SET_LPORT: Success

RADIUS_RADSEC_CONN_SET_SERVER_PORT: Success

RADIUS_RADSEC_CLIENT_HS_START: Tocal port = 54509

RADIUS_RADSEC_SOCKET_CONNECT: Success

RADIUS_RADSEC_UPDATE_SVR_REF_CNT: Got radsec_data
RADIUS_RADSEC_UPDATE_SVR_REF_CNT: Got valid rctx, with server_handle B0000019
RADIUS_RADSEC_CLIENT_HS_START: TLS handshake in progress...(172.16.18.123/2083)
RADIUS_RADSEC_START_CONN_TIMER: Started (172.16.18.123/2083) for 5 secs
RADIUS_RADSEC_CONN_STATE_UPDATE: Success - State = 2
RADIUS_RADSEC_CLIENT_PROCESS: Got Socket Event
RADIUS_RADSEC_GENERATE_HASHBUCKET: hash bucket(0) generated for sock(0)
RADIUS_RADSEC_GENERATE_HASHKEY: hash key(0) generated for sock(0)
RADIUS_RADSEC_HASH_KEY_MATCH: hashkey1(0) matches hashkey2(0) TRUE
RADIUS_RADSEC_HASH_KEY_GET_CTX: radius radsec sock_ctx(0x7522CE91BAC0:0) get for
RADIUS_RADSEC_PROCESS_SOCK_EVENT: Handle socket event for TLS handshake(172.16.18.
RADIUS_RADSEC_STOP_TIMER: Stopped (172.16.18.123/2083)
RADIUS_RADSEC_START_CONN_TIMER: Started (172.16.18.123/2083) for 5 secs
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RADIUS:
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24

24

24

24

24
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43
47
63
52
74
39

24:
24:
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38.
38.

38.
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38.
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38.
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38.
38.

38.
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38.
38.
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38.
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38.
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58
4A
42
61

38.
38.
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318:
318:
318:
327:
327:
327:
327:
327:
327:
327:
391:
391:
391:
391:
397:
397:
397:
397:
397:
397:
397:
397:
397:
397:
397:
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397:
397:
397:
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397:
397:
397:
397:
397:
397:
453:
453:
453:
453:
453:
453:
453:
453:
453:
453:
453:
authenticator 4E CE 96 63 41 4B 43 04 - C7 A2 B5 05 C2 78 A7 0D
453:
453:

RADIUS_RADSEC_HS_CONTINUE: TLS handshake in progress...(172.16.18.123/2083)
RADIUS_RADSEC_SOCK_TLS_EVENT_HANDLE: Success

RADIUS_RADSEC_CLIENT_PROCESS: Got Socket Event

RADIUS_RADSEC_CLIENT_PROCESS: Got Socket Event

RADIUS_RADSEC_GENERATE_HASHBUCKET: hash bucket(0) generated for sock(0)
RADIUS_RADSEC_GENERATE_HASHKEY: hash key(0) generated for sock(0)
RADIUS_RADSEC_HASH_KEY_MATCH: hashkeyl1(0) matches hashkey2(0) TRUE
RADIUS_RADSEC_HASH_KEY_GET_CTX: radius radsec sock_ctx(0x7522CE91BAC0:0) get for
RADIUS_RADSEC_PROCESS_SOCK_EVENT: Handle socket event for TLS handshake(172.16.18.
RADIUS_RADSEC_STOP_TIMER: Stopped (172.16.18.123/2083)
RADIUS_RADSEC_START_CONN_TIMER: Started (172.16.18.123/2083) for 5 secs
RADIUS_RADSEC_HS_CONTINUE: TLS handshake in progress...(172.16.18.123/2083)
RADIUS_RADSEC_SOCK_TLS_EVENT_HANDLE: Success

RADIUS_RADSEC_CLIENT_PROCESS: Got Socket Event

RADIUS_RADSEC_CLIENT_PROCESS: Got Socket Event

RADIUS_RADSEC_GENERATE_HASHBUCKET: hash bucket(0) generated for sock(0)
RADIUS_RADSEC_GENERATE_HASHKEY: hash key(0) generated for sock(0)
RADIUS_RADSEC_HASH_KEY_MATCH: hashkeyl(0) matches hashkey2(0) TRUE
RADIUS_RADSEC_HASH_KEY_GET_CTX: radius radsec sock_ctx(0x7522CE91BAC0:0) get for
RADIUS_RADSEC_PROCESS_SOCK_EVENT: Handle socket event for TLS handshake(172.16.18.
RADIUS_RADSEC_STOP_TIMER: Stopped (172.16.18.123/2083)

RADIUS_RADSEC_HS_CONTINUE: TLS handshake success!(172.16.18.123/2083) <-------- TL
RADIUS_RADSEC_CONN_STATE_UPDATE: Success - State = 3
RADIUS_RADSEC_UPDATE_SVR_REF_CNT: Got radsec_data
RADIUS_RADSEC_UPDATE_SVR_REF_CNT: Got valid rctx, with server_handle B0000019
RADIUS-RADSEC-HS-SUCCESS: Negotiated Cipher is ECDHE-RSA-AES256-GCM-SHA384
RADIUS_RADSEC_START_DATA_SEND: RADSEC HS Done, Start data send (172.16.18.123/2083
RADIUS_RADSEC_UNQUEUE_WAIT_Q: Success Server(172.16.18.123)/1d(10)
RADIUS_RADSEC_MSG_SEND: RADSEC Write SUCCESS(id=10)

RADIUS(00000000): Started 5 sec timeout

RADIUS_RADSEC_UNQUEUE_WAIT_Q: Empty Server(172.16.18.123)/Id(-1)
RADIUS_RADSEC_START_DATA_SEND: no more data available

RADIUS_RADSEC_IDLE_TIMER: Started (172.16.18.123/2083)

RADIUS-RADSEC-HS-SUCCESS: Success

RADIUS_RADSEC_SOCK_TLS_EVENT_HANDLE: Success

RADIUS_RADSEC_CLIENT_PROCESS: Got Socket Event

RADIUS_RADSEC_CLIENT_PROCESS: Got Socket Event

RADIUS_RADSEC_GENERATE_HASHBUCKET: hash bucket(0) generated for sock(0)
RADIUS_RADSEC_GENERATE_HASHKEY: hash key(0) generated for sock(0)
RADIUS_RADSEC_HASH_KEY_MATCH: hashkeyl(0) matches hashkey2(0) TRUE
RADIUS_RADSEC_HASH_KEY_GET_CTX: radius radsec sock_ctx(0x7522CE91BAC0:0) get for
RADIUS_RADSEC_MSG_RECV: RADSEC Bytes read= 20, Err= 0
RADIUS_RADSEC_SOCK_READ_EVENT_HANDLE: Radius Tength is 113
RADIUS_RADSEC_SOCK_READ_EVENT_HANDLE: Going to read rest 93 bytes
RADIUS_RADSEC_MSG_RECV: RADSEC Bytes read= 93, Err= 0
RADIUS_RADSEC_SOCK_READ_EVENT_HANDLE: Tinktype = 7 - src port = 2083 - dest port =
RADIUS: Received from id 54509/10 172.16.18.123:2083, Access-Accept, len 113 <----

RADIUS: User-Name [1] 10 "testuser"
RADIUS: C(Class [25] 83

43 53 3A 61 63 31 30 31 32 37 62 64 38 74 [CACS:acl0127bd8t]
50 47 4E 63 6C 57 76 2F 39 67 44 66 51 67 [GXPGNclWv/9gDfQg]
76 6C 35 47 72 33 71 71 47 36 4C 66 35 59 [cJv15Gr3qqG6Lf5Y]
2F 7A 57 55 39 59 3A 69 73 65 2D 76 62 65 [RB/zWU9Y:ise-vbe]
6E 63 6F 2F 35 31 30 34 33 39 38 32 36 2F [tanco/510439826/]

453:
453:
453:

[ 9]
RADSEC: DTLS default secret
RADIUS/DECODE (00000000): There 1is no General DB. Reply server details may not be r
RADIUS (00000000) : Received from id 54509/10
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9800#test aaa group Radsec testuser Ciscol23 new-code

Jul 19
Jul 19
Jul 19
Jul 19
Jul 19
Jul 19
Jul 19
Jul 19
Jul 19
Jul 19
Jul 19
Jul 19
Jul 19

RADIUS:

Jul 19
Jul 19
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Jul 19
Jul 19
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Jul 19
Jul 19
Jul 19
Jul 19
Jul 19
Jul 19
Jul 19
Jul 19
Jul 19

00:59:09.695: %PARSER-5-HIDDEN: Warning!!! ' test platform-aaa group server-group Radsec user-na
00:59:09.706: RADIUS/ENCODE(00000000):0rig. component type = Invalid

00:59:09.707: RADIUS/ENCODE(00000000): dropping service type, "radius-server attribute 6 on-for-
00:59:09.707: RADIUS(00000000): Config NAS IP: 0.0.0.0

00:59:09.707: vrfid: [65535] 1ipv6 tableid : [0]

00:59:09.707: idb is NULL

00:59:09.707: RADIUS(00000000): Config NAS IPv6:

00:59:09.707: RADIUS(00000000): sending

00:59:09.707: RADIUS/DECODE(00000000): There is no General DB. Want server details may not be sp
00:59:09.707: RADSEC: DTLS default secret

00:59:09.707: RADIUS/ENCODE: Best Local IP-Address 172.16.5.11 for Radius-Server 172.16.18.123
00:59:09.707: RADSEC: DTLS default secret

00:59:09.707: RADIUS(00000000): Send Access-Request to 172.16.18.123:2083 1id 52764/13, len 54

authenticator E8 09 1D BO 72 50 17 E6 - B4 27 F6 E3 18 25 16 64
00:59:09.707: RADIUS: User-Password [2] 18
00:59:09.707: RADIUS: User-Name [1] 10 '"testuser"
00:59:09.707: RADIUS: NAS-IP-Address [4] 6 172.16.5.11
00:59:09.707: RADIUS_RADSEC_ENQ _WAIT_Q: Success Server(172.16.18.123)/1d(13)

00:59:09.707: RADIUS_RADSEC_CLIENT_PROCESS: Got DATA SEND MSG

00:59:09.707: RADIUS_RADSEC_SOCK_SET: O Success

00:59:09.707: RADIUS_RADSEC_GENERATE_HASHKEY: hash key(0) generated for sock(0)

00:59:09.707: RADIUS_RADSEC_GENERATE_HASHBUCKET: hash bucket(0) generated for sock(0)
00:59:09.707: RADIUS_RADSEC_HASH_KEY_ADD_CTX: add [radius_radsec ctx(0x7522CE91BACO)] succeedd f
00:59:09.707: RADIUS_RADSEC_GET_SOURCE_ADDR: Success

00:59:09.707: RADIUS_RADSEC_GET_SOCK_ADDR: Success

00:59:09.707: RADIUS_RADSEC_SET_LOCAL_SOCK: Success

00:59:09.707: RADIUS_RADSEC_SOCK_SET: Success

00:59:09.707: RADIUS_RADSEC_BIND_SOCKET: Success

00:59:09.707: RADIUS_RADSEC_CONN_SET_LPORT: Success

00:59:09.707: RADIUS_RADSEC_CONN_SET_SERVER_PORT: Success

00:59:09.707: RADIUS_RADSEC_CLIENT_HS_START: local port = 49556

00:59:09.707: RADIUS_RADSEC_SOCKET_CONNECT: Success

00:59:09.709: RADIUS_RADSEC_UPDATE_SVR_REF_CNT: Got radsec_data

00:59:09.709: RADIUS_RADSEC_UPDATE_SVR_REF_CNT: Got valid rctx, with server_handle B0000019
00:59:09.709: RADIUS_RADSEC_CLIENT_HS_START: TLS handshake in progress...(172.16.18.123/2083)
00:59:09.709: RADIUS_RADSEC_START_CONN_TIMER: Started (172.16.18.123/2083) for 5 secsUser reject

uwu-9800#

Jul 19
Jul 19
Jul 19
Jul 19
Jul 19
Jul 19
Jul 19
Jul 19
Jul 19
Jul 19
Jul 19

00:59:09.709: RADIUS_RADSEC_CONN_STATE_UPDATE: Success - State = 2

00:59:09.711: RADIUS_RADSEC_CLIENT_PROCESS: Got Socket Event

00:59:09.711: RADIUS_RADSEC_GENERATE_HASHBUCKET: hash bucket(0) generated for sock(0)
00:59:09.711: RADIUS_RADSEC_GENERATE_HASHKEY: hash key(0) generated for sock(0)

00:59:09.711: RADIUS_RADSEC_HASH_KEY_MATCH: hashkeyl(0) matches hashkey2(0) TRUE

00:59:09.711: RADIUS_RADSEC_HASH_KEY_GET_CTX: radius radsec sock_ctx(0x7522CE91BAC0:0) get for
00:59:09.711: RADIUS_RADSEC_PROCESS_SOCK_EVENT: Handle socket event for TLS handshake(172.16.18.
00:59:09.711: RADIUS_RADSEC_STOP_TIMER: Stopped (172.16.18.123/2083)

00:59:09.711: RADIUS_RADSEC_START_CONN_TIMER: Started (172.16.18.123/2083) for 5 secs
00:59:09.711: RADIUS_RADSEC_HS_CONTINUE: TLS handshake in progress...(172.16.18.123/2083)
00:59:09.711: RADIUS_RADSEC_SOCK_TLS_EVENT_HANDLE: Success
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RADIUS_RADSEC_CLIENT_PROCESS: Got Socket Event

RADIUS_RADSEC_CLIENT_PROCESS: Got Socket Event

RADIUS_RADSEC_GENERATE_HASHBUCKET: hash bucket(0) generated for sock(0)
RADIUS_RADSEC_GENERATE_HASHKEY: hash key(0) generated for sock(0)
RADIUS_RADSEC_HASH_KEY_MATCH: hashkeyl(0) matches hashkey2(0) TRUE
RADIUS_RADSEC_HASH_KEY_GET_CTX: radius radsec sock_ctx(0x7522CE91BAC0:0) get for
RADIUS_RADSEC_PROCESS_SOCK_EVENT: Handle socket event for TLS handshake(172.16.18.
RADIUS_RADSEC_STOP_TIMER: Stopped (172.16.18.123/2083)

RADIUS_RADSEC_HS_CONTINUE: TLS handshake failed!

RADIUS_RADSEC_UNQUEUE_WAIT_Q: Success Server(172.16.18.123)/1d(13)
RADIUS_RADSEC_FAILOVER_HANDLER:Failng-over to new server = 0x0
RADIUS_RADSEC_UNQUEUE_WAIT_Q: Empty Server(172.16.18.123)/Id(-1)
RADIUS_RADSEC_FAILOVER_HANDLER: no more data available

RADIUS_RADSEC_STOP_TIMER: Stopped (172.16.18.123/2083)

RADIUS_RADSEC_CONN_CLOSE: Cleaned up timers for Radius RADSEC ctx
RADIUS_RADSEC_GENERATE_HASHKEY: hash key(0) generated for sock(0)
RADIUS_RADSEC_GENERATE_HASHBUCKET: hash bucket(0) generated for sock(0)
RADIUS_RADSEC_HASH_KEY_DEL_CTX: remove [radius_radsec ctx(0x7522CE91BACO)] succee
RADIUS_RADSEC_CONN_CLOSE: Hash table entry removed for RADSEC sock ctx
RADIUS_RADSEC_CONN_CLOSE: Success

RADIUS_RADSEC_SOCK_TLS_EVENT_HANDLE: Failed to complete TLS handshake <---------- D
RADIUS_RADSEC_STOP_TIMER: Stopped (172.16.18.123/2083)

RADIUS_RADSEC_CONN_CLOSE: Cleaned up timers for Radius RADSEC ctx
RADIUS_RADSEC_GENERATE_HASHKEY: hash key(-1) generated for sock(-1)
RADIUS_RADSEC_GENERATE_HASHBUCKET: hash bucket(-1) generated for sock(-1)

RADIUS_RADSEC_HASH_KEY_DEL_CTX: remove [radius_radsec ctx(0x7522CE91BACO)] succee
RADIUS_RADSEC_CONN_CLOSE: Hash table entry removed for RADSEC sock ctx
RADIUS_RADSEC_CONN_CLOSE: Success

RADIUS_RADSEC_SOCK_TLS_EVENT_HANDLE: Error

RADIUS_RADSEC_PROCESS_SOCK_EVENT: failed to hanlde radsec hs event

RADIUS/DECODE: No response from radius-server; parse response; FAIL

RADIUS/DECODE: Case error(no response/ bad packet/ op decode);parse response; FAIL
RADIUS_RADSEC_CLIENT_PROCESS: Got Socket Event
%RADSEC_AUDIT_MESSAGE-3-FIPS_AUDIT_FCS_RADSEC_SERVER_CERTIFICATE_VALIDATION_FAILUR
%RADSEC_AUDIT_MESSAGE-3-FIPS_AUDIT_FCS_RADSEC_SERVER_IDENTITY_CHECK_FAILURE: Chass
%RADSEC_AUDIT_MESSAGE-6-FIPS_AUDIT_FCS_DTLSC_DTLS_SESSION_CLOSED: Chassis 1 R0/0:

Jooorse 3Jd: olds po o 1degss 1o op odasuel eds v Idopde S 1dgids
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9800(config)#radius server

9800(config)#dtls match-server-identity hostname
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Cisco ISE
Steps
Overview P
91030 RADIUS DTLS handshake started
Event 5450 RADIUS DTLS handshake failed andshiake starte
91104 RADIUS DTLS: no need to run Client Identity check
Lisamama 91031 RADIUS DTLS: received client hello message
Endpoint Id 91105 RADIUS DTLS: sent client hello verify request

: 91105 RADIUS DTLS: sent client hello verify request
Endpoint Profile fy req

91031 RADIUS DTLS: received client hello message
Authorization Result 91032 RADIUS DTLS: sent server hello message
91033 RADIUS DTLS: sent server certificate

91034 RADIUS DTLS: sent client certificate request

Authentication Details 91035 RADIUS DTLS: sent server done message
Source Timestamp 2024-07-19 00:34:51.935 91030 RADIUS DTLS: sam sanvar dong masEadge
91035 RADIUS DTLS: sent server done message
Recansdiiiesiane 2024 0rpdulun o8 S 0as 91036 RADIUS DTLS: received client certificate
Policy Server ise-vbetanco 21050 RADIUS DTLS: TLS handshake failed because of an
7777 unknown CA in the certificates chain
Event 5450 RADIUS DTLS handshake failed

91050 RADIUS DTLS: TLS handshake failed because of an

Failure Reason : - ;
unknown CA in the certificates chain

Ensure that the certificate authority that signed the client's
certificate is correctly installed in the Certificate Store page
(Administration > System > Cenrificates > Certificate

Resalution Management > Trusted Certificates). Check the
OpenSSLErrorMessage and OpenSSLErrorStack for more
information. If CRL is configured, check the System Diagnostics
for possible CRL downloading faults.

RADIUS DTLS: SSL handshake failed because of an unknown

Root cause g 2 =
CA in the certificates chain
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Jul 17 21:50:39.064: RADIUS_RADSEC_HASH_KEY_MATCH: hashkeyl1(0) matches hashkey2(0) TRUE
Jul 17 21:50:39.064: RADIUS_RADSEC_HASH_KEY_GET_CTX: radius radsec sock_ctx(0x780FB0715978:0) get for
Jul 17 21:50:39.064: RADIUS_RADSEC_PROCESS_SOCK_EVENT: Handle socket event for TLS handshake(172.16.18.
Jul 17 21:50:39.064: RADIUS_RADSEC_STOP_TIMER: Stopped (172.16.18.123/2083)
Jul 17 21:50:39.068: %PKI-3-CRL_FETCH_FAIL: CRL fetch for trustpoint WLCl.pfx failed
Reason : Enrollment URL not configured. <------ WLC tries to perform revocation c
Jul 17 21:50:39.070: RADIUS_RADSEC_HS_CONTINUE: TLS handshake failed!
Jul 17 21:50:39.070: RADIUS_RADSEC_UNQUEUE_WAIT_Q: Success Server(172.16.18.123)/Id(2)
Jul 17 21:50:39.070: RADIUS_RADSEC_FAILOVER_HANDLER:Failng-over to new server = 0x0
Jul 17 21:50:39.070: RADIUS_RADSEC_UNQUEUE_WAIT_Q: Empty Server(172.16.18.123)/Id(-1)
Jul 17 21:50:39.070: RADIUS_RADSEC_FAILOVER_HANDLER: no more data available
Jul 17 21:50:39.070: RADIUS_RADSEC_STOP_TIMER: Stopped (172.16.18.123/2083)
Jul 17 21:50:39.070: RADIUS_RADSEC_CONN_CLOSE: Cleaned up timers for Radius RADSEC ctx
Jul 17 21:50:39.070: RADIUS_RADSEC_GENERATE_HASHKEY: hash key(0) generated for sock(0)
Jul 17 21:50:39.070: RADIUS_RADSEC_GENERATE_HASHBUCKET: hash bucket(0) generated for sock(0)
Jul 17 21:50:39.070: RADIUS_RADSEC_HASH_KEY_DEL_CTX: remove [radius_radsec ctx(0x780FB0715978)] succee
Jul 17 21:50:39.070: RADIUS_RADSEC_CONN_CLOSE: Hash table entry removed for RADSEC sock ctx
Jul 17 21:50:39.070: RADIUS_RADSEC_CONN_CLOSE: Success
Jul 17 21:50:39.070: RADIUS_RADSEC_SOCK_TLS_EVENT_HANDLE: Failed to complete TLS handshake
Jul 17 21:50:39.070: RADIUS_RADSEC_STOP_TIMER: Stopped (172.16.18.123/2083)
Jul 17 21:50:39.070: RADIUS_RADSEC_CONN_CLOSE: Cleaned up timers for Radius RADSEC ctx
Jul 17 21:50:39.070: RADIUS_RADSEC_GENERATE_HASHKEY: hash key(-1) generated for sock(-1)
Jul 17 21:50:39.070: RADIUS_RADSEC_GENERATE_HASHBUCKET: hash bucket(-1) generated for sock(-1)
Jul 17 21:50:39.070: RADIUS_RADSEC_HASH_KEY_DEL_CTX: remove [radius_radsec ctx(0x780FB0715978)] succee
Jul 17 21:50:39.070: RADIUS_RADSEC_CONN_CLOSE: Hash table entry removed for RADSEC sock ctx
Jul 17 21:50:39.070: RADIUS_RADSEC_CONN_CLOSE: Success
Jul 17 21:50:39.070: RADIUS_RADSEC_SOCK_TLS_EVENT_HANDLE: Error
Jul 17 21:50:39.070: RADIUS_RADSEC_PROCESS_SOCK_EVENT: failed to hanlde radsec hs event
Jul 17 21:50:39.070: RADIUS_RADSEC_CLIENT_PROCESS: Got Socket Event
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https://www.cisco.com/c/en/us/td/docs/security/ise/3-0/admin_guide/b_ISE_admin_3_0/b_ISE_admin_30_troubleshooting.html
https://www.cisco.com/c/en/us/td/docs/security/ise/3-0/admin_guide/b_ISE_admin_3_0/b_ISE_admin_30_troubleshooting.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html

No. Time

= 1 2824-18-18
2 2024-18-18
3 2024-10-18
6 2024-10-18
8 2024-19-18
5 2824-18-18
10 2024-18-18
11 2824-108-18
12 2024-19-18
13 2024-16-18
14 2824-18-18
15 2024-19-18
16 2824-18-18
17 2024-18-18
18 2024-10-18
19 2824-108-18
20 2024-19-18
21 2824-18-18
27 2824-18-18
23 2024-10-18
24 2824-18-18
25 2024-18-18
26 2824-10-18
27 2024-10-18
28 2024-18-18
29 2824-18-18
30 2024-10-18
31 2824-10-18
48 2024-108-18
49 2024-10-18
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Destination
172.16.18.123
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Protocol
DTLSv1.2
DTLSvL. 2
DTLSv1.2
DTLSw1. 2
DTLSv1.2
DTLSv1.2
DTLSv1. 2
DTLSV1.2
DTLEvL.2
DTLSvl. 2
DTLSv1.2
DTLSv1. 2
DTLSv1.2
DTLSV1.2
DTLSv1.2
DTLSV1.2
DTLSvL. 2
DTLSV1.2
DTLEv1.2
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DTLSvL. 2
DTLSv1.2
DTLSv1.2
DTLSw1.2
DTLSV1.2
DTLSv1.2
DTLSV1.2
DTLSV1.2
DTLSvi. 2

Length Info

237 Client Hello

196 Hello Verify Request

269 Client Hello

926 Server Helle, Certificate (Fragment), Certificate (Fragment), Certifica
608 Certificate (Fragment), Certificate (Fragment}), Certificate (Fragment),
278 Certificate (Fragment)
278 Certificate (Fragment)
278 Certificate (Fragment)
270 Certificate (Fragment)
278 Certificate (Fragment)
278 Certificate (Fragment)
270 Certificate (Fragment)
278 Certificate (Fragment)
279 Certificate (Fragment)
278 Certificate (Fragment)
278 Certificate (Fragment)
79 Certificate (Fragment)
278 Certificate (Fragment)
378 Certificate (Fragment)
278 Certificate (Fragment)
378 Certificate (Fragment)
278 Certificate (Reassembled), Client Key Exchange (Fragment)

278 Client Key Exchange (Reassembled), Certificate Verify (Fragment)

270 Certificate Verify (Fragment)

278 Certificate Verify (Reassembled), Change Cipher Spec, Emcrypted Handshal
121 Change Cipher €, Encrypted Handshake Message

DTLS Tunnel negotiation

¢ {Fragment
[Certificate

e Message

133 Application Data
183 Application Data
133 Application Data
183 Application Data

DTLS encrypted RADIUS Messages
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