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pdlebs: )z luvegsle CMX 10.6.2-57 Iy e Js g0 1Jgpd Llduiobsle.

IJoYssule
logvle CSR

1Jg 195 1. $p lJ9uo9d 1Jes slzoé Lwb, 1JIsle, (CLI) J CMX Ulwegsle SSH. e $p woubésd
IUlo, IUelds Jlogsle CSR 9ldeld IJpedsele [Jplbdsws:

[cmxadmin@cmx-andressil]$ cmxctl config certs createcsr
Keytype is RSA, so generating RSA key with I ength 4096
Generating RSA private key, 4096 bit |ong nodul us

e is 65537 (0x10001)

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a D stinguished Nane or a DN.
There are quite a few fields but you can | eave sone bl ank

For sone fields there will be a default val ue,

If you enter '.', the field will be left blank.

Country Nanme (2 letter code) [AU]: MX

State or Province Nane (full nane) [Sone-State]: Tl axcal a

Locality Name (eg, city) []:Tlaxcala

Organi zation Nane (eg, conpany) [Internet Wdgits Pty Ltd]: G sco

Organi zational Unit Nanme (eg, section) []:TAC

Common Nane (e.g. server FQDN or YOUR nane) []:cnx-andressi

Emai | Address []:cnx@i sco.com

Pl ease enter the following 'extra' attributes

to be sent with your certificate request

A chal | enge password []: Ciscol23

An optional conpany nane []:Ci sco

The CSR is stored in : /opt/cmx/srv/certs/cmxservercsr.pem

The Private key is stored in: /opt/cmx/srv/certs/cmxserverkey.pem

Sop wiisu Idpale 1Uglue 9lJisls 1J8luds JJluvewsld woluwbs IJg psd wd wo (CSR) s
/opt/cmx/srv/certs/

pdlebo: Vs 2lJs [uwwgsle CMX 10.6.1c wop luolds Jbods pub s IJugisu (SAN)
lJos op ouwgsdel oddlissl Ids CSR. bl Jp swpdu IJpze 1dpuod8 po 206 Ehzss pu
@988 CSR v wow 28d SAN: Ve Llilds udwds SAN ey pJud openssl.conf ¢ Js
CMX. lze 1 bl CSCvp39346 JJzuosd eJs pis> pu ldpedsple.

lJglogs 2. 1IUzuo9d £Js CSR 1Up9dE pu Bwd poze uvoble byw elde.


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvp39346/?reffering_site=dumpcr

JJeuosd eds Iduielss po CMX shuwldel [Js I, IJelde: $p woubésd IJie, cat Joog
CSR. spdud v Idptele 9dupdol Os pJus txt 9 wéssy Idpded wole eds polbbdole
1o, IJelde.

[cmxadmin@cmx-andressil$ cat /opt/cmx/srv/certs/cmxservercsr.pem

lovesal Juboble 1Jesdes JJesze IJpuood (CA) |Js CMX

pdlelbs: Jlgwesyb Iduvoble gds CMX soowsool sdip couse 2ips 1Jzsy eds CMX
10.6.1 9 10.6.2 L www lJglol CSCVr27467.

lJeb9s 1. 9p vogese lJpolz IUElLo pg IUuiol>s 1Jp98e6 B pdd .pem. luuugol sld o Bol
Jol sds:

----- BEG N RSA PRI VATE KEY----- < Private Key
M | EpAl BAAKCAQEA2gXgEo70ouyBf WWCkt ¢ YOS ABWFW3d0y Gbr vZRHv S2b3FwWFRWS

----- END RSA PRI VATE KEY-----
----- BEG N CERTI FI CATE----- < Signed certificate
M | FEzCCAvugAwW BAgl BFz ANBgkghki GOwOBAQs FADCBI DEL MAk GA1UEBhMCVVIVK

IUs 96 2. 2500 Iubolsle CA Ig wsbs 9lUzsnss B pJd .ort. logugol slduodol Jel sJs:

----- END CERTI FI CATE- - - - -
----- BEG N CERTI FI CATE----- < Intermediate CA certificates

----- END CERTI FI CATE- - - - -
----- BEG N CERTI FI CATE----- < The root CA certificate
M | Ggj CCBIKgAW BAgl JAP) 9p1QWiTgoMAOGCSqGSI b3 DQEBCWUAM GUMEBWCQYD

©----END CERTI Fl CATE- - - - -
U965 3. 0$J Il lUpdBbso po 1Jgbss 19 2 igdlo |Js CMX.

IJg 1096 4. §p lJsesd I CLIIJEILe o CMX U3, seuwe Idubeble IJeldess wouvésd 110
lJolds:

[cmxadmin@cmx-andressi]$ cmxctl config certs clear
1J2b96 5. 9p voubgsd I._JI,oJ cmxctl config import acert Jlwws)l> yuolss CA. I)aJ JJpd 0,9,
_9|E_)o| JCP&E roJDI.Jqu ;J.Jpo |.J|p_)_9_) |.J|a)§

[cmxadmin@cmx-andressi]# cmxctl config certs importcacert ca.crt
Importing CA certificate.....

Enter Export Password:
Verifying - Enter Export Password:
Enter Import Password:

No CRL URI found. Skipping CRL download.
Import CA Certificate successful

lJglogs 6. Jlgwas,l> uolso IUghbe 9ldedelz lJglue (Idesez OGS pdV 9l2d) Bp vovEsd |Jir0_)
cmxctl config ImportServerCert. g>> JJpeé 0,9 9lgsol Jzpse pbldole Jded 1Je,)9,).


https://tools.cisco.com/bugsearch/bug/CSCvr27467

[cmxadmin@cmx-andressi]# cmxctl config certs importservercert key-cert.pem

Importing Server certificate.....

Successfully transferred the file

Enter Export Password: password

Verifying - Enter Export Password: password

Enter |nport Password: password

Private key present in the file: /hone/cnxadm n/key-cert.pem
Enter |nport Password: password

No CRL URI found. Skipping CRL downl oad.

Val i dation of server certificate is successful

I mport Server Certificate successful

Restart CMX services for the changes to take effect.
Server certificate inported successfully.

To apply these certificate changes, CMX Services will be restarted now.
Please press Enter to continue.

lJglbgs 7. |Log b eJs Enter Jlglé o vgsd ¢xple Cisco CMX.
obuso IJgveble gldss 1Joglus,

- Sew wouse Iduvoble wubdd puduod eds IJ pu IUgsh e 1wl uwss sldelusss.

- )3l -:Jloc: lJg9lbe pde,yuo ;_,Ugég_:J‘ ;é@@_ygog_b@J H:A\ i_9JI Ied pulugsd vowso IJyvolss.

- Jpuwe ls uvoble 092936 eds IUluwluws: [uwags e IJlp, "cmxctl config certs clear” oy 9lzosd
vl IJlsle,

- Sgw o odyo [Juuoble lJos gvswp vovswol gds JJ pu |.Jiu.u|u.u§ 9ldeluss pu ud w
ooes ldywoblo.

- 08 wouwsw Iduboblo sz lehs wubgsd grple CMX &p |G)luel J HA.

IJoedd pu lJuoes

Joldss covse Idyuobs wuvdd Loese: IWee slzos 95w CMX g)lze 1Juuolss IJpuueés eb.

lwedunldd IJigble gl oJlzol

B 2lJs Buid CMX B luwasyb gohd IUghe vuvew IJezdd pu Ubwds pub$s IJegisu
(SAN). sup wuwesd Uvse pu o3l IJdusd:

Importing Server certificate.....

CRL successfully downloaded from http://

This is new CRL. Adding to the CRL collection.

ERROR:Check for subjectAltName (SAN) failed for Server Certificate
ERROR: Validation is unsuccessful (err code = 3)

ERROR: Import Server Certificate unsuccessful

I3l dp sIJo 28 SAN pbJsol Ospdud websd IJopdd po uveds SAN gds CMX. JJdsle
w3JYe bee lds Ulgle Idpoed wldgol CSCvp39346
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