odysu lJw9lwd 1Jedsr6 woywlele, DNA
wlgwogsle Catalyst 9800 WLC

lJpzossle

| Jp, 9506
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IJeobdule IUIguluss

Suvee 03l 98886 Juu eJs 1Upl>s 28136 9800 JluwJIs lan zolj wede (C9800 WLC) iy
Suvwgped DNA Spaces Jglhes uogd 0956 0956 39J.

IJecbJoule
9008 Cisco Llu oday Jssd pe,s Lldeslose IJeldss:
- 3208 uwlo, IJIsle, (CLI) 19 9009 91208 Ipuwetsp Idyuw9ess (GUI) s seole IJopde

lJJlwdIJsé 9800
- pulzle s wusd Iduveds 1U, 886 (DNA) oo Cisco

lJedyule IJp e ped
ouwow Idpedspele 1Jglyo WO o3l ldpuwens 1Js luosble Ido)lez 9ldedsole 1Jebss Ideldss:

. 9800-L zolj wpde: IUluosl, 16.12.25

e logile Idegdspele 1J9l)r6 W ol dpuwews pu IJizo56 1J 92956 L_9._S wSiS6 pgpdsd Eluod.
o gpse [Jlzo;6 IJ,?._}uo'a?,oég O o3l lJppwows wodssu ppumse (I8e)lupg). Bl dlve
wwodod 9 ldogugsd Bulds po Wopd Jdules,) Idpzoed JIs lp).

peJ9ple I vl usd

p P8 1Ussw 05 15896 puob§s wuwslbs JIbu§6 3 390 1elzs [Js 1518 puwless gpsd I
pdopum. spdu ved 3JJ

) pg 1duoses IUsledss gds C9800 WLC |ol Jpl 09 19 wessdle Jlz@s
w) p€ wepsd ied wuvesd 1Uxesd Ipguoues [Js CO800 WLC
2) Lo IZs wuwrsd 389d peur s PPl e Ebe Ehrs

JJlwedbs o0 1dwslus 1Jpds6 IJos w9d ol puulzle DNA os Iuwlwl b)s8é Jooudss
el 96 IJsse 1Ughzss JJgpdle edJs C9800 WLC.

o 900 £pdst pob B IUssw IUEbrss wldoduosd eds IUpsde:
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/config-guide/web-authentication/b-
configuring-web-based-authentication-on-cisco-catalyst-9800-series-controllers/m-external-web-
authentication-configuration.html

s C9800 WLC: swp weass gudly IP Idbloys Jgysbo pedes gleo 98156 ol sU9y 192.0.2.1

IJodssu

lLuwe Idogbslbs JJubwdd


/content/en/us/td/docs/wireless/controller/9800/config-guide/web-authentication/b-configuring-web-based-authentication-on-cisco-catalyst-9800-series-controllers/m-external-web-authentication-configuration.html
/content/en/us/td/docs/wireless/controller/9800/config-guide/web-authentication/b-configuring-web-based-authentication-on-cisco-catalyst-9800-series-controllers/m-external-web-authentication-configuration.html
/content/en/us/td/docs/wireless/controller/9800/config-guide/web-authentication/b-configuring-web-based-authentication-on-cisco-catalyst-9800-series-controllers/m-external-web-authentication-configuration.html
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9800-L Controller

S92 Sd 9226 |Joede 9800 wpuwlzle DNA oy Cisco

Sew lu ooy 9236 lJogde pouods wpuwlzle DNA og Is pw 1Jgsle - Direct Connect g s
p9uod puwldle DNA Y pg ,o b CMX.

OS ¢_;>'>| lJpelde sop luvedsle s IUlouold IJpwl iy gds I)Ep po odssy el 18856
o IJb,586 Jzese ldspole.

Josuosd 9226 IJozdpe wpuwlelo DNA po Cisco: szow o wdon §,s eds 1d9ue9d IJs uwelys
euwlzle DNA oo Cisco g,y HTTPS. Jeiss pu ldpgdsple 29d Jsdsé woLosd 9g36 duedp
9800 wpuwlzle DNA: Lze |Js o3l ldhoolb:_p wlzle DNA - IJloold 1 pol i,y J9236 [Jozde
9800

louble SSID gJs puwlele DNA

b9 1. 109, eds IJwslulo 1Upds36 WS Jgo lJpedsple Jeuwldle DNA:


https://www.cisco.com/c/ar_ae/support/docs/wireless/dna-spaces/215286-dna-spaces-and-ewc-direct-connect-confi.html
https://www.cisco.com/c/ar_ae/support/docs/wireless/dna-spaces/215286-dna-spaces-and-ewc-direct-connect-confi.html
https://www.cisco.com/c/ar_ae/support/docs/wireless/dna-spaces/215286-dna-spaces-and-ewc-direct-connect-confi.html

= Cisco DNA Spaces

ACT - Leverage Digitization toolkits to Act on Insights.

Captive Portals Engagements

O ACTIVE CAPTIVE PORTALS O ACTIVE ENGAGEMENTS

Jedogs 2. 1bez Idlses 1pe»ss Jdpoed Ipdsa 1ody 893 s luwlo, Iedies B I,do
IJedss IJlsuw) pu IJuodzs 9lug,) 99,9 SSIDs:

“ c @ D) & https://dnaspaces.iofcaptiveportal/portal

DNA Spaces Captive Portals

Import Portal |
L J

No portal Created

nvite new Portal Members or madify permissions for existing ones from the Portal section

IJgbgs 3. 1ol eds luwosib/lodssy SSID. 925> CUWN (CMX/WLC) Juse "duvedo
IJJluwdIss" 9bbgd Iywpe SSID:

. Import/Configure SSID .

[0 Cisco Meraki SSIDs

SSID Configuration

Cisco Aironet SSIDs

oJosu gled ouodss ACL 9 URL gJds 9236 1oz de 9800

Jlsumee wuds Ieag) pu gpsd Jluwdds eds Iduveds pos wdopd Idpuob 6. B 2lds
e 96 lJosu sup pu led 1Jpldo louold gpsd Jiuwdds o SSID o3l 9suwede ol IP &p



Sp vdd 2lJs pos) oz ldgesd Is 2lJs WebAuth_reqd. w el v 1dgpsd Jp wop puob@eo
wg VOlu JJ puos) dé pr9) Idoslole po gl IP IUElLe ldgpsd sop luviloo
wluwooule DHCP 9 DNS 9 HTTP (IJds swe lew,luoo 9lglé wogsoo).

o dd 18u)luos: wd9pe 9800 Llosle $skse Idoede B 1dsuo9d (ACL) Ipuind)6 puwedl
JJpol> 86 g0 leshs Luwds WLAN 1Ugl 06 wpuolb$s IUssew. cose Bolse ldopde B
lJ9o9d (ACL) 030 Idos we wopsjol wopsil elool lpdluss 9,09d DHCP 9 DNS 92,96 1Ue)9,
IJss g o388 1Jssw 1Jgbes: 9swe lehhé wozse zose Ilzle Idpowdss pod Is 2,96 009,
JHTTP.

9p€ 3JI Bl Juo weled IUs Iduwele wuse 2996 p)9) prd 5o HTTP oo 2l Ospdod
odasu Slises Idozde I 1J9ue9d (ACL) puwedd 1dpuoh 86, pvopole s 3Jdd Ids oddss
Pzo9s Slised IJozde Vs 1Jsuasd (ACL) 1Jzldss 1dpuivd,6 puvedl Jdpuol> 86 (pu 1JEbgs 1
eu 03l 1J8uwpe) 9ujgsel vlgwslzlod.

1J¢o9s 1. IJeedd pu B9lise ldezde O 1Jsuosd (ACL) Ipldss IJpu 9,6

CLlI o vdsd:

Andressi-9800L#show ip access list

Extended IP access list WA-sec-34.235.248.212
10 permit tcp any host 34.235.248.212 eq www
20 permit tcp any host 34.235.248.212 eq 443
30 permit tcp host 34.235.248.212 eq www any
40 permit tcp host 34.235.248.212 eq 443 any
50 permit tcp any any eq domain

60 permit udp any any eq domain

70 permit udp any any eq bootpc

80 permit udp any any eq bootps

90 deny ip any any

Extended IP access list WA-v4-int-34.235.248.212
10 deny tcp any host 34.235.248.212 eq www

20 deny tcp any host 34.235.248.212 eq 443

30 permit tcp any any eq www

40 permit tcp any host 192.0.2.1 eq 443

Swp luvosgle WA-sec-34.235.248.212 e s o3l 1duzs Jive $lisps wpdp B 1d9oed (ACL)
Jestd 1desgd 9 1ele b6 1Jssew (WA) Ided$liss "34.235.248.212". §lpe 9lise Idepde
B 1suesd 1Ugluos wldiplo wopsss pl 09 puwesz wo (8us Iduwpele) 19 ol wp luvdlbo (g0s
L,502)

WA-V4-int os $lisps wedp I 1d9uesd (ACL) pesyuoé: 908 Slisps wede Ss Idyesd (ACL)
9,356 19 Ylisps wpdp Vs 1Jguo9d (ACL) pel> wozsool 9ugss pl swp huwldo IUs 9226
IJpeldzs IJpsydisé (CPU) Jlglss IJeszso (ews Iduwelz) 19 ol sop buslde IUs puvess
lUoslole (gos 1dy802).

Sop bousd WA-VA-int34.235.248.212 lsJl eds 2,96 1,9, 19136 o0 1Jgpsd: Jol sop
Izl edis 2098 019, HTTP(S) w29 p>gJ DNA Spaces IP 34.235.248.212 gJ.s p w9
IJoslole (Jlhsee lundlb Ul 19 ehé wozsoo wes S8 sop wuudseo [Us Jozs
IJoslole). 909 sHuwd 1Js 9226 IUpeldes 1Jpydss6 (Jlghs IJogzso ol £l 2,36 0,9, IP 1Jblo,sé
lIJos wop gpoel woluubs ehe lssw) zpse ds pa9) HTTP(S). sop 099 lusle s pu
0Jé 1Jpi9) Jeuwess ldoslole.

Suwpee WA-sec-34.235.248.212 Jz,Jé o9, HTTP g HTTPS |Js puulzé DNA IP 34.235.248.212
IJos e vodsuol B 2rsbs pedele puolb 86 1Ugsw: Jol Sumpe wrds 19, DNS 9 DHCP



SSuvdb le.jé_. we wlded lec)luo 296 py9) HTTP Idos gvsop leosluool §od i S
Ilispd Idugdpe Vs 1J9uo9d 030 guldelds Jl sdjp webswol wgluwlbs $lisps IJoegdpe WS
lJso9d (ACL) o3o.

pdlebé: JJzuosd eds gulasu IP 1UElLos weuwlzle DNA IJos sop lduwpelz ol Ws
Slispd IJoedp B 1Jsuosd (ACL). 1o, B9 ¢sh IJodsse $x9sl pu SSID Iss wp
loublyo B 1Jgbgs 3 oo IJduwe luuble SSID gds puslzle DNA Jopu Suwe sy
Slispd IJopde O 1U9osd. $92> peld O IUdume "ol o5 gulssu IP Idos ouwaiseol
puwldle DNA" Bs wolss IJpuwows.

cuwegde puwlele IJubods 1,886 (DNA) gusloso J IP 9Jl wuwpee 1JIUs8 192926 Bis
IUgless 11Ul olduwele wewslu IP Jestd sles. Jduwele wldsuesd IJpuwed Jdpuolb s |ds
lJeis> pu puolsy HTTP ceolz s luvegsle g9lpd wuodss URL IJos were Wesle wuvdd
dsulpsds VO Wlise ldopde B 1Usuosd 1JEluos wonsesdsd Ilue o (Ighs Idogpso)
slduoely (IJuwlod) J IPs 1dpoed 6 weode lJosew IUss ©@9p wbbgld URLIJEILo wo B glpd
o986 URL. sup wrgsy bdole DNS Luvdd ssulpsds J 9800 Jeg 96 gugly IP 1UElIL0
weulssu URLs oo gl oIl Ids 9lise ldopde O 1Uguesd (ACLs) wuvdd ssulesds.

lJglogs 2. 9p uudgsu gled uuodso URL JJ,Jup|a weeld "epuwlzle DNA" luedd IJs
lJodysu > |J|p|u > e9lpd oW s6 URL: 91y ) 999 Hluolds 9o dssy I,_J.uro lJSlispd: 9g>
PRE-AUTH -Jugg_ sldlz)le o9 ALLOWED g o9l URL splash.dnaspace. |O(I3 eu bl Joo

cweese egd 1990l 9lduind IJlygub 9l sdsl):

Add URL Filter x

List Name™* DNASpaces

Type PRE-AUTH v

sion

URLs Enter a URL every new 511
splash.dnaspaces.io I

CLI oy udsd:

Andressi-9800L (config) #urlfilter list



Andressi-9800L (config-urlfilter-params) #action permit
Andressi-9800L (config-urlfilter-params) #url splash.dnaspaces.io

Spdu ©d9su SSID Jlgwegsle ¢3p RADIUS Iy waguo. B 2lds odasy p3é eduws IJged 030 g
12> 1d13uos Jdubld IJesss by wass) Idloeve wundluws O Suwe IJllelo opo
odosu $less 1esed 1Jes 898 Wuusdje wdosy SSID wlgywegsle ¢lse RADIUS. glJl WJl 2lzé
Jlguegsle ¢bp RADIUS. sep 38p gese lusle Iduslole gds puslzle DNA gds JJI
lJodssusu.

038J luws) w90 gbe RADIUS gJs puwlele DNA
odssu Esbd pedpd puob s IUssy eds 9228 IJozdp 9800

IJglbgo 1. Ioo._é.J IJs Idodssy > I.Jiplo > pobb§6 1U9sw: lud) -_'9_9,..9 +olWé Jluile 3)sbs
pEJp6 23536. Vs IJlbl) 1Uss shbo, luwp E)sbd IUpgdpd: 2> 1Jp9le 96 Juge:

Create Web Auth Parameter %

Maximum HTTP 1-200

connections

Init-State Timeout(secs) 60-3932100

Type { consent v .'

< Close « Apply to Device

lJgb9o 2. 16,8, W99 ¢Hsbo IJ,og_Jflo lJos op odysuol bs 1Ugbys I wleds: sluedd IJs
edlpd lJowsse gsblo podapsd. 9bed euslo URL Jlghs Iogzse: 9lJels Jewslo MAC Jogbs
19 o9d 9zl Jewslo MAC Jdgesd: 9lJels Jee,d SSID Jduiveds 1dpedss 1JdluwdJdsé
(WLAN) sguslo IPvA Jdeszd Jel 09 p9soz lud) orase golbusd:




Edit Web Auth Parameter x

General Advanced

Redirect to external server

Redirect for log-in hitps://splash.dnasp |

Redirect On=-Success |

Redirect On-Failure |

Redirect Append for AP MAC Address ap_mac |
Redirect Append for Client MAC Address client_mac |
Redirect Append for WLAN SSID wian |
Portal IPV4 Address 34.235.248212 |
Portal IPV6 Address XX |

Customized page

Login Failed Page r g
Login Page | . r g
Logout Page r
Login Successful Page &

w0 Gancel ol Update & Apply




,oJla_J'oc'.S: Jdzuosd gds guslo UR!_ UE_|U_0 wueWzo lJwslso 9gusly lels wozso IPVA. .
b8y W98 gsh IJodasy 298l B Lowes SSID 1Ugloé wpuwlele DNA. 903l 9o Vs
wolsé Idpuwows Vs "pl 09 gu9lu URL IU3s wuwegspo w9leo "DNA Spaces"s

odlebbé: spJdu o wed pogd r¢>L,..u|-._'9|.;',.DNA pu Cisco eJds gusluosy P 9dIdu 9226 [dogde
9800 wwpe vodasy guslu IP 9lzs Wb 9lze, |s pu gulasy IP 030 9o dgsuol gds
ersbd ldpedps Jeuslo IPV4 JJpesgd.

pdlzgbé: ol pU wp wdysu JJ pu gudlus IPV4 9 IPVE IJIV o) liosso WS @@bé
pedple puolb 36 1Ugse 1Jgldpso:. WO 2lds 30 wdysy IPVE IUbloys: wwp lzslol [l
w9gso IJgpdle |Js 1dosles [Us1gdss wadl po psgd DNA Spaces IUss wp wdysuoe. 9Josl
Juvee Sew wdssu euslu IP bloys slisel. spdo wdysy "192.0.2.1" s osisé IPv4
blo,s 9 FE80:0:0:903a::11E4 gJs osisé IPV6 bloys. ould luwole 8Jsdé 19 pe29,06
Jiuwegsle golasu IP 13,6 pu wdd.

CLI ouvdsd:

Andressi-9800L (config) #parameter-map type webauth
Andressi-9800L
Andressi-9800L
Andressi-9800L (config-params-parameter-map) #redirect for-login

config-params-parameter-map) #type consent
config-params-parameter-map) #timeout init-state sec 600

(
(
(
(

Andressi-9800L (config-params-parameter-map) #redirect append ap-mac tag ap_mac
Andressi-9800L
Andressi-9800L
Andressi-9800L (config-params-parameter-map) #redirect portal ipv4

config-params-parameter-map) #redirect append wlan-ssid tag wlan

config-params-parameter-map) #redirect append client-mac tag client_mac

( )
( )
( )
( )

Andressi-9800L (config-params-parameter-map) #logout-window-disabled
Andressi-9800L (config-params-parameter-map) #success-window-disabled

I wlugvle SSID W 9236 IJozde 9800

IJgo9s 1. loodd lds Idodsse > ediple 9pdVle IJog)s > gbvodlo WLAN. 168, +lolWs.
Gp oo d9s0 luwe [Je9,os 9 SSID 90 edso Linudd WLAN. oids oo 1o Iwe SSID 09 ol w
luwe 1Jpdss Vs 1Jgb9s 3 oo IUduwe lugble SSID B s pwlzle DNA.



Add WLAN x

General Security Advanced

Profile Name* | 9800DNASpaces | Radio Policy | All v |
SSID* | 9800DNASpaces | Broadcast SSID
WLAN ID* | 3 |

Status ENABLED . I

=1 Apply to Device

IJg 96 2. loodd IJs Idolese > 1Jbwds 2. [oub 2lds cleso IJbuds 2 eds wdle olds pu
websd ouovss MAC.

Add WLAN x

General Security Advanced

Layer2 Layer3 AAA

) Fast Transition | Adaptive Enabled w '
Layer 2 Security Mode None v
Over the DS
MAC Filtering
Reassociation Timeout 20
Transition Mode WLAN ID o

Igloss 3. luodd IJs IJeleso > 1Ubou@s 3. ©pdso 0oz 9Sw: wIISU ESSU peJps puol> 86
9w lud) 998 wbwsd eds IJzol.



Edit WLAN x

General Security Advanced Add To Policy Tags

Layer2 Layer3| AAA

Show Advanced Settings >>>

Web Policy v
Web Auth Parameter Map DNASpacesPM v
Authentication List Select avalue » | ()

For Local Login Method List to work, please make sure
the configuration 'aaa authorization network default local'
exists on the device

odosu pduVd o) IJuog gds 9226 IJoed e 9800

IJgloss 1. 1uedd Ids IJodsse > edlelo 9pJOle IJogrssd > Idumsluws 95 wlugile
©9LPSY Uwslws Bas3 19 luwegsp pdw we)sW Idyusluws Idlsw)los. Vs edles IJowsse
wwsluvle 1Jsuesd: §p wodsso o ds VLAN gl os wldepsd sluow gled wodse URL.

Edit Policy Profile x

General Access Policies QOS and AVC Mobility Advanced

RADIUS Profiling WLAN ACL

Local Subscriber Policy Name v IBva ACL ‘ v ‘
WLAN Local Profiling IPv6 ACL ‘ v ‘
g:gg;:ﬁg;%tgnof Device Disabled (&) URL Filters

HTTP TLV Caching Pre Auth | DNASpaces v
DHCP TLV Caching Post Auth ‘ v \
VLAN

VLAN/VLAN Group | VLANZ672 |

Multicast VLAN ‘ Enter Multicast VLAN |

od9su gdled IJuog eds 9226 IJogdpe 9800

IJgboss 1. luedd lds IJodsse > IJedlplo 9pdVle [Jog e > Iuwsluws. $p Clugble gdles
wog 23826 19 luwe e edlpd IJuo IJle,loss. Yp vogssu Ubods WLAN IUs pdw wg)sed
lJuog Vs gdlpd IJuog.



Add Policy Tag

MName* | DMASpaces-PT |

Description | Enter Description |

V¥ WLAN-POLICY Maps: 1

— Add
WLAN Profile ~ Policy Profile w
I 9800DMASpaces DNASpaces-PP I
1 | 10 « | itemns per page 1 -10of 1items

RLAN-POLICY Maps: 0

= Apply to Device

.Jl,_,.u.J-Jqs > u,_9|b |.J_9,_,o_9.J‘92_» udbo lJs_o9J U,oe._,so 3|uo-..9 &Jlroo lJuog. 9o>| SO
s I OES> uldbo 1Jgo9d wuvgsd w99 CAPWAP IUEgluo wol 9ldluople 0,0 Ia)s lJs 9226
lJoed e 9800:




General Interfaces

General

AP Name*
Location®

Base Radio MAC
Ethernet MAC
Admin Status
AP Mode
Operation Status
Fabric Status

LED State

LED Brightness
Lewvel

CleanAir NSI Key

Tags

High Availability

| 9117-andressi

| default location

0cd0.1894.12¢0

0cd0.f894.118¢c

| Local

Registered

Disabled

E

A Changing Tags will cause the AP to momentarily lose
association with the Controller.

Inventory

Policy | DNASpaces-PT v ‘

Site | default-site-tag v ‘

RF | default-rf-tag v ‘
CLl v bvdsd:

Andressi-9800L (config) #wlan

Andressi-9800L
Andressi-9800L
Andressi-9800L
Andressi-9800L
Andressi-9800L
Andressi-9800L

Andressi-9800L (config) #wireless profile policy

config-wlan) #no security wpa

config-wlan) #no security wpa akm dotlx
config-wlan) #no security wpa wpa2 ciphers aes
config-wlan) #security web-auth

config-wlan) #no shutdown

Advanced

Version

Primary Software Version
Predownloaded Status
Predownloaded Version
Mext Retry Time

Boot Version

I0S Version

Mini 10S Version

IP Conhig

CAPWAP Preferred Mode  IPvB

SLAAC IPv6 Address

Static IP (IPv4/IPvE)

Time Statistics

Up Time

Controller Association Latency

config-wlan) #security web-auth parameter-map

2001:

16.12.2.132

N/A

N/A

N/A

1.1.2.4

16.12.2.132

0.0.0.0

172:16:30:ed0:f8ff:fe94:118¢c

11 days 22 hrs
49 mins 12 secs

3 mins 44 secs



Andressi-9800L (config-wireless-policy) #vlan <id>
Andressi-9800L (config-wireless-policy) #urlfilter list pre-auth-filter

Andressi-9800L (config-wireless-policy) #no shutdown

Andressi-9800L (config) #wireless tag policy

Andressi-9800L (config-policy-tag) #wlan

w9lob wasJb 01936 wglp RADIUS gJs puslele DNA
pdlelos: 53¢ o 2150 DNA Spaces RADIUS pol3$6 PAP UGl e oo 9236 Ioedp B 6.

odosu 2rsbd pedpd p o 86 IUgsy eJs 9226 IJoede 9800

IJgloss 1. louble 2rsbd pedes puolb$d ssw. luwdd lds IJodase > IJielo > pLol> 88 IJ9s 0w
9168y 998 HolWs: &p Yo wodsu luwe sk IUpedpd 922> pLo1 38 IUssw Juse!

Create Web Auth Parameter x
Parameter-map name® DMASpaces-PM

Maximum HTTP 1-200

connections

Init-State Timeout(secs) 60-3932100

Type | webauth v |

+ Apply to Device

196 2. 168, W99 ¢rsbo lJpedpd IJedyus B 1Jebos 1. 9lu@) W98 gshle pedspd 9lsgd
lebo IJoszsoe Jouwesd 1U>g9d: 9l olws |Js guslo MAC Judbs IJse9d: 91zl Jewslo MAC




JJepsd: 9lJeld Jperd SSID JJuieds 1Jpzdiss IJJluwddss (WLAN) seogly IPV4 JJesgd.
o9y 998 wRISs Jubusy:



Edit Web Auth Parameter x

General Advanced

Redirect to external server

Redirect for log-in hitps://splash.dnasp |

Redirect On=-Success |

Redirect On-Failure |

Redirect Append for AP MAC Address ap_mac |
Redirect Append for Client MAC Address client_mac |
Redirect Append for WLAN SSID wian |
Portal IPV4 Address 34.235.248212 |
Portal IPV6 Address XX |

Customized page

Login Failed Page r g
Login Page | . r g
Logout Page r
Login Successful Page &

w0 Gancel ol Update & Apply




pdlebé: JJzuo9d eds guslu URL IUEluo wuoWzo IUwslss 9eusly lehs wozso IPV4.
lud) 999 ¢sh IJodssy IJe9s pu SSID 1Uss p luuilio S 1Jglbgs 3 oo I Suwe
[ouble SSID gds puwlzle DNA o0 Guwe lugble SSIDs W v e Ilouold Idpwl Ui
IJ¢lue « WLC ouble odssu Blspes IJopde O 1Usuosd eds 1dwslds.

pdlzbé: spdy i ogd wolud puwlelo DNA pU Cisco gJs E_u3|u-.$u IP: 9JIJu 9236 IJogdp
9800 Syvee uqu_S..Su Eu}lu IP-"C) ddbs k.9.$ alJO _9'&)0 IauJ |.$ p.18) EUI.9'~5U IP 030 \Jn,sup
odgsuwol gds ersbé [Jpgdpes Jeuslu IPVA JJpesgd.
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CLI cuvdsJ:

Andressi-9800L (config) #parameter-map type webauth
Andressi-9800L
Andressi-9800L
Andressi-9800L (config-params-parameter-map) #redirect for-login

config-params-parameter-map) #type webauth
config-params-parameter-map) #timeout init-state sec 600

(
(
(
(

Andressi-9800L (config-params-parameter-map) #redirect append ap-mac tag ap_mac
Andressi-9800L
Andressi-9800L
Andressi-9800L (config-params-parameter-map) #redirect portal ipv4

config-params-parameter-map) #redirect append wlan-ssid tag wlan

config-params-parameter-map) #redirect append client-mac tag client_mac

( )
( )
( )
( )

Andressi-9800L (config-params-parameter-map) #logout-window-disabled
Andressi-9800L (config-params-parameter-map) #success-window-disabled

wosisé ¢9bpe RADIUS gJds 9226 IJogd e 9800

U095 1. $p wodass e9lse RADIUS. o pd puslele woss Iubods 1Us8es6 (DNA) oo Cisco
¢le RADIUS Joob$6 Ipuwetsp 9spduel Iluweeles eds guslos IP. lowdd 1Js
IJedsso > IJlelo > AAA. 168, 896 +Hluolds 96 wodsss JJI 2lses RADIUS:



Create AAA Radius Server

Mame* DNASpaces1
IPva | IPvE Server Address™ 34.197.146.105
PAC Key

Key Type o

KQ'S.I' ............
Confim Key* | eeee—
Auth Port 1812

Acet Port 1813

Server Timeout {seconds) 1-1000

Retry Count 0=-100
Support for CoA

pdlelbs: JJzuo9d eJs gu9lu RADIUS gplcle Lwss JIJ po 1Jgshe 1wl puss
sldelusss:lud) eds esh IJodaso 1Us29s po SSID IUss wpe lugblye S 1Ugbs 3 pu
IJBuwe loguis SSID gJs puslele DNA sloodd 1Js Buve odssy gbe RADIUS.

IJeb9s 2. §p wodosu peesed ¢9lbp RADIUS 9luowd Il ¢lses RADIUS. lpedd 1ds Idodsso
> 1Jlplo > AAA > 1Jg9b e / 1Upgpgle > RADIUS > pzeggle IUgsbe: 08, 999 +HlolBs: §p
wodsu luwe pze9esd 1UEb e p2as gulssy MAC Yyl ods: wuodss gulssy MAC pod MAC,
99p vuESsu ¢lpes RADIUS:



Create AAA Radius Server Group

Name* ‘ DNASpaces |
Group Type ‘ RADIUS |
MAG-Delimiter | hyphen v |
MAG-Filtering | mac v
Dead-Time (mins) ‘ 1-1440 |
Available Servers Assigned Servers
DNASpaces1
z DNASpaces2

| Apply to Device

IJg1096 3. $p wodoso Blises luvldse lJeuobds. loedd lds IJodssy > IJclpso > AAA >
Slisps by § AAA > I1Jp o 86« o) Huol9s. Sp wodssu luwe Slises [Jb, 8 e 23> ouvrsd
1>29J Juge: e Gp woeSSU preses IJesbe:




Quick Setup: AAA Authentication

Method List Name*

Type* login v

Group Type group v

Fallback to local

Swailable Server Groups Assigned Server Groups
radius . DNASpaces
ldap
tacacs+

" Apply to Davice

|Jglbgs 4. o_¢J9§Q lispd i.__,uIJg_sy IJgas..__sJ. loedd IJs IJodssy > Uiplo > AAA > §lispd by
AAA > 1Joss o lud) W98 Huolws. S wodssu luwe Vlises IUb)d: &p 233 IJubeJd
JUIEr Lo Bp wUESSU p2eses [JEsle:



Quick Setup: AAA Authorization

Method List Name* | DNASpaces

Type* | network v

Group Type | group v

Fallback to local L]

Authenticated O

Available Server Groups Assigned Server Groups
radius N DNASpaces
Idap
tacacs+ =

e wlouble SSID Bs 9238 [Jopde 9800

IJglogs 1. oo dd [ds Idedsse > gdiple 9pdVle Idog,sd > yuedle WLAN. (03, +olWs.
Ip wodysu luwe IJusuosed 9 SSID o pdsy yvwds WLAN. wlds oo ly lgwe SSID 0y GO w
|uup |J|o-.’J_90 n.9§ |._J'a]o_96 3 18] |dep Iou‘bln SSID L9;§ pu.ultlc.": DNA.



Add WLAN x

General Security Advanced

Profile Name* | 9800DNASpaces | Radio Policy | All v |
SSID* | 9800DNASpaces | Broadcast SSID
WLAN ID* | 3 |

Status ENABLED . I

=1 Apply to Device

IJgbys 2. Iooéq IJs |.Joi,o¢0 > IJbw@§é 2. luoub 908 lesu IUbu@s 2 eds wdl 98,
vupdsy wuoWwsé MAC gl olweé $lisps |Jogysd:

Add WLAN x

General Security Advanced

Layer2 Layer3 AAA

; . Fast Transition | Disabled v |
Layer 2 Security Mode MNone v ) }
Qver the D3
MAC Filtering v
Reassociation Timeout

Transition Mode WLAN ID 0

Autharization List* | DNASpaces v

= Apply to Device

1096 3. lowdd IJs Idelese > lJbwds 3. cpdsu woz 95w 9odasy Srsbé pedele puol>$6
IJssw 90kisps IUpob 86, wedsu eds Wubd pruie Mac gluoles Ylises Idozde Vs Idsuosd
(ACL) JJpolb 86 IJpuwedé. o) W98 wlbwsd eds IJzols.



‘

Add WLAN

General Security Advanced

Layer2 Layer3 AAA

<< Hide
Web Policy v
On Mac Filter Failure o
Web Auth Parameter Map | DNASpaces-PM v |
L J Splash Web Redirect
Authentication List | DNASpaces v | o
| J Preauthentication ACL

For Local Login Method List to work, please
make sure the configuration ‘aaa authorization
network default local' exists on the device

IPva ‘ DNASpaces-ACL | v ‘

IPv6 ‘ MNone v -

= Apply to Device

odosu pduV wg)s IJuog gds 9226 IJogd e 9800

IJgloss 1. luedd Ids IJedase > edlple 9pdOle IJogrs > Idumsluws 935 wlugile
9028 wsluwd 28 19 luwedse e we)sd Iduwsluws IJIVe)luos. B edlps IJowsse
wwslowle 1dsuogd: §p vodssu yvods VLAN IJEl o6 wldgpsd sluow glod w0 se URL.

Edit Policy Profile ®

General Access Policies QOS and AVC Mobility Advanced

RADIUS Profiling WLAN ACL

Local Subscriber Policy Name ‘ v | IPva ACL ‘ v |
WLAN Local Profiling IPv6 ACL ‘ v
g:ggglfiéantgnof Device Disabled (&) URL Filters

HTTP TLV Caching Pre Auth ‘ DNASpaces v
DHGP TLV Gaching Post Auth ‘ v
VLAN

VLAN/VLAN Group | VLANZ672 |

Multicast VLAN | Enter Multicast VLAN |

IUgo96 2. S gdlps lJowase gshle podseps: §p wopdsu celos AAA 90 d9su Slises by s
IJpeluwes loshsl:



Edit Policy Profile x

General Access Policies

WLAN Timeout

Session Timeout (sec)
Idle Timeout (sec)
Idle Threshold (bytes)

Client Exclusion Timeout (sec)

DHCP

IPvd DHCP Required
DHCP Server IP Address

Show more >>>

AAA Policy

QOS and AVC

I Allow AAA Override

NAC State

Policy Name

|. default-aaa-policy x » .

Mobility

Accounting List

|. DMNASpaces

x

odosu gdled IJuoz eJs 92206 IJozdpe 9800

Advanced
Fabric Profile -
Umbrella | Not Configured - |

Parameter Map

mDNS Service

‘ default-mdns-servict
Palicy \

Clear
WLAN Flex Policy
VLAN Central Switching
Spiit MAC ACL ‘ v ‘
Air Time Faimess Policies
2.4 GHz Policy ‘ v ‘
5 GHz Policy ‘ v ‘

uog @5)0 |_9 |,_}Uua)ro &Jlroo I._Juoa IJIduJIUO§o OGP vOUESSU yrwds WLAN LJ5 de SEHSI

lJouog Ws edlpo IJuog.



Add Policy Tag

MName* | DMASpaces-PT |

Description | Enter Description |

V¥ WLAN-POLICY Maps: 1

— Add
WLAN Profile ~ Policy Profile w
I 9800DMASpaces DNASpaces-PP I
1 | 10 « | itemns per page 1 -10of 1items

RLAN-POLICY Maps: 0

= Apply to Device

.Jl,_,.u.J-Jqs > u,_9|b |.J_9,_,o_9.J‘92_» udbo lJs_o9J U,oe._,so 3|uo-..9 &Jlroo lJuog. 9o>| SO
s I OES> uldbo 1Jgo9d wuvgsd w99 CAPWAP IUEgluo wol 9ldluople 0,0 Ia)s lJs 9226
lJoed e 9800:




General Interfaces High Availability Inventory Advanced

General Version
AP Name* | 9117 -andressi ‘ Primary Software Version 16.12.2.132
Location® | default location ‘ Predownloaded Status N/A

Base Radio MAC 0cd0.f894.f2¢0 Predownloaded Version N/A
Ethernet MAC 0cd0.f894.118c Next Retry Time N/A
Admin Status Boot Version 1.1.2.4
AP Mode | Local v | I0S Version 16.12.2.132
Operation Status Registered Mini 10S Version 0.0.0.0
Fabric Status Disabled IP Config

LED State CAPWAP Preferred Mode  IPvG

LED Brightness E | SLAAG IPv6 Address 2001:172:16:30:ed0:{8ff-fe94:118c

Level

CleanAir NSI Key

Tags

A Changing Tags will cause the AP to momentarily lose
association with the Controller.

Static IP (IPv4/IPvE)

Time Statistics

Up Time

Controller Association Latency

11 days 22 hrs
49 mins 12 secs

3 mins 44 secs

Policy | DNASpaces-PT v ‘

Site | default-site-tag v ‘

RF | default-rf-tag v ‘
CLl v bvdsd:

Andressi-9800L (config) #wlan

Andressi-9800L (config-wlan) #ip access-group web

Andressi-9800L (config-wlan) #no security wpa
Andressi-9800L (config-wlan) #no security wpa akm dotlx



Andressi-9800L (config-wlan) #no security wpa wpa2 ciphers aes
Andressi-9800L (config-wlan) #mac-£filtering

Andressi-9800L (config-wlan) #security web-auth
Andressi-9800L (config-wlan) #security web-auth authentication-list

Andressi-9800L (config-wlan) #security web-auth on-macfilter-failure
Andressi-9800L (config-wlan) #security web-auth parameter-map
Andressi-9800L (config-wlan) #no shutdown

Andressi-9800L (config) #wireless profile policy

Andressi-9800L (config-wireless-policy) #aaa-override
Andressi-9800L (config-wireless-policy) #accounting-list

Andressi-9800L (config-wireless-policy) #vlan <id>
Andressi-9800L (config-wireless-policy) #urlfilter list pre-auth-filter

Andressi-9800L (config-wireless-policy) #no shutdown

Andressi-9800L (config) #wireless tag policy

Andressi-9800L (config-policy-tag) #fwlan

oJosu ersbo |Upeded IUgled

el9d Es) puwsuwws: §p woubgsd 030 lIUlsle, Jduwele Clelé wozse HTTPS sJdy I ele
pdlebs 1o lehs IJogzse B )36 p)9) HTTPS Idgpsd €5y plodaws I3l $le wble wuvésd
IJepsd IJIuvsd g0 1dpred 1Jp9 8990 9o uwwe B luwegsle [de) Jelds Jozss Idegldzs
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Andressi-9800L (config) #parameter-map type webauth global
Andressi-9800L (config-params-parameter-map) #intercept-https-enable

pdlebd: szo o sIJ9o Jssd Luolss SSL wolded Joy9weded IP Idbloys Idpowo O 9256
lJogdp IUJluvdIss Cisco Catalyst 9800 Series.

IJg096 1. lowg IJed® Ipg s wldpded P12 1Js gbe TFTP 9 ugd o3l 1Uloy Judd IJuiolsé
Jouswswol Vs 92506 IJozde 9800:

Andressi-9800L (config) #crypto pki import

IJglogs 2. Jogssu Idybolys IJpewws IUs gsbs pedele puol>§6 1Ussw §p voubésd
1Jlgle, IJoldss:

Andressi-9800L (config) #parameter-map type webauth global
Andressi-9800L (config-params-parameter-map) #trustpoint

louble IJwslws s puslzlc DNA
IJgb9o 1. 109, eds IJwslulo 1Up 8836 WS J9go lJpedsple Jpuwldle DNA:
= Cisco DNA Spaces
ACT - Leverage Digitization toolkits to Act on Insights.

Captive Portals Engagements

O ACTIVE CAPTIVE PORTALS O ACTIVE ENGAGEMENTS

IJg1096 2. 108, £ds louble 2283 95 luup [Jpsed 9225 1Jp9lée IJos spduol luwagsle
lJp>¢d:



5
[ Import Portal [ Create New ]

No portal Created

Invite new Portal Members or modify permissions for existing cnes from the Portal section

lJglbgs 3. 22> W9 IJ,o,T,ol.séé‘ Ige, Bl Yoo oy &ue Idodlb Iduslule slodlésle
IJpuwetse O 1duoes Issuvss JJeaed bl Jlu suwee Jdpuvetrpsu vlitosh odds

o———o0 : ‘

Portal Information Authentication Data Gapture Uses Agreements

SELECT THE AUTHENTICATION TYPE

[~'] Display Data Capture and User Agreements on portal home page

[ Adiow users to Opt in 1o receive message

| save & Prav Naxt -
L J L J

lJgb9es 4. odysu guluo, IJollb I._Jv‘glg,loz LBl Joo oS> IJoylb wslule PU lJpuweespsus
2 e wpdsu Idodlb Idgslule slu s, W98 +Huolvs guue) edd Jlualus 1Jz8sd
lJplbJsws. b b e wed 3JY:

© © o ‘ X

Portal Information Auhentication Data Gapture User Agrosmants

[ Enable Data Capture

Form Fields + Add Field Element

=) (oo

IJgb96 5. w288 pu U IJoedso 9lod) B99 edb 9odssy 1wl é:
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Portal Information Authentication Data Gaptune

This section allows: you to enable and confrgura Terms & Conditions and Prvacy policy Statements.

DR &R @ B -~ Q b3 |
B I US X x| L = = » W E LK T M= Q=
Siyies - | Format - | Font - | sSize A- B X

WIFI Terms of Use, Last updated: Saptember 27, 2013.

These Wi-Fi Terms & Conditions Of Use (the Wi-Fi Termas) togather with the TERMS OF USE govem your use of the Wi-Fi service.

Description of the Service

User Agreements

+¢ | English

The Service provides you with wireless access 1o the Intemet within the premises. We do not, as an ordinary practice, proactively monéor the activities of those who use the Service or exercise any edilonal control over any material ransmitted, hosted

oF posted Using the Senvics 10 ensure that usars comply with these Wi-Fi Terms andior the Liw, althaugh it resarves the ight to da sa.

Y

l Save | & Prev Save & Conflgure Portal
)\ J

IUgbo96 6. §p worisy Idestd euwe Ideles o) B9 edb:

PORTAL EDITOR - S

Brand Namé
Welcome Message L § WELCOME MESSAGE
Notice
First time wsitor waloome i
Data Caplure
Welcome to Cisco Mexico
9 Venue Map
m Videos @
B Feedback .
Add a custom message for Repeat visitors
x, Help
Hi S(firstName} Silasthame), Welcome 19 Socation =
o Get Apps
== Get Internat

Promos & Offers
Node

It any variables wsed in the message abave are not avallabse We will default to the message

+ Add Module ShowT 10 ST M Visinons.

@ e

oJosu W9led 1Jwslwo 1Jpdsr6 gds puvlelc DNA

PORTAL PREVIEW

£ Home Screen »
| couecomomy |
Welcome to Cisco Mexico
SIGN-UP FOR WIFI
Emall Address
Micbile Number
- &

IJebgs 1. 1038, eds Idwalule 1Upd$36 WOs Jogo lJpedsple Jpuwlsle DNA:



= Cisco DNA Spaces

Captive Portals

O ACTIVE CAPTIVE PORTALS

ACT - Leverage Digitization toolkits to Act on Insights.

Engagements

O ACTIVE ENGAGEMENTS

IJglo96 2. 1oz $lises Iestd IJpdess 9lud) 998 Bsle> IJesed 1dpds>:

Captive Portals

Impart Portal

STATUS LAST MODIFIED

Feb 18, 2020

w  Active APs
5 of 50
Create New |
(1 =10f1):1 pages

IJg1096 3. 108, 898 + loile §lgss 23536, bed luwp 1UBlesé. Ige, SSID IUss wp wdssuo

puvodl.

€ Create Captive Portal Rule

BULE NaME: 9B00DNASpaces

Choose any or all of the options that apply to your rule below

When a userison  WiFi

v and connected to 9800-DNASpaces v

LOCATIONS - Where do you want the rule to fire?

At any of the following locations

+ Add Locations

Please selact at-least one location

IUgo96 4. 233 IJpslde 1Jos swd) Ssol IJpsgd. 1ud) 999 +1uol96 p9lde S5 Juve

lJpslde. 12w, Idpbbdow pu ldesz 1doses JdpslSe.



Choose Locations

Location Hierarchy Selected Locations

MEX-EAST-1 | 9800L-DirectConnect X
5508-1-CMX |
5508-2-Connector O

5520-1-DirectConnect

O

9800L-DirectConnect

&

Jeko9s 5. T Wl le 1Jgluo widuslus 1dpdss. s oso IelJe: g0 Isuosd s Iless.
Sop &2 [Jesgd. 1ol 998 eob suuin.

[ Show Captive Portal
Choose a Portal to be dispayed to Users when they connect to the: wifi

SBO0DNASpaces] . ACTION
Show Captive Portal
Porial : SB00DNASpaces 1

] Session Duration
[] Bandwidth Limit

Seambessly Provision Internet
Directly provision internet without showing any outhentication

Deny Intermet
Stop users from accessing the intermet

Tags these users as
Choose - Associate /Dsassociale users 1o chosen Lags

+ Add Tags

(] Trigger AP

Save & Publish

IJzuesd eds pedspele p2338 po puslele DNA
plos gulasu IP IJos oyuogdpol puwlelc DNA €

JJozdd pu pl suwegseo IP oo puwlzle DNA Jdpesgd Bs pub@dod loodd lJs woweo
Captival Portal ¢ Js 1oz o 1U s uvs6 Jpuwlzo DNA. 169, edJs SSID W 1J8lises IUsuv)s
Sp lud) eds IJodssy $39¢l vz SSID 1Ugluo wd. swp 39) gulasu IP Bs peld $lises
lJozde WS 1J9uo9d (ACL). 030 o5 gulssy IP IJgluoo wldesgd JJluwedsle gé.:s O9lssp [Jozde
WO 1J9uo9d 9pebb pedple puolb 80 1Ussw. wuwwgsp puwlzle DNA gusly IP 13 Jieuold
NMSP/IJwzlwo Idlzplds Jeuvess IJoede.
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Os IJduwe I.JigJ eu IJBlispd Ipowo 9 Idos wbo) oy 1Jglbed 7 sulasy IP 1dpe>dg,6
B oSS Ylses [Jozdp s 1Usuesd (ACL). Jl ceole IJs wodss oo ldogdsele slogsle
ls Blispo wedpe Vs 19 o9d (ACL) W §b Jleb gulasy IP. 030 05 gulysy IP IJos wuvwgspol
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Configure

Creating the Access Control List

1 Log in to the WLC Direct Connect with your WLC Direct Connect credentials.

2 Choose Security > Access Control Lists > Access Control Lists

Far FlexCannect [acal mode, choose Security > Access Control Lists > FlexCannect ACLS
3 Toadd an ACL, click New,
4 In the Mew page that appears, enter the following:.

a. In the Access Control List Name field, enter a name for the new AGL

Note:
You cam enter up to 32 alphanumeric characters.

b. Choose the ACL type as IPvd.

MNote:
This option is not available for FlexConnect ACLs.

c.Click Apply.

5  When the Access Control Lists page reappears, click the name of the new ACL.
&  Inthe Edit page that appears, click Add New Rule. The Rules > New page appears,

7  Configure a rule for this ACL with the following wall garden ranges.

Source Port Dest Port

No Dir Source IP Address/Netmask Destination IP Addrosa/Netmask Pratocol Range Range DSCP Action
ik Any 0.0.0.0/0.0.0.0 54.77.207.183/255.255.255.255 TCP Any HITES Any Permit
2. Any 54.77.207.163/255.255.255.255 0.0.0.0/0.0.0.0 TCR HTTPS Any Any Parrmit
3. Any 0.0.0.070.0.0.0 34.252.175.120/255.255.255.255 TCR Aavy HTTPS Any Parmit
4, Any 34,252,175.120/255,255,255.255 0.0.0.0/0.0.0.0 TCP HTTPS Any Any Perrmit

el 09 eu9ly URL 1U3s ouwogdpo wilwo ouwesd 1U>g9d |[Js DNA Spaces ¢

JJdoezvd PU ol o uegspo pwlzle DNA lJgluoo wewslo URL IJglLo _;_,_9|;_;6 ouvesd 1Us>ged
JJpergd Vs ,og,béod‘_lggo&J lJs wo9gs Captival Portal g Js 1Jow9z6 |Uyissuwss Jpuwled
DNA. 1u 8, eJs SSID ws 1J3lispesd Idsuwss e 1ol eds Jodssy 3938l wze SSID 1Jglo
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[ Cisco Morak) SSIDs

SSID Configuration

@ Cisco Aironet SSiDs

| ESIrET
Ip wldopys) Jiu»-._éJ ds IJ3liseo IJpuwe s lJos wboy 9098 [JBuwe IJelus: wbo, IJglbgs
7 eu9lu URL IU3s sgo 1o 0 @89p wodssuo WOs gsbd lJpsedpes s 9800.
Creating the SSIDs in WLC Direct Connect
To create the SSIDs in the WLC Direct Connect, perform the following steps:

1 In the WLC Direct Connect main window, click the WLANSs tab.
2  To create a WLAN, choose Create New from the drop-down list at the right side of the page, and click Go.
3 In the New page that appears, enter the WLAN details like Type, Profile Name, SSID, and so on.

4  Click Apply.
The WLAN added appears in the WLANs page.

5 Click the WLAN you have newly created.
6 Choose Security > Layer 2 , and configure the Layer 2 Security as None .

7 In the Layer 3 tab , do the following configurations:

a.From the Layer 3 security drop-down list, choose Web Policy .

b.Choose the Passthrough radio button.

¢.In the Preauthentication ACL area, from the IPv4 drop-down list, choose the ACL created earlier.
d.Select the Enable check box for the Sleeping Client.

e.Select the Enable check box for the Override Global Config.

f.From the Web Auth Type drop-down list, choose External .

g.In the URL field that appears, enter the Cisco DNA Spaces splash URL.

https:{/splash.dnaspaces.eu/p2femeabru2

ol 05 wBlosd gbe RADIUS Jpwlzle DNA €
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LAB-DNAS

O 1JGlispes lJpuweds IJos wbo) §p wldoes) Ji,_}u&.é.J IS IJduwe IJelde (RADIUS)
9lJgbgo 7 websd ip/port 9ld ), e,y Jeuob 86 RADIUS. 1Jezl et 12oshss 9owe
oebswol Bs IJgbys 12.

7 Inthe New page that appears, enter the details of the radius server for authentication, such as server IP address, port number, and secret key, select the Server Status as Enabled , and click Apply.
Host: 52.51.31.103.34.241.1.84
Port: 1812
Secret Key: emeab1299E2PgvilK

8 Choase Radius > Accounting.

The Radius Accounting Servers page appears,

9 From the Acct Called Station ID Type, choose AP MAC Address:SSID.

10 From the MAC Delimiter drop-down list, choose Hyphen.

11 Click New.

12 Inthe New page that appears, enter the details of the radius server for accounting, such as server IP address, port number, and secret key, select the Server Status as Enabled , and click Apply.
Host: 52.51.31.103,24.241.1.84
Part: 1813

Secret Key: emeab1299E2PquilK

IJoz2dd pu lJuors

Joldss 2lds gpsd povod woudd SSID IUs Idpsldws > IJgpdle: 108, W98 euslo MAC
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360 View General Q0S Statistics ATF Statistics Mobility History

Client Properties AP Properties Security Information Client Statistics QOS Properties
Wireless LAN Id 1 =
WLAN Profile Name 9800-DNASpaces1

Wireless LAN Network Name (SSID) 9800-DNASpacesi

BSSID 10b3.d694.00ef

Uptime(sec) 64 seconds

Session Timeout 1800 sec (Remaining time: 1762 sec

Session Warning Time Timer not running

Client Active State Active

Power Save mode OFF

Current TxRateSet m2 ss1

Supported Rates 9.0,18.0,36.0,48.0,54.0

Join Time Of Client 03/11/2020 17:47:25 Central

Policy Manager State Run
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IJs [Jeslos [Uslgdss wadl po woloé lelbé IJogese [Jos wp odosuoel Ws gsbé |Jpsdpes.

2. 131 Iy IJg pdle sed@sw bl 503 1o ule lelss w9zsoop lJs IJw9lus s puvlele DNA. Belds
PU w90 9226 Idoedp B¢ IJousduwd IJosdds JJesde s eumlelc DNA.

$99, WLC 9800 |pJlule IJowug 1Uslises. 903l suppu wuwesd zpse IJigble IJposd$6
vlouald ldgpsd sldovusole _9JEJU|:SJ euvw9s IJluvelh wuvdd puwopyc Jpl Spdud g0
lJowedlo 1Ugluod webe lg gldé wuud wes gagve.

pdlgbé: I juoobl |Js zze Iduvedle IJos sop logulyel spdud 1298 wune wvlele |Us
€36 Islp.

Jorwo Ideuwble Ios wp oreseol woluwbs guuo) Ideede S Iduvods 1dppdss
IUJIudIss (WLC) boyl5 9800 L vdd 1Bl ns: spdod IJleuold gu, SSHITelnet we oo,
Ioede B Iduvwds 1 eedss 1Jdlguddssé (WLC) b,l; 9800 slJésle woso IJgbsle (olds py
cuwesd IJeduws 1Js pdod uuoys).

IU¢lo9s 1. 288 pu lJ9dw IJelds J9grd Idepde vese spdud wede Uuvedle Vs 1dsde
Iowlod 1Js 980 2298 1dpuindJs.

# show clock

1J21096 2. 3p wozese SYslog pu IUpgio IJedde Jsess IJezdp I9 syslog IUghzss Jpl 09 ps>



W9luwbs cdosu IJuble. 98, 03l by886 &0 Lased Juoes IJuble sldizble |o 92>

# show logging

1Jgogs 3. w28 ol Bl e cpdsu ls sl cuoest igble.

# show debugging
Cisco IOS-XE Conditional Debug Configs:

Conditional Debug Global State: Stop

Cisco IOS-XE Packet Tracing Configs:

Packet Infra debugs:

Ip Address Port

edlebbs: I3l jlse s b ez B 1J8lsps: Wodl sgus lwo sop ouwesd Jpuwble s
puvs wuoest IJigble Jzese Iepdsle Idos wlze IUuingl IJpedus (euslo MAC
98WIU P 90l [Js 3JY). 9031 o0 Ubluo 1o $is> pu zze Iduwrdle. J3dd: s900s weuve
zese Iduisb gus g0 IJouozse Juuivb

1Jgo9s 4. 3l Jp s gu9lo MAC ceo lJlzool) pazl Juinl B IJgbes 30 §p wogpse ol
e w9s IJluvel) 1Je9z936 slispl Jewglo MAC 1Jpess.

# show logging profile wireless filter { mac | ip } { <aaaa.bbbb.cccc> | <a.b.c.d> } to-file
always-on-<FILENAME. txt>

sedod lol &0 1Jezess eds Izduws 19 $edod oot IUpdd 1Js e TFTP ¢z,

# more bootflash:always-on-<FILENAME. txt>
or
# copy bootflash:always-on-<FILENAME.txt> tftp://a.b.c.d/path/always-on-<FILENAME. txt>

lJouozse IJuiybs sldoowe IJuuvb IJJlgeJdJs

Bl de weued ldpuwble |J)|:§pé pedple Jlss Jougsss puved IJpuvdds 98> IJoz8sd:
Sedud wpdso wuogse JIRble 1Jpubigb sldolb ooog Radio Active (RA): 1Uss S99,
SOUE pwoss wuogse Iitble Jzese IUgedsle Idos wosled pe 1duinlb 1Uezss (uslu
MAC JJgpsd Ws o030 1JzlJs). Jupdso wuozse IJIgble 1dpuiyglb §p wodo IUgbglw.

IJgb096 1. olds pu £3p wpdsu Uinsb wuoese IJible.
# clear platform condition all

1Jglo9s 2. 9p vopdsu Ui wuozse Ui'a]olc Jewslo MAC JJgpsd IUdIgwdds 1d3s o)s>
pildowo.

ool 030 1U19le) weoldus guglo mac ldes9d) Jess 30 58556 (1800 &luss). spdud jsls o3l
s lposhsl zos 2085978494 &losé.



# debug wireless mac <aaaa.bbbb.cccc> {monitor-time <seconds>}

odlelbs: Joyl8u6 1de, pu gpsd 91> Vs IJ pr6: Bp woubésd IJle, debug wireless mac
<aaa.bbbb.cccc> JJJ gu9lu MAC.

pdlelbs: Jl oy lolz wubll IJgpsd eds eduws IUgpd IUb, 856 2o sop wisu JJ
Juse pddulslizdsl Jesuoo Jizdl.

lJglo9é 3. 9p wlels luolz IJpuudJd i_9 lJuwded IUss wyss pil9ewo.

IJgho9s 4. B wlsdld wuopse Iigble [l op wuvg IJeund Js Gud lowele 38¢ 1pldws
IUIG el o s 1Updse.

# no debug wireless mac <aaaa.bbbb.cccc> ) )
e luduole 98w IJp)ldws 19 w98V Idouorse IJJluvdds: soubis WLC 9800 pJSI ppds!
wlywe:

ra_trace_MAC_aaaabbbbcccc_ HHMMSS. XXX _timezone_DayWeek_Month_Day_year.log

1J21096 5. §p wogese pJB vuslb guslo mac.  spdod lel ouwg IJilo, RA trace .log |Js ¢lse
¢hes s oo Idptiele polyiné eds IJubluus.

IJozldd pu luwe pJV cowg puwl RA

# dir bootflash: | inc ra_trace

o 1ded IJs ghe ghes:

# copy bootflash:ra_trace_MAC_aaaabbbbcccc_ HHMMSS.XXX_timezone_DayWeek Month_Day year.log
tftp://a.b.c.d/ra-FILENAME. txt

e Idpzess:

# more bootflash:ra_trace_MAC_aaaabbbbcccc_ HHMMSS.XXX_timezone_DayWeek Month_Day_year.log

IJg k096 6. 131 JIo Idgworn Isssuns JI sild £ 9luoz: Bdp vree Iduwedle 1sledss IJes
ogd b)s96 &0 U9 STSO I-JUJ Juvedlo PUISIS OUOTST IJIaJoIs: Jdozolg lds NI e
IaJoIs: lJepsd )0 Ia)s zSY lool udBs ub,é Idu_) oV osdl eds uvedle wuozse I.Jla_JoIc
lJos we wepseol wldwed 9ugisuwol slgdsl.

# show logging profile wireless internal filter { mac | ip } { <aaaa.bbbb.cccc> | <a.b.c.d> }
to-file ra-internal-<FILENAME>.txt

pdlelod: s935 181z 1Jles 031 [Jis Lzle 1o Jzese puvessle Idouvesd Jeese IJgedsle
909 Josy Izze IJs 20 ol sozs luild Cisco TAC JJpuwlesrs Os wedsd puvble



speJdod lpl uuug RA-internal-FILEName.txt |Js ¢bp thes 19 &0 etz poluins eds
lJuwlwe.

ouwe IJpdd |Js ¢bp thes:

# copy bootflash:ra-internal-<FILENAME>.txt tftp://a.b.c.d/ra-internal-<FILENAME>.txt

e ldpeess:

# more bootflash:ra-internal-<FILENAME>.txt

U295 7. 3 wilJs Lingb cuszse IJigble.

# clear platform condition all

pdlelbs: olds pu 116 Ligle wuoese Idigble slkispl wes zduws Tuveduled IJigble
sluedlzol.

pold Jpelods vlzes

03l 09 pere RA_TRAQE Jeelads ulzges Jog)swd JJ pyeds pu ldpslzd l&ole epdso
IJIBeslodpuolb 96 loule Idosuosd wpgyd SSID w9y ¢lbe RADIUS.

802. 11 IUlGeololld pLol> 86:

Association received. BSSID 10b3.d694.00ee, WLAN 9800DNASpaces, Slot 1 AP 10b3.d694.00e0,
2802AP-9800L

Received Dotll association request. Processing started,SSID: 9800DNASpacesl, Policy profile:
DNASpaces-PP, AP Name: 2802AP-9800L, Ap Mac Address: 10b3.d694.00e0 BSSID MAC0000.0000.0000 wlan
ID: 1RSSI: 0, SNR: 32

Client state transition: S_CO_INIT -> S_CO_ASSOCIATING

dotll send association response. Sending association response with resp_status_code: 0

dotll send association response. Sending assoc response of length: 144 with resp_status_code: 0,
DOT11_STATUS: DOT11l_STATUS_SUCCESS

Associlation success. AID 1, Roaming = False, WGB = False, llr = False, llw = False

DOT11 state transition: S_DOT11_INIT -> S_DOT11_ASSOCIATED

Station Dotll association is successful

epdso ldog, 0 eds IP:

IP-learn state transition: S_IPLEARN_INIT -> S_IPLEARN_IN_PROGRESS
Client IP learn successful. Method: ARP IP: 10.10.30.42

IP-learn state transition: S_IPLEARN_IN_PROGRESS -> S_IPLEARN_COMPLETE
Received ip learn response. method: IPLEARN_METHOD_AR

e 96 pu ldpuwess lJolde:

Triggered L3 authentication. status = 0x0, Success

Client state transition: S_CO_IP_LEARN_IN_PROGRESS -> S_CO_L3_AUTH IN_PROGRESS

L3 Authentication initiated. LWA

Client auth-interface state transition: S_AUTHIF_L2_ WEBAUTH_DONE -> S_AUTHIF WEBAUTH_PENDING

Client auth-interface state transition: S_AUTHIF_L2_WEBAUTH_DONE -> S_AUTHIF_WEBAUTH_PENDING



[webauth-httpd] [17798]: (info): capwap_90000005[34el1.2d23.a668][10.10.30.42]GET rcvd when in
INIT state

[webauth-httpd] [17798]: (info): capwap_90000005[34el1.2d23.a668][10.10.30.42]HTTP GET request
[webauth-httpd] [17798]1: (info): capwap_90000005[34el1.2d23.a668]1[10.10.30.42]Parse GET, src
[10.10.30.42] dst [13.107.4.52] url [http://www.msftconnecttest.com/connecttest.txt]
[webauth-httpd] [17798]: (info): capwap_90000005[34el1.2d23.a668][10.10.30.42]Retrieved user-
agent = Microsoft NCSI

[webauth-httpd] [17798]: (info): capwap_90000005[34el1.2d23.a668][10.10.30.42]GET rcvd when in
LOGIN state

[webauth-httpd] [17798]: (info): capwap_90000005[34el.2d23.a668]1[10.10.30.42]HTTP GET request
[webauth-httpd] [17798]: (info): capwap_90000005[34el1.2d23.a668]1[10.10.30.42]Parse GET, src
[10.10.30.42] dst [151.101.24.81] url [http://www.bbc.com/]

[webauth-httpd] [17798]: (info): capwap_90000005[34el1.2d23.a668][10.10.30.42]Retrieved user-
agent = Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko

[webauth-httpd] [17798]: (info): capwap_90000005[34el1.2d23.a668][10.10.30.42]POST rcvd when in

LOGIN state

ogew pueb s ldbo¥é 3¢ 9p wu9d IJgpsd Ids zldé RUN:

[34el.2d23.a668:capwap_90000005] Received User-Name 34E1.2D23.A668 for client 34el.2d23.a668
L3 Authentication Successful. ACL:[]

Client auth-interface state transition: S_AUTHIF_WEBAUTH_PENDING -> S_AUTHIF_WEBAUTH_DONE
$CLIENT_ORCH_LOG-6-CLIENT_ADDED_TO_RUN_STATE: Username entry (34E1.2D23.A668) joined with ssid
(9800DNASpaces) for device with MAC: 34el.2d23.a668

Managed client RUN state notification: 34el.2d23.a668

Client state transition: S_CO_L3_AUTH_IN_PROGRESS -> S_CO_RU
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