
 لوصولا ةطقن مامضنا ءاطخأ فاشكتسأ
Catalyst 9130 اهحالصإو

تايوتحملا
ةمدقملا

ةيساسألا تابلطتملا

تابلطتملا

ةمدختسملا تانوكملا

ططخملا

مادختسالا ةلاح

لحلا

ةمدقملا

 زمرلا ةيقرت يف ةقلاع لوصولا ةطقن اهيف نوكت ةنيعم مادختسإ ةلاح دنتسملا اذه فصي
.مكحتلا ةدحو مامضنا ةيلمع ءانثأ

ةيساسألا تابلطتملا

تابلطتملا

:ةيلاتلا عيضاوملاب ةفرعم كيدل نوكت نأب Cisco يصوت

•cisco WLC 9800 لا ةيساسألا ةفرعم
•11AX وأ/و Cisco Wave2 ةلسلسلا نم لوصولا طاقنب ةيساسأ ةفرعم
•.Catalyst 9800 WLC عم لوصولا ةطقن ىلإ مامضنالا ةيلمعل ةديج ةفرعم

ةمدختسملا تانوكملا

:ةيلاتلا ةيداملا تانوكملاو جماربلا تارادصإ ىلإ دنتسملا اذه يف ةدراولا تامولعملا دنتست

Catalyst 9800-L WLC، Cisco IOS® XE Cupertino 17.9.3•
•Catalyst C9130AXI-E لوصو ةطقن

 .ةصاخ ةيلمعم ةئيب يف ةدوجوملا ةزهجألا نم دنتسملا اذه يف ةدراولا تامولعملا ءاشنإ مت
 تناك اذإ .(يضارتفا) حوسمم نيوكتب دنتسملا اذه يف ةمدختسُملا ةزهجألا عيمج تأدب
.رمأ يأل لمتحملا ريثأتلل كمهف نم دكأتف ،ليغشتلا ديق كتكبش

ططخملا

 يف ةلصتملا (APs) لوصولا طاقن ىلع اذه اهحالصإو ءاطخألا فاشكتسأ قفدت قبطني
.يعرف عقوم يف نرملا لاصتالا عضو يف ةلصتملا (APs) لوصولا طاقن وأ يلحملا عضولا



اهحالصإو ءاطخألا فاشكتسأ ططخم

مادختسالا ةلاح

 فاشتكالا نم لوصولا ةطقن اهيف يهتنت ةنيعم مادختسإ ةلاح دنتسملا اذه شقاني
 أشنت .ةروصلا تانايب نم ققحتلا ةلحرم يف ةقلاع حبصت اهنكلو ةلحرملا ىلإ مامضنالاو
 ةيلحملا ةكبشلا يف مكحتلا ةدحو نيب زمرلا ةيقرت ةعفد ةجيتن ةلكشملا هذه
 ىلع ةحاسم كرت مدع" ركذت أطخ ةلاسر روهظ ىلإ يدؤي امم ،لوصولا ةطقنو ةيكلساللا
."زاهجلا

:ةلمتكملا لوصولا ةطقن فاشتكا ةلحرم .أ

 

Feb 13 11:11:21 kernel: [*02/13/2024 11:11:21.4662] CAPWAP State: Discovery Feb 13 11:11:21 kernel: [*02/13/2024 11:11:21.4669] IP DNS query for CISCO-CAPWAP-CONTROLLER.cisco.com Feb 13 11:11:21 kernel: [*02/13/2024 11:11:21.5444] Discovery Request sent to 255.255.255.255, discovery type UNKNOWN(0) Feb 13 11:11:21 kernel: [*02/13/2024 11:11:21.5454] Discovery Request sent to ff02::18c, discovery type UNKNOWN(0) Feb 13 11:11:21 kernel: [*02/13/2024 11:11:21.5456] Discovery Response from <WLC IP address> Feb 13 11:11:21 kernel: [*02/13/2024 11:11:21.5466] Discovery Response from <MAC of the controlloer> Feb 13 11:11:21 LED: State received is Dis_join_progress Feb 13 11:11:21 LED: LED state Changed from LED_GREEN to LED_CYCLIC_GRO_LED 

 

:اهيلإ مامضنالاو اهؤدب مت يتلا DTLS دادعإب ةصاخلا ةلمتكملا تالجسلا .ب

 

Feb 13 11:11:31 kernel: [*02/13/2024 11:11:31.0002] CAPWAP State: DTLS Setup Feb 13 11:11:31 kernel:  
[*02/13/2024 11:11:31.6405] Feb 13 11:11:31 kernel: [*02/13/2024 11:11:31.6405] CAPWAP State: Join Feb 13 11:11:31  
kernel: [*02/13/2024 11:11:31.6422] Sending Join request to 10.228.104.4 through port 5248 Feb 13 11:11:31 kernel:  
[*02/13/2024 11:11:31.6454] Join Response from 10.228.104.4 Feb 13 11:11:31 kernel: [*02/13/2024 11:11:31.6454]  
AC accepted join request with result code: 0 Feb 13 11:11:31 kernel: [*02/13/2024 11:11:31.6489] Received wlcType 0, 
 timer 30 Feb 13 11:11:31 kernel: [*02/13/2024 11:11:31.6489] TLV ID 2216 not found Feb 13 11:11:31 kernel:  
[*02/13/2024 11:11:31.6489] TLV-DEC-ERR-1: No proc for 2216  

 

 ،ةلحرملا هذه ءانثأ .ةروصلا تانايب ةلحرم لوصولا ةطقن لخدت ،لصولا ةيلمع مامتإ دنع .ج
 ةبوحصم ،لشفت يتلاو ،لوصولا ةطقن ىلإ مكحتلا ةدحو نم ةروص لقن ةظحالم كنكمي
."زاهجلا ىلع ةحاسم كرتت مل" أطخلا ةلاسرب

 

Feb 13 11:11:31 kernel: [*02/13/2024 11:11:31.6709] CAPWAP State: Image Data 



Feb 13 11:11:31 kernel: [*02/13/2024 11:11:31.6712] AP image version 8.10.112.0 backup 0.0.0.0, Controller 17.9.3.50 
Feb 13 11:11:31 kernel: [*02/13/2024 11:11:31.6712] Version does not match. 
Feb 13 11:11:31 kernel: [*02/13/2024 11:11:31.7111] do PRECHECK, part1 is active part 
Feb 13 11:11:31 upgrade: /tmp space: OK available 80268, required 40000 
Feb 13 11:11:31 kernel: [*02/13/2024 11:11:31.7322] upgrade.sh: /tmp space: OK available 80268, required 40000 
Feb 13 11:11:31 kernel: [*02/13/2024 11:11:31.7326] wtpImgFileReadRequest: request ap1g6a, local /tmp/part.tar 
Feb 13 11:11:31 kernel: [*02/13/2024 11:11:31.7337] Image Data Request sent to 10.228.104.4, fileName [ap1g6a], slaveStatus 0 
Feb 13 11:11:31 kernel: [*02/13/2024 11:11:31.7351] Image Data Response from 10.228.104.4 
Feb 13 11:11:31 kernel: [*02/13/2024 11:11:31.7351] AC accepted join request with result code: 0 
Feb 13 11:11:31 LED: State received is Dis_join_completed 
Feb 13 11:11:31 LED: State received is Sofware_upgrade_progress 
Feb 13 11:11:31 LED: LED state Changed from LED_CYCLIC_GRO_LED to LED_BLINKING_BLUE 
Feb 13 11:11:45 kernel: [*02/13/2024 11:11:31.7393] <.................................................. 
Feb 13 11:11:53 kernel: [*02/13/2024 11:11:45.3443] .................................................. 
Feb 13 11:12:07 kernel: [*02/13/2024 11:11:53.9200] .................................................. 
Feb 13 11:12:16 kernel: [*02/13/2024 11:12:07.5228] ..........................Discarding msg CAPWAP_WTP_EVENT_REQUEST(type 9) in CAPWAP state: Image Data(10). 
Feb 13 11:12:25 kernel: [*02/13/2024 11:12:18.7413] ........................ 
Feb 13 11:12:43 kernel: [*02/13/2024 11:12:25.5137] .................................................. 
Feb 13 11:13:06 kernel: [*02/13/2024 11:12:43.6235] ...................................Discarding msg CAPWAP_WTP_EVENT_REQUEST(type 9) in CAPWAP state: Image Data(10). 
Feb 13 11:13:07 kernel: [*02/13/2024 11:13:07.0982] ...Discarding msg CAPWAP_WTP_EVENT_REQUEST(type 9) in CAPWAP state: Image Data(10). 
Feb 13 11:13:07 kernel: [*02/13/2024 11:13:07.5458] Discarding msg CAPWAP_WTP_EVENT_REQUEST(type 9) in CAPWAP state: Image Data(10). 
Feb 13 11:13:07 kernel: [*02/13/2024 11:13:07.5965] Discarding msg CAPWAP_WTP_EVENT_REQUEST(type 9) in CAPWAP state: Image Data(10). 
Feb 13 11:13:09 kernel: [*02/13/2024 11:13:07.6044] ............ 
Feb 13 11:13:21 kernel: [*02/13/2024 11:13:09.9353] .............> 84387840 bytes, 62742 msgs, 1195 last 
Feb 13 11:13:21 kernel: [*02/13/2024 11:13:21.0817] Last block stored, IsPre 0, WriteTaskId 0 
Feb 13 11:13:21 kernel: [*02/13/2024 11:13:21.0847] wtpProcessImageDataRequest(10): fileName ap1g6a, pre 0 
Feb 13 11:13:21 upgrade: Start doing upgrade arg1=PREDOWNLOAD arg2= arg3= ... 
Feb 13 11:13:21 kernel: [*02/13/2024 11:13:21.1278] do PREDOWNLOAD, part1 is active part 
Feb 13 11:13:21 kernel: [*02/13/2024 11:13:21.1419] upgrade.sh: Start doing upgrade arg1=PREDOWNLOAD arg2= arg3= ... 
Feb 13 11:13:21 upgrade: Using image /tmp/part.tar on axel-qca ... 
Feb 13 11:13:21 kernel: [*02/13/2024 11:13:21.1945] upgrade.sh: Using image /tmp/part.tar on axel-qca ... 
Feb 13 11:13:21 kernel: [*02/13/2024 11:13:21.1947] sh: write error: No space left on device 
Feb 13 11:13:21 kernel: [*02/13/2024 11:13:21.1997] tar: write error: No space left on device 
Feb 13 11:13:21 upgrade: ERROR: Image type mismatch. Expected:ap1g6a Got: 
Feb 13 11:13:21 kernel: [*02/13/2024 11:13:21.2247] upgrade.sh: ERROR: Image type mismatch. Expected:ap1g6a Got: 
Feb 13 11:13:21 upgrade: Cleanup for do_upgrade... 
Feb 13 11:13:21 upgrade: /tmp/upgrade_in_progress cleaned 
Feb 13 11:13:21 kernel: [*02/13/2024 11:13:21.2411] upgrade.sh: Cleanup for do_upgrade... 
Feb 13 11:13:21 upgrade: Cleanup tmp files ... 
Feb 13 11:13:21 kernel: [*02/13/2024 11:13:21.2581] upgrade.sh: /tmp/upgrade_in_progress cleaned 
FebFeb 13 11:13:21 kernel: [*02/13/2024 11:13:21.3072] capwap-upgrade script returned failure when calling PREDOWNLOAD. 
Feb 13 11:13:21 kernel: [*02/13/2024 11:13:21.3073] Discarding msg CAPWAP_WTP_EVENT_REQUEST(type 9) in CAPWAP state: Image Data(10). 
Feb 13 11:13:21 kernel: [*02/13/2024 11:13:21.3074] CAPWAP SM handler: Failed to process message type 15 state 10. 
Feb 13 11:13:21 kernel: [*02/13/2024 11:13:21.3074] Failed to handle capwap control message from controller - status 2 
Feb 13 11:13:21 kernel: [*02/13/2024 11:13:21.3074] Failed to process encrypted capwap packet 0x55aaaa2000 from 10.228.104.4 
Feb 13 11:13:21 kernel: [*02/13/2024 11:13:21.3074] Failed to send capwap message 0 to the state machine. Packet already freed. 
Feb 13 11:13:22 LED: State received is Sofware_upgrade_fail 
Feb 13 11:13:22 LED: LED state Changed from LED_BLINKING_BLUE to LED_GREEN 
Feb 13 11:13:25 kernel: [*02/13/2024 11:13:25.6121] Invalid event 56 & state 10 combination. 
Feb 13 11:13:25 kernel: [*02/13/2024 11:13:25.6121] Failed to handle timer message. 
Feb 13 11:13:28 kernel: [*02/13/2024 11:13:28.4629] Re-Tx Count=1, Max Re-Tx Value=5, SendSeqNum=5, NumofPendingMsgs=1 
Feb 13 11:13:28 kernel: [*02/13/2024 11:13:28.4629] 
Feb 13 11:13:31 kernel: [*02/13/2024 11:13:31.3139] Re-Tx Count=2, Max Re-Tx Value=5, SendSeqNum=5, NumofPendingMsgs=1 
Feb 13 11:13:31 kernel: [*02/13/2024 11:13:31.3139] 
Feb 13 11:13:34 kernel: [*02/13/2024 11:13:34.1648] Re-Tx Count=3, Max Re-Tx Value=5, SendSeqNum=5, NumofPendingMsgs=1 
Feb 13 11:13:34 kernel: [*02/13/2024 11:13:34.1648] 
Feb 13 11:13:37 kernel: [*02/13/2024 11:13:37.0157] Re-Tx Count=4, Max Re-Tx Value=5, SendSeqNum=5, NumofPendingMsgs=1 
Feb 13 11:13:37 kernel: [*02/13/2024 11:13:37.0157] 
Feb 13 11:13:39 kernel: [*02/13/2024 11:13:39.8666] Re-Tx Count=5, Max Re-Tx Value=5, SendSeqNum=5, NumofPendingMsgs=1 
Feb 13 11:13:39 kernel: [*02/13/2024 11:13:39.8666] 
Feb 13 11:13:42 kernel: [*02/13/2024 11:13:42.7175] Max retransmission count exceeded, going back to DISCOVER mode. 
Feb 13 11:13:42 kernel: [*02/13/2024 11:13:42.7175] Dropping msg CAPWAP_ECHO_REQUEST, type = 1, len = 0, eleLen = 8, sendSeqNum = 5 



Feb 13 11:13:42 kernel: [*02/13/2024 11:13:42.7185] 
Feb 13 11:13:42 kernel: [*02/13/2024 11:13:42.7185] CAPWAP State: DTLS Teardown 
Feb 13 11:13:42 kernel: [*02/13/2024 11:13:42.7303] Aborting image download(0x0): Dtls cleanup, ap1g6a 
Feb 13 11:13:42 kernel: [*02/13/2024 11:13:42.7952] do ABORT, part1 is active part 
Feb 13 11:13:42 upgrade: Cleanup tmp files ... 
Feb 13 11:13:42 kernel: [*02/13/2024 11:13:42.8145] upgrade.sh: Cleanup tmp files ...   

 

لحلا

:رمألا اذه ةجلاعمل ةددعتم لولح دجوت

 .+17.7 ىلإ لقنلا لبق حالصإلا ىلع يوتحت ةطيسو ةروص ىلإ ةيقرتلاب مق ،الوأ .1 رايخلا
.+17.7 ىلإ لقتنا .2 17.3.5 ىلإ ةيقرتلاب عتمت .1

 بلطتي اذهو /100m /tmp=مجحلا ،ليمحتلا ةداعإ o- ليمحت :يوديلا ليدبلا DE لح .2 رايخلا
.ريوطتلا ةيلمع ىلإ لوصولا

.2 رايخلا عم لمعلا دنع TAC عم ةدعاسم ىلإ جاتحت دقو تارايخلا هذه نم يأ لمعي



ةمجرتلا هذه لوح
ةيلآلا تاينقتلا نم ةعومجم مادختساب دنتسملا اذه Cisco تمجرت
ملاعلا ءاحنأ عيمج يف نيمدختسملل معد ىوتحم ميدقتل ةيرشبلاو
امك ةقيقد نوكت نل ةيلآ ةمجرت لضفأ نأ ةظحالم ىجرُي .ةصاخلا مهتغلب
Cisco يلخت .فرتحم مجرتم اهمدقي يتلا  ةيفارتحالا ةمجرتلا عم لاحلا وه
Systems ىلإ اًمئاد عوجرلاب يصوُتو تامجرتلا هذه ةقد نع اهتيلوئسم
.(رفوتم طبارلا) يلصألا يزيلجنإلا دنتسملا


