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CHAPTER 1

Getting Started

This chapter introduces Cisco Configuration Professional (Cisco CP) and provides information about the
Cisco CP user interface. It contains the following sections:

e Understanding Cisco CP, page 1-1
e Understanding the Cisco CP User Interface, page 1-1
e Additional Help Topics, page 1-12

Understanding Cisco CP

Cisco CP is a GUI based device management tool for Cisco access routers. This tool simplifies routing,
firewall, IPS, VPN, unified communications, and WAN, and LAN configurations through GUI-based
wizards.

Cisco CP is a valuable productivity enhancing tool for network administrators and channel partners for
deploying routers with increased confidence and ease. It offers a one-click router lock-down and an
innovative voice and security auditing capability to check and recommend changes to router
configurations. Cisco CP also monitors router status and troubleshoots WAN and VPN connectivity
issues.

Cisco CP is free and you can download it from:

wWww.cisco.com/go/ciscocp

Understanding the Cisco CP User Interface

Cisco CP eliminates the need for multiple device managers by providing a single tool to configure and
manage devices.

The following sections describe the Cisco CP user interface:
e Window Layout, page 1-2
e Menu Bar, page 1-2
e Toolbar, page 1-3
e Status Bar, page 1-4
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I Understanding the Cisco CP User Interface

Window Layout

The user interface makes it easy to manage networking features. These are the main parts that define the
user interface:

e Menu Bar—Row of menus across the top of the window. It offers application services, a list of open
windows, and online help.

e Toolbar—Row of icons directly below the menu bar. They represent the most often used application
services and most often configured networking features.

e Left Navigation Pane—Scalable panel on the left side of the content pane in which you select the
features to configure and monitor.

¢ Content Pane—Right side of the workspace, in which windows appear. You view reports here and
enter information that configures networking features.

e Status Bar—Bar at the bottom of the window, where Cisco CP displays the status of the application.

Menu Bar

Table 1-1 describes the row of menus across the top of the window that offers application services.
Table 1-1 Menu Bar
Menu Options

Application |Contains the following options:

e Manage Community—Allows you to create a new community or choose an existing
community. See Chapter 2, “Device Communities.”

e Setup New Device—Allows you to set up a new device. See the “Setup New Device”
section on page 1-6.

e Create User Profile—Allows you to restrict users from using all of the features that
are available in the left navigation pane. See the “User Profile” section on page 1-8.

e Import User Profile—Allows you to import a user profile. See the “User Profile”
section on page 1-8.

e Options—Allows you to set user preferences such as log level, show community at
startup, and show CLI preview parameters. See the “Options” section on page 1-8.

e Template—Allows you to create, edit, or apply a template. See the “Templates”
section on page 1-10.

e  Work Offline—Allows you to work with Cisco CP in offline mode. See the “Offline
Mode” section on page 1-11.

e Exit—EXxits the Cisco CP application.

Help Contains the following options:

e Help Contents—Displays the online help contents, which includes online help topics
and links to screencasts.

e Feedback—Displays a feedback form allowing you to provide feedback on
Cisco CP.

e About—Displays information about Cisco CP, such as the version number, and
allows you to view the end-user licence agreement.

Cisco Configuration Professional User Guide
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Toolbar

Table 1-2 describes the Cisco CP features that are available from the toolbar at the top of the window.

Table 1-2 Toolbar

Tool Icon  |Description

Home button. Click this button to display the Community View
'_,.-"" %, |Page, which summarizes the community information and allows
_g_ you to add, edit, and discover devices, also to view the discovery
and device status of each device.

Configure button. Click this button to display the features that you
oy can configure on a chosen device. The features are displayed in the
= |left navigation pane.

Note If a feature (router, security, or voice) is not supported on
a device, that feature is not displayed in the left navigation
pane.

Note If the version of Cisco IOS that is installed on the device
does not support a specific feature, but an upgrade does
support it, that feature is disabled (grayed out) in the left
navigation pane.

Monitor button. Click this button to display the router and security
W features that you can monitor for a chosen device. The features are
L displayed in the left navigation pane.

Note If a feature (router or security) is not supported on a
device, that feature is not displayed in the left navigation
pane.

Note If the version of Cisco IOS that is installed on the device
does not support a specific feature, but an upgrade does
support it, that feature is disabled (grayed out) in the left
navigation pane.

Manage Community icon. Click this icon to open the Manage
i |Community dialog box where you can add a new community or
dB edit an existing community.

Cisco Configuration Professional User Guide
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Table 1-2 Toolbar (continued)

Refresh icon. Click this button to:

5 e Rediscover the selected device in the Select Community
- Member drop-down menu.

Note

Note

Note

Rediscover and reload the current feature.

Refresh is not available for offline mode.

Refresh is available only after successful discovery of one
or more devices.

Clicking the Refresh button refreshes the device selected
in the Select Community Member drop-down menu.
Selecting a device in the Home > Dashboard page and
clicking Refresh does not refresh that device.

Provide feedback to Cisco icon. Click this icon to open the Cisco
Configuration Professional Feedback form, which you can use to
send feedback about this product to Cisco.

Help icon. Click this button to open the help page for the active

‘.-T) window.
o

Search icon. Click the Search icon to search for supported features

5 in Cisco CP.

£

Note

Note

Type the first letter of the word in the Search text-box.
A list of keywords beginning with that letter is displayed.
Choose the desired keyword and click the Search button.

The search results display the available features that match the
keyword.

Click the feature name.
The feature is launched in the right pane.

Click the Search icon to exit search.

Only features supported on the device are displayed in the
search results.

The Search option is available when devices are in
discovered state.

Status Bar

The status bar displays status information about Cisco CP and selected community members.

~

Note  When you are in the Home > Dashboard > Community View page, the padlock icon in the status bar
displays the connection mode of the device that is selected in the Select Community Member drop-down

list.
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Table 1-3 lists the Status Bar icons.

Table 1-3 Status Bar
Feature Feature
Icon Name Description
Secure The locked padlock icon indicates that Cisco CP
Connection |has a secure connection with the chosen
@ community member.

Nonsecure  |The unlocked padlock icon indicates that Cisco CP
i Connection |has a nonsecure connection with the chosen
E community member.

Applications Menu Field Reference

e Manage Community, page 1-5
e User Profile, page 1-8

e Options, page 1-8

e Templates, page 1-10

e Offline Mode, page 1-11

Manage Community

See Chapter 2, “Device Communities.”

Setting up a New Device

Before you begin using Cisco CP to set up a new device, you must first ensure that the computer running
Cisco CP is connected to the powered up device over the console port and the device baud is set to its
default value.

From the Setup New Device wizard, you can set up a new device and manage the device. The setup
wizard can also be used to manage a device with existing configuration.

Managing Setup New Device

To set up a new device, use the procedure in this section.

Before You Begin

Make sure that the computer running Cisco CP is connected to the powered up device over the console
port and the device baud is set to its default value.

Procedure

Use this procedure to set up a new a device and manage the device.

[ oL-31982-01
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Step 1
Step 2
Step 3

Step 4

Step 5
Step 6

Step 7
Step 8

From the menu bar, choose Application > Setup New Device. The Introduction page opens.
Click the Next button. The Testing Connection dialog box opens.

In the Testing Connection dialog box, choose the Interface for configuring the IP address. Enter the IP
address of the device, subnet mask, username, and password information for the device.

The default username is ccpuser and default password is cecpasswd. If you change the default
credentials, you must confirm the new password in the confirmation field.

N

Note If you get a warning message that Cisco CP is unable to communicate with the device using baud
rate 9600 on serial port COM1, make sure to check the connection to the device by answering
the troubleshooting questions.

To backup the running configuration, check the Backup current running configuration on the device
flash check box.

Click the Next button. The Configuration Summary page is displayed.

In the Configuration Summary page, check the Add this device to CCP’s currently selected
community check box.

Click Finish to complete device setup configuration and include the new device in the community page.

Click Cancel to cancel the changes that you made.

Setup New Device

Use the Setup New Device wizard to setup a new device and manage the device. In the Introduction page,
click the Next button to set up the new device.

How to Get to This Dialog Box
From the menu bar, choose Application > Setup New Device.

Related Links
e Menu Bar, page 1-2
e Setting up a New Device, page 1-5
e Managing Setup New Device, page 1-5

Setup New Device: Testing Connection

In the Testing Connection dialog box, choose the Interface for configuring the IP address. Enter the IP
address of the device, subnet mask, username, and password information for the device.

S

Note If you get a warning message that the Cisco CP is unable to communicate with the device using
baud rate 9600 on serial port COM1, make sure to check the connection to the device by
answering the troubleshooting questions.
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How to Get to

From the me

Related Links

Applications Menu Field Reference W

This Dialog Box
nu bar, choose Application > Setup New Device. Click next to until you get to this page.

e Setup New Device, page 1-6

e Setup New Device: Configuration Summary, page 1-7

e Setting up a New Device, page 1-5

e Managing Setup New Device, page 1-5

Field Reference

Table 1-4 lists the fields in the Testing Connection dialog box.

Table 1-4 Testing Connection Dialog Box

Element

Description

Interface for configuring the IP
Address

Choose the interface from the drop-down list.

IP Address Enter the IP address
Subnet Mask Enter the subnet mask.
Username Enter the username.
Password Enter the password.

Backup current running
configuration on the device flash

Check this check box to back up the current running configuration
on the device flash.

Next

Click the Next button to go to next page.

Cancel

Click Cancel to discard the configuration change.

Setup New Device: Configuration Summary

The Configu
information,

ration Summary page displays a summary of the configuration.You can review this
and if you need to change anything, you can click the Cancel button to cancel the

configuration that you have entered.

Related Links

e Setup New Device, page 1-6

e Setup New Device: Testing Connection, page 1-6

e Setting up a New Device, page 1-5

e Managing Setup New Device, page 1-5

[ oL-31982-01
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Field Reference
Table 1-4 lists the fields in the Configuration Summary page.

Table 1-5 Configuration Summary

Element Description

Add this device to CCP's Check this check box to add the device to the community page.
currently selected community

Finish Click the Finish button to complete the configuration.

Cancel Click Cancel to discard the configuration change.

User Profile

For information about how to use Cisco Configuration Professional (Cisco CP) to create or import user
profiles, see the screencast at:

http://www.cisco.com/en/US/docs/net_mgmt/cisco_configuration_professional/scrcst/ccpsc.html

You must have Internet access to view the screencast.

Options

Use the Options dialog box to set the user preferences such as log level, show community at startup, and
show CLI preview parameters at run time.

How to Get to This Dialog Box
From the menu bar, choose Application > Options.

Related Links
e Menu Bar, page 1-2

Field Reference
Table 1-6 lists the fields in the Options Dialog Box.

Cisco Configuration Professional User Guide
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Table 1-6 Options Dialog Box
Element Description
Log Level Choose the log level to display the log file from the drop-down list.

The options are:

e Error—Choose the Error option to display only error messages
in the log file. This option is selected by default.

¢ Debug—Choose the Debug option to display error and debug
messages in the log file. Use this option to send the log files to
Cisco TAC for assistance when you have experienced a problem
with Cisco CP.

After you choose the Debug option, recreate the problem to log,
and use the Collect Data for TAC Support utility to send the log
files to Cisco TAC. For information on this procedure, see
Collecting Cisco CP Technical Support Logs, page 2-25. After
the problem is fixed, we recommend that you change the log
level back to Error.

Show Community at Startup By default, the Show Community at Startup check box is checked.
check box When this check box is checked, the Manage Community dialog box
is automatically displayed when you start Cisco CP. See Manage
Community Dialog Box, page 2-11.

Uncheck the Show Community at Startup check box to avoid having
Cisco CP display the Manage Community dialog box on startup.

Show CLI Previews check box |By default, the Show CLI Previews check box is checked. When this
check box is checked, and you enter the parameters to configure a
feature, the Deliver Configuration to Router dialog box opens
displaying the CLI commands to be delivered to the router.

Uncheck the Show CLI Previews check box to avoid having Cisco
CP display the CLI commands in the Deliver Configuration to
Router dialog box before configuring a feature.

Save device credentials on this |While adding device information to a community, you supply IP
machine check box address and login credentials for the device. By default, this
information is saved by the application so you do not have to
provide it again the next time the application is launched.

If you do not want the login credentials to be saved on the PC,
uncheck the Save device credentials on this machine check box. If
you uncheck the check box, the application prompts for login
credentials every time it is launched.

Feature Use Tracking check box |By default, the Feature Use Tracking check box is checked. When
this check box is checked, feature usage statistics are tracked.

Uncheck the Feature Use Tracking check box to avoid tracking
feature usage statistics.

For more information, see Feature Use Tracking, page 1-10.

Cisco Configuration Professional User Guide
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Feature Use Tracking

Templates

The usage activity collection feature is designed to automatically provide feedback on how Cisco CP is
used to deploy Cisco devices. The data shared by the usage activity collection feature helps Cisco
improve the quality of the software. Cisco Systems, Inc. and its subsidiaries are committed to protecting
your privacy and ensuring you have a positive experience on our websites and in using our products and
services. The Cisco Privacy statement may be accessed at:
http://www.cisco.com/web/siteassets/legal/privacy.html.

Usage activity collection is enabled by default, as described in the Supplemental End User License
Agreement (EULA) for Cisco CP. To view the EULA, choose Help > About from the Cisco CP main
menu and click the End User License Agreement link.

Uncheck the Enable Usage Activity Collection option from
Application > Options to disable collection and transmission of Cisco CP usage data to Cisco.

When this option is enabled, only the following usage activity statistics are collected:
¢ Cisco CP version and internationalization.
e Types of devices and phones being managed by Cisco CP.
e Software version for each managed device (for example, Cisco IOS version, CME version).
e User actions (which feature navigation folders are opened).

e When Cisco CP applies a configuration to a device, details of the configuration are not recorded,
only that you applied a change to the configuration.

e Public IP address of the PC on which Cisco CP is installed and from which the data is sent. This is
the WAN or Internet IP address maintained and allocated by your Internet Service Provider (ISP) to
the router or firewall at your site.

e Timestamp for each event.
The following information is not collected:
e Customer names, addresses, or other identifying information.
e Product serial numbers or other unique identifiers.
e Hostnames or IP addresses for devices that are behind the router or firewall at your site.
e Phone numbers or any other information that could be used to uniquely identify a customer or VAR.
e (Cisco.com usernames or passwords.
e Usernames or passwords configured on the device.

Usage activity data is stored in a text file on the PC running Cisco CP and is sent to a server hosted by
Cisco on a per-session basis. After the information is sent, it is removed from the user's PC.

For information about how to use Cisco Configuration Professional (Cisco CP) to configure Templates,
see the screencast at:
http://www.cisco.com/en/US/docs/net_mgmt/cisco_configuration_professional/scrcst/ccpsc.html.

You must have Internet access to view the screencast.
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Offline Mode

Information about how to use Cisco Configuration Professional (Cisco CP) to configure the Offline

Applications Menu Field Reference

mode feature is provided in a screencast. Table 1-7 provides information about the dummy devices used
in the screencast. It lists the hostnames, the corresponding hardware, and the mode used in the
screencast. See Table 1-7 and then view the screencast at:

http://www.cisco.com/en/US/docs/net_mgmt/cisco_configuration_professional/scrcst/ccpsc.html

You must have Internet access to view the screencast.

Table 1-7 Dummy Device Information
Hostname Hardware Mode
CISCO-877TM NM-HDV2-1T1/E1 Security-Routing

CISCO-2821-2

WIC-2AM, WIC-2T, HWIC-CABLE-D-2,
WIC-1DSU-T1-V2

Security-Routing

CISCO-2811-1

WIC-1B-S/T, VWIC-2MFT-T1-DI,
WIC-1ADSL, AIM-IPS-K9

Security-Routing

CISCO-3845-1

HWIC-AP-G-J, WIC-1SHDSL,
WIC-1DSU-T1, NM-CIDS-K®9,
AIM-VPN/HPII-PLUS

Security-Routing

CISCO-2851-2

HWIC-4A/S, HWIC-4SHDSL, HWIC-1T,
HWIC-1ADSLI, NME-WAE-502-K9,
AIM-VPN/EPII-PLUS

Security-Routing

CISCO-2811-2

FXS-DID,T1-El

Gateway with SRST

CISCO-2821-3

Default interfaces, no modules

Gateway with SRST

CISCO-3845-2

NME-CUE, FXS-DID, FXS, FXO, DID,
T1-PRI, PVDM-32

Cisco Manager Express

CISCO-2821-1

PVDM,VIC2-2FXS, NM-HDV2-1T1/E1

Cisco Manager Express

CISCO-2851-1

VIC2-2BRI-NT/TE

Voice Gateway

CISCO-3825-1

2BRI,CUE

Cisco Manager Express

C1861-SRST-FK9

1861, 4FXS, 4FXO0, 8xPOE

Cisco Manager Express

CISCO-SRST-888

Default interfaces, no modules

Gateway with SRST

CISCO-891

8 FE switch ports, 1 FE layer 3, 1 GE layer 3,
1 async, 1 wireless AP, 1 wireless-GE

Security-Routing

C1861-UC-2BRI-K9

1861, BRI, 4FXS, CUE, 8xPOE

Cisco Manager Express

CISCO-3945 PVDM2-32, HWIC-AP-G-E, Cisco Manger Express
VIC2-2BRI-NT/TE, NM-HDV2-1T1/E1

CISCO-3925 PVDM3-64, VIC2-4FXO, Cisco Manger Express
NM-HDV2-1T1/E1, PYDM2-48

CISCO-3845 PVDM2-32, VIC2-2FXS, NM-CUE-EC Cisco Manger Express

CISCO-3825 PVDM2-48, VWIC2-2MFT-, VIC2-4FXO, Gateway with Cisco Unified

NM-16ESW

SRST

CISCO-2951/K9

PVDM2-64, VIC-4FXS/DID=, HWIC-2FE,
WIC-1AM-V2, NME-IPS-K9

Cisco Manger Express
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Table 1-7

Dummy Device Information (continued)

Hostname

Hardware

Mode

CISCO-2921-1

Default interface

Cisco Manger Express

CISCO-2911/K9

PVDM2-64, VIC2-4FXO, VIC3-4FXS/DID

Cisco Manger Express

CISCO-2901/K9

Default Interface

Cisco Manger Express

CISCO-2851 VIC2-2BRI-NT/TE, NME-APPRE-502-K9  |Cisco Manger Express
CISCO-2821 HWIC-3G-CDMA-S, HWIC-3G-GSM, Cisco Manger Express
HWIC-3G-CDMA-V, EVM-HD-8FXS/DID,
EM-4BRI-NT/TE, EM-HDA-6FXO
CISCO-2811 HWIC-4SHDSL, NM-HDV2-2T1/E1, Gateway with Cisco Unified
PVDM2-48, AIM-CUE, CME as SRST
CISCO-2801 AIM-VPN/EPII-PLUS, AIM-VPN/SSL-2 Security-Routing
CISCO-1941 EHWIC-D-8ESG Security-Routing
CISCO-1861-W PVDM2-32, VIC3-4FXS/DID, VIC2-4FXO |Cisco Manger Express
CISCO-1841 WIC-1SHDSL-V3 Security-Routing
CISCO876W-G-E-K9 |No modules Security Routing
CIS- 2FE, Dual Band 802.11 A+B/G Radio Access |Security Routing

CO1811W-AG-A/K9

Point

CISCO1805-D

HWIC-CABLE-E/J-2, HWIC-4ESW

Security Routing

CISCO1841 WIC-1SHDSL-V3, HWIC-16A Security Routing
CISC02801 AIM-VPN/EPII-PLUS, AIM-VPN/SSL-2 Security Routing
CISCO1801-M/K9 1IFE ADSLoPOTS Security Routing
CIS- No modules Security Routing

CO877W-G-A-M-K9

CISCO887G-K9

No modules

Security Routing

CISCO1802/K9 IFE ADSLoISDN, ILPM-8, Dual Band Security Routing
802.11 A+B/G Radio Access Point

CISCO1941 EHWIC-D-8ESG Security Routing

CISC02801 AIM-VPN/EPII-PLUS, AIM-VPN/SSL-2 Security Routing

CISCO1812/K9 No modules Security Routing

Getting Started |

Additional Help Topics

This section contains the following parts:
e USB Token PIN Settings, page 1-13
e Deliver Configuration to Router, page 1-14

e Communication Ports, page 1-14
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USB Token PIN Settings

Select a PIN Type

Token Name

Current PIN

New PIN

Confirm PIN

The USB Token PIN Settings dialog box allows you to set PINs for USB tokens connected to your router.

Choose User PIN to set a user PIN, or choose Admin PIN to set an administrator PIN. A user PIN is
used to log into a router.

If you connect a USB token to a router, and the token name and user PIN match an entry in the USB
Tokens page (Configure > Security > VPN Components > Public Key Infrastructure > USB Tokens),
you are automatically logged into that router.

An administrator PIN is used to manage USB token settings using the software of the manufacturer.
Cisco CP allows you to change the administrator PIN for a USB token if you can supply the current
administrator PIN.

Enter the USB token name.

The token name is set by the manufacturer. For example, USB tokens manufactured by a company are
named eToken.

You can also use the name “usbtokenx”, where x is the number of the USB port to which the USB token
is connected. For example, a USB token connected to USB port 0 is named usbtokenO.

Enter the existing user or administrator PIN. If you do not know the existing PIN, you must use the USB
token manufacturer’s software to find it.

Enter a new PIN for the USB token. The existing PIN is replaced by the new PIN. The new PIN must be
at least four digits long.

Reenter the new PIN to confirm it.

Save the New PIN to Router

Check the Save the new PIN to router check box to save the new PIN as an entry in Configure > VPN
Components > Public Key Infrastructure > USB Tokens. If an entry with the same name already
exists in

Configure > VPN Components > Public Key Infrastructure > USB Tokens, it is replaced with the
new one.

The Save the new PIN to router check box is available only for user PINs.

[ oL-31982-01
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Deliver Configuration to Router

This window lets you deliver to the router any configuration changes that you have made using Cisco
CP. Note that any changes to the configuration that you made using Cisco CP does not affect the router
until you deliver the configuration.

Field Reference

Table 1-8 lists the fields in the Deliver Configuration to Router window.

Table 1-8 Deliver Configuration to Router

Element Description

Save Running Config to Router’s |Check this check box to cause Cisco CP to save the configuration
Startup Config shown in the window to both the router running configuration file
and the startup file. The running configuration file is temporary—it
is erased when the router is rebooted. Saving the configuration to
the router startup configuration causes the configuration changes to
be retained after a reboot.

If Cisco CP is being used to configure a Cisco 7000 router, the check
box Save running config. to router's startup config. will be
disabled if there are boot network or boot host commands present
with service config commands in the running configuration.

Cancel To discard the configuration change and close the Cisco CP Deliver
to Router dialog box, click Cancel.

Save to File To save the configuration changes shown in the window to a text
file, click Save to File.

Communication Ports

Table 1-9 provides the communication ports that must be available on Cisco IOS devices or on your PC.

Table 1-9 Communication Ports
Accessible From Port Number Description
Cisco IOS devices 22 SSH
Cisco IOS devices 23 Telnet
Cisco IOS devices 80 HTTP
Cisco IOS devices 443 HTTPS
PC 2038 Flex FDS and RTMP
PC Any free port between |SDM Applet
5050 and 10000
PC One of the following Tomcat and Flex AMF
ports: 8600, 8610,
8620, or 8630

Cisco Configuration Professional User Guide
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Table 1-9 Communication Ports (continued)
Accessible From Port Number Description
PC One of the following ActiveMQ JMS
ports: 61616, 5000,
5010, or 5020
PC 9610 Licensing server port
PC 9710 Licensing event listener
port
PC 9810 Licensing HTTP file server

port

Feature Unavailable

This window appears when you try to configure a feature that the Cisco IOS image on your router does
not support. To use this feature, obtain a Cisco IOS image from Cisco.com that supports it.
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Before you can configure devices using Cisco Configuration Professional (Cisco CP) you must enter the
IP address or hostname, and the credentials information of the devices to manage. To do this, you must
first create a community, and then add devices to that community.

The following sections provide more information:
e Device Community Basic Workflow, page 2-1
e Understanding Device Communities, page 2-1
e Managing the Devices in a Community, page 2-6
e Device Community Reference, page 2-10

e Supplementary Information, page 2-19

Device Community Basic Workflow

0. Create a community.
1. Add devices to that community.

2. Discover the devices in the community.

Understanding Device Communities

Before you begin using Cisco CP, you must first create a community and then add devices to that
community. When you start Cisco CP for the first time, Cisco CP automatically creates a community for
you, to which you can add devices.

A community is basically a group of devices (community members). A single community can contain a
maximum of 10 devices. You can create a community and then add the devices to it based on some
common parameters. For example, you can create communities based on the location of the devices. You
can create a San Jose community and add devices to it, then you can create a Bangalore community and
add devices to it, and so on.

When you add a device to a community, you must specify its IP address or hostname, credential
information (username and password), and other optional parameters. Cisco CP uses this information to
discover the device. After you discover the device, you can configure and monitor it.
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You can create and manage communities from the Manage Community dialog box. This dialog box is
automatically displayed when you start Cisco CP. From the Manage Community dialog box, you can
create communities, change the community name, delete a community, add devices to a community,
export and import community information, and discover all the devices in a community. See Working
with Communities, page 2-2.

Note  If you switch between communities, the status of the devices in the community from which you
switched, changes to Not Discovered. To configure devices in that community, you must re-discover the
devices.

Working with Communities

This section contains the following topics:
¢ Creating a Community and Adding Devices, page 2-2
¢ Adding Communities, page 2-3
e Changing the Community Name, page 2-3
e Deleting a Community, page 2-4

e Exporting and Importing Communities, page 2-5
Creating a Community and Adding Devices

Procedure

Use this procedure to create a community, add devices to it, and discover all the devices in a community.

Step 1 Use the Manage Community dialog box to create communities. The Manage Community dialog box
automatically displays when you start Cisco CP, and a community called New Community is created by
default. You can change the default community name. See Changing the Community Name, page 2-3.

You can also open the Manage Community dialog box in the following ways:
e From the toolbar, click the Manage Community icon.
e From the menu bar, choose Application > Manage Community.

See Manage Community Dialog Box, page 2-11.

Step2  In the Manage Community dialog box, enter the IP address or hostname and the username and password
information for the devices to configure.

If you enter the default username cisco and default password cisco, the Change Default Credentials
dialog box opens. For security reasons, you must change the default credentials to new credentials. See
Change Default Credential Dialog Box, page 2-13.

Step3  To have Cisco CP connect securely with the device, check the Connect Securely check box. To view the
port information, click the down-arrow next to the Connect Securely check box.

Step4  To change the default port information, click it and enter a new port value.

N

Note = Make sure that Cisco CP can access the device at the specified secure or non-secure ports.
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Step 5 To have Cisco CP discover all the devices in a community, check the Discover All Devices check box.
You can choose to discover the devices later, from the Community View page. See Discovering Devices,
page 2-8.

Step6  Click OK. The Community View page opens. It displays the information about the devices in the
community. See Community View Page, page 2-13.

Related Topics

e Device Community Basic Workflow, page 2-1

e Understanding Device Communities, page 2-1

e Manage Community Dialog Box, page 2-11

¢ Change Default Credential Dialog Box, page 2-13
e Adding Communities, page 2-3

e Deleting a Community, page 2-4

e Exporting and Importing Communities, page 2-5

Adding Communities

Procedure
Use this procedure to add a new community.

Step 1 From the menu bar, choose Application > Manage Community. The Manage Community dialog box
opens. See Manage Community Dialog Box, page 2-11.

Step2  To add a community, do one of the following:

e Click the Add icon located on the top left corner. A community called, New Community, is created.
You can change the name of the new community. See Changing the Community Name, page 2-3.

¢ Right-click an existing community, and choose New Community from the displayed menu options.
A community called New Community is created. You can change the name of the new community.
See Changing the Community Name, page 2-3.

Related Topics

e Device Community Basic Workflow, page 2-1

¢ Understanding Device Communities, page 2-1

¢ Creating a Community and Adding Devices, page 2-2
e Deleting a Community, page 2-4

e Exporting and Importing Communities, page 2-5

Changing the Community Name

Before You Begin
Make sure that you have created a community.

Cisco Configuration Professional User Guide
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Procedure

Use this procedure to change the name of a community.

Step 1 From the menu bar, choose Application > Manage Community. The Manage Community dialog box
opens. See Manage Community Dialog Box, page 2-11.

Step2  To change the name of a community, do one of the following:

e Click the name of the community to change, the community name is highlighted and becomes
editable. Enter a new name for the community.

e Choose the community with the name to change and click the Edit icon (pencil icon) located on the
top left corner. The community name is highlighted and becomes editable. Enter a new name for the
community.

¢ Right-click the community with the name to change and choose Rename Community from the
displayed menu options. The community name is highlighted and becomes editable. Enter a new
name for the community.

Related Topics
e Device Community Basic Workflow, page 2-1

e Understanding Device Communities, page 2-1
¢ Creating a Community and Adding Devices, page 2-2

e Exporting and Importing Communities, page 2-5

Deleting a Community

Before You Begin
Make sure that you have created a community.

Procedure
Use this procedure to delete a community.

Step 1 From the menu bar, choose Application > Manage Community. The Manage Community dialog box
opens. See Manage Community Dialog Box, page 2-11.

Step2  To delete a community, do one of the following:

¢ Choose the community to delete and click the Delete icon (trash icon) located on the top left corner.
A confirmation dialog box opens. Click Yes in the confirmation dialog box to delete the community.

¢ Right-click the community to delete and choose Delete Community from the displayed menu
options. A confirmation dialog box appears. Click Yes in the confirmation dialog box to delete the
community.

Related Topics
e Device Community Basic Workflow, page 2-1

e Understanding Device Communities, page 2-1
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Creating a Community and Adding Devices, page 2-2

Exporting and Importing Communities, page 2-5

Exporting and Importing Communities

Step 1

Step 2

Step 3

)

Note

Before You Begin

Make sure that you have created a community and added devices to it. See Creating a Community and
Adding Devices, page 2-2 and Adding a Device to a Community, page 2-6.

Procedure

Use this procedure to save (export) the information about all the comminutes in Cisco CP to a file on
your PC, and then import that information from your PC into Cisco CP.

From the menu bar, choose Application > Manage Community. The Manage Community dialog box
opens. See Manage Community Dialog Box, page 2-11.

To save the information about all the comminutes in Cisco CP to a file on your PC, do the following:

d.

From the Manage Community dialog box, click the Export (disc) icon located on the top left corner.
Cisco CP performs the necessary validation.

If validation fails, the system reports the error, and then stops the save operation.

If validation succeeds, the Save Location to Download from Local Host page opens from which
you can select a file or add a new file name to save the community information.

Select a file or add a new file name and click Save.

To import the community information from your PC into Cisco CP, do the following:

From the Manage Community dialog box, click the Import icon located on the top left corner. Cisco
CP validates the existing communities before importing them.

If validation fails, the system reports the error, and then stops the import operation.

If validation succeeds, the Select File to Upload by Local Host page opens from which you can
select the file to import.

Select the file to import and click Open.

Cisco CP imports the selected file and displays the communities with all its community members
(devices) in the Manage Community dialog box.

If the name of the community that you import is already used, Cisco CP appends the community
name with an incremental number. For example, if the community that you import is called
Colorado, and that name is already used, Cisco CP renames it to Colorado 1.

You can import a maximum of 25 communities.

f.

If you want to change the community name, see Changing the Community Name, page 2-3.

Related Topics

Device Community Basic Workflow, page 2-1

Understanding Device Communities, page 2-1
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e Creating a Community and Adding Devices, page 2-2
e Changing the Community Name, page 2-3

Managing the Devices in a Community

After you create a community and add devices to it, you can view the information for that community in
the Community View page. From the Community View page, you can manage the devices (community
members) in a community, such as add devices to a selected community, edit device information, delete
devices, discover the devices, view information about the discovery process, and view hardware and
software information about a selected device. See Working with Devices in a Community, page 2-6.

Working with Devices in a Community

This section contains the following topics:
e Adding a Device to a Community, page 2-6
e Editing Device Information, page 2-7
e Deleting a Device from a Community, page 2-8
e Discovering Devices, page 2-8
e Displaying Discovery Process Details, page 2-9

e Displaying Information About a Discovered Device, page 2-10

Adding a Device to a Community

Step 1

Step 2

Step 3

Step 4

You can add devices to a community when you create a community in the Manage Community dialog
box, or you can add devices to a community later, from the Community View page.

To add devices to a community from the Manage Community dialog box, see Creating a Community and
Adding Devices, page 2-2.

To add devices to a community from the Community View page, use the procedure in this section.

Before You Begin
Make sure that you have created a community.

Procedure

Use this procedure to add a device to a selected community from the Community View page.

From the menu bar, choose Application > Manage Community. The Manage Community dialog box
opens.

From the Manage Community dialog box, choose the community in which to add the device and click
OK. The Community View page opens. See Community View Page, page 2-13.

Click Manage Devices. The Manage Devices dialog box opens. See Manage Devices Dialog Box,
page 2-15.

In the Manage Devices dialog box, enter the IP address or hostname; and the username and password
information for the device.
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Step 5

Step 6

Step 7

Managing the Devices in a Community

If you enter the default username cisco and default password cisco, the Change Default Credentials
dialog box opens. For security reasons, you must change the default credentials to new credentials. See
Change Default Credential Dialog Box, page 2-13.

If you want Cisco CP to connect securely with the device, check the Connect Securely check box.

When you check the Connect Securely check box, HTTPS port 443 and SSH port 22 information is
automatically added for the device. To view the port information, click the down-arrow next to the
Connect Securely check box.

If you did not check the Connect Securely check box, the HTTP port 80 and Telnet port 23 information
is automatically added to the device. To view the port information, click the down-arrow next to the
Connect Securely check box.

If you want to change the default port information, click it and enter a new port value.

N

Note = Make sure that Cisco CP can access the device at the specified secure or non-secure ports.

Click OK. The Community View page appears and includes the new device that you added. See
Community View Page, page 2-13.

Related Topics
e Understanding Device Communities, page 2-1

e Managing the Devices in a Community, page 2-6
e Editing Device Information, page 2-7

e Deleting a Device from a Community, page 2-8

Editing Device Information

Step 1

Step 2

Step 3

Step 4
Step 5

Before You Begin

Make sure that you have created a community and added devices to it. See Creating a Community and
Adding Devices, page 2-2 and Adding a Device to a Community, page 2-6.

Procedure

Use this procedure to edit the information of a selected device.

From the menu bar, choose Application > Manage Community. The Manage Community dialog box
opens.

From the Manage Community dialog box, choose the community in which the device whose information
to change resides and click OK. The Community View page opens. See Community View Page,
page 2-13.

To edit the information of a particular device, select it and click Manage Devices. The Manage Devices
dialog box opens. See Manage Devices Dialog Box, page 2-15.

In the Manage Devices dialog box, modify the information.

Click OK.
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Related Topics

e Understanding Device Communities, page 2-1
e Managing the Devices in a Community, page 2-6
e Adding a Device to a Community, page 2-6

e Deleting a Device from a Community, page 2-8

Deleting a Device from a Community

Step 1

Step 2

Step 3
Step 4

Before You Begin

Make sure that you have created a community and added devices to it. See Creating a Community and
Adding Devices, page 2-2 and Adding a Device to a Community, page 2-6.

Procedure

Use this procedure to delete a device from a community.

From the menu bar, choose Application > Manage Community. The Manage Community dialog box
opens.

From the Manage Community dialog box, choose the community in which the device to delete resides
and click OK. The Community View page opens. See Community View Page, page 2-13.

To delete a particular device, select it and click Delete. A confirmation dialog box opens.

Click Yes in the confirmation dialog box to delete the device.

Related Topics
e Understanding Device Communities, page 2-1

e Managing the Devices in a Community, page 2-6
e Adding a Device to a Community, page 2-6

e Editing Device Information, page 2-7

Discovering Devices

In order to configure a device, you must choose the community the device belongs to, choose the device
and discover it. Cisco CP uses the IP address or hostname, and the credential information that you
specified to discover the device.

You can discover the devices in a community from the Manage Community dialog box or the Manage
Devices dialog box; or you can discover the devices from the Community View page.

To discover all the devices from the Manage Community dialog box or the Manage Devices dialog box,
click the Discover All Devices check box. All of the devices in the displayed community are discovered.
See Manage Community Dialog Box, page 2-11 and Manage Devices Dialog Box, page 2-15.

To discover specific or all of the devices in a community from the Community View page, use the
procedure in this section.

Before You Begin

Make sure that you have created a community and added devices to it.
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Step 1

Step 2

Step 3

Step 4

Step 5

Managing the Devices in a Community

Procedure

Use this procedure to discover devices in a community from the Community View page.

From the menu bar, choose Application > Manage Community. The Manage Community dialog box
opens.

From the Manage Community dialog box, choose the community name in which the device to discover
resides and click OK. The Community View page opens. See Community View Page, page 2-13.

Do one of the following:

To discover a particular device, select the row and click Discover. A confirmation dialog box opens
informing that the discovery process can take up to three minutes.

To discover all the devices, press the shift button on your keyboard and select multiple rows. Click
Discover. A confirmation dialog box opens informing that the discovery process can take up to three
minutes.

Click Yes in the confirmation dialog box to continue with the discovery.

After the discovery is complete, the discovery status information is displayed in the Discover Status
column. You will see one of the following:

Discovered—The device has been discovered and is available.
Discovering—Cisco CP is in the process of discovering the device.

Discovery failed—Cisco CP could not discover the device. See Understanding Discovery Failed
Error Messages, page 2-21 to determine the problem and fix it.

Discovery scheduled—Cisco CP has queued the discovery of the device.

Discovered with errors—The device has been discovered, but errors were generated during the
discovery process. See Things to Know About Discovering Devices, page 2-20. Use the procedure
in Collecting Cisco CP Technical Support Logs, page 2-25 to collect technical support information
and send it to Cisco for analysis.

Discovered with warnings—The device has been discovered, but some information about the device
was not available. To see what warnings are given, select the row for the device and click Discovery
Details.

Not Discovered—No attempt has been made to discover the device.

To view details about the discovery process, click Discovery Details. See Discovery Details Dialog Box,
page 2-17.

Related Topics

Things to Know About Discovering Devices, page 2-20
Discovery Details Dialog Box, page 2-17

Displaying Discovery Process Details

Before You Begin

Make sure that the device whose discovery details you want to view has gone through the discovery
process. See Discovering Devices, page 2-8.
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Procedure

Use this procedure to display the discovery process information about a device.

Step1  From the Community View page, choose the device for which to view discovery process information.

Step2  Click Discovery Details. The Discovery Details dialog box opens. See Discovery Details Dialog Box,
page 2-17.

Step3  View the discovery details and click Close to close the dialog box.

Related Topics
e Discovering Devices, page 2-8

e Community View Page, page 2-13

Displaying Information About a Discovered Device

Before You Begin
Make sure the device whose information to view is discovered. See Discovering Devices, page 2-8.

Procedure

Use this procedure to display the hardware and software information and the features that are available
on a discovered device.

Step1  From the Community View page, choose the discovered device for which to view information.
Step2  Click Router Status. The Router Status dialog box opens. See Router Status Dialog Box, page 2-18.

Step3  View the router status information and click Close to close the dialog box.

Related Topics
e Discovering Devices, page 2-8

e Community View Page, page 2-13

Device Community Reference

The following topics describe the Device Community pages and dialog boxes used to configure device
communities:

e Manage Community Dialog Box, page 2-11

e Change Default Credential Dialog Box, page 2-13
e Community View Page, page 2-13

e Manage Devices Dialog Box, page 2-15

¢ Discovery Details Dialog Box, page 2-17

e Router Status Dialog Box, page 2-18

Cisco Configuration Professional User Guide
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e Supplementary Information, page 2-19

Manage Community Dialog Box

Use the Manage Community dialog box to create a community, add devices to it, and discover all of the
devices in a community.

How to Get to This Dialog Box
From the menu bar, choose Application > Manage Community.

Related Topics

e Understanding Device Communities, page 2-1

¢ C(Creating a Community and Adding Devices, page 2-2
¢ Adding a Device to a Community, page 2-6

e Editing Device Information, page 2-7

e Deleting a Device from a Community, page 2-8

e Change Default Credential Dialog Box, page 2-13

e Community View Page, page 2-13

Field Reference

Table 2-1 Manage Community Dialog Box

Element Description

Add icon. Click this icon to add a new community. See
Adding Communities, page 2-3.

Delete icon. Click this icon to delete a selected community.
See Deleting a Community, page 2-4.

Edit icon. Click this icon to edit the name of a selected
community. See Changing the Community Name, page 2-3.

o
Export icon. Click this icon to save the community
information from Cisco CP to a file on your PC. See
Exporting and Importing Communities, page 2-5.

Import icon. Click this icon to import the community
information from a file on your PC into Cisco CP. After the
d file is imported, Cisco CP displays the community with all its
community members (devices) in the Manage Community
dialog box. See Exporting and Importing Communities,
page 2-5.

IP Address/Hostname The IP address or hostname of the device.

Cisco Configuration Professional User Guide
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Table 2-1 Manage Community Dialog Box (continued)
Element Description
Username The username used to log into the device.

If you enter the default username cisco and default password
cisco, the Change Default Credentials dialog box opens. For
security reasons, you must change the default credentials to
new credentials. See Change Default Credential Dialog Box,
page 2-13.

Cisco CP uses the new credentials that you provide to create
an administrative user with a privilege level of 15. If the
credentials that you enter were already configured, Cisco CP
overwrites them, and gives them a privilege level of 15 when
it discovers the device. To prevent an existing user account
from being overwritten for any reason, do not use its
credentials to replace the default credentials.

Password

Enter the password associated with the username that you
entered.

Connect Securely
check box

Click this check box if you want Cisco CP to connect
securely with the device.

When you check the Connect Securely check box, HTTPS
port 443 and SSH port 22 information is automatically added
to the device.

If you did not check the Connect Securely check box, the
HTTP port 80 and Telnet port 23 information is automatically
added to the device.

Down arrow

Click the down-arrow to view the port information that Cisco
CP uses to connect to the device:

e HTTP—S80

e Telnet—23

e HTTPS—443
e SSH—22

You can change the default port information. Click it and then
enter a new port value.

Note = Make sure that Cisco CP can access the device at the
specified secure or non-secure ports.

Discover All Devices check box

Click this check box to discover all the devices in the
displayed community.

OK button

Click this button to save the changes and add the community
and device information to Cisco CP. When you click this
button, the Community View page opens where you can view
the community information. See Community View Page,
page 2-13.

Cancel button

Click this button to cancel the changes.

[l Cisco Configuration Professional User Guide
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Change Default Credential Dialog Box

The Change Default Credential dialog box appears when you add the default username cisco and default
password cisco for a device. For security reasons, you must change the default credentials to new
credentials. Use the Change Default Credential dialog box to change the default credentials.

How to Get to This Dialog Box

Enter the default username cisco and default password cisco in the Manage Community or Manage
Devices dialog boxes.

Related Topics
¢ Creating a Community and Adding Devices, page 2-2
¢ Adding a Device to a Community, page 2-6
e Manage Community Dialog Box, page 2-11
e Manage Devices Dialog Box, page 2-15

Field Reference

Table 2-2 Change Default Credential Dialog Box

Element

Description

New Username

The username used to log into the device.

New Password

The password associated with the username that you entered.

Confirm Password

The password that you entered in the New Password field.

OK button

Click this button to add the credential information to Cisco CP.

Community View Page

The Community View page summarizes the community information and allows you to add, edit, discover
devices, and to view the discovery and router status of each device.

How to Get to This Page

From the menu bar, choose Application > Manage Community > Community Name > OK.

Related Links
e Managing the Devices in a Community
e Manage Devices Dialog Box
e Discovery Details Dialog Box

e Router Status Dialog Box

Field Reference

Table 2-3 Community View Page

Element

Description

Search feature—Left Pane

[ oL-31982-01
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Table 2-3 Community View Page (continued)
Element Description
Search icon. Click the Search icon to search for supported features
i in Cisco CP.
& a. Type the first letter of the word in the Search text-box.

A list of keywords beginning with that letter is displayed.
b. Choose the desired keyword and click the Search button.

The search results display the available features that match the
keyword.

c. Click the feature name.
The feature is launched in the right pane.
d. Click the Search icon to exit search.
Note  Only features supported on the device are displayed in the

search results.

Note The Search option is available when devices are in
discovered state.

Cisco Configuration Professional News—Upper Pane

Date Date the Cisco CP news was published.

Title Links to important information about Cisco CP. The updated
information is provided through RSS feeds.

Note To view the Cisco CP news, you must have access to the
Internet.

Community Information—Lower Pane (Displays the name of the community and summarizes the
information about all the devices in the community.)

Filter To display only entries that contain specified text, enter the text in
the Filter box. The display is updated each time you enter a
character.

IP Address/Hostname The IP address or hostname of the community member.

Router Hostname The hostname associated with the IP address.

Connection Type Displays one of the following:

e Non secure—The device has not been discovered, or has been
discovered without using a secure protocol.

e Secure—The device has been discovered, using a secure
protocol. To ensure that the device is discovered using a secure
protocol, check the Connect Securely check box in the Manage
Community dialog box or the Manage Devices dialog box.

Cisco Configuration Professional User Guide
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Table 2-3 Community View Page (continued)
Element Description
Discovery Status This column contains one of the following values:

¢ Discovered—The device has been discovered and is available.

e Discovering—Cisco CP is in the process of discovering the
device.

¢ Discovery failed—Cisco CP could not discover the device. See
Understanding Discovery Failed Error Messages, page 2-21 to
determine the problem and fix it.

e Discovery scheduled—Cisco CP has queued the discovery of
the device.

e Discovered with errors—The device has been discovered, but
errors were generated during the discovery process. See Things
to Know About Discovering Devices, page 2-20. Use the
procedure in Collecting Cisco CP Technical Support Logs,
page 2-25 to collect technical support information and send it to
Cisco for analysis.

e Discovered with warnings—The device has been discovered,
but some information about the device was not available. To see
what warnings are given, select the row for the device and click
Discovery Details.

e Not Discovered—No attempt has been made to discover the

device.

Buttons

Manage Devices Click the Manage Devices button to open the Manage Devices
dialog box were you can add new devices or edit information of a
specific device.

Delete To remove a member from the community, choose the community
member entry and click Delete.

Discover To discover one or more community members, select the entry for
each member that you want to discover and click Discover.

Discovery Details To display details about the discovery of the device, select the entry
for the member and click Discovery Details.

Cancel Discovery To cancel the discovery of a device, select the row of the device
being discovered and click Cancel Discovery.

Router Status To display hardware, software, and feature details about a

community member, select the entry for the member and click
Router Status.

Manage Devices Dialog Box

Use the Manage Devices dialog box to add a new device (community member) or to edit information
about an existing device.

Cisco Configuration Professional User Guide
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How to Get to This Dialog Box

1. From the menu bar, choose Application > Manage Community > Community Name > OK. The
Community View page opens.

2. From the Community View page, click Manage Devices.

Related Links

e Managing the Devices in a Community, page 2-6
e Adding a Device to a Community, page 2-6

e Editing Device Information, page 2-7

Field Reference

Table 2-4 Manage Devices Dialog Box
Element Description
IP Address/Hostname The IP address or hostname of the device.
Username The username used to log into the device.

If you enter the default username cisco and default password cisco,
the Change Default Credentials dialog box opens. For security
reasons, you must change the default credentials to new credentials.
See Change Default Credential Dialog Box, page 2-13.

Cisco CP uses the new credentials that you provide to create an
administrative user with a privilege level of 15. If the credentials that
you enter were already configured, Cisco CP overwrites them, and
gives them a privilege level of 15 when it discovers the device. If you
do not want an existing user account overwritten for any reason, do
not use its credentials to replace the default credentials.

Password Enter the password associated with the username that you entered.
Connect Securely check box Click this check box if you want Cisco CP to connect securely with
the device.

When you check the Connect Securely check box, HTTPS port 443
and SSH port 22 information is automatically added to the device.

If you did not check the Connect Securely check box, the HTTP port
80 and Telnet port 23 information is automatically added to the

device.
Down arrow Click the down-arrow to view the port information that Cisco CP
uses to connect to the device:
e HTTP—80
e Telnet—23
e HTTPS—443
e SSH—22

You can change the default port information. Click it and enter a new
port value.

Note  Make sure that Cisco CP can access the device at the
specified secure or non-secure ports.

Cisco Configuration Professional User Guide
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Table 2-4 Manage Devices Dialog Box (continued)

Element Description

Discover All Devices check box |Click this check box to discover all of the devices in the displayed
community.

OK button Click this button to save the changes and add the community and

device information to Cisco CP. When you click this button, the
Community View page opens where you can view the community
information. See Community View Page, page 2-13.

Cancel button Click this button to discard the changes that you made.

Discovery Details Dialog Box

When device discovery succeeds, the Discovery Details dialog box displays performance information

about the discovery process. When discovery is not successful, this page reports the reason for the
failure.

How to Get to This Dialog Box

1. From the menu bar, choose Application > Manage Community > Community Name > OK. The
Community View page opens.

2. From the Community View page, select a discovered device and click Discovery Details.

Related Links
e Managing the Devices in a Community, page 2-6
e Discovering Devices, page 2-8
¢ Displaying Information About a Discovered Device, page 2-10

e Things to Know About Discovering Devices, page 2-20

Cisco Configuration Professional User Guide
[ oL-31982-01 .m



Chapter 2

Device Communities |

W Device Community Reference

Field Reference

Table 2-5 Discovery Details Dialog Box

Element

Description

iicon (information icon)

When discovery succeeds, Cisco CP displays performance
data on the discovery and information on the software
features discovered. You might see some of the following
messages:

e Hardware Discovery—The method used to discover the
devices are displayed. The methods are:

— Telnet—The method used if you did not choose the
Secure login option when discovering the device.

— SSH—The method used if you chose the Secure
option when discovering the device.

e Hardware discovery total elapsed time—The amount of
time that elapsed before the device hardware features,
such as interfaces and network modules, were
discovered. Time is shown in milliseconds.

e All features total discovery elapsed time—The amount
of time that elapsed before all Cisco CP features were
ready for use. Time is shown in milliseconds.

e Total discovery elapsed time—The total amount of time
that elapsed before all hardware and software features
were discovered. Time is shown in milliseconds.

e Summary—If all hardware and software features have
been successfully discovered, the text “Successful
discovery of all features” is displayed.

Red X icon (discovery failed icon)

When discovery fails, Cisco CP reports the reason for the
failure. See the Understanding Discovery Failed Error
Messages, page 2-21.

Warning icon

The device is discovered, but some information about the
device is not available. For example, when an interface is
disabled, Cisco CP displays warnings, such as the
following:

e <Interface> Administratively Disabled—The interface
is administratively disabled. Enable the interface and
rediscover the device to continue.

Router Status Dialog Box

Use the Router Status dialog box to view hardware and software information and the features that are
available on a discovered device.

How to Get to This Dialog Box

1. From the menu bar, choose Application > Manage Community > Community Name > OK. The
Community View page opens.
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2. From the Community View page, choose the discovered device to view information for and click
Router Status.

Related Topics

e Managing the Devices in a Community, page 2-6

¢ Displaying Information About a Discovered Device, page 2-10

Field Reference

Table 2-6 Router Status Dialog Box

Element Description

Hardware Details

Model Type The device model type, for example Cisco 3825.

Available / Total Memory The number of available megabytes in memory and the total number
of megabytes in memory, for example 109/256 MB.

Total Flash Capacity The flash memory capacity, in megabytes, for example, 61 MB.

Software Details

IOS Version The Cisco IOS version, for example, 12.4(11)T.

I0S Image The Cisco IOS image name, for example,
c3825-adventerprisek9-mz.124-11.T.

Hostname The hostname, if one has been configured. An example hostname is
c3825-1.

Feature Availability

1P If the IP routing feature is available, Cisco CP displays a green icon.

If the IP routing feature is not available, Cisco CP displays a red
icon.

Firewall If the Firewall feature is available, Cisco CP displays a green icon.

If the Firewall feature is not available, Cisco CP displays a red icon.

VPN If the VPN! feature is available, Cisco CP displays a green icon.
If the VPN feature is not available, Cisco CP displays a red icon.

IPS If the IPS? feature is available, Cisco CP displays a green icon.

If the IPS feature is not available, Cisco CP displays a red icon.

NAC If the NAC? feature is available, Cisco CP displays a green icon.
If the NAC feature is not available, Cisco CP displays a red icon.

1. VPN = Virtual Private Network.
2. IPS = Intrusion Prevention System.
3. NAC = Network Access Control.

Supplementary Information

This section contains information that may help you use Cisco CP. It contains the following sections:

e Things to Know About Discovering Devices, page 2-20

Cisco Configuration Professional User Guide
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e Collecting Cisco CP Technical Support Logs, page 2-25

Things to Know About Discovering Devices

This section gives you information to refer to if you are unable to discover a device. It contains the
following sections:

e Cisco CP Configuration Requirements, page 2-20

e Wrong Secure Shell Version May Cause Discovery to Fail, page 2-21
e Understanding Discovery Failed Error Messages, page 2-21

¢ Cisco CP May Overwrite Existing Credentials, page 2-24

e Proxy Server Settings Might Cause Discovery to Fail, page 2-24

e Setting the Java Heap Size Value to -Xmx256m, page 2-24

Cisco CP Configuration Requirements

Proper router configuration is required for discovery to succeed. Check the following configuration
items for problems:

¢ Supported device—The device you are attempting to discover must be a device that Cisco CP
supports. See the Release Notes for Cisco Configuration Professional for a list of supported devices.

e Correct username and password—You must use a username and password configured on the device.

e Correct privilege level—The privilege level for the user account entered in the Add Community
Member or Edit Community Member screen must be level 15.

e Cisco CP View—Cisco CP allows you to associate user accounts with CLI views, which restrict the
associated user to specified actions within Cisco CP. If a user with a CLI view configured using
Cisco Router and Security Device Manager (SDM) attempts to discover a device, discovery fails. To
remove an SDM CLI view from a user account and replace it with a Cisco CP CLI view, click
Router > Router Access > User Accounts/View. Next, choose the user account to update and click
Edit. In the displayed dialog box, choose a Cisco CP CLI view.

e Minimum Java Runtime Environment (JRE) version—The minimum JRE version is 1.5.0_11.

e Correct Java heap size value—The correct Java heap size value is -Xmx256m. See “Setting the Java
Heap Size Value to -Xmx256m” to learn how to set the Java heap size value.

e vty lines—A vty line must be available for each session Cisco CP establishes with the device. At
least one vty line must be available for Cisco CP to connect to the device. If you use Cisco CP to
launch additional applications on the device, a vty line must be available for each additional session.
Ifa
Cisco Unity Express Advanced Integration Module (AIM) is present on the device, two vty lines
must be available to connect to the AIM.

e Transport input for vty lines—The vty transport input must be set to ssh for secure connections and
to telnet for nonsecure connections.

e Security settings—The following security settings must be in place:
— ip http server—for nonsecure access
— ip http secure-server—for secure access

— ip http authentication local

Cisco Configuration Professional User Guide
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e Protocol and encryption settings—Verify that other settings, such as a firewall, Network Access
Control, and other features designed to limit access to the network are not preventing discovery.

Cisco CP configuration requirements are provided in the Release Notes for
Cisco Configuration Professional. Additionally, the default configuration file shipped on routers
ordered with Cisco CP provides a basic configuration that allows discovery to succeed.

Wrong Secure Shell Version May Cause Discovery to Fail

Step 1

Step 2

Step 3

If the device that you are trying to discover is not using Secure Shell (SSH) version 2.0 or higher,
discovery may fail, and you must update the version in order to eliminate this problem. To determine
which SSH version the device is using and, if necessary, update the version and regenerate an RSA key,
complete these steps:

Determine which SSH version the device is using by entering the show ip ssh EXEC mode command.
An example command entry and output follows:

c3845-1(config)# show ip ssh

SSH Enabled - version 1.5

Authentication timeout: 120 secs; Authentication retries: 3
c3845-1 (config) #

A

Note  If the version shown is 1.99, there is no need to update the SSH version to 2.0.

To update SSH to version 2, enter the Exec mode ip ssh version 2 command, as shown in the following
example:

c3845-1(config)# ip ssh version 2

To generate a new RSA key, enter the Global configuration mode crypto key generate rsa command,
as shown in the following example:

c3845-1(config)# crypto key generate rsa

The name for the keys will be name.domain.com

Choose the size of the key modulus in the range of 360 to 2048 for your General Purpose
Keys. Choosing a key modulus greater than 512 may take a few minutes.

How many bits in the modulus [512]: 768

% Generating 768 bit RSA keys, keys will be non-exportable...[OK]
c3845-1 (config)# end

c3845-1# wr

When you complete this procedure, the configuration change is made to the running configuration and
stored in the startup configuration, and the SSH version is eliminated as a reason for discovery not
succeeding.

Understanding Discovery Failed Error Messages

Table 2-7 provides the discovery failed error messages and the conditions under which you might see
them.
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Table 2-7 Discovery Failed Error Messages

Error Message

Condition

The username or password is
incorrect.

This error message is displayed in one of the following
conditions:

The username is wrong.
The password is wrong.

The CLIip http authentication local is missing in the
configuration.

To configure local authentication for http server users,
enter the following commands on the device:

Router> config terminal
Router (config)# ip http authentication local

Discovery could not be completed
because the security certificate was
rejected.

This error message is displayed when:

Cisco CP connects to the device securely, but because
you did not accept the security certificate, Cisco CP is
unable to start discovery.

You are not prompted to accept the security certificate
at all. In this case, perform the following steps:

1. Clear the crypto keys using the command:

Router (config)# crypto key zeroize

2. Delete the trustpoint using the CLI. For example:

Router (config) # no crypto pki trustpoint
TP-self-signed-3248306557

% Removing an enrolled trustpoint will
destroy all certificates received from the
related Certificate Authority.

Are you sure you want to do this? [yes/no]:
yes

% Be sure to ask the CA administrator to
revoke your certificates.

Router (config) #

3. Access the router through a browser using the
URL: https://<ip address of the router>

4. Click option 2:
Continue to this website (not recommended).

5. Launch Cisco CP and discover the device in
Secure mode.

The security certificate has to be accepted within the
HTTP idle timeout specified. The default value for the
idle timeout is 180 seconds. For example, If the idle
timeout is set to 30 seconds, you have to accept the
certificate within that time. The idle timeout on the
router is configured as:

Router (config)# ip http timeout-policy idle 30

[l Cisco Configuration Professional User Guide

0L-31982-01



| Chapter2 Device Communities

Supplementary Information

Table 2-7 Discovery Failed Error Messages (continued)

Error Message Condition

If you accept the certificate after the configured time,
discovery fails. However, rediscovery is successful.

e The router does not have SSH configured. To
configure SSH:

Router (config)# crypto key generate rsa
modulus 1024

Connection to the device could not This error message is displayed in one of the following

be established. Either the device is conditions:
not reachable or the HTTP service is
not enabled on the device. ¢ The internet connection is down.

e The IP address of the device is wrong or the device is
not reachable.

e The CLIip route <x.x.x.x> <x.X.X.x> <X.X.X.X> is
missing in the configuration.

e The wrong HTTP port is provided to Cisco CP to
connect to the device.

e The CLIip http server is missing in the configuration
for non-secure connection.

e The CLI ip http secure-server is missing in the
configuration for secure connection.

To configure the device as an HTTP or HTTPS server, enter
the following commands:
Router> config terminal

Router (config)# ip http server
Router (config)# ip http secure-server

Connection to the device could not This error message is displayed in one of the following
be established. Telnet service might conditions:

not be configured properly on the
device. e The wrong Telnet port is provided to Cisco CP to
connect to the device.

e The CLI login local under vty lines is missing in the
configuration.

e The CLI transport input telnet under vty lines is
missing in the configuration.

To configure VTY lines on the device, enter the following
commands:

Router> config terminal

Router (config)# line vty 0 4

Router (config-line)# login local

Router (config-line)# transport input telnet
Router (config-line)# exit

The hardware platform <platform This error message is displayed if the device is not
name> is not supported. supported by Cisco CP. See Release Notes for Cisco
Configuration Professional for a list of supported devices.

Cisco Configuration Professional User Guide
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Cisco CP May Overwrite Existing Credentials

If you enter the default username cisco and password cisco when adding a device to the community,
Cisco CP informs you that you must create new credentials to avoid causing a security problem.

Cisco CP uses the new credentials that you provide to create an administrative user with a privilege level
of 15. If the credentials that you enter are already configured, Cisco CP overwrites them, and gives them
a privilege level of 15 when it discovers the device. If you do not want an existing user account
overwritten or to have the cisco/cisco default credentials overwritten, enter different credentials for
Cisco CP to use to log on.

Proxy Server Settings Might Cause Discovery to Fail

Step 1

Step 2

Step 3

Step 4

Step 5
Step 6

If you are using a proxy server for your Internet Explorer to connect to the Internet, make sure that the
Internet Explorer is configured to bypass the proxy server for local addresses as well as the addresses of
the devices that will be discovered by Cisco CP. Otherwise, device discovery will fail.

To resolve this issue, do the following in Internet Explorer 6.0:

Choose Tools > Internet Options ... > Connections > LAN Settings button. The Local Area Network
(LAN) Settings dialog box opens.

Check to see if the Use the Proxy Server for Your LAN check box is selected. If the Use the Proxy
Server for Your LAN check box is selected, select the Bypass Proxy Server for Local Addresses check
box also.

Click the Advanced... button. The Proxy Settings dialog box opens.

In the Exceptions pane, enter the addresses of all of the devices for which you do not want Internet
Explorer to use the proxy server.

Click OK in the Proxy Settings dialog box.
Click OK in the Local Area Network (LAN) Settings dialog box.

Setting the Java Heap Size Value to -Xmx256m

Step 1
Step 2
Step 3

Step 4

Complete the following steps to set the Java heap size to the value -Xmx256m:

Exit Cisco CP.
Click Start > Control Panel > Java.
Open the Java Runtime Settings dialog box. The location of this dialog box varies by release.

a. Click the Advanced tab. Locate the Java Runtime Settings dialog box and proceed to Step 4. If the
dialog box is not available from the Advanced tab, proceed to Step b.

b. Click the Java tab. Locate the Java Runtime Settings dialog box. Click the View button to display
the dialog box and proceed to Step 4.

In the Java Runtime Parameters column, enter the value stated in the window. For example, if the window
states that you must use the value -xmx256m, enter that value in the Java Runtime Parameters column.
The following table shows sample values.

Cisco Configuration Professional User Guide
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Product Name |Version Location Java Runtime Parameters
JRE 1.5.0_11 C:\Program Files\java\jrel.5.0_11 -Xmx256m

Step5  Click OK in the Java Runtime Settings dialog.

Step6  Click Apply in the Java Control Panel and click OK.

Step7  Restart Cisco CP.

Collecting Cisco CP Technical Support Logs

Step 1

Step 2

Cisco CP automates the collection of the technical support logs that it generates. Cisco CP need not be
running when the technical support logs are collected. If you need to send Cisco CP technical support
logs to Cisco, complete the following steps:

Click Start > Programs > Cisco Systems > Cisco Configuration Professional > Collect Data for Tech

Support. Cisco CP automatically archives the logs in a zip file named _ccptech.zip. Cisco CP saves that
zip file in a folder that it places on the PC desktop. The folder is named using the convention ciscocp

Data for Tech Support YYY-MM-DD_hh-mm-sec. An example folder name is CiscoCP Data for Tech
Support 2008-06-28_18-03-13.

Send the folder along with a description of the problem to the Cisco Technical Assistance Center (TAC).
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Managing Interfaces

This section provides information about how to manage
interfaces.






CHAPTER

Creating a New Connection

The Cisco CP connection wizards guide you LAN and WAN configurations, and check the information
that you enter against the existing configuration, warning you of any problems.

This chapter contains the following sections:
e Creating a New Connection
e New Connection Reference

e Additional Procedures

Creating a New Connection

Complete these steps to create a new connection:

Step1  Click Configure > Interface Management > Interface and Connections.

Step2  In the Create New Connection box, choose the type of connection that you want to configure.
Information about the type of connection you choose is displayed in the Information box, and the Use
Case Scenario area displays a graphic showing the kind of connection that you chose.

Step3  Click the Create New Connection button to get started. If you chose the Wireless connection option,
click the Launch Wireless Application button to start the wireless application.

New Connection Reference

The following topic describes the screen referred to in this chapter:

e (Create Connection

Create Connection

This window allows you to create new LAN and WAN connections.

~

Note You cannot use Cisco CP to create WAN connections for Cisco 7000 series routers.

Cisco Configuration Professional User Guide
[ oL-31982-01 .m



Chapter3  Creating a New Connection |

MW Additional Procedures

Field Reference

Table 3-1 describes the fields in this screen.

Table 3-1 Create Connection Fields
Element Description
Create New Connection Choose a connection type to configure on the physical interfaces

available on your router. Only interfaces that have not been
configured are available. If all interfaces have been configured, this
area of the window is not displayed.

If the router has Asynchronous Transfer Mode (ATM) or serial
interfaces, multiple connections can be configured from a single
interface because Cisco Configuration Professional II (Cisco CP)
configures subinterfaces for each interface of that type.

The Other (Unsupported by Cisco CP) radio button appears if an
unsupported logical or physical interface exists, or if a supported
interface exists that has been given an unsupported configuration.
When you click the Other (Unsupported by Cisco CP) radio button,
the Create New Connection button is disabled.

If the router has radio interfaces but you do not see a Wireless radio
button, you are not logged on as an Cisco CP Administrator.

Use Case Scenario When you click the radio button for a connection type, a network
diagram appears illustrating that type of connection.

Information The information area displays more information about the
connection type you choose. For example, if you choose Ethernet
LAN, the information area may display the text “Configure Ethernet
LAN interface for straight routing and 802.1q trunking.”

Create New Connection button |Click the Create New Connection button to start the wizard for the
type of connection you chose.

Launch Wireless Application Note The Launch Wireless Application button appears when you
button choose the Wireless connection option.

Click the Launch Wireless Application button to start the wireless
application. You must provide your username and password
credentials to start it.

Additional Procedures

This section contains procedures for tasks that the wizard does not help you complete.
This section contains the following topics:

e How Do I Configure a Static Route?

e How Do I View Activity on My LAN Interface?

e How Do I Enable or Disable an Interface?

e How Do I View the IOS Commands I Am Sending to the Router?

e How Do I Configure an Unsupported WAN Interface?

Cisco Configuration Professional User Guide
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e How Do I Enable or Disable an Interface?

e How Do I View Activity on My WAN Interface?

e How Do I Configure NAT on a WAN Interface?

e How Do I Configure a Static Route?

e How Do I Configure a Dynamic Routing Protocol?

e How Do I Configure Dial-on-Demand Routing for My ISDN or Asynchronous Interface?

How Do | Configure a Static Route?

Step 1
Step 2

Step 3
Step 4
Step 5
Step 6

Step 7
Step 8

Step 9

To configure a static route:

Click Configure > Router > Static and Dynamic Routing.

In the Static Routing group, click Add....

The Add IP Static Route dialog box appears.

In the Prefix field, enter the IP address of the static route destination network.

In the Prefix Mask field, enter the subnet mask of the destination network.

If you want this static route to be the default route, check the Make this as the Default Route check box.

In the Forwarding group, select whether to identify a router interface or the destination router IP address
as the method to forward data, and then choose either the forwarding router interface or enter the
destination router IP address.

Optionally, in the Distance Metric field, enter the distance metric to be stored in the routing table.

If you want to configure this static route to be a permanent route, which means that it will not be deleted
even if the interface is shut down or the router is unable to communicate with the next router, check the
Permanent Route check box.

Click OK.

How Do | View Activity on My LAN Interface?

Step 1
Step 2
Step 3

Step 4

You can view activity on a LAN interface by using the Monitor mode in Cisco CP. Monitor mode can
display statistics about the LAN interface, including the number of packets and bytes that have been sent
or received by the interface, and the number of send or receive errors that have occurred. To display
statistics about about a LAN interface:

Click Monitor > Router > Interface Status.
In the Select an Interface field, select the LAN interface for which you want to view statistics.

Select the data item(s) you want to view by checking the associated check box(es). You can view up to
four statistics at a time.

Click Start Monitoring to see statistics for all selected data items.
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The Interface Details screen appears, displaying the statistics you selected. The screen defaults to
showing real-time data, for which it polls the router every 10 seconds. If the interface is up and there is
data transmitting across it, you should see an increase in the number of packets and bytes transferred
across the interface.

How Do | Enable or Disable an Interface?

Step 1
Step 2
Step 3
Step 4

You can disable an interface without removing its configuration, and you can re-enable an interface that
you have disabled.

Click Configure > Interface Management > Interface and Connections.
Click Edit Interfaces and Connections.
Select the interface that you want to disable or enable.

If the interface is enabled, the Disable button appears above the Interface List. Click that button to
disable the interface. If the interface is currently disabled, the Enable button appears below the Interface
List. Click that button to disable the interface.

How Do | View the 10S Commands | Am Sending to the Router?

When you click OK in a dialog box, or when you click Finish in a wizard summary screen, Cisco CP
automatically shows you the Cisco IOS commands it will deliver to the router in the Deliver
Configuration to Router screen.

To send the commands to the router, click Deliver.

To cancel command delivery, click Cancel. Cisco CP discards the changes and closes the dialog box or
wizard.

How Do | Launch the Wireless Application from Cisco CP?

Step 1

Step 2

Use the following procedure to launch the wireless application from Cisco CP.

From the Cisco CP Tools menu, select Launch Wireless Application. The Wireless Application
launches in a separate browser window.

In the left panel, click the title of the configuration screen that you want to work in. To obtain help for
any screen, click the help icon in the upper right corner. This icon looks like an open book with a
question mark.

Cisco Configuration Professional User Guide
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How Do | Configure an Unsupported WAN Interface?

Cisco CP does not support configuration of every WAN interface that your router might support. If Cisco
CP discovers an interface in your router that it does not support, or a supported interface with an
unsupported configuration, Cisco CP displays a radio button labeled Other (Unsupported by Cisco CP).
The unsupported interface is displayed in the Interfaces and Connections window, but it cannot be
configured using Cisco CP.

To configure an unsupported interface, you must use the router command-line interface (CLI).

How Do | Enable or Disable an Interface?

Step 1
Step 2
Step 3

You can disable an interface without removing its configuration, and you can re-enable an interface that
you have disabled.

Click Configure > Interface Management > Interface and Connections.
Click the interface that you want to disable or enable.

If the interface is enabled, the Disable button appears above the Interface List. Click it to disable the
interface. If the interface is currently disabled, the Enable button appears in that location. Click that
button to disable the interface.

How Do | View Activity on My WAN Interface?

Step 1
Step 2
Step 3

Step 4

You can view activity on a WAN interface by using the Monitor feature in Cisco CP. Monitor screens
can display statistics about the WAN interface, including the number of packets and bytes that have been
sent or received by the interface, and the number of send or receive errors that have occurred. To display
statistics about a WAN interface:

Click Monitor > Router > Interface Status.
In the Select an Interface field, choose the WAN interface for which you want to view statistics.

Choose the data item(s) you want to view by checking the associated check box(es). You can view up to
four statistics at a time.

Click Show Details to see statistics for all selected data items.

The Interface Details screen appears, displaying the statistics you selected. The screen defaults to
showing real-time data, for which it polls the router every 10 seconds. If the interface is up and there is
data transmitting across it, you should see an increase in the number of packets and bytes transferred
across the interface.

How Do | Configure NAT on a WAN Interface?

Step 1

Click Configure > Router > NAT.
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Step 2
Step 3
Step 4

Step 5

In the NAT window, click Designate NAT interfaces.
Find the interface for which you want to configure NAT.

Check inside (trusted) next to the interface to designate the interface as an inside, or trusted interface.
An inside designation is typically used to designate an interface serving a LAN whose resources. must
be protected. Check

outside (untrusted) to designate it as an outside interface. Outside interfaces typically connect to an
untrusted network. Click OK.

The interface is added to the pool of interfaces using NAT.

Review the Network Address Translation Rules in the NAT window. If you need to add, delete, or modify
a rule, click the appropriate button on the NAT window to perform the configuration you need.

For more information, click the following links:
e Add or Edit Static Address Translation Rule: Inside to Outside
e Add or Edit Static Address Translation Rule: Outside to Inside
e Add or Edit Dynamic Address Translation Rule: Inside to Outside
e Add or Edit Dynamic Address Translation Rule: Outside to Inside

How Do | Configure NAT on an Unsupported Interface?

Cisco CP can configure Network Address Translation (NAT) on an interface type unsupported by Cisco
CP. Before you can configure the firewall, you must first use the router CLI to configure the interface.
The interface must have, at a minimum, an IP address configured, and it must be working. To verify that
the connection is working, verify that the interface status is “Up.”

After you have configured the unsupported interface using the CLI, you can configure NAT using Cisco
CP. The unsupported interface will appear as “Other” on the router interface list.

How Do | Configure a Dynamic Routing Protocol?

Step 1
Step 2
Step 3

Step 4

Step 5

To configure a dynamic routing protocol:

Click Configure > Router > Static and Dynamic Routing.
In the Dynamic Routing group, click the dynamic routing protocol that you want to configure.
Click Edit.

The Dynamic Routing dialog box appears, displaying the tab for the dynamic routing protocol you
selected.

Using the fields in the Dynamic Routing dialog box, configure the dynamic routing protocol. If you need
an explanation for any of the fields in the dialog box, click Help.

When you have finished configuring the dynamic routing protocol, click OK.
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How Do | Configure Dial-on-Demand Routing for My ISDN or Asynchronous
Interface?

Step 1
Step 2
Step 3

Step 4

Step 5

Step 6

Step 7

Step 8

ISDN BRI and asynchronous connections are dial-up connections, meaning that in order to establish a
connection, the router must dial a preconfigured phone number. Because the cost of these types of
connections is usually determined by the amount of time that a connection was established, and in the
case of an asynchronous connection, that a phone line will be tied up, it is often desirable to configure
Dial-on-Demand Routing (DDR) for these connection types.

Cisco CP can help you configure DDR by:

e Letting you associate a rule (or ACL) with the connection, which causes the router to establish the
connection only when it recognizes network traffic that you have identified as interesting with the
associated rule.

¢ Setting idle timeouts, which cause the router to end a connection after a specified amount of time
when there is no activity on the connection.

¢ Enabling multilink PPP, which causes an ISDN BRI connection to use only one of the two B
channels unless a specified percentage of bandwidth is exceeded on the first B channel. This has the
advantage of saving costs when network traffic is low and the second B channel is not needed, but
letting you utilize the full bandwidth of your ISDN BRI connection when needed.

To configure DDR on an existing ISDN BRI or asynchronous connection:

Click Configure > Interface Management > Interface and Connections.
Click the ISDN or asynchronous interface on which you want to configure DDR.
Click Edit.

The Connection tab appears.

Click Options.

The Edit Dialer Option dialog box appears.

If you want the router to establish the connection only when it recognizes specific IP traffic, click the
Filter traffic based on selected ACL radio button, and either enter a rule (ACL) number that will
identify which IP traffic should cause the router to dial out, or click the ... button to browse the list of
rules and choose the rule that you want to use to identify IP traffic from that list.

If you want to configure the router to end the connection when the connection is idle, i.e., no traffic
passes across it, for a specified amount of time, in the Idle timeout field, enter the number of seconds
the connection can remain idle before the router ends the connection.

If you are editing an ISDN connection, and you would like to use your second B channel only when the
traffic on the first B channel exceeds a certain threshold, check the Enable MultiLink PPP check box,
then in the Load Threshold field, enter a number between 1 and 255, where 255 equals 100% of
bandwidth, that will determine the threshold on the first B channel. When traffic on that channel exceeds
that threshold, it will cause the router to connect the second B channel. In addition, in the Data direction
field, you can choose whether this threshold should apply to outbound or inbound traffic.

Click OK.
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How Do | Edit a Radio Interface Configuration?

You must use the Wireless Application to edit an existing radio interface configuration.

Step1  Click Configure > Interface Management > Interface and Connections.
Step2  Click Edit Interface/Connection.

Step3  Choose the radio interface and click Edit. In the Connections tab, you can change the IP address or
bridging information. If you want to change other wireless parameters, click Launch Wireless
Application.
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LAN Wizard

The Cisco Configuration Professional (Cisco CP) LAN wizard guides you in the configuration of a LAN
interface. The screen lists the LAN interfaces on the router. You can select any of the interfaces shown
in the window, and click Configure to make the interface a LAN interface and configure it.

This window lists the router interfaces that were designated as inside interfaces in Startup configuration,
and lists the Ethernet interfaces and switch ports that have not been configured as WAN interfaces. The
list includes interfaces that have already been configured.

When you configure an interface as a LAN interface, Cisco CP inserts the description text SETH-LANS$
in the configuration file so that it recognizes the interface as a LAN interface in the future.

You can return to this screen as often as necessary to configure additional LAN interfaces.

Field Reference

Table 4-1 IP Address and Subnet Mask
Element Description
Interface The name of the interface
Configure To configure an interface you have selected, click Configure. If the

interface has not been configured before, Cisco CP will take you through
the LAN Wizard to help you configure it. If the interface has been given a
configuration using Cisco CP, Cisco CP displays an Edit window enabling
you to change configuration settings.

The Configure button may be disabled if a LAN interface has been given a
configuration that Cisco CP does not support. For a list of such
configurations, see Reasons Why an Ethernet Interface Configuration May
Be Read-Only.

Ethernet Configuration

The wizard guides you through the configuration of an Ethernet interface on the LAN. You must provide
the following information:

e An IP address and subnet mask for the Ethernet interface
e A DHCP address pool if you decide to use DHCP on this interface
e The addresses of DNS and WINS servers on the WAN

e A domain name

Cisco Configuration Professional User Guide
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LAN Wizard: Select an Interface

Select the interface on which you want to configure a LAN connection in this window. This window lists
interfaces that can support Ethernet LAN configurations.

LAN Wizard: IP Address and Subnet Mask

This window lets you configure an IP address and subnet mask for the Ethernet interface that you chose
in the first window.

Field Reference

Table 4-2 IP Address and Subnet Mask
Element Description
IP Address Enter the IP address for the interface in dotted decimal format. Your

network administrator should determine the IP addresses of LAN
interfaces. For more information, see IP Addresses and Subnet Masks.

Subnet Mask Enter the subnet mask. Obtain this value from your network administrator.
The subnet mask enables the router to determine how much of the IP
address is used to define the network and host portions of the address.

Alternatively, select the number of network bits. This value is used to
calculate the subnet mask. Your network administrator can tell you the
number of network bits to enter.

LAN Wizard: Enable DHCP Server

This screen lets you enable a DHCP server on your router. A DHCP server automatically assigns
reusable IP addresses to the devices on the LAN. When a device becomes active on the network, the
DHCEP server grants it an [P address. When the device leaves the network, the IP address is returned to
the pool for use by another device.

Field Reference

Table 4-3 IP Address and Subnet Mask
Element Description
Enable DHCP Server To configure the router as a DHCP server on this interface, click Yes.

LAN Wizard: DHCP Address Pool

This screen lets you configure the DHCP IP address pool. The IP addresses that the DHCP server assigns
are drawn from a common pool that you configure by specifying the starting IP address in the range, and
the ending address in the range.

For more information, see DHCP Address Pools.

Cisco Configuration Professional User Guide
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Note

DHCP Options

If there are discontinuous address pools configured on the router, then the Starting IP and Ending IP
address fields will be read-only.

Field Reference

Table 4-4 DHCP Address Pool

Element

Description

Starting IP

Enter the beginning of the range of IP addresses for the DHCP server to use
in assigning addresses to devices on the LAN. This is the lowest-numbered
IP address in the range.

Ending IP

Enter the highest-numbered IP address in the range of IP addresses.

DNS Server and WINS  |If this window displays DNS Server and WINS Server fields, you can click

Server Fields

DHCP Options for information on them.

DHCP Options

Use this window to configure DHCP options that will be sent to hosts on the LAN that are requesting IP
addresses from the router. These are not options for the router that you are configuring; these are
parameters that will be sent to the requesting hosts on the LAN. To set these properties for the router,
click Additional Tasks on the Cisco CP category bar, click DHCP, and configure these settings in the
DHCP Pools window.

Field Reference

Table 4-5 IP Address and Subnet Mask

Element

Description

DNS Server 1

The DNS server is typically a server that maps a known device name with
its IP address. If you have DNS server configured for your network, enter
the IP address for that device here.

DNS Server 2

If there is an additional DNS server on the network, you can enter the IP
address for that server in this field.

Domain Name

The DHCP server that you are configuring on this router will provide
services to other devices within this domain. Enter the name of the domain.

WINS Server 1

Some clients may require Windows Internet Naming Service (WINS) to
connect to devices on the Internet. If there is a WINS server on the network,
enter the IP address for the server in this field.

WINS Server 2

If there is an additional WINS server on the network, enter the IP address
for the server in this field.
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LAN Wizard: VLAN Mode

This screen lets you determine the type of VLAN information that will be carried over the switch port.
Switch ports can be designated either to be in access mode, in which case they will forward only data
that is destined for the VLAN to which they are assigned, or they can be designated to be in trunking
mode, in which case they will forward data destined for all VLANSs including the VLAN to which they
are assigned.

If this switch port will be connected to a single device, such as a single PC or IP phone, or if this device
will be connected to a port on a networking device, such as another switch, that is an access mode port,
then select Single Device.

If this switch port will be connected to a port on a network device, such as another switch, that is a
trunking mode, select Network Device.

Field Reference

Table 4-6 IP Address and Subnet Mask

Element

Description

Single Device

If this switch port will be connected to a single device, such as a single PC
or IP phone, or if this device will be connected to a port on a networking
device, such as another switch, that is an access mode port, then choose
Single Device.

Network Device

If this switch port will be connected to a port on a network device, such as
another switch, that is a trunking mode, choose Network Device.

LAN Wizard: Switch Port

This screen lets you assign an existing VLAN number to the switch port or to create a new VLAN
interface to be assigned to the VLAN switch port.

Field Reference

Table 4-7 IP Address and Subnet Mask

Element

Description

Existing VLAN

If you want to assign the switch port to a VLAN that has already been
defined, such as the default VLAN (VLAN 1), enter the VLAN ID number
in the Network (VLAN) Identifier field.

New VLAN

If you want to create a new VLAN interface to which the switch port will
be assigned, enter the new VLAN ID number in the New VLAN field, and
then enter the IP address and subnet mask of the new VLAN logical
interface in the IP Address and Subnet Mask fields.

Include this VLAN in an |If you want the switch port to form part of a bridge with your wireless

IRB bridge...

network, check this box. The other part of the bridge must be configured
using the Wireless Application. The IP address and Subnet mask fields
under New VLAN are disabled when this box is checked.
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IRB Bridge

Step 1

Step 2

Note

IRB Bridge W

Launching the Wireless Application

After completing this LAN configuration, do the following to launch the Wireless Application and
complete the bridging configuration.

Select Wireless Application from the Cisco CP Tools menu. The Wireless Application opens in a
separate browser window.

In the Wireless Application, click Wireless Express Security, and then click Bridging to provide the
information to complete the bridging configuration.

If you are configuring a VLAN to be part of an IRB bridge, the bridge must be a member of a bridge
group.

To create a new bridge group that this interface will be part of, click Create a new bridge group and
enter a value in the range 1 through 255.

To have this VLAN be a member of an existing bridge group, click Join an existing bridge group, and
select a bridge group.

When you complete the bridge configuration in the Wireless Application, you must use the same bridge
group number entered in this screen.

Field Reference

Table 4-8 IP Address and Subnet Mask

Element

Description

Create a new bridge

group

To create a new bridge group that this interface will be part of, click Create
a new bridge group and enter a value in the range 1 through 255.

Join an existing bridge To have this VLAN be a member of an existing bridge group, click Join an

group

existing bridge group, and select a bridge group.

BVI Configuration

Assign an IP address and subnet mask to the BVI interface. If you selected an existing bridge group in
the previous screen, the IP address and subnet mask will appear in this screen. You can change it, or leave
the values unchanged.
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Field Reference

Table 4-9 BVI Configuration
Element Description
IP Address Enter the IP address for the interface in dotted decimal format. Your

network administrator should determine the IP addresses of LAN
interfaces. For more information, see IP Addresses and Subnet Masks.

Net Mask Enter the subnet mask. Obtain this value from your network administrator.
The subnet mask enables the router to determine how much of the IP
address is used to define the network and host portions of the address.

Net Bits Alternatively, select the number of network bits. This value is used to
calculate the subnet mask. Your network administrator can tell you the
number of network bits to enter.

DHCP Pool for BVI

When you configure the router as a DHCP server, you can create a pool of IP addresses that clients on
the network can use. When a client logs off the network, the address it was using is returned to the pool
for use by another host.

Field Reference

Table 4-10 DHCP Pool for BVI
Element Description
DHCP Server If you want to have the router function as a DHCP server, check DHCP
Configuration Server Configuration.
Starting IP Enter the starting IP address for the pool. Be sure to specify IP addresses in

the same subnet as the IP address you gave the interface. For example, If

you gave the interface an IP address of 10.10.22.1, with a subnet mask of
255.255.255.0, you have over 250 addresses available for the pool, and you
might specify a start [P Address of 10.10.22.2.

Ending IP Enter the ending IP address for the pool. Using the above example, the end
IP address would be 10.10.22.254.

IRB for Ethernet

If your router has a wireless interface, you can use Integrated Routing and Bridging to have this interface
form part of a bridge to the wireless LAN, and enable traffic destined for the wireless network to be
routed through this interface. Click Yes if you want to configure this Layer 3 interface for Integrated
Routing and Bridging.

If you do not want this interface to be used in bridge to the wireless interface, click No. You will still be
able to configure it as a regular routing interface.
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Layer 3 Ethernet Configuration

Cisco CP supports Layer 3 Ethernet configuration on routers with installed 3750 switch modules. You
can create VLAN configurations and designate router Ethernet interfaces as DHCP servers.

802.1Q Configuration

You can configure a VLAN that does not use the 802.1Q encapsulation protocol used for trunking
connections. Provide a VLAN ID number, and check Native VLAN if you do not want the VLAN to use
802.1Q tagging.

If you want to use the 802.1Q tagging, leave the Native VLAN box unchecked.

Field Reference

Table 4-11 IP Address and Subnet Mask

Element Description

VLAN ID (1-4094) Enter a VLAN ID number from 1 to 4094. Cisco CP displays a message
telling you to enter a different VLAN ID if the ID that you enter is already
in use.

Native VLAN If you do not want the VLAN to use 802.1Q tagging, check Native VLAN.

If you want the VLAN to use 802.1Q tagging, leave this box unchecked.

Trunking or Routing Configuration

You can configure Layer 3 Ethernet interfaces for 802.1Q trunking or for basic routing. If you configure
the interface for 802.1Q trunking, you can configure VLANSs on the interface, and you can configure a
native VLAN that does not use the 802.1q encapsulation protocol. I f you configure the interface for
routing, you cannot configure subinterfaces or additional VLANSs on the interface.

Configure Switch Device Module

If you are configuring a Gigabit Ethernet interface for routing, you can provide information about the
switch module in this window. It is not required that you provide this information.

You can provide an IP address and subnet mask for the switch module, and login credentials required to
log on to the switch module interface.

Check the box at the bottom of the screen if you want to log on to the switch module after providing the
information in this wizard and delivering the configuration to the router.

Configure Gigabit Ethernet Interface

Provide IP address and subnet mask information for Gigabit Ethernet interfaces in this window. For more
information on IP addresses and subnet masks, see LAN Wizard: IP Address and Subnet Mask.
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Field Reference
Table 4-12 IP Address and Subnet Mask
Element Description
IP Address of Physical  |Enter the IP address and subnet mask for the physical Gigabit Ethernet
Interface interface in these fields.
IP Address of VLAN Provide the IP address and subnet mask for the VLAN subinterface that you
Subinterface want to create on the physical interface. These fields appear if you are
configuring this interface for routing. These fields do not appear if you are
configuring this interface for Integrated Routing and Bridging (IRB).

Summary

This window provides a summary of the configuration changes that you made for the interface you
selected.
To save this configuration to the router’s running configuration and leave this wizard:

Click Finish. Cisco CP saves the configuration changes to the router’s running configuration. Although
the changes take effect immediately, they will be lost if the router is turned off.
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CHAPTER

Configuring WAN Connections

The WAN wizards enable you to configure WAN connections for all
Cisco CP-supported interfaces.

This chapter contains the following sections:
e Configuring an Ethernet WAN Connection, page 5-1
e Configuring a Serial Connection, page 5-6
e Configuring a DSL Connection, page 5-11
e Configuring an ISDN Connection, page 5-17
e Configuring an Aux Backup Connection, page 5-20
e Configuring an Analog Modem Connection, page 5-23
¢ Configuring a Cable Modem Connection, page 5-24

Configuring an Ethernet WAN Connection

Step 1
Step 2
Step 3

Step 4

Step 5
Step 6

Step 7

Step 8

Cisco CP enables you to configure Ethernet PPPoE or unencapsulated routing WAN connections.
Complete these steps to configure an Ethernet WAN Connection.

In the Cisco CP Feature bar, click Configure > Interface Management > Interface and Connections.
In the Create Connection tab, click Ethernet (PPPoE or unencapsulated routing).

Click Create Connection to start the wizard. The wizard Welcome screen describes the tasks to
complete.

Click Next to go to the subsequent screens to configure the connection. Cisco CP displays the Summary
screen when you have completed the configuration.

Review the configuration.

To make changes, click Back to return to the screen in which you need to make changes, then return to
the Summary screen.

Check the Test the connectivity after configuring check box, to test the connection after sending the
configuration to the router,. After you click Finish, Cisco CP tests the connection and displays the test
results in another screen.

Click Finish to send the configuration to the router.
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The Ethernet WAN Connection Reference describes the screens that Cisco CP displays.

Ethernet WAN Connection Reference

e WAN Wizard Interface Welcome Window

e Select Interface

¢ Encapsulation: PPPoE

e [P Address: Ethernet without PPPoE

e [P Address: ATM or Ethernet with PPPoE/PPPoA
e Authentication

e Advanced Options

e Summary

WAN Wizard Interface Welcome Window

This window lists the types of connections you can configure for this interface using Cisco CP. To
configure another type of connection for this interface, use the CLI.

Select Controller

Use this window to configure the VDSL Controller.

Field Reference

Table 5-1 Select Controller Field
Element Description
Select Controller drop-down list Choose the VDSL Controller from the list.

Select Interface - VDSL
Use this window to configure the interface for VDSL.

Field Reference

Table 5-2 Select Interface Field

Element Description

Available Interfaces drop-down list Choose ATM or Ethernet from the list.
Select Interface

This window appears if there is more than one interface of the type you selected in the Create Connection
window. Choose the interface to use for this connection.
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Field Reference

Table 5-3 Select Interface Fields
Element Description
Check Boxes Check the box next to the interface to use for this connection.

If you are configuring an Ethernet interface, Cisco CP inserts the
description text SETH-WANS in the configuration file so that it will
recognize the interface as a WAN interface in the future.

Enable Dynamic DNS Click Enable Dynamic DNS to update your DNS servers

automatically whenever the WAN interface IP address changes.
Click the Dynamic DNS button to configure dynamic DNS.

The Enable Dynamic DNS option is not shown for all connection
types.

IP Address: Ethernet without PPPoE

Choose the method that the WAN interface will use to obtain an IP address.

Field Reference

Table 5-4 Ethernet without PPPoE IP Address Fields

Element

Description

Static IP Address

If you choose Static IP Address, enter the IP address and subnet
mask or the network bits in the fields provided. For more
information, see IP Addresses and Subnet Masks.

Dynamic (DHCP Client) If you choose Dynamic, the router leases an IP address from a

remote DHCP server. Enter the name of the DHCP server that will
assign addresses.

Dynamic DNS

Choose dynamic DNS to update your DNS servers automatically
whenever the WAN interface IP address changes. Click the
Dynamic DNS button to configure dynamic DNS.

Encapsulation: PPPoE

This window lets you enable Point-to-Point-Protocol over Ethernet (PPPoE) encapsulation. This is
necessary if your service provider or network administrator requires remote routers to communicate
using PPPoE.

PPPoE is a protocol used by many asymmetric digital subscriber line (ADSL) service providers. Ask
your service provider if PPPoE is used over your connection.

If you choose PPPoE encapsulation, Cisco CP automatically adds a dialer interface to the configuration,
and this is shown in the Summary window.
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Field Reference

Table 5-5 PPoE Encapsulation Fields
Element Description
Enable PPPoE Encapsulation If your service provider requires that the router use PPPoE, check
this box to enable PPPoE encapsulation. Uncheck this box if your
service provider does not use PPPoE. This check box will not be
available if your router is running a version of Cisco IOS that does
not support PPPoE encapsulation.
Summary
This screen displays a summary of the WAN link that you configured.You can review this information.
If you need to change anything, click the Back button to return to the screen on which you need to make
changes.
Button Reference
Table 5-6 WAN Summary Buttons
Element Description
Test the connectivity after Check this box to have Cisco CP test the connection you have
configuring configured, after it delivers the commands to the router. Cisco CP
tests the connection and reports results in another window.

To save this configuration to the running configuration of the router and leave this wizard:

Click Finish. Cisco CP saves the configuration changes to the running configuration of the router. The
changes take effect immediately, but are lost if the router is turned off.

If you checked Preview commands before delivering to router in the Cisco CP Preferences window,
the Deliver window appears. In this window, you can view the CLI commands that you are delivering to
the router.

Advanced Options

There are two advanced options available, based on the router’s configuration: Default static route and
Port Address Translation (PAT).

If the Static Route option is not visible in the window, it means a static route has already been configured
on the router.

If the PAT option is not visible, PAT has already been configured on an interface.
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Field Reference

Table 5-7 Advanced Options Fields

Element

Description

Default Static Route

Check this box to configure a static route to the outside interface to
which outgoing traffic will be routed. If a static route has already
been configured on this router, this box does not appear.

Next Hop Address

If your service provider has given you a next-hop IP address to use,
enter the IP address in this field. If you leave this field blank, Cisco
CP will use the WAN interface that you are configuring as the
next-hop interface.

Port Address Translation If devices on the LAN have private addresses, you can allow them

to share a single public IP address. You can ensure that traffic goes
to its proper destination by using PAT, which represents hosts on a
LAN with a single IP address and uses different port numbers to
distinguish the hosts. If PAT has already been configured on an
interface, the PAT option will not be visible.

Inside Interface to be Translated |Choose the inside interface connected to the network whose host IP

addresses you want to be translated.

Configuring a VDSL Connection

Step 1
Step 2
Step 3

Step 4
Step 5
Step 6
Step 7

Step 8
Step 9
Step 10
Step 11

Step 12
Step 13
Step 14
Step 15

Cisco CP enables you to configure VDSL PPPoE or unencapsulated routing WAN connections.
Complete these steps to configure a VDSL WAN Connection:

In the Cisco CP Feature bar, click Configure > Interface Management > Interface and Connections.
In the Create Connection tab, click VDSL (PPPoE or unencapsulated routing).

Click Create Connection to start the wizard. The wizard Welcome screen lists the VDSL WAN
connections supported.

Click Next.
The Select Controller screen is displayed. Choose the VDSL Controller from the drop-down list.
Click Next.

The Select Interface window appears if there is more than one interface of the type you selected in the
Create Connection window. Choose the interface to use for this connection.

Click Next.
The Encapsulation screen is displayed. Click the required encapsulation type.
Click Next.

The PVC screen is displayed. Enter the Virtual Path Identifier (VPI) and Virtual Circuit Identifier (VCI)
values.

Click Next.
The IP Address screen is displayed. Enter the IP address for the connection.
Click Next.

The Authentication screen is displayed. Select authentication type and enter username and password.
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Step16  Click Next.
Step17 The Advanced Options screen is displayed. Configure Port Address Translation (PAT).
Step18 Click Next.

Step19 The Summary screen is displayed. Review the configuration. To make changes, click Back to return to
the screen in which you need to make changes, then return to the Summary screen.

Step20 Check the Test the connectivity after configuring checkbox to test the connection after sending the
configuration to the router. After you click Finish, Cisco CP tests the connection and displays the test
results in another screen.

Step21  Click Finish to send the configuration to the router.

The VDSL WAN Connection Reference describes the screens that Cisco CP displays.

VDSL WAN Connection Reference

e WAN Wizard Interface Welcome Window

e Select Controller

e Select Interface - VDSL

¢ Encapsulation Autodetect

e PVC

e [P Address: ATM or Ethernet with PPPoE/PPPoA
e Authentication

e Advanced Options

e Summary

Configuring a Serial Connection

Complete these steps to configure a Serial connection:

Step 1 In the Cisco CP Feature bar, click Configure.
Step2  Click Interfaces and Connections.
Step 3 In the Create Connection tab, click Serial.

Stepd  Click Create Connection to start the wizard. The wizard Welcome screen describes the tasks to
complete.

Step5  Click Next to go to the next screens to configure the connection.

Step6  Cisco CP displays the Summary screen when you have completed the configuration. Review the
configuration. To make changes, click Back to return to the screen in which you need to make changes,
then return to the Summary screen.

Step7  Check the Test the connectivity after configuring checkbox, to test the connection after sending the
configuration to the router. After you click Finish, Cisco CP tests the connection and displays the test
results in another screen.
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Step8  Click Finish to send the configuration to the router.

The Serial Connection Reference describes the screens that Cisco CP displays.

Serial Connection Reference

WAN Wizard Interface Welcome Window
Select Interface

IP Address: Serial with Point-to-Point Protocol
IP Address: Serial with HDLC or Frame Relay
Authentication

Configure LMI and DLCI

Configure Clock Settings

Advanced Options

Summary

IP Address: Serial with Point-to-Point Protocol

Choose the method that the point-to-point interface will use to obtain an IP address.

Field Reference

Table 5-8 Serial Connection with Point-to-Point Protocol

Element

Description

Static IP Address

If you choose Static IP Address, enter the IP address and subnet
mask or the network bits in the fields provided. For more
information, see IP Addresses and Subnet Masks.

IP Unnumbered

Choose IP Unnumbered to have the interface share an IP address
that has already been assigned to another interface. Choose the
interface whose IP address to use for the interface you are
configuring.

Easy IP (IP Negotiated)

Choose Easy IP (IP Negotiated) if the router will obtain an IP
address through PPP/IPCP address negotiation.

Dynamic DNS

Choose dynamic DNS to update your DNS servers automatically
whenever the WAN interface IP address changes. Click the
Dynamic DNS button to configure dynamic DNS.

IP Address: Serial with HDLC or Frame Relay

Choose the method that the WAN interface will use to obtain an IP address. If Frame Relay encapsulation
is used, Cisco CP creates a subinterface, and the IP address is assigned to the subinterface Cisco CP

creates.
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Field Reference

Table 5-9 Serial Connection with HDLC or Frame Relay Fields
Element Description
Static IP Address If you choose Static IP Address, enter the IP address and subnet

mask or the network bits in the fields provided. For more
information, see IP Addresses and Subnet Masks.

IP Unnumbered Choose IP Unnumbered if you want the interface to share an IP
address that has already been assigned to another interface. Then
choose the interface whose IP address you want to use for the
interface you are configuring.

Dynamic DNS Choose dynamic DNS if you want to update your DNS servers
automatically whenever the WAN interface IP address changes.
Click the Dynamic DNS button to configure dynamic DNS.

Authentication

This page is displayed if you enabled or are configuring:
e PPP for a serial connection
e PPPoOE or PPPoA encapsulation for an ATM connection
e PPPOE or PPPoA encapsulation for an Ethernet connection
e An ISDN BRI or analog modem connection

Your service provider or network administrator may use a Challenge Handshake Authentication Protocol
(CHAP) password or a Password Authentication Protocol (PAP) password to secure the connection
between the devices. This password secures both incoming and outgoing access.

Field Reference

Table 5-10 Authentication Fields

Element Description

Authentication Type Check the box for the type of authentication used by your service
provider. If you do not know which type your service provider uses,
you can check both boxes: the router will attempt both types of
authentication, and one attempt will succeed.

CHAP authentication is more secure than PAP authentication.

Username The username is given to you by your Internet service provider or
network administrator and is used as the username for CHAP or
PAP authentication.

Password Enter the password exactly as given to you by your service provider.
Passwords are case sensitive. For example, the password access is
not the same as Access.

Confirm Password Re-enter the same password that you entered in the previous box.
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Configure LMI and DLCI

If you are configuring a connection with Frame Relay encapsulation, you must specify the protocol used
to monitor the connection, called the Local Management Identifier (LMI), and provide a unique
identifier for this particular connection, called a data link connection identifier (DLCI).

Field Reference

Table 5-11 LMI and DLCI Fields

Element Description

LMI Type

ANSI Annex D defined by ANSI! standard T1.617.

Cisco LMI type defined jointly by Cisco Systems and three other
companies.

ITU-T Q.933 ITU-T Q.933 Annex A.

Autosense Default. This setting allows the router to detect which LMI type is

being used by communicating with the switch and to then use that
type. If autosense fails, the router will use the Cisco LMI type.

DLCI Enter the DLCI in this field. This number must be unique among all
DLClIs used on this interface.

Use IETF Frame Relay IETF? encapsulation. This option is used when connecting to

Encapsulation non-Cisco routers. Check this box if you are connecting to a

non-Cisco router on this interface.

1. ANSI - American National Standards Institute
2. IETF - Internet Engineering Task Force

Configure Clock Settings
The Clock Settings window is available when you are configuring a T1 or E1 link. The default Frame
Relay clock settings are shown on this page. You should not change them unless you know you have

different requirements.

Field Reference

Table 5-12 Clock Settings Fields
Element Description
Clock Source The clock synchronizes data transmission. Default is line.

Internal specifies that the clock be generated internally. Line
specifies that the clock source be taken from the network.

T1 Framing This field configures the T1 or E1 link for operation with D4 Super
Frame (sf) or Extended Superframe (esf). The default is esf.
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Table 5-12 Clock Settings Fields (continued)
Element Description
Line Code This field configures the router for operation on binary 8-zeros

substitution (B8ZS) or alternate mark inversion (AMI) T1 lines. The
b8zs setting ensures density on a T1 or E1 line by substituting
intentional bipolar violations in bit positions 4 and 7 for a sequence
of eight zero bits. When the router is configured with the AMI
setting, you must use the data-coding inverted setting to ensure
density on the T1 line. The default is b8zs.

Data Coding Click inverted if you know that user data is inverted on this link, or
if the Line Code field is set to AMI. Otherwise leave this set to the
default value normal. Data inversion is used with bit-oriented
protocols such as HDLC, PPP, and LAPB to ensure density on a T1
line with AMI encoding. These bit-oriented protocols perform “zero
insertions” after every five “one” bits in the data stream. This has
the effect of ensuring at least one zero in every eight bits. If the data
stream is then inverted, it ensures that at least one out of every eight
bits is a one.

Cisco CP sets data coding to inverted if the line code is AMI and
there are no time slots configured for 56 kbps. If you do not want to
use inverted data coding with the AMI line code, you must use the
CLI to configure all time slots to 56 kbps.

Facilities Data Link (FDL) This field configures the router behavior on the Facilities Data Link
(FDL) of the Extended Superframe. When configured with att, the
router implements AT&T TR 54016. When configured with ansi, it
implements ANSI T1.403. When you choose both, the router
implements both att and ansi choices.When you choose none, the
router ignores the FDL. The default is none. If T1 or E1 framing
is set to sf, Cisco CP will set FDL to none and make this field
read-only.

Line Build Out (LBO) This field is used to configure the line build out (LBO) of the T1
link. The LBO decreases the transmit strength of the signal by —7.5
or —15 decibels. It is not likely to be needed on actual T1 or E1 lines.
The default is none.

Remote Loopback Requests This field specifies whether the router will go into loopback mode
when a loopback code is received on the line. Choosing full causes
the router to accept full loopbacks, whereas choosing payload-v54
will cause the router to choose payload loopbacks.

Enable Generation/Detection of |Check this box to have the router T1 link generate remote alarms
Remote Alarms (yellow alarms) and to detect remote alarms being sent from the
peer on the other end of the link.

The remote alarm is transmitted by a router when it detects an alarm
condition: either a red alarm (loss of signal) or a blue alarm

(unframed 1s). The receiving channel service unit/data service unit
(CSU/DSU) then knows that there is an error condition on the line.

This setting should only be used when T1 framing is set to esf.
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Configuring a DSL Connection

Step 1
Step 2

Step 3
Step 4

Step 5
Step 6

Step 7

Step 8

Complete these steps to configure an ADSL, or G.SHDSL connection:

In the Cisco CP Feature bar, click Configure.

Click Interfaces and Connections. The Create Connection tab displays the available DSL connection
types, for example, ADSL (PPPoE or RFC 1483 routing or PPPoA).

Choose an available connection type.

Click Create Connection to start the wizard. The wizard Welcome screen describes the tasks you will
complete.

Click Next to go to the subsequent screens to configure the connection.

Cisco CP displays the Summary screen when you have completed the configuration. Review the
configuration. To make changes, click Back to return to the screen in which you need to make changes,
then return to the Summary screen.

Check the Test the connectivity after configuring checkbox to test the connection after sending the
configuration to the router. After you click Finish, Cisco CP tests the connection and displays the test
results in another screen.

Click Finish to send the configuration to the router.

The following section describes the screens that Cisco CP displays:

e DSL Connection Reference

DSL Connection Reference

¢ WAN Wizard Interface Welcome Window

e Select Interface

¢ Encapsulation: PPPoE

e Encapsulation Autodetect

e [P Address: ATM or Ethernet with PPPoE/PPPoA
e [P Address: ATM with RFC 1483 Routing

e Authentication

e Advanced Options

e PVC

e Summary

IP Address: ATM or Ethernet with PPPoE/PPPoA

Choose the method that the WAN interface will use to obtain an IP address.
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Field Reference

Table 5-13 ATM or Ethernet with PPPoE or PPPoA
Element Description
Static IP Address If you choose Static IP Address, enter the IP address and subnet

mask or the network bits in the fields provided.

Dynamic (DHCP Client)

If you choose Dynamic, the router will lease an IP address from a
remote DHCP server. Enter the name of the DHCP server that will
assign addresses.

IP Unnumbered

Choose IP Unnumbered to have the interface share an IP address
that has already been assigned to another interface. Choose the
interface with the IP address you want to use for the interface you
are configuring.

Easy IP (IP Negotiated)

Choose Easy IP (IP Negotiated) if the router will obtain an IP
address through PPP/IPCP address negotiation.

Dynamic DNS

Choose dynamic DNS if you want to update your DNS servers
automatically whenever the WAN interface IP address changes.

Click the Dynamic DNS button to configure dynamic DNS.

IP Address: ATM with RFC 1483 Routing

Choose the method that the WAN interface will use to obtain an IP address.

Field Reference

Table 5-14

ATM with RFC 1483 Routing

Element

Description

Static IP Address

If you choose Static IP Address, enter the IP address and subnet
mask or the network bits in the fields provided. For more
information, see IP Addresses and Subnet Masks.

Dynamic (DHCP Client)

If you choose Dynamic, the router will lease an IP address from a
remote DHCP server. Enter the name of the DHCP server that will
assign addresses.

IP Unnumbered

Click IP Unnumbered if you want the interface to share an IP
address that has already been assigned to another interface. Then
choose the interface whose IP address you want to use for the
interface you are configuring.

Dynamic DNS

Choose dynamic DNS if you want to update your DNS servers
automatically whenever the WAN interface IP address changes.
Click the Dynamic DNS button to configure dynamic DNS.

Encapsulation Autodetect

In this window, choose the type of encapsulation that the WAN link will use. Ask your service provider
or network administrator which type of encapsulation is used for this link. The interface type determines
the types of encapsulation available.
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Field Reference

Table 5-15 Encapsulation Fields
Element Description
Autodetect Click Autodetect to have Cisco CP discover the encapsulation type.

If Cisco CP succeeds, it will automatically supply the encapsulation
type and other configuration parameters it discovers.

Encapsulations Available for ADSL, G.SHDSL, or ADSL over ISDN

PPPoE Provides Point-to-Point Protocol over Ethernet encapsulation. This
option is available when you have selected an Ethernet interface or
an ATM interface. An ATM subinterface and a dialer interface will
be created when you configure PPPoE over an ATM interface.

The PPPoE radio button will be disabled if your router is running a
version of Cisco IOS that does not support PPPoE encapsulation.

PPPoA Point-to-Point protocol over ATM. This option is available when
you have selected an ATM interface. An ATM subinterface and a
dialer interface will be created when you configure PPPoA over an
ATM interface.

The PPPoA radio button will be disabled if your router is running a
version of Cisco IOS that does not support PPPoA encapsulation.

RFC 1483 routing This option is available when you have selected an ATM interface.

with AAL5-SNAP An ATM subinterface will be created when you configure an RFC
1483 connection. This subinterface will be visible in the Summary
window.

RFC 1483 routing This option is available when you have selected an ATM interface.

with AAL5S-MUX An ATM subinterface will be created when you configure an RFC
1483 connection. This subinterface will be visible in the Summary
window.

Encapsulations Available for Serial Interfaces

Frame Relay Provides Frame Relay encapsulation. This option is available when
you have selected a serial interface. A serial subinterface will be
created when you create a Frame Relay connection. This
subinterface will be visible in the Summary window.

Note If a Frame Relay serial connection has been added to an
interface, only Frame Relay encapsulation will be enabled
in this window when subsequent serial connections are
configured on the same interface.

Point-to-Point Protocol Provides PPP encapsulation. This option is available when you have
selected a serial interface.

High Level Data Link Control Provides HDLC encapsulation. This option is available when you
have selected a serial interface.
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PVC

ATM routing uses a two-layer hierarchical scheme—virtual paths and virtual channels—denoted by the
virtual path identifier (VPI) and virtual channel identifier (VCI), respectively. A particular virtual path
may carry a number of different virtual channels corresponding to individual connections. When
switching is performed based on the VPI, all cells on that particular virtual path are switched regardless
of the VCI. An ATM switch can route according to VCI, VPI, or both VCI and VPI.

Field Reference

Table 5-16 PVC Fields

Element

Description

VPI

Enter the VPI value obtained from your service provider or system
administrator. The virtual path identifier (VPI) is used in ATM
switching and routing to identify the path used for a number of
connections. Enter the VPI value given to you by your service
provider.

VCI

Enter the VCI value obtained from your service provider or system
administrator. The virtual circuit identifier (VCI) is used in ATM
switching and routing to identify a particular connection within a
path that it may share with other connections. Enter the VCI value
given to you by your service provider.

Cisco 10S Default Values

The values shown in the following table are Cisco IOS defaults. Cisco CP will not overwrite these values
if they have been changed during an earlier configuration, but if your router has not been previously
configured, these are the values that will be used.

Table 5-17 Cisco I0S Default Values

Connection Type

Parameter Value

ADSL

e Operating mode e Auto

G.SHDSL

e Operating mode e Annex A (United States)
e Line rate e Auto

e Equipment type e CPE

ADSL over ISDN

e Operating mode e Auto

Configuring a G.SHDSL Controller

Complete these steps to configure an HWIC-4SHDSL or HWIC-2SHDSL controller.

Step 1 In the Cisco CP Feature bar, click Configure.

Step2  In the Cisco CP taskbar, click Interfaces and Connections.
Step3  In the Create Connection tab, click G.SHDSL (PPPoE, RFC 1483, or PPPoA).
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Stepd  Click Create Connection to start the wizard. The wizard Welcome screen describes the tasks to
complete.

Step5  Click Next to go to the subsequent screens to configure the connection. Cisco CP displays the Summary
screen when you have completed the configuration. Review the configuration. If you need to make
changes, click Back to return to the screen in which you need to make changes, then return to the
Summary screen.

Step6  If you want to test the connection after sending the configuration to the router, check Test the
connectivity after configuring. After you click Finish, Cisco CP tests the connection and displays the
test results in another screen.

Step 7 To send the configuration to the router, click Finish.

The G.SHDSL Controller Reference describes the screens that Cisco CP displays.

G.SHDSL Controller Reference

The following sections describe the Cisco CP G.SHDSL Controller wizard screens:
e SHDSL Configuration Mode Selection for HWIC-1SHDSL Controller, page 5-15
e SHDSL Configuration Mode Selection for HWIC-2SHDSL Controller, page 5-15
e SHDSL Configuration Mode Selection for HWIC-4SHDSL Controller, page 5-16

SHDSL Configuration Mode Selection for HWIC-1SHDSL Controller

This screen appears when you have chosen to configure an HWIC-1SHDSL controller.

Field Reference

Table 5-18 HWIC-1SHDSL Fields
Field Description
Available Controllers Choose the G.SHDSL controller that you want to configure.

If you are configuring an HWIC-1SHDSL controller, no other fields
appear. You can click Next to go to the next screen.

SHDSL Configuration Mode Selection for HWIC-2SHDSL Controller

This screen appears when you have chosen to configure an HWIC-2SHDSL controller. Use this screen
to configure a DSL Group, or a DSL Interface.

Field Reference

Table 5-19 HWIC-2SHDSL Fields

Field Description

Available Controllers Choose the G.SHDSL controller that you want to configure.
Configure DSL Group To create a DSL Group, click Configure DSL Group.
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Table 5-19 HWIC-2SHDSL Fields (continued)

Field Description

Configure DSL Interface To configure the DSL interface, click Configure DSL Interface and
click Next.

DSL Group Configuration

Group Number Choose the group number that you want to configure.

DSL Pairs Choose the DSL pairs that you want to be included in the group. You
can choose pair 0, or pair 0 and 1.

Things to Know about this Screen

¢ A DSL group must be configured before the ATM interface can be configured. Thus, when there are
no DSL groups configured on the G.SHDSL controller the Configure DSL Group and Configure
DSL Interface radio buttons does not appear, and you are only allowed to configure a DSL group,
and are not given the option of configuring a DSL interface.

e When a DSL group has been configured, both the Configure DSL Group and Configure DSL
Interface radio buttons are displayed.

e Only the group numbers that have not been configured are displayed. For example, if you have
already configured group 0, only the group 1 radio button is displayed.

e DSL pairs already configured in a DSL group are disabled.

SHDSL Configuration Mode Selection for HWIC-4SHDSL Controller

This screen appears when you have chosen to configure an HWIC-4SHDSL controller. Use this screen
to configure a DSL Group, or a DSL Interface.

Field Reference

Table 5-20 HWIC-4SHDSL Fields

Field Description

Available Controllers Choose the G.SHDSL controller that you want to configure.
Configure DSL Group To create a DSL Group, click Configure DSL Group.

DSL Group Configuration

Group Number Choose the group number that you want to configure.
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Table 5-20

Configuring an ISDN Connection W

HWIC-4SHDSL Fields (continued)

Field

Description

DSL Pairs

Choose the DSL pairs that you want to be included in the group. The
permitted combinations depend on the chosen group type. To learn
more, see Configuring Cisco G.SHDSL HWICs in Cisco Access
Routers at:

http://www.cisco.com/en/US/docs/routers/access/interfaces/softwa
re/feature/guide/shdslfm.html

When the web page appears, click the dsl-group link to display the
permitted combinations.

Group Type

DSL pairs can be bundled in IMA groups or M-pair groups:

e IMA—inverse multiplexing over ATM. IMA allows you to
bundle communications lines to obtain speeds in excess of 3
Mbps. IMA provides a protocol that handles link failure and
recovery, and also the addition and deletion of links. IMA
bundling creates an ATM-IMA interface.

e M-Pair—Multi-pair bundling allows you to group pairs to
create an ATM interface without IMA features.

Things to know about this screen

When you create a DSL group, an ATM interface is created, and a subinterface is also created. These
will be visible in the Controller/Connections tab. See DSL Edit Controllers/Connection Tab for
more information.

A DSL group must be configured before the ATM interface can be configured. Thus, when there are
no DSL groups configured on the G.SHDSL controller only the Configure DSL Group radio button
appears.

When a controller with a configured DSL group is chosen, both the Configure DSL Group and
Configure DSL Interface radio buttons are displayed.

Only the group numbers that have not been configured are displayed. For example, if you have
already configured group 0, only the group 1 radio button is displayed.

DSL pairs already configured in a DSL group are disabled.

Configuring an ISDN Connection

Complete these steps to configure an ISDN connection:

Step 1
Step 2
Step 3
Step 4

In the Cisco CP Feature bar, click Configure.

In the Cisco CP taskbar, click Interfaces and Connections.
In the Create Connection tab, click ISDN (PPP).

Click Create Connection to start the wizard. The wizard Welcome screen describes the tasks you will
complete.
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Step5  Click Next to go to the subsequent screens to configure the connection. Cisco CP displays the Summary
screen when you have completed the configuration. Review the configuration. If you need to make
changes, click Back to return to the screen in which you need to make changes, then return to the
Summary screen.

Step6  If you want to test the connection after sending the configuration to the router, check Test the
connectivity after configuring. After you click Finish, Cisco CP tests the connection and displays the
test results in another screen.

Step7  To send the configuration to the router, click Finish.

The ISDN Connection Reference describes the screens that Cisco CP displays.

ISDN Connection Reference

The following sections describe the Cisco CP ISDN Connection screens:
e ISDN Wizard Welcome Window
e Select Interface
e [P Address: ISDN BRI or Analog Modem
e Switch Type and SPIDs
¢ Authentication
e Advanced Options
e Dial String

e Summary

ISDN Wizard Welcome Window

PPP is the only type of encoding supported over an ISDN BRI by Cisco CP.

IP Address: ISDN BRI or Analog Modem

Choose the method that the ISDN BRI or analog modem interface will use to obtain an IP address.

Field Reference

Table 5-21 IP Address for ISDN BRI or Analog Modem Fields
Element Description
Static IP Address If you choose Static IP Address, enter the IP address and subnet

mask or the network bits in the fields provided. For more
information, see IP Addresses and Subnet Masks.

IP Unnumbered Choose IP Unnumbered if you want the interface to share an IP
address that has already been assigned to another interface. Then,
choose the interface that has the IP address that you want the
interface that you are configuring to use.
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Table 5-21 IP Address for ISDN BRI or Analog Modem Fields

Element

Description

Easy IP (IP Negotiated)

Choose IP Negotiated if the interface will obtain an IP address
from your ISP through PPP/IPCP address negotiation whenever a
connection is made.

Dynamic DNS

Choose Dynamic DNS if you want to update your DNS servers
automatically whenever the WAN interface IP address changes.
Click the Dynamic DNS button to configure dynamic DNS.

Switch Type and SPIDs

ISDN BRI connections require identification of the ISDN switch type, and in some cases, identification
of the B channels using service profile ID (SPID) numbers. This information will be provided to you by
your service provider.

Field Reference

Table 5-22 Switch Type and SPIDs Fields

Element

Description

ISDN Switch Type

Choose the ISDN switch type. Contact your ISDN service provider
for the switch type for your connection.

Cisco CP supports these BRI switch types:
e For North America:
— basic-5ess—Lucent (AT&T) basic rate SESS switch

— basic-dms100—Northern Telecom DMS-100 basic rate
switch

— basic-ni—National ISDN switches
e For Australia, Europe, and the UK:
— basic-1tr6—German 1TR6 ISDN switch

— basic-net3—NET3 ISDN BRI for Norway NET3, Australia
NET3, and New Zealand NET3switch types;
ETSI-compliant switch types for Euro-ISDN E-DSS1
signaling system

— vn3—French ISDN BRI switches

¢ For Japan:
- ntt—Japanese NTT ISDN switches

e For voice or PBX systems:

— basic-gsig—PINX (PBX) switches with QSIG signaling
per Q.931
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Table 5-22 Switch Type and SPIDs Fields (continued)
Element Description
I have SPIDS Check this check box if your service provider requires SPIDs.

Some service providers use SPIDs to define the services that are
subscribed to by an ISDN device that is accessing the ISDN service
provider. The service provider assigns the ISDN device one or more
SPIDs when you first subscribe to the service. If you are using a
service provider that requires SPIDs, your ISDN device cannot
place or receive calls until it sends a valid, assigned SPID to the
service provider when the device accesses the switch to initialize
the connection.

Currently, only the DMS-100 and NI switch types require SPIDs.
The AT&T SESS switch type may support a SPID, but we
recommend that you set up the ISDN service without SPIDs. In
addition, SPIDs have significance only at the local access ISDN
interface. Remote routers never receive the SPID.

A SPID is usually a 7-digit telephone number with some optional
numbers. However, service providers may use different numbering
schemes. For the DMS-100 switch type, two SPIDs are assigned,
one for each B channel.

Spid 1 Enter the SPID for the first BRI B channel provided to you by your
ISP.

Spid 2 Enter the SPID for the second BRI B channel provided to you by
your ISP.

Dial String

Enter the phone number of the remote end of the ISDN BRI or analog modem connection. This is the
phone number that the ISDN BRI or analog modem interface will dial whenever a connection is made.
The dial string is provided to you by your service provider.

Configuring an Aux Backup Connection

Complete these steps to configure an Aux Backup connection:

Step 1 In the Cisco CP Feature bar, click Configure.
Step 2 In the Cisco CP taskbar, click Interfaces and Connections.
Step3  In the Create Connection tab, click Aux Backup.

Step4  Click Create Connection to start the wizard. The wizard Welcome screen describes the tasks you will
complete.

Step5  Click Next to go to the subsequent screens to configure the connection. Cisco CP displays the Summary
screen when you have completed the configuration. Review the configuration. If you need to make
changes, click Back to return to the screen in which you need to make changes, then return to the
Summary screen.
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Step 7

Configuring an Aux Backup Connection ||

If you want to test the connection after sending the configuration to the router, check Test the
connectivity after configuring. After you click Finish, Cisco CP tests the connection and displays the
test results in another screen.

To send the configuration to the router, click Finish.

The Aux Backup Connection Reference describes the screens that Cisco CP displays.

Aux Backup Connection Reference

e Aux Backup Welcome Window

e Backup Configuration

e Backup Configuration: Primary Interface and Next Hop IP Addresses
e Backup Configuration: Hostname or IP Address to Be Tracked

e Summary

Aux Backup Welcome Window

The option to configure the AUX port as a dial-up connection only appears for the Cisco 831 and 837
routers.

The Aux dial-backup radio button is disabled if any of the following conditions exist:

e More than one default route exists.

¢ One default route exists and it is configured with an interface other than the primary WAN interface.
The Aux dial-backup option is not shown if any of the following conditions exist:

e Router is not using a Cisco IOS image that supports the Aux dial-backup feature.

e Primary WAN interface is not configured.

e Asynchronous interface is already configured.

e Asynchronous interface is not configurable by Cisco CP because of the presence of unsupported
Cisco IOS commands in the existing configuration.

Backup Configuration

ISDN BRI and analog modem interfaces can be configured to work as backup interfaces to other, primary
interfaces. In that case, an ISDN or analog modem connection will be made only if the primary interface
goes down for some reason. If the primary interface and connection go down, the ISDN or analog modem
interface will immediately dial out and try to establish a connection so that network services are not lost.

Choose whether this ISDN BRI or analog modem connection should act as a backup connection.
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Field Reference

Table 5-23 Backup Configuration Fields

Element Description

Configure this connection as Check this option to designate this interface as backup.
backup

Do not configure this connection |Check this option if you do not want to designate this interface as
as backup. backup.

Prerequisites

Note the following prerequisites:
e The primary interface must be configured for site-to-site VPN.

e The Cisco IOS image on your router must support the SAA ICMP Echo Enhancement feature.

Backup Configuration: Primary Interface and Next Hop IP Addresses
For the ISDN BRI or analog modem connection to act as a backup connection, it must be associated with
another interface on the router that will act as the primary connection. The ISDN BRI or analog modem

connection will be made only if the connection on the primary interface goes down.

Field Reference

Table 5-24 Hostname or IP Address to Be Tracked Fields
Element Description
Primary Interface Enter the IP address or hostname of the destination host to which

connectivity will be tracked. Specify an infrequently contacted
destination as the site to be tracked.

Primary Next Hop IP Address Choose the router interface that will maintain the primary
connection.

Backup Next Hop IP Address This field is optional. Enter the IP address to which the backup
interface will connect when it is active, known as the next hop IP
address.

Backup Configuration: Hostname or IP Address to Be Tracked

This screen lets you identify a specific host to which connectivity must be maintained. The router will
track connectivity to that host, and if the router discovers that connectivity has been lost by the primary
interface, a backup connection will be initiated over the ISDN BRI or analog modem interface.
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Field Reference

Table 5-25 Hostname or IP Address to Be Tracked Fields
Element Description
IP Address to Be Tracked Enter the IP address or hostname of the destination host to which

connectivity will be tracked. Specify an infrequently contacted
destination as the site to be tracked.

Configuring an Analog Modem Connection

Step 1
Step 2
Step 3
Step 4

Step 5

Step 6

Step 7

Complete these steps to configure an Analog Modem connection:

In the Cisco CP Feature bar, click Configure.
In the Cisco CP taskbar, click Interfaces and Connections.
In the Create Connection tab, click Analog Modem.

Click Create Connection to start the wizard. The wizard Welcome screen describes the tasks you will
complete.

Click Next to go to the subsequent screens to configure the connection. Cisco CP displays the Summary
screen when you have completed the configuration. Review the configuration. If you need to make
changes, click Back to return to the screen in which you need to make changes, then return to the
Summary screen.

If you want to test the connection after sending the configuration to the router, check Test the
connectivity after configuring. After you click Finish, Cisco CP tests the connection and displays the
test results in another screen.

To send the configuration to the router, click Finish.

The Analog Modem Connection Reference describes the screens that Cisco CP displays.

Analog Modem Connection Reference

e Analog Modem Welcome

e [P Address: ISDN BRI or Analog Modem
e Authentication

e Dial String

e Summary

Analog Modem Welcome

This screen describes the tasks you will perform to configure an analog modem connection. PPP is the
only type of encoding supported over an analog modem connection by Cisco CP.
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Configuring a Cable Modem Connection

Step 1
Step 2
Step 3
Step 4

Step 5
Step 6

Step 7

Step 8

Complete these steps to configure a Cable Modem connection:

In the Cisco CP Feature bar, click Configure.
Click Interfaces and Connections.
In the Create Connection tab, click Cable Modem.

Click Create Connection to start the wizard. The wizard Welcome screen describes the tasks you will
complete.

Click Next to go to the subsequent screens to configure the connection.

Cisco CP displays the Summary screen when you have completed the configuration. Review the
configuration. If you need to make changes, click Back to return to the screen in which you need to make
changes, then return to the Summary screen.

If you want to test the connection after sending the configuration to the router, check Test the
connectivity after configuring. After you click Finish, Cisco CP tests the connection and displays the
test results in another screen.

To send the configuration to the router, click Finish.

The Cable Modem Connection Reference describes the screens that Cisco CP displays.

Cable Modem Connection Reference

e (Cable Modem Connection Wizard Welcome
e Select Interface
e Advanced Options

e Summary

Cable Modem Connection Wizard Welcome

Select Interface

The Welcome screen indicates that you are using the cable modem connection wizard, and describes the
tasks you perform when you configure a Cable Modem connection.

Click Next to begin configuring the connection.

Select the cable modem interface to configure in this screen. The interface that you select will be
configured as a DHCP client.
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Field Reference

Table 5-26 Select Interface

Element Description

Select an interface for the WAN |Choose the cable modem interface that you want to configure.
connection

Enable Dynamic DNS Check Enable Dynamic DNS if you want to update your DNS

servers automatically whenever the WAN interface IP address
changes.

Dynamic DNS

Click the Dynamic DNS button to configure a dynamic DNS
method. See Add or Edit Dynamic DNS Method for more
information.

Summary
The Summary screen shows the configuration you are sending to the router. Cisco CP configures a cable
modem connection as a DHCP client. The following lines show cable modem connection with no NAT
or static route configuration
Selected Interface: Cable Modem 0/1/0
IP Address: Dynamic (DHCP Client)
Field Reference
Table 5-27 Summary Buttons
Element Description
Test the connectivity after Check this box if you want Cisco CP to test the connection you have
configuring configured after it delivers the commands to the router. Cisco CP
will test the connection and report results in another window.

To save this configuration to the router’s running configuration and leave this wizard:

Click Finish. Cisco CP saves the configuration changes to the router’s running configuration. The
changes will take effect immediately, but will be lost if the router is turned off.

If you checked Preview commands before delivering to router in the Cisco CP Preferences window,

the Deliver window appears. In this window, you can view the CLI commands that you are delivering to
the router.
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Edit Interface/Connection

This window displays the router interfaces and connections. The window also enables you to add, edit,
and delete connections, and to enable or disable connections.

When you choose an unconfigured physical interface and click Add, the menu contains choices for
adding a connection on that interface. Click Add to create a new loopback or tunnel interface. If the
Cisco IOS image on the router supports Virtual Template Interfaces (VTI), the context menu contains an
option to add a VTIL. If there are switch ports present on the router, you can add a new VLAN.

To reconfigure an interface, if you see no choices except Loopback and Tunnel when you click Add,
choose the interface and click Delete. All the types of connections available for that kind of interface
appears in the Add menu. Click Available Interface Configurations to see what configurations are
available for an interface.

When you choose an interface and click Edit, the Interface Feature Edit dialog box appears. If the
interface is a supported and configured interface and is not a switch port, the dialog box has the following
tabs:

e Connection

e Media Type. The Media Type tab is displayed if the chosen interface is a small form-factor pluggable
(SFP) interface.

e Association

e NAT

e Application Service
e General

If the interface is not supported, the dialog box will not have a Connection tab. If you choose a switch
port, the Edit Switch Port dialog appears. The Edit button is disabled if the interface is supported and
unconfigured.

Choose a connection and click Delete. A dialog box is displayed listing the associations this connection
has and giving the option to remove the associations along with the connection. You can delete just the
connection or the connection and all of its associations.
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Summary
Click the Summary button to hide details about the connection, restricting information to the IP address,
Type, Slot, Status, and Description.

Details

Click Details to display the Details About Interface area. Details about the interface are shown by
default.

Enable or Disable

When the chosen interface or connection is down, this appears as the Enable button. Click the Enable
button to bring up the chosen interface or connection. When the chosen interface or connection is up,
this appears as the Disable button. Click the Disable button to administratively shut down the interface
or connection. This button cannot be used with an interface whose configuration was not delivered to the
router.

Test Connection

Click Test Connection to test the chosen connection. A dialog box is displayed that enables you to
specify a remote host to ping through this connection. The dialog box then reports on the success or
failure of the test. If the test fails, information about why the test may have failed is given, along with
the steps to take to correct the problem.

Interface List

The interface list displays the physical interfaces and the logical connections to which they are
configured.

Interfaces

The Interfaces column lists the physical and logical interfaces by name. If a logical interface is
configured for a physical interface, the logical interface is shown under the physical interface.

If Cisco CP is running on a Cisco 7000 family router, you can create a connection only on Ethernet and
Fast Ethernet interfaces.

IP Address
The IP Address column can contain the following types of IP addresses:

¢ Configured IP address of the interface.

e DHCP Client—Interface receives an IP address from a Dynamic Host Configuration Protocol
(DHCP) server.

e [P address negotiated—Interface receives an IP address through negotiation with the remote device.

e [P unnumbered—Router uses one of a pool of IP addresses supplied by your service provider for
your router, and for the devices on the LAN.

e Not Applicable—Interface type cannot be assigned an IP address.

Type
The Type column displays the interface type, such as Ethernet, serial, or ATM.
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Slot

The Slot column displays the number of the physical slot in the router that the interface is installed in.
If Cisco CP is running on a Cisco 1710 router, the slot field is empty.

Status

This column shows whether this interface is up or down. The green icon with the upward-pointing
arrowhead indicates the interface is up. The red icon with the downward-pointing arrowhead indicates
that the interface is down.

Description

This column contains any descriptions provided for this connection.

Details About Interface

The Details About Interface area of the window displays association and, if applicable, connection
details about the interface chosen in the interface list. Association details include such information as
Network Address Translation (NAT), access, inspection rules, IPsec policies, and Easy VPN
configurations. Connection details include IP address, encapsulation type, and DHCP options.

Item Name

The Item Name column displays the name of the configuration item, such as IP address/Subnet mask, or
IPsec policy. The actual items listed in this column depend on the type of interface chosen.

Item Value

If the named item has a configured value, it is displayed in this column.

Why Are Some Interfaces or Connections Read-Only?

There are many conditions that can prevent Cisco CP from modifying a previously configured interface
or subinterface.

¢ Serial interface or subinterface appears as read-only in the interface list, see “Reasons Why a Serial
Interface or Subinterface Configuration May Be Read-Only” section on page 98-17.

¢ ATM interface or subinterface appears as read-only in the interface list, see “Reasons Why an ATM
Interface or Subinterface Configuration May Be Read-Only” section on page 98-18.

e FEthernet LAN or WAN interface appears as read-only in the interface list, see “Reasons Why an
Ethernet Interface Configuration May Be Read-Only” section on page 98-19.

e ISDN BRI interface appears as read-only in the interface list, see “Reasons Why an ISDN BRI
Interface Configuration May Be Read-Only” section on page 98-19.

Connection: Ethernet for IRB

The Connection dialog box contains the following fields if you chose Ethernet for IRB in the Configure
list.

Current Bridge Group/Associated BVI

These read-only fields contain the current bridge group value and the current Bridge-Group Virtual
Interface (BVI) name.
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Create a new Bridge Group/Join an existing Bridge Group

IP Address

Dynamic DNS

Note

Choose whether to make this interface a member of a new bridge group, or join an existing bridge group.
To create a new bridge group, enter a number from range 1 to 255. To have the interface join an existing
bridge group, choose the BVI interface that is already a member of that group.

Enter the IP address and subnet mask in the fields provided.

Enable dynamic DNS if you want to update your DNS servers automatically whenever the WAN
interface IP address changes.

This feature appears only if it is supported by the Cisco IOS release on your router.

To choose a dynamic DNS method to use, do one of the following:
e Enter the name of an existing dynamic DNS method.

Enter the name in the Dynamic DNS Method field exactly as it appears in the list in Configure >
Router > DNS> Dynamic DNS Methods.

e Choose an existing dynamic DNS method from a list.

Click the drop-down menu and choose an existing method. A window with a list of existing dynamic

DNS methods opens. This menu choice is available only if there are existing dynamic DNS methods.

¢ Create a new dynamic DNS method.
Click the drop-down menu and choose to create a new dynamic DNS method.

To clear an associated dynamic DNS method from the interface, choose None from the drop-down menu.

Connection: Ethernet for Routing

IP Address

DHCP Relay

The Connection dialog box contains the following fields if you chose Ethernet for Routing in the
Configure list.

Enter an IP address and subnet mask in the IP Address fields. This address is the source IP address for
traffic originating from this interface, and the destination IP address for traffic destined for hosts
connected to this interface.

Click to enable the router to act as a DHCP relay. A device acting as a DHCP relay forwards DHCP
requests to a DHCP server. When a device needs to have an IP address dynamically assigned, it
broadcasts a DHCP request. A DHCP server replies to this request with an IP address. You can have a
maximum of one DHCP relay or one DHCP server per subnetwork.
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Note

Dynamic DNS

Note

Connection: Ethernet for Routing

If the router was configured to be a DHCP relay and to have more than one remote DHCP server IP
address, these fields are disabled.

IP Address of Remote DHCP Server
Enter the IP address of the DHCP server that will provide addresses to devices on the LAN.

Enable dynamic DNS to update your DNS servers automatically whenever the WAN interface IP address
changes.

This feature appears only if supported by the Cisco IOS release on your router.

To choose a dynamic DNS method to use, do one of the following:
¢ Enter the name of an existing dynamic DNS method.

Enter the name in the Dynamic DNS Method field exactly as it appears in the list in Configure >
Router > DNS > Dynamic DNS Methods.

¢ Choose an existing dynamic DNS method from a list.

Click the drop-down menu and choose an existing method. A window with a list of existing dynamic
DNS methods opens. This menu choice is available only if there are existing dynamic DNS methods.

e Create a new dynamic DNS method.
Click the drop-down menu and choose to create a new dynamic DNS method.

To clear an associated dynamic DNS method from the interface, choose None from the drop-down menu.

Existing Dynamic DNS Methods

The Existing Dynamic DNS Methods window allows you to choose a dynamic DNS method to associate
with a WAN interface.

The list of existing dynamic DNS methods shows the name of each method and the associated
parameters. Choose a method from the list, and click OK to associate it to the WAN interface.

To add, edit, or delete dynamic DNS methods, go to Configure > Router > DNS > Dynamic DNS
Methods.

Add Dynamic DNS Method

HTTP

This window allows you to add a dynamic DNS method. Choose the type of method, HTTP or IETF, and
configure it.

HTTP is a dynamic DNS method that updates a DNS service provider with changes to the associated
interface’s IP address.
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W Media Type

Server

Username

Password

IETF

DNS Server

Hostname

Domain Name

If using HTTP, choose the domain address of the DNS service provider from the drop-down menu.

If using HTTP, enter a username for accessing the DNS service provider.

If using HTTP, enter a password for accessing the DNS service provider.

IETF is a dynamic DNS method that updates a DNS server with changes to the associated interface’s IP
address.

If using IETF, and no DNS server is configured for the router in Configure > Router > DNS, then enter
the IP address of your DNS server.

Enter a hostname if one is not configured in Configure > Router > Router Options > Edit > Host, or
to override the configured hostname. When updating the interface IP address, the dynamic DNS method
sends the hostname along with the interface’s new IP address.

Enter a domain name if one is not configured in Configure > Router Options > Edit > Domain, or if
you want to override the configured domain name. When updating the interface IP address, the dynamic
DNS method sends the domain name along with the interface’s new IP address.

Media Type

Media-type

Speed

Duplex

Use this window to change the media type of the SFP interface.

Choose RJ45 or Pluggable Media (SFP) from the media-type drop-down menu. Select the Enable
Auto-failover check box if you want to activate automatic fail-over - if the selected media-type does not
work, the other media-type will automatically be used.

Choose Auto, 10 Mbps, 100 Mbps, or 1000 Mbps as the speed of the interface from the Speed drop-down
menu.

Choose Auto, Full, or Half from the Duplex drop-down menu.
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Wireless

Wireless W

Click OK after making changes. A message is displayed informing you that the media-type is changed
and that you may need to change the speed and duplex settings of the interface.

If the router has a wireless interface, you can launch the wireless application from this tab. You can also
launch the wireless application from the Tools menu by choosing Tools > Launch Wireless
Application.

Association

Interface

Zone

Access Rule

Use this window to view, create, edit, or delete associations between interfaces and rules or VPN
connections.

The Interface column displays the name of the interface you selected in the Interfaces and Connections
window.

If this interface is a member of a security zone, the name of the zone is displayed in this field. To include
this interface in a security zone, click the button to the right of the field, choose Select a Zone, and
specify the zone in the displayed dialog. To create a new zone, choose Create a Zone, enter a name for
the zone in the displayed dialog box, and click OK. The name of the zone you created appears in the
Zone field.

The names or numbers of any access rules associated with this interface. Access rules permit or deny
traffic that matches the IP address and service criteria specified in the rule.

Inbound

The name or number of an access rule applied to inbound traffic on this interface. To apply a rule, click
the ... button and either choose an existing rule or create a rule and choose it.

When a rule is applied to inbound traffic on an interface, the rule filters traffic before it enters the router.
Any packet that the rule does not permit is dropped and is not routed to another interface. When you
apply a rule to the inbound direction on an interface, you are not only preventing it from entering a
trusted network connected to the router, you are also preventing it from being routed anywhere else by
the local router.

Outbound

The name or number of an access rule applied to outbound traffic on this interface. To apply a rule, click
the ... button and either choose an existing rule or create a rule and choose it.

When a rule is applied to outbound traffic on an interface, the rule filters traffic after it enters the router
and before it exits the interface. Any packet that the rule does not permit is dropped before it leaves the
interface.
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W Association

Inspect Rule

VPN

~

Note

The names of inspection rules associated with this interface. Inspection rules create temporary holes in
firewalls so that hosts inside the firewall that started sessions of a certain type can receive return traffic
of the same type.

Inbound

The name or number of an inspection rule applied to inbound traffic on this interface. To apply an
inbound rule, click the Inbound drop-down menu and choose a rule.

Qutbound

The name or number of an inspection rule applied to outbound traffic on this interface. To apply an
outbound rule, click the Outbound drop-down menu and choose a rule.

VPNs protect traffic that may flow over lines that your organization does not control. You can use the
chosen interface in a VPN by associating it with an IPsec policy.

IPsec Policy

The configured IPsec policy associated with this interface. To associate the interface with an IPsec
policy, choose the policy from this list.

An interface can be associated with only one IPsec policy.

To create a GRE-over-IPsec Tunnel, you must first associate the policy with the tunnel interface, and
then associate it with the source interface for the tunnel. For example, if you wanted to associate a policy
with Tunnel3, whose source interface is Serial0/0, you would first choose Tunnel3 in the Interfaces and
Connections window, click Edit and associate the policy with it, and then click OK. Then you would
choose the Serial0/0 interface and associate the same policy with it.

EzVPN

If the interface is used in an Easy VPN connection, the name of the connection is shown here.

An interface cannot be used in both a virtual private network (VPN) connection and an Easy VPN
connection.

Making Association Changes

When you change the association properties of an interface, the changes are reflected in the lower
portion of the Edit Interface/Connection window. For example, if you associate an IPsec policy with the
interface, the name of the IPsec policy appears in the lower portion of the window. If you delete an
association, the value in the Item Value column changes to <None>.
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NAT

If you intend to use this interface in a NAT configuration, you must designate it as either an inside or an
outside interface. Choose the traffic direction to which NAT is to be applied. If the interface connects to
a LAN that the router serves, choose Inside. If it connects to the Internet or to your WAN, choose
Outside. If you have chosen an interface that cannot be used in a NAT configuration, such as a logical
interface, this field is disabled and contains the value Not Supported.

Edit Switch Port

This window lets you edit VLAN information for Ethernet switch ports.

Mode Group
Choose the type of VLAN information you want to be carried across this Ethernet switch port. Choosing
Access causes the switch port to forward only data destined for the specific VLAN number. Choosing
Trunking causes the switch port to forward data for all VLANSs, including the VLAN data itself. Choose
Trunking only for “trunking” VLAN ports that connect to other networking devices, such as another
switch, that will connect to devices in multiple VLANSs.

VLAN

To assign the switch port to a VLAN, enter the VLAN number to which this switch port should belong.
If the switch port does not already have a VLAN associated with it, this field will show the default value
VLAN 1. To create a new VLAN interface corresponding to a VLAN ID, enter that VLAN ID and check
the Make VLAN visible to interface list check box.

Make VLAN visible to interface list Check Box

Check this check box to create a new VLAN with the VLAN ID specified in the VLAN field.

Stacking Partner

Choose a switch module as the stacking partner to use. When a device contains multiple switching
modules, these must be stacked before other stacking partners.

Bridge Group Number

If you want this switch port to form part of a bridge to a wireless network, enter the number of an existing
bridge group.

Speed

Choose the speed to match the network to which the switch port will be connected. Or choose auto to
allow for the speed to be automatically set to the optimal value.

Duplex

Choose full, half, or auto to allow for the duplex to be automatically set to match the network to which
the switch port will be connected.

If Speed is set to auto, then Duplex is disabled.
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Power Inline
The Power inline drop-down list appears if the switch port supports an inline power supply. Choose one
of the following values:
e auto—Automatically detect and power inline devices.

e never —Never apply inline power.

Application Service

This window allows you to associate Quality of Service (QoS) policies, application, and protocol
monitoring with the chosen interface.

QoS
To associate a QoS policy with the interface in the inbound direction, choose a QoS policy from the
Inbound drop-down menu.

To associate a QoS policy with the interface in the outbound direction, choose a QoS policy from the
Outbound drop-down menu.

To enable the QoS feature on the DMVPN tunnel interface, use the QoS wizard. Go to Configure >
Router > QoS. The Quality of Service page opens with the Create QoS Policy tab selected by default.
Click the Launch QoS Wizard button to start the QoS wizard.

You can monitor QoS statistics for the interface. Go to Monitor > Router > QoS Status.

Netflow

To associate Netflow statistics monitoring with the interface in the inbound direction, check the
Inbound check box.

To associate Netflow statistics monitoring with the interface in the outbound direction, check the
Outbound check box.

Netflow statistics for the interface can be monitored by going to Monitor > Router > Interface Status.
Netflow top talkers and top protocols can be monitored by going to Monitor > Router > Traffic Status
> Top N Traffic Flows.

NBAR

To associate Network-based application recognition (NBAR) with the interface, check the NBAR
Protocol check box.

NBAR statistics for the interface can be monitored by going to
Monitor > Router > Traffic Status > Application/Protocol Traffic.

General

This window displays general security settings and allows you to enable or disable them by checking or
unchecking the check box next to the name and description. If you have allowed the Security Audit
feature to disable certain properties and want to reenable them, you can reenable them in this window.
The properties listed in this window follow.
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Description

General H

In this field you can enter a short description of the interface configuration. This description is visible
in the Edit Interfaces and Connections window. A description, such as “Accounting” or “Test Net 5 can
help other Cisco CP users understand the purpose of the configuration.

IP Directed Broadcasts

IP Proxy ARP

IP Route Cache-Flow

Note

An IP directed broadcast is a datagram that is sent to the broadcast address of a subnet to which the
sending machine is not directly attached. The directed broadcast is routed through the network as a
unicast packet until it arrives at the target subnet, where it is converted into a link-layer broadcast.
Because of the nature of the IP addressing architecture, only the last router in the chain, the one that is
connected directly to the target subnet, can conclusively identify a directed broadcast. Directed
broadcasts are occasionally used for legitimate purposes, but such use is not common outside the
financial services industry.

IP directed broadcasts are used in the common and popular “smurf” denial of service attack, and they
can also be used in related attacks. In a “smurf” attack, the attacker sends ICMP echo requests from a
falsified source address to a directed broadcast address, causing all the hosts on the target subnet to send
replies to the falsified source. By sending a continuous stream of such requests, the attacker can create
a much larger reply stream, which can completely inundate the host whose address is being falsified.

Disabling IP directed broadcasts drops directed broadcasts that would otherwise be “exploded” into
link-layer broadcasts at that interface.

ARP is used by the network to convert IP addresses into MAC addresses. Normally ARP is confined to
a single LAN, and a router can act as a proxy for ARP requests, making ARP queries available across
multiple LAN segments. Because it breaks the LAN security barrier, proxy ARP should be used only
between two LANs with an equal security level, and only when necessary.

This option enables the Cisco IOS Netflow feature. Using Netflow, you can determine packet
distribution, protocol distribution, and current flows of data on the router. This information is useful for
certain tasks, such as searching for the source of a spoofed IP address attack.

The IP Route Cache-Flow option enables Netflow on both inbound and outbound traffic. To enable
Netflow on either inbound traffic or outbound traffic, use the Netflow options available on the
Application Service tab.

IP Redirects
ICMP redirect messages instruct an end node to use a specific router as a part of its path to a particular
destination. In a properly functioning IP network, a router sends redirects only to hosts on its own local
subnets, no end node will ever send a redirect, and no redirect will ever traverse more than one network
hop. However, an attacker may violate these rules. Disabling ICMP redirects has no negative impact on
the network and can eliminate redirect attacks.
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IP Mask-Reply

ICMP mask reply messages are sent when a network device must know the subnet mask for a particular
subnetwork in the internetwork. ICMP mask reply messages are sent to the device requesting the
information by devices that have the requested information. These messages can be used by an attacker
to gain network mapping information.

IP Unreachables

ICMP host unreachable messages are sent if a router receives a nonbroadcast packet that uses an
unknown protocol, or if the router receives a packet that it is unable to deliver to the ultimate destination
because it knows of no route to the destination address. These messages can be used by an attacker to
gain network mapping information.

Select Ethernet Configuration Type

This window is displayed when you click an interface in the Interfaces and Connections window and
Cisco CP cannot determine whether the interface is configured as a LAN interface or as a WAN interface.
When you configure an interface using Cisco CP, you designate it as an inside or outside interface, and
Cisco CP adds a descriptive comment to the configuration file based on your designation. If you
configure an interface using the CLI, the configuration will not include this descriptive comment, and
Cisco CP will not have this information.

To Indicate that the Interface is a LAN Interface:

Click LAN, and then click OK. Cisco CP adds the comment line $ETH-LANS to the interface
configuration, and the interface appears in the LAN wizard window with the designation Inside in the
Interfaces and Connections window.

To Indicate that the Interface is a WAN Interface:
Click WAN, and then click OK. Cisco CP adds the comment line SETH-WANS to the interface

configuration, and the interface appears in the WAN wizard window with the designation Outside in the
Interfaces and Connections window.

Connection: VLAN

This window lets you configure a VLAN interface.

VLAN ID
Enter the ID number of the new VLAN interface. If you are editing a VLAN interface, you cannot change
the VLAN ID.

Native VLAN Check Box

Check if this VLAN is a nontrunking VLAN.
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IP Address Fields

Subinterfaces List 1l

IP Address Type

Choose whether this VLAN interface will have a static IP address or no IP address. This field is visible
when VLAN only is chosen in the Configure As field.

IP Address
Enter the IP address of the VLAN interface.

Subnet Mask

Enter the subnet mask of the VLAN interface, or indicate the number of subnet bits using the scrolling
field.

DHCP Relay
Click DHCP Relay for more information.

Subinterfaces List

Note

This window displays the subinterfaces configured for the interface that you chose, and enables you to
add, edit, and remove configured subinterfaces. For each configured subinterface, the window displays
the Subinterface ID, VLAN ID, IP address and mask, and a description, if one was entered. For example,
if the router had the interface FastEthernetl, and the subinterfaces FastEthernetl.3 and FastEthernetl.5
are configured, this window might contain the following display

5 56 56.8.1.1/255.255.255.0
3 67 Bridge No. 77

In this example, FastEthernetl.5 is configured for routing, and FastEthernet1.3 is configured for IRB.

You must choose the physical interface on which the subinterfaces are configured to display this window.
For the example described, you would have to choose FastEthernetl to display this window. If you
choose FastEthernetl.3 or FastEthernetl.5 and click edit, you display the edit dialog box with the
information for that interface.

Add, Edit, and Delete Buttons

Use these buttons to configure, edit, and remove subinterfaces from the chosen physical interface.

Add or Edit BVI Interface

Add or edit a Bridge Group Virtual Interface (BVI) in this window. If your router has a Dot11Radio
interface, a BVIis automatically created when you configure a new bridge group. This is done to support
IRB bridging. You can change the IP address and subnet mask in this window.

IP Address/Subnet Mask

Enter the IP address and subnet mask that you want to give the BVL.
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Add or Edit Loopback Interface

This window enables you to add a loopback interface to the chosen interface.

IP Address

Choose whether the loopback interface is to have no IP address or a static IP address.

Static IP Address
If you chose Static IP address, enter that IP address in this field.

Subnet Mask

Enter the subnet mask in this field, or choose the number of subnet bits from the field on the right. The
subnet mask tells the router which bits of the IP address designate the network address and which bits
designate the host address.

Connection: Virtual Template Interface

You can add or edit a VTT as part of an 802.1x or VPN configuration. When you are editing a VTI, the
fields that you can edit appear in a Connection tab.

Interface Type
Choose either default or tunnel. If you choose tunnel, you must also select a tunnel mode.

IP Address
Choose Unnumbered. The VTI uses the IP address of the physical interface that is chosen in the
Unnumbered to field.

Unnumbered to
This field appears when you choose Unnumbered in the IP Address field. Choose the interface whose
IP address you want this VTI to use.

Tunnel Mode

Choose IPSec-1Pv4.

Connection: Ethernet LAN

Use this window to configure the IP address and DHCP properties of an Ethernet interface that you want
to use as a LAN interface.

IP Address

Enter the IP address for this interface. Obtain the IP address value from your service provider or network
administrator. For more information, see IP Addresses and Subnet Masks.
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Subnet Mask

DHCP Relay

Note

Connection: Ethernet WAN [l

Enter the subnet mask. Obtain this value from your network administrator. The subnet mask enables the
router to determine how much of the IP address is used to define the network and subnet portion of the
address.

Click to enable the router to act as a DHCP relay. A device acting as a DHCP relay forwards DHCP
requests to a DHCP server. When a device needs to have an IP address dynamically assigned, it
broadcasts a DHCP request. A DHCP server replies to this request with an IP address. You can have a
maximum of one DHCP relay or one DHCP server per subnetwork.

If the router was configured to be a DHCP relay with more than one remote DHCP server IP address,
this button is disabled.

IP Address of Remote DHCP Server

If you clicked DHCP Relay, enter the IP address of the DHCP server that will provide addresses to
devices on the LAN.

Connection: Ethernet WAN

This window lets you add an Ethernet WAN connection.

Enable PPPoE Encapsulation

IP Address

Click this option if the connection must use Point-to-Point Protocol over Ethernet (PPPoE)
encapsulation. Your service provider can tell you whether the connection uses PPPoE. When you
configure a PPPoE connection, a dialer interface is automatically created.

Choose one of the following IP address types, and enter the information in the fields displayed. If the
Ethernet connection is not using PPPoE, you will see only the Static IP address and Dynamic options.

Static IP Address

If you choose Static IP Address, enter the IP address and subnet mask or the network bits in the fields
provided. For more information, see IP Addresses and Subnet Masks.

Dynamic (DHCP Client)

If you choose Dynamic, the router will lease an IP address from a remote DHCP server. Enter the name
of the DHCP server from which addresses will be leased.

IP Unnumbered

Choose IP Unnumbered if you want the interface to share an IP address that is already assigned to
another interface, choose the interface whose IP address this interface is to share.
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Authentication

Dynamic DNS

Note

Easy IP (IP Negotiated)

Choose Easy IP (IP Negotiated) if the router will obtain an IP address through Point-to-Point Protocol/IP
Control Protocol (PPP/IPCP) address negotiation.

Click to enter CHAP/PAP authentication password information.

Enable dynamic DNS if you want to update your DNS servers automatically whenever the WAN
interface IP address changes.

This feature appears only if supported by the Cisco I0S release on your router.

To choose a dynamic DNS method to use, do one of the following:
¢ Enter the name of an existing dynamic DNS method.

Enter the name in the Dynamic DNS Method field exactly as it appears in the list in Configure >
Router > DNS > Dynamic DNS Methods.

¢ Choose an existing dynamic DNS method from a list.

Click the drop-down menu and choose an existing method. A window with a list of existing dynamic

DNS methods opens. This menu choice is available only if there are existing dynamic DNS methods.

e Create a new dynamic DNS method.
Click the drop-down menu and choose to create a new dynamic DNS method.

To clear an associated dynamic DNS method from the interface, choose None from the drop-down menu.

Connection: Ethernet Properties

This window enables you to configure properties for an Ethernet WAN link.

Enable PPPoE Encapsulation

IP Address

Click Enable PPPoE encapsulation if your service provider requires that you use it. PPPoE specifies
Point-to-Point Protocol over Ethernet encapsulation.

Static IP Address

Available with PPPoE encapsulation and with no encapsulation. If you choose Static IP Address, enter
the IP address and subnet mask or the network bits in the fields provided. For more information, see IP
Addresses and Subnet Masks.

Dynamic (DHCP Client)

Available with PPPoE encapsulation and with no encapsulation. If you choose Dynamic, the router will
lease an IP address from a remote DHCP server. Enter the name of the DHCP server that will assign
addresses.
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Authentication

Dynamic DNS

Note

Connection: Ethernet with No Encapsulation

IP Unnumbered

Available with PPPoE encapsulation. Choose IP Unnumbered if you want the interface to share an IP
address that has already been assigned to another interface. Then choose the interface whose IP address
this interface is to share.

Easy IP (IP Negotiated)

Available with PPPoE encapsulation. Choose Easy IP (IP Negotiated) if the router will obtain an IP
address using PPP/IPCP address negotiation.

Click to enter CHAP/PAP authentication password information.

Enable dynamic DNS if you want to update your DNS servers automatically whenever the WAN
interface IP address changes.

This feature appears only if supported by the Cisco I0S release on your router.

To choose a dynamic DNS method to use, do one of the following:
¢ Enter the name of an existing dynamic DNS method.

Enter the name in the Dynamic DNS Method field exactly as it appears in the list in Configure >
Router > DNS > Dynamic DNS Methods.

¢ Choose an existing dynamic DNS method from a list.

Click the drop-down menu and choose an existing method. A window with a list of existing dynamic
DNS methods opens. This menu choice is available only if there are existing dynamic DNS methods.

¢ Create a new dynamic DNS method.
Click the drop-down menu and choose to create a new dynamic DNS method.

To clear an associated dynamic DNS method from the interface, choose None from the drop-down menu.

Connection: Ethernet with No Encapsulation

IP Address

Use this window to configure an Ethernet connection with no encapsulation.

Choose how the router will obtain an IP address for this link.

e Static IP address—If you choose Static IP Address, enter the IP address and subnet mask or
network bits in the fields provided. For more information, see IP Addresses and Subnet Masks.

¢ Dynamic IP address—If you choose Dynamic, the router will lease an IP address from a remote
DHCP server. Enter the name or IP address of the DHCP server.
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Hostname

Dynamic DNS

Note

If your service provider inserts a hostname for the router into the DHCP response that contains the
dynamic IP address, you can enter that name in this field for informational purposes.

Enable dynamic DNS if you want to update your DNS servers automatically whenever the WAN
interface IP address changes.

This feature appears only if supported by the Cisco I0S release on your router.

To choose a dynamic DNS method to use, do one of the following:
e Enter the name of an existing dynamic DNS method.

Enter the name in the Dynamic DNS Method field exactly as it appears in the list in Configure >
Router > DNS > Dynamic DNS Methods.

¢ Choose an existing dynamic DNS method from a list.

Click the drop-down menu and choose an existing method. A window with a list of existing dynamic

DNS methods opens. This menu choice is available only if there are existing dynamic DNS methods.

¢ Create a new dynamic DNS method.
Click the drop-down menu and choose to create a new dynamic DNS method.

To clear an associated dynamic DNS method from the interface, choose None from the drop-down menu.

Connection: ADSL

Encapsulation

Virtual Path Identifier

This window enables you to specify or edit properties of a PPPoE link supported by an ADSL
connection.

Choose the type of encapsulation that will be used for this link.
e PPPOE specifies Point-to-Point Protocol over Ethernet encapsulation.
e PPPoA specifies Point-to-Point Protocol over ATM encapsulation.
e RFC 1483 Routing (AAL5 SNAP) specifies that each PVC can carry multiple protocols.
¢ RFC 1483 Routing (AAL5 MUX) specifies that each PVC can carry only one type of protocol.

If you are editing a connection, the encapsulation is shown, but not editable. If you need to change the
encapsulation type, delete the connection and re-create it using the encapsulation type you need.

For more information on these encapsulation types, click Encapsulation Autodetect.

The virtual path identifier (VPI) is used in ATM switching and routing to identify the path used for a
number of connections. Enter the VPI value given to you by your service provider.

If you are editing an existing connection, this field is disabled. If you need to change this value, delete
the connection and re-create it using the value you need.
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Connection: ADSL

Virtual Circuit Identifier

The virtual circuit identifier (VCI) is used in ATM switching and routing to identify a particular
connection within a path that your connection may share with other connections. Enter the VCI value
given to you by your service provider.

If you are editing an existing connection, this field is disabled. If you need to change this value, delete
the connection and re-create it using the value you need.

IP Address

Choose how the router will obtain an IP address for this link.

e Static IP address—If you choose Static IP Address, enter the IP address and subnet mask, or
network bits in the fields provided. For more information, see I[P Addresses and Subnet Masks.

¢ Dynamic IP address—If you choose Dynamic, the router will lease an IP address from a remote
DHCP server. Enter the name or IP address of the DHCP server.

e Unnumbered IP address—Choose IP Unnumbered if you want the interface to share an IP address
that has already been assigned to another interface. Choose the interface whose IP address this
interface is to share.

e [P Negotiated—This interface will obtain an IP address using PPP/IP Control Protocol (IPCP)
address negotiation.

Hostname

If your service provider has provided a hostname for DHCP option 12, enter it here.

Operating Mode

Choose one of the following values:

e auto—Configure the Asymmetric Digital Subscriber Line (ADSL) after autonegotiating with the
digital subscriber access line multiplexer (DSLAM) located at the central office.

¢ ansi-dmt—Configure the ADSL line to train in the ANSI T1.413 Issue 2 mode.
¢ itu-dmt—Configure the ADSL line to train in the ITU G.992.1 mode.

e adls2—Configure the ADSL line to train in the ITU G.992.3 mode. This mode is available for the
HWIC-ADSL-B/ST, HWIC-ADSLI-B/ST, HWIC-1ADSL, and HWIC-1ADSLI ADSL network
modules.

e adsl2+—Configure the ADSL line to train in the ITU G.992.4 mode. This mode is available for the
HWIC-ADSL-B/ST, HWIC-ADSLI-B/ST, HWIC-1ADSL, and HWIC-1ADSLI ADSL network
modules.

o splitterless—Configure the ADSL line to train in the G.Lite mode. This mode is available for older
ADSL network modules such as the WIC-1ADSL.

Authentication

Click if you need to enter CHAP or PAP authentication information.

Dynamic DNS

Enable dynamic DNS if you want to update your DNS servers automatically whenever the WAN
interface IP address changes.
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S

Note  This feature appears only if supported by the Cisco I0S release on your router.

To choose a dynamic DNS method to use, do one of the following:
¢ Enter the name of an existing dynamic DNS method.

Enter the name in the Dynamic DNS Method field exactly as it appears in the list in Configure >
Router > DNS > Dynamic DNS Methods.

¢ Choose an existing dynamic DNS method from a list.

Click the drop-down menu and choose an existing method. A window with a list of existing dynamic
DNS methods opens. This menu choice is available only if there are existing dynamic DNS methods.

e Create a new dynamic DNS method.
Click the drop-down menu and choose to create a new dynamic DNS method.

To clear an associated dynamic DNS method from the interface, choose None from the drop-down menu.

Enable Multilink PPP

Check this check box if you want to use Multilink Point-to-Point Protocol (MLP) with this interface.
MLP can improve the performance of a network with multiple WAN connections by using load balancing
functionality, packet fragmentation, bandwidth-on-demand, and other features.

Connection: ADSL over ISDN

Add or edit an ADSL over ISDN connection in this window.

Encapsulation

Choose the type of encapsulation to use for this link.
e PPPoE—Specifies Point-to-Point Protocol over Ethernet encapsulation.
e RFC 1483 Routing (AALS SNAP)—Specifies that each PVC can carry multiple protocols.
¢ RFC 1483 Routing (AALS MUX)—Specifies that each PVC can carry only one type of protocol.

If you are editing a connection, the encapsulation is shown, but not editable. If you need to change the
encapsulation type, delete the connection and re-create it using the encapsulation type you need.

Virtual Path Identifier
The virtual path identifier (VPI) is used in ATM switching and routing to identify the path used for a
number of connections. Obtain this value from your service provider.

If you are editing an existing connection, this field is disabled. If you need to change this value, delete
the connection and re-create it using the value you need.

Virtual Circuit Identifier

The virtual circuit identifier (VCI) is used in ATM switching and routing to identify a particular
connection within a path that your connection may share with other connections. Obtain this value from
your service provider.
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IP Address

Operating Mode

N

Note

Authentication

Dynamic DNS

Note

Connection: ADSL over ISDN

If you are editing an existing connection, this field is disabled. If you need to change this value, delete
the connection and re-create it using the value you need.

Choose how the router will obtain an IP address for this link.

Static IP address—If you choose Static IP Address, enter the IP address and subnet mask, or
network bits in the fields provided. For more information, see IP Addresses and Subnet Masks.

Dynamic IP address—If you choose Dynamic, the router will lease an IP address from a remote
DHCP server. Then enter the name or IP address of the DHCP server.

Unnumbered IP address—Choose IP Unnumbered for the interface to share an IP address that has
already been assigned to another interface. Then choose the interface whose IP address this interface
is to share.

IP Negotiated—This interface will obtain an IP address using PPP/IP Control Protocol (IPCP)
address negotiation.

Choose the mode that the ADSL line should use when training.

If the Cisco IOS release you are running on the router does not support all five operating modes, you will
see options only for the operating modes supported by your Cisco IOS release.

annexb—Standard Annex-B mode of ITU-T G.992.1.
annexb-ur2—ITU-T G.992.1 Annex-B mode.

auto—Configure the ADSL line after autonegotiating with the digital subscriber access line
multiplexer (DSLAM) located at the central office.

etsi—Furopean Telecommunications Standards Institute mode.

multimode—Mode chosen by the firmware for the best operating condition on DSL. The final mode
can be either ETSI mode or standard Annex-B mode depending on the current DSLAM setting.

Click if you need to enter CHAP or PAP authentication information.

Enable dynamic DNS if you want to update your DNS servers automatically whenever the WAN
interface IP address changes.

This feature appears only if supported by the Cisco I0S release on your router.

To choose a dynamic DNS method to use, do one of the following:

Enter the name of an existing dynamic DNS method.

Enter the name in the Dynamic DNS Method field exactly as it appears in the list in Configure >
Router > DNS > Dynamic DNS Methods.
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¢ Choose an existing dynamic DNS method from a list.

Click the drop-down menu and choose an existing method. A window with a list of existing dynamic
DNS methods opens. This menu choice is available only if there are existing dynamic DNS methods.

e Create a new dynamic DNS method.
Click the drop-down menu and choose to create a new dynamic DNS method.

To clear an associated dynamic DNS method from the interface, choose None from the drop-down menu.

Enable Multilink PPP

Check this check box if you want to use MLP with this interface. MLP can improve the performance of
a network with multiple WAN connections by using load balancing functionality, packet fragmentation,
bandwidth-on-demand, and other features.

Connection: G.SHDSL

This window enables you to create or edit a G.SHDSL connection.

~

Note  If the connection that you are configuring uses a DSL controller, the Equipment Type and Operating
Mode fields do not appear in the dialog.

Encapsulation

Choose the type of encapsulation that will be used for this link.
e PPPoE—Specifies Point-to-Point Protocol over Ethernet encapsulation.
e PPPoA—Specifies Point-to-Point Protocol over ATM encapsulation.
¢ RFC 1483 Routing (AALS SNAP)—Specifies that each PVC can carry multiple protocols.
e RFC 1483 Routing (AALS5 MUX)—Specifies that each PVC can carry only one type of protocol.

If you are editing a connection, the encapsulation is shown, but not editable. If you need to change the
encapsulation type, delete the connection and re-create it using the encapsulation type you need.

For more information on these encapsulation types, click Encapsulation Autodetect.

Virtual Path Identifier
The virtual path identifier (VPI) is used in ATM switching and routing to identify the path used for a
number of connections. Obtain this value from your service provider.

If you are editing an existing connection, this field is disabled. If you need to change this value, delete
the connection and re-create it using the value you need.

Virtual Circuit Identifier

The virtual circuit identifier (VCI) is used in ATM switching and routing to identify a particular
connection within a path that your connection may share with other connections. Obtain this value from
your service provider.

If you are editing an existing connection, this field is disabled. If you need to change this value, delete
the connection and re-create it using the value you need.
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IP Address

Connection: G.SHDSL W

Choose how the router will obtain an IP address for this link. The fields that appear in this area change
according to the encapsulation type chosen. Your service provider or network administrator must tell you
the method the router should use to obtain an IP address.

Static IP address

If you choose Static IP Address, enter the address that the interface will use, and the subnet mask or
the network bits. Obtain this information from your service provider or network administrator. For more
information, see IP Addresses and Subnet Masks.

Dynamic IP address

If you choose Dynamic IP address, the interface will obtain an IP address from a DHCP server on the
network. If the DHCP server uses DHCP option 12, it sends a hostname for the router along with the IP
address the router is to use. Check with your service provider or network administrator to determine the
hostname sent.

IP Unnumbered

Choose this option if you want the interface to share an IP address with an Ethernet interface on the
router. If you choose this option, you must specify from the drop-down list the Ethernet interface whose
address you want to use.

IP Address for Remote Connection in Central Office

Equipment Type

Enter the IP address of the gateway system to which this link will connect. This IP address is supplied
by the service provider or network administrator. The gateway is the system to which the router must
connect to access the Internet or your WAN.

Choose one of the values:

CPE

Customer premises equipment. If the encapsulation type is PPPoE, CPE is automatically chosen and the
field is disabled.

co

Central office.

Operating Mode
Choose one of the values:
Annex A (U.S.)
Configures the regional operating parameters for North America.
Annex B (Europe)
Configures the regional operating parameters for Europe.
Cisco Configuration Professional User Guide
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Enable Multilink PPP

Check this check box if you want to use Multilink Point-to-Point Protocol (MLP) with this interface.
MLP can improve the performance of a network with multiple WAN connections by using load balancing
functionality, packet fragmentation, bandwidth-on-demand, and other features.

Authentication

Click if you need to enter CHAP or PAP authentication information.

Dynamic DNS

Enable dynamic DNS if you want to update your DNS servers automatically whenever the WAN
interface IP address changes.

Note  This feature appears only if supported by the Cisco IOS release on your router.

To choose a dynamic DNS method to use, do one of the following:
e Enter the name of an existing dynamic DNS method.

Enter the name in the Dynamic DNS Method field exactly as it appears in the list in Configure >
Router > DNS > Dynamic DNS Methods.

e Choose an existing dynamic DNS method from a list.

Click the drop-down menu and choose an existing method. A window with a list of existing dynamic
DNS methods opens. This menu choice is available only if there are existing dynamic DNS methods.

¢ Create a new dynamic DNS method.
Click the drop-down menu and choose to create a new dynamic DNS method.

To clear an associated dynamic DNS method from the interface, choose None from the drop-down menu.

Connection: Cable Modem

Use this dialog to change the default IP address of the cable modem service module.

Field Description

Table 6-1 Cable Modem

Element Description

Change the default service module IP address

Check box Check the Change the default service module IP address check
box to change the default IP address of this service module.
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Connection: Serial Interface, Frame Relay Encapsulation

Table 6-1 Cable Modem

Element Description

IP Address Enter the IP address in dotted decimal format. For example,
192.168.4.5

Subnet Mask Enter the subnet mask in decimal format, or choose the number of

bits to include in the subnet mask. An example of a subnet mask in
decimal format is 255.255.255.0. That subnet mask value is
equivalent to 24 bits. Use the up arrow and the down arrow to
choose the number of bits. If you enter a decimal value, the bit value
is automatically updated. If you enter a bit value, the decimal value
is automatically updated.

Connection: Serial Interface, Frame Relay Encapsulation

Encapsulation

IP Address

DLCI

Complete these fields if you are configuring a serial subinterface for Frame Relay encapsulation. If you
are editing a connection or creating a connection in the Edit Interfaces and Connections window, the
encapsulation is shown but is not editable. If you need to change the encapsulation type, delete the
connection and re-create it using the encapsulation type you need.

Frame Relay chosen.

Choose either Static IP address or IP unnumbered.

IP Address

If you chose Static IP address, enter the IP address for this interface. Obtain this value from your
network administrator or service provider. For more information, see IP Addresses and Subnet Masks.

Subnet Mask

If you chose Static IP address, enter the subnet mask. The subnet mask specifies the portion of the IP
address that provides the network address. This value is synchronized with the subnet bits. Your network
administrator or service provider provides the value of the subnet mask or the network bits.

Subnet Bits

Alternatively, enter the network bits to specify how much of the IP address provides the network address.

IP Unnumbered

If you chose IP unnumbered, the interface will share an IP address that has already been assigned to
another interface. Choose the interface whose IP address this interface is to share.

Enter the data link connection identifier (DLCI) in this field. This number must be unique among all
DLCIs used on this interface. The DLCI provides a unique Frame Relay identifier for this connection.
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LMI Type

If you are editing an existing connection, the DLCI field will be disabled. If you need to change the
DLCI, delete the connection and create it again.

Ask your service provider which of the following Local Management Interface (LMI) types you should
use. The LMI type specifies the protocol used to monitor the connection:

ANSI
Annex D defined by American National Standards Institute (ANSI) standard T1.617.

Cisco
LMI type defined jointly by Cisco and three other companies.

ITU-T Q.933
ITU-T Q.933 Annex A.

Autosense

Default. This setting allows the router to detect which LMI type is used by the switch and then use that
type. If autosense fails, the router will use the Cisco LMI type.

Use IETF Frame Relay Encapsulation

Clock Settings

Dynamic DNS

Note

Check this check box to use Internet Engineering Task Force (IETF) encapsulation. This option is used
to connect with routers not from Cisco. Check this box if you are connecting to a router not from Cisco
on this interface.

In most cases, clock settings should not be changed from the default values. If you know that your

requirements are different from the defaults, click and adjust the clock settings in the window displayed.

The Clock Settings button appears only if you are configuring a T1 or E1 serial connection.

Enable dynamic DNS if you want to update your DNS servers automatically whenever the WAN
interface IP address changes.

This feature appears only if supported by the Cisco I0S release on your router.

To choose a dynamic DNS method to use, do one of the following:
¢ Enter the name of an existing dynamic DNS method.

Enter the name in the Dynamic DNS Method field exactly as it appears in the list in Configure >
Router > DNS> Dynamic DNS Methods.

¢ Choose an existing dynamic DNS method from a list.

Click the drop-down menu and choose an existing method. A window with a list of existing dynamic

DNS methods opens. This menu choice is available only if there are existing dynamic DNS methods.

e Create a new dynamic DNS method.
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Connection: Serial Interface, PPP Encapsulation Il

Click the drop-down menu and choose to create a new dynamic DNS method.

To clear an associated dynamic DNS method from the interface, choose None from the drop-down menu.

Connection: Serial Interface, PPP Encapsulation

Complete these fields if you are configuring a serial interface for Point-to-Point Protocol encapsulation.
If you are editing a connection or creating a connection in the Edit Interfaces and Connections window,
the encapsulation is shown but is not editable. If you need to change the encapsulation type, delete the
connection and re-create it using the encapsulation type you need.

Encapsulation

PPP chosen.

IP Address

Choose Static IP Address, IP Unnumbered, or IP Negotiated. If you choose IP Unnumbered, choose
the interface whose IP address this interface is to share. If you choose IP Negotiated, the router obtains
an IP address from the service provider for this interface. If you choose Specify an IP address, complete
the fields below.

IP Address

Enter the IP address for this point-to-point subinterface. Obtain this value from your network
administrator or service provider. For more information, see IP Addresses and Subnet Masks.

Subnet Mask

Enter the subnet mask. The subnet mask specifies the portion of the IP address that provides the network
address. This value is synchronized with the network bits. Obtain the value of the subnet mask or the
network bits from your network administrator or service provider.

Subnet Bits

Alternatively, enter the network bits to specify how many bits in the IP address provide the network
address.

Authentication

Click if you need to enter CHAP or PAP authentication information.

Clock Settings

In most cases, clock settings should not be changed from the default values. If you know that your
requirements are different from the defaults, click and adjust the clock settings in the window displayed.

The Clock Settings button appears only if you are configuring a T1 or E1 serial connection.

Dynamic DNS

Enable dynamic DNS if you want to update your DNS servers automatically whenever the WAN
interface IP address changes.

Cisco Configuration Professional User Guide
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S

Note  This feature appears only if supported by the Cisco I0S release on your router.

To choose a dynamic DNS method to use, do one of the following:
¢ Enter the name of an existing dynamic DNS method.

Enter the name in the Dynamic DNS Method field exactly as it appears in the list in Configure >
Router > DNS > Dynamic DNS Methods.

¢ Choose an existing dynamic DNS method from a list.

Click the drop-down menu and choose an existing method. A window with a list of existing dynamic
DNS methods opens. This menu choice is available only if there are existing dynamic DNS methods.

e Create a new dynamic DNS method.
Click the drop-down menu and choose to create a new dynamic DNS method.

To clear an associated dynamic DNS method from the interface, choose None from the drop-down menu.

Connection: Serial Interface, HDLC Encapsulation

Fill out these fields if you are configuring a serial interface for HDLC encapsulation. If you are editing
a connection or creating a connection in the Edit Interfaces and Connections window, the encapsulation
is shown but is not editable. If you need to change the encapsulation type, delete the connection and
re-create it using the encapsulation type you need.

Encapsulation

HDLC chosen.

IP Address

Choose either Static IP address or IP Unnumbered. If you choose IP Unnumbered, choose the
interface whose IP address this interface is to share. If you choose Static IP Address, complete the fields
below.

IP Address

Enter the IP address for this interface. Obtain this value from your network administrator or service
provider. For more information, see IP Addresses and Subnet Masks.

Subnet Mask

Enter the subnet mask. The subnet mask specifies the portion of the IP address that provides the network
address. This value is synchronized with the network bits. Obtain the value of the subnet mask or the
network bits from your network administrator or service provider.

Subnet Bits

Alternatively, choose the number of bits that specify how much of the IP address provides the network
address.
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Clock Settings

Dynamic DNS

Note

Add or Edit GRE Tunnel

In most cases, clock settings should not be changed from the default values. If you know that your
requirements are different from the defaults, click and adjust the clock settings in the window displayed.

The Clock Settings button appears only if you are configuring a T1 or E1 serial connection.

Enable dynamic DNS if you want to update your DNS servers automatically whenever the WAN
interface IP address changes.

This feature appears only if supported by the Cisco I0S release on your router.

To choose a dynamic DNS method to use, do one of the following:
¢ Enter the name of an existing dynamic DNS method.

Enter the name in the Dynamic DNS Method field exactly as it appears in the list in Configure >
Router > DNS > Dynamic DNS Methods.

¢ Choose an existing dynamic DNS method from a list.

Click the drop-down menu and choose an existing method. A window with a list of existing dynamic
DNS methods opens. This menu choice is available only if there are existing dynamic DNS methods.

¢ Create a new dynamic DNS method.
Click the drop-down menu and choose to create a new dynamic DNS method.

To clear an associated dynamic DNS method from the interface, choose None from the drop-down menu.

Add or Edit GRE Tunnel

Tunnel Number

Tunnel Source

Tunnel Destination

You can add a GRE tunnel to an interface or edit an existing interface in this window. This window does
not appear if the GRE tunnel is not configured using gre ip mode.

Enter a number for this tunnel.

Choose the interface that the tunnel will use. This interface must be reachable from the other end of the
tunnel; therefore, it must have a public, routable IP address.

The tunnel destination is the interface on the router at the other end of the tunnel. Choose whether you
will specify an IP address or a hostname, and then enter that information. If you chose IP address,
provide the IP address and subnet mask in dotted decimal format; for example, 192.168.20.1 and
255.255.255.0.

Make sure that this address or hostname is reachable using the ping command; otherwise, the tunnel will
not be properly created.
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Tunnel IP Address

Enter the IP address of the tunnel in dotted decimal format; for example, 192.168.20.1. For more
information, see “IP Addresses and Subnet Masks” section on page 98-1.

GRE Keepalive Check Box

Check the GRE Keepalive Check Box for the router to send GRE keepalives. Specify the interval, in
seconds, that keepalives will be sent, and the waiting period, in seconds, between retries.

Maximum Transmission Unit

Enter the maximum transmission unit (MTU) size. If you want the size adjusted to a lower value when
the adjustment should avoid packet fragmentation, click Adjust MTU to avoid fragmentation.

Bandwidth

Click to specify the bandwidth for this tunnel in kilobytes.

Connection: ISDN BRI

Complete these fields if you are configuring an ISDN BRI connection. Because Cisco CP supports only
PPP encapsulation over an ISDN BRI connection, the encapsulation shown is not editable.

Encapsulation

PPP chosen.

ISDN Switch Type

Choose the ISDN switch type. Contact your ISDN service provider for the switch type for your
connection.
Cisco CP supports these BRI switch types:
e For North America:
— Dbasic-5ess—Lucent (AT&T) basic rate SESS switch
— basic-dms100—Northern Telecom DMS-100 basic rate switch
— basic-ni—National ISDN switches
e For Australia, Europe, and the United Kingdom:
— basic-1tr6—German 1TR6 ISDN switch

— basic-net3—NET3 ISDN BRI for Norway NET3, Australia NET3, and New Zealand NET3
switch types; ETSI-compliant switch types for Euro-ISDN E-DSS1 signaling system

— vn3—French ISDN BRI switches
¢ For Japan:
- ntt—Japanese NTT ISDN switches
e For Voice/PBX systems:
— basic-gsig—PINX (PBX) switches with QSIG signaling per Q.931 ()
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SPIDs

Connection: ISODON BRI

Click if you need to enter service profile ID (SPID) information.

Some service providers use SPIDs to define the services subscribed to by the ISDN device that is
accessing the ISDN service provider. The service provider assigns the ISDN device one or more SPIDs
when you first subscribe to the service. If you are using a service provider that requires SPIDs, your
ISDN device cannot place or receive calls until it sends a valid, assigned SPID to the service provider
when accessing the switch to initialize the connection.

Only the DMS-100 and NI switch types require SPIDs. The Lucent (AT&T) SESS switch type may
support a SPID, but we recommend that you set up that ISDN service without SPIDs. In addition, SPIDs
have significance at the local-access ISDN interface only. Remote routers never receive the SPID.

A SPID is usually a seven-digit telephone number with some optional numbers. However, service
providers may use different numbering schemes. For the DMS-100 switch type, two SPIDs are assigned,
one for each B channel.

Remote Phone Number

Enter the phone number of the destination of the ISDN connection.

Options
Click if you need to associate ACLs with a dialer list to identify interesting traffic, enter timer settings,
or enable or disable multilink PPP.
Identifying interesting traffic will cause the router to dial out and create an active connection only when
the router detects interesting traffic.
Timer settings will cause the router to automatically disconnect a call after the line is idle for the
specified amount of time.
Multilink PPP can be configured to provide load balancing between ISDN B channels.

IP Address
Choose Static IP address, IP Unnumbered, or IP Negotiated. If you choose Specify an IP address,
complete the fields below.
IP Address
Enter the IP address for this point-to-point subinterface. Obtain this value from your network
administrator or service provider. For more information, see “IP Addresses and Subnet Masks” section
on page 98-1.
Subnet Mask
Enter the subnet mask. The subnet mask specifies the portion of the IP address that provides the network
address. This value is synchronized with the network bits. Obtain the value of the subnet mask or the
network bits from your network administrator or service provider.
Subnet Bits
Alternatively, enter the network bits to specify how many bits in the IP address provide the network
address.
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Authentication

Dynamic DNS

Note

Click if you need to enter CHAP or PAP authentication information.

Enable dynamic DNS if you want to update your DNS servers automatically whenever the WAN
interface IP address changes.

This feature appears only if supported by the Cisco I0S release on your router.

To choose a dynamic DNS method to use, do one of the following:
e Enter the name of an existing dynamic DNS method.

Enter the name in the Dynamic DNS Method field exactly as it appears in the list in Configure >
Router > DNS > Dynamic DNS Methods.

¢ Choose an existing dynamic DNS method from a list.

Click the drop-down menu and choose an existing method. A window with a list of existing dynamic

DNS methods opens. This menu choice is available only if there are existing dynamic DNS methods.

¢ Create a new dynamic DNS method.

Click the drop-down menu and choose to create a new dynamic DNS method.

To clear an associated dynamic DNS method from the interface, choose None from the drop-down menu.

Connection: Analog Modem

Encapsulation

Complete these fields if you are configuring an analog modem connection. Because Cisco CP supports
only PPP encapsulation over an analog modem connection, the encapsulation shown is not editable.

PPP chosen.

Remote Phone Number

Options

Clear Line

Enter the phone number of the destination of the analog modem connection.

Click if you need to associate ACLs with a dialer list to identify interesting traffic or enter timer settings.

Identifying interesting traffic will cause the router to dial out and create an active connection only when
the router detects interesting traffic.

Timer settings will cause the router to automatically disconnect a call after the line is idle for the
specified amount of time.

Click to clear the line. You should clear the line after creating an async connection so that interesting
traffic triggers the connection.
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IP Address

Authentication

Dynamic DNS

Note

Connection: Analog Modem

Choose Static IP address, IP Unnumbered, or IP Negotiated. If you choose Specify an IP address,
complete the fields below.

IP Address

Enter the IP address for this point-to-point subinterface. Obtain this value from your network
administrator or service provider. For more information, see “IP Addresses and Subnet Masks” section
on page 98-1.

Subnet Mask

Enter the subnet mask. The subnet mask specifies the portion of the IP address that provides the network
address. This value is synchronized with the network bits. Obtain the value of the subnet mask or the
network bits from your network administrator or service provider.

Subnet Bits

Alternatively, enter the network bits to specify how many bits in the IP address provide the network
address.

Click if you need to enter CHAP or PAP authentication information.

Enable dynamic DNS if you want to update your DNS servers automatically whenever the WAN
interface IP address changes.

This feature appears only if supported by the Cisco I0S release on your router.

To choose a dynamic DNS method to use, do one of the following:
¢ Enter the name of an existing dynamic DNS method.

Enter the name in the Dynamic DNS Method field exactly as it appears in the list in Configure >
Router > DNS > Dynamic DNS Methods.

¢ Choose an existing dynamic DNS method from a list.

Click the drop-down menu and choose an existing method. A window with a list of existing dynamic
DNS methods opens. This menu choice is available only if there are existing dynamic DNS methods.

e Create a new dynamic DNS method.
Click the drop-down menu and choose to create a new dynamic DNS method.

To clear an associated dynamic DNS method from the interface, choose None from the drop-down menu.
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Connection: (AUX Backup)

Encapsulation

Complete these fields if you are configuring an asynchronous dial-up connection using the console port
to double as an AUX port on a Cisco 831 or 837 router. Enter the information in this window, click
Backup Details and enter dial-backup information, which is required for this type of connection. Note
that because Cisco CP supports only PPP encapsulation over an analog modem connection, the
encapsulation shown is not editable.

The option to configure the AUX port as a dial-up connection is available only for the Cisco 831 and 837
routers. This option will not be available for those routers if any of the following conditions occur:

e Router is not using a Zutswang Cisco IOS release
e Primary WAN interface is not configured
e Asynchronous interface is already configured

¢ Asynchronous interface is not configurable by Cisco CP because of the presence of unsupported
Cisco IOS commands in the existing configuration

PPP chosen.

Remote Phone Number

Options

Clear Line

IP Address

Enter the phone number of the destination of the analog modem connection.

Click if you need to associate ACLs with a dialer list to identify interesting traffic or enter timer settings.

Identifying interesting traffic will cause the router to dial out and create an active connection only when
the router detects interesting traffic.

Timer settings will cause the router to automatically disconnect a call after the line is idle for the
specified amount of time.

Click to clear the line. You should clear the line after creating an async connection so that interesting
traffic triggers the connection.

Choose Static IP address, IP Unnumbered, or IP Negotiated. If you choose Specify an IP address,
complete the fields below.

IP Address

Enter the IP address for this point-to-point subinterface. Obtain this value from your network
administrator or service provider. For more information, see “IP Addresses and Subnet Masks” section
on page 98-1.
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Backup Details

Authentication

Dynamic DNS

Note

Authentication

Subnet Mask

Enter the subnet mask. The subnet mask specifies the portion of the IP address that provides the network
address. This value is synchronized with the network bits. Obtain the value of the subnet mask or the
network bits from your network administrator or service provider.

Subnet Bits

Alternatively, enter the network bits to specify how many bits in the IP address provide the network
address.

Click to display the Backup Configuration window, which lets you configure dial-backup information
for this connection. This information is mandatory for this type of connection, and an error will be
displayed if you try to complete the connection configuration without entering dial-backup configuration
information.

Click if you need to enter CHAP or PAP authentication information.

Enable dynamic DNS if you want to update your DNS servers automatically whenever the WAN
interface IP address changes.

This feature appears only if supported by the Cisco IOS release on your router.

To choose a dynamic DNS method to use, do one of the following:
¢ Enter the name of an existing dynamic DNS method.

Enter the name in the Dynamic DNS Method field exactly as it appears in the list in Configure >
Router > DNS > Dynamic DNS Methods.

¢ Choose an existing dynamic DNS method from a list.

Click the drop-down menu and choose an existing method. A window with a list of existing dynamic
DNS methods opens. This menu choice is available only if there are existing dynamic DNS methods.

¢ Create a new dynamic DNS method.
Click the drop-down menu and choose to create a new dynamic DNS method.

To clear an associated dynamic DNS method from the interface, choose None from the drop-down menu.

Authentication

This page is displayed if you enabled PPP for a serial connection or PPPoE encapsulation for an ATM
or Ethernet connection, or you are configuring an ISDN BRI or analog modem connection. Your service
provider or network administrator may use a Challenge Handshake Authentication Protocol (CHAP)
password or a Password Authentication Protocol (PAP) password to secure the connection between the
devices. This password secures both incoming and outgoing access.
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CHAP/PAP

Login Name

Password

Reenter Password

Check the box for the type of authentication used by your service provider. If you do not know which
type your service provider uses, you can check both boxes. The router will attempt both types of
authentication, and one attempt will succeed.

CHAP authentication is more secure than PAP authentication.

The login name is given to you by your service provider and is used as the username for CHAP/PAP
authentication.

Enter the password exactly as given to you by your service provider. Passwords are case sensitive. For
example, the password fest is not the same as TEST.

Reenter the same password that you entered in the previous box.

SPID Details

SPID1

SPID2

Some service providers use service profile ID numbers (SPIDs) to define the services subscribed to by
the ISDN device that is accessing the ISDN service provider. The service provider assigns the ISDN
device one or more SPIDs when you first subscribe to the service. If you are using a service provider
that requires SPIDs, your ISDN device cannot place or receive calls until it sends a valid, assigned SPID
to the service provider when accessing the switch to initialize the connection.

Only the DMS-100 and NI switch types require SPIDs. The AT&T 5ESS switch type may support a
SPID, and we recommend that you set up that ISDN service without SPIDs. In addition, SPIDs have
significance at the local-access ISDN interface only. Remote routers never receive the SPID.

A SPID is usually a seven-digit telephone number with some optional numbers. However, service
providers may use different numbering schemes. For the DMS-100 switch type, two SPIDs are assigned,
one for each B channel.

Enter the SPID to the first BRI B channel provided to you by your ISP.

Enter the SPID to the second BRI B channel provided to you by your ISP.

Dialer Options

Both ISDN BRI and analog modem interfaces can be configured for dial-on-demand routing (DDR),
which causes the connection to dial out and become active only under specified circumstances, thus
saving connection time and cost. This window lets you configure options specifying when ISDN BRI or
analog modem connections should be initiated and ended.

Cisco Configuration Professional User Guide



| Chapter6 Edit Interface/Connection

Dialer Options W

Dialer List Association

Timer Settings

Enable Multilink PPP

The dialer list lets you associate the ISDN BRI or analog modem connection with an ACL to identify
interesting traffic. Identifying interesting traffic will cause the interface to dial out and establish a
connection only when the router detects data traffic that matches the ACL.

Allow all IP traffic

Choose this option to cause the interface to dial out and establish a connection whenever there is any IP
traffic being sent over the interface.

Filter traffic based on selected ACL

Choose this option to associate an ACL, which must be created using the rules interface, with the
interface. Only traffic that matches the traffic identified in the ACL will cause the interface to dial out
and establish a connection.

You can enter the ACL number you want to associate with the dialer interface to identify interesting
traffic, or you can click the button next to the field to browse the list of ACLs or create a new ACL and
choose it.

Timer settings let you configure the maximum amount of time that a connection with no traffic stays
active. By configuring timer settings, you can have connections that shut down automatically, saving you
connection time and cost.

Idle timeout

Enter the number of seconds that are allowed to pass before an idle connection (one that has no traffic
passing over it) is terminated.

Fast idle timeout

The fast idle timeout is used when one connection is active while a competing connection is waiting to
be made. The fast idle timeout sets the maximum number of seconds with no interesting traffic before
the active connection is terminated and the competing connection is made.

This occurs when the interface has an active connection to a next hop IP address and the interface
receives interesting data with a different next hop IP destination. Because the dialer connection is
point-to-point, the competing packet cannot be delivered until the current connection is ended. This
timer sets the amount of time that must pass while the first connection is idle before that connection will
be terminated and the competing connection made.

Multilink PPP lets you load-balance data over multiple ISDN BRI B channels and asynchronous
interfaces. With multilink PPP, when an ISDN connection is initially made, only one B channel is used
for the connection. If the traffic load on the connection exceeds the specified threshold (entered as a
percentage of total bandwidth), then a connection with a second B channel is made, and the data traffic
is shared over both connections. This has the advantage of reducing connection time and cost when data
traffic is low, and letting you use your full ISDN BRI bandwidth when it is needed.

Check this check box to enable multilink PPP. Uncheck it if you do not want to enable multilink PPP.
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Load Threshold

Use this field to configure the percentage of bandwidth that must be used on a single ISDN BRI channel
before another ISDN BRI channel connection will be made to load-balance traffic. Enter a number
between 1 and 255, where 255 equals 100 percent of bandwidth on the first connection being utilized.

Data Direction
Cisco CP supports Multilink PPP only for outbound network traffic.

Backup Configuration

Enable Backup

Primary Interface

Tracking Details

Next Hop Forwarding

ISDN BRI and analog modem interfaces can be configured to work as backup interfaces to other, primary
interfaces. In that case, an ISDN or analog modem connection will be made only if the primary interface
goes down for some reason. If the primary interface and connection go down, the ISDN or analog modem

interface will immediately dial out and try to establish a connection so that network services are not lost.

Check if you want this ISDN BRI or analog modem interface to act as a backup connection. Uncheck
this check box if you do not want the ISDN BRI or analog modem interface to be a backup interface.

Choose the interface on the router that will maintain the primary connection. The ISDN BRI or analog
modem connection will only be made if the connection on the chosen interface goes down.

Use this section to identify a specific host to which connectivity must be maintained. The router will
track connectivity to that host, and if the router discovers that connectivity to the host specified was lost
by the primary interface, this will initiate a backup connection over the ISDN BRI or analog modem
interface.

Hostname or IP Address to he Tracked

Enter the hostname or IP address of the destination host to which connectivity will be tracked. Specify
an infrequently contacted destination as the site to be tracked.

Track Object Number

This is a read-only field that displays an internal object number generated and used by Cisco CP for
tracking the connectivity to the remote host.

These fields are optional. You can enter the IP address to which the primary and backup interfaces will
connect when they are active. This is known as the next hop IP address. If you do not enter next hop IP
addresses, Cisco CP will configure static routes using the interface name. Note that when you back up a
multipoint WAN connection, such as an Ethernet connection, you must enter next hop IP addresses for
routing to occur properly, but when backing up a point-to-point connection, this information is not
necessary.
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Primary Next Hop IP Address
Enter the next hop IP address of the primary interface.

Backup Next Hop IP Address
Enter the next hop IP address of the ISDN BRI or analog modem backup interface.

Delete Connection

You can delete a WAN connection that appears in the Edit Interface/Connections window. This window
appears when you are deleting an interface configuration, and when the connection you want to delete
contains associations such as access rules that have been applied to this interface. This window gives
you the opportunity to save the associations for use with another connection.

When you delete a connection, the Create New Connection list is refreshed if the deletion makes a
connection type available that was not available before the deletion.

You can automatically delete all associations that the connection has, or delete the associations later.

To view the associations that the connection has:

Click View Details.

To delete the connection and all associations:

Click Automatically delete all associations, and then click OK to cause Cisco CP to delete the
connection and all of the associations.

To manually delete the associations:

To manually delete the associations, click View Details to see a list of the associations that this
connection has. Make note of the associations, choose I will delete the associations later, and then click
OK. You can manually delete the associations using the instructions in the following list.

The possible associations and the instructions for deleting them are:

e Default Static Route—The interface is configured as the forwarding interface for a default static
route. To delete the static route with which this interface is associated, click Configure, then click
Routing. Click the static route in the Static Routing table, and click Delete.

e Port Address Translation—PAT is configured, using the interface on which this connection was
created. To delete the PAT association, click Configure, then click NAT. Click the rule associated
with this connection, and click Delete.

e NAT—The interface is designated as either a NAT inside or NAT outside interface. To delete the
NAT association, click Configure, then click Interfaces and Connections. Click the connection in
the interface list, and then click Edit. Click the NAT tab, then choose None from the NAT
drop-down menu.

e ACL—An ACL is applied to the interface on which the connection was created. To delete the ACL,
click Configure, then click Interfaces and Connections. Click the connection in the Interface List,
then click Edit. Click the Association tab, then in the Access Rule group, click the ... button, which
is next to both the Inbound and Outbound fields, and click None.
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¢ Inspect—An inspection rule is applied to the interface on which the connection was created. To
delete the inspection rule, click Configure, then click Interfaces and Connections. Click the
connection in the Interface List, then click Edit. Click the Association tab, in the Inspection Rule
group, for both the Inbound and Outbound fields, choose None.

e Crypto—A crypto map is applied to the interface on which the connection was created. To delete
the crypto map, click Configure, then click Interfaces and Connections. Click the connection in
the Interface List, and then click Edit. Click the Association tab, in the VPN group, in the
IPSec Policy field, click None.

e EZVPN—An Easy VPN is applied to the interface on which the connection was created. To delete
the Easy VPN, click Configure, then click Interfaces and Connections. Click the connection in
the Interface List, and then click Edit. Click the Association tab, in the VPN group, in the
Easy VPN field, click None.

e VPDN—VPDN commands that are required for a PPPoE configuration are present in the router
configuration. If there are any other PPPoE connections configured on the router, do not delete the
VPDN commands.

¢ ip tcp adjust mss—This command is applied to a LAN interface to adjust the TCP maximum size.
If there are any other PPPoE connections configured on the router, do not delete this command.

¢ Backup connection—When a backup connection is configured for the primary interface.To delete
the backup association, click Configure, then click Interfaces and Connections. Click the Backup
interface in the Interface List, then click Edit. Click the Backup tab and uncheck the Enable
Backup check box.

e PAT on Backup connection—PAT is configured on the backup interface. To delete the PAT
association, click Configure, then click NAT. Click the rule associated with this connection, and
then click Delete.

¢ Floating Default Route on Backup connection—The Backup interface is configured with a floating
default static route. To delete the floating static route, click Configure, then click Routing. Click
the floating static route in the Static Routing table, and click Delete.

Connectivity Testing and Troubleshooting

This window allows you to test a configured connection by pinging a remote host. If the ping fails, Cisco
CP reports the probable cause and suggests actions you can take to correct the problem.

Which connection types can be tested?
Cisco CP can troubleshoot ADSL, G.SHDSL V1, and G.SHDSL V2 connections, using PPPoE,
AALSSNAP, or AALSMUX encapsulation.
Cisco CP can troubleshoot Ethernet connections with PPPoE encapsulation.

Cisco CP cannot troubleshoot unencapsulated Ethernet connections, Serial and T1 or E1 connections,
Analog connections, and ISDN connections. Cisco CP provides basic ping testing for these connection

types.

What is Basic Ping Testing?

When Cisco CP performs basic ping testing, it does the following:
1. Checks the interface status to see if it is up or down.

2. Checks DNS Settings, whether they are Cisco CP default options or user-specified hostnames.
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3. Checks for DHCP and IPCP configurations on the interface.

4, Exits interface test.

5. Pings the destination.

Cisco CP reports the results of each of these checks in the Activity/Status columns. If the ping succeeds,
then the connection will be reported as successful. Otherwise the connection is reported down, and the
test that failed is noted.

How does Cisco CP Troubleshoot?

When Cisco CP troubleshoots a connection, it performs a more extensive check than the basic ping test.
If the router fails a test, Cisco CP performs additional checks so it can provide you with the possible
reasons for failure. For example, if Layer 2 status is down, Cisco CP attempts to determine the reasons,
reports them, and recommends actions you can take to rectify the problem. Cisco CP performs the
following tasks:

1.

Checks interface status. If the Layer 2 protocol is up, Cisco CP goes to Step 2.

If Layer 2 protocol status is down, Cisco CP checks ATM PVC status for XDSL connections, or
PPPOE status for encapsulated Ethernet connections.

— If the ATM PVC test fails, Cisco CP displays possible reasons for the failure and actions you
can take to correct the problem.

— If the PPPoE connection is down, there is a cabling problem, and Cisco CP displays appropriate
reasons and actions.

After performing these checks, the test is terminated and Cisco CP reports the results and suggests
actions.

Checks DNS Settings, whether they are Cisco CP default options or user-specified hostnames.

Checks DHCP or IPCP configuration and status. If the router has an IP address through either DHCP
or IPCP, Cisco CP goes to Step 4.

If the router is configured for DHCP or IPCP but has not received an IP address through either of
these methods, Cisco CP performs the checks in Step 1. The test terminates and Cisco CP reports
the results and suggests actions.

Pings the destination. If the ping succeeds, Cisco CP reports success.
If the ping fails on an xDSL connection with PPPoE encapsulation, Cisco CP checks:
- ATM PVC status
— PPPoE tunnel status
— PPP authentication status
After performing these checks, Cisco CP reports the reason that the ping failed.
If the ping fails on an Ethernet with PPPoE encapsulation connection, Cisco CP checks:
— PPPOE tunnel status
— PPP authentication status
After performing these checks, Cisco CP reports the reason that the ping failed.

If the ping fails on an xDSL connection with AAL5SSNAP or AALSMUX encapsulation, Cisco CP
checks the ATM PVC status and reports the reason the ping failed.
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IP Address/Hostname

Summary

Details

Activity

Status

Reason

Specify the server name to ping to test WAN interface.

Automatically determined by Cisco CP

Cisco CP pings its default host to test WAN interface. Cisco CP detects the statically configured DNS
servers on the router, and dynamically imported DNS servers. Cisco CP pings these servers, and if
successful pings exit through the interface under test, Cisco CP reports success. If no pings succeeds, or
successful pings are not found to exit the interface being tested, Cisco CP reports failure.

User Specified
Specify the IP address of the hostname of your choice for testing the WAN interface.

Click this button if you want to view the summarized troubleshooting information.
Click this button if you want to view the detailed troubleshooting information.
This column displays the troubleshooting activities.

Displays the status of each troubleshooting activity by the following icons and text alerts:

L+ The connection is up.
‘ The connection is down.
f Test is successful.

Test failed.

This box provides the possible reasons for the WAN interface connection failure.

Recommended action(s)

This box provides a possible action or solution to rectify the problem.
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What Do You Want to Do?

To: Do this:

Troubleshoot the WAN interface Click the Start button.

connection. When a test is running, the Start button label changes to Stop.
You have the option to abort the troubleshooting while the
test is in progress.

Save the test report. Click the Save Report button to save the test report in HTML
format.
This button will be active only when test is in progress or
when the testing is complete.

Cisco Configuration Professional User Guide
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Edit Controller/Connection

The Edit Controller/Connection tab appears when there are DSL or VDSL controllers installed on the
router. It enables you to configure DSL controllers, G.SHDSL controllers, and VDSL controllers. We
recommend that you perform the initial controller configuration using the wizards available from the
Create Connection tab.

This chapter contains the following sections:
¢ Configuring a Cisco WIC-1SHDSL-V2 Controller, page 7-1
e Configuring a Cisco Multi-mode VDSL Router, page 7-5
e Configuring a Cisco HWIC-SHDSL Controller, page 7-8

Configuring a Cisco WIC-1SHDSL-V2 Controller

Step 1
Step 2
Step 3

Step 4

Step 5

To configure a Cisco WIC-1SHDSL-V?2 controller, complete the following steps:

Click Configure > Interface Management > Interface and Connections.
Click Edit Controllers/Connection.

In the Controllers pane, click the Plus (+) icon next to the DSL Controller branch to display the available
DSL controllers.

In the right pane, configure the interfaces associated with the controller. You can add, edit, delete,
enable, or disable an interface. See the section DSL Controller Screen Reference, page 7-1 for more
information.

To test a configuration change that you have made, choose the interface you have made changes to, and
click Test Connection.

DSL Controller Screen Reference

The following sections describes the screens used to configure a Cisco WIC-1SHDSL-V?2 controller:
e DSL Edit Controllers/Connection Tab, page 7-9
e Configure DSL Controller, page 7-2
e Add a G.SHDSL Connection, page 7-3
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Configure DSL Controller

Cisco CP supports the configuration of the Cisco WIC-1SHDSL-V2. This WIC supports TI, E1, or a
G.SHDSL connection over an ATM interface. However, Cisco CP supports only a G.SHDSL connection
using the ATM interface.

The Configure DSL Controller window lets you set the controller mode on the WIC to ATM, enabling a
G.SHDSL connection, and lets you create or edit DSL controller information for the G.SHDSL

connection.

How to get to this screen

Click Configure > Interface Management > Interface and Connections > Edit Controllers
/Connection > DSL Controller > DSL N/N/N.

Field Reference
Table 7-1 describes the fields to configure the DSL Controller.

Table 7-1 Configure DSL Controller Fields

Element

Description

Controller Mode

Cisco CP supports only ATM mode, which provides for a G.SHDSL
connection, on this controller. This field is automatically set to ATM
mode when the OK button is clicked.

Equipment Type

If the connection terminates at the central office, choose CO.

If the connection terminates at customer premises equipment,
choose CPE.

Operating Mode

Choose whether the DSL connection should use Annex A signaling
(for DSL connections in the United States) or Annex B signaling
(for DSL connections in Europe).

Line Mode

Choose whether this is a 2-wire or 4-wire G.SHDSL connection.

Line Number

Choose the interface number on which the connection will be made.

Line Rate

Choose the DSL line rate for the G.SHDSL port. If you choose a
2-wire connection, you can choose either auto, which configures the
interface to automatically negotiate the line rate between the
G.SHDSL port and the DSLAM, or the actual DSL line rate. The
supported line rates are 200, 264, 392, 520, 776, 1032, 1160, 1544,
2056, and 2312.

If you have chosen a 4-wire connection, you must choose a fixed
line rate. The supported line rates for a 4-wire connection are 384,
512, 640, 768, 896, 1024, 1152, 1280, 1408, 1664, 1792, 1920,
2048, 2176, 2304, 2432, 2688, 2816, 2944, 3072, 3200, 3328, 3456,
3584, 3712, 3840, 3968, 4096, 4224, 4352, 4480, and 4608.

Note If different DSL line rates are configured at opposite ends of
the DSL uplink, the actual DSL line rate is always the lower
rate.
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Table 7-1 Configure DSL Controller Fields (continued)

Element

Description

Enable Sound-to-Noise Ratio Margin

The sound-to-noise ratio margin provides a threshold for the DSL
modem to determine whether it should reduce or increase its power
output depending on the amount of noise on the connection. If you
have set the line rate to “auto”, you can enable this feature to
maximize the quality of the DSL connection. You cannot use this
feature if your line rate is fixed. To enable the sound-to-noise ratio
margin, check this check box and choose the ratio margins in the
Current and Snext fields. To disable this feature, uncheck this check
box.

Current

Choose the sound-to-noise ratio margin in the form of decibels (dB)
on the current connection. The lower the ratio chosen here, the more
noise will be tolerated on the connection. A lower dB setting will
cause the DSL modem to allow more noise on the line, potentially
resulting in a connection of lower quality but higher throughput. A
higher dB setting causes the modem to restrict noise, potentially
resulting in a connection of higher quality but lower throughput.

Snext

Choose the Self near-end crosstalk (Snext) sound-to-noise ratio
margin in the form of decibels.

DSL Connections

This area displays all of the G.SHDSL connections currently
configured on this controller. To configure a new G.SHDSL
connection, click Add. This displays the Add a G.SHDSL
Connection page, letting you configure the new connection. To edit
an existing G.SHDSL connection, choose the connection in this
field and click Edit. This also will display the Add a G.SHDSL
Connection page, letting you edit the connection configuration. To
delete a connection, choose the connection in this field, and click
Delete.

Add a G.SHDSL Connection

This dialog enables you to create or edit a G.SHDSL connection.

How to get to this screen

Click Configure > Interface Management > Interface and Connections > Edit
Controllers/Connection > DSL Controller > DSL N/N/N.
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Field Reference

Table 7-2 Add a G.SHDSL Connection
Element Description
Encapsulation Select the type of encapsulation to use for this link.

e PPPoE—specifies Point-to-Point Protocol over Ethernet
encapsulation.

e PPPoA—specifies Point-to-Point Protocol over ATM
encapsulation.

e RFC 1483 Routing (AALS SNAP)—specifies that each PVC
can carry multiple protocols.

e RFC 1483 Routing (AALS5 MUX)—specifies that each PVC
carry only one type of protocol.

If you are editing a connection, the encapsulation is shown, but not
editable. To change the encapsulation type, delete the connection
and recreate it using the encapsulation type you need.

Virtual Path Identifier The virtual path identifier (VPI) is used in ATM switching and
routing to identify the path used for a number of connections. Obtain
this value from your service provider.

If you are editing an existing connection, this field is disabled. To
change this value, delete the connection and recreate it using the
value you need.

Virtual Circuit Identifier The virtual circuit identifier (VCI) is used in ATM switching and
routing to identify a particular connection within a path that it may
share with other connections. Obtain this value from your service
provider.

If you are editing an existing connection, this field is disabled. To
change this value, delete the connection and recreate it using the
value you need.

IP Address Select how the router obtains an IP address for this link. The fields
that appear in this area change according to the encapsulation type
chosen. Your service provider or network administrator must tell
you the method the router should use to obtain an IP address.

Static IP address If you select Static IP address, enter the address that the interface
will use, and the subnet mask, or the network bits. Obtain this
information from your service provider or network administrator.
For more information, see the “IP Addresses and Subnet Masks”
section on page 98-1.

Dynamic IP address If you select Dynamic IP address, the interface will obtain an IP
address from a DHCP server on the network. If the DHCP server
uses DHCP option 12, it sends a host name for the router along with
the IP address it is to use. Check with your service provider or
network administrator to determine the host name sent.
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Table 7-2 Add a G.SHDSL Connection (continued)
Element Description
IP Unnumbered Select this option to have the interface share an IP address with an

Ethernet interface on the router. If you select this option, you must
specify from the drop-down list, the address of the Ethernet
interface to use.

Description

Enter a description of this connection that makes it easy to recognize
and manage.

Enable Multilink PPP

Check this check box to use Multilink Point-to-Point Protocol
(MLP) with this interface. MLP can improve the performance of a
network with multiple WAN connections by using load balancing
functionality, packet fragmentation, bandwidth-on-demand, and
other features.

Authentication

Click to enter CHAP or PAP authentication information.

Dynamic DNS

Enable dynamic DNS to automatically update your DNS servers
whenever the WAN interface’s IP address changes.

Note  This feature appears only if supported by the Cisco IOS

image.

Use one of the methods described

in the following rows to enable Dynamic DNS. The method is listed

in the left column, and the process is described in the right column.

Enter the name of an existing
dynamic DNS method.

Enter the name in the Dynamic DNS Method field exactly as it
appears in the list on the Configure > Router > DNS > Dynamic
DNS Methods screen.

Choose an existing dynamic
DNS method from a list.

Click the drop-down menu and choose an existing method. A
window with a list of existing dynamic DNS methods opens. This
menu choice is available only if there are existing dynamic DNS
methods.

Create a new dynamic DNS
method.

Click the drop-down menu and choose to create a new dynamic DNS
method.

To clear an associated dynamic DNS method from the interface, choose None from the drop-down

menu.

Configuring a Cisco Multi-mode VDSL Router

To configure a Cisco Multi-mode VDSL router, complete the following steps:

Step1  Click Configure > Interface Management > Interface and Connections.

Step2  Click Edit Controllers/Connection.

Step3  In the Controllers pane, click the Plus (+) icon next to the VDSL Controller branch to display the
available VDSL controllers.

Step 4 In the right pane, configure the interfaces associated with the controller. You can add, edit, delete,

enable, or disable an interface. See Cisco Multi-mode VDSL Router Reference for more information.
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Step5  To test a configuration change that you have made, choose the interface whose properties you have
changed, and click Test Connection.

Cisco Multi-mode VDSL Router Reference

The following sections describe the Cisco CP screens used to configure a Cisco Multi-mode VDSL
router:

e DSL Edit Controllers/Connection Tab, page 7-9
e Configure VDSL Controller dialog box, page 7-6
e Connection: Ethernet LAN, page 6-14

e Add a VDSL Connection dialog box, page 7-6

Configure VDSL Controller dialog box

Use this dialog box to configure the Cisco Multi-mode VDSL router.

How to get to this screen

Click Configure > Interface Management > Interface and Connections > Edit Controllers
/Connection > VDSL Controller > VDSL N/N/N > Edit.

Field Reference

Table 7-3 Configure VDSL Controller dialog box fields

Element Description

Operating Mode drop-down list |Choose ADSL1, ADSL2, ADSL2+, ETS1, or VDSL2 from the list.
The default selection is Auto.

Use lower tone of 29 to 48 for Select the checkbox to lower the upstream rate. The bandwidth and
Upstream Traffic checkbox traffic are adjusted in the DSL line from your customer
premises-equipment (CPE) to the Internet Service Provider (ISP).

Add a VDSL Connection dialog box

Use this dialog box to create or edit a VDSL connection.

How to get to this screen

Click Configure > Interface Management > Interface and Connections > Edit Controllers
/Connection > Add a VDSL Connection.
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Field Reference

Table 7-4 Add a VDSL Connection dialog box fields
Element Description
Encapsulation Select the type of encapsulation that will be used for this link.

e PPPoE—specifies Point-to-Point Protocol over Ethernet
encapsulation.

e PPPoA—specifies Point-to-Point Protocol over ATM
encapsulation.

e RFC 1483 Routing (AALS5 SNAP)—specifies that each PVC
can carry multiple protocols.

e RFC 1483 Routing (AALS5 MUX)—specifies that each PVC
carry only one type of protocol.

If you are editing a connection, the encapsulation is shown, but not
editable. If you need to change the encapsulation type, delete the
connection, and recreate it, using the encapsulation type you need.

Virtual Path Identifier The virtual path identifier (VPI) is used in ATM switching and
routing to identify the path used for a number of connections. Obtain
this value from your service provider.

If you are editing an existing connection, this field is disabled. If
you need to change this value, delete the connection and recreate it
using the value you need.

Virtual Circuit Identifier The virtual circuit identifier (VCI) is used in ATM switching and
routing to identify a particular connection within a path that it may
share with other connections. Obtain this value from your service
provider.

If you are editing an existing connection, this field is disabled. If
you need to change this value, delete the connection and recreate it
using the value you need.

IP Address Select how the router will obtain an IP address for this link. The
fields that appear in this area change according to the encapsulation
type chosen. Your service provider or network administrator must
tell you the method the router should use to obtain an IP address.

Static IP address If you select Static IP address, enter the address that the interface
will use, and the subnet mask, or the network bits. Obtain this
information from your service provider or network administrator.
For more information, refer to IP Addresses and Subnet Masks.

Dynamic IP address If you select Dynamic IP address, the interface will obtain an IP
address from a DHCP server on the network. If the DHCP server
uses DHCP option 12, it sends a host name for the router along with
the IP address it is to use. Check with your service provider or
network administrator to determine the host name sent.

IP Unnumbered Select this option if you want the interface to share an IP address
with an Ethernet interface on the router. If you select this option,
you must specify from the drop-down list the Ethernet interface
whose address you want to use.
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Table 7-4 Add a VDSL Connection dialog box fields (continued)
Element Description
Description Enter a description of this connection that makes it easy to recognize

and manage.

Enable Multilink PPP

Check this check box if you want to use Multilink Point-to-Point
Protocol (MLP) with this interface. MLP can improve the
performance of a network with multiple WAN connections by using
load balancing functionality, packet fragmentation,
bandwidth-on-demand, and other features.

Authentication

Click if you need to enter CHAP or PAP authentication information.

Dynamic DNS

Enable dynamic DNS if you want to automatically update your DNS
servers whenever the WAN interface’s IP address changes.

N

Note  This feature appears only if supported by the Cisco I0S
image.

Use one of the methods described in the following rows to enable
Dynamic DNS. The method is listed in the left column, and the
process is described in the right column.

Enter the name of an existing
dynamic DNS method.

Enter the name in the Dynamic DNS Method field exactly as it
appears in the list in Configure > Router > DNS > Dynamic DNS
Methods screen.

Choose an existing dynamic
DNS method from a list.

Click the drop-down menu and choose to use an existing method. A
window with a list of existing dynamic DNS methods will open.
This menu choice is available only if there are existing dynamic
DNS methods.

Create a new dynamic DNS
method.

Click the drop-down menu and choose to create a new dynamic DNS
method.

To clear an associated dynamic DNS method from the interface, choose None from the drop-down

menu.

Configuring a Cisco HWIC-SHDSL Controller

The following procedure describes how to configure a Cisco HWIC-1SHDSL, Cisco HWIC-2SHDSL,
and a Cisco HWIC-4SHDSL controller.

Step 1 Click Configure > Interface Management > Interface and Connections.

Step2  Click Edit Controllers/Connection.

Step3  In the Controllers pane, click the Plus (+) icon next to the SHDSL Controller branch to display the
available SHDSL controllers.

Step 4 In the right pane, configure the interfaces associated with the controller. You can add, edit, delete,

enable, or disable an interface. See the section Cisco HWIC SHDSL Screen Reference, page 7-9 for
more information.

[l Cisco Configuration Professional User Guide
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Step 5

Configuring a Cisco HWIC-SHDSL Controller

To test a configuration change that you have made, choose the interface you have made changes to, and
click Test Connection.

Cisco HWIC SHDSL Screen Reference

The Cisco CP Edit Controllers /Connection screen is described in the following sections:

DSL Edit Controllers/Connection Tab, page 7-9

Add DSL Group for a 2SHDSL Controller, page 7-10
Edit DSL Group for a 2SHDSL Controller, page 7-11
Add DSL Group for a 4SHDSL Controller, page 7-12
Edit DSL Group for a 4SHDSL Controller, page 7-12

DSL Edit Controllers/Connection Tab

This tab appears in the 8xx VDSL platform routers and also when you have any of the following DSL
controllers installed:

WIC-1SHDSL-V2
HWIC-2SHDSL
HWIC-4SHDSL
HWIC-1VDSL (Triple sec)

How to get to this screen

Click Configure > Interface Management > Interface and Connections > Edit
Controllers/Connection > SHDSL or VDSL Controller > SHDSL or VDSL N/N/N.

Field Reference

Table 7-5 Edit Controllers/Connection Fields

Element

Description

Controller List Pane

The left pane lists the router DSL, SHDSL, and VDSL controllers.

To display information about a DSL, SHDSL, or VDSL controller,
click the Plus (+) sign to the left of the branch, and then select a
controller. The Group List and Interface list areas are updated with
the information about that controller.

Group List Area

The Group List Area displays the DSL groups configured for the
selected controller, and includes the name, IP address, controller
type, slot, status, and available description.

Note The Group List appears if you are displaying an
HWIC-SHDSL controller.

Add To create a new DSL group, click Add, and enter the required
information in the displayed dialog. If groups O and 1 are already
configured, the Add button is disabled.
Cisco Configuration Professional User Guide
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Table 7-5 Edit Controllers/Connection Fields (continued)
Element Description
Delete To delete a DSL group, select the group and click Delete. Then,

click OK to confirm the deletion.

Edit To edit the properties of a DSL group, select the group and click
Edit. Then, edit the group properties in the displayed dialog.

Interface List The interface list displays the configured ATM interfaces and
subinterfaces. It includes the interface name, IP address, interface
type, the slot number, and the status of the interface.

To determine which DSL group an interface or subinterface is
associated with, look for the interface name in the Interface column
of the Group List.

~

Note  When a DSL group is deleted, the ATM interfaces and
subinterfaces associated with the DSL group are also
deleted.

Add To configure a new ATM interface for the selected controller, click
Add, and set interface properties in the displayed dialog.

Edit To edit an ATM interface, choose the interface and click Edit.
Change interface properties in the displayed dialog.

Delete To delete an ATM interface, choose the interface, and click Delete.
Click OK to confirm the deletion.

Enable / Disable To enable a disabled interface, choose the interface, and click
Enable. The interface is enabled when the commands are delivered
to the router, and the icon changes to green.

To disable an enabled interface, choose the interface, and click
Disable. The interface is disabled when the commands are delivered
to the router, and the icon changes to red.

Test Connection To test the connection of an ATM interface, choose the interface and
click Test Connection. The results of the test are displayed in a
status window.

Add DSL Group for a 2SHDSL Controller

This dialog allows you to add a DSL group to a 2SHDSL controller. After a DSL group has been added,
you can make additional settings by editing the DSL group.

How to get to this dialog

Click Configure > Interface Management > Interface and Connections > Edit
Controllers/Connection > SHDSL Controller > SHDSL N/N/N > Add.

Cisco Configuration Professional User Guide
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Field Reference

Table 7-6 Add DSL Group for 2SHDSL Controller

Element Description

Group Number Choose 0 or 1. If a group number is already in use, it will not be
available in the list.

DSL Pairs

Check the pairs to use for this group. Pairs that are already in use are
disabled.

Edit DSL Group for a 2SHDSL Controller

Table 7-7

This dialog allows you to edit a DSL group on a 2SHDSL controller.

How to get to this dialog

Click Configure > Interface Management > Interface and Connections > Edit
Controllers/Connection > SHDSL Controller > SHDSL N/N/N > Edit.

Field Reference

Edit DSL Group for 2SHDSL Controller

Element

Description

Operating Mode

Choose one the following:

e Annex A—Regional operating parameters for North America. This is
Annex A of the G.991.2 standard.

e Annex B—Regional operating parameters for Europe. This is Annex B
of the G.991.2 standard.

e Annex A-B—Annex A/B of the G.991.2 standard.

¢ Annex F-G—(available for only M-pair) Annex F/G of the G.991.2
standard.

¢ Annex F—(available for only M-pair) Annex F of the G.991.2 standard.
¢ Annex G—(available for only M-pair) Annex G of the G.991.2 standard.

Line Rate

Choose the DSL line rate for the G.SHDSL port. If you choose a 2-wire
connection (the default), you can choose either auto, which configures the
interface to automatically negotiate the line rate between the G.SHDSL port
and the DSLAM, or the actual DSL line rate.

If you choose a 4-wire connection, you must choose a fixed line rate. A 4-wire
connection is a DSL group with two pairs.

The line rates that you can set depend on the operating mode chosen. Line
rates increase in 64-byte increments.

e Annex A, Annex B, and Annex A-B—384 through 4608
¢ Annex F, Annex F-G—4608 through 7680.

Note If different DSL line rates are configured at opposite ends of the DSL

uplink, the actual DSL line rate is always the lower rate.

[ oL-31982-01
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Add DSL Group for a 4SHDSL Controller
This dialog allows you to add a DSL group to a 4SHDSL controller.

How to get to this dialog

Click Configure > Interface Management > Interface and Connections > Edit
Controllers/Connection > SHDSL Controller > SHDSL N/N/N > Add.

Field Reference

Table 7-8 Add DSL Group for 4SHDSL Controller Fields
Element Description
Group Number Choose 0 or 1. If a group number is already in use, it will not be

available in the list.

DSL Pairs Check the pairs that you want to use for this group. You can check
any combination of pairs. Pairs that are already in use are disabled.

Group Type Choose the type of group that you want to create.

e IMA—Inverse multiplexing over ATM. IMA allows you to
bundle communications lines to obtain speeds in excess of
3 Mbps. IMA provides a protocol that handles link failure and
recovery, and also the addition and deletion of links. IMA
bundling creates an ATM-IMA interface.

e M-Pair—Multi-pair bundling allows you to group pairs to
create an ATM interface without IMA features.

Edit DSL Group for a 4SHDSL Controller
This dialog allows you to edit a DSL group on a 4SHDSL controller.

How to get to this dialog

Click Configure > Interface Management > Interface and Connections > Edit
Controllers/Connection > SHDSL Controller > SHDSL N/N/N > Edit.

Cisco Configuration Professional User Guide
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Field Reference

Table 7-9 Edit DSL Group for 4SHDSL Controller

Element Description

Operating Mode Choose one the following:

¢ Annex A—Regional operating parameters for North America. This is Annex
A of the G.991.2 standard.

e Annex B—Regional operating parameters for Europe. This is Annex B of the
G.991.2 standard.

e Annex A-B—Annex A/B of the G.991.2 standard.

¢ Annex F-G—(available for only M-pair) Annex F/G of the G.991.2 standard.
¢ Annex F—(available for only M-pair) Annex F of the G.991.2 standard.

¢ Annex G—(available for only M-pair) Annex G of the G.991.2 standard.

Coding Choose one of the following:
e 16-TCPAM—4-bit Trellis Coded Pulse Amplitude Modulation.
e 32-TCPAM—S5-bit Trellis Coded Pulse Amplitude Modulation.

Line Rate Choose the DSL line rate for the G.SHDSL port. If you choose a 2-wire
connection (the default), you can choose either auto, which configures the
interface to automatically negotiate the line rate between the G.SHDSL port and
the DSLAM, or the actual DSL line rate.

If you choose a 4-wire connection, you must choose a fixed line rate. A 4-wire
connection is a DSL group with two pairs.

The line rates that you can set depend on the operating mode you choose. Line
rates increase in 64-byte increments.

e Annex A, Annex B, and Annex A-B—384 through 4608
e Annex F, Annex F-G—4608 through 7680.

Note If different DSL line rates are configured at opposite ends of the DSL
uplink, the actual DSL line rate is always the lower rate.

IMA Group Make minimum links settings and clock mode settings as described in the
following rows.

Minimum Links Enter the minimum number of links that must be active in order for the IMA group
to be active.

Clock Mode Choose one of the following:

¢ CTC—Common

e ITC—Independent

IMA Link To add a link to the DSL group, check the box next to the link number.

To remove a link from the DSL group, uncheck the box next to the link number.

Links that are not available to this DSL group are disabled.

Shut Down IMA Links | To disable an active link for this DSL group, check the box next to the link
number.

To enable a link that has been disabled, uncheck the box next to the link number.

Cisco Configuration Professional User Guide
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Wireless Support

For information about how to use Cisco Configuration Professional (Cisco CP) to configurethe Wireless
Support feature, see the screencast at:
http://www.cisco.com/en/US/docs/net_mgmt/cisco_configuration_professional/scrcst/ccpsc.html.

N

Note  You must have internet access to view the screencast.

Cisco Configuration Professional User Guide
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Cellular WAN Interface

For information about how to use Cisco Configuration Professional (Cisco CP) to configure cellular

WAN interfaces, see the screencast at:
http://www.cisco.com/en/US/docs/net_mgmt/cisco_configuration_professional/scrcst/ccpsc.html.

N

Note You must have internet access to view the screencast.

Cisco Configuration Professional User Guide
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Module Configuration

¢ For information about how to use Cisco Configuration Professional (Cisco CP) to configure
modules, see the screencast at:

http://www.cisco.com/en/US/docs/net_mgmt/cisco_configuration_professional/scrcst/ccpsc.html.

¢ For information about how to use Cisco Configuration Professional (Cisco CP) to configure the
SRE-V module, see the screencast at:

http://www.cisco.com/en/US/docs/net_mgmt/cisco_configuration_professional/scrcst/ccpsc.html.

N

Note  You must have internet access to view the screencast.

You need to configure sip-ua CLIs for SRSV-CUE by running the following commands:

Router (config) #sip-ua
Router (config-sip-ua)# sip-ua mwi-server ipv4:<ip of SRSV-CUE module> expires 3600 port
5060 transport udp

You also need to create dial peers from Configure > Unified Communications > Dial Plans > VoIP for
the triggers to work when fallback is active.

Cisco Configuration Professional User Guide
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EnergyWise

For information about how to use Cisco Configuration Professional (Cisco CP) to configure the

EnergyWise feature, see the screencast at:
http://www.cisco.com/en/US/docs/net_mgmt/cisco_configuration_professional/scrcst/ccpsc.html.

N

Note You must have internet access to view the screencast.

Cisco Configuration Professional User Guide
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CHAPTER 1

Trunks

The trunk configuration screens allow you to view and edit trunk voice configurations for each port on
the device.

This chapter contains the following sections:
e Configure an Analog Trunk
e Configure a Digital Trunk
e Configuring PSTN Trunk Groups
e Configuring SIP Trunks

Configuring Trunks

A trunk (tie-line) is a permanent point-to-point communication line between two voice ports. Trunk lines
are the phone lines coming into the PBX from the telephone provider. This differentiates these incoming
lines from extension lines that leave the PBX and usually lead to individual phone sets. Trunking saves
cost, because there are usually fewer trunk lines than extension lines, since it is unusual in most offices
to have all extension lines in use for external calls at once.

FXS and DID Modes

Foreign Exchange Station (FXS) is a two-wire telephone communication mode. An FXS interface
connects directly to a standard telephone and supplies ring, voltage, and dial tone. Cisco's FXS interface
is an RJ-11 connector that allows connections to basic telephone service equipment, keysets, and PBXs.

Direct Inward Dialing (DID) is a service offered by telephone companies that enables callers to dial
directly an extension on a PBX or packet voice system without the assistance of an operator or automated
call attendant. This service makes use of DID trunks, which forward only the last three to five digits of
a phone number to the PBX, router, or gateway. For example, a company has phone extensions 555-1000
t0 555-1999. A caller dials 555-1234 and the local central office (CO) forwards 234 to the PBX or packet
voice system. The PBX or packet voice system then rings extension 234. This entire process is
transparent to the caller.

FX0 Modes

FXO is a two-wire telephone communication mode. An FXO interface connects to the public switched
telephone network (PSTN) central office and is the interface offered on a standard telephone. Cisco FXO
interface is an RJ-11 connector that allows an analog connection at the PSTN central office or to a station
interface on a PBX.
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Trunks Reference

The following topics describe the windows used to configure trunk ports:

Configure an Analog Trunk

Edit an Analog Trunk

Analog Trunks: General Settings Tab

Analog Trunks: Advanced Signal Settings Tab
Analog Trunks: Advanced Audio Settings Tab
Analog Trunks: Advanced Timer Settings Tab
Configure a Digital Trunk

Edit a Digital Trunk

Digital Trunks: T1/E1 Settings

Digital Trunks: PRI or BRI Settings Tab
Digital Trunks: PRI or BRI Audio Tab

Configure an Analog Trunk

You can view and edit an analog trunk voice configuration for each port on the device.

How to get to this screen

Click Configure > Interface Management > Analog Trunks.

Click Configure > Unified Communications > Trunks > Analog Trunks.

Related Links

Configuring Trunks

Edit an Analog Trunk

Analog Trunks: General Settings Tab

Analog Trunks: Advanced Signal Settings Tab
Analog Trunks: Advanced Audio Settings Tab
Analog Trunks: Advanced Timer Settings Tab

Field Reference

Table 12-1 Trunks

Element

Description

Trunk Type

Connection type.

Hardware

Device providing the trunk connection.

Location

Location of the voice port.

Description

A string that identifies a trunk.

Destination Number

The Destination Number is populated for FXO cards. It is blank for
FXS or DID cards.

[l Cisco Configuration Professional User Guide
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Edit an Analog Trunk

The screen is subdivided by tabs. The active content in the tabs varies depending on which port you are
configuring.

If an analog phone is configured to a FXS port, the FXS port cannot be configured as a trunk by using
Cisco Configuration Professional and it is not listed in the Trunks window. To use Cisco Configuration
Professional to configure an FXS port as a trunk, delete any analog phone configuration. The FXS port
is released to be configured as a trunk.

You cannot reset an analog voice port to the factory default configuration by using Cisco Configuration
Professional. You must reset the configuration to factory defaults manually.

Related Links
e Configure an Analog Trunk

e Configuring Trunks

e Configure an Analog Trunk

e Analog Trunks: General Settings Tab

¢ Analog Trunks: Advanced Signal Settings Tab
¢ Analog Trunks: Advanced Audio Settings Tab
¢ Analog Trunks: Advanced Timer Settings Tab

Analog Trunks: General Settings Tab

In the General Settings tab, enter settings for trunk shown in Table 12-2.

How to get to this screen

Click Configure > Interface Management > Analog Trunks > (select a) Trunk Type > Edit > General
Settings tab.

Click Configure > Unified Communications > Trunks > Analog Trunks > (select a) Trunk Type >
Edit > General Settings tab.

Field Reference

Table 12-2 General Settings Tab

Element Description

Card Type If you are editing a FXS-DID port, choose the FXS or DID radio
button. If the trunk type is changed from DID to FXS, inputs for the
Battery Reversal and Caller ID options are disabled until the change
is applied to the device by clicking Apply.

Description Enter the identifying information for the port.

Shutdown Voice Port? To shut down the voice port, click the Yes radio button. To bring up
the voice port, click the No radio button.

Station Number (FXS and FXO |Enter the station number associated with the voice port. This

ports) information is sent when a user places a call.

Destination Number (FXO ports) |Enter a default destination number for incoming telephone calls.

[ oL-31982-01
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Table 12-2 General Settings Tab (continued)
Element Description
Station ID (FXS ports) Enter the calling station ID. This information is sent when a user

places a call.

Send Caller ID (FXS ports) To send caller ID information when a user places a call, click the Yes
radio button. To prevent caller ID information from being sent, click
the No radio button.

Receive Caller ID (FXO ports) |To receive caller ID information, click the On radio button. To block
the caller ID information, click the Off radio button.

Analog Trunks: Advanced Signal Settings Tab

On the Advanced Signal Settings tab, enter settings for FXS or DID signals shown in Table 12-3.

How to get to this screen

Click Configure > Interface Management > Analog Trunks > (select a) Trunk Type > Edit >
Advanced Signal Settings tab.

Click Configure > Unified Communications > Trunks > Analog Trunks > (select a) Trunk Type >
Edit > Advanced Signal Settings tab.

Field Reference

Table 12-3 Advanced Signal Settings Tab
Element Description
Port Signaling Select the port signaling. For PRI, select loopStart or groundStart

from the list. For BRI, select wink-start, immediate, or delay-dial

Supervisory Disconnect (FXO Select the signal from the drop-down list. Signaling protocols such
port) as loop-start do not provide means for quickly detecting when the
call initiation is terminated prior to call connection. Supervisory
disconnect quickly makes this determination and frees valuable
resources for other calls.

Dual Tone Detection (FXO port) |Click the Disable radio button to configure the FXO voice port to
detect voice, fax, and modem traffic when calls are answered. Click
the Enable radio button to configure the FXO voice port so calls are
not recorded as connected until answer supervision is triggered.

Battery Reversal To disable battery reversal, click the Disable radio button. To enable
battery reversal, click the Enable radio button.

FXS ports normally reverse battery upon call connection. If an FXS
port is connected to an FXO port that does not support battery
reversal detection, disable battery-reversal on the FXS port to
prevent unexpected behavior.

Cisco Configuration Professional User Guide
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Analog Trunks: Advanced Audio Settings Tab

In the Advanced Audio Settings tab, enter settings for audio shown in Table 12-4.

How to get to this screen

Trunks Reference

Click Configure > Interface Management > Analog Trunks > (select a) Trunk Type > Edit >
Advanced Audio Settings tab.

Click Configure > Unified Communications > Trunks > Analog Trunks > (select a) Trunk Type >
Edit > Advanced Audio Settings tab.

Field Reference

Table 12-4 Advanced Audio Settings Tab

Element

Description

Echo Cancel

To enable the Cisco-proprietary G.165 echo canceller (EC), click the
On radio button. To disable the Cisco-proprietary G.165 echo
canceller (EC), click the Disable radio button.

Disabling echo cancellation might cause the remote side of a
connection to hear an echo. Because echo cancellation is an invasive
process that can minimally degrade voice quality, this command
should be disabled if it is not needed.

Echo Trail

Choose the echo trail wait time from the list.

Echo cancellers are, by design, limited by the total amount of time
they will wait for the reflected speech to be received. This amount
of time is called an echo trail. The echo trail default is 64
milliseconds. VoIP also has configurable echo trails of 8, 16, 24, and
32 milliseconds.

Impedance

Choose the impedance from the list.

600 ohm impedance is normally used for FXS applications.
Complex line impedance is normally used for FXO applications that
connect to a PSTN. Usually, either position will provide acceptable
performance.

Increase Receive Volume

To change the receive volume, select the volume from the
drop-down list.

Decrease Volume Transmit

To change the transmit volume, select the volume from the
drop-down list.

Nonlinear Processing

To disable nonlinear processing, click the Disable check box. When
enabled, it shuts off any signal if no near-end speech is detected.

Analog Trunks: Advanced Timer Settings Tab

The Advanced Timer Settings Tab displays if you are configuring a FXO or FXS port. Enter settings for
timers shown in Table 12-5.

How to get to this screen

Click Configure > Interface Management > Analog Trunks > (select a) Trunk Type > Edit >
Advanced Timer Settings tab.
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Click Configure > Unified Communications > Trunks > Analog Trunks > (select a) Trunk Type >
Edit > Advanced Timer Settings tab.

Field Reference

Table 12-5 Advanced Timer Settings Tab

Element Description

Timeouts Initial Enter the number of seconds the system waits for the caller to input
the first digit of the dialed digits.

Interdigit Enter the length of time allotted for a user to dial a telephone
number.

Ringing Enter the length of time for which a caller can continue ringing a
telephone when there is no answer.

Wait to release ports Enter the time a voice port can be held in a failure state.

Call disconnect Enter the delay time for releasing the calling voice port after a

disconnect tone is received from the called voice port.

Configure a Digital Trunk

You can view and edit a digital trunk voice configuration for each port on the device.

Cisco routing devices support ISDN PRI and ISDN BRI. Both media types use bearer (B) channels and
data (D) channels.

Basic Rate Interface (BRI) provides two 64 kbps B channels, and one 16 kbps D channel that carries
signaling traffic. The D channel is used by the telephone network to carry instructions about how to
handle each of the B channels. ISDN BRI (also referred to as 2B + D) provides a maximum transmission
speed of 128 kbps.

Primary Rate Interface (PRI) consists of a single 64 kbps D channel plus 23 (T1) or 30 (E1) B channels.
Only ISDN-PRI Voice mode is supported; Data mode or Voice and Data mode are not supported:

e If the controller is configured as ISDN-PRI, the mode is set to ISDN-PRI and cannot be modified.
If the controller is configured to support other voice modes, the modes are displayed in a summary
table.

e If you have configured the controller timeslots as ds0-group, channel-group, or tdm-group, Cisco
Configuration Professional displays the Mode as CAS and you cannot edit the configuration.

e If the controller is configured with pri-group with ds0-group, channel-group, or tdm-group, you
cannot edit the configuration.

If the device is already configured, Cisco Configuration Professional reads and displays the
configuration. If the controller has just the default configuration, Cisco Configuration Professional does
not display the configuration. You must configure the pri-timegroup to configure the port by using
Cisco Configuration Professional.

If T1/E1 card is configured as Media Gateway Control Protocol (MGCP) OOB (out-of-band), Cisco
Configuration Professional does not allow you to edit configuration on that port.

How to get to this screen
Click Configure > Interface Management > Digital Trunks.

Click Configure > Unified Communications > Trunks > Digital Trunks.
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Related Links
e Edit a Digital Trunk

e Digital Trunks: T1/E1 Settings
e Digital Trunks: PRI or BRI Settings Tab
e Digital Trunks: PRI or BRI Audio Tab

Field Reference

Table 12-6 Trunks
Element Description
Trunk Type Connection type.
Description Description of the voice port.
Location Location of the interface.
Associated Timeslots Time slot range.
1 through 30 for E1. 1 through 24 for T1.
Mode Type Connection mode of the interface. (Only ISDN-PRI is supported.)

Edit a Digital Trunk

The screen is subdivided by tabs. The active content in the tabs varies depending on which port you are
configuring.

The first time a BRI port is configured as a trunk by using the Digital Trunks > Edit dialog, the global
and interface parameters are applied to the device. For T1/E1 ports, the switch type is configured only
in global mode.

If network clock type is not supported for switch type selected on the BRI trunk edit dialog and the PRI
trunk edit dialog, Cisco Configuration Professional automatically changes the value of the network
clock. For example, if you selected NTT for the switch type, only user mode is supported. If you change
the value to network mode, Cisco Configuration Professional automatically changes it back to user
mode and displays the warning message, “Network mode is not supported.”

Related Links

e Configuring Trunks

e Configure a Digital Trunk

e Digital Trunks: T1/E1 Settings

e Digital Trunks: PRI or BRI Settings Tab
e Digital Trunks: PRI or BRI Audio Tab

Cisco Configuration Professional User Guide
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Digital Trunks: T1/E1 Settings

The Digital T1/E1 Packet Voice Trunk Network Module provides the gateway to the PSTN allowing
users to gain access to the public telephone network to and from traditional PBX, phone, fax, key
communication systems, as well as IP telephony.

Enter settings for T1 or E1 trunk shown in Table 12-7.

How to get to this screen

Click Configure > Interface Management > Digital Trunks > (select a) Trunk Type > Edit.

Click Configure > Unified Communications > Trunks > Digital Trunks > (select a) Trunk Type >

Edit.

Field Reference

Table 12-7 T1/E1

Element Description

Type Gateway type.

Description Description of the gateway.

You can have a maximum of 80 characters.

Telephone Mode Settings

Mode

Not a user configurable parameter. Only ISDN-PRI is supported.

ISDN Switch Type

Choose the ISDN Switch Type from the drop-down list. The options
are:

e primary-4ess—Lucent 4ESS switch type for the U.S.
e primary-5ess—Lucent SESS switch type for the U.S.

e primary-dms100—Northern Telecom DMS-100 switch type for
the U.S.

e primary-dpnss—DPNSS switch type for Europe.

e primary-net5—NETS5 switch type for UK, Europe, Asia and
Australia.

e primary-ni—National ISDN Switch type for the U.S.

e primary-ntt—NTT switch type for Japan.

e primary-qsig—QSIG switch type.

e primary-ts014—TS014 switch type for Australia (obsolete).

Timeslots From

Enter a pair of numbers that indicate a range of timeslots.
For T1, allowable values are from 1 to 24.

For E1, allowable values are from 1 to 30.

Network Clock Priority

Clock source priority, which can range from 1 to 8.

Note The lower the number, the higher the priority.

Link Settings

[l Cisco Configuration Professional User Guide
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Table 12-7 T1/E1

Trunks Reference W

Element

Description

Clock Source

Select the source of the timers. The network clock source can be
internal or derived from an external (line) source—for example,
PSTN, PBX, or ATM network.

Framing

Select the framing. Digital T1 packet voice trunk network modules
support two types of framing for T1 CAS: ESF (Extended
SuperFrame) or SF (SuperFrame), also called D4 framing. Digital
E1 packet voice trunk network modules support two types of
framing: crc4 (frame alignment signal) or no-crc4. The framing type
of the router and switch (CO or PBX) must match.

Linecode

Select the line code. The line encoding of the router and switch (CO
or PBX) must match.

Digital Trunks: PRI or BRI Settings Tah

On the Advanced PRI Settings tab or the BRI Settings tab, enter settings for PRI signals shown in
Table 12-8.

How to get to this screen

Click Configure > Interface Management > Digital Trunks > (select a) Trunk Type > Edit > PRI
Settings tab.

Click Configure > Interface Management > Digital Trunks > (select a) Trunk Type > Edit > BRI
Settings tab.

Click Configure > Unified Communications > Trunks > Digital Trunks > (select a) Trunk Type
> Edit > PRI Settings tab.

Click Configure > Unified Communications > Trunks > Digital Trunks > (select a) Trunk Type
> Edit > BRI Settings tab.

Field Reference

Table 12-8 PRI or BRI Settings Tab
Element Description
Clock Type Select the clock type. Use the clock slave for out-of-band clocking.

ISDN Overlap Receiving

When enabled, the router waits for all the digits to be received
before the call is routed.

T302 Timeout

Enter the number of milliseconds that the T302 timer should wait
before expiring. Valid values for the milliseconds argument range
from 500 to 20000. The default value is 10000 (10 seconds).

Companding Type

Select the companding standard used to convert between analog and
digital signals in PCM systems.
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Digital Trunks: PRI or BRI Audio Tab

In the Advanced PRI Audio tab or the Advanced PRI Audio tab, enter settings for audio shown in
Table 12-9.

How to get to this screen

¢ Click Configure > Interface Management > Digital Trunks > (select a) Trunk Type > Edit > PRI
Audio tab.

¢ Click Configure > Interface Management > Digital Trunks > (select a) Trunk Type > Edit > BRI
Audio tab.

e Click Configure > Unified Communications > Trunks > Digital Trunks > (select a) Trunk Type
> Edit > PRI Audio tab.

e Click Configure > Unified Communications > Trunks > Digital Trunks > (select a) Trunk Type
> Edit > BRI Audio tab.

Field Reference

Table 12-9 PRI or BRI Audio Tab
Element Description
Echo Cancel To enable the Cisco-proprietary G.165 echo canceller (EC), click the

On radio button. To disable the Cisco-proprietary G.165 echo
canceller (EC), click the Disable radio button.

Disabling echo cancellation might cause the remote side of a
connection to hear an echo. Because echo cancellation is an invasive
process that can minimally degrade voice quality, this command
should be disabled if it is not needed.

Echo Trail Choose the echo trail wait time from the list.

Echo cancellers are, by design, limited by the total amount of time
they will wait for the reflected speech to be received. This amount
of time is called an echo trail. The echo trail is normally 64
milliseconds. VoIP also has configurable echo trails of 8, 16, 24, and
32 milliseconds.

Increase Receive Volume To change the receive volume, select the volume from the
drop-down list.

Decrease Volume Transmit To change the transmit volume, select the volume from the
drop-down list.

Nonlinear Processing To disable nonlinear processing, click the Disable check box. When
enabled, it shuts off any signal if no near-end speech is detected.

Configuring PSTN Trunk Groups

For information about how to use Cisco Configuration Professional (Cisco CP) to configure the Trunk
Groups feature, see the screencast at:
http://www.cisco.com/en/US/docs/net_mgmt/cisco_configuration_professional/scrcst/ccpsc.html.

Cisco Configuration Professional User Guide


http://www.cisco.com/en/US/docs/net_mgmt/cisco_configuration_professional/scrcst/ccpsc.html

| Chapter12  Trunks

Configuring SIP Trunks

S

Note You must have internet access to view the screencast.

Configuring SIP Trunks

For information about how to use Cisco Configuration Professional (Cisco CP) to configure the SIP
feature, see the screencast at:
http://www.cisco.com/en/US/docs/net_mgmt/cisco_configuration_professional/scrcst/ccpsc.html.

~

Note You must have internet access to view the screencast.

Cisco Configuration Professional User Guide
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PART 3

Configuring Router
Features

This section provides information such as how to create
a new connection, how to configure LAN, WAN, and
Network Address Translation on the router.






Static Routing

Note

CHAPTER

Routing

The Routing window displays the configured static routes and Routing Internet Protocol, (RIP), Open
Shortest Path First (OSPF), and Extended Interior Gateway Routing Protocol (EIGRP) configured
routes. From this window, you can review the routes, add new routes, edit existing routes, and delete
routes.

Static and dynamic routes configured for GRE over IPSec tunnels will appear in this window. If you
delete a routing entry that is used for GRE over IPSec tunneling in this window, that route will no longer
be available to the tunnel.

Destination Network
This is the network that the static route provides a path to.

Forwarding

This is the interface or IP address through which packets must be sent to reach the destination network.

Optional

This area shows whether a distance metric has been entered, and whether or not the route has been
designated as a permanent route.

What Do You Want To Do?

If you want to: Do this:

Add a static route. Click Add, and create the static route in the Add a Static
Route window.

Edit a static route. Select the static route, and click Edit. Edit the route
information in the IP Static Route window.

When a route has been configured that Cisco CP does not
support, the Edit button is disabled.

[ oL-31982-01
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If you want to: Do this:

Delete a static route. |Select the static route, and click Delete. Then, confirm
the deletion in the warning window.

Delete all static Click Delete All. Then, confirm the deletion in the
routes. warning window.

Note e If Cisco CP detects a previously configured static route entry that has the next hop interface
configured as the “Null” interface, then the static route entry will be read-only.

e If Cisco CP detects a previously configured static route entry with “tag” or “name” options, that
entry will be read-only.

e Ifyou are configuring a Cisco 7000 router, and the interface used for a next hop is unsupported, that
route will be marked as read only.

e Read-only entries cannot be edited or deleted using Cisco CP.

Dynamic Routing

This portion of the window allows you to configure RIP, OSPF, and EIGRP dynamic routes.

Item Name

If no dynamic routes have been configured, this column contains the text RIP, OSPF, and EIGRP. When
one or more routes have been configured, this column contains the parameter names for the type of
routing configured.

Routing Protocol |Configuration Parameters
RIP RIP Version, Network, Passive Interface
OSPF Process ID
EIGRP Autonomous System Number
Item Value

This column contains the text “Enabled,” and configuration values when a routing type has been
configured. It contains the text “Disabled” when a routing protocol has not been configured.

Cisco Configuration Professional User Guide
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Add or Edit IP Static Route

What Do You Want To Do?
If you want to: Do this:
Configure an RIP route. Select the RIP tab and click Edit.

Then, configure the route in the RIP
Dynamic Route window.

Configure an OSPF route. Select the OSPF tab and click Edit.

Then, configure the route in the
displayed window.

Configure an EIGRP route. Select the EIGRP tab and click Edit.

Then, configure the route in the
displayed window.

Add or Edit IP Static Route

Destination Network

Forwarding

Optional

Use this window to add or edit a static route.

Enter the destination network address information in these fields.

Prefix

Enter the IP address of the destination network. For more information, refer to Available Interface
Configurations.

Prefix Mask
Enter the destination address subnet mask.

Make this the default route

Check this box to make this the default route for this router. A default route forwards all the unknown
outbound packets through this route.

Specify how to forward data to the destination network.

Interface

Click Interface if you want to select the interface of the router that forwards the packet to the remote
network.

IP Address

Click IP Address if you want to enter the IP Address of the next hop router that receives and forwards
the packet to the remote network.

You can optionally provide a distance metric for this route, and designate it as a permanent route.

[ oL-31982-01
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I Add or Edit an RIP Route

Distance Metric for this route

Enter the metric value that has to be entered in the routing table. Valid values are 1 through 255.

Permanent Route

Check this box to make this static route entry a permanent route. Permanent routes are not deleted even
if the interface is shut down or the router is unable to communicate with the next router.

Add or Edit an RIP Route

Use this window to add or edit a Routing Internet Protocol (RIP) route.

RIP Version
The values are RIP version 1, RIP version 2, and Default. Select the version supported by the Cisco I0S
image that the router is running. When you select version 1, the router sends version 1 RIP packets and
can receive version 1 packets. When you select version 2, the router sends version 2 RIP packets and can
receive version 2 packets. When you select Default, the router sends version 1 packets, and can receive
both version 1 and version 2 RIP packets.

IP Network List

Enter the networks on which you want to enable RIP. Click Add to add a network. Click Delete to delete
a network from the list.

Available Interface List

The available interfaces are shown in this list.

Make Interface Passive

Check the box next to the interface if you do not want it to send updates to its neighbor. The interface
will still receive routing updates, however.

Add or Edit an OSPF Route

Use this window to add or edit an Open Shortest Path First (OSPF) route.

OSPF Process ID

This field is editable when OSPF is first enabled; it is disabled once OSPF routing has been enabled. The
process ID identifies the router’s OSPF routing process to other routers.

IP Network List

Enter the networks that you want to create routes to. Click Add to add a network. Click Delete to delete
a network from the list.

Cisco Configuration Professional User Guide
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Add or Edit EIGRP Route W

Network

The address of the destination network for this route. For more information, refer to Available Interface
Configurations.

Mask
The subnet mask used on that network.

Area

The OSPF area number for that network. Each router in a particular OSPF area maintains a topological
database for that area.

~

Note If Cisco CP detects previously configured OSPF routing that includes “area” commands, then the TP
Network List table will be read-only and cannot be edited.

Available Interface List

The available interfaces are shown in this list.

Make Interface Passive

Check the box next to the interface if you do not want it to send updates to its neighbor. The interface
will still receive routing updates, however.

Add
Click Add to provide an IP address, network mask, and area number in the IP address window.
Edit

Click Edit to edit the IP address, network mask, or area number in the IP address window.

Add or Edit EIGRP Route

Use this window to add or delete an Extended IGRP (EIGRP) route.

Autonomous System Number

The autonomous system number is used to identify the router’s EIGRP routing process to other routers.

IP Network List

Enter the networks that you want to create routes to. Click Add to add a network. Click Delete to delete
a network from the list.

Available Interface List

The available interfaces are shown in this list.

Cisco Configuration Professional User Guide
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I Add or Edit EIGRP Route

Make Interface Passive

Check the box next to the interface if you do not want it to send updates to its neighbor. The interface
will neither send nor receive routing updates.

A

Caution  When you make an interface passive, EIGRP suppresses the exchange of hello packets between routers,
resulting in the loss of their neighbor relationship. This not only stops routing updates from being
advertised, but also suppresses incoming routing updates.

Add

Click Add to add a destination network IP address to the Network list.

Delete

Select an IP address, and click Delete to remove an IP address from the Network list.

Cisco Configuration Professional User Guide
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Authentication, Authorization, and Accounting

Cisco IOS Authentication, Authorization, and Accounting (AAA) is an architectural framework for
configuring a set of three independent security functions in a consistent manner. AAA provides a
modular way of performing authentication, authorization, and accounting services.

Cisco IOS AAA provides the following benefits:
e Increased flexibility and control
e Scalability

e Standardized authentication methods. Cisco CP enables you to configure the Remote Authentication
Dialin User Service (RADIUS), and the Terminal Access Controller Access Control System Plus
(TACACS+) authentication methods.

This chapter contains the following section:
e Configuring AAA
e AAA Screen Reference

Configuring AAA

Step 1
Step 2
Step 3
Step 4
Step 5

Step 6

To configure AAA, complete the following steps:

In the Cisco CP navigation pane, click Configure > Router > AAA > Overview.
In the AAA screen, click Enable AAA. This enables AAA on the router.

Click + (the plus sign) next to the AAA folder to display other AAA branches.
Click the branch for the type of configuration you need to perform.

In the displayed AAA screen, click Add to create a configuration, or select an existing entry in the
screen, and click Edit to change configuration settings.

Make configuration settings in the displayed dialogs, and click OK to send the configuration to the
router.

AAA Screen Reference

The topics in this section describe the AAA configuration screens:

[ oL-31982-01
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I AAA Screen Reference

e AAA Overview Screen

e AAA Servers and Server Groups
e AAA Servers

e Add or Edit a TACACS+ Server
e Add or Edit a RADIUS Server

e AAA Server Groups

e Add or Edit AAA Server Group

e Authentication, Authorization, and Accounting Policies
e Authentication and Authorization
e Authentication NAC

¢ Authentication 802.1x

e Add or Edit a Method List for Authentication or Authorization

AAA Overview Screen

This screen is located at the top level of the AAA tree. It provides a summary view of the AAA
configuration on the router. To view more detailed information or to edit the AAA configuration, click
the appropriate node on the AAA tree.

Field Reference

Table 14-1 AAA Main Screen Fields
Element Description
Enable AAA If AAA is enabled, the button name is Disable AAA. If AAA is

disabled, the button name is Enable AAA.

AAA is enabled by default. If you click Disable AAA, Cisco CP
displays a message telling you that it will make configuration
changes to ensure that the router can be accessed. Disabling AAA
will prevent you from configuring your router as an Easy VPN
server, and will prevent you from associating user accounts with
command line interface (CLI) views.

Disable AAA

AAA Servers and Groups This read-only field displays a count of the AAA servers and server
groups. The router relays authentication, authorization, and
accounting requests to AAA servers. AAA servers are organized
into groups to provide the router with alternate servers to contact if
the first server contacted is not available.

Cisco Configuration Professional User Guide
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Table 14-1 AAA Main Screen Fields
Element Description
Authentication Policies This read-only field lists configured authentication policies.

Authentication policies define how users are identified. To edit
authentication policies, click the Login sub-node under
Authentication Policies in the AAA tree.

Authorization Policies This read-only field lists configured authorization policies.
Authorization policies define the methods that are used to permit or
deny a user login. To edit authorization policies, click
Authorization Policies in the AAA tree.

To edit authorization policies (Exec Authorization and Network
Authorization), click the Exec and Network sub-nodes respectively
under the Authorization Policies node in the AAA tree.

AAA Servers and Server Groups

This window provides a description of AAA servers and AAA server groups.
To display the AAA Servers window, click the AAA Servers branch.
To display the AAA Server Groups window, click the AAA Server Groups branch.

AAA Servers

This window lets you view a snapshot of the information about the AAA servers that the router is
configured to use. The IP address, server type, and other parameters are displayed for each server.

Field Reference

Table 14-2 AAA Servers Fields
Element Description
Global Settings Click Global Settings to make global settings for TACACS+ and

RADIUS servers. In the Edit Global Settings window, you can
specify how long to attempt contact with an AAA server before
going on to the next server, the key to use when contacting
TACACS+ or RADIUS servers, and the interface on which
TACACS+ or RADIUS packets will be received. These settings will
apply to all servers for which server-specific settings have not been

made.
Add Click Add to add a TACACS+ or a RADIUS server to the list.
Edit Click Edit to edit the information for the selected AAA server.
Delete Click Delete to delete the information for the selected AAA server.
Server IP The IP address of the AAA server.
Parameters This column lists the timeout, key, and other parameters for each
server.

Cisco Configuration Professional User Guide
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Add or Edit a TACACS+ Server

Add or edit information for a TACACS+ server in this window.

Field Reference

Table 14-3 Add or Edit a TACACS+ Server Fields
Element Description
Server IP or Host Enter the IP address or the host name of the server. If the router has

not been configured to use a Domain Name Service (DNS) server,
enter an [P address.

Single Connection to Server Check this box if you want the router to maintain a single open
connection to the TACACS+ server, rather than opening and closing
a TCP connection each time it communicates with the server. A
single open connection is more efficient because it allows the
TACACS+ server to handle a higher number of TACACS+
operations.

N

Note  This option is supported only if the TACACS+ server is
running CiscoSecure version 1.0.1 or later.

Server-Specific Setup (Optional) | Use this area if you want to override AAA server global settings,
and specify a server-specific timeout value and encryption key. You
can make the following settings:

¢ Timeout (seconds)—Enter the number of seconds that the
router should attempt to contact this server before going on to
the next server in the group list. If you do not enter a value, the
router will use the value configured in the AAA Servers Global
Settings window.

e Configure Key—Optional. Check Configure Key and enter the
key to use to encrypt traffic between the router and this server.
If you do not enter a value, the router will use the value
configured in the AAA Servers Global Settings window.

¢ New Key/Confirm Key—Enter the key and reenter it for
confirmation.

Add or Edit a RADIUS Server

Add or edit information for a RADIUS server in this window.

Cisco Configuration Professional User Guide
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Field Reference

Table 14-4 Add or Edit a RADIUS Server Fields
Element Description
Server IP or Host Enter the IP address or the host name of the server. If the router has

not been configured to use a Domain Name Service (DNS) server,
enter an [P address.

Authorization Port Specify the server port to use for authorization requests. The default
is 1645.

Accounting Port Specify the server port to use for accounting requests. The default
is 1646.

Timeout in seconds Optional. Enter the number of seconds that the router should

attempt to contact this server before going on to the next server in
the group list. If you do not enter a value, the router will use the
value configured in the AAA Servers Global Settings window.

Configure Key Optional. Enter the key to use to encrypt traffic between the router
and this server. If you do not enter a value, the router will use the
value configured in the AAA Servers Global Settings window.

e New Key and Confirm Key—Enter the key and reenter it for
confirmation.

Edit Global Settings
You can specify communication settings that will apply to all communications between the router and
AAA servers in this window. Any communications settings made for a specific router will override

settings made in this window.

Field Reference

Table 14-5 Global Settings Fields

Element Description

TACACS+ Server Click the appropriate button to specify the server type for which you
RADIUS Server are setting global parameters. If you select TACACS+ Server, the

parameters will apply to all communication with TACACS+ servers
that do not have server specific parameters set. If you select
RADIUS Server, the parameters will apply to all communication
with RADIUS servers that do not have server specific parameters
set.

Timeout (seconds) Enter the number of seconds to wait for a response from the
RADIUS or TACACS+ server

Cisco Configuration Professional User Guide
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Table 14-5 Global Settings Fields

Element Description

Key Enter the encryption key for all communication between the router
and the TACACS+ or RADIUS servers.

Select the source interface Check this box if you want to specify a single interface on which the

router is to receive TACACS+ or RADIUS packets.

Interface—Select the router interface on which the router is to
receive TACACS+ or RADIUS packets.If the Select the source
interface box is not checked, this field will be disabled.

AAA Server Groups

This window displays the AAA server groups configured on this router. If no AAA servers have been
configured, this window is empty.

Field Reference

Table 14-6 AAA Server Groups Fields

Element Description

Add Click the Add button to create a RADIUS server group. After you
create this group, the name and group members are displayed in this
window.

Edit Click Edit to modify the information for the highlighted server
group.

Delete Click Delete to remove the highlighted server group.

Group Name The name of the server group. Server group names allow you to use
a single name to reference multiple servers.

Type The type of servers in the selected group, either TACACS+, or
RADIUS.

Group Members The IP addresses or host names of the AAA servers in this group.

Add or Edit AAA Server Group

Create or modify an AAA server group in this window.

Cisco Configuration Professional User Guide
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AAA Screen Reference

Field Reference

Table 14-7

Add or Edit AAA Server Group Fields

Element

Description

Group Name

Enter a name for the group.

Server Type

Select the Server type, either RADIUS, or TACACS+.

~

Note

This field may be protected and set to a specific type,
depending on the configuration that you are performing.

Select the servers that need to be
placed in this AAA server group

This area lists the IP addresses of all the AAA servers configured on
the router of the type chosen, along with the Authorization and
Accounting ports used. Check the Select box next to the servers that
you want to add.

Authentication, Authorization, and Accounting Policies

The Authentication Policies, Authorization Policies, and Accounting Policies windows summarize the
authentication policy information on the router.

Field Reference

Table 14-8 Authentication, Authorization, Accounting Policy Fields
Element Description

Authentication The type of authentication policy.
Type/Authorization

Type/Accounting Type

Number of Policies

The number of policies of this type.

Usage

The usage description for these policies.

Authentication and Authorization

The Login and the Exec and Network authorization windows display the method lists used to
authenticate logins, NAC requests and authorize Exec command level and network requests. You can
review and manage these method lists from these windows.

[ oL-31982-01
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Field Reference

Table 14-9 Authentication and Authorization Fields

Element Description

Add Use these buttons to create, edit, and remove method lists.

Edit

Delete

List Name The method list name. A method list is a sequential list describing
the authentication methods to be queried in order to authenticate a
user.

Method 1 The method that the router will attempt first. If one of the servers in

this method authenticates the user (sends a PASS response),
authentication is successful. If a server returns a FAIL response,
authentication fails. If no servers in the first method respond, then
the router uses the next method in the list. Methods can be ordered
when you create or edit a method list.

Method 2 The methods, in order, that the router will use if the servers
Method 3 referenced in method 1 do not respond. If there are fewer than four

methods, the positions for which no list has been configured are
Method 4 kept empty.

Authentication NAC

The Authentication NAC window displays the EAPoUDP method lists configured on the router. You can
specify additional method lists in this window if you want the router to attempt the methods that you
enter before resorting to the default method list.

Field Reference

Table 14-10 NAC Authentication Fields

Element Description

Add Use these buttons to create, edit, and remove method lists.

Edit

Delete

List Name The method list name. A method list is a sequential list describing
the authentication methods to be queried in order to authenticate a
user. If the NAC wizard was used to create a NAC configuration, the
list name “default” is displayed in this column.

Cisco Configuration Professional User Guide
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Table 14-10 NAC Authentication Fields

Element Description

Method 1 The method that the router will attempt first. If the NAC wizard was
used to create a NAC configuration, the method name “group
SDM_NAC_Group” is displayed in this column.

If one of the servers in this method authenticates the user (sends a
PASS response), authentication is successful. If a server returns a
FAIL response, authentication fails. If no servers in the first method
respond, then the router uses the next method in the list. Methods
can be ordered when you create or edit a method list.

Method 2 The methods, in order, that the router will use if the servers
Method 3 referenced in method 1 do not respond. If there are fewer than four

methods, the positions for which no list has been configured are
Method 4 kept empty.

Authentication 802.1x

The Authentication 802.1x window displays the method lists configured for 802.1x authentication.

A

Note  You cannot specify additional method lists for 802.1x configuration.

Field Reference

Table 14-11 802.1x Authentication Fields

Element Description

Add Use these buttons to create, edit, and remove method lists.

Edit

Delete

List Name The method list name. A method list is a sequential list describing
the authentication methods to be queried in order to authenticate a
user.
If the LAN wizard has been used to create an 802.1x configuration,
the list name “default” is displayed in this column.

Cisco Configuration Professional User Guide
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Table 14-11 802.1x Authentication Fields

Element Description

Method 1 The method that the router will attempt first. If one of the servers in
this method authenticates the user (sends a PASS response),
authentication is successful. If a server returns a FAIL response,
authentication fails. If no servers in the first method respond, then
the router uses the next method in the list. Methods can be ordered
when you create or edit a method list.

If the LAN wizard has been used to create an 802.1x configuration,
the Method name “group SDM_802.1x” is displayed in this column.

Method 2 The methods that the router will use if the servers referenced in
Method 3 method 1 do not respond. If there are fewer than four methods, the

positions for which no list has been configured are kept empty.
Method 4

Add or Edit a Method List for Authentication or Authorization

A method list is a sequential list describing the authentication methods to be queried in order to
authenticate a user. Method lists enable you to designate one or more security protocols to be used for
authentication, thus ensuring a backup system for authentication in case the initial method fails.

Cisco IOS software uses the first listed method to authenticate users. If that method fails to respond, the
Cisco IOS software selects the next authentication method listed in the method list. This process
continues until there is successful communication with a listed authentication method, or all methods
defined in the method list are exhausted.

It is important to note that the Cisco I0S software attempts authentication with the next listed
authentication method only when there is no response from the previous method. If authentication fails
at any point in this cycle—meaning that the security server or local username database responds by
denying the user access—the authentication process stops and no other authentication methods are
attempted.

Field Reference

Table 14-12 Add a Method List for Authentication or Authorization Fields

Element Description
Name Choose the name Default in the Name list, or choose User Defined,
Specify and enter a method list name in the Specify field.

Methods A method is a configured server group. Up to four methods can be
specified and placed in the list in the order you want the router to
use them. The router will attempt the first method in the list. If the
authentication request receives a PASS or a FAIL response, the
router does not query further. If the router does not receive a
response by using the first method, it uses the next method in the
list, and continues to the end of the list until it receives a PASS or a
FAIL response.
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Table 14-12 Add a Method List for Authentication or Authorization Fields

Element Description

Add Click Add to add a method to the list. If there are no configured
server groups to add, you can configure a server group in the
window displayed.

Delete Click this button to delete a method from the list.
Move Up The router attempts the methods in the order they are listed in this
Move Down window. Click Move Up to move a method up the list. Click Move

Down to move a method further down the list.

The method “none” will always be last in the list. No other method
in the list can be moved below it. This is an IOS restriction. IOS will
not accept any method name after the method name “none” has been
added to a Method List.

Enable Password Aging Check Enable Password Aging to have the Easy VPN Server notify
the user when their password has expired and prompt them to enter
a new password.

Authorization Web Authentication

The Authorization Web Authentication window displays the method lists configured for WebAuth
authorization.

How to get to this page
Click Configure > Router > AAA > Authorization Policies > Web Auth

Related Topics
e Add or Edit a Method List for Authentication or Authorization, page 14-10

Field Reference

Table 14-13 WebAuth Authorization Fields

Element Description

Add Use these buttons to create, edit, and remove method lists.

Edit

Delete

List Name The method list name. A method list is a sequential list describing
the authorization methods to be queried in order to authorize a user.

Cisco Configuration Professional User Guide
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Table 14-13 WebAuth Authorization Fields

Element Description

Method 1 The method that the router will attempt first. If one of the servers in
this method authorizes the user (sends a PASS response),
authorization is successful. If a server returns a FAIL response,
authorization fails. If no servers in the first method respond, then
the router uses the next method in the list. Methods can be ordered
when you create or edit a method list.

Method 2 The methods that the router will use if the servers referenced in
Method 3 method 1 do not respond. If there are fewer than four methods, the

positions for which no list has been configured are kept empty.
Method 4

Accounting 802.1x

The Accounting 802.1x window displays the method lists configured for 802.1x accounting.

)

Note  You cannot specify additional method lists for 802.1x configuration.

How to get to this page
Click Configure > Router > AAA > Accounting Policies > 802.1x

Related Topics

e Authentication, Authorization, and Accounting Policies, page 14-7

e Accounting Web Authentication, page 14-13

Field Reference

Table 14-14 802.1x Accounting Fields

Element Description

Add Use these buttons to create, edit, and remove method lists.

Edit

Delete

List Name The method list name. A method list is a sequential list describing
the accounting methods to be queried in order to authenticate a user.
If the LAN wizard has been used to create an 802.1x configuration,
the list name “default” is displayed in this column.

Cisco Configuration Professional User Guide
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Table 14-14 802.1x Accounting Fields

Element Description

Method 1 The method that the router will attempt first. If one of the servers in
this method authenticates the user (sends a PASS response),
authentication is successful. If a server returns a FAIL response,
authentication fails. If no servers in the first method respond, then
the router uses the next method in the list. Methods can be ordered
when you create or edit a method list.
If the LAN wizard has been used to create an 802.1x configuration,
the Method name “group SDM_802.1x” is displayed in this column.

Method 2 The methods that the router will use if the servers referenced in

Method 3 method 1 do not respond. If there are fewer than four methods, the
positions for which no list has been configured are kept empty.

Method 4

Accounting Web Authentication

The Accounting Web Authentication window displays the method lists configured for WebAuth
accounting.

How to get to this page
Click Configure > Router > AAA > Accounting Policies > Web Auth

Related Topics
e Accounting 802.1x, page 14-12

e Authentication, Authorization, and Accounting Policies, page 14-7

Field Reference

Table 14-15 WebAuth Accounting Fields
Element Description
Add Use these buttons to create, edit, and remove method lists.
Edit
Delete
List Name The method list name. A method list is a sequential list describing
the accounting methods to be queried in order to account a user.
Method 1 The method that the router will attempt first. If one of the servers in
this method accounts the user (sends a PASS response), accounting
is successful. If a server returns a FAIL response, accounting fails.
If no servers in the first method respond, then the router uses the
next method in the list. Methods can be ordered when you create or
edit a method list.
Method 2 The methods that the router will use if the servers referenced in
Method 3 method 1 do not respond. If there are fewer than four methods, the
positions for which no list has been configured are kept empty.
Method 4
Cisco Configuration Professional User Guide
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ACL Object Groups

Object group-based access control lists (ACLs) simplify static and dynamic ACL deployments for large
user-access environments on Cisco IOS routers. The following sections provide more information:

Understanding ACL Object Groups, page 15-1
ACL Object Groups Basic Workflow, page 15-1
Understanding Network Object Groups, page 15-2
Understanding Service Object Groups, page 15-4
Creating ACLs with Object Groups, page 15-7
ACL Object Groups Reference, page 15-8

Understanding ACL Object Groups

ACLs provide basic security to the network by permitting or blocking certain types of traffic. ACLs use
IP addresses, protocols, and ports to filter network traffic. In some networks, the number of ACLs can
become quite large and difficult to manage. The ACL Object Groups feature simplifies this problem. By
using the ACL Object Groups feature, the administrator can group users, devices, or protocols into object
groups and create access control entries (ACEs). Each ACE can then permit or deny a group of users
access to a group of servers or services.

The ACL Object Groups feature is supported on routers running Cisco IOS Release 12.4(20)T and later.

Benefits of Using ACL Object Groups

Increases performance when network traffic is heavy.
Reduces storage in NVRAM compared to conventional ACLs.

Separates ownership of the components of an ACE. For example, you can create an ACE where each
department within an organization can control its group membership. You can also create an ACE
to permit or deny the departments to contact each other.

Allows you to create an object group that contains other object groups. For example, you can create
an ENG-ALL address group, which contains the ENG-EAST and ENG-WEST address groups.

ACL Object Groups Basic Workflow

1.

Create ACL object groups.
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You can create two types of ACL object groups: network object groups and service object groups.

- Network Object Groups—Can contain hostnames, host IP addresses, subnet masks, range of IP
addresses, and other existing network object groups.

- Service Object Groups—Can contain top-level protocols, such as TCP, UDP, and TCP-UDP;
ICMP types; source and destination protocol ports; and other existing service object groups.

2. Create a rule (ACE), which can permit or deny traffic on specified ACL object groups.

After you create the ACL object groups, use the Extended Rule Entry dialog box to create rules to
permit or deny traffic on the specified ACL object groups. See Add an Extended Rule Entry,
page 21-9, for details.

Understanding Network Object Groups

The ACL Object Groups feature allows you to create network object groups. Network object groups can
contain hostnames, host IP addresses, subnet masks, range of IP addresses, and other existing network
object groups.

Each group can contain multiple network types (group members). For example, you can create Group A,
which contains multiple hostnames or IP addresses, multiple networks, multiple ranges of IP addresses,
and multiple existing network object groups.

You cannot create circular object groups. For example, if you create two object groups, Group A and
Group B, you cannot do the following:

e Associate Group A with Group A.
e Associate Group A with Group B and then try to associate Group B with Group A.
There is no limit to the number of group members that you can add to a group.

You can use the Network Object Group summary page to add, edit, or delete network object groups. See
Working with Network Object Groups, page 15-2.

Working with Network Object Groups

This section contains the following topics:
e Creating Network Object Groups, page 15-2
e Editing Network Object Groups, page 15-3
e Deleting Network Object Groups, page 15-4

Creating Network Object Groups

Note

Before You Begin

From the Select Community Member drop-down list, choose the router on which you want to create the
network object group.

Make sure that the router is discovered and that it supports ACL object groups.
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Procedure

Use this procedure to create a network object group.

Choose Configure > Router > ACL > Object Groups > Network Object Groups to open the Network
Object Groups summary page. See Network Object Groups Summary Page, page 15-8.

Click Create to open the Create Network Object Group dialog box.

Enter the group name and description, specify the parameters in the Network Object Group Members
area, and then click the Add > button. The parameters that you entered on the left pane are added to the
right pane.

For information about the parameters, see Create Network Object Group Dialog Box, page 15-9.

Click OK to send the configured group information to the router.

Related Topics
e Understanding ACL Object Groups, page 15-1

e Understanding Network Object Groups, page 15-2
e Working with Network Object Groups, page 15-2

Editing Network Object Groups

Note

Note

Step 1

Step 2
Step 3

Step 4

Before You Begin

From the Select Community Member drop-down list, choose the router on which you want to change the
network object group parameters.

Make sure that the router is discovered and that it supports ACL object groups.

Procedure

Use this procedure to change the parameters of a selected network object group.

The Group Name cannot be changed.

Choose Configure > Router > ACL > Object Groups > Network Object Groups to open the Network
Object Groups summary page. See Network Object Groups Summary Page, page 15-8.

Select the group row to edit, and then click Edit to open the Edit Network Object Group dialog box.

Change the parameters that you want to modify in the Network Object Group Members area, and then
click the Add > button. The parameters that you entered on the left pane are added to the right pane.

For information about the parameters, see Edit Network Object Groups Dialog Box, page 15-11.

Click OK to send the modified group configuration to the router.

Related Topics
e Understanding ACL Object Groups, page 15-1
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e Understanding Network Object Groups, page 15-2
e Working with Network Object Groups, page 15-2

Deleting Network Object Groups

Note

Note

Step 1

Step 2
Step 3

Before You Begin

From the Select Community Member drop-down list, choose the router from which you want to delete
a network object group.

Make sure that the router is discovered and that it supports ACL object groups.

Procedure

Use this procedure to delete a selected network object group.

You cannot delete a network object group that is being used by an ACL. Also, you cannot delete a
network object group that is being used by another network object group. If you try to delete it, a warning
message is displayed.

Choose Configure > Router > ACL > Object Groups > Network Object Groups to open the Network
Object Groups summary page. See Network Object Groups Summary Page, page 15-8.

Select the group row that you want to delete, and then click Delete. A Confirmation dialog box appears.

Click Yes to delete the object group.

Related Topics
¢ Understanding ACL Object Groups, page 15-1

e Understanding Network Object Groups, page 15-2
e Working with Network Object Groups, page 15-2

Understanding Service Object Groups

The ACL Object Groups feature allows you to create service object groups. Service object groups can
contain top level protocols, such as TCP, UDP, and TCP-UDP; ICMP types; source and destination
protocol ports; and other existing service object groups.

Each group can contain multiple group members (service types). For example, you can create Group A,
which contains multiple TCP, UDP, and TCP-UDP protocols, multiple ICMP types, multiple source and
destination protocol ports, and multiple existing service object groups.

You cannot create circular object groups. For example, if you create two object groups, Group A and
Group B, you cannot do the following:

e Associate Group A with Group A.
e Associate Group A with Group B and then try to associate Group B with Group A.

There is no limit to the number of group members you can add to a group.
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You can use the Service Object Groups summary page to add, edit, or delete service object groups. See
Working with Service Object Groups, page 15-5.

Working with Service Object Groups

This section contains the following topics:
e Creating Service Object Groups, page 15-5
e Editing Service Object Groups, page 15-5
e Deleting Service Object Groups, page 15-6

Creating Service Object Groups

Before You Begin

From the Select Community Member drop-down list, choose the router on which you want to create the
service object group.

Note  Make sure that the router is discovered and that it supports ACL object groups.

Procedure

Use this procedure to create a service object group.

Step 1 Choose Configure > Router > ACL > Object Groups > Service Object Groups to open the Service
Object Group summary page. See Service Object Groups Summary Page, page 15-12.

Step2  Click Create to open the Create Service Object Group dialog box.

Step3  Enter the group name and description, specify the parameters in the Service Object Group Members area,
and then click the Add > button. The parameters that you entered on the left pane are added to the right
pane.

For information about the parameters, see Create Network Object Group Dialog Box, page 15-9.

Stepd  Click OK to send the configured group information to the router.

Related Topics
¢ Understanding ACL Object Groups, page 15-1

e Understanding Service Object Groups, page 15-4
e Working with Service Object Groups, page 15-5

Editing Service Object Groups

Before You Begin

From the Select Community Member drop-down list, choose the router on which you want to change the
service object group parameters.

Cisco Configuration Professional User Guide
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Note

Note

Step 1

Step 2
Step 3

Step 4

Make sure that the router is discovered and that it supports ACL object groups.

Procedure

Use this procedure to change the parameters of a selected service object group.

The Group Name cannot be changed.

Choose Configure > Router > ACL> Object Groups > Service Object Groups to open the Service
Object Group summary page. See Service Object Groups Summary Page, page 15-12.

Select the group row to edit, and then click Edit to open the Edit Service Object Group dialog box.

Change the parameters that you want to modify in the Service Object Group Members area, and then
click the Add > button. The parameters that you entered on the left pane are added to the right pane.

For information about the parameters, see Edit Service Object Groups Dialog Box, page 15-25.

Click OK to send the modified group configuration to the router.

Related Topics
e Understanding ACL Object Groups, page 15-1

e Understanding Service Object Groups, page 15-4
e Working with Service Object Groups, page 15-5

Deleting Service Object Groups

Note

Note

Step 1

Step 2

Before You Begin

From the Select Community Member drop-down list, choose the router from which you want to delete
a service object group.

Make sure that the router is discovered and that it supports ACL object groups.

Procedure

Use this procedure to delete a selected service object group.

You cannot delete a service object group that is being used by an ACL. Also, you cannot delete a service
object group that is being used by another service object group. If you try to delete it, a warning message
is displayed.

Choose Configure > Router > ACL > Object Groups > Service Object Groups to open the Service
Object Groups summary page. See Service Object Groups Summary Page, page 15-12.

Select the group row that you want to delete, and then click Delete. A Confirmation dialog box appears.
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Click Yes to delete the object group.

Related Topics
e Understanding ACL Object Groups, page 15-1

e Understanding Service Object Groups, page 15-4
e Working with Service Object Groups, page 15-5

Creating ACLs with Object Groups

Step 1

Step 2
Step 3

Step 4
Step 5

Step 6

After you create network object groups and/or service object groups, you can create an ACL that can
permit or deny traffic to these object groups.

Before You Begin

From the Select Community Member drop-down list, choose the router on which you want to create an
ACL with the object groups.

Make sure that the router is discovered and that it supports ACL object groups.
Make sure that you have created ACL object groups.

Procedure

Use this procedure to create an ACL that can permit or deny traffic to the configured object groups.

Choose Configure > Router > ACL > ACL Editor to open the Additional Task Rules dialog box. For
information about access rules, see Chapter 21, “ACL.”

Click Add to open the Add a Rule dialog box.

Add a name and description for the rule in the appropriate fields, and then click Add to open the Add an
Extended Rule Entry dialog box.

From the Action field, choose the action you want to configure. The options are: Permit or Deny.
From the Source Host/Network pane, do the following:
a. Choose Network Object Group from the Type field.

b. Click the ... (more) button—located beside the Network Object Group field—to open the Select
Network Object Groups dialog box. See Select Network Object Groups Dialog Box, page 15-27.

c¢. From the Select Network Object Groups dialog box, select the network object group, and then click
OK.

From the Destination Host/Network pane, do the following:
a. Choose Network Object Group from the Type field.

b. Click the ... (more) button—located beside the Network Object Group field—to open the Select
Network Object Groups dialog box. See Select Network Object Groups Dialog Box, page 15-27.

c. From the Select Network Object Groups dialog box, select the network object group, and then click
OK.
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Step7  From the Protocol and Service pane, do the following:
a. Click the Service Object Group(s) radio button.

b. Click the ... (more) button—located beside the Service Object Group field—to open the Select
Service Object Groups dialog box. See Select Service Object Groups Dialog Box, page 15-28.

c¢. From the Select Service Object Groups dialog box, select the service object group, and then click
OK.

Step8  Click OK in the Add an Extended Rule Entry dialog box.

Related Topics
¢ Understanding ACL Object Groups, page 15-1

e Add an Extended Rule Entry, page 21-9

ACL Object Groups Reference

This section describes the dialog boxes you can use when working with the ACL Object Groups feature
and includes the following topics:

e Network Object Groups Summary Page, page 15-8

e Create and Edit Network Object Groups Dialog Box, page 15-9
e Edit Network Object Groups Dialog Box, page 15-11

e Service Object Groups Summary Page, page 15-12

¢ Create and Edit Service Object Groups Dialog Box, page 15-13
e Edit Service Object Groups Dialog Box, page 15-25

e Add an Extended Rule Entry Dialog Box, page 15-27

e Select Network Object Groups Dialog Box, page 15-27

e Select Service Object Groups Dialog Box, page 15-28

Network Object Groups Summary Page

Use the Network Object Groups summary page to view the network object groups that are configured on
the router, to create new network object groups, to modify parameters on a selected network group, and
to delete a selected network object group.

How to Get to This Dialog Box
Choose Configure > Router > ACL > Object Groups > Network Object Groups.

Related Topics
e Understanding ACL Object Groups, page 15-1

e Understanding Network Object Groups, page 15-2
e Working with Network Object Groups, page 15-2
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Field Reference

Table 15-1 Network Object Groups Summary Page

Element Description

Filter Allows you to filter the display according to what you want to view.

Name The names of the network object groups that are configured and that exist on
the router.

Group Members Consists of any or all of the following: IP address or hostnames, IP address

and mask, range of IP address that are included in the group, and the names
of existing network groups.

Description (Optional) Words or phrases that describe the network object groups.

Create button Click this button to open the Create Network Object Group dialog box, in
which you can create a new network object group. See Create and Edit
Network Object Groups Dialog Box, page 15-9.

Edit button Click this button to modify the parameters that are configured on a selected
network object group.

When you click this button, the Edit Network Object Group dialog box
appears, in which you can edit the parameters that are configured on the
selected network object group. See Edit Network Object Groups Dialog Box,
page 15-11.

Delete button Click this button to delete a selected group member row.

Create and Edit Network Object Groups Dialog Box

See the following topics as appropriate:
e Create Network Object Group Dialog Box, page 15-9
e Edit Network Object Groups Dialog Box, page 15-11

Create Network Object Group Dialog Box

Use the Create Network Object Group dialog box to create network object groups.

How to Get to This Dialog Box

1. Choose Configure > Router > ACL > Object Groups > Network Object Groups to open the
Network Object Groups summary page.

2. From the Network Object Groups summary page, click Create.

Related Topics
e Understanding ACL Object Groups, page 15-1

e Understanding Network Object Groups, page 15-2
e Creating Network Object Groups, page 15-2
e Creating ACLs with Object Groups, page 15-7

Cisco Configuration Professional User Guide
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Field Reference

Table 15-2 Create Network Object Group Dialog Box

Element Description

Group Name The name of the object group.

Description (Optional) The word or phrase that describes the object group.

Network Object Group Members

Type of Member Choose the type of member from the drop-down list. The options are:
IP Address/Hostname, Network, Range of IP Addresses, and Existing
Network Object Group.

Context-Sensitive Area—Left Pane

Context-sensitive area |Based on the type of member you choose from the Type of Member
drop-down list, this context-sensitive area changes:

e If you choose IP Address/Hostname from the drop-down list, the
context-sensitive area displays the IP Address/Hostname pane, in which
you can enter the IP address or hostname.

Note  If you enter the hostname, make sure that the router is configured for
DNS resolution.

e If you choose Network from the drop-down list, the context-sensitive
area displays the Network pane, in which you can enter the IP address
and subnet mask.

e If you choose Range of IP Addresses from the drop-down list, the
context-sensitive area displays the Range of IP Addresses pane, in which
you can enter the range of IP addresses in the From and To fields.

e If you choose Existing Network Object Group from the drop-down list,
the context-sensitive area displays a list of existing group members and
their description. Choose the group that you want from the list.

Add > button Click this button to add the parameters that you entered in the left pane
(context-sensitive area) to the right pane (Group Members pane).

Group Members—Right pane

Group Members List of group members that you entered in the left pane (context-sensitive
area).

Remove button Click this button to delete a selected group member.

Remove All button Click this button to delete the entire list of group members.

Note A group must have at least one group member. When you click the
Remove All button, make sure that you add at least one group
member to the group, otherwise you will get an error message.

OK button Click this button to send the configured network object group information to
the router.
Cancel button Click this button to remove the configuration values that you entered.
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Edit Network Object Groups Dialog Box

Use the Edit Network Object Groups dialog box to change the network object group parameters of a
selected group.

How to Get to This Dialog Box

1. Choose Configure > Router > ACL > Object Groups > Network Object Groups to open the
Network Object Groups summary page.

2. From the Network Object Groups summary page, click Edit.

Related Topics
e Understanding ACL Object Groups, page 15-1

e Understanding Network Object Groups, page 15-2
e Editing Network Object Groups, page 15-3
¢ Creating ACLs with Object Groups, page 15-7

Field Reference

Table 15-3 Edit Network Object Groups Dialog Box
Element Description
Group Name The name of the network object group.

Note The Group Name cannot be changed.

Description (Optional) The word or phrase that describes the network object group,
which you can edit.

Network Object Group Members

Type of Member Choose the type of member from the drop-down list. The options are:
IP Address/Hostname, Network, Range of IP Addresses, and Existing
Network Object Group.

Context-Sensitive Area—Left Pane

Context-sensitive area |Based on the type of member you choose from the Type of Member
drop-down list, this context-sensitive area changes:

e If you choose IP Address/Hostname from the drop-down list, the
context-sensitive area displays the IP Address/Hostname pane. This
pane contains the IP Address/Hostname field, which you can edit.

e If you choose Network from the drop-down list, the context-sensitive
area displays the Network pane. This pane contains the IP Address and
Mask fields, which you can edit.

e If you choose Range of IP Addresses from the drop-down list, the
context-sensitive area displays the Range of IP Addresses pane. This
pane contains the From and To fields, which you can edit.

e If you choose Existing Network Object Group from the drop-down list,
the context-sensitive area displays a list of existing group members and
their descriptions. Select the group that you want.

Add > button Click this button to add the parameters that you entered in the left pane
(context-sensitive area) to the right pane (Group Members pane).

Cisco Configuration Professional User Guide
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Table 15-3 Edit Network Object Groups Dialog Box (continued)

Element

Description

Group Members—Right pane

Group Members

List of group members that you entered in the left pane (context-sensitive
area).

Remove button

Click this button to delete a selected group member.

Remove All button

Click this button to delete the entire list of group members.

Note A group must have at least one group member. When you click the
Remove All button, make sure that you add at least one group
member to the group, otherwise you will get an error message.

OK button

Click this button to send the modified network object group information to
the router.

Cancel button

Click this button to remove the configuration values that you edited and to
return to the original values.

Service Object Groups Summary Page

Use the Service Object Groups summary page to create service object groups. Service object groups can
contain TCP, UDP, TCP-UDP, ICMP, IP protocols, and other existing service object groups.

How to Get to This Dialog Box

Choose Configure > Router > ACL > Object Groups > Service Object Groups.

Related Topics

Understanding ACL Object Groups, page 15-1
Understanding Service Object Groups, page 15-4
Working with Service Object Groups, page 15-5
Creating ACLs with Object Groups, page 15-7

Field Reference

Table 15-4 Service Object Groups Summary Page

Element Description

Filter Allows you to filter the display according to what you want to view.

Name The names of the service object groups that are configured and that exist in
the system.

Group Members Consists of any or all of the following group member services that are
configured on a service object group: TCP Service, UDP Service, TCP-UDP
Service, ICMP Service, IP Protocol Service, and Existing Service Object
Groups.

Description (Optional) The word or phrase that describes each of the service object

groups.
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Table 15-4 Service Object Groups Summary Page (continued)
Element Description
Create button Click this button to open the Create Service Object Group dialog box, in

which you can create a new service object group. See Create Service Object
Groups Dialog Box, page 15-13.

Edit button Click this button to modify parameters that are configured on a selected
service object group.

When you click this button, the Edit Service Object Group dialog box
appears, in which you can edit the parameters for the selected service object
group. See Edit Service Object Groups Dialog Box, page 15-25.

Delete button Click this button to delete a selected group member row.

Create and Edit Service Object Groups Dialog Box

See the following topics as appropriate:
¢ Create Service Object Groups Dialog Box, page 15-13
e Edit Service Object Groups Dialog Box, page 15-25

Create Service Object Groups Dialog Box

Use the Create Service Object Groups dialog box to create service object groups.

How to Get to This Dialog Box

1. Choose Configure > Router > ACL > Object Groups > Service Object Groups to open the
Service Object Groups summary page.

2. From the Service Object Groups summary page, click Create.

Related Topics
e Understanding ACL Object Groups, page 15-1

e Understanding Service Object Groups, page 15-4
e Working with Service Object Groups, page 15-5
e Creating ACLs with Object Groups, page 15-7

Field Reference

Table 15-5 Create Service Object Groups Dialog Box

Element Description

Group Name The name of the service object group.

Description (Optional) The word or phrase that describes the service object group.

Service Object Group Members Area

Cisco Configuration Professional User Guide
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Table 15-5 Create Service Object Groups Dialog Box (continued)
Element Description
Type of Member Choose a service from the drop-down list. The options are: TCP Service,

UDP Service, TCP-UDP Service, ICMP Service, IP Protocol Service, and
Existing Service Object Groups.

Context-Sensitive Area—Left Pane

Context-sensitive area  |Based on the type of service you choose from the Type of Member
drop-down list, this context-sensitive area changes:

e If you choose TCP Service from the drop-down list, the
context-sensitive area displays the Service Port pane. For details, see
Create Service Object Groups Dialog Box—TCP Service.

e If you choose UDP Service from the drop-down list, the
context-sensitive area displays the Service Port pane. For details, see
Create Service Object Groups Dialog Box—UDP Service.

e If you choose TCP-UDP Service from the drop-down list, the
context-sensitive area displays the Service Port pane. For details, see
Create Service Object Groups Dialog Box—TCP-UDP Service.

e If you choose ICMP Service from the drop-down list, the
context-sensitive area displays the ICMP Service pane. For details, see
Create Service Object Groups Dialog Box—ICMP Service.

e If you choose IP Protocol Service from the drop-down list, the
context-sensitive area displays the IP Protocol Service pane. For details,
see Create Service Object Groups Dialog Box—IP Protocol Service.

e If you choose Existing Network Object Group from the drop-down list,
the context-sensitive area displays a list of existing group members and
their description. For details, see Create Service Object Groups Dialog
Box—Existing Service Object Groups.

Add > button Click this button to add the parameters that you entered in the left pane
(context-sensitive area) to the right pane (Group Members pane).

Group Members—Right pane

Group Members List of group members that you entered in the left pane (context-sensitive
area).

Remove button Click this button to delete a selected service group member.

Remove All button Click this button to delete the entire list of service group members.

Note A group must have at least one group member. When you click the
Remove All button, make sure that you add at least one group
member to the group, otherwise you will get an error message.

OK button Click this button to send the configured service object group information to
the router.
Cancel button Click this button to remove the configuration values that you entered.

Cisco Configuration Professional User Guide
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Create Service Object Groups Dialog Box—TCP Service
Use the Create Service Object Groups dialog box to create TCP service object groups.

How to Get to This Dialog Box

1. Choose Configure > Router > ACL > Object Groups > Service Object Groups to open the
Service Object Groups summary page.

2. From the Service Object Groups summary page, click Create.

Related Topics

¢ Create and Edit Service Object Groups Dialog Box, page 15-13
e Understanding ACL Object Groups, page 15-1

e Understanding Service Object Groups, page 15-4

e Working with Service Object Groups, page 15-5

e Creating ACLs with Object Groups, page 15-7

Field Reference

Table 15-6 Create Service Object Groups Dialog Box— TCP Service

Element Description

Group Name The name of the service object group.

Description (Optional) The word or phrase that describes the service object group.

Service Object Group Members Area

Type of Member Choose the TCP Service option from the drop-down list.

Service Port—Left Pane

Cisco Configuration Professional User Guide
[ oL-31982-01 .m



Chapter15  ACL Object Groups |

Bl ACL Object Groups Reference

Table 15-6 Create Service Object Groups Dialog Box— TCP Service (continued)

Element Description

Context-sensitive area | When you choose the TCP Service option, the context-sensitive area
displays the Service Port pane, which contains the Source Port and the
Destination Port areas:

e Source Port—Contains the Select Source Port check box and a
drop-down list. Click the check box, then choose an option from the
drop-down list. The options are: Greater Than, Less Than, Equals, and
Range.

— Greater Than—If you choose the Greater Than option, you can
either enter the source port number in the numeric field or select the
port number by clicking the Up arrow or Down arrow. Valid port
numbers are 1 to 65535.

— Less Than—If you choose the Less Than option, you can either
enter the source port number in the numeric field or select the port
number by clicking the Up arrow or Down arrow. Valid port
numbers are 1 to 65535.

— Equals—If you choose the Equals option, do the following:

Select a service from the drop-down list. The options including bgp,
chargen, cmd, daytime, and discard are displayed.

Enter the source port number in the numeric field or select the port
number by clicking the Up arrow or Down arrow. Valid port
numbers are 1 to 65535.

— Range—If you choose the Range option, you can either enter the
source port number range in the numeric field or select the port
number range by clicking the Up arrow or Down arrow. Valid port
ranges include numbers from 1 to 65535.

Cisco Configuration Professional User Guide
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Table 15-6 Create Service Object Groups Dialog Box— TCP Service (continued)

Element Description

Context-sensitive area ¢ Destination Port—Contains the Select Destination Port check box and

(continued) a drop-down list. Click the check box, then choose an option from the
drop-down list. The options are: Greater Than, Less Than, Equals, and
Range.

— Greater Than—If you choose the Greater Than option, you can
either enter the destination port number in the numeric field or
select the port number by clicking the Up arrow or Down arrow.
Valid port numbers are 1 to 65535.

— Less Than—If you choose the Less Than option, you can either
enter the destination port number in the numeric field or select the
port number by clicking the Up arrow or Down arrow. Valid port
numbers are 1 to 65535.

— Equals—If you choose the Equals option, do the following:

Select a service from the drop-down list. The options including bgp,
chargen, cmd, daytime, and discard are displayed.

Enter the destination port number in the numeric field or select the
port number by clicking the Up arrow or Down arrow. Valid port
numbers are 1 to 65535.

— Range—If you choose the Range option, you can either enter the
destination port number range in the numeric field or select the port
number range by clicking the Up arrow or Down arrow. Valid port
ranges include numbers from 1 to 65535.

Add > button Click this button to add the parameters that you entered in the Service Port
pane to the Group Members pane.

Group Members—Right Pane

Group Members List of group members that you entered in the Service Port pane.
Remove button Click this button to delete a selected service group member.
Remove All button Click this button to delete the entire list of service group members.

Note A group must have at least one group member. When you click the
Remove All button, make sure that you add at least one group
member to the group, otherwise you will get an error message.

OK button Click this button to send the configured service object group information to
the router.
Cancel button Click this button to remove the configuration values that you entered.

Create Service Object Groups Dialog Box—UDP Service

Use the Create Service Object Groups dialog box to create UDP service object groups.

How to Get to This Dialog Box

1. Choose Configure > Router > ACL > Object Groups > Service Object Groups to open the
Service Object Groups summary page.

2. From the Service Object Groups summary page, click Create.

Cisco Configuration Professional User Guide
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Related Topics

Create and Edit Service Object Groups Dialog Box, page 15-13
Understanding ACL Object Groups, page 15-1

Understanding Service Object Groups, page 15-4

Working with Service Object Groups, page 15-5

Creating ACLs with Object Groups, page 15-7

Field Reference

Table 15-7 Create Service Object Groups Dialog Box—UDP Service

Element

Description

Group Name

The name of the service object group.

Description

(Optional) The word or phrase that describes the service object group.

Service Object Group Members Area

Type of Member

Choose the UDP Service option from the drop-down list.

Service Port—Left Pane

Context-sensitive area

When you choose the UDP Service option, the context-sensitive area
displays the Service Port pane, which contains the Source Port and the
Destination Port areas:

¢ Source Port—Contains the Select Source Port check box and a
drop-down list. Click the check box, then choose an option from the
drop-down list. The options are: Greater Than, Less Than, Equals, and
Range.

— Greater Than—If you choose the Greater Than option, you can
either enter the source port number in the numeric field or select the
port number by clicking the Up arrow or Down arrow. Valid port
numbers are 1 to 65535.

— Less Than—If you choose the Less Than option, you can either
enter the source port number in the numeric field or select the port
number by clicking the Up arrow or Down arrow. Valid port
numbers are 1 to 65535.

— Equals—If you choose the Equals option, do the following:

Select a service from the drop-down list. The options including biff,
bootpc, bootps, discard, and dnsix are displayed.

Enter the source port number in the numeric field or select the port
number by clicking the Up arrow or Down arrow. Valid port
numbers are 1 to 65535.

— Range—If you choose the Range option, you can either enter the
source port number range in the numeric field or select the port
number range by clicking the Up arrow or Down arrow. Valid port
ranges include numbers from 1 to 65535.
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Table 15-7 Create Service Object Groups Dialog Box— UDP Service (continued)

Element Description

Context-sensitive area ¢ Destination Port—Contains the Select Destination Port check box and

(continued) a drop-down list. Click the check box, then choose an option from the
drop-down list. The options are: Greater Than, Less Than, Equals, and
Range.

— Greater Than—If you choose the Greater Than option, you can
either enter the destination port number in the numeric field or
select the port number by clicking the Up arrow or Down arrow.
Valid port numbers are 1 to 65535.

— Less Than—If you choose the Less Than option, you can either
enter the destination port number in the numeric field or select the
port number by clicking the Up arrow or Down arrow. Valid port
numbers are 1 to 65535.

— Equals—If you choose the Equals option, do the following:

Select a service from the drop-down list. The options including biff,
bootpc, bootps, discard, and dnsix are displayed.

Enter the destination port number in the numeric field or select the
port number by clicking the Up arrow or Down arrow. Valid port
numbers are 1 to 65535.

— Range—If you choose the Range option, you can either enter the
destination port number range in the numeric field or select the port
number range by clicking the Up arrow or Down arrow. Valid port
ranges include numbers from 1 to 65535.

Add > button Click this button to add the parameters that you entered in the Service Port
pane to the Group Members pane.

Group Members—Right Pane

Group Members List of group members that you entered in the Service Port pane.
Remove button Click this button to delete a selected service group member.
Remove All button Click this button to delete the entire list of service group members.

Note A group must have at least one group member. When you click the
Remove All button, make sure that you add at least one group
member to the group, otherwise you will get an error message.

OK button Click this button to send the configured service object group information to
the router.
Cancel button Click this button to remove the configuration values that you entered.

Create Service Object Groups Dialog Box—TCP-UDP Service

Use the Create Service Object Groups dialog box to create TCP-UDP service object groups.

How to Get to This Dialog Box

1. Choose Configure > Router > ACL > Object Groups > Service Object Groups to open the
Service Object Groups summary page.

2. From the Service Object Groups summary page, click Create.

Cisco Configuration Professional User Guide
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Related Topics

Create and Edit Service Object Groups Dialog Box, page 15-13
Understanding ACL Object Groups, page 15-1

Understanding Service Object Groups, page 15-4

Working with Service Object Groups, page 15-5

Creating ACLs with Object Groups, page 15-7

Field Reference

Table 15-8 Create Service Object Groups Dialog Box— TCP-UDP Service

Element

Description

Group Name

The name of the service object group.

Description

(Optional) The word or phrase that describes the service object group.

Service Object Group Members Area

Type of Member

Choose the TCP-UDP Service option from the drop-down list.

Service Port—Left Pane

Context-sensitive area

When you choose the TCP-UDP Service option, the context-sensitive area
displays the Service Port pane, which contains the Source Port and the
Destination Port areas:

¢ Source Port—Contains the Select Source Port check box and a
drop-down list. Click the check box, and then choose an option from the
drop-down list. The options are: Greater Than, Less Than, Equals, and
Range.

— Greater Than—If you choose the Greater Than option, you can
either enter the source port number in the numeric field or select the
port number by clicking the Up arrow or Down arrow. Valid port
numbers are 1 to 65535.

— Less Than—If you choose the Less Than option, you can either
enter the source port number in the numeric field or select the port
number by clicking the Up arrow or Down arrow. Valid port
numbers are 1 to 65535.

— Equals—If you choose the Equals option, do the following:

Select a service from the drop-down list. The options including
discard domain, echo, sunrpc, and syslog are displayed.

Enter the source port number in the numeric field or select the port
number by clicking the Up arrow or Down arrow. Valid port
numbers are 1 to 65535.

— Range—If you choose the Range option, you can either enter the
source port number range in the numeric field or select the port
number range by clicking the Up arrow or Down arrow. Valid port
ranges include numbers from 1 to 65535.
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Table 15-8 Create Service Object Groups Dialog Box— TCP-UDP Service (continued)

Element

Description

Context-sensitive area
(continued)

e Destination Port—Contains the Select Destination Port check box and
a drop-down list. Click the check box, and then choose an option from
the drop-down list. The options are: Greater Than, Less Than, Equals,
and Range.

— Greater Than—If you choose the Greater Than option, you can
either enter the destination port number in the numeric field or
select the port number by clicking the Up arrow or Down arrow.
Valid port numbers are 1 to 65535.

— Less Than—If you choose the Less Than option, you can either
enter the destination port number in the numeric field or select the
port number by clicking the Up arrow or Down arrow. Valid port
numbers are 1 to 65535.

— Equals—If you choose the Equals option, do the following:

Select a service from the drop-down list. The options including
discard domain, echo, sunrpc, and syslog are displayed.

Enter the destination port number in the numeric field or select the
port number by clicking the Up arrow or Down arrow. Valid port
numbers are 1 to 65535.

— Range—If you choose the Range option, you can either enter the
destination port number range in the numeric field or select the port
number range by clicking the Up arrow or Down arrow. Valid port
ranges include numbers from 1 to 65535.

Add > button

Click this button to add the parameters that you entered in the Service Port
pane to the Group Members pane.

Group Members—Right Pane

Group Members

List of group members that you entered in the Service Port pane.

Remove button

Click this button to delete a selected service group member.

Remove All button

Click this button to delete the entire list of service group members.

Note A group must have at least one group member. When you click the
Remove All button, make sure that you add at least one group
member to the group, otherwise you will get an error message.

OK button

Click this button to send the configured service object group information to
the router.

Cancel button

Click this button to remove the configuration values that you entered.

Create Service Object Groups Dialog Box—ICMP Service

Use the Create Service Object Groups dialog box to create ICMP service object groups.

How to Get to This Dialog Box

1. Choose Configure > Router > ACL > Object Groups > Service Object Groups to open the
Service Object Groups summary page.

2. From the Service Object Groups summary page, click Create.
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Related Topics

Create and Edit Service Object Groups Dialog Box, page 15-13
Understanding ACL Object Groups, page 15-1

Understanding Service Object Groups, page 15-4

Working with Service Object Groups, page 15-5

Creating ACLs with Object Groups, page 15-7

Field Reference

Table 15-9 Create Service Object Groups Dialog Box—ICMP Service

Element

Description

Group Name

The name of the service object group.

Description

(Optional) The word or phrase that describes the service object group.

Service Object Group Members Area

Type of Member

Choose the ICMP Service option from the drop-down list.

ICMP Service—Right Pane

Context-sensitive area

When you choose the ICMP Service option from the drop-down list, the
context-sensitive area displays the ICMP Service pane. Do one of the
following:

e Enter a value in the ICMP Type field or select the value by clicking the
up or down arrow. The valid ICMP range is 0 to 255.

e Select an ICMP message type from the drop-down list. The options
including alternate-address, conversion-error, echo, echo-reply, and
information reply are listed.

Add > button

Click this button to add the parameters that you entered in the ICMP Service
pane to the Group Members pane.

Group Members—Right Pane

Group Members

List of group members that you entered in the ICMP Service pane.

Remove button

Click this button to delete a selected service group member.

Remove All button

Click this button to delete the entire list of service group members.

Note A group must have at least one group member. When you click the
Remove All button, make sure that you add at least one group
member to the group, otherwise you will get an error message.

OK button

Click this button to send the configured service object group information to
the router.

Cancel button

Click this button to remove the configuration values that you entered.

Create Service Object Groups Dialog Box—IP Protocol Service

Use the Create Service Object Groups dialog box to create IP protocol service object groups.

How to Get to This Dialog Box

1.

Choose Configure > Router > ACL > Object Groups > Service Object Groups to open the

Service Object Groups summary page.
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2. From the Service Object Groups summary page, click Create.

Related Topics
¢ Create and Edit Service Object Groups Dialog Box, page 15-13

e Understanding ACL Object Groups, page 15-1

e Understanding Service Object Groups, page 15-4
e Working with Service Object Groups, page 15-5
e Creating ACLs with Object Groups, page 15-7

Field Reference

Table 15-10 Create Service Object Groups Dialog Box—IP Protocol Service

Element Description

Group Name The name of the service object group.

Description (Optional) The word or phrase that describes the service object group.

Service Object Group Members Area

Type of Member Choose the IP Protocol Service option from the drop-down list.

IP Protocol Service—Left Pane

Context-sensitive area  |If you choose the IP Protocol Service option, the context-sensitive area
displays the IP Protocol Service pane. Do one of the following:

e Enter a value in the IP Protocol field, or select the value by clicking the
Up arrow or Down Arrow. The valid IP protocol range is
0 to 255.

e Select the IP Protocol from the drop-down list. The options including
ahp, eigrp, esp, gre, and igmp are listed.

Add > button Click this button to add the parameters that you entered in the IP Protocol
Service pane to the Group Members pane.

Group Members—Right Pane

Group Members List of group members that you entered in the IP Protocol Service pane.
Remove button Click this button to delete a selected service group member.
Remove All button Click this button to delete the entire list of service group members.

Note A group must have at least one group member. When you click the
Remove All button, make sure that you add at least one group
member to the group, otherwise you will get an error message.

OK button Click this button to send the configured service object group information to
the router.
Cancel button Click this button to remove the configuration values that you entered.

Cisco Configuration Professional User Guide
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Create Service Object Groups Dialog Box—Existing Service Object Groups

Use the Create Service Object Groups dialog box to create service object groups.

How to Get to This Dialog Box

1.

Choose Configure > Router > ACL > Object Groups > Service Object Groups to open the
Service Object Groups summary page.

2. From the Service Object Groups summary page, click Create.

Related Topics

Create and Edit Service Object Groups Dialog Box, page 15-13
Understanding ACL Object Groups, page 15-1

Understanding Service Object Groups, page 15-4

Working with Service Object Groups, page 15-5

Creating ACLs with Object Groups, page 15-7

Field Reference

Table 15-11

Create Service Object Groups Dialog Box— Existing Service Object Groups

Element

Description

Group Name

The name of the service object group.

Description

(Optional) The word or phrase that describes the service object group.

Service Object Group Members Area

Type of Member

Choose the Existing Service Object Groups option from the drop-down list.

Group Name and Description—Left Pane

Filter

Allows you to filter the display according to what you want to view.

Context-sensitive area

When you choose the Existing Service Object Groups option, the
context-sensitive area displays a list of existing group members and their
description. Select the group member you want to add in the service object
group, and then click the ADD > button.

Add > button

Click this button to add the group member that you selected in the left pane
to the right pane (Group Members pane).

Group Members—Right Pane

Group Members

List of group members that you entered in the left pane.

Remove button

Click this button to delete a selected service group member.

Remove All button

Click this button to delete the entire list of service group members.

Note A group must have at least one group member. When you click the
Remove All button, make sure that you add at least one group

member to the group, otherwise you will get an error message.

OK button

Click this button to send the configured service object group information to
the router.

Cancel button

Click this button to remove the configuration values that you entered.
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Edit Service Object Groups Dialog Box

Table 15-12

Use the Edit Service Object Groups dialog box to change the service object group parameters of a
selected group.

How to Get to This Dialog Box

1. Choose Configure > Router > ACL > Object Groups > Service Object Groups to open the
Service Object Groups summary page.

2. From the Service Object Groups summary page, click Edit.

Related Topics
e Understanding ACL Object Groups, page 15-1

e Understanding Service Object Groups, page 15-4
e Editing Service Object Groups, page 15-5
e Creating ACLs with Object Groups, page 15-7

Field Reference

Edit Service Object Groups Dialog Box

Element

Description

Group Name

The name of the service object group.

Note The Group Name cannot be changed.

Description

(Optional) The word or phrase that describes the service object group, which
you can edit.

Service Object Group Members Area

Type of Member

Choose a service from the drop-down list. The options are: TCP Service,
UDP Service, TCP-UDP Service, ICMP Service, IP Protocol Service, and
Existing Service Object Groups.

Context-Sensitive Area—Left Pane
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Cisco Configuration Professional User Guide g



Chapter15  ACL Object Groups |
Bl ACL Object Groups Reference
Table 15-12 Edit Service Object Groups Dialog Box (continued)
Element Description
Context-sensitive area  |Based on the type of service you choose from the Type of Member
drop-down list, the context-sensitive area in which you configure the group
parameters, changes:

e If you choose TCP Service from the drop-down list, the
context-sensitive area displays the Service Port pane, which you can
edit. For details, see Create Service Object Groups Dialog Box—TCP
Service.

e If you choose UDP Service from the drop-down list, the
context-sensitive area displays the Service Port pane, which you can
edit. For details, see Create Service Object Groups Dialog Box—UDP
Service.

e If you choose TCP-UDP Service from the drop-down list, the
context-sensitive area displays the Service Port pane, which you can
edit. For details, see Create Service Object Groups Dialog
Box—TCP-UDP Service.

e If you choose ICMP Service from the drop-down list, the
context-sensitive area displays the ICMP Service pane, which you can
edit. For details, see Create Service Object Groups Dialog Box—ICMP
Service.

e If you choose IP Protocol Service from the drop-down list, the
context-sensitive area displays the IP Protocol Service pane, which you
can edit. For details, see Create Service Object Groups Dialog Box—IP
Protocol Service.

e If you choose Existing Service Object Group from the drop-down list,
the context-sensitive area displays the existing groups and their
description, which you can edit. For details, see Create Service Object
Groups Dialog Box—Existing Service Object Groups.

Add > button Click this button to add the parameters that you edited in the left pane to the
right pane.
Group Members Pane—Right pane
Group Members List of group members that you edited in the left pane.
Remove button Click this button to delete a selected service group member.
Remove All button Click this button to delete the entire list of service group members.
Note A group must have at least one group member. When you click the
Remove All button, make sure that you add at least one group
member to the group, otherwise you will get an error message.
OK button Click this button to send the edited configuration values to the router.
Cancel button Click this button to remove the configuration values that you edited and to
return to the original values.
Cisco Configuration Professional User Guide
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Add an Extended Rule Entry Dialog Box

Use the Add an Extended Rule Entry dialog box to create an ACL that can permit or deny traffic to
configured object groups.

For details, see Add an Extended Rule Entry, page 21-9.

Related Topics
e Creating ACLs with Object Groups, page 15-7

e Select Network Object Groups Dialog Box, page 15-27
e Select Service Object Groups Dialog Box, page 15-28

Select Network Object Groups Dialog Box

Use the Select Network Object Groups dialog box to display the list of existing network object groups,
from which you can select the group to add to the ACL.

How to Get to This Dialog Box

From the Add an Extended Rule Entry dialog box, click the ... (more) button—Ilocated beside the
Network Object Group field—to open the Select Network Object Groups dialog box.

Related Topics
¢ Creating ACLs with Object Groups, page 15-7

e Add an Extended Rule Entry, page 21-9
e Select Network Object Groups Dialog Box, page 15-27

Field Reference

Table 15-13 Select Network Object Groups Dialog Box

Element ‘Description

Available Groups Pane—Upper Pane

Name ‘List of network object groups that are configured and that exist in the system.

Details Pane—Lower Pane

Click a group name in the Available Groups pane to display its details in the Details pane.

Name The name of the network object group.

Group Members Lists the group members of the selected network object group.

Description (Optional) The word or phrase that describes the network object group.

OK button Click this button to add the selected group name to the Add an Extended
Entry dialog box.

Cancel button Click this button to cancel the object group you selected.

Help button Click this button to open the context-sensitive help for this dialog box.

Cisco Configuration Professional User Guide
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Select Service Object Groups Dialog Box

Table 15-14

Use the Select Service Object Groups dialog box to display the list of existing service object groups,
from which you can select the group to add to the ACL.

How to Get to This Dialog Box

From the Add an Extended Rule Entry dialog box, click the ... (more) button—Ilocated beside the Service
Object Group field—to open the Select Service Object Groups dialog box.

Related Topics
e Creating ACLs with Object Groups, page 15-7

e Add an Extended Rule Entry, page 21-9

Field Reference

Select Service Object Groups Dialog Box

Element

‘Description

Available Groups —Upper Pane

Name

‘List of service object groups that are configured and that exist in the system.

Details Pane—Lower Pane

Click a group name in the Available Groups pane to display its details in the Details pane.

Name The name of the service object group.

Group Members Lists the group members of the selected service object group.
Description (Optional) The word or phrase that describes the service object group.
OK button Click this button to add the selected group name to the Add an Extended

Entry dialog box.

Cancel button

Click this button to cancel the object group you selected.

Help button

Click this button to open the context-sensitive help for this dialog box.
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Router Properties

Router properties let you define the overall attributes of the router, such as the router name, domain
name, password, Simple Network Management Protocol (SNMP) status, Domain Name System (DNS)
server address, user accounts, router log attributes, virtual type terminal (vty) settings, SSH settings, and
other router access security settings.

Device Properties

The Properties—Device screen contains host, domain, and password information for your router.

How to Get to this Screen

Click Configure > Router > Router Options.

Field Reference

Table 16-1 Device Properties

Element Description

Device Tab

Host Enter the name you want to give the router in this field.

Domain

Enter the domain name for your organization. If you do not know the
domain name, obtain it from your network administrator.

Enter the Text for Banner

Enter text for the router banner. The router text banner is displayed
whenever anyone logs in to the router. We recommend that the text
banner include a message indicating that unauthorized access is
prohibited.

Password Tab
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Table 16-1 Device Properties
Element Description
Enable Secret Password Cisco Configuration Professional (Cisco CP) supports the enable

secret password. The enable secret password allows you to control
who is able to enter configuration commands on this router. We
strongly recommend that you set an enable secret password. The
password will not be readable in the Cisco CP Device Properties
window, and it will appear in encrypted form in the router
configuration file. Therefore, you should record this password in
case you forget it.

The Cisco IOS release that the router is running may also support
the enable password. The enable password functions like the enable
secret password, but was encrypted in the configuration file. If an
enable password is configured using the command-line interface
(CLI), it is ignored if an enable secret password is configured.

Current Password If a password has already been set, this area contains asterisks (¥).

Enter New Password Enter the new enable password in this field.

Reenter New Password Reenter the password exactly as you entered it in the New Password
field.

Date and Time: Clock Properties

Use this window to view and edit the date and time settings on the router.

How to Get to this Screen
Click Configure > Router > Time > Date and Time.

Related Links
e Date and Time Properties

Field Reference

Table 16-2 Clock Properties
Element Description
Date/Time You can see the router date and time settings on the right side of the

Cisco CP status bar. The time and date settings in this part of the
Clock Properties window are not updated.
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Table 16-2 Clock Properties (continued)
Element Description
Router Time Source This field can contain the following values:

e NTP - The router receives time information from an NTP
server.

e User Configuration — The time and date values are set manually,
using Cisco CP or the CLI.

e No time source — The router is not configured with time or date
settings.

Change Settings Click to change the date and time settings on the router.

Date and Time Properties

Use this window to set the router date and time. You can have Cisco CP synchronize the settings with
the PC, or you can set them manually.

How to Get to this Screen
Click Configure > Router > Time > Date and Time > Change Settings.

Related Links

e Date and Time: Clock Properties

Field Reference

Table 16-3 Date and Time Properties

Element Description

Synchronize with my local PC  |Check to set up Cisco CP to synchronize router date and time
clock settings with the date and time settings on the PC.

Synchronize Click to have Cisco CP synchronize time settings. Cisco CP adjusts

date and time settings in this way only when you click Synchronize.
Cisco CP does not automatically resynchronize them with the PC
during subsequent sessions. This button is disabled if you have not
checked Synchronize with my local PC clock.

>
Note  You must make the Time Zone and Daylight Savings
settings on the PC before starting Cisco CP so that Cisco CP

will receive the correct settings when you click
Synchronize.

Cisco Configuration Professional User Guide
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Table 16-3 Date and Time Properties
Element Description
Edit Date and Time Use this area to set the date and time manually. You can choose the

month and the year from the drop-down lists, and choose the day of
the month in the calendar. The fields in the Time area require values
in 24-hour format. You can choose your time zone based on
Greenwich mean time (GMT), or you can browse the list for major
cities in your time zone.

If you want the router to adjust time settings for daylight saving time
and standard time, check Automatically adjust clock for daylight
savings changes.

Apply Click to apply the date and time settings you have made in the Date,
Time, and Time Zone fields.

Voice Timezone Configuration

In this screen, synchronize the Call Manager Express (Cisco Unified CME) and Cisco Unity Express
(CUE) timezones with the router timezone. To prevent inadvertant desynchronization with the router
time zone, CME or CUE time zones are not configured separately using Cisco CP.

Note  After you synchronize the CUE timezone with the router timezone, you must reload CUE for the
timezone synchronization to take effect. See the procedure in Reloading Cisco Unity Express for
instructions.

How to Get to this Screen

This screen is displayed automatically when you have changed the router timezone, and you have
confirmed that you want to synchronize the CME and CUE time zones with the router time zone.

Field Reference

Table 16-4 Voice Timezone Configuration
Element Description
CME Timezone In this list, choose the CME timezone that matches the configured

router timezone.

CUE Timezone In this list, choose the CUE timezone that matches the configured
router timezone.

Reset the IP phones To cause the synchronized CME time zone to take effect, you must
check Reset the IP phones.

Reloading Cisco Unity Express
This section of the help topic provides a procedure for reloading CUE.

Cisco Configuration Professional User Guide
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Note

Step 1
Step 2

Step 3

Note

Date and Time: Clock Properties

Reloading CUE takes more than 3 minutes, and during reload, all CUE related features are disabled on
the device being configured. You may prefer to complete all configuration tasks for this device before
reloading CUE. After the reload completes, the device must be rediscovered for the CUE features to be
enabled.

To reload CUE, complete the following steps:

In the Application menu, click Reload Cisco Unity Express.

When the confirmation popup appears, choose the device from the device list, and click Yes to reload
CUE on that device.

To be able to cross-launch CUE on the device after CUE reloads so that you can perform CUE
configuration or monitoring tasks, return to the Community Information window and rediscover the
device.

Network Time Protocol (NTP) allows routers on your network to synchronize their time settings with an
NTP server. A group of NTP clients that obtains time and date information from a single source will have
more consistent time settings. This window allows you to view the NTP server information that has been
configured, add new information, or edit or delete existing information.

If your router does not support NTP commands, this branch will not appear in the Router Properties tree.

How to Get to This Screen
Click Configure > Router > Time > NTP and SNTP.

Related Links
e Add an NTP Server

e Add or Edit NTP Server Details

Field Reference

Table 16-5 Network Time Protocol
Element Description
IP Address The IP address of an NTP server.

If your organization does not have an NTP server, you may want to

use a publicly available server, such as the servers described at the

following URL:

http://www.pool.ntp.org
Interface The interface over which the router will communicate with the NTP

server.

Cisco Configuration Professional User Guide
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Table 16-5 Network Time Protocol
Element Description
Prefer This column contains Yes if this NTP server has been designated as

a preferred NTP server. Preferred NTP servers will be contacted
before non preferred servers. There can be more than one preferred

NTP server.
Add Click to add NTP server information.
Edit Click to edit a specified NTP server configuration.
Delete Click to delete a specified NTP server configuration.

Add or Edit NTP Server Details

Add or edit NTP server information in this window.

How to Get to this Screen
Click Configure > Router > Time > NTP and SNTP > Add or Edit.

Field Reference

Table 16-6 Add or Edit NTP Server Details

Element Description

IP Address Enter or edit the IP address of an NTP server.

Prefer Click this box if this is to be the preferred NTP server.
Interface Choose the router interface that will provide access to the NTP

server. You can use the show IP routes CLI command to determine
which interface has a route to this NTP server.

N

Note  An extended access rule will be created for port 123 traffic
and applied to the interface that you choose in this window.
If an access rule is already in place for this interface, Cisco
CP will add statements to permit port 123 traffic on this
interface. If the existing rule is a standard access rule, Cisco
CP changes it to an extended rule in order to be able to
specify traffic type and destination.

Authentication Key Check this box if the NTP server uses an authentication key, and
enter the information required in the fields. The information in these
fields must match the key information on the NTP server.

Key Number Enter the number for the authentication key. The key number range
is 0 to 4294967295.
Key Value Enter the key used by the NTP server. The key value can use any of

the letters A to Z, uppercase or lowercase, and can be no more than
32 characters.

Confirm Key Value Reenter the key value to confirm accuracy.

Cisco Configuration Professional User Guide
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Add an NTP Server

S

Enter the IP address of an NTP server in this window.

Note  An extended access rule will be created for port 123 traffic and applied to the interface that you choose
in this window. If an access rule was already in place for this interface, Cisco CP will add statements to
permit port 123 traffic on this interface. If the existing rule was a standard access rule, Cisco CP changes
it to an extended rule in order to be able to specify traffic type and destination.

How to Get to this Screen
Click Configure > Router > Time.
Field Reference
Table 16-7 NTP Server
Element Description
IP Address Enter the IP address of the NTP server in dotted-decimal format. For
more information, see IP Addresses and Subnet Masks.
Logging
Use this window to enable logging of system messages, and to specify logging hosts where logs can be
kept. You can specify the level of logging messages that you want to send and to collect, and enter the
hostname or IP address of multiple logging hosts.
How to Get to this Screen
Click Configure > Router > Logging.
Field Reference
Table 16-8 Logging

Element

Description

IP Address/Hostname

Click Add, and enter the IP address or hostname of a network host
to which you want the router to send logging messages for storage.
The Edit and Delete buttons enable you to modify information that
you entered and to delete entries.

Specify the types of messages that are sent to logging hosts by
choosing the logging level from the Logging Level drop-down list.
See Logging Level for more information.
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Table 16-8 Logging (continued)
Element Description
Logging Level The following logging levels are available in Logging Level

drop-down lists:
e emergencies (0)
e alerts (1)
e critical (2)
e errors (3)
e warnings (4)
e notifications (5)
¢ informational (6)
e debugging (7)

The log collects all messages of the level you choose plus all
messages of lower levels, or the router sends all messages of the
level you choose plus all messages of lower levels to the logging
hosts. For example, if you choose notifications (5), the log collects
or sends messages of levels 0 through 5. Firewall logging messages
require a logging level of debugging(7), and Application Security
logging messages require a level of informational(6).

Logging to Buffer If you want system messages to be logged to the router buffer, check
the Logging Buffer check box in the dialog that Cisco CP displays
when you click Edit, then enter the buffer size in the Buffer Size
field. The larger the buffer, the more entries can be stored before the
oldest ones are deleted to make room for new entries. However, you
should balance logging needs against router performance.

Specify the types of messages that are collected in the log by
choosing the logging level from the Logging Level drop-down list.
See Logging Level in this help topic for more information.

SNMP

This window lets you enable SNMP, set SNMP community strings, and enter SNMP trap manager
information.

How to Get to this Screen
Click Configure > Router > SNMP.
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Field Reference

Table 16-9 SNMP

Element Description

Enable SNMP Check this check box to enable SNMP support. Uncheck to disable
SNMP support. SNMP is enabled by default.

Community String SNMP community strings are embedded passwords to Management
Information Bases (MIBs). MIBs store data about router operation
and are meant to be available to authenticated remote users. The two
types of community strings are “public” community strings, which
provide read-only access to all objects in the MIB except
community strings, and “private” community strings, which provide
read-and-write access to all objects in the MIB except community
strings. The community string table lists all of the configured
community strings and their types. Use the Add button to display
the Add a Community String dialog box and create new community
strings.

Click the Edit or Delete buttons to edit or delete the community
string you chose in the table.

Trap Receiver Enter the IP addresses and community strings of the trap
receivers—that is, the addresses where the trap information should
be sent. These are normally the IP addresses of the SNMP
management stations monitoring your domain. Check with your site
administrator to determine the address if you are unsure of it.

Click the Add, Edit, or Delete buttons to administer trap receiver
information.

SNMP Server Location Text field you can use to enter the SNMP server location. It is not a
configuration parameter that will affect the operation of the router.

SNMP Server Contact Text field you can use to enter contact information for a person
managing the SNMP server. It is not a configuration parameter that
will affect the operation of the router.

Netflow

This window shows how your router is configured to monitor Netflow top talkers on interfaces that have
Netflow configured. For more information on the items shown, see Netflow Talkers.

How to Get to this Screen
Click Configure > Router > Netflow.

You can monitor Netflow parameters on your router and view top-talker statistics in Monitor >
Interface Status and Monitor > Traffic Status > Top N Traffic Flows. If you do not enable Netflow
top talkers, then the top ten talkers are monitored.

Netflow Talkers

In this window you can configure Netflow top talkers.

Cisco Configuration Professional User Guide
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How to Get to this Screen
Click Configure > Router > Netflow > Edit.

Field Reference

Table 16-10 Netflow Talkers

Element Description

Enable Top Talkers Check the Enable Top Talkers check box to enable monitoring of
the top talkers on the interfaces that have Netflow configured.

Top Talkers Set the number of top talkers in the Top Talkers number box.
Choose a number in the range 1-200. Cisco CP will track and record
data on up to the number of top talkers that you set.

Cache Timeout Set the timeout, in milliseconds, for the top-talkers cache in the
Cache timeout number box. Choose a number in the range
1-3600000. The top-talkers cache will refresh when the timeout is
reached.

Sort By Choose how to sort the top talkers by choosing bytes or packets
from the Sort by drop-down list.

Router Access

This window explains which features are included in router access.

User Accounts/View

This window allows you to define accounts and passwords that will enable users to authenticate
themselves when logging in to the router using HTTP, Telnet, PPP, or some other means.

How to Get to this Screen

Click Configure > Router > Router Access > User Accounts/View.

Field Reference

Table 16-11 Router Access User Accounts

Element Description

Username User account name.

Password User account password, displayed as asterisks (*).

N

Note  The user password is not the same as the enable secret
password configured in the Device Properties—Password
tab. The user password enables the specified user to log in
to the router and enter a limited set of commands.
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Table 16-11 Router Access User Accounts (continued)

Element

Description

Privilege Level

Privilege level for the user.

View Name

If a CLI view has been associated with the user account, the view
name appears in this column. Views define the user’s access to Cisco
CP based on the user’s role. Click Associate a View with the User
for more information.

~

Note If Cisco CP is launched with a user-defined view, or with an
altered Cisco CP-defined view, Cisco CP operates in
Monitor mode, and the user has read-only privileges. The
Cisco CP features available to be monitored depend on the
commands present in the view. Not all features may be
available for monitoring by the user.

Add or Edit a Username

Add or edit a user account in the fields provided in this window.

How to Get to this Screen

Click Configure > Router > Router Access > User Accounts/View > Add or Edit.

Related Links

e User Accounts/View

e See “Things To Know About Discovering Devices” in Community Online Help.

Field Reference

Table 16-12 Username Fields

Element Description
Username Enter or edit the username in this field.
Password Enter or edit the password in this field.

Confirm Password

Reenter the password in this field. If the password and the
confirm password do not match, an error message window
appears when you click OK. When you click OK, the new or
edited account information appears in the Configure User
Accounts for Telnet window.

Router Access
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Table 16-12 Username Fields (continued)

Element Description

Encrypt password using MD5 hash Check if you want the password to be encrypted using the
algorithm Check Box one-way Message Digest 5 (MD5) algorithm, which provides
strong encryption protection.

~

Note  Protocols that require the retrieval of clear text
passwords, such as CHAP, cannot be used with
MD5-encrypted passwords. MD35 encryption is not
reversible. To restore the password to clear text, you
must delete the user account and re-create it without
checking the Encrypt password option.

Privilege Level Enter the privilege level for the user. When applied to a CLI
command, that command can only be executed by users with a
privilege level equal to or higher than the level set for the
command.

Associate a View with the User This field is displayed when you are setting up user accounts
for router access. It may not be visible if you are working in a
different area of Cisco CP. Check the Associate a View with
the user option if you want to restrict user access to a specific
view. If you associate a view with any user for the first time,
you are prompted to enter the view password.

Cisco Configuration Professional User Guide
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Table 16-12 Username Fields (continued)

Element Description
View Name Choose the view you want to associate with this user from the
following:

e CCP_Administrator—A user associated with the view
type CCP_Administrator has complete access to Cisco CP
and can perform all operations supported by Cisco CP.

e CCP_Monitor—A user associated with the view type
CCP_Monitor can monitor all features supported by Cisco
CP. The user is not able to deliver configurations using
Cisco CP. The user is able to navigate the various areas of
Cisco CP, such as Interfaces and Connections, Firewall,
and VPN. However, the user interface components in
these areas are disabled.

e CCP_Firewall—A user associated with the view type
CCP_Firewall can use the Cisco CP Firewall and Monitor
features. The user can configure firewalls and ACLs using
the Firewall wizard, Firewall Policy View, and ACL
Editor. User interface components in other areas are
disabled for this user.

e CCP_EasyVPN_Remote—A user associated with the
view type CCP_EasyVPN_Remote can use the Cisco CP
Easy VPN Remote features. The user is able to create
Easy VPN Remote connections and edit them. User
interface components in other areas are disabled for this
user.

A

Caution  If Cisco Router and Security Device Manager was
used to configure views on the router, view names
beginning with “SDM_,” such as “SDM_Monitor”
will appear in the list. However, do not assign a
view beginning with “SDM_" to the user. If a user
with an “SDM_" view attempts to discover a device,
discovery will fail. If you are editing a user account
with an “SDM_" view assigned to the account,
change that view to a “CCP_" view, such as
“CCP_Monitor.”

View Details The “Associate a View with the user” area displays details of
the specified view. Click View Details to see which commands
are allowed for the specified view.

View Password

When you associate a view with any user for the first time, you are prompted to enter the view password
for Cisco CP-defined views. Use this password to switch between other views.

Cisco Configuration Professional User Guide
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Field Reference

Table 16-13 View Password

Element

Description

Enter the View Password

Enter the view password in the View Password field.

VTY Settings

This window displays the virtual terminal (vty) settings on your router. The Property column contains
configured line ranges and configurable properties for each range. The settings for these properties are
contained in the Value column.

This table shows your router vty settings and contains the columns described in VTY Settings.

How to Get to this Screen

Click Configure > Router > Router Access > VTY.

Table Reference

Table 16-14 VTY Settings

Element

Description

Line Range

Displays the range of vty connections to which the rest of the
settings in the row apply.

Input Protocols Allowed

Shows the protocols configured for input. Can be Telnet, SSH, or
both Telnet and SSH.

N

Note  Touse SSH as an input or output protocol, you must enable
it by clicking SSH in the Router Access tree and generating
an RSA key.

Output Protocols Allowed

Shows the protocols configured for output. Can be Telnet, SSH, or
both Telnet and SSH.

EXEC Timeout

Number of seconds of inactivity after which a session is terminated.

Inbound Access-class

Name or number of the access rule applied to the inbound direction
of the line range.

Outbound Access-class

Name or number of the access rule applied to the outbound direction
of the line range.

ACL

If configured, shows the ACL associated with the vty connections.

Authentication Policy

The AAA authentication policy associated with this vty line. This
field is visible if AAA is configured on the router.

Authorization Policy

The AAA authorization policy associated with this vty line. This
field is visible if AAA is configured on the router.
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Edit VTY Lines

This window lets you edit virtual terminal (vty) settings on your router.

How to Get to this Screen
Click Configure > Router > Router Access > VTY > Edit.

Field Reference

Table 16-15 vty Line Dialog

Element Description

Line Range Enter the range of vty lines to which the settings made in this
window will apply.

Time Out Enter the number of minutes of inactivity allowed to pass before an

inactive connection is terminated.

Input Protocol

Choose the input protocols by clicking the appropriate check boxes.

Telnet

Check to enableTelnet access to your router.

SSH

Check to enable SSH clients to log in to the router.

Output Protocol

Choose the output protocols by clicking the appropriate check
boxes.

Telnet Check to enable Telnet as an output protocol for your router.

SSH Check to enable SSH as an output protocol for your router.

Access Rule You can associate access rules to filter inbound and outbound traffic
on the vty lines in the range.

Inbound Enter the name or number of the access rule you want to filter
inbound traffic, or click the button and browse for the access rule.

Outbound Enter the name or number of the access rule you want to filter

outbound traffic, or click the button and browse for the access rule.

Authentication/Authorization

These fields are visible when AAA is enabled on the router. AAA
can be enabled by clicking Configure > Router > AAA > AAA
Summary > Enable AAA.

Authentication Policy

Choose the authentication policy that you want to use for this vty
line.

Authorization Policy

Choose the authorization policy that you want to use for this vty
line.

Configure Management Access Policies

VTY Settings

Use this window to review existing management access policies and to choose policies for editing.
Management access policies specify which networks and hosts will be able to access the router

command-line interface. In the policy, you can specify which protocols the host or network in the policy
can use, and which router interface will carry the management traffic.

How to Get to this Screen

Click Configure > Router > Router Access > Management Access.
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Field Reference

Table 16-16 Management Access Policies
Element Description
Host/Network A network address or host IP address. If a network address is given,

the policy applies to all hosts on that network. If a host address is
given, the policy applies to that host.

A network address is shown in the format network number/network
bits, as in the following example:

172.23.44.0/24

For more information on this format, and on how IP addresses and
subnet masks are used, see IP Addresses and Subnet Masks.

Management Interface The router interface over which management traffic will flow.

Permitted Protocols This column lists the protocols that the specified hosts can use when
communicating with the router. The following protocols can be
configured:

e Cisco CP—Specified hosts can use Cisco CP.
e Telnet—Specified hosts can use Telnet to access the router CLI.

e SSH—Specified hosts can use Secure Shell to access the router
CLI.

e HTTP—Specified hosts can use Hypertext Transfer Protocol to
access the router. If Cisco CP is specified, either HTTP or
HTTPS must also be specified.

e HTTPS—Specified hosts can use Hypertext Transfer Protocol
Secure to access the router.

e RCP—Specified hosts can use Remote Copy Protocol to
manage files on the router.

e SNMP—Specified hosts can use Simple Network Management
Protocol to manage the router.

Add Click to add a management policy, and specify the policy in the Add
a Management Policy window.

Edit Click to edit a management policy, and specify the policy in the Edit
a Management Policy window.

Delete Click to delete a specified management policy.

Apply Click to apply changes you made in the Add or Edit a Management

Policy window to the router configuration.

Discard Changes Click to discard changes you made in the Add or Edit a Management
Policy window to the router configuration. The changes you made
are discarded and removed from the Configure Management Access
Policies window.

Add or Edit a Management Policy

Use this window to add or edit a management policy.
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How to Get to this Screen

Click Configure > Router > Router Access > Management Access > Add or Edit.

Field Reference

Table 16-17 Management Policy Dialog

Element Description

Type Specify whether the address you provide is the address of a host or
a network.

IP Address/Subnet Mask If you specified Network in the Type field, enter the IP address of a
host, or the network address and subnet mask. For more
information, see IP Addresses and Subnet Masks.

Interface Choose the interface through which you want to allow management

traffic. The interface should be the most direct route from the host
or network to the local router.

Management Protocols

Specify the management protocols allowed for the host or network.

Allow Cisco CP

Check to allow the specified host or network to access Cisco CP.
When you check this box, the following protocols are automatically
checked: Telnet, SSH, HTTP, HTTPS, and RCP. Checking this
option does not prevent you from allowing additional protocols.

If you want to make users employ secure protocols when logging in
to Cisco CP, check Allow secure protocols only. When you check
this box, the following protocols are automatically checked: SSH,
HTTPS, RCP. If you then check a nonsecure protocol such as Telnet,
Cisco CP unchecks Allow secure protocols only.

Allow secure protocols only

If you want to make users employ secure protocols when logging in
to Cisco CP, check Allow secure protocols only. When you check
this box, the following protocols are automatically checked: SSH,
HTTPS, RCP. If you then check a nonsecure protocol such as Telnet,
Cisco CP unchecks Allow secure protocols only.

N

Note The options Allow secure protocols only and HTTPS are
disabled if the Cisco IOS release on the router does not
support HTTPS

Telnet, SSH, HTTP, RCP, and
SNMP

If you want to specify individual protocols that the host or network

can use, you can check the boxes next to the protocols that you want.

If Telnet and SSH are not enabled (checked) in the VTYs window,
and SNMP is not enabled in the SNMP Properties window, Cisco CP
will advise you to enable those protocols when they are specified in
this window.

Management Access Error Messages

The following error messages may be generated by the Management Access feature.

VTY Settings
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Error Message

SDM Warning: ANY Not Allowed

Explanation A management policy is read-only if any of its source or destination rule entries contain
the “any” keyword. Such policies cannot be edited in the Management Access window. A policy
containing the “any” keyword can create a security risk for the following reasons:

— If “any” is associated with source, it allows traffic from any network to enter the router.
- If “any” is associated with destination, it allows access to any node on the network supported

by the router.

Recommended Action You can remove the access entry that caused this message to appear by
choosing the rule in the Rules window and clicking Edit. Alternatively, in the Interfaces and
Connections window, you can disassociate the rule from the interface it is applied to.

Error Message

SDM Warning: Unsupported Access Control Entry

Explanation A management policy will be read only if unsupported access control entries (ACEs)
are associated with the interface or vty line to which you applied the management policy. You can
use the CLI to remove the unsupported ACEs. Unsupported ACEs are those that contain keywords
or syntax that Cisco CP does not support.

Error Message

SDM Warning: SDM Not Allowed

Explanation This message is displayed if you still have not configured a management access policy
to allow a host or network to access Cisco CP on this router.

Recommended Action You must provide such a policy in order to make Cisco CP on this router
accessible. You cannot navigate to other features or deliver commands to the router until you
configure a management access policy to allow access to Cisco CP for a host or network.

Error Message

SDM Warning: Current Host Not Allowed

Explanation This message is displayed if you have not configured a management access policy to
allow the current host or network to access Cisco CP on this router.

Recommended Action You should create such a policy in order to make Cisco CP on this router
accessible from the current host or network. If you do not, you will lose the connection to the router
when you deliver the configuration to the router. Click Yes to add to a management access policy
now for the current host or network. Click No to proceed without adding a policy for the current host
or network. You will lose contact with the router during command delivery, and you will have to log
in to Cisco CP using a different host or network.
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SSH

This router implements Secure Shell (SSH) Server, a feature that enables an SSH client to make a secure,
encrypted connection to a Cisco router. This connection provides functionality similar to that of an
inbound Telnet connection, but which provides strong encryption to be used with Cisco IOS software
authentication. The SSH server in Cisco IOS software will work with publicly and commercially
available SSH clients. This feature is disabled if the router is not using an IPsec DES or 3DES Cisco IOS
release, and if the SSH branch of the Router Access tree does not appear.

SSH uses an RSA cryptographic key to encrypt data traveling between the router and the SSH client.
Generating the RSA key in this window enables SSH communication between the router and the SSH
clients.

How to Get to this Screen
Click Configure > Router > Router Access > SSH.

Field Reference

Table 16-18 SSH Screen

Element Description

Status Messages

Crypto key is not set on this Appears if there is no cryptographic key configured for the device.
device If there is no key configured, you can enter a modulus size and
generate a key.

RSA key is set on this router Appears if a cryptographic key was generated. SSH is enabled on
this router.

Key modulus size Button Visible if no cryptographic key has been generated. Click this
button and enter the modulus size you want to give the key. If you
want a modulus value between 512 and 1024, enter an integer value
that is a multiple of 64. If you want a value higher than 1024, you
can enter 1536 or 2048. If you enter a value greater than 512, key
generation may take a minute or longer.

Generate RSA Key Button Click to generate a cryptographic key for the router using the
modulus size you entered. If the cryptographic key was generated,
this button is disabled.

DHCP Configuration

This window explains how you can manage DHCP configurations on your router.

DHCP Pools

This window displays the DHCP pools configured on the router.

How to Get to this Screen
Click Configure > Router > DHCP > DHCP Pools.

Cisco Configuration Professional User Guide
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Field Reference

Table 16-19 DHCP Pools List

Element Description

Pool Name The name of the DHCP pool.

Interface The interface on which the DHCP pool is configured. Clients
attached to this interface will receive IP addresses from this DHCP
pool.

Details of DHCP Pool name This area provides the following details about the pool identified in
name:

e DHCP Pool Range—Range of IP addresses that can be granted
to clients.

e Default Router IP Address—If the router has an IP address in
the same subnet as the DHCP pool, it is shown here.

e DNS Servers—IP addresses of the DNS servers that the router
will provide to DHCP clients.

e  WINS Servers—IP addresses of the WINS servers that the
router will provide to DHCP clients.

e Domain Name—Domain name configured on the router.

e [ease Time—Amount of time that the router will lease an IP
address to a client.

Add Choose this option to create a new DHCP pool. The user must
specify the DHCP pool name, DHCP pool network, DHCP pool IP
address range, and lease time. Optionally, DNS servers, WINS
server, the domain name, and the default router can also be
configured in the DHCP pool.

Edit Choose this option to edit an existing DHCP pool.

Delete Choose this option to delete a DHCP pool.

Add or Edit DHCP Pool

Add or edit a DHCP pool in this window. You cannot edit Cisco CP-default pools.

How to Get to this Screen
Click Configure > Router > DHCP > DHCP Pools > Add or Edit.

Field Reference

Table 16-20 DHCP Pool Dialog

Element Description
DHCP Pool Name Provide a name for the DHCP pool in this field.
DHCP Pool Network Enter the network from which the IP addresses in the pool will be

taken, for example, 192.168.233.0. This cannot be the IP address of
an individual host.
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Table 16-20 DHCP Pool Dialog (continued)

Element Description

Subnet Mask Enter the subnet mask. The subnet mask of 255.255.255.0 provides
255 TP addresses.

DHCP Pool Enter the starting and ending IP addresses in the range. For example,
if the network is 192.168.233.0 and the subnet mask is
255.255.255.0, the starting address is 192.168.233.1 and the ending
address is 192.168.233.254.

Lease Length Enter the amount of time that addresses are to be leased to clients.
You can specify that leased addresses never expire, or you can
specify the lease time in days, hours, and minutes. Do not exceed
365 days, 23 hours, or 59 minutes.

DHCP Options Enter information for the DNS servers, WINS servers, the domain
name, and the default router in the DHCP options fields. These
values are sent to DHCP clients when they request an IP address.

Import all DHCP Options into  |Click this option if you want to import DHCP option parameters into
the DHCP Server Database the DHCP server database and also send this information to DHCP
clients on the LAN when they request IP addresses.

DHCP Bindings

This window shows existing manual DHCP bindings. A manual DHCP binding allows you to allocate
the same IP address to a specific client each time the client requests an IP address from the available
DHCP pools.

You can also add new bindings, edit existing bindings, or delete existing bindings.

How to Get to this Screen
Click Configure > Router > DHCP > DHCP Bindings.

Field Reference

Table 16-21 DHCP Bindings List

Element Description

Binding Name Name assigned to the DHCP binding.
Host/IP Mask IP address and mask bound to the client.
MAC Address MAC address of the client.

MAC Address Type Type of MAC address is one of the following:

e Ethernet—Client has a hardware address.
e JEEE802—Client has a hardware address.

e <None>—Client has a client identifier.

Client Name Optional name assigned to the client.

Add Click to add a new manual DHCP binding.

Cisco Configuration Professional User Guide
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Table 16-21 DHCP Bindings List (continued)

Element Description
Edit Click to edit the specified manual DHCP binding.
Delete Click to delete the specified manual DHCP binding.

Add or Edit DHCP Binding

This window allows you to add or edit existing manual DHCP bindings.

How to Get to this Screen
Click Configure > Router > DHCP > DHCP Bindings > Add or Edit.

Field Reference

Table 16-22 DHCP Bindings Dialog

Element

Description

Name

Enter the name you want for the DHCP binding. If you are editing
the DHCP binding, the name field is read-only.

Host IP address

Enter the IP address you want to bind to the client. The address
should be from the DHCP pool available to the client. Do not enter
an address in use by another DHCP binding.

Mask

Enter the mask used for the host IP address.

Identifier

From the drop-down menu, choose a method for identifying the
client with a MAC address.

MAC Address

Enter the MAC address of the client. Do not enter an address in use
by another DHCP binding.

Type

If you chose Hardware Address from the Identifier drop-down
menu, choose Ethernet or IEEE802 to set the MAC address type of
the client.

Client Name (Optional)

Enter a name to identify the client. The name should be a hostname
only, not a domain-style name. For example, router is an acceptable
name, but router.cisco.com is not.

DNS Properties

The Domain Name System (DNS) is a database of Internet hostnames with their corresponding IP

addresses distributed over designated DNS servers. It enables network users to refer to hosts by name,
rather than by IP addresses, which are harder to remember. Use this window to enable the use of DNS
servers for hostname-to-address translation.

How to Get to this Screen
Click Configure > Router > DNS > DNS.
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Field Reference

Table 16-23 DNS Properties

Element Description

Enable DNS-Based Hostname to |Check to enable the router to use DNS. Uncheck if you do not want
Address Translation to use DNS.

DNS IP Address Enter the IP addresses of the DNS servers that you want the router
to send DNS requests to.Click the Add, Edit, or Delete buttons to
administer DNS IP address information.

Dynamic DNS Methods

This window shows a list of dynamic DNS methods.

Each dynamic DNS method shown will send with its update the hostname and domain name configured
in Configure > Router > DNS > Dynamic DNS. However, if you create a dynamic DNS method when
configuring a WAN interface, you can override the hostname and domain name configured in
Configure > Router > DNS > Dynamic DNS. The new hostname and domain name will apply only to
that dynamic DNS method.

Some dynamic DNS methods are read-only. These were configured in the Cisco I0S software through
the CLI, and cannot be edited or deleted. To make these read-only methods editable, use the CLI to
change the internal cache or host group options to HTTP or IETF.

How to Get to this Screen
Click Configure > Router > DNS > Dynamic DNS.

Field Reference

Table 16-24 Dynamic DNS Method Screen Buttons

Element Description
Add Button Click the Add button to create a new dynamic DNS method.
Edit Button To edit a dynamic DNS method, choose it from the list of existing

dynamic DNS methods and then click Edit.

Delete Button To edit a dynamic DNS method, choose it from the list of existing
dynamic DNS methods and then click Delete.

N

Note A warning appears if you attempt to delete a dynamic DNS
method that is associated with one or more interfaces.

Add or Edit Dynamic DNS Method

This window allows you to add or edit a dynamic DNS method. Set the type of method by choosing
HTTP or IETF.
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[ oL-31982-01 .m



Chapter 16 Router Properties |

M Dynamic DNS Methods

How to Get to this Screen
Click Configure > Router > DNS > Dynamic DNS > Add or Edit.

Field Reference

Table 16-25 Dynamic DNS Method

Element Description

HTTP HTTP is a dynamic DNS method type that updates a DNS service
provider with changes to the associated interface’s IP address.

Server If using HTTP, choose the domain address of the DNS service
provider from the drop-down menu.

Username If using HTTP, enter a username for accessing the DNS service
provider.

Password If using HTTP, enter a password for accessing the DNS service
provider.

IETF IETF is a dynamic DNS method type that updates a DNS server with

changes to the associated interface’s IP address. If using IETF,
configure a DNS server for the router in Configure > Router >
DNS > Dynamic DNS.
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Network Address Translation

Network Address Translation (NAT) is a robust form of address translation that extends addressing
capabilities by providing both static address translations and dynamic address translations. NAT allows
a host that does not have a valid registered IP address to communicate with other hosts through the
Internet. The hosts may be using private addresses or addresses assigned to another organization; in
either case, NAT allows these addresses that are not Internet-ready to continue to be used but still allow
communication with hosts across the Internet.

Network Address Translation Wizards

You can use a wizard to guide you in creating a Network Address Translation (NAT) rule. Choose one
of the following wizards:

N

Note

Basic NAT

Choose the Basic NAT wizard if you want to connect your network to the Internet (or the outside),
and your network has hosts but no servers. Look at the sample diagram that appears to the right when
you choose Basic NAT. If your network is made up only of PCs that require access to the Internet,
choose Basic NAT and click the Launch button.

Advanced NAT

Choose the Advanced NAT wizard if you want to connect your network to the Internet (or the
outside), and your network has hosts and servers, and the servers must be accessible to outside hosts
(hosts on the Internet). Look at the sample diagram that appears to the right when you choose
Advanced NAT. If your network has e-mail servers, web servers, or other types of servers and you
want them to accept connections from the Internet, choose Advanced NAT and click the Launch
button.

If you do not want your servers to accept connections from the Internet, you can use the Basic
NAT wizard.

Basic NAT Wizard: Welcome

The Basic NAT welcome window shows how the wizard will guide you through configuring NAT for
connecting one or more LANSs, but no servers, to the Internet.
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Basic NAT Wizard: Connection

Choose an Interface

Choose Networks

Note

Note

Summary

From the drop-down menu, choose the interface that connects to the Internet. This is the router WAN
interface.

The list of available networks shows the networks connected to your router. Choose which networks will
share the WAN interface in the NAT configuration you set up. To choose a network, check its check box
in the list of available networks.

Do not choose a network connected to the WAN interface set up in this NAT configuration. Remove that
network from the NAT configuration by unchecking its check box.

The list shows the following information for each network:
e [P address range allocated to the network
e Network LAN interface
e Comments entered about the network

To remove a network from the NAT configuration, uncheck its check box.

If Cisco CP detects a conflict between the NAT configuration and an existing VPN configuration for the
WAN interface, it will inform you with a dialog box after you click Next.

This window shows you the NAT configuration you created, and allows you to save the configuration.
The summary will appear similar to the following:

Interface that is connected to the Internet or to your Internet service provider:
FastEthernet0/0

IP address ranges that share the Internet connection:
108.1.1.0 to 108.1.1.255
87.1.1.0 to 87.1.1.255
12.1.1.0 to 12.1.1.255
10.20.20.0 to 10.20.20.255

If you used the Advanced NAT wizard, you may also see additional information similar to the following:

NAT rules for servers:

Translate 10.10.10.19 TCP port 6080 to IP address of interface FastEthernet0/0 TCP
port 80

Translate 10.10.10.20 TCP port 25 to 194.23.8.1 TCP port 25
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Advanced NAT Wizard: Welcome

The Advanced NAT welcome window shows how the wizard will guide you through configuring NAT
for connecting your LANs and servers to the Internet.

Advanced NAT Wizard: Connection

Choose an Interface

From the drop-down menu, choose the interface that connects to the Internet. This is the router WAN
interface.

Additional Public IP Addresses

Click Add to enter public IP addresses that you own. You will be able to assign these IP address to
servers on your network that you want to make available to the Internet.

To delete an IP address from the list, choose the IP address and click Delete.

Add IP Address

Enter a public IP address that you own. You will be able to assign this IP address to a server on your
network that you want to make available to the Internet.

Advanced NAT Wizard: Networks

Choose Networks

The list of available networks shows the networks connected to your router. Choose which networks will
share the WAN interface in the NAT configuration you set up. To choose a network, check its check box
in the list of available networks.

Note Do not choose a network connected to the WAN interface set up in this NAT configuration. Remove that
network from the NAT configuration by unchecking its check box.

The list shows the following information for each network:
e [P address range allocated to the network
e Network LAN interface
e Comments entered about the network
To remove a network from the NAT configuration, uncheck its check box.

To add a network not directly connected to your router to the list, click Add Networks.

Cisco Configuration Professional User Guide
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S

Note  If Cisco CP does not allow you to place a check mark next to a network for which you want to configure
a NAT rule, the interface associated with the network has already been designated as a NAT interface.
This status will be indicated by the word Designated in the Comments column. If you want to configure
a NAT rule for that interface, exit the wizard, click the Edit NAT tab, click Designate NAT Interfaces,
and uncheck the interface. Then return to the wizard and configure the NAT rule.

Add Network
You can add a network to the list of networks made available in the Advanced NAT wizard. You must
have the network IP address and network mask. For more information, see IP Addresses and Subnet
Masks.

IP Address
Enter the network IP address.

Subnet Mask

Enter the network subnet mask in this field, or choose the number of subnet bits from the scrolling field
on the right. The subnet mask tells the router which bits of the IP address designate the network address
and which bits designate the host address.

Advanced NAT Wizard: Server Public IP Addresses

This window allows you to translate public IP addresses to the private IP addresses of internal servers
that you want to make accessible from the Internet.

The list shows the private IP addresses and ports (if used) and the public IP addresses and ports (if used)
to which they are translated.

To reorder the list based on the private IP addresses, click the column head Private IP Address. To
reorder the list based on the public IP addresses, click the column head Public IP Address.

Add Button

To add a translation rule for a server, click Add.

Edit Button

To edit a translation rule for a server, choose it in the list and click Edit.
Delete Button

To delete a translation rule, choose it in the list and click Delete.

Add or Edit Address Translation Rule

In this window you can enter or edit the IP address translation information for a server.
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Private IP Address

Enter the IP address that the server uses on your internal network. This is an IP address that cannot be
used externally on the Internet.

Public IP Address

From the drop-down menu, choose the public IP address to which the server’s private IP address will be
translated. The IP addresses that appear in the drop-down menu include the IP address of the router WAN
interface and any public IP addresses you own that were entered in the connections window (see
Advanced NAT Wizard: Connection).

Type of Server

Choose one of the following server types from the drop-down menu:
e Web server
An HTTP host serving HTML and other WW W-oriented pages.
e E-mail server
An SMTP server for sending Internet mail.
e Other

A server which is not a web or e-mail server, but which requires port translation to provide service.
This choice activates the Translated Port field and the Protocol drop-down menu.

If you do not choose a server type, all traffic intended for the public IP address you choose for the server
will be routed to that address, and no port translation will be done.

Original Port

Enter the port number used by the server to accept service requests from the internal network.

Translated Port

Enter the port number used by the server to accept service requests from the Internet.

Protocol

Choose TCP or UDP for the protocol used by the server with the original and translated ports.

Advanced NAT Wizard: ACL Conflict

If this window appears, Cisco CP has detected a conflict between the NAT configuration and an existing
ACL on the WAN interface. This ACL may be part of a firewall configuration, a VPN configuration, or
the configuration of another feature.

Choose to modify the NAT configuration to remove the conflict, or choose to notr modify the NAT
configuration. If you choose to not modify the NAT configuration, the conflict may cause other features
you have configured to stop working.

Cisco Configuration Professional User Guide
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View Details

Details

Click the View Details button to see the proposed modifications to the NAT configuration to resolve the
conflict. This button is not displayed with all feature conflicts.

This window lists the changes Cisco CP will make to the NAT configuration to resolve conflicts between
NAT and another feature configured on the same interface.

Network Address Translation Rules

The Network Address Translation Rules window lets you view NAT rules, view address pools, and set
translation timeouts. From this window you can also designate interfaces as inside or outside interfaces.

For more information on NAT, follow the link More About NAT.

Designate NAT Interfaces

Address Pools

Translation Timeouts

Click to designate interfaces as inside or outside. NAT uses the inside/outside designations as reference
points when interpreting translation rules. Inside interfaces are those interfaces connected to the private
networks that the router serves. Outside interfaces connect to the WAN or to the Internet. The designated
inside and outside interfaces are listed above the NAT rule list.

Click this button to configure or edit address pools. Address pools are used with dynamic address
translation. The router can dynamically assign addresses from the pool as they are needed. When an
address is no longer needed, it is returned to the pool.

When dynamic NAT is configured, translation entries have a timeout period after which they expire and
are purged from the translation table. Click this button to configure the timeout values for NAT
translation entries and other values.

Network Address Translation Rules

This area shows the designated inside and outside interfaces and the NAT rules that have been
configured.

Inside Interfaces

The inside interfaces are the interfaces that connect to the private networks the router serves. NAT uses
the inside designation when interpreting a NAT translation rule. You can designate interfaces as inside
by clicking Designate NAT interfaces.

QOutside Interfaces

The outside interfaces are the router interfaces that connect to the WAN or the Internet. NAT uses the
outside designation when interpreting a NAT translation rule. You can designate interfaces as outside by
clicking Designate NAT interfaces.
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Original Address
This is the private address or set of addresses that is used on the LAN.

Translated Address

This is the legal address or range of addresses that is used on the Internet or the external network.

Rule Type

Rules are either static address translation rules or dynamic address translation rules.

Static address translation allows hosts with private addresses to access the Internet and to be publicly
accessible from the Internet. It statically maps one private IP address to one public or global address. If
you wanted to provide static translation to ten private addresses, you would create a separate static rule
for each address.

Dynamic address translation. There are two methods of dynamic addressing using NAT. One method
maps multiple private addresses to a single public address and the port numbers of host sessions to
determine which host to route returning traffic to. The second method uses named address pools. These
address pools contain public addresses. When a host with a private address needs to establish
communication outside the LAN, it is given a public address from this pool. When the host no longer

needs it, the address is returned to the pool.

Clone selected entry on Add

If you want to use an existing rule as the basis for a new rule that you want to create, choose the rule and
check this check box. When you click Add, the addresses in the rule you chose appear in the Add
Address Translation Rule window. You can edit these addresses to obtain the ones you need for the new
rule instead of entering the entire address into each field.

What Do You Want to Do?

If you want to:

Do this:

Designate the inside and outside
interfaces.

You must designate at least one inside
interface and one outside interface in
order for the router to perform NAT.

Click Designate NAT interfaces, and designate interfaces as
inside or outside in the NAT Interface Setting window.
Interfaces can also be designated as inside or outside
interfaces in the Interfaces and Connections window.

Add, edit, or delete an address pool.

Dynamic rules can use address pools to
assign addresses to devices as they are
needed.

Click Address Pools, and configure address pool information
in the dialog box.

Set the translation timeout.

Click Translation Timeouts, and set the timeout in the
Translation Timeouts window.

Add a NAT rule.

Click Add, and create the NAT rule in the Add Address
Translation Rule window.

If you want to use an existing NAT rule as a template for the
new rule, choose the rule, click Clone selected entry on
Add, and then click Add.

Edit a NAT rule.

Choose the NAT rule that you want to edit, click Edit, and
edit the rule in the Edit Address Translation Rule window.

[ oL-31982-01
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If you want to: Do this:

Delete a NAT rule. Choose the NAT rule that you want to delete, and click
Delete. You must confirm deletion of the rule in the Warning
box displayed.

View or edit route maps. Click View Route MAP.

If virtual private network (VPN)
connections are configured on the
router, the local IP addresses in the
VPN must be protected from NAT
translations. When both a VPN and
NAT are configured, Cisco
Configuration Professional (Cisco CP)
creates route maps to protect [P
addresses in a VPN from being
translated. Additionally, route maps
can be configured using the
command-line interface (CLI). You can
view configured route maps and edit
the access rule they use.

Find out how to perform related See one of the following procedures:

configuration tasks. e How Do I Configure NAT Passthrough for a VPN?

e How Do I Configure NAT on an Unsupported Interface?
e How Do I Configure NAT Passthrough for a Firewall?

~

Note = Many conditions cause previously configured NAT rules to appear as read-only in the Network Address
Translation Rules list. Read-only NAT rules are not editable. For more information, see the help topic
Reasons that Cisco CP Cannot Edit a NAT Rule.

Designate NAT Interfaces

Use this window to designate the inside and outside interfaces that you want to use in NAT translations.
NAT uses the inside and outside designations when interpreting translation rules, because translations
are performed from inside to outside, or from outside to inside.

Once designated, these interfaces are used in all NAT translation rules. The designated interfaces appear
above the Translation Rules list in the main NAT window.

Interface

All router interfaces are listed in this column.

Inside (trusted)

Check to designate an interface as an inside interface. Inside interfaces typically connect to a LAN that
the router serves.
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Qutside (untrusted)

Check to designate an interface as an outside interface. Outside interfaces typically connect to your
organization’s WAN or to the Internet.

Translation Timeout Settings

When you configure dynamic NAT translation rules, translation entries have a timeout period after which
they expire and are purged from the translation table. Set the timeout values for various translations in
this window.

DNS Timeout
Enter the number of seconds after which connections to DNS servers time out.

ICMP Timeout
Enter the number of seconds after which Internet Control Message Protocol (ICMP) flows time out. The
default is 60 seconds.

PPTP Timeout

Enter the number of seconds after which NAT Point-to-Point Tunneling Protocol (PPTP) flows time out.
The default is 86400 seconds (24 hours).

Dynamic NAT Timeout

Enter the maximum number of seconds that dynamic NAT translations should live.

Max Number of NAT Entries

Enter the maximum number of NAT entries in the translation table.

UDP flow timeouts

Enter the number of seconds that translations for User Datagram Protocol (UDP) flows should live. The
default is 300 seconds (5 minutes).

TCP flow timeouts

Enter the number of seconds that translations for Transmission Control Protocol (TCP) flows should
live. The default is 86400 seconds (24 hours).

Reset Button

Clicking this button resets translation and timeout parameters to their default values.

Cisco Configuration Professional User Guide
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Edit Route Map

Name

Route map entries

When VPNs and NAT are both configured on a router, packets that would normally meet the criteria for
an IPSec rule will not do so if NAT translates their IP addresses. In this case, NAT translation will cause
packets to be sent without being encrypted. Cisco CP may create route maps to prevent NAT from
translating IP addresses that you want to be preserved.

Although Cisco CP only creates route maps to limit the action of NAT, route maps can be used for other
purposes as well. If route maps have been created using the CLI, they will be visible in this window as
well.

The name of this route map.

This box lists the route map entries.

Name
The name of the route map entry.

Seq No.

The sequence number of the route map.

Action

Route maps created by Cisco CP are configured with the permit keyword. If this field contains the value
deny, the route map was created using the CLI.

Access Lists
The access lists that specify the traffic to which this route map applies.

To Edit a Route Map Entry

Choose the entry, click Edit, and edit the entry in the Edit Route Map Entry window.

Edit Route Map Entry

Name

Seq No.

Use this window to edit the access list specified in a route map entry.

A read-only field containing the name of the route map entry.

A read-only field containing the sequence number for the route map. When Cisco CP creates a route
map, it automatically assigns it a sequence number.
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Action

Either permit or deny. Route maps created by Cisco CP are configured with the permit keyword. If this
field contains the value deny, the route map was created using the CLI.

Access Lists

This area shows the access lists associated with this entry. The route map uses these access lists to
determine which traffic to protect from NAT translation.

To Edit an Access List in a Route Map Entry

Choose the access list, and click Edit. Then edit the access list in the windows displayed.

Address Pools

The Address Pools window shows the configured address pools that can be used in dynamic NAT

translation.
Pool Name
This field contains the name of the address pool. Use this name to refer to the pool when configuring a
dynamic NAT rule.
Address
This field contains the IP address range in the pool. Devices whose IP addresses match the access rule
specified in the Add Address Translation Rule window will be given private IP addresses from this pool.
What Do You Want to Do?
If you want to: Do this:
Add an address pool to the router Click Add, and configure the pool in the Add Address Pool
configuration. window.

If you want to use an existing pool as a template for the new
pool, choose the existing pool, check Clone selected entry
on Add, and click Add.

Edit an existing address pool. Choose the pool entry, click Edit, and edit the pool
configuration in the Edit Address Pool window.

Delete an address pool. Choose the pool entry, click Delete, and confirm deletion in
the Warning box displayed.

N

Note  If Cisco CP detects a previously configured NAT address pool that uses the “type” keyword, that address
pool will be read-only and cannot be edited.
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Add or Edit Address Pool

Use this window to specify an address pool for dynamic address translation, an address for Port Address
Translation (PAT), or a TCP load-balancing rotary pool.

Pool Name

Enter the name of the address pool.

Port Address Translation (PAT)

There may be times when most of the addresses in the pool have been assigned, and the IP address pool
is nearly depleted. When this occurs, PAT can be used with a single IP address to satisfy additional
requests for IP addresses. Check this check box if you want the router to use PAT when the address pool
is close to depletion.

IP Address

Enter the lowest-numbered IP address in the range in the left field; enter the highest-numbered IP address
in the range in the right field. For more information, see Available Interface Configurations.

Network Mask

Enter the subnet mask or the number of network bits that specify how many bits in the IP addresses are
network bits.

Add or Edit Static Address Translation Rule: Inside to Qutside

Use this help topic when you have chosen From Inside to Outside in the Add or the Edit Static Address
Translation Rule window.

Use this window to add or edit a static address translation rule. If you are editing a rule, the rule type
(static or dynamic) and the direction are disabled. If you need to change these settings, delete the rule,
and re-create it using the settings you want.

Two types of static address translations use NAT: simple static and extended static.

Note  If you create a NAT rule that would translate addresses of devices that are part of a VPN, Cisco CP will
prompt you to allow it to create a route map that protects those addresses from being translated by NAT.
If NAT is allowed to translate addresses of devices on a VPN, their translated addresses will not match
the IPSec rule used in the IPSec policy, and traffic will be sent unencrypted. You can view route maps
created by Cisco CP or created using the CLI by clicking the View Route Maps button in the NAT
window.

Direction

This help topic describes how to use the Add Address Translation Rule fields when From inside to
outside is chosen.
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From inside to outside

Choose this option if you want to translate private addresses on the LAN to legal addresses on the
Internet or on your organization’s intranet. You may want to choose this option if you use private
addresses on your LAN that are not globally unique on the Internet.

Translate from Interface

Note

Translate to Interface

This area shows the interfaces from which packets needing address translation come in to the router. It
provides fields for you to specify the IP address of a single host, or a network address and subnet mask
that represent the hosts on a network.

Inside Interface(s)
If you chose From inside to outside for Direction, this area lists the designated inside interfaces.

If this area contains no interface names, close the Add Address Translation Rule window, click
Designate NAT interfaces in the NAT window, and designate the router interfaces as inside or outside.
Then return to this window and configure the NAT rule.

IP Address
Do one of the following:
e If you want to create a one-to-one static mapping between the address of a single host and a

translated address, known as the inside global address, enter the IP address for that host. Do not
enter a subnet mask in the Network Mask field.

¢ If you want to create n-to-n mappings between the private addresses in a subnet to corresponding
inside global addresses, enter any valid address from the subnet whose addresses you want
translated, and enter a network mask in the next field.

Network Mask

If you want Cisco CP to translate the addresses of a subnet, enter the mask for that subnet. Cisco CP
determines the network and subnet number and the set of addresses needing translation from the IP
address and mask that you supply.

This area shows the interfaces from which packets with translated addresses exit the router. It also
provides fields for specifying the translated address and other information.

Outside Interface(s)
If you chose From inside to outside for Direction, this area contains the designated outside interfaces.

Type
e Choose IP Address if you want the address to be translated to the address defined in the IP Address
field.

e Choose Interface if you want the Translate from address to use the address of an interface on the
router. The Translate from address will be translated to the IP address assigned to the interface that
you specify in the Interface field.
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Redirect Port

Note

Interface

This field is enabled if Interface is chosen in the Type field. This field lists the interfaces on the router.
Choose the interface whose IP address you want the local inside address translated to.

If Interface is chosen in the Type field, only translations that redirect TCP/IP ports are supported. The
Redirect Port check box is automatically checked and cannot be unchecked.

IP Address
This field is enabled if you chose IP Address in the Type field. Do one of the following:

e If you are creating a one-to-one mapping between a single inside local address and a single inside
global address, enter the inside global address in this field.

e If you are mapping the inside local addresses of a subnet to the corresponding inside global
addresses, enter any IP address that you want to use in the translation in this field. The network mask
entered in the Translate from Interface area will be used to calculate the remaining inside global
addresses.

~

Note If you do not enter a network mask in the Translate from Interface area, Cisco CP will
perform only one translation.

Check this check box if you want to include port information for the inside device in the translation. This
enables you to use the same public IP address for multiple devices, as long as the port specified for each
device is different. You must create an entry for each port mapping for this “Translated to” address.

Click TCP if this is a TCP port number; click UDP if it is a UDP port number.
In the Original Port field, enter the port number on the inside device.

In the Translated Port field, enter the port number that the router is to use for this translation.

Configuration Scenarios

Click Static Address Translation Scenarios for examples that illustrate how the fields in this window are
used.

Add or Edit Static Address Translation Rule: Qutside to Inside

Use this help topic when you have chosen From Outside to Inside in the Add or the Edit Static Address
Translation Rule window.

Use this window to add or edit a static address translation rule. If you are editing a rule, then the rule
type (static or dynamic) and the direction are disabled. If you need to change these settings, delete the
rule, and re-create it using the settings you want.

Two types of static address translations use NAT: simple static and extended static.
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If you create a NAT rule that would translate addresses of devices that are part of a VPN, Cisco CP will
prompt you to allow it to create a route map that protects those addresses from being translated by NAT.
If NAT is allowed to translate addresses of devices on a VPN, their translated addresses will not match
the IPSec rule used in the IPSec policy, and traffic will be sent unencrypted. You can view route maps
created by Cisco CP or created using the CLI by clicking the View Route Maps button in the NAT
window.

Choose the traffic direction for this rule.

From outside to inside

Choose this option if you want to translate incoming addresses to addresses that will be valid on your
LAN. You may want to do this when you are merging networks and must make one set of incoming
addresses compatible with an existing set on the LAN served by the router.

This help topic describes how the remaining fields are used when From outside to inside is chosen.

Translate from Interface

Note

Translate to Interface

This area shows the interfaces from which packets needing address translation come in to the router. It
provides fields for you to specify the IP address of a single host, or a network address and subnet mask
that represent the hosts on a network.

Qutside Interfaces
If you choose From outside to inside, this area contains the designated outside interfaces.

If this area contains no interface names, close the Add Address Translation Rule window, click
Designate NAT interfaces in the NAT window, and designate the router interfaces as inside or outside.
Then return to this window and configure the NAT rule.

IP Address

Do one of the following:

e If you want to create a one-to-one static mapping between the outside global address of a single
remote host and a translated address, known as the outside local address, enter the IP address for
the remote host.

¢ If you want to create n-to-n mappings between the addresses in a remote subnet to corresponding
outside local addresses, enter any valid address from the subnet whose addresses you want
translated, and enter a network mask in the next field.

Network Mask

If you want Cisco CP to translate the addresses in a remote subnet, enter the mask for that subnet. Cisco
CP determines the network and subnet number and the set of addresses needing translation from the IP
address and mask that you supply.

This area shows the interfaces from which packets with translated addresses exit the router. It also
provides fields for specifying the translated address and other information.
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Inside Interface(s)

If you choose From outside to inside, this area contains the designated inside interfaces.

IP Address
Do one of the following:

e If you are creating a one-to-one mapping between a single outside global address and a single
outside local address, enter the outside local address in this field.

e If you are mapping the outside global addresses of a remote subnet to the corresponding outside
local addresses, enter any IP address that you want to use in the translation in this field. The network
mask entered in the Translate from Interface area will be used to calculate the remaining outside
local addresses.

~

Note If you do not enter a network mask in the Translate from Interface area, Cisco CP will
perform only one translation.

Redirect Port

Check this check box if you want to include port information for the outside device in the translation.
This enables you to use extended static translation and to use the same public IP address for multiple
devices, as long as the port specified for each device is different.

Click TCP if this is a TCP port number; click UDP if it is a UDP port number.
In the Original Port field, enter the port number on the outside device.

In the Translated Port field, enter the port number that the router is to use for this translation.

Configuration Scenarios

Click Static Address Translation Scenarios for examples that illustrate how the fields in this window are
used.

Add or Edit Dynamic Address Translation Rule: Inside to Outside

Use this help topic when you have chosen From Inside to Outside in the Add or the Edit Dynamic
Address Translation Rule window.

Add or edit an address translation rule in this window. If you are editing a rule, the rule type (static or
dynamic) and the direction are disabled. If you need to change these settings, delete the rule, and
re-create it using the settings you want.

A dynamic address translation rule dynamically maps hosts to addresses, using addresses included in a
pool of addresses that are globally unique in the destination network. The pool is defined by specifying
a range of addresses and giving the range a unique name. The configured router uses the available
addresses in the pool (those not used for static translations or for its own WAN IP address) for
connections to the Internet or other outside network. When an address is no longer in use, it is returned
to the address pool to be dynamically assigned to another device later.
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If you create a NAT rule that would translate addresses of devices that are part of a VPN, Cisco CP will
prompt you to allow it to create a route map that protects those addresses from being translated by NAT.
If NAT is allowed to translate addresses of devices on a VPN, their translated addresses will not match
the IPSec rule used in the IPSec policy, and traffic will be sent unencrypted.

Choose the traffic direction for this rule.

From inside to outside

Choose this option if you want to translate private addresses on the LAN to legal (globally unique)
addresses on the Internet or on your organization’s intranet.

This help topic describes how the remaining fields are used when From inside to outside is chosen.

Translate from Interface

Note

Access Rule

Translate to Interface

This area shows the interfaces from which packets needing address translation come in to the router. It
provides fields for specifying the IP address of a single host, or a network address and subnet mask that
represent the hosts on a network.

Inside Interface(s)
If you chose From inside to outside for Direction, this area contains the designated inside interfaces.

If this area contains no interface names, close the Add Address Translation Rule window, click
Designate NAT interfaces in the NAT window, and designate the router interfaces as inside or outside.
Then return to this window and configure the NAT rule.

Dynamic NAT translation rules use access rules to specify the addresses that need translation. If you
choose From inside to outside, these are the inside local addresses. Enter the name or number of the
access rule that defines the addresses you want to translate. If you do not know the name or number, you
can click the ... button and choose an existing access rule, or you can create a new access rule to use.

This area shows the interfaces from which packets with translated addresses exit the router. It also
provides fields for specifying the translated address.

Outside Interface(s)

If you chose From inside to outside for Direction, this area contains the designated outside interfaces.

Type

Choose Interface if you want the Translate from addresses to use the address of an interface on the
router. They will be translated to the address that you specify in the Interface field, and PAT will be used
to distinguish each host on the network. Choose Address Pool if you want the addresses to be translated
to addresses defined in a configured address pool.
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Interface

If you choose Interface in the Type field, this field lists the interfaces on the router. Choose the interface
whose IP address you want the local inside addresses translated to. PAT will be used to distinguish each
host on the network.

Address Pool

If you choose Address Pool in the Type field, you can enter the name of a configured address pool in
this field, or you can click Address Pool to choose or create an address pool.

Configuration Scenarios

Click Dynamic Address Translation Scenarios for examples that illustrate how the fields in this window
are used.

Add or Edit Dynamic Address Translation Rule: Outside to Inside

Direction

Note

Use this help topic when you have chosen From Outside to Inside in the Add or the Edit Dynamic
Address Translation Rule window.

Add or edit an address translation rule in this window. If you are editing a rule, the rule type (static or
dynamic) and the direction are disabled. If you need to change these settings, delete the rule, and
re-create it using the settings you want.

A dynamic address translation rule dynamically maps hosts to addresses, using addresses included in a
pool of addresses that are globally unique in the destination network. The pool is defined by specifying
a range of addresses and giving the range a unique name. The configured router uses the available
addresses in the pool (those not used for static translations or for its own WAN IP address) for
connections to the Internet or other outside network. When an address is no longer in use, it is returned
to the address pool to be dynamically assigned to another device later.

If you create a NAT rule that would translate addresses of devices that are part of a VPN, Cisco CP will
prompt you to allow it to create a route map that protects those addresses from being translated by NAT.
If NAT is allowed to translate addresses of devices on a VPN, their translated addresses will not match
the IPSec rule used in the IPSec policy, and traffic will be sent unencrypted.

Choose the traffic direction for this rule.

From outside to inside

Choose this option if you want to translate incoming addresses to addresses that will be valid on your
LAN. You may want to do this when you are merging networks and must make one set of incoming
addresses compatible with an existing set on the LAN served by the router.

This help topic describes how the remaining fields are used when From outside to inside is chosen.

Translate from Interface

This area shows the interfaces from which packets needing address translation come in to the router. It
provides fields for specifying the IP address of a single host, or a network address and subnet mask that
represent the hosts on a network.
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Access Rule

Translate to Interface

HowDol... W

QOutside Interfaces

If you chose From outside to inside, this area contains the designated outside interfaces.

If this area contains no interface names, close the Add Address Translation Rule window, click
Designate NAT interfaces in the NAT window, and designate the router interfaces as inside or outside.
Then return to this window and configure the NAT rule.

Dynamic NAT translation rules use access rules to specify the addresses that need translation. If you
choose From outside to inside, these are the outside global addresses. Enter the name or number of the
access rule that defines the addresses you want to translate. If you do not know the name or number, you
can click the ... button and choose an existing access rule, or you can create a new access rule to use.

This area shows the interfaces from which packets with translated addresses exit the router. It also
provides fields for specifying the translated address.

Inside Interface(s)

If you choose From outside to inside, this area contains the designated inside interfaces.

Type

Choose Interface if you want the Translate from addresses to use the address of an interface on the
router. They will be translated to the address that you specify in the Interface field, and PAT will be used
to distinguish each host on the network. Choose Address Pool if you want the addresses to be translated
to addresses defined in a configured address pool.

Interface

If you choose Interface in the Type field, this field lists the interfaces on the router. Choose the interface
whose IP address you want the local inside addresses translated to. PAT will be used to distinguish each
host on the network.

Address Pool

If you choose Address Pool in the Type field, you can enter the name of a configured address pool in this
field, or you can click Address Pool to choose or create an address pool.

Configuration Scenarios

How Doll.

Click Dynamic Address Translation Scenarios for examples that illustrate how the fields in this window
are used.

This section contains procedures for tasks that the wizard does not help you complete.
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How do | Configure Address Translation for OQutside to Inside

The NAT wizard allows you to configure a Network Address Translation (NAT) rule to translate
addresses from inside to outside. To configure a NAT rule to translate addresses from outside to inside,
follow the directions in one of the following sections:

e Add or Edit Dynamic Address Translation Rule: Outside to Inside
e Add or Edit Static Address Translation Rule: Outside to Inside

How Do | Configure NAT With One LAN and Multiple WANs?

The NAT wizard allows you to configure a Network Address Translation (NAT) rule between one LAN
interface on your router and one WAN interface. If you want to configure NAT between one LAN
interface on your router and multiple WAN interfaces, first use the NAT wizard to configure an address
translation rule between the LAN interface on your router and one WAN interface. Then follow the
directions in one of the following sections:

e Add or Edit Static Address Translation Rule: Inside to Outside
e Add or Edit Dynamic Address Translation Rule: Inside to Outside

Each time you add a new address translation rule using the directions in one of these sections, choose
the same LAN interface and a new WAN interface. Repeat this procedure for all WAN interfaces that
you want to configure with address translation rules.
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Quality of Service

You can use Cisco Configuration Professional (CP) to configure and edit quality of service (QoS)
policies on the router’s WAN interfaces. You can also use Cisco CP to enable QoS policies on the
router’s IPSec VPN interfaces and tunnels.

The following sections provide more information:
¢ Understanding QoS, page 18-1
e Working with QoS Policies, page 18-2
¢ Create QoS Policy Reference, page 18-12
e Edit QoS Policy Reference, page 18-21

Understanding QoS

Quality of service (QoS) is a set of capabilities that allow you to deliver differentiated services for
network traffic, thereby providing better service for selected network traffic. QoS expedites the handling
of mission-critical applications, while sharing network resources with noncritical applications.

QoS also ensures the available bandwidth and minimum delays that are required by time-sensitive
multimedia and voice applications. This allows you to use expensive network connections more
efficiently and to establish service level agreements with customers of the network.

QoS features provide better and more predictable network service by:
e Supporting dedicated bandwidth for critical users and applications
e Controlling jitter and latency (required by real-time traffic)
¢ Avoiding and managing network congestion
e Shaping network traffic to smooth the traffic flow
e Setting traffic priorities across the network

You can use the QoS configuration wizard in Cisco CP to create QoS policies on the router’s WAN
interfaces. You can also use Cisco CP to configure QoS policies on the router’s IPSec VPN interfaces
and tunnels.

When you configure QoS policies on a per-tunnel basis, Cisco CP treats each security association tunnel
as a separate traffic class and allows you to configure a unique policy map for each class.
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S

Note  The configuring QoS policies per-tunnel feature (Dynamic Multipoint Virtual Private Network
[DMVPN] QoS feature) is supported on routers that are running the Cisco IOS Release 12.4(22)T and
later advanced security images.

QoS Policy Terms

The following QoS policy terms are used in the QoS configuration wizard pages:

e DSCP Marking (trusted)—Cisco network devices such as IP phones and switches add differentiated
services code point (DSCP) markings to packets. Configuring DSCP on the router allows these
markings to be used to classify traffic.

¢ NBAR Protocol Discovery (untrusted)—When an application is recognized and classified by
Network Based Application Recognition (NBAR), a network can invoke services for that specific
application. By classifying packets and then applying QoS to the classified traffic, NBAR ensures
that network bandwidth is used efficiently.

¢ Queuing—Traffic queuing aggregates packet streams to multiple queues and provides different
service to each queue.

e Shaping—Traffic shaping retains excess packets in a queue and then reschedules the excess packets
for later transmission over increments of time.

e Policing—Traffic policing propagates bursts. When the traffic rate reaches the configured maximum
rate, excess traffic is dropped or re-marked.

Working with QoS Policies

This section contains the following topics:
e Creating QoS Policies, page 18-2
e Editing QoS Policies, page 18-5

Creating QoS Policies

You can use the QoS wizard to create QoS policies on the router’s WAN interfaces. You can also use
Cisco CP to create QoS policies on the router’s IPSec VPN interfaces and tunnels. See the following
topics for more information:

¢ Creating QoS Policies on a WAN Interface, page 18-2
e Creating QoS Policies on a DMVPN Spoke Tunnel Interface, page 18-4

Creating QoS Policies on a WAN Interface

Before You Begin
¢ From the Select Community Member drop-down list, choose the router on which you want to create
a QoS policy.

e If you are creating a policy on the router’s DMVPN hub tunnel interface, make sure that DMVPN
is configured on it. See Dynamic Multipoint VPN, page 30-1.
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Step 2

Step 3
Step 4

Step 5

Step 6

Step 7

Step 8

Step 9
Step 10
Step 11

Working with QoS Policies

The configuring QoS policies per-tunnel feature (DM VPN QoS feature) is supported on routers that are
running the Cisco IOS Release 12.4(22)T and later advanced security images.

Procedure
Use this procedure to create a QoS policy on a QoS configurable WAN interface.

Choose Configure > Router > QoS. The Quality of Service page opens with the Create QoS Policy tab
selected by default.

Click the Launch QoS Wizard button to start the QoS wizard. The QoS Configuration Wizard page
opens.

Click Next. The Interface Selection page opens. See Interface Selection Page, page 18-13.

From the Interface Selection page, choose the WAN or the DM VPN hub tunnel interface as appropriate,
and then click Next.

The Classification page opens. See Classification Page, page 18-15.

From the Classification page, click the DSCP Marking (trusted) radio button or the NBAR Protocol
Discovery (untrusted) radio button as appropriate, and then click Next.

The Queuing With Shaping for Outbound Traffic page opens. See Queuing With Shaping for Outbound
Traffic Page, page 18-16.

In the Queuing With Shaping for Outbound Traffic page, make the configuration settings, and then click
Next. The Policing for Outbound Traffic page opens. See Policing for Outbound Traffic Page,
page 18-18.

In the Policing for Outbound Traffic page, enter the values, and then click Next.

~

Note  If you are configuring a DMVPN hub tunnel interface on a router that supports the DMVPN QoS
feature, the QoS Group Name field is displayed in the Policing for Outbound Traffic page. If you
are configuring another type of interface, such as site-to-site VPN tunnel interface or
GREoIPSec tunnel interface, the QoS Group Name field is not displayed.

The QoS Configuration Summary page opens, displaying a summary of the configurations you made.
See QoS Configuration Summary Page, page 18-21.

Review the configuration. If you need to make changes, click the Back button to return to the page in
which you need to make the changes, and then return to the QoS Configuration Summary page.

In the QoS Configuration Summary page, click Finish. The Deliver Configuration to Router page opens.
Click Deliver. The Commands Delivery Status window opens.

Click OK to send the configuration to the router.

Related Topics
¢ Create QoS Configuration Wizard, page 18-12
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Creating QoS Policies on a DMVPN Spoke Tunnel Interface

Step 1

Step 2

Step 3
Step 4

Step 5

Step 6

Step 7

Step 8

Before You Begin

¢ From the Select Community Member drop-down list, choose the router on which you want to create
a QoS policy.

e Make sure that the DM VPN spoke tunnel interface (configured for a hub and spoke topology) is
configured on the router. See Dynamic Multipoint VPN, page 30-1.

N

Note The configuring QoS policies per-tunnel feature (DMVPN QoS feature) is supported on
routers that are running the Cisco IOS Release 12.4(22)T and later advanced security
images.

Procedure

Use this procedure to create a QoS policy for a DMVPN spoke tunnel interface.

Choose Configure > Router > QoS. The Quality of Service page opens with the Create QoS Policy tab
selected by default.

Click the Launch QoS Wizard button to start the QoS wizard. The QoS Configuration Wizard page
opens.

Click Next. The Interface Selection page opens. See Interface Selection Page, page 18-13.

From the Interface Selection page, choose the DM VPN spoke tunnel interface (configured for a hub and
spoke topology), and then click Next.

The QoS Group Name page opens. See QoS Group Name Page—Appears for DMVPN Spoke Tunnel
Interface, page 18-14.

Do one of the following:

e If you know the group name that is configured for the DM VPN hub tunnel interface, do the
following:

— Choose the Yes radio button, and then enter the group name in the QoS Group name field.

— Click Next. The QoS Configuration Summary page opens, displaying a summary of the
configurations you made. See QoS Configuration Summary Page, page 18-21.

- Goto Step 9.

e If you do not know the group name that is configured for the DM VPN hub tunnel interface, choose
the No radio button, and then click Next. The Classification page opens. See Classification Page,
page 18-15.

From the Classification page, click the DSCP Marking (trusted) radio button or NBAR Protocol

Discovery (untrusted) radio button as appropriate, and then click Next.

The Queuing With Shaping for Outbound Traffic page opens. See Queuing With Shaping for Outbound
Traffic Page, page 18-16.

In the Queuing With Shaping for Outbound Traffic page, make the configuration settings, and then click
Next. The Policing for Outbound Traffic page opens. See Policing for Outbound Traffic Page,
page 18-18.

In the Policing for Outbound Traffic page, enter the values in the Policing for Outbound Traffic pane,
and then click Next.
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The QoS Configuration Summary page opens displaying a summary of the configurations you made. See
QoS Configuration Summary Page, page 18-21.

Review the configuration. If you need to make changes, click the Back button to return to the page in
which you need to make the changes, and then return to the QoS Configuration Summary page.

In the QoS Configuration Summary page, click Finish. The Deliver Configuration to Router page opens.
Click Deliver. The Commands Delivery Status window opens.

Click OK to send the configuration to the router.

Related Topics
¢ Create QoS Configuration Wizard, page 18-12

Editing QoS Policies

Step 1
Step 2
Step 3
Step 4

Step 5

Step 6
Step 7

Step 8

Step 9

Step 10

Step 11
Step 12

Before You Begin

From the Select Community Member drop-down list, choose the router for which you want to edit QoS
policies.

Procedure

Use this procedure to add, edit, or delete a QoS class; to view policies; to associate or disassociate
policies; or to add a service policy to a selected interface.

Choose Configure > Router > QoS. The Quality of Service page opens.
Click the Edit QoS Policy tab to open the Edit QoS Policy page. See Edit QoS Policy Page, page 18-22.
To add a QoS class, click the Add button. See Adding a QoS Class, page 18-7.

To change the QoS class information, select a class, and then click the Edit button. See Editing the QoS
Class Information, page 18-8.

To delete a QoS class, select the class, and then click the Delete button. See Deleting a QoS Class,
page 18-9.

To associate or disassociate QoS policies, see Associating and Disassociating QoS Policies, page 18-6.

To add a service policy, click the Add Service Policy button. See Adding Service Policy to a Class,
page 18-7.

To view associated QoS policies on a DMVPN hub tunnel interface, click the Show Policies button. See
Viewing Associated QoS Policies, page 18-11.

To modify the QoS group name on a DMVPN hub tunnel interface, click the Edit QoS Group Name
button, which is located next to the QoS group name field. Then change the group name. See Add or Edit
QoS Group Name Dialog Box—Appears for DMVPN Hub Tunnel Interface, page 18-37.

To add the QoS group name for a DMVPN spoke tunnel interface, see Configure QoS Group Name
Dialog Box—Appears for DMVPN Spoke Tunnel Interface, page 18-36.

After you make the changes, click Apply Changes. The Deliver Configuration to Router page opens.

Click Deliver. The Commands Delivery Status window opens.
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Step 13

Click OK to send the configuration to the router.

Related Topics
e Edit QoS Policy Reference, page 18-21

Associating and Disassociating QoS Policies

Step 1
Step 2
Step 3

Step 4
Step 5

Step 6

Step 7
Step 8
Step 9

Before You Begin

e From the Select Community Member drop-down list, choose the router on which you want to
associate or disassociate a QoS policy.

e Make sure that a QoS policy is created on the router’s interface. See Creating QoS Policies,
page 18-2.

Procedure

Use this procedure to associate or disassociate a QoS policy to the interface.

You can associate a QoS policy to outbound traffic only. If you try to associate a QoS policy to inbound
traffic, you will see a warning message.

Choose Configure > Router > QoS. The Quality of Service page opens.

Click the Edit QoS Policy tab to open the Edit QoS Policy page. See Edit QoS Policy Page, page 18-22.

From the View Policy on Interface drop-down list, choose the interface on which you want to associate
or disassociate the QoS policy.

S

Note If you choose the interface that Cisco CP uses to communicate with the router, the connection
between Cisco CP and the router might be lost.

From the In Direction drop-down list, choose Inbound or Outbound as appropriate.

To associate the policy, click the Associate button, and then choose Associate Policy from the
drop-down list.

The Associate a Policy Map to Interface page opens. See Associate a Policy Map to Interface, page 44-3.

To disassociate a policy, click the Associate button, and then choose Disassociate Policy from the
drop-down list. The Cisco CP Warning page opens, asking you if you are sure that you want to
disassociate the policy. Click Yes.

Click Apply Changes. The Deliver Configuration to Router page opens.
Click Deliver. The Commands Delivery Status window opens.

Click OK to send the configuration to the router.

Related Topics
e Edit QoS Policy Reference, page 18-21
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Adding Service Policy to a Class

S

Procedure

Use this procedure to add a service policy to a class.

Note  The Add Service Policy and the Remove Service Policy buttons are enabled when:
¢ QoS policy is configured with Shaping value.
e If you choose to add a service policy to a default class.
Step1  Choose Configure > Router > QoS. The Quality of Service page opens.
Step2  Click the Edit QoS Policy tab.
Step3  Select a class, and then click the Add Service Policy button.
Step4  To add a new service policy, choose Add New from the drop-down list. The Add Class for a New Policy
Page opens. See Add Class for the New Service Policy Dialog Box, page 18-26.
Step5  To add an existing service policy, choose Add Existing from the drop-down list. The Add Service Policy
to Class page opens. See Add Service Policy to Class Dialog Box, page 18-27.
Step6  Add the information, and then click OK.
Step7  Click Apply Changes. The Deliver Configuration to Router page opens.
Step8  Click Deliver. The Commands Delivery Status window opens.
Step9  Click OK to send the configuration to the router.
Related Topics
e Edit QoS Policy Reference, page 18-21
Adding a QoS Class
Before You Begin
¢ From the Select Community Member drop-down list, choose the router on which you want to add a
QoS class.
e Make sure that a QoS policy is created on the router’s interface. See Creating QoS Policies,
page 18-2.
Procedure
Use this procedure to add a class to a QoS policy.
Step 1 Choose Configure > Router > QoS. The Quality of Service page opens.
Step2  Click the Edit QoS Policy tab to open the Edit QoS Policy page, and then click Add.
The Add a QoS Class page opens. See Add or Edit a QoS Class Dialog Box, page 18-28.
Step3  Enter the class name in the Class Name field.
Step4  In the Classification pane, choose the values for which you want the router to examine traffic.
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Step 5

Step 6
Step 7
Step 8
Step 9

In the Action pane, choose the action that the router must take when the router finds the traffic that
matches the specified value.

Click OK.
Click Apply Changes. The Deliver Configuration to Router page opens.
Click Deliver. The Commands Delivery Status window opens.

Click OK to send the configuration to the router.

Related Topics
e Editing QoS Policies, page 18-5
e Edit QoS Policy Page, page 18-22
e Add or Edit a QoS Class Dialog Box, page 18-28

Editing the QoS Class Information

Step 1
Step 2

Step 3

Step 4

Step 5
Step 6
Step 7
Step 8

Before You Begin

e From the Select Community Member drop-down list, choose the router for which you want to edit
the QoS class information.

e Make sure that a QoS policy is created on the router’s interface. See Creating QoS Policies,
page 18-2.

Procedure

Use this procedure to edit the QoS class information.

Choose Configure > Router > QoS. The Quality of Service page opens.
Click the Edit QoS Policy tab to open the Edit QoS Policy page, and then click Edit.
The Edit a QoS Class page opens. See Add or Edit a QoS Class Dialog Box, page 18-28.

To edit the values in the Classification pane, click the value, and then click the Edit button next to it. See
Editing DSCP, Protocols, and ACL Classification Values, page 18-9

To edit the Queuing, Shaping, or Policing parameters in the Action pane, select the parameter, and then
click the Configure Queuing, Configure Shaping, or Configure Policing button as appropriate. See
Editing Queuing, Policing, and Shaping Action Parameters, page 18-11.

Click OK.
Click Apply Changes. The Deliver Configuration to Router page opens.
Click Deliver. The Commands Delivery Status window opens.

Click OK to send the configuration to the router.

Related Topics
e Editing QoS Policies, page 18-5
e Edit QoS Policy Page, page 18-22
e Add or Edit a QoS Class Dialog Box, page 18-28
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Deleting a QoS Class

Step 1
Step 2
Step 3

Before You Begin

¢ From the Select Community Member drop-down list, choose the router for which you want to delete
a QoS class.

e Make sure that a QoS policy is created on the router’s interface. See Creating QoS Policies,
page 18-2.

Procedure

Use this procedure to delete a QoS class.

Choose Configure > Router > QoS. The Quality of Service page opens.
Click the Edit QoS Policy tab to open the Edit QoS Policy page.

Select the class you want to delete, and then click Delete.

Related Topics
e Editing QoS Policies, page 18-5
e Edit QoS Policy Page, page 18-22

Editing DSCP, Protocols, and ACL Classification Values

Step 1
Step 2

Step 3

Step 4

Step 5

Step 6

Before You Begin

¢ From the Select Community Member drop-down list, choose the router for which you want to edit
the classification values.

e Make sure that a QoS policy is created on the router’s interface. See Creating QoS Policies,
page 18-2.

Procedure

Use this procedure to edit DSCP, protocols, and access control list (ACL) classification values.

Choose Configure > Router > QoS. The Quality of Service page opens.
Click the Edit QoS Policy tab to open the Edit QoS Policy page, and then click Edit.
The Edit a QoS Class page opens. See Add or Edit a QoS Class Dialog Box, page 18-28.

To edit the DSCP values, choose DSCP from the Classification pane, and then click the Edit button. The
Edit Match DCSP Values dialog box opens. See Edit Match DSCP Values Dialog Box, page 18-30.

To edit the protocol values, choose Protocol from the Classification pane, and then click the Edit button.
The Edit Match Protocol Values dialog box opens. See Edit Match Protocol Values Dialog Box,
page 18-31.

To add custom protocols that are not available in the Edit Match Protocol Values window, click the
Custom Protocol button. See Add Custom Protocols Dialog Box, page 18-31.

To edit the ACL values, choose ACL from the Classification pane, and then click the Edit button. The
Edit Match ACL dialog box opens. For details, see Edit Match ACL Dialog Box, page 18-32.

Click OK.
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Step7  Click Apply Changes. The Deliver Configuration to Router page opens.
Step8  Click Deliver. The Commands Delivery Status window opens.

Step9  Click OK to send the configuration to the router.

Related Topics
e Editing QoS Policies, page 18-5
e Edit QoS Policy Page, page 18-22
e Adding Custom Protocols, page 18-10

Adding Custom Protocols

Before You Begin

¢ From the Select Community Member drop-down list, choose the router on which you want to add
custom protocols.

e Make sure that a QoS policy is created on the router’s interface. See Creating QoS Policies,
page 18-2.

Procedure

Use this procedure to add custom protocols that are not available in the Edit Match Protocol Values
dialog box.

Step1  Choose Configure > Router > QoS. The Quality of Service page opens.
Step2  Click the Edit QoS Policy tab to open the Edit QoS Policy page, and then click Edit.
The Edit a QoS Class page opens. See Add or Edit a QoS Class Dialog Box, page 18-28.

Step 3 To add custom protocols that are not available in the Edit Match Protocol Values window, click the
Custom Protocol button. The Custom Protocols page opens. See Add Custom Protocols Dialog Box,
page 18-31.

Step4  Choose the name of the custom protocol from the Name list.
Step5  Click the TCP or UDP radio button as appropriate.

Step6  Define the port numbers that this protocol should use. Enter a port number in the New Port Number field,
and then click Add to add it to the Port Numbers list.

Step7  To remove a port number from the list, choose the port number, and then click Remove.

Related Topics
e Editing QoS Policies, page 18-5
e Edit QoS Policy Page, page 18-22
e Editing DSCP, Protocols, and ACL Classification Values, page 18-9
¢ Configure Policing Dialog Box, page 18-32
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Editing Queuing, Policing, and Shaping Action Parameters

Step 1
Step 2

Step 3

Step 4
Step 5
Step 6
Step 7

Before You Begin

¢ From the Select Community Member drop-down list, choose the router for which you want to edit
the action parameters.

e Make sure that a QoS policy is created on the router’s interface. See Creating QoS Policies,
page 18-2.

Procedure

Use this procedure to edit queuing, shaping, or policing action parameters.

Choose Configure > Router > QoS. The Quality of Service page opens.

Click the Edit QoS Policy tab to open the Edit QoS Policy page, and then click Edit.
The Edit a QoS Class page opens. See Add or Edit a QoS Class Dialog Box, page 18-28.
From the Action pane, do the following:

e To edit the Queuing parameter, choose Queuing, and then click the Configure Queuing button. See
Configure Queuing Dialog Box, page 18-35.

e To edit the Shaping parameter, choose Shaping, and then click the Configure Queuing button. See
Configure Shaping Dialog Box, page 18-34.

e To edit the Policing parameter, choose Policing, and then click the Configure Queuing button. See
Configure Policing Dialog Box, page 18-32.

Make the changes, and then click OK.
Click Apply Changes. The Deliver Configuration to Router page opens.
Click Deliver. The Commands Delivery Status window opens.

Click OK to send the configuration to the router.

Related Topics
e Editing QoS Policies, page 18-5
e Edit QoS Policy Page, page 18-22

Viewing Associated QoS Policies

Before You Begin

e From the Select Community Member drop-down list, choose the router for which you want to view
the associated QoS policies.

e Make sure that a QoS policy is created on the router’s interface. See Creating QoS Policies,

page 18-2.

Procedure
Use this procedure to view the QoS policies that are associated with the chosen tunnel interface.

If more than one QoS policy is associated with a DM VPN hub tunnel interface, the Show Policies button
is enabled. Click this button to view all of the policies associated with that tunnel interface.
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Step1  Choose Configure > Router > QoS. The Quality of Service page opens.
Step2  Click the Edit QoS Policy tab to open the Edit QoS Policy page, and then click the Show Policies button.

The Policies Associated Details page opens providing a list of the policies that are associated with the
group name on the chosen tunnel interface. See Policies Associated Details Dialog Box.

Related Topics
e Editing QoS Policies, page 18-5
e Edit QoS Policy Page, page 18-22
¢ Policies Associated Details Dialog Box, page 18-36

Create QoS Policy Reference

This section describes the pages and dialog boxes that you can use when working with the Create QoS
Policy wizard and includes the following topic:

e Create QoS Configuration Wizard

Create QoS Configuration Wizard

Use the QoS configuration wizard to create (enable) quality of service (QoS) policies on the router’s
WAN interfaces. You can also use Cisco CP to create QoS policies on the router’s IPSec VPN interfaces
and tunnels.

To understand the QoS policy terms used in the QoS configuration wizard pages, see QoS Policy Terms,
page 18-2.

Note  The QoS policy is applied to outgoing traffic on the interface.

The QoS policy wizard includes the following pages:
¢ QoS Configuration Wizard Page, page 18-13
¢ Interface Selection Page, page 18-13
® QoS Group Name Page—Appears for DMVPN Spoke Tunnel Interface, page 18-14
e C(lassification Page, page 18-15
¢ Queuing With Shaping for Outbound Traffic Page, page 18-16
e Policing for Outbound Traffic Page, page 18-18
* QoS Configuration Summary Page, page 18-21

How to Get to This Wizard

1. Choose Configure > Router > QoS. The Quality of Service page opens with the Create QoS Policy
tab selected by default.

2. Click the Launch QoS Wizard button to start the QoS wizard.

Cisco Configuration Professional User Guide
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QoS Configuration Wizard Page
The QoS Configuration Wizard page is the “welcome” page. It summarizes the information that you
must provide in the QoS configuration wizard pages.

Click Next to begin configuring a QoS policy. The Interface Selection page opens.

How to Get to This Page

1. Choose Configure > Router > QoS. The Quality of Service page opens with the Create QoS Policy
tab selected by default.

2. Click the Launch QoS Wizard button to start the QoS wizard.

Related Topics
e Creating QoS Policies, page 18-2

e Create QoS Configuration Wizard, page 18-12

Interface Selection Page

Use the Interface Selection page to choose the interface on which you want to configure the QoS policy.

How to Get to This Page

1. Choose Configure > Router > QoS. The Quality of Service page opens with the Create QoS Policy
tab selected by default.

2. Click the Launch QoS Wizard button to start the QoS wizard, and then click Next.

Related Topics
e Creating QoS Policies, page 18-2

e Create QoS Configuration Wizard, page 18-12

Cisco Configuration Professional User Guide
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Field Reference

Table 18-1 Interface Selection Page
Element Description
Interface The interface on which you want to configure the QoS policy.

This field lists WAN interfaces and interfaces that do not have a
configured outbound QoS policy. VPN interfaces such as DMVPN
hub and spoke tunnel interfaces are included in the list, but
interfaces used for Easy VPN clients and interfaces with an existing
QoS policy are not included.

Note If the router Cisco IOS image release is 12.4(11)T or later,
virtual template tunnel interfaces may appear in this list. If
you choose a VTI interface, you will be able to configure
shaping and queuing parameters.

Note  The configuring QoS policies per-tunnel feature (DMVPN
QoS feature) is supported on routers that are running the
Cisco IOS Release 12.4(22)T and later advanced security
images.

Details button Click this button to view configuration details about the chosen
interface. The window displays the interface’s IP address and subnet
mask, names of access rules and policies applied to the interface,
and connections that the interface is used for.

Next button Click this button to open the next wizard page.

e For WAN interface and DM VPN hub tunnel interface—When
you click Next, the Classification page opens.

e For DMVPN spoke tunnel interface—When you click Next, the
the QoS Group Name page opens.

QoS Group Name Page—Appears for DMVPN Spoke Tunnel Interface

Use the QoS Group Name page to provide the group name of the DM VPN hub tunnel interface.

A

Note e The QoS Group Name page is displayed when you choose the DMVPN spoke tunnel interface
(configured for hub and spoke topology) in the Interface Selection page.

e The configuring QoS policies per-tunnel feature (DM VPN QoS feature) is supported on routers that
are running the Cisco IOS Release 12.4(22)T and later advanced security images.

How to Get to This Page

1. Choose Configure > Router > QoS. The Quality of Service page opens with the Create QoS Policy
tab selected by default.

2. Click the Launch QoS Wizard button to start the QoS wizard.
3. Click Next until you reach the QoS Group Name page.

Cisco Configuration Professional User Guide
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Related Topics
e Creating QoS Policies, page 18-2
¢ Create QoS Configuration Wizard, page 18-12
e Configure QoS Group Name Dialog Box—Appears for DMVPN Spoke Tunnel Interface,
page 18-36

Field Reference

Table 18-2 QoS Group Name Page

Element

Description

Yes radio button

Click this radio button if you know the group name that is
configured for the DM VPN hub tunnel interface. Then enter the
group name in the QoS Group Name field.

No radio button

Click this radio button if you do not know the group name that is
configured for the DM VPN hub tunnel interface.

QoS Group Name

The QoS group name configured for the DM VPN hub tunnel
interface. This field is enabled when you choose the Yes radio
button.

Make sure that the group name you enter in this field matches with
the group name that is configured for the DM VPN hub tunnel
interface.

Next button

Click this button to open the next wizard page.

e If you click the Yes radio button, provide the QoS group name,
and then click Next, the QoS Configuration Summary page
opens.

e If you click the No radio button, and then click Next, the
Classification page opens.

Back button

Click this button to go back to the previous wizard page.

Classification Page

Use the Classification page to choose whether the outbound traffic is based on DCSP markings (trusted)
or is based on NBAR protocol discovery (untrusted).

How to Get to This Page

1. Choose Configure > Router > QoS. The Quality of Service page opens with the Create QoS Policy
tab selected by default.

2. Click the Launch QoS Wizard button to start the QoS wizard.
3. Click Next until you reach the Classification page.

Related Topics
e Creating QoS Policies, page 18-2

e Create QoS Configuration Wizard, page 18-12
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Field Reference

Table 18-3 Classification Page

Element Description

DSCP marking (trusted) radio Click this radio button to use differentiated services code point
button (DSCP) markings to classify traffic.

Cisco network devices such as IP phones and switches add DSCP
markings to packets. Configuring DSCP on the router allows these
markings to be used to classify traffic.

Note If the Cisco IOS image on the router does not support DSCP
marking, this option will not appear.

NBAR protocol discovery Click this radio button to use Networked-Based Application
(untrusted) radio button Recognition (NBAR) protocol discovery to classify traffic.

When an application is recognized and classified by NBAR, a
network can invoke services for that specific application. By
classifying packets and then applying QoS to the classified traffic,
NBAR ensures that network bandwidth is used efficiently.

Note If the Cisco IOS image on the router does not support
NBAR protocol discovery, this option will not appear.

Next button Click this button to open the Queuing With Shaping for Outbound
Traffic page.

Back button Click this button to go back to the previous wizard page.

Queuing With Shaping for Qutbound Traffic Page
Use the Queuing With Shaping for Outbound Traffic page to configure queuing and shaping for
outbound traffic.

Queuing—Traffic queuing aggregates packet streams to multiple queues and provides different service
to each queue.

Shaping—Traffic shaping retains excess packets in a queue and then reschedules the excess packets for
later transmission over increments of time.

How to Get to This Page

1. Choose Configure > Router > QoS. The Quality of Service page opens with the Create QoS Policy
tab selected by default.

2. Click the Launch QoS Wizard button to start the QoS wizard.
3. Click Next until you reach the Queuing With Shaping for Outbound Traffic page.

Related Topics
e Creating QoS Policies, page 18-2
¢ Create QoS Configuration Wizard, page 18-12
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Field Reference

Table 18-4 Queuing With Shaping for Outbound Traffic Page

Element Description

Configure Shaping radio button |Click this radio button to configure shaping for outbound traffic.

If you are configuring QoS policy on a tunnel interface (such as
DMVPN hub tunnel, DM VPN spoke tunnel, site-to-site VPN
tunnel, GREoIPSec tunnel, or virtual template interface), you must
configure shaping and provide the committed information rate
(CIR) value.

Committed Information Rate The CIR is the rate at which the interface is to transfer data. Enter
the CIR in kilobits per second.

Bandwidth Allocation Pane

Traffic Class Specific type of traffic, such as voice traffic or routing traffic. The
Cisco CP default traffic classes and user-created traffic classes are
listed in this column.

Bandwidth Percentage Bandwidth percentage for a traffic class. Enter the percentage value
for a traffic class. Traffic types that depend on high transmission
rates, such as voice traffic, should be given a higher percentage than
traffic classes that do not need high transmission rates, such as
routing traffic.

The Cisco CP default traffic classes are displayed with suggested
values. When you change the percentage value of any traffic class,
the best effort class adjusts to a higher or lower value. The total
bandwidth of all classes other than best effort cannot exceed 75%.

Allotted Bandwidth Cisco CP displays the Allotted Bandwidth column when you
configure a QoS policy for a non-VTI interface. It displays the
kilobits per second allotted to the traffic class, based on the CIR and
the bandwidth percentage entered.

Add Class button Click this button to add a traffic class to the policy. Then enter the
class information in the displayed dialog box. See Add a New
Traffic Class Dialog Box, page 18-17.

Remove button Click this button to remove a traffic class from the list that you have
created.

Note  You cannot remove the Cisco CP default classes.

Next button Click this button to open the Policing for Outbound Traffic page.

Back button Click this button to go back to the previous wizard page.

Add a New Traffic Class Dialog Box

Use the Add a New Traffic Class dialog box to add a new QoS traffic class.

How to Get to This Dialog Box

1. Choose Configure > Router > QoS. The Quality of Service page opens with the Create QoS Policy
tab selected by default.

2. Click the Launch QoS Wizard button to start the QoS wizard.

Cisco Configuration Professional User Guide
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3. Click Next until you reach the Queuing With Shaping for Outbound Traffic page.

4. From the Queuing With Shaping for Outbound Traffic page, click the Add Class button to open the
Add a New Traffic Class page.

Related Topics
¢ Queuing With Shaping for Outbound Traffic Page, page 18-16

¢ Creating QoS Policies, page 18-2

Field Reference

Table 18-5 Add New Traffic Class Fields
Element Description
Class Name Enter a name for the traffic class.

Classification Pane

Match Specify whether the QoS class is to look for matches to Any or to
All of the selected criteria. If you choose Any, traffic must meet
only one of the match criteria. If you choose All, traffic must meet
all of the match criteria. The DSCP values chosen are displayed
in the DSCP column.

Any radio button—Click Any to specify that the traffic must meet
only one of the criteria specified in the classification list that you
create.

All radio button—Click All to specify that traffic must meet all
the criteria specified in the classification list that you create.

Item Name This column displays the types of criteria that you can include in
this traffic class. If the QoS policy uses NBAR protocol discovery,
you can specify protocol and ACL values. If the QoS policy uses
DSCP marking, you can specify DSCP values as well as protocol
and ACL values.

Item Value This column displays the values configured for the particular
type, separated by commas. For example, the Protocol row might
show the following values:

http, edonkey, dhcp

Edit button To add or edit the values for a particular type of entry, select the
type, and click Edit. Then, add or modify entries for type in the
displayed dialog.

Bandwidth Percentage Enter the bandwidth percentage that you want to give to the class.

Cisco CP displays a message if you enter a value that causes the
total percentage value of all traffic types other than best effort to
exceed 75%. If that occurs, lower the percentage value.

Use LLQ (Low Latency Queuing) |Select this check box to use LLQ for this traffic class.
check box

Policing for Qutbound Traffic Page

Use the Policing for Outbound Traffic page to configure policing for outbound traffic.

Cisco Configuration Professional User Guide
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Policing—Traffic policing propagates bursts. When the traffic rate reaches the configured maximum
rate, excess traffic is dropped or re-marked.

How to Get to This Page

1. Choose Configure > Router > QoS. The Quality of Service page opens with the Create QoS Policy
tab selected by default.

2. Click the Launch QoS Wizard button to start the QoS wizard.
3. Click Next until you reach the Policing for Outbound Traffic page.

Related Topics
e Creating QoS Policies, page 18-2

e Create QoS Configuration Wizard, page 18-12

Field Reference

Table 18-6 Policing for Outbound Traffic Page
Element Description
QoS Group Name The name of the QoS group.

You can either use the default group name provided by
Cisco CP or enter a new group name.

Cisco CP uses the value that you entered in the CIR field in
the Queuing With Shaping for Outbound Traffic page, and
then appends the word SHAPE to create the default group
name. For example, if you entered the CIR value of 768k,
Cisco CP uses that value and names the group
SHAPE_768k.

Note  This field is displayed when you are creating a QoS
policy on a DMVPN hub tunnel interface.

Note  This field is displayed on routers that are running
the Cisco IOS Release 12.4(22)T and later
advanced security images.

Policing for OQuthound Traffic Pane

Configure policing for outbound traffic  |Click this radio button if you want the QoS policy to
radio button include policing for outbound traffic. Then enter the values
in the configuration fields. Otherwise, click Next to
proceed to the next screen.

Policing causes packets that exceed the CIR to be dropped.

Traffic Class The traffic classes included in the QoS policy. The traffic
classes are: Voice, Call Signalling, Routing, Management,
Transactional, and Best Effort.

Cisco Configuration Professional User Guide
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Table 18-6 Policing for Outbound Traffic Page (continued)

Element

Description

Committed Information Rate (CIR)

The CIR for each traffic class. Use these fields to allocate
the bandwidth to the different types of traffic carried on the
selected interface. The percentage value that you enter
represents 1000 Kbps. For example, if you enter 5%, a
bandwidth of 5000 Kbps is allocated. The total percentage
value for all types of traffic excluding Best Effort cannot
exceed 75%.

The default values are:

e Voice—Voice traffic. The default value is 33 percent of
the bandwidth.

e (all Signalling—Signalling needed to control voice

traffic. The default value is 5 percent of the bandwidth.

¢ Routing—Traffic generated by this and other routers to
manage the routing of packets. The default value is 5
percent of the bandwidth.

e Management—Telnet, SSH, and other traffic
generated to manage the router. The default value is 5
percent of the bandwidth.

e Transactional—Examples would be traffic generated
for retail applications, or database updates. The default
value is 5 percent of the bandwidth.

e Best Effort—Remaining bandwidth for other traffic,
such as e-mail traffic. The default value is 47 percent
of the bandwidth. The value of Best Effort is
dynamically updated based on the total percentage for
the other types of traffic.

Cisco CP displays a message if any entered value causes
the total to exceed the link bandwidth.

Next button

Click this button to open the QoS Configuration Summary
page.

Back button

Click this button to go back to the previous wizard page.

Bandwidth Allocation Dialog Box

Use this window to allocate the bandwidth to the different types of traffic carried on the chosen interface.
The percentage value that you enter represents 1000 Kbps. For example, if you enter 5%, a bandwidth
of 5000 Kbps is allocated. The total percentage value for all types of traffic excluding Best Effort cannot

exceed 75%.
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Field Reference

Table 18-7 QoS Policy Generation Dialog Box

Element Description

Voice Voice traffic. The default value is 33 percent of the bandwidth.
Call Signalling Signalling needed to control voice traffic. The default value is 5

percent of the bandwidth

Routing Traffic generated by this and other routers to manage the routing of
packets. The default value is 5 percent of the bandwidth.

Management Telnet, SSH and other traffic generated to manage the router. The
default value is 5 percent of the bandwidth.

Transactional Examples would be traffic generated for retail applications, or
database updates. The default value is 5 percent of the bandwidth.

Best Effort Remaining bandwidth for other traffic, such as e-mail traffic. The
default value is 47 percent of the bandwidth. The value of Best
Effort is dynamically updated based on the total percentage for the
other types of traffic.

QoS Configuration Summary Page
The QoS Configuration Summary page displays a summary of the QoS policy that is created based on
your choices in the wizard.

For WAN interface configuration (including DMVPN hub tunnel interface)—Each class that the Cisco
CP QoS wizard configures is summarized.

For DMVPN spoke interface configuration—The NHRP group name is displayed.

Review the configuration. If you need to make changes, click the Back button to return to the page;
otherwise, click Finish.

How to Get to This Page

1. Choose Configure > Router > QoS. The Quality of Service page opens with the Create QoS Policy
tab selected by default.

2. Click the Launch QoS Wizard button to start the QoS wizard.

3. Configure the policy and then click Next until you reach the QoS Configuration Summary page.

Related Topics
e Creating QoS Policies, page 18-2
¢ Create QoS Configuration Wizard, page 18-12

Edit QoS Policy Reference

This section describes the pages and dialog boxes that you can use when working with the Edit QoS
Policy page and includes the following topics:

e Edit QoS Policy Page, page 18-22
e Add Class for the New Service Policy Dialog Box, page 18-26
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Add Service Policy to Class Dialog Box, page 18-27
Associate a Policy Map to Interface Dialog Box, page 18-28
Add or Edit a QoS Class Dialog Box, page 18-28
Edit Match DSCP Values Dialog Box, page 18-30
Edit Match Protocol Values Dialog Box, page 18-31
Add Custom Protocols Dialog Box, page 18-31

Edit Match ACL Dialog Box, page 18-32

Configure Policing Dialog Box, page 18-32
Configure Shaping Dialog Box, page 18-34
Configure Queuing Dialog Box, page 18-35

Policies Associated Details Dialog Box, page 18-36

Configure QoS Group Name Dialog Box—Appears for DMVPN Spoke Tunnel Interface,

page 18-36

Add or Edit QoS Group Name Dialog Box—Appears for DMVPN Hub Tunnel Interface, page 18-37

Edit QoS Policy Page

Use the Edit QoS Policy page to view and change configured QoS policies and to associate policies with
router interfaces.

To get to this help page, choose Configure > Router > QoS. The Quality of Service page opens. Then
click the Edit QoS Policy tab.

This help topic contains separate sections for different parts of the page. To view the information for a
section, click the section heading.

Policy Selection Area Field Reference

Table 18-8 Edit QoS Policy Page—Policy Selection Area

Element

Description

View Policy on Interface

Choose the interface whose QoS policies you want to view.

In Direction

Choose the traffic direction on which the policy that you want to
view is applied.

Go

To view the policy for the interface and traffic direction that you
chose, click Go.
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Table 18-8 Edit QoS Policy Page—Policy Selection Area (continued)
Element Description
Associate To change the association of a QoS policy with an interface, click

Associate. If the policy is currently associated with an interface,
you can disassociate the policy or change the traffic direction that
the policy is applied to. The Associate button is disabled when a
Frame Relay serial interface is displayed in the View Policy on
Interface field.

Note For DMVPN hub tunnel interfaces—You can associate
service policies only that have shaping parameters
configured on them; otherwise, you will see an error
message.

Note For DMVPN hub tunnel interfaces——You can associate
policy only on the outbound traffic. If you try to associate a
policy with the inbound traffic, you will see a warning
message.

Policy Name

This field displays the name of the policy associated with the
interface.

QoS Group Name

The name of the QoS group.

Note  This field is displayed when you choose to edit a class that
is associated with the DM VPN hub tunnel interface.

Cisco CP uses the value that you entered in the CIR field in the
Queuing With Shaping for Outbound Traffic page, and then appends
the word SHAPE to create the default group name. For example, if
you entered the CIR value of 768k, Cisco CP uses that value and
names the group SHAPE_768k. To change this group name, click
the Edit QoS Group Name button located next to the group name.

Edit QoS Group Name button

Click this button to open the Edit QoS Group Name dialog box, in
which you can change the name of the QoS group. See Add or Edit
QoS Group Name Dialog Box—Appears for DMVPN Hub Tunnel
Interface, page 18-37.

Note This button is displayed when you choose to edit a class
from a DMVPN hub tunnel interface.

Show Policies button

Click this button to view the QoS policies that are associated with
the group name on the chosen tunnel interface.

The Edit QoS policy page displays one policy at a time, which you
can edit. To view all the policies associated with the tunnel
interface, click the Show Policies button.

Note  This button is displayed when you choose to edit a class
from a DMVPN hub tunnel interface.

QoS Class Buttons Area Field Reference

A

Note  The following QoS class buttons are not displayed if you choose to edit a class for a DMVPN spoke

tunnel interface.
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Table 18-9 Edit QoS Policy Page— QoS Buttons

Element Description

Add To add a QoS class to the policy, click Add.

Edit To edit a QoS class in this screen, choose the class and click Edit.
The Edit button is disabled when a read-only QoS class is selected.

Delete To remove a QoS class from this policy, select a class and click
Delete. The Delete button is disabled when a read-only QoS class is
selected.

Cut To remove a class from its current position in the list, select the class
and click Cut. Use the Paste button to place the class in the position
that you want. The Cut button is disabled when a read-only QoS
class is selected.

Copy To copy class information, select the class and click Copy. The
Copy button is disabled when a read-only QoS class is selected.

Paste To edit copied class information and provide a new name for the
class, click Paste. If you choose Add this class to the policy, the
class will be placed with the enabled polices in the class. The Paste
button is disabled when a read-only QoS class is selected.

Move Up To move a class up the class list, choose a class and click Move Up.

This button can only be used to move enabled classes. The Move Up
button is disabled when a read-only QoS class is selected.

Move Down

To move a class down the class list, choose a class and click Move
Down. This button can only be used to move enabled classes. The
Move Down button is disabled when a read-only QoS class is
selected.

Add Service Policy

To add a service policy, select an existing class from the policy,
click Add Service Policy, and then choose whether to add a new
service policy or to use an existing policy. See Add Class for the
New Service Policy Dialog Box, page 18-26 and Add Service
Policy to Class Dialog Box, page 18-27.

The Add Service Policy button is enabled when:
® QoS policy is configured with Shaping value.

e If you choose to add a service policy to a default class.

Remove Service Policy

To remove a service policy, choose the top-level class-default entry,
and then click Remove Service Policy.

The Remove Service Policy button is enabled when:
* QoS policy is configured with Shaping value.

e If you choose to add a service policy to a default class.

Class List Display Area Field Reference

N

Note  The following class information is not displayed if you choose to edit a class from for a DMVPN spoke
tunnel interface.
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Table 18-10 Edit QoS Policy Page—Class List Display Area

Element Description

@ If this icon appears next to the QoS class, it is read-only, and it
cannot be edited, deleted, or moved to another position in the class
list.

Class Name The name of the QoS class. Cisco CP predefines names for QoS
classes.

Match Whether the QoS class looks for matches to Any or to All of the

selected DSCP values. If you choose Any, traffic must meet only
one of the match criteria. If you choose All, traffic must meet all of
the match criteria. The DSCP values chosen are displayed in the
DSCP column.

Classification This portion of the display contains the following columns:
e DSCP—The DSCP values that are chosen for possible match.

¢ Protocols—The protocols included in this QoS class. A video
traffic QoS class might have protocols such as cuseeme,
netshow, and vdolive. A routing traffic QoS class might have
protocols such as BGP, EIGRP, and OSPF.

e ACL—The name or number of an ACL that specifies the traffic
that this QoS class applies to.

Action This portion of the display contains the following columns:

e Queuing—This column lists the queuing type, Class Based
Weighted Fair Queuing (CBWFQ), Low Latency Queuing
(LLQ), or Fair Queuing, and displays the bandwidth allocated
to the class.

e Shaping—This column displays Yes if shaping is configured
for this policy, or No if shaping is not configured.

e Policing—This column displays Yes if policing is configured
for this policy, or No if policing is not configured.

e Set DSCP—The DSCP value that is given to this type of traffic
by the QoS class.

e Drop—The column displays Yes if this type of traffic is to be
dropped, or No if it is not to be dropped.

Apply Changes button Changes that you make in this window are not immediately
delivered to the router. To deliver changes that you make, click
Apply Changes. The Deliver Configuration to Router page opens.
Click Deliver. The Commands Delivery Status window opens.
Click OK to send the configuration to the router.

Discard Changes button If you do not want the changes that you have made in this window
to be sent to the router, click Discard Changes.

Cisco Configuration Professional User Guide
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QoS Group Name Display Area Field Reference—Appears for DMVPN Spoke Tunnel Interface

Note  The following information is displayed if you choose to edit a DM VPN spoke tunnel interface only. This
information is displayed if you provided the QoS group name in the QoS configuration wizard. See QoS
Group Name Page—Appears for DMVPN Spoke Tunnel Interface, page 18-14.

Table 18-11 Edit QoS Policy Page— QoS Group Name Display Area

Element Description

QoS Group Name The name of the QoS group, which you can edit.
Related Topics

e Editing QoS Policies, page 18-5

¢ Associate a Policy Map to Interface Dialog Box, page 18-28
e Add or Edit a QoS Class Dialog Box, page 18-28

e Edit Match DSCP Values Dialog Box, page 18-30

e Edit Match Protocol Values Dialog Box, page 18-31

e Edit Match ACL Dialog Box, page 18-32

¢ Policies Associated Details Dialog Box, page 18-36

¢ Configure QoS Group Name Dialog Box—Appears for DMVPN Spoke Tunnel Interface,
page 18-36

e Add or Edit QoS Group Name Dialog Box—Appears for DMVPN Hub Tunnel Interface, page 18-37

Add Class for the New Service Policy Dialog Box

Use the Add Class for the New Service Policy dialog box to add a traffic class for a new QoS policy.

S

Note  The Add Service Policy and the Remove Service Policy buttons are enabled when:

* QoS policy is configured with Shaping value.

e If you choose to add a service policy to a default class.

How to Get to This Dialog Box
1. Choose Configure > Router > QoS. The Quality of Service page opens.

2. Click the Edit QoS Policy tab.
3. Click the Add Service Policy button. Then choose Add New from the drop-down list.

Related Topics
e Editing QoS Policies, page 18-5.
e Edit QoS Policy Page, page 18-22

Cisco Configuration Professional User Guide
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Field Reference

Table 18-12 Add Class for New Policy Dialog Box

Element

Description

Policy Map Name

Enter a name for the QoS Policy.

Class Map Name

Enter a name for the traffic class.

Classification

Match

Specify whether the QoS class is to look for matches to Any or to
All of the selected criteria. If you choose Any, traffic must meet
only one of the match criteria. If you choose All, traffic must meet
all of the match criteria. The DSCP values chosen are displayed in
the DSCP column.

e Any—Click Any to specify that traffic must meet only one of
the criteria specified in the classification list that you create.

e All—Click All to specify that traffic must meet all the criteria
specified in the classification list that you create.

Name

This column displays the types of criteria that you can include in
this traffic class. If the QoS policy uses NBAR protocol discovery,
you can specify protocol and ACL values. If the QoS policy uses
DSCP marking, you can specify DSCP values as well as protocol
and ACL values.

Value

This column displays the values configured for the particular type,
separated by commas. For example, the Protocol row might show
the following values:

http, edonkey, dhcp

Edit

To add or edit the values for a particular type of entry, select the
type, and click Edit. Then, add or modify entries for type in the
displayed dialog.

Add Service Policy to Class Dialog Box

Use the Add Service Policy dialog box to add an existing service policy to a QoS class.

S

Note  The Add Service Policy and the Remove Service Policy buttons are enabled when:

¢ QoS policy is configured with Shaping value.

e If you choose to add a service policy to a default class.

How to Get to This Dialog Box

1. Choose Configure > Router > QoS. The Quality of Service page opens.

2. Click the Edit QoS Policy tab.

3. Click the Add Service Policy button. Then choose Add Existing from the drop-down list.
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Field Reference

Table 18-13 Add Service Policy to Class Dialog Box

Element

Description

Existing service policy

Select an existing service policy from the list.

Associate a Policy Map to Interface Dialog Box

See Associate a Policy Map to Interface, page 44-3.

Associate or Disassociate the QoS Policy Dialog Box

Use the Associate or Disassociate the QoS Policy dialog box to change the associations that a QoS policy
has to router interfaces and traffic directions.

Field Reference

Table 18-14 Associate or Disassociate QoS Policy Dialog Box

Element

Description

Interface

This column lists the router interfaces. To choose an interface to
which you want to associate the QoS policy, check the box next to
the interface name.

Note If you choose the interface that Cisco CP uses to
communicate with the router, the connection between
Cisco CP and the router might be lost.

Inbound

To associate the QoS policy to inbound traffic on the chosen
interface, check the box in this column.

Outbound

To associate the QoS policy to outbound traffic on the chosen
interface, check the box in this column.

Add or Edit a QoS Class Dialog Box

Use the Add or Edit a QoS class dialog box to create or edit QoS traffic classes and to specify whether
the class is to be added to the QoS policy.

How to Get to This Dialog Box

1.

Choose Configure > Router > QoS. The Quality of Service page opens.

2. Click the Edit QoS Policy tab, and then click Add or Edit as appropriate.

Related Topics

Adding a QoS Class, page 18-7
Editing the QoS Class Information, page 18-8

Cisco Configuration Professional User Guide
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Field Reference

Table 18-15 Add or Edit a QoS Class Dialog Box

Element Description

Add this class to the policy To include this QoS class in QoS policy, check Add this class to the
policy. If this option is not checked, and then the selected QoS class
is marked as Disabled in the Edit QoS Policy window.

Note  You can configure QoS policies on an interface in the create
mode (by using the QoS wizard) or in the edit mode. The
Add This Class to the Policy field appears when a QoS
policy is not associated with an interface.

Class Name The QoS class name is displayed in this field if you are editing an
existing class. You must enter a class name if you are adding a new
class to a policy or pasting information from a QoS class that you

have copied.

Class Default This option appears when there is no class-default in the QoS policy.
To add class-default—the default class—instead of creating a new
class, click Class Default. There are several configuration
parameters that you cannot set for class-default:

¢ C(Classification box—You cannot specify classification criteria.

e Action box—You cannot specify that traffic be dropped.

Additionally, you can only specify that Fair Queuing be used.

Classification Pane

Choose the types of items and values that you want the router to examine traffic for.

Match Includes two radio buttons:
e All—Click to indicate that traffic must meet all criteria.

e Any—Click to indicate that traffic need only meet one criteria.

DSCP To specify that the traffic must contain specific DSCP markings,
select DSCP, and click Edit. Then choose the DSCP markings in the
displayed dialog. See Edit Match DSCP Values Dialog Box,

page 18-30.

Protocol To specify that the traffic must contain specific protocols, select
Protocol, and click Edit. Then choose the protocols in the displayed
dialog. See Edit Match Protocol Values Dialog Box, page 18-31.

Access Rule To specify that the class must match traffic defined in an ACL,
select Access Rule, and then click Edit. In the dialog that appears,
choose an existing ACL, create a new one, or clear existing
associations if you are editing a QoS class. See Edit Match ACL
Dialog Box, page 18-32.

Action Pane

Choose the action that the router is to take when it finds traffic that matches the specified DSCP values.

Drop To have the router drop the traffic, check Drop. If you check Drop,
other options in the Action area are disabled.
Set DSCP To have the router reset DSCP value for the traffic, check Set DSCP

and choose the value that you want the traffic to be reset to.

Cisco Configuration Professional User Guide
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Table 18-15 Add or Edit a QoS Class Dialog Box (continued)

Element Description

Queuing To configure queuing for this traffic class, check Queuing and then
click Configure Queuing. Then configure traffic queuing in the
displayed dialog.

LLQ is available if the traffic uses the RTP protocol or has a DSCP
value of EF. If the traffic does not have these attributes, the LLQ
option is not available. If you are adding or editing the default
class—class-default—only Fair Queuing is available. See
Configure Queuing Dialog Box, page 18-35.

Shaping To configure shaping for this traffic, check Shaping and then click
Configure Shaping to display the shaping dialog and make
settings. See Configure Shaping Dialog Box, page 18-34.

Policing To configure policing for this traffic, check Policing and then click
Configure Policing to display the policing dialog and make
settings. See Configure Policing Dialog Box, page 18-32.

Edit Match DSCP Values Dialog Box

Use the Edit Match DCSP Values dialog box to edit the DSCP value for a QoS policy.

How to Get to This Dialog Box
1. Choose Configure > Router > QoS. The Quality of Service page opens.

2. Click the Edit QoS Policy tab, and then click Add or Edit as appropriate.
3. Choose DSCP, and then click Edit.

Related Topics
e Add or Edit a QoS Class Dialog Box

e Editing DSCP, Protocols, and ACL Classification Values, page 18-9

Field Reference

Table 18-16 Edit Match DSCP Value Dialog Box

Element Description
Available DSCP Values List of available DSCP values that you can choose.
>> >> button Click the >> >> button to add the chosen value from the Available

<< << button DSCP Values area to the Selected DSCP Values area.

Click the << << button to remove the chosen value from the
Selected DSCP Values area and move it to the Available DSCP
Values area.

Selected DSCP Values Lists the DSCP values that you selected from the Available DSCP
Values area.
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Edit Match Protocol Values Dialog Box
Use the Edit Match Protocol Values dialog box to edit the protocol value for a QoS policy.

How to Get to This Dialog Box
1. Choose Configure > Router > QoS. The Quality of Service page opens.

2. Click the Edit QoS Policy tab, and then click Add or Edit as appropriate.
3. Choose Protocol, and then click Edit.

Related Topics
e Add or Edit a QoS Class Dialog Box

e Editing DSCP, Protocols, and ACL Classification Values, page 18-9
e Adding Custom Protocols, page 18-10

Field Reference

Table 18-17 Edit Match Protocol Value Dialog Box

Element Description
Available Protocol Values List of available protocol values that you can choose.
>> >> button Click the >> >> button to add the chosen value from the Available

<< << button Protocol Values area to the Selected Protocol Values area.

Click the << << button to remove the chosen value from the
Selected Protocol Values area and move it to the Available Protocol
Values area.

Selected Protocol Values Lists the Protocol values that you selected from the Available
Protocol Values area.

Add Custom Protocols button Click this button to add custom protocols that are not available in
the Available Match Protocol Values area. See Add Custom
Protocols Dialog Box, page 18-31.

Add Custom Protocols Dialog Box

Use the Add Custom Protocols dialog box to add custom protocols that are not available in the Edit
Match Protocol Values dialog box.

How to Get to This Dialog Box
1. Choose Configure > Router > QoS. The Quality of Service page opens.

2. Click the Edit QoS Policy tab, and then click Add or Edit as appropriate.
3. Choose Protocol, and then click Edit.

Related Topics
e Add or Edit a QoS Class Dialog Box, page 18-28
e Edit Match Protocol Values Dialog Box, page 18-31
e Adding Custom Protocols, page 18-10

Cisco Configuration Professional User Guide
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Field Reference

Table 18-18 Add Custom Protocols Dialog Box

Element Description

Name Choose the name of the custom protocol from the drop-down list.
Protocol Select the appropriate radio button. Options are TCP and UDP.
New Port Number The port numbers that this protocol should use. Valid port number

range is 1 to 65535.

Add >> button

Click this button to add the new port number that you entered to the
Port Number(s) area.

Port Number(s)

Lists the port numbers that you added in the New Port Number field.

Edit Match ACL Dialog Box

Table 18-19

Use the Edit Match ACL dialog box to edit the access rule for a QoS policy.

How to Get to This Dialog Box

1. Choose Configure > Router > QoS. The Quality of Service page opens.
2. Click the Edit QoS Policy tab, and then click Add or Edit as appropriate.
3. Choose Access Rule, and then click Edit.

Related Topics
e Add or Edit a QoS Class Dialog Box

e Editing DSCP, Protocols, and ACL Classification Values, page 18-9

Field Reference

Edit Match ACL Dialog Box

Element

Description

Access Rule

List of available protocol values that you can choose.

... button

Click this button, and then choose one of these options:

e Select an existing rule (ACL)—Choose to select an existing
rule. When clicked, opens the Select a Rule dialog box. See
Select a Rule, page 21-12.

e Create a new rule (ACL) and select—Choose to add a new rule.
When clicked, opens the Add a Rule dialog box. See Add or
Edit a Rule, page 21-5.

e None (clear associations)—Choose to clear existing rule
associations.

Configure Policing Dialog Box

Use the Configure Policing dialog box to configure policing for a QoS policy.
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How to Get to This Dialog Box

1. Choose Configure > Router > QoS. The Quality of Service page opens.
2. Click the Edit QoS Policy tab, and then click Add or Edit as appropriate.

3. Check Policing, and then click Configure Policing.

Related Topics
e Add or Edit a QoS Class Dialog Box

e Editing Queuing, Policing, and Shaping Action Parameters, page 18-11

Field Reference

Table 18-20 Configure Policing Dialog Box

Element

Description

Specify the access rate parameters for policing

Committed Information Rate
(CIR)

Enter the CIR to be used for the policy in kilobits per second. When
the traffic rate reaches the CIR, excess traffic is dropped or
remarked.

Normal Burst Size (BC)

Optional. Enter the normal burst size in kilobits per second. The
normal burst size determines how large traffic bursts can be before
some traffic exceeds the CIR.

Excess Burst Size (BE)

Optional. Enter the excess burst size in kilobits per second. The
excess burst size determines how large traffic bursts can be before
all traffic exceeds the rate limit. Traffic that falls between the
normal burst size and the excess burst size exceeds the rate limit
with a probability that increases as the burst size increases.

Action Type This column lists the names of the actions that you can choose for
traffic that conforms to, exceeds, or violates the configured CIR,
BC, and BE parameters.
Cisco Configuration Professional User Guide
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Table 18-20 Configure Policing Dialog Box (continued)

Element Description

Action Choose what you want the router to do when traffic conditions

conform, exceed or violate configured policing parameters. The
conform and the exceed actions are mandatory and have default
values. The violate action is optional. The available actions are the
following:

Drop—(Default for exceed action) Discard the packet.
None—(Available for violate action)

Set DSCP Transmit—Set the DSCP and transmit.
Transmit—(Default for conform action) Send the packet.

Unsupported—Cisco CP adds and selects this option in the
following cases:

— If Cisco CP detects that actions other than transmit, drop,
or set DSCP transmit have been configured. Actions other
than those are not supported.

— If Cisco CP detects that more than one action has been
configured for the same action type.

When Cisco CP encounters either of these configurations,
Unsupported is the only available action, and Cisco CP displays
a tooltip popup indicating that an unsupported policing action
has been configured.

DSCP Values Options in this column are enabled when you choose the Set DSCP

Transmit action. The options displayed are the available DSCP
markings.

Configure Shaping Dialog Box

Use the Configure Shaping dialog box to configure shaping for a QoS policy.

How to Get to This Dialog Box

1. Choose Configure > Router > QoS. The Quality of Service page opens.
2. Click the Edit QoS Policy tab, and then click Add or Edit as appropriate.
3. Check Shaping, and then click Configure Shaping.

Related Topics

e Add or Edit a QoS Class Dialog Box

e Editing Queuing, Policing, and Shaping Action Parameters, page 18-11
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Field Reference

Table 18-21 Configure Shaping Dialog Box

Element Description

Committed Information Rate Enter the CIR to be used for the policy in kilobits per second. When

(CIR) the traffic rate reaches the CIR, excess traffic is dropped or
remarked.

Normal Burst Size (BC) Optional. Enter the normal burst size in kilobits per second. The

normal burst size determines how large traffic bursts can be before
some traffic exceeds the CIR.

Excess Burst Size (BE) Optional. Enter the excess burst size in kilobits per second. The
excess burst size determines how large traffic bursts can be before
all traffic exceeds the rate limit. Traffic that falls between the
normal burst size and the excess burst size exceeds the rate limit
with a probability that increases as the burst size increases.

Configure Queuing Dialog Box
Use the Configure Queuing dialog box to configure queuing for a QoS policy. The fields displayed
change based on the queuing method you choose. You can choose the following queuing methods:
e LLQ— Low Latency Queuing
¢ CBWFQ—Class-Based Weighted Fair Queuing
¢ Fair Queue—Weighted Fair Queuing (WFQ)

How to Get to This Dialog Box

1. Choose Configure > Router > QoS. The Quality of Service page opens.
2. Click the Edit QoS Policy tab, and then click Add or Edit as appropriate.
3. Check Queuing, and then click Configure Queuing.

Related Topics
e Add or Edit a QoS Class Dialog Box

e Editing Queuing, Policing, and Shaping Action Parameters, page 18-11

Field Reference

Table 18-22 Configure Queuing Dialog Box

Element Description
LLQ Chosen
Priority Percentage Bandwidth is allocated as an absolute percentage of the total

bandwidth of the interface or tunnel. Enter a percentage value from
1 to 100 to specify the amount of bandwidth that you want to use.

CBWFQ Chosen

Bandwidth Enter a percentage value from 1 to 100 to specify the amount of
bandwidth that you want to use. Bandwidth is allocated as an
absolute percentage of the total bandwidth of the interface or tunnel.

Cisco Configuration Professional User Guide
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Table 18-22 Configure Queuing Dialog Box (continued)

Element Description

Bandwidth Remaining Enter a percentage value from 1 to 100 to specify the amount of
available bandwidth that you want to use for this traffic class.
Bandwidth is allocated as a relative percentage of the total
bandwidth available on the interface. You can specify that 30
percent of the available bandwidth be allocated to one class, and 60
percent of the bandwidth be allocated to another QoS class. To use
this option, all other classes must use this option.

Random Detect To enable Weighted Random Early Detection (WRED) and
Distributed WRED (DWRED), click Random Detect. WRED
drops packets during periods of high congestion, thus telling the
source host to decrease the transmission rate.

Fair Queue Chosen

Random Detect To enable WRED and DWRED, click Random Detect. WRED
drops packets during periods of high congestion, thus telling the
source host to decrease the transmission rate.

Policies Associated Details Dialog Box
Use the Policies Associated Details dialog box to view the QoS policies that are associated with the
group name on a selected tunnel interface.

The Edit QoS policy page displays one policy at a time. To view all the policies associated with the
tunnel interface, click the Show Policies button.

How to Get to This Dialog Box
1. Choose Configure > Router > QoS. The Quality of Service page opens.

2. Click the Edit QoS Policy tab, and then click the Show Policies button.

Related Topics
e Edit QoS Policy Page
e Editing QoS Policies

Field Reference

Table 18-23 Policies Associated Details Dialog Box

Element Description
QoS Group Name The group name of the QoS policy.
Policy Name The name of the policy associated with the group name.

Configure QoS Group Name Dialog Box—Appears for DMVPN Spoke Tunnel Interface

Use the Configure QoS Group Name dialog box to provide the group name of the DM VPN hub tunnel
interface.

Cisco Configuration Professional User Guide
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This page is displayed for spoke tunnel interfaces in the following scenario: You configured QoS policies
on a spoke tunnel interface using the QoS configuration wizard pages and did not provide the group name
at that time. Later, when you try to edit the spoke tunnel interface, the Configure QoS Group Name page
is displayed, where you can enter the QoS group name.

How to Get to This Dialog Box

1. Choose Configure > Router > QoS. The Quality of Service page opens.
2. Choose a DMVPN spoke tunnel interface to edit.

3. Click the Edit QoS Policy tab.

Related Topics
e Editing QoS Policies, page 18-5
e Edit QoS Policy Page, page 18-22
® QoS Group Name Page—Appears for DMVPN Spoke Tunnel Interface, page 18-14

Field Reference

Table 18-24 Configure QoS Group Name Dialog Box

Element

Description

Yes radio button

Choose this radio button if you know the group name that is
configured for the DMVPN hub tunnel interface. Then enter the
group name in the QoS Group Name field.

No radio button

Choose this radio button if you do not know the group name that is
configured for the DMVPN hub tunnel interface.

QoS Group Name

The group name configured for the DMVPN hub tunnel interface.
This field is enabled when you choose the Yes radio button.

Make sure that the group name you enter in this field matches with
the group name that is configured for the DMVPN hub tunnel
interface.

Add or Edit QoS Group Name Dialog Box—Appears for DMVPN Hub Tunnel Interface

Use the Edit QoS Group Name dialog box to add or change the group name for a policy in a DMVPN
hub tunnel interface.

How to Get to This Dialog Box

This dialog box appears in two scenarios:

Scenario 1

1. Choose Configure > Router > QoS. The Quality of Service page opens.
Choose a DMVPN hub tunnel interface to edit.

Click the Edit QoS Policy tab.

s @« N

From the Policy Selection Area, click the Edit QoS Group Name button.
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Scenario 2

Choose Configure > Router > QoS. The Quality of Service page opens.
Click the Edit QoS Policy tab.

From the Policy Selection Area, choose the DMVPN hub tunnel interface that does not have QoS
policies associated with it.

From the In Direction field, choose Outbound, and then click the Go button.
~

Note If no QoS policies are associated with the DMVPN hub tunnel interface, the Add button is
enabled and the Policy Name displays the No Policy Available status.

Choose Add. The Add a QoS Class page opens.

In the The Add a QoS Class page, enter the QoS class name, the classification parameters, and the
action that the router must take when it finds traffic that matches the specified values, and the click
OK. The Enter QoS Group Name dialog box opens where you can enter the QoS group name.

Related Topics

Editing QoS Policies, page 18-5
Edit QoS Policy Page, page 18-22
Add or Edit a QoS Class Dialog Box, page 18-28

Field Reference

Table 18-25 Enter or Edit QoS Group Name Dialog Box

Element

Description

QoS Group Name

The name of the QoS group. Use this field to either add a new group
name or to edit an existing group name.

Make sure that you provide a unique group name. If you provide an
existing group name, you will see a warning message.

Cisco Configuration Professional User Guide
18-38 0L-31982-01



CHAPTER 1

Router Provisioning

You can provision your router using a USB device attached directly to your router, or using Secure
Device Provisioning (SDP). SDP must be supported by your Cisco IOS release to be available in Cisco
CP.

Secure Device Provisioning

Note

This window allows you to use Secure Device Provisioning (SDP) to complete tasks such as enrolling
your router with a CA server and configuring your router. Click the Launch SDP button to transfer to
the SDP web-browser application to complete the process.

If you are obtaining certificates, Cisco CP displays the Certificates window where you can view the
certificates after they are obtained from the CA.

To learn what you need to do to prepare for SDP enrollment, see SDP Troubleshooting Tips.
For more information on SDP, click the following link:

http://www.cisco.com/en/US/products/sw/iosswrel/ps5207/products_feature_guide09186a008028afbd.
html#wp1043332

If the Launch SDP button is absent, you router Cisco IOS release does not support SDP. If the Launch
SDP button is disabled, you are logged in to Cisco CP as a nonroot view user.

Router Provisioning from USB

This window tells you if Cisco CP has detected a USB token or USB flash device connected to your
router. You can click the Router Provisioning button to choose a configuration file from the USB token
or USB flash device.

If you choose to provision your router this way, the configuration file from the USB token or USB flash
device is merged with your router’s running configuration file to create a new running configuration file.
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Router Provisioning from USB (Load File)

This window allows you to load a configuration file from a USB token or USB flash device connected
to your router. The file will be merged with your router’s running configuration file to create a new
running configuration file.

To load a configuration file, follow these steps:

Step 1 Choose the device type from the drop-down menu.

Step2  Enter the configuration filename in Filename, including the full path, or click Browse and choose the
file from the File Selection window.

Step3  If the device type is a USB token, enter the password to log in to the token in Token PIN.
Step4  If you want to preview the file, click Preview File to display the contents of the file in the details pane.
Step5 Click OK to load the chosen file.

SDP Troubleshooting Tips

Use this information before enrolling using Secure Device Provisioning (SDP) to prepare the connection
between the router and the certificate server. If you experience problems enrolling, you can review these
tasks to determine where the problem is.

Guidelines
e When SDP is launched, you must minimize the browser window displaying this help topic so that
you can view the SDP web application.

e If you are planning to configure the router using SDP, you should do so immediately after
configuring your WAN connection.

e When you complete the configuration changes in SDP, you must return to Cisco CP and click
Refresh on the toolbar to view the status of the trustpoint in the Router Certificates window in the
VPN Components tree.

Troubleshooting Tips
These recommendations involve preparations on the local router and on the CA server. You need to
communicate these requirements to the administrator of the CA server. Ensure the following:

e The local router and the CA server have IP connectivity between each other. The local router must
be able to ping the certificate server successfully, and the certificate server must be able to
successfully ping the local router.

e The CA server administrator uses a web browser that supports JavaScript.
e The CA server administrator has enable privileges on the local router.
e The firewall on the local router will permit traffic to and from the certificate server.

e Ifafirewall is configured on the Petitioner and/or on the Registrar, you must ensure that the Firewall
permits HTTP or HTTPS traffic from the PC from which the Cisco CP /SDP application is invoked.

For more information about SDP, see the following web page:

Cisco Configuration Professional User Guide
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SDP Troubleshooting Tips Il

http://www.cisco.com/en/US/products/sw/iosswrel/ps5207/products_feature_guide09186a008028afbd.
html#wp1043332

Cisco Configuration Professional User Guide
[ oL-31982-01 .m


http://www.cisco.com/en/US/products/sw/iosswrel/ps5207/products_feature_guide09186a008028afbd.html#wp1043332 

Chapter 19 Router Provisioning |

M SDP Troubleshooting Tips

Cisco Configuration Professional User Guide
m. oL-31982-01 |



s - e 2

Performance Routing

For information about how to use Cisco Configuration Professional (Cisco CP) to configure the

Performance Routing feature, see the screencast at:
http://www.cisco.com/en/US/docs/net_mgmt/cisco_configuration_professional/scrcst/ccpsc.html.

N

Note You must have internet access to view the screencast.

Cisco Configuration Professional User Guide
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ACL

- i |

Rules define how the router will respond to a particular kind of traffic. Using Cisco CP, you can create
access rules that cause the router to block certain types of traffic while permitting other types, NAT rules
that define the traffic that is to receive address translation, and IPSec rules that specify which traffic is
to be encrypted. Cisco CP also provides default rules that are used in guided configurations, and that you
can examine and use when you create your own access rules. It also allows you to view rules that were
not created using Cisco CP, called external rules, and rules with syntax that Cisco CP does not support,

called unsupported rules.

Use the Rules screen to view a summary of the rules in the router’s configuration and to navigate to other

windows to create, edit, or delete rules.

A type of rule. One of the following:

ACL Editor

NAT Rules

IPSec Rules

NAC Rules

Firewall Rules

QoS Rules

Rules that govern the traffic that can enter and
leave the network. These rules are used by router
interfaces, and by VTY lines that let users log on
to the router.

Rules that determine how private IP addresses are
translated into valid Internet IP addresses.

Rules that determine which traffic will be
encrypted on secure connections.

Rules that specify the IP addresses to be admitted
to the network, or blocked from the network.

Rules that can specify source and destination
addresses, type of traffic, and whether the traffic
should be permitted or denied.

Rules that specify traffic that should belong to the
QoS Class that the rule is associated with.
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I Useful Procedures for Access Rules and Firewalls

No. of Rules

Unsupported Rules Rules that have not been created using Cisco CP,
and that Cisco CP does not support. These rules
are read only, and cannot be modified using Cisco
CP.

Externally Defined Rules  Rules that have not been created using Cisco CP,
but that Cisco CP does support. These rules may
not be associated with any interface.

The number of rules of this type.

Description

A description of the rule if one has been entered.

To configure rules:

Click the category of rule in the rule tree to display the window for that type of rule. Create and edit rules
from that window.

The help topic for these windows contains general procedures that you may find helpful. Useful
Procedures for Access Rules and Firewalls contains step by step procedures for other tasks.

Useful Procedures for Access Rules and Firewalls

This section contains procedures that you may find useful.

How Do I View Activity on My Firewall?

How Do I Configure a Firewall on an Unsupported Interface?

How Do I Configure a Firewall After I Have Configured a VPN?

How Do I Permit Specific Traffic Through a DMZ Interface?

How Do I Modify an Existing Firewall to Permit Traffic from a New Network or Host?
How Do I Configure NAT Passthrough for a Firewall?

How Do I Permit Traffic Through a Firewall to My Easy VPN Concentrator?

How Do I Associate a Rule with an Interface?

How Do I Disassociate an Access Rule from an Interface

How Do I Delete a Rule That Is Associated with an Interface?

How Do I Create an Access Rule for a Java List?

Rules Windows

These windows let you examine, create, edit, and delete rules.
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Rules Windows

e ACL Editor window—ACL editor most commonly defines the traffic that you want to permit or
deny entry to your LAN or exit from your LAN, but they can be used for other purposes as well.

e NAT Rules window—NAT rules are used to specify a set of addresses to translate.

e [PSec Rules window—IPSec rules are extended rules used in IPSec policies to specify which
traffic will be encrypted for VPN connections.

¢ NAC Rules window—Rules that specify the IP addresses to be admitted to the network, or
blocked from the network.

¢ Firewall Rules window—Rules that can specify source and destination addresses, type of
traffic, and whether the traffic should be permitted or denied.

¢ QoS Rules window—Rules that specify traffic that should belong to the QoS Class that the rule
is associated with.

e Unsupported Rules window—Unsupported rules contain syntax or keywords that Cisco CP does
not support. Unsupported rules may affect the way the router operates, but are marked as
read-only by Cisco CP.

e Externally Defined Rules window—Externally defined rules are those that Cisco CP was not
used to create.

¢ NAC Rules window. NAC rules are used in the NAC exception policy to specify hosts that are
to be exempted from the NAC validation process. They are also used to define the hosts or
networks for admission control.

The upper portion of the screen lists the access rules that have been configured on this router. The lower
portion of the window lists the rule entries associated with the selected rule. A rule entry consists of
criteria that incoming or outgoing traffic is compared against, and the action to take on traffic matching
the criteria. If traffic does not match the criteria of any of the entries in this box, it is dropped.

First column
This column may contain icons that indicate the status of a rule.
@ If the rule is read only, the read-only icon will appear in this column.
Name/Number
The name or the number of the access rule.
The numbers 1 through 99 are used to identify standard access lists. The numbers 100 through 199 are
used to identify extended access lists. Names, which can contain alphabetic characters, allow you to
extend the range of standard access lists beyond 99, and extended access lists beyond 199.
Used By
The name of the interface or VTY numbers to which this rule has been applied.
Type
The type of rule, either standard or extended.
Standard rules compare a packet’s source IP address against its IP address criteria to determine a match.
The rule’s IP address criteria can be a single IP address, or portions of an IP address, defined by a
wildcard mask.
Cisco Configuration Professional User Guide
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Extended rules can examine a greater variety of packet fields to determine a match. Extended rules can
examine both the packet’s source and destination IP addresses, the protocol type, the source and
destination ports, and other packet fields.

Access rules can be either standard rules or extended rules. IPSec rules have to extended rules because
they must be able to specify a service type. Externally defined and unsupported rules may be either
standard or extended.

Description

A description of the rule, if one has been entered.

First Column (Rule Entry Area)

f Permit traffic.
!:i Deny traffic.

Action
The action to take when a packet matching the criteria in this entry arrives on the interface. Either Permit
or Deny:
e Permit—Allow traffic matching the criteria in this row.
e Deny—Do not allow traffic matching the criteria in this row.

Click Meanings of the Permit and Deny Keywords to learn more about the action of permit and the action
of deny in the context of a specific type of rule.

Source

The source IP address criteria that the traffic must match. This column may contain:

e An IP address and wildcard mask. The IP address specifies a network, and the wildcard mask
specifies how much of the rule’s IP address the IP address in the packet must match.

e The keyword any. Any indicates that the source IP address can be any IP address

e A host name.

Destination
For extended rules, the destination IP address criteria that the traffic must match. The address may be
for a network, or a specific host. This column may contain:

e An IP address and wildcard mask. The IP address specifies a network, and the wildcard mask
specifies how much of the rule’s IP address the IP address in the packet must match.

¢ The keyword any. Any indicates that the source IP address can be any IP address

¢ A host name.

Cisco Configuration Professional User Guide
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Service
For extended rules, the service specifies the type of traffic that packets matching the rule must contain.
This is shown by displaying the service, such as echo-reply, followed by the protocol, such as ICMP. A
rule permitting or denying multiple services between the same end points must contain an entry for each
service.
Attributes
This field can contain other information about this entry, such as whether logging has been enabled.
Description
A short description of the entry.
What do you want to do?

If you want to: Do this:

Add a rule. Click the Add button and create the rule in the windows
displayed.

Edit a rule, or edit a rule entry. Select the access rule and click Edit. Then edit the rule in the
Edit rule window displayed.

Associate a rule with an interface. See How Do I Associate a Rule with an Interface?

Delete a rule that has not been Select the Access rule, and click Delete.

associated with an interface.

Delete a rule that has been associated |Cisco CP does not permit you to delete a rule that has been

with an interface

associated with an interface. In order to delete the rule, you
must first disassociate it from the interface. See How Do I
Delete a Rule That Is Associated with an Interface?

What I want to do is not described here. | The following link contains procedures that you may want to

consult: Useful Procedures for Access Rules and Firewalls.

Add or Edit a Rule

This window lets you add or edit a rule you have selected in the Rules window. You can rename or
renumber the rule, add, change, reorder, or delete rule entries, and add or change the description of the
rule.

Name/Number
Add or edit the name or number of the rule.
Standard rules must be numbered in the range 1-99, or 1300-1999.
Extended rules must be numbered in the range 100-199 or 2000-2699.
Names, which can contain alphabetic characters, allow you to associate a meaningful label to the access
rule.
Cisco Configuration Professional User Guide
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Type

Description

Rule Entry List

Clone

Interface Association

~

Note

Select the type of rule you are adding. Standard rules let you have the router examine the source host or
network in the packet. Extended rules let you have the router examine the source host or network, the
destination host or network, and the type of traffic that the packet contains.

You can provide a description of the rule in this field. The description must be less than 100 characters
long.

This list shows the entries that make up the rule. You can add, edit, and delete entries. You can also
reorder them to change the order in which they are evaluated.

Observe the following guidelines when creating rule entries:
e There must be at least one permit statement in the list; otherwise, all traffic will be denied.
e A permit all or deny all entry in the list must be the last entry.
e Standard entries and extended entries cannot be mixed in the same rule.

e No duplicate entries can exist in the same rule.

Click this button to use the selected entry as a template for a new entry. This feature can save you time,
and help reduce errors. For example, if you want to create a number of extended rule entries with the
same source and destination, but different protocols or ports, you could create the first one using the Add
button. After creating the first entry, you could copy it using Clone, and change the protocol field or port
field to create a new entry.

Click the Associate button to apply the rule to an interface.

The Associate button is enabled only if you are adding a rule from the Access Rules window.

What do you want to do?

If you want to: Do this:

Add or edit a rule entry. Click Add, and create the entry in the window displayed. Or click
Edit, and change the entry in the window displayed.

Add a rule entry using an Select the entry you want to use as a template, and click Clone. Then

existing entry as a template. create the entry in the dialog box displayed.

The dialog box displays the contents of the entry you selected so that
you can edit it to create a new entry.

Reorder rule entries to make Select the rule entry, and click the Move Up or the Move Down button
sure that the router evaluates |to move the entry where you want it.

particular entries.

Cisco Configuration Professional User Guide
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If you want to:

Do this:

Associate a rule with an
interface.

Click Associate and select the interface and direction in the Associate
with an Interface window.

If the Associate button is not enabled, you can associate the rule with
an interface by double-clicking the interface in the Interfaces and
Connections window and using the Associate tab.

Delete a rule entry.

Select the rule entry, and click Delete. Then confirm deletion in the
Warning window displayed.

Learn more about rules.

Explore the resources on Cisco.com. The document Configuring IP
Access Lists at following link contains information about IP access
lists:

http://www.cisco.com/en/US/products/sw/secursw/ps1018/products_
tech_note09186a00800a5b9a.shtml

What I want to do is not
described here.

The following link contains procedures that you may want to consult:
Useful Procedures for Access Rules and Firewalls

Associate with an Interface

You can use this window to associate a rule you have created from the Access Rules window with an
interface and to specify whether it applies to outbound traffic or inbound traffic.

Select an Interface

Select the interface to which you want this rule to apply.

Specify a Direction

If you want the router to check packets inbound to the interface, click Inbound. The router checks for a
match with the rule before routing it; the router accepts or drops the packet based on whether the rule
states permit or deny. If you want the router to forward the packet to the outbound interface before
comparing it to the entries in the access rule, click Outbound.

If Another Rule is Already Associated with the Interface

If an information box appears that tells that another Access Rule is associated with the interface and
direction you specified, you can either cancel the operation, or you can continue, by appending the rule
entries to the rule that is already applied to the interface, or by disassociating the rule with the interface
and associating the new rule.

[ oL-31982-01
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What do you want to do?

If you want to: Do this:

Cancel the operation and preserve the Click No. The association between the existing rule and
association between the interface and the  |the interface is preserved, and the rule that you created in
existing rule. the Add a Rule window is saved.

You can examine the existing rule and the new rule and
decide whether you want to replace the existing rule or to
merge the entries of the new rule with the existing rule.

Continue, and merge the entries of the rule |Click Yes. Then, when the window appears that asks
you created with the entries of the existing |whether you want to merge or replace the existing rule,
rule. click Merge.

The entries you created for the new rule are appended
after the last entry of the existing rule.

A
Note  If the rule you want to merge is not compatible

with the existing rule, you will be allowed only
to replace the existing rule.

Continue, and replace the rule existing rule |Click Yes. Then, when the window appears that asks you
with the rule you created. if you want to merge or replace the existing rule, click
Replace.

The rule you are replacing is not erased. It is just
disassociated with the interface and direction.

Add a Standard Rule Entry

A standard rule entry allows you to permit or deny traffic that came from a specified source. The source
can be a network or a host within a specific network. You can create a single rule entry in this window,
but you can return to this window to create additional entries for a rule if you need to.

Note  Any traffic that does not match the criteria in one of the rule entries you create is implicitly denied. To
ensure that traffic you do not intend to deny is permitted, you must append explicit permit entries to the
that rule you are configuring.

Action

Select the action you want the router to take when a packet matches the criteria in the rule entry. The
choices are Permit and Deny. What Permit and Deny do depends on the type of rule in which they are
used. In Cisco CP, standard rule entries can be used in access rules, NAT rules, and in access lists
associated with route maps. Click Meanings of the Permit and Deny Keywords to learn more about the
action of Permit and the action of Deny in the context of a specific type of rule.

Source Host/Network

The source IP address criteria that the traffic must match. The fields in this area of the window change,
based on the value of the Type field.

Cisco Configuration Professional User Guide
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Type
Select one of the following:

e A Network. Select if you want the action to apply to all the IP addresses in a network.

e A Host Name or IP Address. Select if you want the action to apply to a specific host or IP address.

e Any IP address. Select if you want the action to apply to any IP address.
IP Address
If you selected A Network or if you selected A Host Name or IP address, enter the IP address in this
field. If the address you enter is a network address, enter a wildcard mask to specify the parts of the
network address that must be matched.
Mask
If you selected A Network or if you selected A Host Name or IP address, either select the wildcard
mask from this list, or enter a custom wildcard mask. A binary 0 in a wildcard mask means that the
corresponding bit in a packet’s IP address must match exactly. A binary 1 in a wildcard mask means that
the corresponding bit in the packet’s IP address need not match.
Hostname/IP
If you selected A Host Name or IP address in the Type field, enter the name or the IP address of the
host. If you enter a hostname, the router must be configured to use a DNS server.

Description

You can enter a short description of the entry in this field. The description must be fewer than 100
characters long.

Log Matches Against This Entry

If you have specified syslog in System Properties, you can check this box; matches will be recorded in
the system log.

Add an Extended Rule Entry

S

Note

An extended rule entry allows you to permit or deny traffic based on its source and destination and on
the protocol and service specified in the packet.

Any traffic that does not match the criteria in one of the rule entries you create is implicitly denied. To
ensure that traffic you do not intend to deny is permitted, you must append explicit permit entries to the
rule that you are configuring.

Action
Select the action you want the router to take when a packet matches the criteria in the rule entry. The
choices are Permit and Deny. If you are creating an entry for an IPSec rule, the choices are protect the
traffic and don’t protect the traffic.
Cisco Configuration Professional User Guide
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Source Host/Network

Rules Windows

What Permit and Deny do depends on the type of rule in which they are used. In Cisco CP, extended rule
entries can be used in access rules, NAT rules, IPSec rules, and access lists associated with route maps.
Click Meanings of the Permit and Deny Keywords to learn more about the action of Permit and the action
of Deny in the context of a specific type of rule.

The source IP address criteria that the traffic must match. The fields in this area of the window change,
based on the value of the Type field.

Type
Select one of the following:

e A specific IP address. This can be a network address, or the address of a specific host.
* A host name.

e Any IP address.

e Network object group.

IP Address
If you selected A specific IP address, enter the IP address in this field. If the address you enter is a

network address, enter a wildcard mask to specify the parts of the network address that must be matched.

Mask

If you selected A specific IP address, either select the wildcard mask from this list, or enter a custom
wildcard mask. A binary 0 in a wildcard mask means that the corresponding bit in the packet’s IP address
must match exactly. A binary 1 in a wildcard mask means that the corresponding bit in the packet’s IP
address need not match.

Hostname

If you selected A host name in the Type field, enter the name of the host.

Network Object Group

If you selected Network Object Group in the Type field, click the ... (more) button—Ilocated next to the
Network Object Group field—to open the Select Network Object Groups Dialog Box. Select the network
object group from the Available Groups pane, and then click OK. For details, see Select Network Object
Groups Dialog Box, page 15-27.

Destination Host/Network

The source IP address criteria that the traffic must match. The fields in this area of the window change,
based on the value of the Type field.

Type
Select one of the following:

e A specific IP address. This can be a network address or the address of a specific host.
¢ A host name.

e Any IP address.

e Network object group.

Cisco Configuration Professional User Guide
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Description

Protocol and Service

Rules Windows

Mask

If you selected A specific IP address, either select the wildcard mask from this list or enter a custom
wildcard mask. A binary 0 in a wildcard mask means that the corresponding bit in the packet’s IP address
must match exactly. A binary 1 in a wildcard mask means that the corresponding bit in the packet’s IP
address need not match.

Hostname
If you selected A host name in the Type field, enter the name of the host.

Network Object Group

If you selected Network Object Group in the Type field, click the ... (more) button—located next to the
Network Object Group field—to open the Select Network Object Groups Dialog Box. Select the network
object group from the Available Groups pane, and then click OK. For details, see Select Network Object
Groups Dialog Box, page 15-27.

You can enter a short description of the entry in this field. The description must be fewer than 100
characters long.

Select the protocol and service, if applicable, that you want the entry to apply to. The information that
you provide differs from protocol to protocol. Click the protocol to see what information you need to
provide.

Source Port

Available when either TCP or UDP is selected. Setting this field will cause the router to filter on the
source port in a packet. It is rarely necessary to set a source port value for a TCP connection. If you are
not sure you need to use this field, leave it set to = any.

Destination Port

Available when either TCP or UDP is selected. Setting this field will cause the router to filter on the
destination port in a packet.

[ oL-31982-01
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If you select
this protocol: |You can specify the following in the Source Port and Destination Port fields:

TCP and UDP |Specify the source and destination port by name or number. If you do not remember
the name or number, click the ... button and select the value you want from the Service
window. This field accepts protocol numbers from O through 65535.

e =. The rule entry applies to the value that you enter in the field to the right.

e |=. The rule entry applies to any value except the one that you enter in the field to
the right.

e <. The rule entry applies to all port numbers lower than the number you enter.
e > The rule entry applies to all port numbers higher than the number you enter.

e range. The entry applies to the range of port numbers that you specify in the fields
to the right.

ICMP Specify any ICMP type, or specify a type by name or number. If you do not remember
the name or number, click the ... button, and select the value you want. This field
accepts protocol numbers from 0 through 255.

1P Specify any IP protocol, or specify a protocol by name or number. If you do not
remember the name or number, click the ... button, and select the value you want. This
field accepts protocol numbers from 0 through 255.

Service Object |Specify the Service Object Group by name. Click the ... (more) button—Ilocated next
Group(s) to the Service Object Group field—to open the Select Service Object Groups Dialog
Box. Select the service object group from the Available Groups pane, and then click
OK. For details, see Select Service Object Groups Dialog Box, page 15-28.

See Services and Ports to see a table containing port names and numbers available in Cisco CP.

Log Matches Against This Entry

If you have configured logging for firewall messages, you can check this box and matches will be
recorded in the log file sent to the syslog server. For more information refer to this link: Firewall Log.

Select a Rule

Use this window to select a rule to use.

Rule Category

Select the rule category that you want to select from. The rules in the category you select will appear in
the box below the list. If no rules appear in the box, no rules of that category have been defined.

Name/Number
The name or number of the rule.

Used By

How the rule is being used. For example, if the rule has been associated with an interface, the name of
the interface. If the rule is being used in an IPSec policy, the name of the policy. Or, if the rule has been
used by NAT, this column contains the value NAT.

Cisco Configuration Professional User Guide
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Preview

Rules Windows

Description

A description of the rule.

This area of the screen displays the entries of the selected rule.

Action

Either Permit or Deny. See Meanings of the Permit and Deny Keywords to learn more about the action
of Permit and the action of Deny in the context of a specific type of rule.

Source

The source IP address criteria that the traffic must match. This column may contain the following:

e An IP address and wildcard mask. The IP address specifies a network, and the wildcard mask
specifies how much of the rule’s IP address the IP address in the packet must match.

¢ The keyword any. Any indicates that the source IP address can be any IP address

e A host name.

Destination
For extended rules, the destination IP address criteria that the traffic must match. The address may be
for a network, or a specific host. This column may contain the following:

e An IP address and wildcard mask. The IP address specifies a network, and the wildcard mask
specifies how much of the rule’s IP address the IP address in the packet must match.

¢ The keyword any. Any indicates that the source IP address can be any IP address

e A host name.

Service

For extended rules, the service specifies the type of traffic that packets matching the rule must contain.
This is shown by displaying the service, such as echo-reply, followed by the protocol, such as ICMP. A
rule permitting or denying multiple services between the same endpoints must contain an entry for each
service.
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Smart Call-Home

For information about how to use Cisco Configuration Professional (Cisco CP) to configure the Smart
Call-Home feature, see the screencast at:

http://www.cisco.com/en/US/docs/net_mgmt/cisco_configuration_professional/scrcst/smart_call_home
/SCH.swf

A

Note You must have internet access to view the screencast.

Cisco Configuration Professional User Guide
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PART 4

Configuring Security
Features

This section provides information about how to
configure security features on the router.






Note

Basic Firewall

Advanced Firewall

s - D

Create Firewall

A firewall is a set of rules used to protect the resources of your LAN. These rules filter the packets
arriving at the router. If a packet does not meet the criteria specified in the rule, it is dropped. If it does
meet the criteria, it is allowed to pass through the interface that the rule is applied to. This wizard enables
you to create a firewall for your LAN by answering prompts in a set of screens.

In this window, select the type of firewall that you want to create.

e The router that you are configuring must be using a Cisco IOS image that supports the Firewall
feature set in order for you to be able to use Cisco Configuration Professional (Cisco CP) to
configure a firewall on the router.

e The LAN and WAN configurations must be complete before you can configure a firewall.

Click this if you want Cisco CP to create a firewall using default rules. The use case scenario shows a
typical network configuration in which this kind of firewall is used.

Click this if you want Cisco CP to lead you through the steps of configuring a firewall. You have the
option to create a Demilitarized Zone (DMZ) network, and to specify an inspection rule. The use case
scenario shown when you select this option shows you a typical configuration for an Internet of firewall.

Switch to Classic Firewall

Click this link if you want to use the older Classic Firewall.

What Do You Want to Do?

If you want to: Do this:

Have Cisco CP create a firewall for me. Click Basic Firewall. Then, click Launch the Selected
Task.

You might want to select this option if you

do not want to configure a DMZ network, or |Cisco CP asks you to identify the interfaces on your
if there is only one outside interface. router, and then it uses Cisco CP default access rules and

inspection rules to create the firewall.
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If you want to:

Do this:

Have Cisco CP help me create an Advanced
Firewall.

If your router has multiple inside and
outside interfaces, and you want to
configure a DMZ, you should select this
option.

Click Advanced Firewall. Then, click Launch the
Selected Task.

Cisco CP will show you the default inspection rule and
allow you to use it in the firewall. Or, you can create your
own inspection rule. Cisco CP will use a default access
rule in the firewall

Have Cisco CP switch to Classic Firewall.

Click Switch to Classic Firewall.

Cisco CP displays a warning message if Zone Based
Firewall is configured on the router and asks you to
delete the existing Zone Based Firewall policies to
switch to Classic Firewall.

If Zone Based Firewall is not configured, Cisco CP
displays a warning message informing you that Zone
Based Firewall is the new form of configuring firewall
with zones and policies and that Classic Firewall does
not support category based Content Filtering. Click Yes
to switch to Classic Firewall.

The Create Firewall, Edit Firewall Policy/ACL, and
Application Security tabs are displayed.

[l Cisco Configuration Professional User Guide
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If you want to: Do this:

Get information about a task that this Select a topic from the following list:
wizard does not help me complete. e How Do I View Activity on My Firewall?

e How Do I Configure a Firewall on an Unsupported
Interface?

e How Do I Configure a Firewall After I Have
Configured a VPN?

e How Do I Permit Specific Traffic Through a DMZ
Interface?

e How Do I Modify an Existing Firewall to Permit
Traffic from a New Network or Host?

e How Do I Configure NAT on an Unsupported
Interface?

¢ How Do I Configure NAT Passthrough for a
Firewall?

e How Do I Permit Traffic Through a Firewall to My
Easy VPN Concentrator?

e How Do I Associate a Rule with an Interface?

e How Do I Disassociate an Access Rule from an
Interface

e How Do I Delete a Rule That Is Associated with an
Interface?

e How Do I Create an Access Rule for a Java List?

e How Do I View the IOS Commands I Am Sending to
the Router?

e How Do I Permit Specific Traffic onto My Network
if  Don’t Have a DMZ Network?

Basic Firewall Configuration Wizard

Cisco CP will protect the LAN with a default firewall when you select this option. For Cisco CP to do
this, you must specify the inside and outside interfaces in the next window. Click Next to begin
configuration.

Basic Firewall Interface Configuration

Identify the interfaces on the router so that the firewall will be applied to the correct interface.

QOutside (untrusted) Interface

Select the router interface that is connected to the Internet or to your organization’s WAN.

Cisco Configuration Professional User Guide
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B Advanced Firewall Configuration Wizard

S

Note Do not select the interface through which you accessed Cisco CP as the outside (untrusted) interface.
Doing so will cause you to lose your connection to Cisco CP. Because it will be protected by a firewall,
you will not be able to launch Cisco CP from the outside (untrusted) interface after the Firewall Wizard
completes.

Allow secure Cisco CP access from outside interfaces check box

Check this box if you want users outside the firewall to be able to access the router using Cisco CP. The
wizard will display a screen that allows you to specify a host IP address or a network address. The
firewall will be modified to allow access to the address you specify. If you specify a network address,
all hosts on that network will be allowed through the firewall.

Inside (trusted) Interfaces

Check the physical and logical interfaces connecting to the LAN. You can select multiple interfaces.

Configuring Firewall for Remote Access

Creating a firewall can block access to the router that remote administrators may need. You can specify
the router interfaces to use for remote management access and the hosts from which administrators can
log on to Cisco CP to manage the router. The firewall will be modified to allow secure remote access
from the host or network that you specify.

Select the outside interface

If you are using the Advanced Firewall wizard, select the interface through which users are to launch
Cisco CP. This field does not appear in the Basic Firewall wizard.

Source Host/Network

If you want to allow a single host access through the firewall, choose Host Address and enter the IP
address of a host. Choose Network Address and enter the address of a network and a subnet mask to
allow hosts on that network access through the firewall. The host or network must be accessible from the
interface that you specified. Choose Any to allow any host connected to the specified interfaces secure
access to the network.

Advanced Firewall Configuration Wizard

Cisco CP will help you create an Internet firewall by asking you for information about the interfaces on
the router, whether you want to configure a DMZ network, and what rules you want to use in the firewall.

Click Next to begin configuration.

Advanced Firewall Interface Configuration

Identify the router’s inside and outside interfaces and the interface that connects to the DMZ network.

Cisco Configuration Professional User Guide
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Check outside or inside to identify each interface as an outside or an inside interface. Outside interfaces
connect to your organizations’s WAN or to the Internet. Inside interfaces connect to your LAN.

Allow secure Cisco CP access from outside interfaces check box

DMZ Interface

Check this box if you want users outside the firewall to be able to access the router using Cisco CP. The
wizard will display a screen that allows you to specify a host IP address or a network address. The
firewall will be modified to allow access to the address you specify. If you specify a network address,
all hosts on that network will be allowed through the firewall.

Select the router interface that connects to a DMZ network, if one exists. A DMZ network is a buffer
zone used to isolate traffic that comes from an untrusted network. If you have a DMZ network, select the
interface that connects to it.

Advanced Firewall DMZ Service Configuration

This window allows you to view rule entries that specify which services available inside the DMZ you
want to make available through the router’s outside interfaces. Traffic of the specified service types will
be allowed through the outside interfaces into the DMZ network.

DMZ Service Configuration

This area shows the DMZ service entries configured on the router.

Start IP Address
The first IP address in the range that specifies the hosts in the DMZ network.

End IP Address

The last IP address in the range that specifies the hosts in the DMZ network. If there is no value listed
in this column, the IP address in the Start IP address column is presumed to be the only host in the DMZ
network. The range can specify a maximum of 254 hosts.

Service Type
The type of service, either Transmission Control Protocol (TCP) or User Datagram Protocol (UDP).

Service

The name of the service, such as Telnet, or File Transfer Protocol (FTP), or a protocol number.

To configure a DMZ service entry:

Click Add, and create the entry in the DMZ Service Configuration window.

To edit a DMZ service entry:

Select the service entry, and click Edit. Then, edit the entry in the DMZ Service Configuration window.

[ oL-31982-01
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DMZ Service Configuration

Create or edit a DMZ service entry in this window.

Host IP Address
Enter the address range that will specify the hosts in the DMZ that this entry applies to. The firewall will
allow traffic for the specified TCP or UDP service to reach these hosts.
Start IP Address
Enter the first IP address in the range; for example, 172.20.1.1. If Network Address Translation (NAT)
is enabled, you must enter the NAT-translated address, known as the inside global address.
End IP Address
Enter the last IP address in the range; for example, 172.20.1.254. If NAT is enabled, you must enter the
NAT-translated address.

Service

TCP

Click this option if you want to allow traffic for a TCP service.

UDP

Click this option if you want to allow traffic for a UDP service.

Service

Enter the service name or number in this field. If you do not know the name or number, click the button
and select the service from the list displayed.

Application Security Configuration

Cisco CP provides preconfigured application security policies that you can use to protect the network.
Use the slider bar to select the security level that you want and to view a description of the security it
provides. The wizard summary screen displays the policy name, SDM_HIGH, SDM_MEDIUM, or
SDM_LOW and the configuration statements in the policy. You can also view the details of the policy
by clicking the Application Security tab and choosing the name of the policy.

Preview Commands Button

Click to view the IOS commands that make up this policy.

Custom Application Security Policy Button

This button and the Policy Name field are visible if you are completing the Advanced Firewall wizard.
Choose this option if you want to create your own application security policy. If the policy already exists,
enter the name in the field, or click the button on the right, choose Select an existing policy, and select
the policy. To create a policy, click the button, choose Create a New Policy, and create the policy in the
dialog displayed.

Cisco Configuration Professional User Guide
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Domain Name Server Configuration

The router must be configured with the IP address of at least one DNS server for application security to
work. Click Enable DNS-based hostname-to-address translation, and provide the IP address of the
primary DNS server. If a secondary DNS server is available, enter it’s IP address in the Secondary DNS
Server field.

The IP addresses that you enter will be visible in the DNS Properties window under Additional Tasks.

URL Filter Server Configuration

URL filter servers are capable of storing and maintaining much more URL filtering information than a
router configuration file can contain. If there are URL filter servers on the network, you can configure
the router use them. You can configure additional URL filter server parameters by going to Configure
> Advanced Security > URL Filtering > URL Filter Servers. See URL Filtering for more information.

Filter HTTP Request through URL Filter Server

Check the Filter HTTP Request through URL Filter Server box to enable URL filtering by URL filter
servers.

URL Filter Server Type

Cisco CP supports the Secure Computing and Websense URL filter servers. Choose either Secure
Computing or Websense to specify the type of URL filter server on the network.

IP Address/Hostname

Enter the IP address or the hostname of the URL filter server.

Select Interface Zone

This window appears if a router interface other than the one you are configuring is a member of a
Zone-Based Policy Firewall (ZPF) security zone. For more information about this topic, see Zone-Based
Policy Firewall.

Select Zone

Select the security zone that you want the interface to be a member of. If you choose not to assign the
interface to a zone, there is a strong possibility that traffic will not pass through the interface.

ZPF Inside Zones

Zones that include interfaces used in generic routing encapsulation (GRE) tunnels must be designated
as inside (trusted) zones in order for GRE traffic to pass through the firewall.

This window lists the configured zones and their member interfaces. To designate a zone as inside, check
the inside (trusted) column in the row for that zone.

Cisco Configuration Professional User Guide
[ oL-31982-01 .m



Chapter23  Create Firewall |

B Advanced Firewall Configuration Wizard

Voice Configuration

Include voice traffic in the router firewall policy by providing the necessary information in this screen.

Field Reference
Table 23-1 describes the fields in this screen.

Table 23-1 Voice Configuration Fields

Element Description

Enable Voice Configuration Check Enable Voice Configuration to enable the other fields in
this screen.

Interface The name of a router interface, for example, GigabitEthernet0/1

Outside (untrusted) Check Outside (untrusted) next to the interface name if you are
using the interface to connect to the WAN.

Inside (trusted) Check Inside (trusted) next to the interface name if you are using
the interface to connect to the LAN or other trusted network.

Select the Lineside Protocol The lineside protocol is the protocol used when sending traffic too
and from the phones on the network. Choose one of the following
options:

e SIP—Session Initiation Protocol.
e SCCP—Skinny Client Control Protocol.

Select the ide Protocol The ide protocol is the protocol used when sending traffic over the
Internet. Choose one of the following options:

e SIP—Session Initiation Protocol.
e H.323

Enable logging for voice traffic |To view logging messages related to voice traffic in the monitor
screens, check Enable logging for voice traffic. To view these
messages, click Monitor in the Cisco CP toolbar, and then click
Firewall.

Summary

This screen summarizes the firewall information. You can review the information in this screen and use
the Back button to return to screens in the wizard to make changes.

The summary screen uses plain-language to describe the configuration.

Inside (trusted) Interface(s)

Cisco CP lists the router’s logical and physical interfaces that you designated as the inside interfaces in
this wizard session, along with their IP addresses. Underneath, plain-language descriptions are given for
each configuration statement applied to the inside interfaces. The following are examples:
Inside(trusted) Interfaces:

FastEthernet0/0 (10.28.54.205)

Apply access rule to the inbound direction to deny spoofing traffic.

Apply access rule to the inbound direction to deny traffic sourced from broadcast, local
loopback address.
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Apply access rule to the inbound direction to permit all other traffic.
Apply application security policy SDM_HIGH to the inbound direction.

This example shows the Cisco CP Application Security policy SDM_HIGH applied to inbound traffic
on this interface.

Outside (untrusted) Interface(s)

DMZ Interface

Cisco CP lists the router logical and physical interfaces that you designated as outside interfaces in this
wizard session, along with their IP addresses. Underneath, plain-language descriptions are given for
each configuration statement applied to the outside interfaces. The following are examples:

FastEthernet0/1 (142.120.12.1)

Turn on unicast reverse path forwarding check for non-tunnel interfaces.

Apply access rule to the inbound direction to permit IPSec tunnel traffic if necessary.
Apply access rule to the inbound direction to permit GRE tunnel traffic for interfaces if
necessary.

Apply access rule to the inbound direction to permit ICMP traffic.

Apply access rule to the inbound direction to permit NTP traffic if necessary.

Apply access rule to the inbound direction to deny spoofing traffic.

Apply access rule to the inbound direction to deny traffic sourced from broadcast, local
loopback and private address.

Apply access rule to the inbound direction to permit service traffic going to DMZ
interface.

Service ftp at 10.10.10.1 to 10.10.10.20

Apply access rule to the inbound direction to permit secure SDM access from 140.44.3.0
255.255.255.0 host/network

Apply access rule to the inbound direction to deny all other traffic.

Note that this configuration turns on reverse path forwarding, a feature that allows the router to discard
packets that lack a verifiable source IP address, and permits ftp traffic to the DMZ addresses 10.10.10.1
through 10.10.10.20.

If you configured an Advanced firewall, this area shows you the DMZ interface you designated, along
with its IP address. Underneath, Cisco CP describes what access and inspection rules were associated
with this interface. The following are examples:

FastEthernet (10.10.10.1)

Apply CBAC inspection rule to the outbound direction
Apply access rule to the inbound direction to deny all other traffic.

To save this configuration to the router’s running configuration and leave this wizard:

Click Finish. Cisco CP saves the configuration changes to the router’s running configuration. The
changes will take effect immediately, but will be lost if the router is turned off.

If you checked Preview commands before delivering to router in the User Preferences window, the
Deliver configuration to router window appears. In this window, you can view the CLI commands you
that are delivering to the router.
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Cisco CP Warning: Cisco CP Access

This window appears when you have indicated that Cisco CP should be able to access the router from
outside interfaces. It informs you that you must ensure that SSH and HTTPS are configured, and that at
least one of the interfaces designated as outside be configured with a static IP address. To do this, you
must ensure that an outside interface is configured with a static IP address, and then associate a
management policy with that interface.

Determining if an Outside Interface is Configured with a Static IP Address

Complete the following steps to determine if an outside interface is configured with a static IP address.

Step1  Click Configure > Router > Interfaces and Connections > Edit Interface/Connection.

Step2  Review the IP column in the Interface list table to determine if an outside interface has a static IP
addresses.

Step3  If no outside interface has a static IP address, select one and click Edit to display a dialog that allows
you to reconfigure the IP address information for the interface.

If there is an outside interface with a static IP address, note that interface name and complete the next
procedure.

Configuring SSH and HTTPS

Complete the following steps to configure a management policy for SSH and HTTPS on the router.

Step1  Click Configure > Router > Router Access > Management Access.

Step2  If there is no management policy, click Add. If you want to edit an existing management policy, select
the policy and click Edit.

Note  If you are editing a management policy it must be associated with an interface that has a static IP address.

Step3  In the displayed dialog, enter the address information in the Source Host/Network box. The IP address
information that you enter must include the IP address of the PC you will use to manage the router.

Step4d  Choose an outside interface with a static IP address in the Management Interface box. This interface
must have a route to the IP address you specified in the Source Host/Network box.

Step5 In the Management Protocols box, check Allow SDM.
Step6  Check HTTPS and SSH to allow those protocols.
Step7  Click OK to close the dialog.

Step8  Click Apply Changes in the window that displays management access policies.

How Do l...

This section contains procedures for tasks that the wizard does not help you complete.

Cisco Configuration Professional User Guide
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How Do | View Activity on My Firewall?

Enable Logging

Step 1
Step 2
Step 3
Step 4

Step 5

Activity on your firewall is monitored through the creation of log entries. If logging is enabled on the
router, whenever an access rule that is configured to generate log entries is invoked—for example, if a
connection were attempted from a denied IP address—then a log entry is generated and can be viewed
in Monitor mode.

The first step to viewing firewall activity is to enable logging on the router. To enable logging:

From the Feature bar, choose Configure > Router > Logging.
Click Edit.
In the Syslog screen, check Logging to Buffer.

In the Buffer Size field, enter the amount of router memory that you want to use for a logging buffer.
The default value is 4096 bytes. A larger buffer will store more log entries but you must balance your
need for a larger logging buffer against potential router performance issues.

Click OK.

Identify the Access Rules for Which You Want to Generate Log Entries

Step 1
Step 2

Step 3
Step 4

Step 5

Step 6
Step 7
Step 8

Step 9

In addition to enabling logging, you must identify the access rules that you want to generate log entries.
To configure access rules for generating log entries:

From the Feature bar, choose Configure > Router > ACL.
Click ACL Editor.

Each access rule appears in the upper table on the right side of the screen. The lower table shows the
specific source and destination IP addresses and the services that are permitted or denied by the rule.

In the upper table, choose the rule that you want to modify.
Click Edit.
The Edit a Rule dialog box appears.

The Rule Entry field shows each of the source IP/destination IP/service combinations that are permitted
or denied by the rule. Click the rule entry that you want to configure to generate log entries.

Click Edit.
In the rule entry dialog box, check the Log Matches Against this Entry check box.
Click OK to close the dialog boxes you have displayed.

The rule entry that you just modified will now generate log entries whenever a connection is attempted
from the IP address range and services that the define the rule entry.

Repeat Step 4 through Step 8 for each rule entry that you want to configure to generate log entries.

Once your logging configuration is complete, follow the steps below to view your firewall activity:
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Step 1 From the Feature bar, choose Monitor > Security.
Step2  Choose Firewall Status.

In the firewall statistics display, you can verify that your firewall is configured and view how many
connection attempts have been denied.

The table shows each router log entry generated by the firewall, including the time and the reason that
the log entry was generated.

How Do | Configure a Firewall on an Unsupported Interface?

Cisco CP can configure a firewall on an interface type unsupported by Cisco CP. Before you can
configure the firewall, you must first use the router CLI to configure the interface. The interface must
have, at a minimum, an IP address configured, and it must be working. For more information on how to
configure an interface using the CLI, refer to the Software Configuration Guide for your router.

To verify that the connection is working, verify that the interface status is “Up” in the Interfaces and
Connections window.

The following is an excerpt showing the configuration for an ISDN interface on a Cisco 3620 router:

isdn switch-type basic-5ess

|

interface BRIO/0

! This is the data BRI WIC

ip unnumbered Ethernet0/0

no ip directed-broadcast
encapsulation ppp

no ip mroute-cache

dialer map ip 100.100.100.100 name junky 883531601
dialer hold-queue 10

isdn switch-type basic-5ess

isdn tei-negotiation first-call
isdn twait-disable

isdn spidl 80568541630101 6854163
isdn incoming-voice modem

Other configurations are available in the Software Configuration Guide for your router.

After you have configured the unsupported interface using the CLI, you can use Cisco CP to configure
the firewall. The unsupported interface will appear as “Other” in the fields listing the router interfaces.

How Do | Configure a Firewall After | Have Configured a VPN?

If a firewall is placed on an interface used in a VPN, the firewall must permit traffic between the local
and remote VPN peers. If you use the Basic or Advanced Firewall wizard, Cisco CP will automatically
permit traffic to flow between VPN peers.

If you create an access rule in the ACL Editor available in Additional Tasks, you have complete control
over the permit and deny statements in the rule, and you must ensure that traffic is permitted between
VPN peers. The following statements are examples of the types of statements that should be included in
the configuration to permit VPN traffic:

access-1list 105 permit ahp host 123.3.4.5 host 192.168.0.1
access-list 105 permit esp host 123.3.4.5 host 192.168.0.1
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access-list 105 permit udp host 123.3.4.5 host 192.168.0.1 eqg isakmp
access-list 105 permit udp host 123.3.4.5 host 192.168.0.1 eqg non500-isakmp

How Do | Permit Specific Traffic Through a DMZ Interface?

Step 1
Step 2
Step 3
Step 4

Step 5

Step 6
Step 7
Step 8
Step 9
Step 10
Step 11
Step 12

Follow the steps below to configure access through your firewall to a web server on a DMZ network:

From the Feature bar, choose Configure > Security > Firewall > Firewall.
Select Advanced Firewall.

Click Launch the Selected Task.

Click Next.

The Advanced Firewall Interface Configuration screen appears.

In the Interface table, select which interfaces connect to networks inside your firewall and which
interfaces connect to networks outside the firewall.

From the DMZ Interface field, select the interface that connects to your DMZ network.
Click Next>.

In the IP Address field, enter the IP address or range of IP addresses of your web server(s).
From the Service field, select TCP.

In the Port field, enter 80 or www.

Click Next>.

Click Finish.

How Do | Modify an Existing Firewall to Permit Traffic from a New Network or

Host?
You can use the Edit Firewall Policy tab to modify your firewall configuration to permit traffic from a
new network or host.

Step 1 From the Feature bar, choose Configure > Security > Firewall > Firewall.

Step2  Click the Edit Firewall Policy tab.

Step3  Inthe traffic selection panel select a From interface and a To interface to specify the traffic flow to which
the firewall has been applied, and click Go. A firewall icon will appear in the router graphic if a firewall
has been applied to the traffic flow. If the traffic flow you select does not display the access rule you
need to modify, select a different From interface or a different To interface.

Step4  Examine the access rule in the Service area. Use the Add button to disp.lay a dialog for a new access
rule entry.

Step5  Enter a permit statement for the network or host you want to allow access to the network. Click OK in
the rule entry dialog.

Step6  The new entry appears in the service area.

Cisco Configuration Professional User Guide
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Step 7

Use the Cut and Paste buttons to reorder the entry to a different position in the list if you need to do so.

How Do | Configure NAT on an Unsupported Interface?

Cisco CP can configure Network Address Translation (NAT) on an interface type unsupported by Cisco
CP. Before you can configure the firewall, you must first use the router CLI to configure the interface.
The interface must have, at a minimum, an IP address configured, and it must be working. To verify that
the connection is working, verify that the interface status is “Up.”

After you have configured the unsupported interface using the CLI, you can configure NAT. The
unsupported interface will appear as “Other” on the router interface list.

How Do | Configure NAT Passthrough for a Firewall?

Step 1
Step 2
Step 3

Step 4
Step 5
Step 6
Step 7

Step 8
Step 9
Step 10
Step 11
Step 12
Step 13

If you have configured NAT and are now configuring your firewall, you must configure the firewall so
that it permits traffic from your public IP address. To do this you must configure an ACL. To configure
an ACL permitting traffic from your public IP address:

From the Feature bar, choose Configure > Router > ACL.

Choose ACL Editor.

Click Add.

The Add a Rule dialog box appears.

In the Name/Number field, enter a unique name or number for the new rule.
From the Type field, choose Standard Rule.

In the Description field, enter a short description of the new rule, such as “Permit NAT Passthrough.”
Click Add.

The Add a Standard Rule Entry dialog box appears.

In the Action field, choose Permit.

In the Type field, choose Host.

In the IP Address field, enter your public IP address.

In the Description field, enter a short description, such as “Public IP Address.”
Click OK.

Click OK.

The new rule now appears in the Access Rules table.

How Do | Permit Traffic Through a Firewall to My Easy VPN Concentrator?

In order to permit traffic through your firewall to a VPN concentrator, you must create or modify access
rules that permit the VPN traffic. To create these rules:
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Step 1 From the Feature bar, choose Configure > Router > ACL.
Step2 Choose ACL Editor.
Step3  Click Add.
The Add a Rule dialog box appears.
Step4  In the Name/Number field, enter a unique name or number for this rule.
Step 5 In the Description field, enter a description of the rule, such as “VPN Concentrator Traffic.”
Step6  Click Add.
The Add an Extended Rule Entry dialog box appears.
Step7 In the Source Host/Network group, from the Type field, select A Network.

Step8  In the IP Address and Wildcard Mask fields, enter the IP address and network mask of the VPN source
peer.

Step9  In the Destination Host/Network group, from the Type field, select A Network.

Step10 In the IP Address and Wildcard Mask fields, enter the IP address and network mask of the VPN
destination peer.

Step11  In the Protocol and Service group, select TCP.
Step12 In the Source port fields, select =, and enter the port number 1023.
Step13 In the Destination port fields, select =, and enter the port number 1723.
Step14 Click OK.

The new rule entry appears in the Rule Entry list.

Step15 Repeat Step 7 through Step 15, creating rule entries for the following protocols and, where required, port
numbers:

¢ Protocol IP, IP protocol GRE

e Protocol UDP, Source Port 500, Destination Port 500

e Protocol IP, IP Protocol ESP

e Protocol UDP, Source Port 10000, Destination Port 10000
Step16 Click OK.

How Do | Associate a Rule with an Interface?

If you use the Cisco CP Firewall wizard, the access and inspection rules that you create are automatically
associated with the interface for which you created the firewall. If you are creating a rule in Additional
Tasks/ACL Editor, you can associate it with an interface from the Add or Edit a Rule window. If you do
not associate it with an interface at that time, you can still do so later.

Step 1 From the Feature bar, click Basic Router > Interfaces and Connections > Edit Interface/Connection.

Step 2 Select the interface that you want to associate a rule with, and click Edit.
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Step 3

Step 4
Step 5

In the Association tab, enter the rule name or number in the Inbound or Outbound field in the Access
Rule or Inspection Rule boxes. If you want the rule to filter traffic before it enters the interface, use the
Inbound field. If you want the rule to filter traffic that has already entered the router, but may exit the
router through the selected interface, use the Outbound field.

Click OK in the Association tab.

In the Access Rules or the Inspection Rules window, examine the Used By column to verify that the rule
has been associated with the interface.

How Do | Disassociate an Access Rule from an Interface

Step 1

Step 2
Step 3
Step 4

Step 5
Step 6
Step 7

You may need to remove the association between an access rule and an interface. Removing the
association does not delete the access rule. You can associate it with other interfaces if you want. To
remove the association between an access rule and an interface, perform the following steps.

From the Feature bar, click Basic Router > Interfaces and Connections > Edit Interfaces and
Connections.

Select the interface that you want to disassociate the access rule from.
Click Edit.

In the Association tab, find the access rule in the inbound or outbound field in the Access Rule box. The
access rule may have a name, or a number.

Click in the inbound or outbound field, and then click the button to the right.
Click None (clear rule association).
Click OK.

How Do | Delete a Rule That Is Associated with an Interface?

Step 1

Step 2
Step 3
Step 4

Step 5

Step 6
Step 7
Step 8

Cisco CP does not allow you to delete a rule that is associated with an interface; you must first remove
the association between the rule and the interface, and then delete the access rule.

From the Feature bar, click Basic Router > Interfaces and Connections > Edit Interfaces and
Connections.

Select the interface that you want to disassociate the rule from.
Click Edit.

In the Association tab, find the rule in the Access Rule box or the Inspect Rule box. The rule may have
a name or a number.

Find the rule in the association tab. If it is an access rule, click None (clear rule association). If it is an
Inspection rule, click None.

Click OK.

Click Rules in the left frame. Use the Rules tree to go to the Access Rule or the Inspection Rule window.

Select the rule that you want to remove, and click Delete.
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How Do | Create an Access Rule for a Java List?

Step 1

Step 2

Step 3
Step 4

Step 5

Step 6
Step 7

Inspection rules allow you to specify Java lists. A Java list is used to permit Java applet traffic from
trusted sources. These sources are defined in an access rule that the Java List references. To create this
kind of access rule, and use it in a Java list, do the following:

If you are at the Inspection Rules window, and you have clicked Java List, click the button to the right
of the Number field and click Create a new rule (ACL) and select. The Add a Rule window opens.

If you are at the Access Rules window, click Add to open the Add a Rule window.

From the Add a Rule window, create a standard access rule that permits traffic from the addresses you
trust. For example, if you wanted to permit Java applets from hosts 10.22.55.3, and 172.55.66.1, you
could create the following access rule entries in the Add a Rule window:

permit host 10.22.55.3
permit host 172.55.66.1

You can provide descriptions for the entries and a description for the rule.
You do not need to associate the rule with the interface to which you are applying the inspection rule.
Click OK in the Add a Rule window.

If you started this procedure from the Inspection Rules window, then click OK in the Java List window.
You do not need to complete Step 5 and Step 6.

If you started this procedure in the Access Rules window, go to the Inspection Rules window and select
the inspection rule you want to create a Java list for, and click Edit.

Check http in the Protocols column, and click Java List.
In the Java List Number field, enter the number of the access list that you created. Click OK.

How Do | Permit Specific Traffic onto My Network if | Don’t Have a DMZ

Network?
The Firewall wizard, lets you specify the traffic that you want to allow onto the DMZ. If you do not have
a DMZ network, you can still permit specified types of outside traffic onto your network, using the
Firewall Policy feature.

Step1  Configure a firewall by going to Configure > Security > Firewall > Firewall.

Step2  Click Edit Firewall Policy/ACL.

Step3  To display the access rule you need to modify, select the outside (untrusted) interface as the From
interface, and the inside (trusted) interface as the To interface. The access rule applied to inbound traffic
on the untrusted interface is displayed.

Step4  To allow a particular type of traffic onto the network that is not already allowed, click Add in the Service
area.

Step5  Create the entries you need in the rule entry dialog. You must click Add for each entry you want to create.

Step6  The entries you create will appear in the entry list in the Service area.
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Zone-Based Policy Firewall

Zone-based policy firewall (also known as “Zone-Policy Firewall” or “ZPF”) changes the firewall from
the older interface-based model to a more flexible, more easily understood zone-based configuration
model. Interfaces are assigned to zones, and an inspection policy is applied to traffic moving between
the zones. Inter-zone policies offer considerable flexibility and granularity, so different inspection
policies can be applied to multiple host groups connected to the same router interface.

A zone, or security zone, establishes a security border in your network. It defines a boundary where
traffic is subjected to policy restrictions as it crosses to another region of your network. The interfaces
in a zone should share common functions or features. For example, two interfaces that are connected to
the local LAN might be placed in one security zone, and the interfaces connected to the Internet might
be placed in another security zone.

For traffic entering one zone to be able to flow to another zone, for example zone-inside to zone-outside,
the two zones must configured in a zone pair. Traffic can only flow in one direction between the zones
in a zone pair. If you want traffic to flow in both directions between two zones, you must create a zone
pair for each direction.

Configuration Task Order

For More Information

The following tasks must be completed to configure a Zone-Based Policy Firewall:
¢ In the Zone window (see the Zone List help topic), define zones and assign interfaces.

e In the Zone Pairs window (see the Zone Pairs help topic), create the zone pairs that will govern
traffic flow between zones.

¢ Define class-maps that describe traffic that must have policy applied as it crosses a zone pair. Refer
to the Cisco Common Classification Policy Language section for more information.

¢ Define policy maps to apply action to your class-map’s traffic. Policy maps are described in the
Cisco Common Classification Policy Language section.

e Apply policy-maps to zone-pairs. See the Add or Edit a Zone Pair help topic for more information.

The sequence of tasks is not important, but some events must be completed in order. For instance, you
must configure zones before you can configure zone pairs, and you must configure a class-map before
you assign it to a policy-map. If you try to complete a task that relies on another portion of the
configuration that you have not configured, Cisco CP does not allow you to do so.

Zone-Based Policy General Rules in these help topics describes the rules governing interface behavior
and the flow of traffic between zone-member interfaces.
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For a good description of how Zone- Based Policy Firewall can be implemented, read The Zone-Based
Policy Firewall Design Guide available on Cisco.com by going to Support > Select a Product > Cisco
I0S Software > Cisco I0S > Cisco I10S Software Release 12.4 Family > Software Releases 12.4
Mainline > Configure > Feature Guides and clicking Zone-Based Policy Firewall Design Guide.
This document may also be available at the following link:

http://www.cisco.com/en/US/products/sw/secursw/ps1018/products_tech_note09186a00808bc994.sht
ml

Zone List

This window displays the name of each security zone, the interfaces that it contains, and any associated
zone pairs that the zone is a member of. A zone can be a member of multiple zone pairs.

Related Links

e Zone-Based Policy Firewall

e Configuration Task Order

e Zone-Based Policy General Rules
e Add aZone

e Zone Pairs

Table 24-1 Zone List

Element Description

Add To create a new zone, click Add.

Edit To choose different interfaces for an existing zone, choose the zone
and click Edit

Delete To delete a zone, choose the zone and click Delete. If you want to
remove a zone that is a member of a zone pair, you must first delete
the zone pair.

Name The name of the zone.

Associated Interfaces The router interfaces associated with the zone. You can change the
interfaces associated with the zone by choosing the zone and
clicking Edit. Each interface can be a member of only one zone.

Associated Zone Pairs The zone pairs that the zone is a member of. A zone can be a
member of multiple zone pairs.

Add or Edit a Zone

In this screen, create or edit a security zone.

Related Links

e Zone List

e Zone-Based Policy General Rules
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Table 24-2 Add or Edit a Zone

Element Description

Zone Name In this field, enter a name for the zone. It is a good idea to use
descriptive zone names, such as inside, outside, and DMZ. If you
are editing a zone, this field is read-only.

Interface This area lists the router interfaces. Check the box next to the
interfaces that you want to associate with the zone. Because
physical interfaces can be placed in only one zone, they do not
appear in the list if they have already been placed in a zone. Virtual
interfaces, such as Dialer interfaces or Virtual Template interfaces
can be placed in multiple zones and will always appear in the list.

Note e Traffic flowing to or from a chosen interface is governed by the policy map associated with the zone.

e An interface that you associate with this zone may be used for a site-to-site VPN, DM VPN, Easy
VPN, SSL VPN or other type of connection whose traffic might be blocked by a firewall. When you
associate an interface with a zone in this dialog, Cisco CP does not create any passthrough ACL to
permit such traffic. You can configure the necessary passthrough for the policy map two ways.

- Go to Configure > Security > Firewall > Firewall > Edit Firewall Policy > Rule for New
Traffic. In the displayed dialog, provide the source and destination IP address information, and
the type of traffic that must be allowed to pass through the firewall. In the Action field, select
Permit ACL.

— Go to Configure > Security > C3PL > Policy Map > Protocol Inspection. Provide a protocol
inspection policy map that will allow the necessary traffic to pass through the firewall.

Zone-Based Policy General Rules

Router network interfaces’ membership in zones is subject to several rules governing interface behavior,
as is the traffic moving between zone member interfaces:

¢ A zone must be configured before interfaces can be assigned to the zone.
e An interface can be assigned to only one security zone.

e All traffic to/from a given interface is implicitly blocked when the interface is assigned to a zone,
excepting traffic to/from other interfaces in the same zone, and traffic to any interface on the router.

e Traffic is implicitly allowed to flow by default among interfaces that are members of the same zone.

¢ To permit traffic to/from a zone member interface, a policy allowing or inspecting traffic must be
configured between that zone and any other zone.

e The self zone is the only exception to the default deny-all policy. All traffic to any router interface
is allowed until traffic is explicitly denied.

e Traffic cannot flow between a zone member interface and any interface that is not a zone member.
e Pass, inspect, and drop actions can only be applied between two zones.

e Interfaces that have not been assigned to a zone function as classical router ports and might still use
classical stateful inspection/CBAC configuration.
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e [Ifitisrequired that an interface on the box not be part of the zoning/firewall policy, it might still be
necessary to put that interface in a zone and configure a pass all policy (sort of a dummy policy)
between that zone and any other zone to which traffic flow is desired.

e From the preceding it follows that, if traffic is to flow among all the interfaces in a router, all the
interfaces must be part of the zoning model (each interface must be a member of one zone or
another).

e The only exception to the preceding deny by default approach is the traffic to/from the router, which
will be permitted by default. An explicit policy can be configured to restrict such traffic.

This set of rules was taken from The Zone-Based Policy Firewall Design Guide available at the following
link:

http://www.cisco.com/en/US/products/ps6350/products_feature_guide09186a008072c6e3.html

Zone Pairs

A zone-pair allows you to specify a unidirectional firewall policy between two security zones. The
direction of the traffic is specified by specifying a source and destination security zone.The same zone
cannot be defined as both the source and the destination.

If you want traffic to flow in both directions between two zones, you must create a zone pair for each
direction. If you want traffic to flow freely among all interfaces, each interface must be configured in a
zone.

Related Links
e Zone-Based Policy Firewall

e Zone List

e Zone-Based Policy General Rules

Field Reference

Table 24-3 Zone Pairs

Element Description

Buttons To create a new zone pair, click Add.
To edit an existing zone pair, choose the zone pair and click Edit.
To remove a zone pair, choose the zone pair, and click Delete.

Zone Pair The name of the zone pair.

Source For the selected zone pair, the name of the zone from which traffic
enters the router.

Destination For the selected zone pair, the name of the zone to which traffic is
sent.

Policy The name of the policy applied to the zone pair.

Zone Pair Examples

The following table shows an example of four zone-pairs.
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Zone Pair Source Destination Policy

LAN-out zone-VLAN1 zone-FE1 inspection-policymap-a
LAN-in zone-FE1 zone-VLANI1 inspection-policymap-b
Bkup-out self zone-BRIO inspection-policymap-c
Bkup-in zone-BRIO self inspection-policymap-c

Zone Pairs

LAN-out and LAN-in are zone-pairs configured for traffic flowing between the LAN interface, VLANI,
and the FastEthernet 1 interface. Each zone-pair is controlled by a separate policy. Bkup-out and Bkup-in
are configured for traffic generated by the router. The same policy controls traffic sent from zone-BRIO
as traffic sent by the router, represented by the self zone.

Add or Edit a Zone Pair

In this screen, create or edit a zone pair, and associate a policy map with the zone pair. If you are editing
a zone pair, you can change the policy map, but you cannot change the name or the source or destination

Zzones.

Related Links

e Zone List

e Zone Pairs

e Policy Map

Table 24-4 Add or Edit a Zone Pair
Element Description
Zone Pair In this field, enter a name for the zone pair. If you are editing a zone

pair, this field is read-only.

Source zone

From this list, choose the source zone from which traffic is to
originate. If you are editing a zone pair, this field is read-only. If the
source zone is for traffic that originates from the router itself, such
as SNMP, RIP, or EIGRP traffic, choose the zone self.

This list only contains the zone self no user-created zones have been
configured, and you must go to Configure > Security > Firewall >
Firewall Components > Zones to create zones and then return to
this screen to choose zones for the zone pair.

Destination zone

From this list, choose the source zone from which traffic is to
originate. If you are editing a zone pair, this field is read-only. If the
source zone is for traffic that is being sent to the router itself, choose
the zone self.

This list is empty if no zones have been configured.

Policy From this list, choose the policy that you want to apply to the zone
pair. The Policy list contains the name of each policy map
configured on the router. If no policy maps are configured, this list
is empty, and you must configure the policy map that you want to
apply to this zone pair.
Cisco Configuration Professional User Guide
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Add a Zone

In this screen, add and name a new security zone. This screen is displayed from the Association tab, and
enables you to add a zone without leaving the interface edit dialogs.

Table 24-5 Add a Zone
Element Description
Zone Name Enter the name of the zone that you want to add. After you have

created this zone, it will be available in the Select Zone screen in
the, and you can associate the interface with it.

Associating an Interface With a Zone Created in the Add a Zone Screen

To associate an interface with a zone you created in this screen, do the following:

Step 1 In the Association tab, click the button to the right of the zone field.
Step2  Choose Select a Zone.

Step 3 In the Select Zone screen, choose the zone that you created in this screen, and click OK. The interface
is associated with the zone you created.

Note e Traffic flowing to or from this interface is governed by the policy map associated with the zone.

e An interface that you associate with this zone may be used for a site-to-site VPN, DM VPN, Easy
VPN, SSL VPN or other type of connection whose traffic might be blocked by a firewall. When you
associate an interface with a zone in this dialog, Cisco CP does not create any passthrough ACL to
permit such traffic. You can configure the necessary passthrough for the policy map two ways.

- Go to Configure > Security > Firewall > Firewall > Edit Firewall Policy > Rule for New
Traffic. In the displayed dialog, provide the source and destination IP address information, and
the type of traffic that must be allowed to pass through the firewall. In the Action field, select
Permit ACL.

— Go to Configure > C3PL > Policy Map > Protocol Inspection. Provide a protocol inspection
policy map that will allow the necessary traffic to pass through the firewall.

Select a Zone

If a security zone has been configured on the router, you can add the interface that you are configuring
as a member of that zone.

Related Links
e Zone-Based Policy Firewall

e Association
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Table 24-6 Select a Zone

Element Description

Select a Zone for the Interface

To include the interface in a zone, select the zone that you want to
include the interface in, and click OK.
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Site-to-Site VPN

The help topics in this section describe the Site-to-Site VPN configuration screens, and the VPN Design
Guide screens.

VPN Design Guide

If you are an administrator setting up a VPN network, the VPN Design Guide helps you to determine

which kind of VPN to configure. You provide information about what type of user you are, the type of
equipment that the router establishes VPN connections with, the type of traffic that the VPN will carry,
and other features that you need to configure. After you provide this information, the VPN Design Guide

recommends a VPN type, and allows you to launch the wizard that will enable you to configure that type
of VPN.

Create Site to Site VPN

A Virtual Private Network (VPN) lets you protect traffic that travels over lines that your organization
may not own or control. VPN’ can encrypt traffic sent over these lines and authenticate peers before any
traffic is sent.

You can let Cisco Configuration Professional (Cisco CP) guide you through a simple VPN configuration
by clicking the VPN icon. When you use the Wizard in the Create Site-to-Site VPN tab, Cisco CP
provides default values for some configuration parameters in order to simplify the configuration process.

If you want to learn more about VPN technology, there is background information at the link More About
VPN.

Create a Site-to-Site VPN

This option allows you to create a VPN network connecting two routers.

Create a Secure GRE Tunnel (GRE-over-IPSec)

This option allows you to configure a generic routing encapsulation protocol (GRE) tunnel between your
router and a peer system.
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What Do You Want to Do?

If you want to:

Do this:

Configure the router as part of a VPN network
connecting two routers.

When you configure a VPN network between two
routers, you can control how the remote router is
authenticated, how traffic is encrypted, and what
traffic is encrypted.

Select Create a site-to-site VPN . Then click
Launch the selected task.

Configure a GRE tunnel between your router and
another router.

You may want to configure a GRE tunnel if you need
to connect networks that use different LAN
protocols, or if you need to send routing protocols
over the connection to the remote system.

Select Create a Secure GRE tunnel
(GRE-over-IPSec). Then click Launch the
selected task.
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If you want to: Do this:

Find out how to perform other VPN-related tasks Select a topic from the following list:

that this wizard does not guide you through. e How Do I View the I0S Commands I Am
Sending to the Router?

¢ How Do I Create a VPN to More Than One
Site?

e After Configuring a VPN, How Do I
Configure the VPN on the Peer Router?

e How Do I Edit an Existing VPN Tunnel?

e How Do I Confirm That My VPN Is
Working?

e How Do I Configure a Backup Peer for My
VPN?

e How Do I Accommodate Multiple Devices
with Different Levels of VPN Support?

e How Do I Configure a VPN on an
Unsupported Interface?

e How Do I Configure a VPN After I Have
Configured a Firewall?

e How Do I Configure NAT Passthrough for a
VPN?

e How Do I Configure a DMVPN Manually?

Configure an Easy VPN concentrator. The document Cisco Easy VPN Remote Phase I1
provides guidelines to use when configuring a
Cisco VPN 3000 series concentrator to operate
with an Easy VPN Remote Phase II client. It is
available at the following link:

Configuration instructions for Easy VPN servers and
concentrators are available on www.cisco.com.

http://www.cisco.com/en/US/docs/ios/12_2/12
_2y/12_2yj8/feature/guide/ftezvp2.html

The following link connects you to Cisco VPN
3000 series documentation:

http://www.cisco.com/en/US/products/hw/vpnd
evc/ps2284/products_getting_started_guide_bo
0k09186a00800bbe74.html

Site-to-Site VPN Wizard

You can have Cisco CP use default settings for most of the configuration values, or you can let Cisco CP
guide you in configuring a VPN.

Cisco Configuration Professional User Guide
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What do you want to do?

If you want to: Do this:

Quickly configure a site-to-site VPN  |Check Quick setup, and then click Next.

using Cisco CP-provided defaults. Cisco CP will automatically provide a default IKE policy to

govern authentication, a default transform set to control the
encryption of data and a default IPSec rule that will encrypt
all traffic between the router and the remote device.

Quick setup is best used when both the local router and the
remote system are Cisco routers using Cisco CP.

Quick setup will configure 3DES encryption if it is supported
by the IOS image. Otherwise, it will configure DES
encryption. If you need AES or SEAL encryption, click
Step-by-step wizard.

View the default IKE policy, transform |Click View Defaults.
set, and IPSec rule that will be used to
configure a One-step VPN.

Configure a site-to-site VPN using Check Step-by-Step wizard, and then click Next.

parameters that you specify. You can create a custom configuration for the VPN, and use

any of the Cisco CP defaults that you need.

Step-by-step wizard allows you to specify stronger encryption
than the Quick setup wizard allows.

View Defaults

This window displays the default Internet Key Exchange (IKE) policy, transform set, and IPSec rule that
Cisco CP will use to configure a Quick Setup site-to-site VPN. If you need a different configuration than
this window shows, check Step-by-Step wizard so that you can define configuration values.

VPN Connection Information

Use this window to identify the IP address or host name of the remote site that will terminate the VPN
tunnel that you are configuring, to specify the router interface to use, and to enter the pre-shared key that
both routers will use to authenticate each other.

Select the interface for this VPN Connection

Select the interface on this router that connects to the remote site.The router you are configuring is
represented as the Local router in the Use Case Scenario diagram.

Peer Identity

Enter the IP address of the remote IP Security (IPSec) peer that will terminate the VPN tunnel you are
configuring. The remote IPSec peer might be another router, a VPN concentrator, or any other gateway
device that supports IPSec.
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Digital Certificate

S

Note

Traffic to Encrypt
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Peer(s) with dynamic IP addresses

Select this option if the peers the router connects to use a dynamically-assigned IP addresses.

Peer with static IP address
Select this option if the peer the router connects to uses a fixed IP address.

Enter the IP Address of the remote peer

(Enabled when Peer with static IP address is selected). Enter the IP address of the remote peer.

Click this button if the VPN peers use a pre-shared key to authenticate connections from each other. This
key must be the same on each side of the VPN connection.

Enter the pre-shared key, and then reenter it for confirmation. Exchange the pre-shared key with the
administrator of the remote site through some secure and convenient method, such as an encrypted
e-mail message. Question marks (?) and spaces must not be used in the pre-shared key. The pre-shared
key can contain a maximum of 128 characters.

e The characters you enter for the pre-shared key are not displayed in the field as you enter them. You
may find it helpful to write down the key before you enter it so that you can communicate it to the
administrator of the remote system.

e Pre-shared keys must be exchanged between each pair of IPSec peers that need to establish secure
tunnels. This authentication method is appropriate for a stable network with a limited number of
IPSec peers. It may cause scalability problems in a network with a large or increasing number of
IPSec peers.

Click this button if the VPN peers will use digital certificates for authentication.

The router must have a digital certificate issued by a Certificate Authority to authenticate itself. If you
have not configured a digital certificate for the router, go to VPN components, and use the Digital
Certificate wizard to enroll for a digital certificate.

If you are configuring a Quick Setup site-to-site VPN connection, you need to specify the source and
destination subnets in this window.

Source

Choose the interface on the router that will be the source of the traffic on this VPN connection. All traffic
coming through this interface whose destination IP address is in the subnet specified in the Destination
area will be encrypted.
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IKE Proposals

Priority

Encryption

Note

Details

Click this button to obtain details about the interface you selected. The details window shows any access
rules, IPSec policies, Network Address Translation (NAT) rules, or Inspection rules associated with the
interface. To examine any of these rules in more detail, go to Additional Tasks/ACL Editor, and examine
them in the Rules windows.

Destination

IP address and Subnet Mask. Enter the IP address and subnet mask of the destination for this traffic.
For more information about how to enter values in these fields, see IP Addresses and Subnet Masks.

The destination is depicted as the Remote router in the Use Case Scenario diagram in the main VPN
wizard window.

This window lists all the Internet Key Exchange (IKE) policies that have been configured on the router.
If no user-defined policies have been configured, the windows lists the Cisco CP default IKE policy. IKE
policies govern the way that devices in a VPN authenticate themselves.

The local router will use the IKE policies listed in this window to negotiate authentication with the
remote router.

The local router and the peer device must both use the same policy. The router that initiates the VPN
connection offers the policy with the lowest priority number first. If the remote system rejects that policy,
the local router offers the policy with the next lowest number, and continues in this fashion until the
remote system accepts. You must coordinate closely with the administrator of the peer system so that
you can configure identical policies on both routers.

For Easy VPN connections, IKE policies are only configured on the Easy VPN server. The Easy VPN
client sends proposals, and the server responds according to its configured IKE policies.

This is the order in which the policy will be offered during negotiation.

Cisco CP supports a variety of encryption types, listed in order of security. The more secure an
encryption type is, the more processing time it requires.

e Not all routers support all encryption types. Unsupported types will not appear in the screen.

e Not all IOS images support all the encryption types that Cisco CP supports. Types unsupported by
the IOS image will not appear in the screen.

e If hardware encryption is turned on, only those encryption types supported by hardware encryption
will appear in the screen.

Cisco CP supports the following types of encryption:
e DES—Data Encryption Standard. This form of encryption supports 56-bit encryption.

e 3DES—Triple DES. This is a stronger form of encryption than DES, supporting 168-bit encryption.
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e AES-128—Advanced Encryption Standard (AES) encryption with a 128-bit key. AES provides
greater security than DES and is computationally more efficient than 3DES.

e AES-192—AES encryption with a 192-bit key.
e AES-256—AES encryption with a 256-bit key.

Hash
The authentication algorithm to be used for the negotiation. Cisco CP supports the following algorithms:
e SHA_1—Secure Hash Algorithm. A hash algorithm used to authenticate packet data.
e MD5—Message Digest 5. A hash algorithm used to authenticate packet data.
D-H Group

The Diffie-Hellman Group—Diffie-Hellman is a public-key cryptography protocol that allows two
routers to establish a shared secret over an unsecure communications channel. Cisco CP supports the
following groups:

e groupl—D-H Group 1. 768-bit D-H Group.

e group2—D-H Group 2. 1024-bit D-H Group. This group provides more security than group 1, but
requires more processing time.

e group5—D-H Group 5.1536-bit D-H Group. This group provides more security than group 2, but
requires more processing time.

Authentication

The authentication method to be used. The following values are supported:
e PRE_SHARE—Authentication will be performed using pre-shared keys.
e RSA_SIG—Authentication will be performed using digital certificates.

Note  You must choose the authentication type that you specified when you identified the interfaces that the
VPN connection is using.

Type

Either Cisco CP Default or User Defined. If no User Defined policies have been created on the router,
this window will show the default IKE policy.

To add or edit an IKE policy:

If you want to add an IKE policy that is not included in this list, click Add and create the policy in the
window displayed. Edit an existing policy by selecting it and clicking Edit. Cisco CP Default policies
are read only, and cannot be edited.

To accept the policy list:

To accept the IKE policy list and continue, click Next.

Cisco Configuration Professional User Guide
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Transform Set

Select Transform Set

This window lists the Cisco CP-default transform sets and the additional transform sets that have been
configured on this router. These transform sets will be available for use by the VPN or DMVPN. A
transform set represents a certain combination of security protocols and algorithms. During the IPSec
security association negotiation, the peers agree to use a particular transform set for protecting a
particular data flow. A transform describes a particular security protocol with its corresponding
algorithms.

You can select only one transform set in this window, but you can associate additional transform sets to
the VPN or DM VPN connection using the VPN or DMVPN Edit tabs.

Select the transform set that you want to use from this list.

Details of the Selected Transform Set

This area supplies details about the selected transform set. Not all types of encryption, authentication,
and compression have to be configured; therefore, some columns may not contain values.

To learn the possible values each column may contain, click Add or Edit Transform Set.

Name
The name given to this transform set.

ESP Encryption

The type of Encapsulating Security Protocol (ESP) encryption used. If ESP encryption is not configured
for this transform set, this column will be empty.

ESP Authentication

The type of ESP authentication used. If ESP authentication is not configured for this transform set, this
column will be empty.

AH Authentication

The type of Authentication Header (AH) authentication used. If AH authentication is not configured for
this transform set, this column will be empty.

IP Compression
If IP compression is configured for this transform set, this field contains the value COMP-LZS.

~

Note [P compression is not supported on all routers.

Mode
This column contains one of the following:

e Transport—Encrypt data only. Transport mode is used when both endpoints support IPsec.
Transport mode places the authentication header or encapsulated security payload after the original
IP header; thus, only the IP payload is encrypted. This method allows users to apply network
services such as quality-of-service (QoS) controls to encrypted packets.
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e Tunnel—Encrypt data and IP header. Tunnel mode provides stronger protection than transport
mode. Because the entire IP packet is encapsulated within AH or ESP, a new IP header is attached,
and the entire datagram can be encrypted. Tunnel mode allows network devices such as routers to
act as an IPsec proxy for multiple VPN users.

Type
Either User Defined, or Cisco CP Default.

What Do You Want to Do?

If you want to: Do this:

Select a transform set for the VPN to  |Select a transform set, and click Next.

use.

Add a transform set to the router’s Click Add, and create the transform set in the Add Transform

configuration. Set window. Then click Next to continue VPN configuration.

Edit an existing transform set. Select a transform set, and click Edit. Then, edit the
transform set in the Edit Transform Set window. After editing
the transform set, click Next to continue VPN configuration.
Cisco CP Default transform sets are read only and cannot be
edited.

Associate additional transform sets Select one transform set in this window, and complete the

with this VPN. VPN wizard. Then, associate other transform sets to the VPN
in the Edit tab.

Traffic to Protect

This window lets you define the traffic that this VPN protects. The VPN can protect traffic between
specified subnets, or protect the traffic specified in an IPSec rule that you select.

Protect All Traffic Between the Following Subnets

Use this option to specify a single source subnet (a subnet on the LAN) whose outgoing traffic you want
to encrypt, and one destination subnet supported by the peer that you specified in the VPN Connection
window.

All traffic flowing between other source and destination pairs will be sent unencrypted.

Source
Enter the address of the subnet whose outgoing traffic you want to protect, and specify the subnet mask.
For more information, refer to Available Interface Configurations.

All traffic from this source subnet that has a destination IP address on the destination subnet will be
protected.

Destination

Enter the address of the destination subnet, and specify the mask for that subnet. You can select a subnet
mask from the list, or type in a custom mask. The subnet number and mask must be entered in dotted
decimal format, as shown in the previous examples.

All traffic going to the hosts in this subnet will be protected.
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Create/Select an access-list for IPSec traffic

Note

Use this option if you need to specify multiple sources and destinations, and/or specific types of traffic
to encrypt. An IPSec rule can consist of multiple entries, each specifying different traffic types and
different sources and destinations.

Click the button next to the field, and specify an existing IPSec rule that defines the traffic you want to
encrypt, or create an IPSec rule to use for this VPN. If you know the number of the IPSec rule, enter it
in the box to the right. If you do not know the number of the rule, click the ... button and browse for the
rule. When you select the rule, the number will appear in the box.

Because they can specify traffic type, and both source and destination, IPSec rules are extended rules. If
you enter the number or name of a standard rule, a Warning message is displayed indicating that you
have entered the name or number of a standard rule.

Any packets that do not match the criteria in the IPSec rule are sent with no encryption.

Summary of the Configuration

Spoke Configuration

This window shows you the VPN or DMVPN configuration that you created. You can review the
configuration in this window and use the back button to make changes if you want.

If you have configured a DMVPN hub, you can have Cisco CP generate a procedure that will assist you
or other administrators in configuring DM VPN spokes. The procedure explains which options to select
in the wizard, and what information to enter in spoke configuration windows. You can save this
information to a text file that you or another administrator can use.

Test the connectivity after configuring

Click to test the VPN connection you have just configured.The results of the test will be shown in another
window.

To save this configuration to the router’s running configuration and leave this wizard:

Click Finish. Cisco CP saves the configuration changes to the router’s running configuration. The
changes will take effect immediately, but will be lost if the router is turned off.

If you checked Preview commands before delivering to router in the Cisco CP Preferences window,
the Deliver window will appear. In this window, you can view the CLI commands you that are delivering
to the router.

Spoke Configuration

This window contains information that you can use to give a spoke router a configuration that will be
compatible with the DM VPN hub that you configured. It lists the windows you need to complete, giving

you data that you need to enter in the window so that the spoke will be able to communicate with the hub.

It provides the following data that you need to input into the spoke configuration:

e The hub’s public IP address. This is the IP address of the hub interface that supports the mGRE
tunnel.
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e The IP address of the hub’s mGRE tunnel.
e The subnet mask that all tunnel interfaces in the DM VPN must use.
e The advanced tunnel configuration information.

¢ The routing protocol to use, and any information associated with the protocol, such as Autonomous
System number (for EIGRP), and OSPF Process ID.

¢ The hash, encryption, DH group, and Authentication Type of the IKE policies that the hub uses, so
that compatible IKE policies can be configured on the spoke.

e The ESP and Mode information of the transform sets that the hub uses. If similar transform sets have
not been configured on the spoke, they can be configured using this information.

Secure GRE Tunnel (GRE-over-IPSec)

Generic routing encapsulation (GRE) is a tunneling protocol developed by Cisco that can encapsulate a
wide variety of protocol packet types inside IP tunnels, creating a virtual point-to-point link to Cisco
routers at remote points over an [P internetwork. By connecting multi-protocol subnetworks in a
single-protocol backbone environment, IP tunneling using GRE allows network expansion across a
single-protocol backbone environment.

This wizard enables you to create a GRE tunnel with IPSec encryption. When you create a GRE tunnel
configuration, you also create an [PSec rule that describes the endpoints of the tunnel.

GRE Tunnel Information

Tunnel Source

Note

Details

Tunnel Destination

General GRE tunnel information is provided in this screen.

Select the interface name or the IP address of the interface that the tunnel will use. The IP address of the
interface must be reachable from the other end of the tunnel; therefore it must a a public, routable IP
address. An error will be generated if you enter an IP address that is not associated with any configured
interface.

Cisco CP lists interfaces with static IP addresses and interfaces configured as unnumbered in the
Interface list. Loopback interfaces are not included in the list.

Click to obtain details about the interface that you selected. The details window shows any access rules,
IPSec policies, NAT rules, or Inspection rules associated with the interface. If a NAT rule has been
applied to this interface that causes the address to be unroutable, the tunnel will not operate properly. To
examine any of these rules in more detail, go to Additional Tasks/ACL Editor and examine the in the
Rules window.

Enter the IP address of the interface on the remote router at the other end of the tunnel. This is the source
interface from the point of view of the other end of the tunnel.
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Make sure that this address is reachable by using the ping command. The ping command is available
from the Tools menu. If the destination address cannot be reached, the tunnel will not be created

properly.
IP Address of the GRE tunnel

Enter the IP address of the tunnel. The IP addresses of both ends of the tunnel must be in the same subnet.
The tunnel is given a separate IP address so that it can be a private address, if necessary.

IP Address

Enter the IP address of the tunnel in dotted decimal format. For more information, see IP Addresses and
Subnet Masks.

Subnet Mask

Enter the subnet mask for the tunnel address in dotted decimal format.

VPN Authentication Information

VPN peers use a pre-shared key to authenticate connections from each other. This key must be the same
on each side of the VPN connection.

Pre-Shared Key

Click this button if the VPN peers use a pre-shared key for authentication and then enter the pre-shared
key, and then reenter it for confirmation. Exchange the pre-shared key with the administrator of the
remote site through some secure and convenient method, such as an encrypted e-mail message. Question
marks (?) and spaces must not be used in the pre-shared key.

Note e The characters that you enter for the pre-shared key are not displayed in the field as you enter them.
You may find it helpful to write down the key before you enter it so that you can communicate it to
the administrator of the remote system.

e Pre-shared keys must be exchanged between each pair of IPSec peers that need to establish secure
tunnels. This authentication method is appropriate for a stable network with a limited number of
IPSec peers. It may cause scalability problems in a network with a large or increasing number of
IPSec peers.

Digital Certificate

Click this button if the VPN peers will use digital certificates for authentication.

The router must have a digital certificate issued by a Certificate Authority to authenticate itself. If you
have not configured a digital certificate for the router, go to VPN components, and use the Digital
Certificate wizard to enroll for a digital certificate.

Note If you are authenticating using digital certificates, the VPN tunnel might not be created if the CA server
contacted during IKE negotiation is not configured to respond to Certificate Revocation List (CRL)
requests. To correct this problem, go to the Digital Certificates page, select the configured trustpoint,
and select None for Revocation.
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Backup GRE Tunnel Information

You can configure a backup GRE-over-IPSec tunnel that the router can use when the primary tunnel fails.
This tunnel will use the same interface that you configured for the primary tunnel, but it must be
configured with the backup VPN router as the peer. If routing is configured for the primary
GRE-over-IPSec tunnel, the keepalive packets that the routing protocol sends are used to verify that the
tunnel is still active. If the router stops receiving keepalive packets on the primary tunnel, then traffic is
sent through the backup tunnel.

Create a backup secure GRE tunnel for resilience

Check this box if you want to create a backup tunnel.

IP address of the backup GRE tunnel’s destination

Tunnel IP address

Enter the IP address of the interface on the remote router at the other end of the tunnel. (This is the source
interface from the point of view of the other end of the tunnel.)

Make sure that this address is reachable by using the ping command. The ping command is available
from the Tools menu. If the destination address specified in the Ping dialog cannot be reached, the tunnel
will not be created properly.

Enter the IP address of the tunnel. The IP addresses of both ends of the tunnel must be in the same subnet.
The tunnel is given a separate IP address so that it can be a private address, if necessary.

IP Address

Enter the IP address of the tunnel in dotted decimal format. For more information, see IP Addresses and
Subnet Masks.

Subnet Mask

Enter the subnet mask for the tunnel address in dotted decimal format.

Routing Information

This window enables you to configure routing for the tunneled traffic. Information that you add in this
window appears in the Routing window. Changes that you make in the Routing window may affect
routing of VPN traffic. Configuring routing enables you to specify the networks that will participate in
the GRE-over-IPSec VPN. Additionally, if you configure a backup GRE-over-IPSec tunnel, the
keepalive packets sent by routing protocols allow the router to determine whether the primary tunnel has
failed.

Select a dynamic routing protocol if this router is being used in a large VPN deployment with a large
number of networks in the GRE over IPSec VPN. Select static routing if a small number of networks
will participate in the VPN.

EIGRP
Check this box to use the Enhanced Interior Gateway Routing Protocol (EIGRP) protocol to route traffic.
Then click Next to specify which networks will participate in the GRE-over-IPSec VPN in the Routing
Information window.
Cisco Configuration Professional User Guide
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OSPF
Check this box to use the Open Shortest Path First protocol (OSPF) to route traffic. Then click Next to
specify which networks will participate in the GRE-over-IPSec VPN in the Routing Information
window.
RIP
Check this box to use the Routing Information Protocol(RIP) to route traffic. Then click Next to specify
which networks will participate in the GRE-over-IPSec VPN in the Routing Information window.
~
Note  This option is not available when you configure a backup GRE-over-IPSec tunnel.
Static Routing

Static routing can be used in smaller VPN deployments in which only a few private networks participate
in the GRE-over-IPSec VPN. You can configure a static route for each remote network so that traffic
destined for the remote networks will pass through the appropriate tunnels.

Static Routing Information

You can configure a static route for each remote network so that traffic destined for the remote networks
will pass through the appropriate tunnels. Configure the first static route in the Static Routing
Information window. If you need to configure additional static routes, you can do so in the Routing
window.

Check this box if you want to specify a static route for the tunnel, and select one of the following:

e Tunnel all traffic—All traffic will be routed through the tunnel interface and encrypted. Cisco CP
creates a default static route entry with the tunnel interface as the next hop.

If a default route already exists, Cisco CP modifies that route to use the tunnel interface as the next
hop, replacing the interface that was originally there, and creates a new static entry to the tunnel
destination network that specifies the interface in the original default route as the next hop.

The following example assumes the network at the other end of the tunnel is 200.1.0.0, as specified
in the destination network fields:

! Original entry

ip route 0.0.0.0 0.0.0.0 FEO

! Entry changed by SDM

ip route 0.0.0.0 0.0.0.0 TunnelO

! Entry added by SDM

ip route 200.1.0.0 255.255.0.0 FEO

If no default route exists, Cisco CP simply creates one, using the tunnel interface as the next hop.
For example:

ip route 0.0.0.0 0.0.0.0 TunnelO

¢ Do split tunneling—Split tunneling allows traffic that is destined for the network specified in the
IP Address and Network Mask fields to be encrypted and routed through the tunnel interface. All
other traffic will not be encrypted. When this option is selected, Cisco CP creates a static route to
the network, using the IP address and network mask.
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The following example assumes that the network address 10.2.0.0/255.255.0.0 was entered in the
destination address fields:

ip route 10.2.0.0 255.255.0.0 TunnelO

When split tunneling is selected, the IP Address and Subnet Mask fields will appear, requiring you
to enter the IP Address and Subnet Mask of the destination peer. You must ensure that the destination
IP address entered in the Tunnel Destination field of the GRE Tunnel Information window is
reachable. If it is not reachable, no tunnel will be established.

IP Address
Enabled with split tunneling. Enter the IP address of the network at the other end of the tunnel. Cisco
CP will create a static route entry for the packets with a destination address in that network. This field
is disabled when Tunnel all traffic is selected.
You must ensure that the IP address entered in this field is reachable before you configure this option. If
it is not reachable, no tunnel will be established.

Network Mask

Enabled with split tunneling. Enter the network mask used on the network at the other end of the tunnel.
This field is disabled when Tunnel all traffic is selected.

Select Routing Protocol

Use this window to specify how other networks behind your router are advertised to the other routers in

the network. Select one of the following:
¢ FEIGRP—Extended Interior Gateway Routing Protocol.
¢ OSPF—Open Shortest Path First.
¢ RIP—Routing Internet Protocol.
e Static Routing. This option is enabled when you are configuring a GRE over IPSec tunnel.

)

Note  RIP is not supported for DMVPN Hub and spoke topology but is available for DMVPN Full Mesh
topology.

Summary of Configuration

This screen summarizes the GRE configuration that you have completed. You can review the information
in this screen and click the back button to return to any screen in which you want to make changes. If
you want to save the configuration, click Finish.

GRE tunnel configuration creates an IPSec rule that specifies which hosts the GRE traffic will be
allowed to flow between. This IPSec rule is displayed in the summary.

To save this configuration to the router’s running configuration and leave this wizard:

Click Finish. Cisco CP saves the configuration changes to the router’s running configuration. The
changes will take effect immediately, but will be lost if the router is turned off.
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If you checked Preview commands before delivering to router in the Cisco CP Preferences window,
the Deliver window will appear. In this window, you can view the CLI commands you that are delivering
to the router.

Edit Site-to-Site VPN

Virtual Private Networks (VPNs) let you protect data between your router and a remote system by
encrypting traffic so that it cannot be read by others who are using the same public network. In effect, it
gives you the protection of a private network over public lines that may be used by other organizations.

Use this window to create and manage VPN connections to remote systems. You can create, edit, and
delete VPN connections, and reset existing connections. You can also use this window to configure your
router as an Easy VPN client with connections to one or more Easy VPN servers or concentrators.

Click the link for the part of the window for which you want help:

Site-to-Site VPN Connections

VPN connections, sometimes referred to as tunnels, are created and managed from the VPN Connections
box. A VPN connection links a router interface to one or more peers specified by a crypto map defined
in an IP Security (IPSec) policy.You can view, add, edit, and delete the VPN connections in this list.

Status column

The status of the connection, which is indicated by the following icons:

o The connection is up.
(- ] The connection is down.

The connection is being established.

Interface

The router interface that is connected to the remote peers in this VPN connection. An interface can be
associated with only one IPSec policy. The same interface will appear on multiple lines if there is more
than one crypto map defined for the IPSec policy used in this connection.

Description

A short description of this connection.

IPSec Policy

The name of the IPSec policy used in this VPN connection. The IPSec policy specifies how data is
encrypted, which data will be encrypted, and where data will be sent. For more information, click More
about VPN Connections and IPSec Policies.

Sequence Number

The sequence number for this connection. Because an IPSec policy may be used in more than one
connection, the combination of the sequence number and IPSec policy name uniquely identifies this
VPN connection. The sequence number does not prioritize the VPN connection; the router will attempt
to establish all configured VPN connections regardless of sequence number.
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Delete Button

Test Tunnel.. Button
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Peers

The IP addresses or host names of the devices at the other end of the VPN connection. When a
connection contains multiple peers, their IP addresses or host names are separated by commas. Multiple
peers might be configured to provide alternative routing paths for the VPN connection.

Transform Set

This shows the name of the transform set used by this VPN connection. Multiple transform set names
are separated by commas. A transform set specifies the algorithms that will be used to encrypt data,
ensure data integrity, and provide data compression. Both peers must use the same transform set, and
they negotiate to determine which set they will use. Multiple transform sets may be defined to ensure
that the router can offer a transform set that the negotiating peer will agree to use. The transform sets is
a component of the IPSec policy.

IPSec Rule

The rule that determines which traffic should be encrypted on this connection. The IPSec rule is a
component of the IPSec Policy.

Type
One of the following:

e Static—This is a static site-to-site VPN tunnel. The VPN tunnel uses static crypto maps.

¢ Dynamic—This is a dynamic site-to-site VPN tunnel. The VPN tunnel uses dynamic crypto maps.

Click to add a VPN connection

Click to delete a selected VPN connection

Click to test a selected VPN tunnel.The results of the test will be shown in another window.

Clear Connection Button

Click to reset an established connection to a remote peer. This button is disabled if you have selected a
dynamic site-to-site VPN tunnel.

Generate Mirror..Button

Note

Click to create a text file that captures the VPN configuration of the local router so that a remote router
can be given a VPN configuration that enables it to establish a VPN connection to the local router. This
button is disabled if you have selected a dynamic site-to-site VPN tunnel.

Any previously configured VPN connections detected by Cisco CP that do not use ISAKMP crypto maps
will appear as read-only entries in the VPN connection table and cannot be edited.
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Add new connection

Step 1

Step 2

Use this window to add a new VPN connection between the local router and a remote system, referred
to as a peer. You create the VPN connection by associating an IPSec policy with an interface.

To create a VPN connection:

Select the interface you want to use for the VPN from the Select Interface list. Only interfaces that are
not used in other VPN connections are shown in this list.

Select a policy from the Choose IPSec Policy list. Click OK to return to the VPN Connections window.

Add Additional Crypto Maps

Note

Interface

IPSec Policy

Use this window to add a new crypto map to an existing IPSec policy. This window shows the interface
associated with the VPN connection that you selected in the VPN Connections window, the IPSec policy
associated with it, and the crypto maps that the policy already contains.

The crypto map specifies a sequence number, the peer device at the other end of the connection, the set
of transforms that encrypt the traffic, and the IPSec rule that determines which traffic is encrypted.

Adding a crypto map to an existing IPSec policy is the only way to add a VPN tunnel to an interface that
is already being used in an existing VPN connection.

This is the interface used in this VPN connection.

This is the name of the IPSec policy controlling the VPN connection. The crypto maps making up the
IPSec policy are shown in the list below this field. For more information, click More about VPN
Connections and [PSec Policies.

What Do You Want to Do?

If you want to:

Do this:

Configure the crypto map yourself. Click Add New Crypto Map and use the Add Crypto Map

window to create the new crypto map. Click OK when you
are finished. Then click OK in this window.

Have Cisco Configuration Professional |Check the Use Add Wizard box, and click OK. Cisco CP
(Cisco CP) help you add a new crypto |will guide you in creating a new crypto map, and will
map to this connection. associate it with the IPSec policy.
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Crypto Map Wizard: Welcome

This wizard will guide you through the creation of a crypto map. A crypto map specifies the peer devices
at the other end of the VPN connection, defines how traffic will be encrypted, and identifies which traffic
will be encrypted.

Click Next to begin creating a crypto map.

Crypto Map Wizard: Summary of the configuration

The Cryptomap wizard summary page displays the data you entered in the wizard windows. You can
review it, click Back to return to a screen to make changes, and then return to the Summary window and
click Finish to deliver the cryptomap configuration to the router.

Delete Connection

Use this window to delete a VPN tunnel, or simply to disassociate it from an interface but preserve the
definition for future use.

Delete the crypto map with sequence number nfrom IPSec policy policy name

Click this button, and then click OK to remove the VPN tunnel definition. The associations created
between the interface, IPSec policy, and peer devices will be lost when you do this. If more than one
interface has been associated with this tunnel definition, those associations are deleted as well.

Delete the dynamic crypto map with sequence number n from the dynamic crypto map set set name

This button is shown if you selected a dynamic site-to-site VPN tunnel. Click this button, and then click
OK to remove the VPN tunnel definition. The associations created between the interface, IPSec policy,
and peer devices will be lost when you do this. If more than one interface has been associated with this
tunnel definition, those associations are deleted as well.

Disassociate the IPSec policy policy name from the interface interface name, and keep the IPSec policy for possible future reuse

Click this button, and then click OK to retain the tunnel definition but remove its association with the
interface. You will be able to associate this definition with another router interface if you wish.

Generate Mirror...

This window shows you the IPSec policy used for the VPN tunnel to the selected peer, and allows you
to save the policy in a text file that you can use when configuring the VPN connection on the peer device.

Peer Device

Select the IP address or host name of the peer device to see the IPSec policy configured for the tunnel
to that device. The policy appears in the box under the peer IP address.

Cisco Configuration Professional User Guide
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To create a text file of the IPSec policy:

A

Click Save, and specify a name and location for the text file. You can give this text file to the
administrator of the peer device so that he or she can create a policy that mirrors the one you created on
the router. Click After Configuring a VPN, How Do I Configure the VPN on the Peer Router? to
learn how to use the text file to create a mirror policy.

Caution

The text file that you generate must not be copied into the configuration file of the remote system, but
must be used only to show what has been configured on the local router so that the remote device can be
configured in a way that is compatible. Identical names for IPSec policies, IKE policies, and transform
sets may be used on the remote router, but the policies and transform sets may be different. If the text

file is simply copied into the remote configuration file, configuration errors are likely to result.

Cisco CP Warning: NAT Rules with ACL

Original Address

Translated Address

Rule Type

This window appears when you are configuring a VPN using interfaces with associated NAT rules that
use Access rules. This type of NAT rule can change IP addresses in packets before the packets leave or
enter the LAN, and a NAT rule will prevent VPN connections from functioning properly if it changes
source IP addresses so that they don’t match the IPSec rule configured for the VPN. To prevent this from
happening, Cisco CP can convert these to NAT rules that use route maps. Route maps specify subnets
that should not be translated.

The window shows the NAT rules that have to be changed to ensure the VPN connection functions
properly.

The IP address that NAT will translate.

The IP address that NAT will substitute for the original address.

The type of NAT rule, either Static or Dynamic.

To make the listed NAT rules use route maps:

How Do l...

Click OK.

This section contains procedures for tasks that the wizard does not help you complete.
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How Do | Create a VPN to More Than One Site?

You can use Cisco CP to create multiple VPN tunnels on one interface on your router. Each VPN tunnel
will connect the selected interface on your router to a different subnet at the destination router. You can
configure multiple VPN tunnels to connect to the same interface but to different subnets on the
destination router, or you can configure multiple VPN tunnels that will connect to different interfaces on
the destination router.

First, you must create the initial VPN tunnel. The steps below describe how to create the initial VPN
tunnel. If you have already created your first VPN tunnel and need to add an additional tunnel to the
same interface, skip the first procedure and perform the steps in the next procedure in this help topic.

Create the initial VPN tunnel:

Step 1
Step 2
Step 3

Step 4
Step 5
Step 6

Step 7
Step 8
Step 9

Step 10
Step 11
Step 12

From the Feature bar, choose Configure > Security > VPN > Site-to-Site VPN.
Choose Create a Site-to-Site VPN.

Click Launch the Selected Task.

The VPN Wizard starts.

Click Quick Setup.

Click Next>.

From the Select the Router Interface for this VPN Connection field, choose the interface on the source
router on which to create the VPN tunnel. This is the interface connected to the Internet on the Local
system in the Use Case Scenario diagram.

In the Peer Identity field, enter the IP address of the destination router interface.
In the Authentication fields, enter and reenter the pre-shared key that the two VPN peers will use.

In the Source field, select the interface that connects to the subnet whose IP traffic you want to protect.
This is the Local router in the Use Case Scenario diagram, and is usually an interface connected to the
LAN.

In the Destination fields, enter the IP address and subnet mask of the destination router.
Click Next>.
Click Finish.

Create an Additional Tunnel from the Same Source Interface

Step 1
Step 2
Step 3

Step 4
Step 5

After you have created the initial VPN tunnel, follow these steps to create an additional tunnel from the
same source interface to a different destination interface or destination subnet:

From the Feature bar, choose Configure > Security > VPN > Site-to-Site VPN.
Choose Create a Site-to-Site VPN.

Click Launch the Selected Task.

The VPN Wizard starts.

Click Quick Setup.

Click Next>.
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Step 6

Step 7

Step 8
Step 9
Step 10

Step 11
Step 12

From the Select the Router Interface for this VPN Connection field, choose the same interface that you
used to create the initial VPN connection.

In the Peer Identity field, enter the IP address of the destination router interface. You can enter the same
IP address that you entered when you created the initial VPN connection. This indicates that this second
VPN connection should use the same interface on the destination router as the initial VPN connection.
If you do not want both VPN connections to connect to the same destination interface, enter the IP
address of a different interface on the destination router.

In the Authentication fields, enter and reenter the pre-shared key that the two VPN peers will use.
In the Source field, select the same interface used to create the initial VPN connection.
In the Destination fields, you have the following options:

e If, in the Peer Identity field, you entered the IP address of a different interface on the destination
router and want to protect the IP traffic coming from a specific subnet, enter the IP address and
subnet mask of that subnet in the appropriate fields.

e If you entered the same IP address in the Peer Identity field as you used for the initial VPN
connection, indicating that this VPN tunnel will use the same router interface as the initial VPN
tunnel, then enter the IP address and subnet mask of the new subnet that you want to protect in the
appropriate fields.

Click Next>.
Click Finish.

After Configuring a VPN, How Do | Configure the VPN on the Peer Router?

Step 1
Step 2
Step 3

Step 4

Step 5

Cisco CP generates VPN configurations on your router. Cisco CP includes a function that will generate
a text file of the configuration that can be used as a template to create a VPN configuration for the peer
router to which your VPN tunnel connects. This text file can only be used as a template that shows you
which commands need to be configured. It cannot be used without editing because it contains
information that is only correct for the local router you configured.

To generate a template configuration for the peer VPN router:

From the Feature bar, choose Configure > Security > VPN > Site-to-Site VPN.

Click Edit Site-to-Site VPN.

Select the VPN connection that you want to use as a template, and click Generate Mirror.
Cisco CP displays the Generate Mirror screen.

From the Peer Device field, select the IP address of the peer device for which you want to generate a
suggested configuration.

The suggested configuration for the peer device appears on the Generate Mirror screen.
Click Save to display the Windows Save File dialog box, and save the file.

A

Caution Do not apply the mirror configuration to the peer device without editing! This configuration
is a template that requires additional manual configuration. Use it only as a starting point to
build the configuration for the VPN peer.
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After saving the file, use a text editor to make any needed changes to the template configuration. These
are some commands that may need editing:

e The peer IP address command(s)

e The transform policy command(s)

e The crypto map IP address command(s)
e The ACL command(s)

¢ The interface ip address command(s)

After you have finished editing the peer configuration file, deliver it to the peer router using a TFTP
server.

How Do | Edit an Existing VPN Tunnel?

Step 1
Step 2
Step 3
Step 4
Step 5
Step 6
Step 7

To edit an existing VPN tunnel:

From the Feature bar, choose Configure > Security > VPN > Site-to-Site VPN.

Click Edit Site-to-Site VPN.

Click the connection that you want to edit.

Click Add.

Select Static crypto maps to <policy name>

In the Add static crypto maps window, you can add more crypto maps to the VPN connection.

If you need to modify any of the components of the connection, such as the IPSec policy or the existing
crypto map, note the names of those components in the VPN window, and go to the appropriate windows
under VPN Components to make changes.

How Do | Confirm That My VPN Is Working?

Step 1
Step 2
Step 3

You can verify that your VPN connection is working by using the Monitor mode in Cisco CP. If your
VPN connection is working, Monitor mode will display the VPN connection by identifying the source
and destination peer IP addresses. Depending on whether your VPN connection is an IPSec tunnel or an
Internet Key Exchange (IKE) security association (SA), Monitor mode will display the number of
packets transferred across the connection, or show the current state of the connection. To display the
current information about a VPN connection:

From the Feature bar, choose Monitor > Security.

Choose VPN Status.

Choose IPSec tunnels or IKE SAs.

Each configured VPN connection will appear as a row on the screen.

If you are viewing IPSec tunnel information, you can verify the following information to determine that
your VPN connection is working:
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Cisco Configuration Professional User Guide g



Chapter25  Site-to-Site VPN |

M HowDol.

e The local and remote peer IP addresses are correct, indicating that the VPN connection is between
the correct sites and router interfaces.

e The tunnel status is “up.” If the tunnel status is “down” or “administratively down,” then the VPN
connection is not active.

e The number of encapsulation and decapsulation packets is not zero, indicating that data has been
transferred over the connection and that the sent and received errors are not too high.

If you are viewing IKE SA information, you can verify that your VPN connection is working by
verifying that the source and destination IP addresses are correct, and that the state is “QM_IDLE,”
indicating that the connection has been authenticated and that data transfer can take place.

How Do | Configure a Backup Peer for My VPN?

To configure multiple VPN peers inside a single crypto map:

Step 1 From the Feature bar, choose Configure > Security > VPN > VPN Components > IPSec.
Step2  Choose IPSec Policies.
Step3  In the IPSec Policies table, click the IPSec policy to which you want to add another VPN peer.
Step4  Click Edit.

The Edit IPSec Policy dialog box appears.
Step5 Click Add.

Step6 The Add Crypto Map dialog box appears, letting you set the values for the new crypto map. Set the
values for the new crypto map, using all four tabs in the dialog box. The Peer Information tab contains
the Specify Peers field, which lets you enter the IP address of the peer you want to add.

Step 7 When you have finished, click OK.
The crypto map with the new peer IP address appears in the “Crypto Maps in this [PSec Policy” table.
Step8  To add additional peers, repeat Step 4 through Step 8.

How Do | Accommodate Multiple Devices with Different Levels of VPN
Support?

To add multiple transform sets to a single crypto map:

Step 1 From the Feature bar, choose Configure > Security > VPN > VPN Components.
Step2  Choose IPSec Policies.

Step3  In the IPSec Policies table, click the IPSec policy that contains the crypto map to which you want to add
another transform set.

Step4  Click Edit. The Edit IPSec Policy dialog box appears.

Step5  In the “Crypto Maps in this IPSec Policy” table, click the crypto map to which you want to add another
transform set.

Cisco Configuration Professional User Guide
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Step 10

Step 11
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Click Edit. The Edit Crypto Map dialog box appears.

Click the Transform Sets tab.

In the Available Transform Sets field, click a transform set that you want to add to the crypto map.
Click >> to add the selected transform set to the crypto map.

If you want to add additional transform sets to this crypto map, repeat Step 9 and Step 10 until you have
added all the transform sets you want.

Click OK.

How Do | Configure a VPN on an Unsupported Interface?

Cisco CP can configure a VPN over an interface type unsupported by Cisco CP. Before you can
configure the VPN connection, you must first use the router CLI to configure the interface. The interface
must have, at a minimum, an IP address configured, and it must be working. To verify that the connection
is working, verify that the interface status is “Up.”

After you have configured the unsupported interface using the CLI, you can use Cisco CP to configure
your VPN connection. The unsupported interface will appear in the fields that require you to choose an
interface for the VPN connection.

How Do | Configure a VPN After | Have Configured a Firewall?

In order for a VPN to function with a firewall in place, the firewall must be configured to permit traffic
between the local and remote peer IP addresses. Cisco CP creates this configuration by default when you
configure a VPN configuration after you have already configured a firewall.

How Do | Configure NAT Passthrough for a VPN?

Step 1
Step 2
Step 3

Step 4
Step 5

If you are using NAT to translate addresses from networks outside your own and if you are also
connecting to a specific site outside your network via a VPN, you must configure NAT passthrough for
your VPN connection, so that network address translation does not take place on the VPN traffic. If you
have already configured NAT on your router and are now configuring a new VPN connection using Cisco
CP, you will receive a warning message informing you that Cisco CP will configure NAT so that it does
not translate VPN traffic. You must accept the message so that Cisco CP will create the necessary ACLs
to protect your VPN traffic from translation.

If you are configuring NAT using Cisco CP and you have already configured a VPN connection, perform
the following procedure to create ACLs.

From the Feature bar, choose Configure > Router > ACL.

In the Rules tree, choose ACL Editor.

Click Add.

The Add a Rule dialog box appears.

In the Name/Number field, enter a unique name or number for the new rule.

From the Type field, choose Extended Rule.
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Step6  In the Description field, enter a short description of the new rule.

Step7  Click Add.
The Add an Extended Rule Entry dialog box appears.

Step 8 In the Action field, choose Permit.

Step9  In the Source Host/Network group, from the Type field, select A Network.

Step10 In the IP Address and Wildcard Mask fields, enter the IP address and subnet mask of the VPN source
peer.

Step 11 In the Destination Host/Network group, from the Type field, select A Network.

Step12  In the IP Address and Wildcard Mask fields, enter the IP address and subnet mask of the VPN destination
peer.

Step 13  In the Description field, enter a short description of the network or host.

Step14 Click OK.

The new rule now appears in the Access Rules table.
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Easy VPN Remote

Cable modems, xDSL routers, and other forms of broadband access provide high-performance
connections to the Internet, but many applications also require the security of VPN connections that
perform a high level of authentication and that encrypt the data between two particular endpoints.
However, establishing a VPN connection between two routers can be complicated and typically requires
tedious coordination between network administrators to configure the VPN parameters of the two
routers.

The Cisco Easy VPN Remote feature eliminates much of this tedious work by implementing Cisco Unity
Client Protocol, which allows most VPN parameters to be defined at a Cisco IOS Easy VPN server. This
server can be a dedicated VPN device, such as a Cisco VPN 3000 concentrator or a Cisco PIX Firewall
or a Cisco IOS router that supports the Cisco Unity Client Protocol.

After the Cisco Easy VPN server has been configured, a VPN connection can be created with minimal
configuration on an Easy VPN remote, such as a Cisco 800 series router or a Cisco 2800 series router.
When the Easy VPN remote initiates the VPN tunnel connection, the Cisco Easy VPN server pushes the
IPsec policies to the Easy VPN remote and creates the corresponding VPN tunnel connection.

The Cisco Easy VPN Remote feature provides for automatic management of the following details:
e Negotiating tunnel parameters, such as addresses, algorithms, and lifetime.
e Establishing tunnels according to the parameters that were set.

e Automatically creating the NAT or Port Address Translation (PAT) and associated access lists that
are needed, if any.

e Authenticating users, that is, ensuring that users are who they say they are by way of usernames,
group names, and passwords.

e Enabling VPN access through a firewall. You can use Cisco Configuration Professional (CP) to
configure your router to use Cisco Tunneling Control Protocol (CTCP) to enable encrypted traffic
to go through a firewall.

N

Note The Enable Easy VPN Access Through Firewall feature is supported on Cisco routers that
are running Cisco IOS Release 12.4(20)T and later.

e Managing security keys for encryption and decryption.

Cisco CP provides a wizard that guides you through Easy VPN Remote configuration. You can also edit
an existing configuration using Easy VPN Remote edit screens.

This chapter contains the following sections:

e Creating an Easy VPN Remote Connection

Cisco Configuration Professional User Guide
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¢ Administering Easy VPN Remote Connections

e Other Procedures

Creating an Easy VPN Remote Connection

Create an Easy VPN Remote connection by using the Easy VPN Remote wizard. Complete these steps:

Step 1 On the Cisco CP toolbar, click Configure.

Step2  On the Cisco CP category bar, click VPN.

Step3  In the VPN tree, choose Easy VPN Remote.

Step4  Inthe Create Easy VPN Remote tab, complete any recommended tasks that are displayed by clicking the
link for the task. Cisco CP either completes the task for you, or displays the necessary configuration
screens for you to make settings in.

Step5  Click Launch Easy VPN Remote Wizard to begin configuring the connection.

Step6  Make configuration settings in the wizard screens. Click Next to go from the current screen to the next
screen. Click Back to return to a screen you have previously visited.

Step7  Cisco CP displays the Summary screen when you have completed the configuration. Review the
configuration. If you need to make changes, click Back to return to the screen in which you need to make
changes, then return to the Summary screen.

Step8  If you want to test the connection after sending the configuration to the router, check Test the
connectivity after configuring. After you click Finish, Cisco CP tests the connection and displays the
test results in another screen.

Step9  To send the configuration to the router, click Finish.

The section Create Easy VPN Remote Reference contains detailed information about the screens you
use.

Create Easy VPN Remote Reference

The following topics describe the Create Easy VPN Remote screens:
¢ C(Create Easy VPN Remote
e Configure an Easy VPN Remote Client
e Easy VPN Remote Wizard: Network Information
e Easy VPN Remote Wizard: Identical Address Configuration
e FEasy VPN Remote Wizard: Interfaces and Connection Settings

Easy VPN Remote Wizard:
Easy VPN Remote Wizard:
Easy VPN Remote Wizard:
Easy VPN Remote Wizard:

Server Information
Authentication
Automatic Firewall Bypass

Summary of Configuration

[l Cisco Configuration Professional User Guide
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Creating an Easy VPN Remote Connection I

Cisco CP allows you to configure your router as a client to an Easy VPN server or concentrator. Your
router must be running a Cisco I0S software image that supports Easy VPN Phase II. The Create Easy
VPN Remote tab enables you to launch the Easy VPN Remote wizard.

To be able to complete the configuration, you must have the following information ready.

Easy VPN server’s IP address or hostname

e [PSec group name

e Key

e  Whether or not there are devices on the local network with IP addresses that conflict with addresses
used in networks that the Easy VPN Remote client will connect to.

Field Reference

Table 26-1 Create Easy VPN Remote Tab Felds

Element

Description

Use Case Scenario

This area displays a network diagram that depicts the type of
connection that the wizard enables you to configure.

Recommended Tasks

This area describes recommended tasks to complete before
beginning the Easy VPN Remote configuration. Click the link for a
particular task to complete it.

If the Cisco IOS image on the router is version 12.4(9)T or later,
Cisco CP displays the recommended task Enable DNS if DNS is not
enabled on the router so that a Split DNS configuration, if pushed
by the server, will work.

Launch Easy VPN Remote
Wizard

Click Launch Easy VPN Remote Wizard to start the wizard.

Configure an Easy VPN Remote Client

This wizard guides you through the configuration of an Easy VPN Remote Phase II Client.

S

Note  If the router is not running a Cisco IOS image that supports Easy VPN Remote Phase II or later, you will
not be able to configure an Easy VPN client.

Easy VPN Remote Wizard: Network Information

Indicate whether or not there are IP addresses in the local network that overlap with IP addresses in
networks that the router connects to through the Easy VPN server in this screen. Also, indicate if there
are devices on the local network that must be reached from those networks.

N

Note  This screen is displayed when the Cisco IOS image on the router is version 12.4(11)T or later.
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Field Reference

Table 26-2 Network Information Fields

Element Description
Client IP Addressing

Does your client location have an Yes—Click Yes if devices on your local network use IP
addressing scheme that might overlap with |addresses that are also used by devices in other networks
other client locations? that the router will connect to through the Easy VPN

Server. For example, printers on the local network may
use IP addresses that are used by devices in the peer
network. If you click Yes, Cisco CP displays the Device
Reachability fields.

No—Click No if devices on the local network do not use
IP addresses that are also used in networks that the router
connects to through the Easy VPN server.

Device Reachability

Do you have devices at your client location |Yes—Click Yes if there are devices on the local network,
that must be reached from the server-side such as printers, that must be reached from networks that
networks or other client locations? the router connects to through the Easy VPN server.

No—Click No if there are no devices that must be
reached from networks that the router connects to
through the Easy VPN server.

Easy VPN Remote Wizard: Identical Address Configuration

Enter the local and global IP addresses of the devices that must be reached from networks that the router
connects to through the Easy VPN server in this screen.

Field Reference

Table 26-3 Identical Address Configuration Fields

Element Description

Accessible Devices

Device Local IP The local IP address of a device that is identified as a device that must be
reached by other networks.

Device Global IP The global IP address given to a device that is identified as a device that must
be reached by other networks. Because the global IP address for each device
must be routable from the Easy VPN server, you must obtain these addresses
from the Easy VPN server administrator. Each IP address must be on the same
subnet, and one address must be reserved for use by non accessible devices on
the local network.

Add To add the local IP address and global IP address of a device, click Add.

Edit To change the IP address information for a device, choose an entry and click
Edit.

Delete To remove an entry for an accessible device, choose the entry and click Delete.

Non Accessible Devices

Cisco Configuration Professional User Guide
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Table 26-3 Identical Address Configuration Fields (continued)
Element Description
IP Address Enter the IP address that you reserved for non accessible devices in this field.

This IP address must be in the same subnet as the device global IP addresses.
Cisco CP creates a NAT rule to translate IP addresses of devices that do not
need to be reached from other networks to this IP address, and assigns this IP
address to a new loopback interface.

Subnet Mask Enter the subnet mask in decimal format; for example, 255.255.255.0. Or,
choose the number of subnet bits; for example, 24. Entering values in one field
updates the other. For example, if you enter 255.255.255.0, the subnet bits field
is automatically updated to display 24.

Warning Messages

Cisco CP displays a warning message when you click Next if it detects any of the following problems:
e There are no devices added.
e If you enter an IP address for the non accessible devices that is already used by a router interface.

e If you enter an IP address for the non accessible devices that is already used as a global IP address
for an accessible device.

e If you enter local IP address for a device that falls outside the subnet for the LAN interface it
connects to.

Easy VPN Remote Wizard: Interfaces and Connection Settings

In this window, you specify the interfaces that will be used in the Easy VPN configuration.

Field Reference

Table 26-4 Interfaces and Connection Settings Fields
Element Description
Interfaces

Choose the inside and outside interfaces in this box.

Check boxes Check the inside (LAN) interfaces that serve the local networks that
you want to include in this Easy VPN configuration. You can choose
multiple inside interfaces, with the following restrictions:

e If you choose an interface that is already used in another Easy
VPN configuration, you are told that an interface cannot be part
of two Easy VPN configurations.

e If you choose interfaces that are already used in a VPN
configuration, you are informed that the Easy VPN
configuration you are creating cannot coexist with the existing
VPN configuration. You will be asked if you want to remove the
existing VPN tunnels from those interfaces and apply the Easy
VPN configuration to them.

Cisco Configuration Professional User Guide
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Table 26-4 Interfaces and Connection Settings Fields

Element

Description

e An existing interface does not appear in the list of interfaces if
it cannot be used in an Easy VPN configuration. For example,
loopback interfaces configured on the router do not appear in
this list.

e An interface cannot be designated as both an inside and an
outside interface.

Up to three inside interfaces are supported on Cisco 800 and Cisco
1700 series routers. You can remove interfaces from an Easy VPN
configuration in the Edit Easy VPN Remote window.

Interface List

In the Interfaces list, choose the outside interface that connects to
the Easy VPN server or concentrator.

N

Note  Cisco 800 routers do not support the use of interface E O as
the outside interface.

Connection Settings

Automatically

With the automatic setting, the VPN tunnel is established
automatically when the Easy VPN configuration is delivered to the
router configuration file. However, you will not be able to control
the tunnel manually in the VPN Connections window. The Connect
or Disconnect button is disabled when this Easy VPN connection is
chosen.

Manually

With the manual setting, you must click the Connect or Disconnect
button in the Edit Easy VPN Remote window to establish or take
down the tunnel, but you will have full manual control over the
tunnel in the Edit Easy VPN Remote window. Additionally, if a
security association (SA) timeout is set for the router, you will have
to manually reestablish the VPN tunnel whenever a timeout occurs.
You can change SA timeout settings in the VPN Components VPN
Options window.

When there is traffic from local
networks (interesting traffic)

With the traffic-based setting, the VPN tunnel is established
whenever outbound local (LAN side) traffic is detected.

A

Note  The option for traffic-based activation appears only if
supported by the Cisco IOS image on your router.

Easy VPN Remote Wizard: Server Information

The information entered in this window identifies the Easy VPN tunnel, the Easy VPN server or
concentrator that the router will connect to, and the way you want traffic to be routed in the VPN.

[l Cisco Configuration Professional User Guide

oL-31982-01 |



| Chapter26 Easy VPN Remote

Creating an Easy VPN Remote Connection I

Field Reference

Table 26-5 Server Information Fields

Element Description

Easy VPN Servers

Easy VPN Server 1 Enter the IP address or the hostname of the primary Easy VPN
server or concentrator to which the router will connect. If you enter
a hostname, there must be a Domain Name System (DNS) server on
the network that can resolve the hostname to the correct IP address
for the peer device.

Easy VPN Server 2 The Easy VPN Server 2 field appears when the Cisco IOS image on
the router supports Easy VPN Remote Phase III. This field does not
appear when the Cisco IOS image does not support Easy VPN
Remote Phase III.

Enter the IP address or the hostname of the secondary Easy VPN
server or concentrator to which the router will connect. If you enter
a hostname, there must be a DNS server on the network that can
resolve the hostname to the correct IP address for the peer device.

Mode of operation with no identical addressing

Client Choose Client if you want the PCs and other devices on the router’s
inside networks to form a private network with private IP addresses.
Network Address Translation (NAT) and Port Address Translation
(PAT) will be used. Devices outside the LAN will not be able to ping
devices on the LAN, or reach them directly.

Network Extension Choose Network Extension if you want the devices connected to
the inside interfaces to have IP addresses that are routable and
reachable by the destination network. The devices at both ends of
the connection will form one logical network. PAT will be
automatically disabled, allowing the PCs and hosts at both ends of
the connection to have direct access to one another.

Consult with the administrator of the Easy VPN server or
concentrator before choosing this setting.

If you choose Network Extension, you can enable remote
management of the router by checking the box to request a
server-assigned IP address for your router. This IP address can be
used for connecting to your router for remote management and
troubleshooting (ping, Telnet, and Secure Shell). This mode is
known as Network Extension Plus

N
Note  If the router is not running a Cisco IOS image that supports

Easy VPN Remote Phase IV or later, you will not be able to
set Network Extension Plus.

Mode of operation with overlapping address space and local devices needing to be reached

If you clicked Yes in the Client IP Addressing section of the Network Information screen, and also
clicked Yes in the Device Reachability section, the router is automatically configured for Network
Extension mode.

Cisco Configuration Professional User Guide
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Table 26-5

Server Information Fields (continued)

Element

Description

Have the server assign an IP
address to manage my router
remotely

Check this box if you want the Easy VPN server to assign an IP
address to the router so that it can manage the router Easy VPN
operation remotely.

Mode of operation with overlapping address space but no devices needing to be reached

If you clicked Yes in the Client IP Addressing section of the Network Information screen, but clicked
No in the Device Reachability section, the router is automatically configured for Client mode. The
Easy VPN server automatically assigns the router an IP address so that it can manage the router Easy
VPN operation remotely. All devices on the local network will share this IP address when
communicating with other devices on the corporate network.

Easy VPN Remote Wizard: Authentication

Use this window to specify security for the Easy VPN Remote tunnel.

Field Reference

Table 26-6

Authentication Screen Fields

Element

Description

Device Authentication

Authentication

Choose Digital Certificate or Preshared Key.

Digital Certificate

If you choose digital certificate, a digital certificate must be
configured on the router to use.

S

Note

The Digital Certificates option is available only if supported
by the Cisco IOS image on your router.

Preshared Key

If you choose Preshared Key in the authentication field, you must
supply a user group name as well as the preshared key.

User Group Enter the IPSec group name. The group name must match the group
name defined on the VPN concentrator or server. Obtain this
information from your network administrator.

Key Enter the IPSec group key. The group key must match the group key

defined on the VPN concentrator or server. Obtain this information
from your network administrator.

Reenter key

Reenter the key to confirm its accuracy.

User Authentication

User authentication (XAuth) appears in this window if the Cisco IOS image on the router supports
Easy VPN Remote Phase III. If user authentication does not appear, it must be configured from the

router command-line interface.

From PC browser when
browsing

User authentication will be performed in the web browser. This
option appears only if supported by the Cisco IOS image on your
router.
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Table 26-6 Authentication Screen Fields

Element Description

From router console or Cisco CP |User authentication will be performed from the router console, or
from Cisco CP.

Save XAuth Credentials to this | The Easy VPN server may use XAuth to authenticate the router. If
router the server allows the save password option, you can eliminate the
need to enter the username and password each time the Easy VPN
tunnel is established by this option. Enter the username and
password provided by the Easy VPN server administrator, and then
reenter the password to confirm its accuracy. The information is
saved in the router configuration file and used each time the tunnel
is established.

A

Caution  Storing the XAuth username and password in router
memory creates a security risk, because anyone who has
access to the router configuration can obtain this
information. If you do not want this information stored
on the router, do not enter it here. The Easy VPN server
will simply challenge the router for the username and
password each time the connection is established.
Additionally, Cisco CP cannot itself determine whether
the Easy VPN server allows the save password option.
You must determine whether the server allows this
option. If the server does not allow this option, you
should not create a security risk by entering the
information here.

Username Enter the username required for authentication.
Password Enter the password required for authentication.
Reenter password Reenter the password to confirm accuracy.

Easy VPN Remote Wizard: Automatic Firewall Bypass

Use the Automatic Firewall Bypass page to enable Easy VPN access through a firewall.

An Easy VPN tunnel network might not work if there is a firewall between the router and the VPN server
that blocks VPN protocols such as Internet Key Exchange (IKE) and Extended Services Protocol (ESP).
You can use Cisco CP to configure your router to use Cisco Tunneling Control Protocol (CTCP) to
enable encrypted traffic to go through the firewall.

Note  The Enable Easy VPN Access Through Firewall feature is supported on Cisco routers that are running
Cisco I0S Release 12.4(20)T and later.

How to Get to This Page

1. Go to Configure > Security > VPN > Easy VPN Remote. The Create Easy VPN Remote tab is
selected by default.

2. Click Launch Easy VPN Remote Wizard to start the Easy VPN Remote wizard pages.
3. Click Next until you reach the Automatic Firewall Bypass page.

Cisco Configuration Professional User Guide
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Related Topics
e Create Easy VPN Remote, page 26-3

e Add or Edit Easy VPN Remote: Firewall Bypass, page 26-27

Field Reference

Table 26-7 Automatic Firewall Summary Bypass Page

Element

Description

Enable Easy VPN
Access Through
Firewall check box

Check this check box to configure the router to use Cisco Tunneling
Control Protocol (CTCP) so that encrypted traffic can go through the
firewall.

Cisco CP configures the default port number as 10000 and the default
keepalive value as 5 seconds. To change the default values, see Add or Edit
Easy VPN Remote: Firewall Bypass, page 26-27.

Easy VPN Remote Wizard: Summary of Configuration

Note

This window shows you the Easy VPN configuration that you have created, and it allows you to save the
configuration. A summary similar to the following appears:

Easy VPN tunnel name:testl
Easy VPN server: 222.28.54.7
Group: myCompany

Key: 1234

Control: Auto

Mode: Client

Outside Interface: BVI222
Inside Interfaces: Dialer0

You can review the configuration in this window and click the Back button to change any items.

Clicking the Finish button writes the information to the router’s running configuration, and, if the tunnel
has been configured to operate in automatic mode, the router attempts to contact the VPN concentrator
or server.

If you want to change the Easy VPN configuration at a later time, you can make the changes in the Edit
Easy VPN Remote window.

In many cases, your router establishes communication with the Easy VPN server or concentrator after
you click Finish, or after you click Connect in the Edit Easy VPN Remote window or VPN Connections
windows. However, if the device has been configured to use XAuth, it challenges the router for a
username and password. When this happens, you must first supply a Secure Shell (SSH) login ID and
password to log on to the router and then provide the XAuth login and password for the Easy VPN server
or concentrator. You must follow this process when you click Finish and the configuration is delivered
to the router, and when you disconnect and then reconnect the tunnel in the Edit Easy VPN Remote
window. Find out whether XAuth is used, and determine the required username and password.

Test VPN Connectivity

If you choose to test the VPN connection you have just configured, the results of the test are shown in
another window.
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Administering Easy VPN Remote Connections

Use Cisco CP to edit Easy VPN Remote connection settings, reset connections, and delete connections.
You can use the Easy VPN Remote Edit screens to create an Easy VPN Remote connection, but it is
recommended that you use the wizard to do so.

This section contains the following topics:
e Editing an Existing Easy VPN Remote Connection
e Creating a New Easy VPN Remote Connection
e Deleting an Easy VPN Remote Connection
e Resetting an Established Easy VPN Remote Connection
e Connecting to an Easy VPN Server
e Connecting other Subnets to the VPN Tunnel
e Editing CTCP Port Number and Keepalive Values
e Administering Easy VPN Remote Reference

Editing an Existing Easy VPN Remote Connection

Follow these steps to edit an existing Easy VPN Remote connection:

Step 1 On the Cisco CP Feature bar, click Configure > Security > VPN.
Step2 In the VPN tree, choose Easy VPN Remote.

Step3  Click the Edit Easy VPN Remote tab.

Step4  Select the Easy VPN Remote connection that you want to edit.
Step5 Click Edit.

Step6  Modify settings in the Edit Easy VPN Remote dialog tabs.

Step7  Click OK to send the changes to the router and close the dialog.

Creating a New Easy VPN Remote Connection

You can create a new Easy VPN Remote connection using the Easy VPN Remote Edit screens.

Follow these steps to create a new Easy VPN Remote connection:

Step 1 On the Cisco CP Feature bar, click Configure > Security > VPN.
Step2  In the VPN tree, choose Easy VPN Remote.

Step3  Click the Edit Easy VPN Remote tab.

Stepd  Click Add.

Step5  Make settings in the Add Easy VPN Remote dialog tabs.

Cisco Configuration Professional User Guide
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Step6  Click OK to send the changes to the router and close the dialog.

Deleting an Easy VPN Remote Connection

Follow these steps to delete an Easy VPN Remote connection:

Step 1 On the Cisco CP Feature bar, click Configure > Security > VPN.
Step2  In the VPN tree, choose Easy VPN Remote.

Step3  Click the Edit Easy VPN Remote tab.

Step4  Select the Easy VPN Remote connection that you want to delete.
Step5  Click Delete.

Step6  Confirm the deletion by clicking OK in the displayed message screen.

Resetting an Established Easy VPN Remote Connection

Follow these steps to reset an established Easy VPN Remote connection:

Step 1 On the Cisco CP Feature bar, click Configure > Security > VPN.
Step2  In the VPN tree, choose Easy VPN Remote.

Step3  Click the Edit Easy VPN Remote tab.

Step4  Select the Easy VPN Remote connection that you want to reset.

Step5  Click Reset Connection. The status window that is displayed reports the success or failure of the reset.

Connecting to an Easy VPN Server

Follow these steps to connect to an Easy VPN Remote server:

Step 1 On the Cisco CP Feature bar, click Configure > Security > VPN.
Step2 In the VPN tree, choose Easy VPN Remote.

Step3  Click the Edit Easy VPN Remote tab.

Step4  Select an Easy VPN Remote connection.

Step5  Click Connect to complete the connection to the configured Easy VPN Server.

Connecting other Subnets to the VPN Tunnel

To allow subnets not directly connected to your router to use the tunnel, follow these steps:

Cisco Configuration Professional User Guide
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Step 3

Step 4
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Administering Easy VPN Remote Connections

In the Network Extensions Options window, check Configure Multiple Subnets.
Choose Enter the subnets and add the subnets and network masks to the list, or choose Select an ACL.

To enter the subnets manually, click the Add button and enter the subnet address and mask. Cisco CP
will generate an ACL automatically.

A

Note  The subnets you enter must not be directly connected to the router.

To add an existing ACL, enter its name or choose it from the drop-down list.

Click OK to close the dialog.

Editing CTCP Port Number and Keepalive Values

Step 1
Step 2
Step 3
Step 4
Step 5

Step 6

Step 7

Step 8

Use this procedure to edit existing CTCP port number and keepalive values.

Before You Begin

Make sure that the router is configured with a WAN interface on which Easy VPN Remote is configured.

Procedure

Go to Configure > Security > VPN > Easy VPN Remote.

Click the Edit Easy VPN Remote tab.

Select the Easy VPN Remote connection that you want to edit.

Click Edit. The Edit Easy VPN Remote page opens, which contains several tabs.

Click the Firewall Bypass tab. The Automatic Firewall Bypass page opens. See Add or Edit Easy VPN
Remote: Firewall Bypass, page 26-27.

In the Port Number field, change the port number on which you want to configure CTCP. Valid port
numbers are 1 to 65535.

In the Keepalive field, change the keepalive value (in seconds) by which you want to end keepalives, so
that NAT or firewall sessions do not time out. Valid keepalive values are 5 to 3600 seconds.

Click OK to send the changes to the router and close the dialog.

Related Topics
e Creating an Easy VPN Remote Connection, page 26-2

e Easy VPN Remote Wizard: Automatic Firewall Bypass, page 26-9
e Add or Edit Easy VPN Remote: Firewall Bypass, page 26-27

Administering Easy VPN Remote Reference

The following topics describe the Edit Easy VPN Remote screens:
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e Edit Easy VPN Remote
e Add or Edit Easy VPN Remote
e Add or Edit Easy VPN Remote: General Settings

e Network Extension Options

e Add or Edit Easy VPN Remote: Easy VPN Settings

e Add or Edit Easy VPN Remote: Authentication Information

e Add or Edit Easy VPN Remote: Easy VPN Client Phase III Authentication
e Add or Edit Easy VPN Remote: Interfaces and Connections

e Add or Edit Easy VPN Remote: Firewall Bypass

e Add or Edit Easy VPN Remote: Identical Addressing

e FEasy VPN Remote: Add a Device

¢ Enter SSH Credentials

¢ XAuth Login Window

Edit Easy VPN Remote

Easy VPN connections are managed from this window. An Easy VPN connection is a connection
configured between an Easy VPN client and an Easy VPN server or concentrator to provide for secure
communications with other networks that the server or concentrator supports.

The list of connections displays information about the configured Easy VPN Remote connections.

Field Reference

Table 26-8 Edit Easy VPN Remote Fields
Element Description
Add Click Add to create a new Easy VPN Remote connection.

Edit Choose an Easy VPN Remote connection, and click Edit to modify
connection settings.
Delete Choose an Easy VPN Remote connection, and click Delete to delete

the connection.

Reset Connection

Choose an Easy VPN Remote connection, and click Reset
Connection to clear the current security association (SA) and create
a new one to reset the connection.

Test Tunnel

Choose an Easy VPN Remote connection, and click Test Tunnel to
send data through the VPN tunnel. Cisco CP displays a message
indicating the results of the test.

Connect or Disconnect or Login

The name of this button changes based on the status of the chosen
Easy VPN Remote connection.

[l Cisco Configuration Professional User Guide

oL-31982-01 |



| Chapter 26

Easy VPN Remote

Administering Easy VPN Remote Connections

Table 26-8 Edit Easy VPN Remote Fields
Element Description
This button is labeled Connect if all of the following are true:
e The connection uses manual tunnel control.
e The tunnel is down.
e The XAuth response is not set to be requested from a PC
browser session.
Click Connect to establish the connection.
This button is labeled Disconnect if all of the following are true:
e The connection uses manual tunnel control.
e The tunnel is up.
e The XAuth response is not set to be requested from a PC
browser session.
Click Disconnect to terminate the connection.
This button is labeled Login if all of the following are true:
e The Easy VPN server or concentrator being connected to uses
XAuth.
e The XAuth response is set to be requested from Cisco CP or the
router console.
e The tunnel is waiting for XAuth credentials (the connection has
been initiated).
Click Login to login to the Easy VPN server and establish the
connection.
If the connection is set to automatic or traffic-based tunnel control,
this button is disabled.

Status

The connection is up. When an Easy VPN connection is up, the
Disconnect button enables you to deactivate the connection if
manual tunnel control is used.

The connection is down. When an Easy VPN connection is down,
the Connect button enables you to activate the connection if manual
tunnel control is used.

The connection is being established.

Xauth Required—The Easy VPN server or concentrator requires an
XAuth login and password. Use the Login button to enter the login
ID and password and establish the connection.

Configuration Changed—The configuration for this connection has
been changed, and needs to be delivered to the router. If the
connection uses manual tunnel control, use the Connect button to
establish the connection.

Name

The name given to this Easy VPN connection.

[ oL-31982-01
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Table 26-8 Edit Easy VPN Remote Fields
Element Description
Mode Either client or network extension. In client mode, the VPN

concentrator or server assigns a single IP address to all traffic
coming from the router; devices outside the LAN have no direct
access to devices on the LAN. In network extension mode, the VPN
concentrator or server does not substitute IP addresses, and it
presents a full routable network to the peers on the other end of the
VPN connection.

Details

Choose an Easy VPN Remote connection from the list to see the values of the following settings for
that connection.

Authentication Digital certificates or preshared key. The preshared key option
shows the user group sharing the key.

Outside Interface This is the interface that connects to the Easy VPN server or
concentrator.

Inside Interfaces These are the inside interfaces included in this Easy VPN
connection. All hosts connected to these interfaces are part of the
VPN.

Easy VPN Server The names or IP addresses of the Easy VPN servers or

concentrators. If the Cisco IOS image on your router supports Easy
VPN Remote Phase III, you can identify two Easy VPN servers or
concentrators during configuration using Cisco CP.

Multiple Subnet Support The addresses of subnets which are not directly connected to the
router but which are allowed to use the tunnel. An ACL defines the
subnets allowed to use the tunnel.

Tunnel Activation The value is Auto, Manual, or traffic-based.

If the connection is configured with the Manual setting, you must
click Connect to establish the tunnel, but you can start or stop the
tunnel at any time by clicking Connect or Disconnect.

If the connection is configured with the Auto setting, the VPN
tunnel is established automatically when the Easy VPN
configuration is delivered to the router configuration file. However,
the Connect or Disconnect button is not enabled for this connection.

If the connection is configured with the traffic-based setting, the
VPN tunnel is established automatically when inside traffic
qualifies for outside routing. However, the Connect or Disconnect
button is not enabled for this connection.

Backup Connection A backup Easy VPN remote connection that has been set up.
Backup connections are configured in the Cisco CP Interfaces and
Connections task.
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Table 26-8 Edit Easy VPN Remote Fields
Element Description
XAuth Response Method If XAuth is enabled, the Item Value column shows one of the

following about how the XAuth credentials are sent:
e They must be entered from Cisco CP or the router console.
e They must be entered from a PC browser when browsing.

e The credentials are automatically sent because they have been
saved on the router.

Identical Addressing

If identical addressing is configured, the Item Value column
displays the word Configured,” and the name, IP address, and
number of subnet bits for the interface, for example, Loopback1
(20.20.20.1/24).

Split DNS

If split DNS is configured, the Item Value column displays the word
Enabled, and the following information:

e Domain names sent to corporate DNS servers
e Corporate DNS servers pushed from Server
e Internet DNS servers

Multiple values are separated by commas.

Add or Edit Easy VPN Remote

S

Note

Note

Use this window to configure your router as an Easy VPN client. Your router must have a connection to
an Easy VPN concentrator or server on the network.

This window appears if the Cisco IOS image on your router supports Easy VPN Client Phase II.

The Cisco Easy VPN Remote feature implements the Cisco Unity Client protocol, which allows most
VPN parameters to be defined at a VPN remote access server. This server can be a dedicated VPN device,
such as a VPN 3000 concentrator or a Cisco PIX Firewall, or it can be a Cisco I0S router that supports
the Cisco Unity Client protocol.

e If the Easy VPN server or concentrator has been configured to use XAuth, it requires a username
and password whenever the router establishes the connection, including when you deliver the
configuration to the router, and when you disconnect and then reconnect the tunnel. Find out
whether XAuth is used and the required username and password.

e If the router uses Secure Shell (SSH) you must enter the SSH login and password the first time you
establish the connection.

[ oL-31982-01

Cisco Configuration Professional User Guide g



Chapter 26

Easy VPN Remote |

B Administering Easy VPN Remote Connections

Field Reference

Table 26-9 Add or Edit Easy VPN Remote Fields

Element Description

Name Enter a name for the Easy VPN remote configuration.

Mode

Client Choose Client if you want the PCs and other devices on the router’s

inside networks to form a private network with private IP addresses.
Network Address Translation (NAT) and Port Address Translation
(PAT) will be used. Devices outside the LAN will not be able to ping
devices on the LAN or to reach them directly.

Network Extension

Choose Network Extension if you want the devices connected to
the inside interfaces to have IP addresses that are routable and
reachable by the destination network. The devices at both ends of
the connection will form one logical network. PAT will be
automatically disabled, allowing the PCs and hosts at both ends of
the connection to have direct access to one another.

Tunnel Control

Auto

Choose Auto if you want the VPN tunnel to be established
automatically when the Easy VPN configuration is delivered to the
router configuration file. However, you will not be able to control
the tunnel manually in the VPN Connections window. The Connect
and Disconnect buttons are disabled when this Easy VPN
connection is chosen.

Manual

Choose Manual if you want to control when the VPN tunnel is
established and terminated. You must click the Connect button in
the Edit Easy VPN Remote window to establish the tunnel. The
Connect and Disconnect buttons are enabled whenever you choose
a VPN connection with the Manual tunnel control setting.

Easy VPN Concentrator or
Server

Specify the name or the IP address of the VPN concentrator or
server that the router connects to. Choose IP address if you are
going to provide an IP address or choose Hostname if you are going
to provide the hostname of the concentrator or server. Then specify
the appropriate value in the field underneath. If you specify a
hostname, there must be a DNS server on the network that can
resolve the hostname to the proper IP address. If you enter an IP
address, use standard dotted decimal format, for example,
172.16.44.1.

Group

Group Name]

Enter the IPSec group name. The group name must match the group
name defined on the VPN concentrator or server. Obtain this
information from your network administrator.

Group Key

Enter the IPSec group password. The group password must match
the group password defined on the VPN concentrator or server.
Obtain this information from your network administrator.

Confirm Key

Reenter the group password to confirm.

Interfaces
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Table 26-9 Add or Edit Easy VPN Remote Fields

Element Description

Outside Interface Toward Server |Choose the interface that has the connection to the Easy VPN server
or Concentrator or concentrator.

N

Note  Cisco 800 routers do not support the use of interface E 0 as
the outside interface.

Inside Interfaces Specify the inside interfaces to include in this Easy VPN
configuration. All hosts connected to these interfaces will be part of
the VPN. As many as three inside interfaces are supported on Cisco
800 series and Cisco 1700 series routers.

A

Note  An interface cannot be designated as both an inside
interface and an outside interface.

Add or Edit Easy VPN Remote: General Settings

Use this Window to configure your router as an Easy VPN client. Your router must have a connection to
an Easy VPN concentrator or server on the network.

~

Note  This window appears if the Cisco IOS image on your router supports Easy VPN Client Phase IV.

The Cisco Easy VPN Remote feature implements the Cisco Unity Client protocol, which allows most
VPN parameters to be defined on a VPN remote access server. This server can be a dedicated VPN
device, such as a VPN 3000 concentrator or a Cisco PIX Firewall, or it can be a Cisco IOS router that
supports the Cisco Unity Client protocol.

Field Reference

Table 26-10 Easy VPN Remote General Settings Fields

Element Description
Name Enter a name for the Easy VPN remote configuration.
Servers You can specify up to ten Easy VPN servers by IP address or

hostname, and you can order the list to specify which servers the
router will attempt to connect to first.

Click Add to specify the name or the IP address of a VPN
concentrator or server for the router to connect to, and then enter the
address or hostname in the window displayed.

Click Delete to delete the specified IP address or hostname.

Click Move Up to move the specified server IP address or hostname
up in the list. The router attempts to contact routers in the order in
which they appear in this list.

Click Move Down to move the specified IP address or hostname
down the list.
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Table 26-10 Easy VPN Remote General Settings Fields

Element Description
Mode
Client Choose Client mode if you want the PCs and other devices on the

router’s inside networks to form a private network with private IP
addresses. Network Address Translation (NAT) and Port Address
Translation (PAT) will be used. Devices outside the LAN will not be
able to ping devices on the LAN or to reach them directly.

Network Extension

Choose Network Extension if you want the devices connected to
the inside interfaces to have IP addresses that are routable and
reachable by the destination network. The devices at both ends of
the connection will form one logical network. PAT will be
automatically disabled, allowing the PCs and hosts at both ends of
the connection to have direct access to one another.

e Enable remote management and troubleshooting of your router.

You can enable remote management of the router by checking
the box to request a server-assigned IP address for you router.
This IP address can be used for connecting to your router for
remote management and troubleshooting (ping, Telnet, and
Secure Shell). This mode is called Network Extension Plus.

Consult the administrator of the Easy VPN server or concentrator
before you choose this setting.

If you choose Network Extension, you also have the capability to:

e Allow subnets not directly connected to the router to use the
tunnel.

To allow subnets not directly connected to your router to use the
tunnel, click the Options button and configure the network
extension options.

e Enable remote management and troubleshooting of your router.

You can enable remote management of the router by checking
the box to request a server-assigned IP address for you router.
This IP address can be used for connecting to your router for
remote management and troubleshooting (ping, Telnet, and
Secure Shell). This mode is called Network Extension Plus.

Have the server assign an IP
address to manage my router
remotely.

Check this box to request a server-assigned IP address for you
router. This IP address can be used for connecting to your router
for remote management and troubleshooting (ping, Telnet, and
Secure Shell). This mode is called Network Extension Plus.

Network Extension Options

To allow subnets not directly connected to your router to use the tunnel, enter the subnets in this screen,
or enter an ACL that defines the subnets you want to allow.
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Field Reference

Table 26-11 Network Extension Options Fields
Element Description
Configure Multiple Subnets Check Configure Multiple Subnets to enable the other fields in

this screen.

Enter the subnets. Cisco CP will |Check this option to enter each subnet and subnet mask manually.

create the necessary ACL. Click Add to add an entry to the list. Click Delete to remove the
selected entry.
Select an ACL Check Select an ACL to use an ACL to define the subnets. If you

know the name or number of the ACL enter it in the field. Or, click
the button to the right of the field, and select an existing ACL or
create a new ACL. To remove an ACL association in this screen,
click the button and choose None (clear rule association).

Add or Edit Easy VPN Remote: Easy VPN Settings

Use this window to configure your router as an Easy VPN client. Your router must have a connection to
an Easy VPN concentrator or server on the network.

N

Note  This window appears if the Cisco IOS image on your router supports Easy VPN Client Phase III.

The Cisco Easy VPN Remote feature implements The Cisco Unity Client protocol, which allows most
VPN parameters to be defined on a VPN remote access server. This server can be a dedicated VPN
device, such as a VPN 3000 concentrator or a Cisco PIX Firewall, or it can be a Cisco IOS router that
supports the Cisco Unity Client protocol.

Field Reference

Table 26-12 Easy VPN Settings Fields

Element Description

Name Enter a name for the Easy VPN remote configuration.

Mode

Client Choose Client mode if you want the PCs and other devices on the

router’s inside networks to form a private network with private IP
addresses. Network Address Translation (NAT) and Port Address
Translation (PAT) will be used. Devices outside the LAN will not be
able to ping devices on the LAN or to reach them directly.

Network Extension Choose Network Extension if you want the devices connected to
the inside interfaces to have IP addresses that are routable and
reachable by the destination network. The devices at both ends of
the connection will form one logical network. PAT will be
automatically disabled, allowing the PCs and hosts at both ends of
the connection to have direct access to one another.

Consult the administrator of the Easy VPN server or concentrator
before you choose this setting.
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Table 26-12 Easy VPN Settings Fields

Element

Description

Tunnel Control

Auto

Choose Auto if you want the VPN tunnel to be established
automatically when the Easy VPN configuration is delivered to the
router configuration file. However, you will not be able to control
the tunnel manually in the VPN Connections window. The Connect
and Disconnect buttons are disabled when this Easy VPN
connection is chosen.

Manual

Choose Manual if you want to control when the VPN tunnel is
established and terminated. You must click the Connect button in
the Edit Easy VPN Remote window to establish the tunnel. The
Connect and Disconnect buttons are enabled whenever you choose
a VPN connection with the Manual tunnel control setting.

Servers

You can specify up to ten Easy VPN servers by IP address or hostname, and you can order the list to
specify which servers the router will attempt to connect to first.

Add Click Add to specify the name or the IP address of a VPN
concentrator or server for the router to connect to; then enter the
address or hostname in the window displayed.

Delete Click Delete to delete the chosen server IP address or hostname.

Move Up Click Move Up to move the specified server IP address or hostname

up in the list. The router attempts to contact routers in the order in
which they appear in this list.

Move Down

Click Move Down to move the specified IP address or hostname
down the list.

Outside Interface Toward Server
or Concentrator

Choose the interface that has the connection to the Easy VPN server
or concentrator.

N

Note  Cisco 800 routers do not support the use of interface E 0 as
the outside interface.

Inside Interfaces

Specify the inside interfaces to include in this Easy VPN
configuration. All hosts connected to these interfaces will be part of
the VPN. As many as three inside interfaces are supported on Cisco
800 series and Cisco 1700 series routers.

~

Note  An interface cannot be designated as both an inside and an
outside interface.

Add or Edit Easy VPN Remote: Authentication Information

Use this window to enter the information required for the router to be authenticated by the Easy VPN
server or concentrator.
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Field Reference

Table 26-13 Authentication Information Fields

Element Description

Device Authentication

Digital Certificate If you choose digital certificate, a digital certificate must be
configured on the router to use.

~

Note  The Digital Certificates option is available only if supported
by the Cisco IOS image on your router.

Preshared Key Choose Preshared Key to use the IKE key value given to you by your
network administrator. Obtain the IPSec group name and IKE key
value from your network administrator. The group name must match
the group name defined on the VPN concentrator or server.

Group Name Enter the IPSec groupname given to you by your network
administrator. The group name must match the group name defined
on the VPN concentrator or server. This field only appears if
Preshared Key is chosen.

Current Key The Current Key field displays asterisks (*) if there is a current IKE
key value. This field contains the value <None> if no key has been
configured. This field only appears if Preshared Key is chosen.

New Key Enter the new IKE key value given to you by your network
administrator. This field only appears if Preshared Key is chosen.

Reenter Key Reenter the new key to confirm accuracy. If the values in the New
Key and Reenter Key fields are not the same, Cisco CP prompts you
to reenter the key values. This field only appears if Preshared Key
is chosen

User Authentication

If the Easy VPN server or concentrator has been configured to use XAuth, it requires a username and
password whenever the router establishes the connection, including when you deliver the configuration
to the router, and when you disconnect and reconnect the tunnel. Find out whether XAuth is used, and
obtain the required username and password.

From PC Choose From PC if you will enter the credentials in a web browser
window.

N

Note  This option appears only if supported by the Cisco IOS
image on your router.

From this router Choose From this router if you will enter the credentials from the
router command line interface or from Cisco CP.

Cisco Configuration Professional User Guide
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Table 26-13 Authentication Information Fields

Element

Description

Save Credentials

If the server allows passwords to be saved, you can eliminate the
need to enter the username and password each time the Easy VPN
tunnel is established. The information is saved in the router
configuration file and used each time the tunnel is established.

Choose Save Credentials to save the username and password to the
router configuration file.

A

Caution  Storing the XAuth username and password in router
memory creates a security risk because anyone who has
access to the router configuration can obtain this
information. If you do not want this information stored
on the router, do not enter it here. The Easy VPN server
will simply challenge the router for the username and
password each time the connection is established. Also,
Cisco CP cannot itself determine whether the server
allows passwords to be saved. You must determine
whether the server allows this option. If the server does
not allow passwords to be saved, you should not create a
security risk by entering the information here.

Username

Enter the username you have been given by the server administrator.

Current Password

The Current Password field displays asterisks (*) if there is a
configured password. This field contains the value <None> if no
password has been configured.

New Password

Enter the new password given to you by the server administrator.

Reenter Password

Reenter the new password to confirm accuracy. If the values in the
New Password and Reenter Password fields are not the same, Cisco
CP prompts you to reenter the password values.

Add or Edit Easy VPN Remote: Easy VPN Client Phase Il Authentication

This window appears if the Cisco IOS image on your router supports Easy VPN Client Phase III. If the
image supports Easy VPN Client Phase II, a different window appears.

Use this window to enter the information required for the router to be authenticated by the Easy VPN
server or concentrator.

Field Reference

Table 26-14 Authentication Information Fields

Element

Description

Device Authentication

Group Name

Enter the IPSec groupname given to you by your network
administrator. The group name must match the group name defined
on the VPN concentrator or server.

[l Cisco Configuration Professional User Guide

oL-31982-01 |



| Chapter26 Easy VPN Remote

Table 26-14

Administering Easy VPN Remote Connections

Authentication Information Fields

Element

Description

Current Key

The Current Key field displays asterisks (*) if there is a current IKE
key value. This field contains the value <None> if no key has been
configured.

New Key

Enter the new IKE key value given to you by your network
administrator.

Reenter Key

Reenter the new key to confirm accuracy. If the values in the New
Key and Reenter Key fields are not the same, Cisco CP prompts you
to reenter the key values.

User Authentication

If the Easy VPN server or concentrator has been configured to use XAuth, it requires a username and
password whenever the router establishes the connection, including when you deliver the configuration
to the router, and when you disconnect and reconnect the tunnel. Find out whether XAuth is used, and
obtain the required username and password.

From PC

Choose From PC if you will enter the credentials in a web browser
window.

N

Note  This option appears only if supported by the Cisco 10S
image on your router.

From this router

Choose From this router if you will enter the credentials from the
router command line interface or from Cisco CP.

Save Credentials

If the server allows passwords to be saved, you can eliminate the
need to enter the username and password each time the Easy VPN
tunnel is established. The information is saved in the router
configuration file and used each time the tunnel is established.

Choose Save Credentials to save the username and password to the
router configuration file.

A

Caution  Storing the XAuth username and password in router
memory creates a security risk because anyone who has
access to the router configuration can obtain this
information. If you do not want this information stored
on the router, do not enter it here. The Easy VPN server
will simply challenge the router for the username and
password each time the connection is established. Also,
Cisco CP cannot itself determine whether the server
allows passwords to be saved. You must determine
whether the server allows this option. If the server does
not allow passwords to be saved, you should not create a
security risk by entering the information here.

Username

Enter the username you have been given by the server administrator.
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Table 26-14 Authentication Information Fields
Element Description
Current Password The Current Password field displays asterisks (¥) if there is a

configured password. This field contains the value <None> if no
password has been configured.

New Password Enter the new password given to you by the server administrator.

Reenter Password Reenter the new password to confirm accuracy. If the values in the
New Password and Reenter Password fields are not the same, Cisco
CP prompts you to reenter the password values.

Add or Edit Easy VPN Remote: Interfaces and Connections

Identify the inside and outside interfaces, and specify how the VPN tunnel is brought up in this screen.

Field Reference

Table 26-15 Interfaces and Connection Settings Fields

Element Description

Interfaces

Check boxes Check the inside (LAN) interfaces that serve the local networks that

you want to include in this Easy VPN configuration. You can choose
multiple inside interfaces, with the following restrictions:

e If you choose an interface that is already used in another Easy
VPN configuration, you are told that an interface cannot be part
of two Easy VPN configurations.

e If you choose interfaces that are already used in a VPN
configuration, you are informed that the Easy VPN
configuration you are creating cannot coexist with the existing
VPN configuration. You will be asked if you want to remove the
existing VPN tunnels from those interfaces and apply the Easy
VPN configuration to them.

e An existing interface does not appear in the list of interfaces if
it cannot be used in an Easy VPN configuration. For example,
loopback interfaces configured on the router do not appear in
this list.

e An interface cannot be designated as both an inside and an
outside interface.

Up to three inside interfaces are supported on Cisco 800 and Cisco
1700 series routers. You can remove interfaces from an Easy VPN
configuration in the Edit Easy VPN Remote window.

Interface list In the Interfaces list, choose the outside interface that connects to
the Easy VPN server or concentrator.

N

Note  Cisco 800 routers do not support the use of interface E O as
the outside interface
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Table 26-15 Interfaces and Connection Settings Fields

Element Description

Virtual Tunnel Interface Check this option if you want to use a Virtual Tunnel Interface
(VTI) for this connection. If the VTIs in the list are used by other
VPN connections, click Add to create a new one.

Connection Settings

Auto Choose Auto to have the router establish the VPN tunnel
automatically when the Easy VPN configuration is delivered to the
router configuration file. You will not be able to control the tunnel
manually using the Connect or Disconnect button. These buttons are
disabled when this setting is chosen.

Manual Choose Manual if you want to bring up and shut down the VPN
tunnel manually. With the manual setting, you must click the
Connect or Disconnect button in the Edit Easy VPN Remote screen
to establish or take down the tunnel. Additionally, if a security
association (SA) timeout is set for the router, you will have to
manually reestablish the VPN tunnel whenever a timeout occurs.
You can change SA timeout settings in the VPN Components VPN
Options window.

Interesting Traffic Choose Interesting Traffic to establish the VPN tunnel whenever
outbound local (LAN side) traffic is detected. The Connect or
Disconnect button is disabled when you choose this Easy VPN
connection setting.

~

Note  The Interesting Traffic option appears only if supported by
the Cisco IOS image on your router.

Add or Edit Easy VPN Remote: Firewall Bypass

Use the Firewall Bypass page to enable VPN access through a firewall or to edit the existing port number
and keepalive values.

An Easy VPN tunnel network might not work if there is a firewall between the router and the VPN server
that blocks VPN protocols such as IKE and ESP. You can use Cisco CP to configure your router to use
Cisco Tunneling Control Protocol (CTCP) to enable encrypted traffic to go through the firewall.

Note  The Enable Easy VPN Access Through Firewall feature is supported on Cisco routers that are running
Cisco I0S Release 12.4(20)T and later.

How to Get to This Page
1. Go to Configure > Security > VPN > Easy VPN Remote.

Click the Edit Easy VPN Remote tab.
Select the Easy VPN Remote connection that you want to edit.

Click Edit. The Edit Easy VPN Remote page opens, which contains several tabs.

L

Click the Firewall Bypass tab.

Cisco Configuration Professional User Guide
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Related Topics

Easy VPN Remote Wizard: Automatic Firewall Bypass, page 26-9
Editing CTCP Port Number and Keepalive Values, page 26-13

Field Reference

Table 26-16 Firewall Bypass Page

Element

Description

Enable Easy VPN
Access Through
Firewall check box

When this check box is checked, Cisco CP configures the router to use
Cisco Tunneling Control Protocol (CTCP) so that encrypted traffic can go
through the firewall.

To disable Easy VPN access through the firewall, uncheck this check box.

Port Number

The port number on which to configure the CTCP.

The default port number is 10000, which you can change. Valid port numbers
are 1 to 65535.

If you enter a port number within the range of 1 to 1023, you will see the
following warning message:
Port number <port_number> is a well-known port. Adding this port

number will block all the applications bound to this port. Do you
still want to configure this port number for CTCP?

Keepalive

The keepalive value (in seconds) to send keepalives, so that NAT or firewall
sessions do not timeout.

The default keepalive value is 5 seconds, which you can change. Valid
keepalive values are 5 to 3600 seconds.

Add or Edit Easy VPN Remote: Identical Addressing

Field Reference

Table 26-17 Identical Addressing Tab Fields

Element

Description

Configure identical addressing |Check Configure identical addressing if there are devices on the

local network with IP addresses that might overlap with addresses
in remote networks in your organization. You must check this box
to enable the other controls in this screen.

Loopback Interface

Loopback Interface

Click the down arrow to select an existing loopback interface. If no
loopback interfaces are configured, click Add.

Add

Clicking Add displays the dialog that enables you to configure a
loopback interface.

In this screen, enter the information needed to configure identical addressing. Identical addressing
enables remote networks to reach local devices that have IP addresses that might overlap with addresses
in remote networks.
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Table 26-17 Identical Addressing Tab Fields (continued)

Element Description

Enable split tunneling Split tunneling enables the router to only use the VPN tunnel to send
traffic to network addresses given to it by the Easy VPN server and
to send other traffic through the Internet. To enable the router to use
this feature, click Enable split tunneling.

Accessible Devices

Device Local IP The local IP address of a device that is identified as a device that
must be reached by other networks.

Device Global IP The global IP address given to a device that is identified as a device
that must be reached by other networks. Because the global IP
address for each device must be routable from the Easy VPN server,
you must obtain these addresses from the Easy VPN server
administrator. Each IP address must be on the same subnet, and one
address must be reserved for use by non accessible devices on the
local network.

Add To add the local IP address and global IP address of a device, click
Add.

Edit To change the IP address information for a device, choose an entry
and click Edit.

Delete To remove an entry for an accessible device, choose the entry and
click Delete.

Warning Messages

Cisco CP displays a warning message when you click OK if it detects any of the following problems:
e There are no devices added.
e If you enter an IP address for the non accessible devices that is already used by a router interface.

e If you enter an IP address for the non accessible devices that is already used as a global IP address
for an accessible device.

e If you enter local IP address for a device that falls outside the subnet for the LAN interface it
connects to.

e If youchose client mode in the General tab. Identical addressing only works with network extension
mode.

e If you did not choose a virtual tunnel interface in the Interfaces and Connections tab.

Easy VPN Remote: Add a Device

Enter the local IP address and global IP address information for a device in this screen. The global IP
address is an IP address that can be used to identify the device to other networks.

Cisco Configuration Professional User Guide
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Field Reference

Table 26-18 Add a Device Fields

Element Description

Local IP Address Enter the local IP address of the device that must be reached.

Global IP Address Enter the global IP address that you want to use for this device. The
address you use must be routable from the Easy VPN server.

Enter SSH Credentials

If the router uses Secure Shell (SSH), you must to enter the SSH login and password the first time you
establish the connection. Use this window to enter SSH or Telnet login information.

Field Reference

Table 26-19 Enter SSH Credentials Fields

Element Description

Username Enter the SSH or Telnet account username that you will use to log
in to this router.

Password Enter the password associated with the SSH or Telnet account
username that you will use to log in to this router.

XAuth Login Window

This window appears when the Easy VPN server requests extended authentication. Respond to the
challenges by entering the information requested, such as the account username, password, or any other
information, to successfully establish the Easy VPN tunnel. If you are unsure about the information that
should be provided, contact your VPN administrator.

Other Procedures

This section contains procedures for tasks that the wizard does not help you complete.

How Do | Edit an Existing Easy VPN Connection?

To edit an existing Easy VPN remote connection, follow these steps:

Step 1 On the Cisco CP Feature bar, click Configure > Security > VPN.
Step2 In the VPN tree, choose Easy VPN Remote.
Step3  Click the Edit Easy VPN Remote tab and choose the connection that you want to edit.
Step4  Click Edit.
The Edit Easy VPN Remote window appears.
Step5 In the Edit Easy VPN Remote window, click the tabs to display the values that you want to change.
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Step6  When you have finished making changes, click OK.

How Do | Configure a Backup for an Easy VPN Connection?

To configure a backup for an Easy VPN Remote connection, your router must have an ISDN, async, or
analog modem interface available for the backup.

If the ISDN, async, or analog modem interface has not been configured, follow these steps:

Step1  From the Feature bar, click Basic Router > Interfaces and Connections.

Step2  Click the Create Connection tab.

Step 3 Choose an ISDN, async, or analog modem interface from the list.

Step4  Click the Create New Connection button and use the wizard to configure the new interface.

Step5 In the appropriate wizard window, set the new interface as a backup for an Easy VPN Remote
connection.

If the ISDN, async, or analog modem interface has been configured, follow these steps:

Step 1 From the Feature bar, click Basic Router > Interfaces and Connections.

Step2  Click the Edit Interface/Connection tab.

Step3  Choose an ISDN, async, or analog modem interface from the list of configured interfaces.
Stepd  Click the Edit button.

Step5  Click the Backup tab and configure the backup for an Easy VPN Remote connection.
Step6  When you have finished configuring the backup, click OK.
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Easy VPN Server

The Easy VPN Server feature introduces server support for the Cisco VPN Client Release 3.x and later
software clients and Cisco VPN hardware clients. The feature allows a remote end user to communicate
using IP Security (IPSec) with anyCisco IOS Virtual Private Network (VPN) gateway. Centrally
managed IPSec policies are “pushed” to the client by the server, minimizing configuration by the end
user.

The following link provides general information on the Cisco Easy VPN solution, and other links for
more specific information:

http://www.cisco.com/en/US/products/sw/secursw/ps5299/index.html
This chapter contains the following sections:
e Creating an Easy VPN Server Connection

e Editing Easy VPN Server Connections

Creating an Easy VPN Server Connection

Step 1
Step 2
Step 3

Step 4
Step 5

Step 6

Step 7

Use theCisco CP Easy VPN Server wizard to create an Easy VPN Server connection on the router.

Complete these steps to configure an Easy VPN Server connection using the Easy VPN Server wizard:

In the Cisco CP Feature bar, click Configure > Security > VPN.
In the VPN tree, click Easy VPN Server.

In the Create Easy VPN Server tab, complete any recommended tasks that are displayed by clicking the
link for the task. Cisco CP either completes the task for you, or displays the necessary configuration
screens for you to make settings in.

Click Launch Easy VPN Server Wizard to begin configuring the connection.

Make configuration settings in the wizard screens. Click Next to go from the current screen to the next
screen. Click Back to return to a screen you have previously visited.

Cisco CP displays the Summary screen when you have completed the configuration. Review the
configuration. If you need to make changes, click Back to return to the screen in which you need to make
changes, then return to the Summary screen.

If you want to test the connection after sending the configuration to the router, check Test the
connectivity after configuring. After you click Finish, Cisco CP tests the connection and displays the
test results in another screen.
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Step 8

To send the configuration to the router, click Finish.

Create an Easy VPN Server Reference describes the configuration screens you use to create an Easy
VPN server connection.

Create an Easy VPN Server Reference

The topics in this section describe the configuration screens:

Create an Easy VPN Server

Welcome to the Easy VPN Server Wizard
Interface and Authentication

Group Authorization and Group Policy Lookup
User Authentication (XAuth)

User Accounts for XAuth

Add RADIUS Server

Group Authorization: User Group Policies
General Group Information

DNS and WINS Configuration

Split Tunneling

Client Settings

Choose Browser Proxy Settings

Add or Edit Browser Proxy Settings

User Authentication (XAuth)

Client Update

Add or Edit Client Update Entry