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Introduction

This document describes how to configure a single Cisco TelePresence Video Communication
Server (Cisco VCS) control platform for use in a basic video infrastructure deployment.

The following diagram represents an example network environment into which the Cisco VCS Control
is being integrated. The example network names and addresses are used in the configuration steps
throughout this document.

Network time protocol server (NTP): System log server (SYSLOG):
myntpserver.example.com myloggingserver.example.com
Domain name server (DNS): Tandberg management server (TMS):
10.0.0.1 mytms.server.example.com

IP network ‘

i pm—

System name: myvcs
Domain name: example.com

Local host name: myvcs

Prerequisites

Before starting the system configuration, make sure you have access to:
» the Cisco VCS Administrator Guide and Cisco VCS Getting Started Guide (for reference
purposes)

a Cisco VCS Control running version X5 or later
a PC connected via Ethernet to a LAN which can route HTTP(S) traffic to the Cisco VCS
a web browser running on the PC

a serial interface on the PC and cable (if the initial configuration (Step 2) is to be performed using
the serial interface of the Cisco VCS)
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Summary of process

The process of system configuration consists of the following steps. Each step is described in a
separate section:

Step 1: Complete the configuration checklist

Step 2: Perform initial configuration

Step 3: Access Cisco VCS using the web interface

Step 4: Change admin password

Step 5: Configure System name

Step 6: Administration access — Session time-out

Step 7: Administration access — Service access

Step 8: DNS configuration - DNS Server address

Step 9: DNS configuration - DNS Domain hame & local hostname
Step 10: Time configuration — NTP Server and time zone
Step 11: SNMP configuration

Step 12: External manager configuration

Step 13: Logging configuration

Step 14: H.323 only configuration

Step 15: SIP only configuration

Step 16: Mixed H.323 and SIP configuration
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Getting started

Step 1: Complete the configuration checklist

It is important to collate all the necessary details to configure the Cisco VCS before starting the system
configuration process. Appendix 1 of this deployment guide contains a checklist that lets you collect
the required details.

Detailed descriptions of system configuration parameters can be found in the Cisco VCS Administrator
Guide and the Cisco VCS web application’s online field ' and page help .

Note: The Administrator Guide can be opened by clicking on the = Manual link, found at the top right
of every Cisco VCS web interface page. It can also be download from www.tandberg.com.

To complete the configuration checklist:
1. Print out Appendix 1 of this guide.

2. Complete the checklist with as much detail as possible.




Step 2: Perform initial configuration

Assuming the Cisco VCS is in the initial configuration state; follow the Initial configuration steps
described in the Video Communications Server Administrator Guide (Version X5) to configure the
Cisco VCS basic network parameters:

» LANL1IP (v4 or v6) address

» Subnet mask (if using IPv4)
» Default Gateway IP address (v4 or v6)

Note: Cisco VCSs require static IP addresses (not dynamic i.e. served via DHCP),

The initial configuration can be performed in one of two ways:
» using a serial cable
» via the front panel of the Cisco VCS

Refer to the “Initial configuration” section in the Cisco VCS Getting Started Guide for details.




Step 3: Access Cisco VCS using the web interface

After the basic network parameters have been configured (and as long as the network access policy
permits it) the Cisco VCS web interface (login screen) should be reachable using a web browser —
after entering the Cisco VCS’s IP address (or FQDN) into the browser’s address bar, the Web
interface login screen should be displayed.

Note: This deployment guide is based on configuration using the web interface. If you cannot access
the Cisco VCS using the web interface after completing the initial configuration (assigning the IP
address), speak to your network administrator.

To log in to the Cisco VCS using the web interface:
1. Enter the IP address of the Cisco VCS into the web browser’s address bar.
The Cisco VCS web interface login screen should be displayed in the browser.

2. Click Administrator login.
3. Enter the following (default) access credentials:

Username admin

Password TANDBERG

4. Click Login.
The Cisco VCS Overview page should be displayed.

Note: Next to each configuration parameter on the web interface there is an information icon ‘.
Clicking the icon opens an information box in the browser containing information, usage notes and
the default value of the related parameter.

Refer to “Web interface” in the “Using the Cisco VCS” section of the Cisco VCS Administrator Guide
for more details regarding using the web interface.




Step 4: Change admin password

By default (on system initialization) a single Administrator account is defined in the system. It is
recommended that the default admin password is changed (from TANDBERG).

To change the administrator user password:
1. Go tothe Administrator accounts page (Maintenance > Login accounts > Administrator
accounts).

2. Select the admin account.
3. Enter and confirm the new admin account password for the Cisco VCS.
4. Click Save.

Note: The password strength (security level) of the entered password string is displayed. The
strength is based on the variation of characters in the string, especially by the inclusion of non-
alphanumeric characters such as $%"&.

The best password strength is given for passwords which contain character combinations of at least
two lower case letters (a-z), two upper case letters (A-Z), two digits (0-9), two non-alphanumeric
characters (i.e. !"£$%" &*) and which are the maximum length (14 characters).

Refer to the “System administration access” section of the Cisco VCS Administrator Guide for more
details regarding Administration access.




System configuration

System configuration

Refer to the “System configuration” section of the Cisco VCS Administrator Guide for more details
about each configuration section.

Step 5: Configure System name (recommended)

To configure the System name (recommended):
1. Go tothe System administration page (System configuration > System).

2. Enter the required name in the System name field.
3. Click Save.

Crwerview Status System configuration WCS configuration Applications Maintenance

System administration

‘I System name [

System name @ i

~| Administration access |

Session time out (minutes) |0 1
Telnet service Off w1
55H service on w1
HTTF =ervice on w1
HTTFS service on w1

% Restart

Note: It is recommended that the System name should be unique within an organization or network
and should be limited to a maximum of 16 characters in length (as the LCD panel on the server can
only display a maximum of 16 characters).
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Step 6: Administration access — Session time-out (optional)

The Session time-out value determines the length of time an inactive administrative session is kept
open (before the session is automatically closed), in minutes.

A Session time-out value of 0 (zero) keeps inactive administrative sessions open indefinitely (until it
is ended manually — by closing a browser, or terminates due to a network condition — loss of
transmission).

It is recommended to use the default value of O while initially configuring a Cisco VCS, then a finite
time (for example: 15 minutes) when the platform is in production.

To configure the Session time-out value (optional):
1. Go tothe System administration page (System configuration > System).

2. Change the Session time-out value (set in minutes).
3. Click Save.

Civarieny Status System configuration WCEB configuration Applications Maintenance

System administration

‘I System name |

System name MywCE i

-I Administration access |

Session time out (minutes) i

Telnet service Off = 1
S5H zervice on w1
HTTF =ervice on w1
HTTPS zervice on w1

Save | Restart




Step 7: Administration access — Service access (optional)
By default, administrative access is permitted using SSH, HTTP and HTTPS and denied using Telnet.

Unless there are specific security requirements, it is recommended that you do not change the
services that can be used for administrative access.

To configure which services can be used for administrative access:
1. Go tothe System administration page (System configuration > System).

2. Modify the permitted access by changing the value (On or Off) of the drop-down menu for the
relevant service (Telnet, SSH, HTTP and HTTPS).

3. Click Save.
4. A system restart is required, click Restart (the Restart page will appear, click Restart system).

Crverii e Status System configuration YWio8 configuration Applications Maintenance

System administration

‘| System name |

System name MyWes i
-| Administration access I

Sezsion time out (minutes) % 0 i

Telnet service Off [

SEH zervice on o w1

HTTP service on o w1

HTTPS zervice on [
Save [ Restart

Note: HTTP enabled access allows the Cisco VCS to redirect the session started as HTTP to an
HTTPS session. It does not allow non-secure access to the Cisco VCS.




System configuration

Step 8: DNS configuration - DNS address

The Cisco VCS must have at least one domain name server address defined if it is using FQDNs
(Fully Qualified Domain Names) instead of IP addresses when specifying external addresses (for
example for LDAP and NTP servers, neighbor zones and alternates), or when using features such as
URI dialing or ENUM dialing.

1. Gotothe DNS page (System configuration > DNS).

2. Enter avalid DNS server IP address (IPv4 if the Cisco VCS is using IPv4, IPv6 if the Cisco VCS is
using IPv6) in the Address 1 field.

3. Click Save.

Overview Status System configuration WiZ5 configuration Applications Maintenance

DNS

‘ 1/ Saved: DNS seftings have been saved.

~| DHS server I

Address 1 i

Address 2 i

Address 3 |

Address 4 [

Address 5 [

-| Iomain name [

Domain name example.com i

Save

Note: Addresses 2-5 can be used for alternate DNS server addresses (for resilience purposes), or
alternatively for DNS server addresses which serve different types of lookup data (for example,
ENUM lookups).
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Step 9: DNS configuration - DNS Domain name & Local host

name
The Domain name is used when attempting to resolve server addresses configured on the Cisco VCS
that are without any form of qualification (e.g. myserver or my_server but not my.server.com). It

applies only to the following:
» LDAP server

» NTP server
» External Manager server
» Remote logging (syslog) server

The DNS Domain name is appended to the unqualified server address before a query to the DNS
server is executed.

To configure the Domain name:
1. Go tothe DNS page (System configuration > DNS).

2. Enter the Domain name.
3. Click Save.

The Local host name defines the local DNS host name of this Cisco VCS.
To configure the Local host name:

1. Go tothe DNS page (System configuration > DNS).

2. Enter the Local host name (a string comprising of only letters, digits, hyphens and underscores
(no spaces) — where the first and last characters are letters or digits).

3. Click Save.

Overview Status System configuration WCS configuration Applications Maintenance

DNS

DNS server

Address 1 10.0.0.1 [
Address 2 L
Address 3 [
Address 4 L

Address 5 I

DNS settings

Local host name

Domain name

Save




Step 10: Time configuration — NTP Server and time zone

An NTP server is required for H323 systems and systems with traversal zone relationships. It is also
strongly recommend that an NTP server is configured to maintain accurate Cisco VCS log message
timestamps.

The Time zone setting provides log messages in local time format. The time derived from the NTP
server is UTC time (coordinated universal time). The Time zone setting provides the system with the
local offset to UTC.

Note: Event log entries are prefixed with a local time value and suffixed with a UTC time value.

To configure the NTP server address and time zone:
1. Gotothe Time page (System configuration > Time).

2. Enter the NTP server's address into the NTP server field. It can take any of the following formats:
e |P address
e  FQDN (fully qualified domain name)

e Unqualified server name to which the DNS Domain name will be appended (for example,
myntp_server would be appended with the DNS_domain_name to fully qualify it as
myntp_server.DNS_domain_name)

3. Select the relevant local Time zone for your region.
4. Click Save.

Qe ryiew Status System configuration WS configuration Applications Maintenance

Time

Configuration |

MTF server i
Time zone @ = |1

Refer to “Time” in the “System configuration” section of the Cisco VCS Administrator Guide for more
details regarding NTP server and time zone configuration.

Note: The local time is displayed in the bottom left corner of the Cisco VCS web user interface.




Step 11: SNMP configuration (optional)

Note: SNMP is required when integrating with Cisco TMS.

To enable and configure SNMP:
1. Go tothe SNMP page (System configuration > SNMP).

2. Set Enabled to On.

3. Enter the SNMP community name. By default this is set to public. This value is used as an
industry standard for SNMP community names.

Note: When integrating with Cisco TMS the SNMP community name must be the same as the name
configured in Cisco TMS; both the Cisco VCS and Cisco TMS have a default name of public.

4. Enter the System contact and location details. These optional settings can be retrieved via
SNMP managers to identify persons responsible to perform local maintenance.

5. Click Save.
6. A system restart is required, click Restart (the Restart page will appear, click Restart system).

Overview  Status  System configuration  VCS configuration  Applications  Maintenance

-| Configuration I

Enabled

fon =]

||Jublic 1 | 1

i

IMP community names

yetem contact

(%]
o

Location

Save

Refer to “SNMP” in the “System configuration” section of the Cisco VCS Administrator Guide for more
details regarding SNMP usage.




Step 12: External manager configuration (optional but
recommended)

External manager configuration is required to enable the Cisco VCS to communicate with an external
manager (Cisco TMS).

To configure the necessary External manager parameters:

1. Go to the External manager page (System configuration > External manager).

2. Enter the FQDN or IP Address of the external manager (Cisco TMS) in the Address field.
Alternatively an unqualified domain name can be entered as long as the DNS Domain name has
been entered as described in Step 9 of this document.

3. Configure the external manager Path. The default path (which also must be used when using
Cisco TMS) is tms/public/external/management/SystemManagementService.asmx.

Configure the External manager protocol by selecting HTTP or HTTPS from the drop-down
menu (this is the protocol the Cisco VCS will use to provide feedback to Cisco TMS).

Note: Cisco TMS may automatically configure the Cisco VCS’s External manager protocol to
HTTPS. See below for more details.

4. Configure the External manager Certificate verification mode by selecting On or Off from the
drop-down menu. The certificate is only verified if the value is On and the protocol is set to https.

Note: If the External manager protocol is set to HTTPS and Certificate verification mode is
set to On, then relevant certificates need loading before the External Manager connection can
become active (see document D50520 “Implementing Secure Management” for details).

If either External manager protocol is set to HTTP or Certificate verification mode is set to
Off, then no certificates need to be loaded.

5. Click Save.

Owerview Status System configuration WCS canfiguration Applications Maintenance

External manager

Configuration [
Address i

Pratocal i

Certificate verification made i

Automatic configuration of external manager protocol in Cisco TMS

Cisco TMS automatically sets the Cisco VCS’s External manager protocol to HTTPS if Cisco TMS is
configured as follows:

» Administrative Tools > Configuration > Network Settings, TMS Services > Enforce
Management Settings on Systems = On and

» Administrative Tools > Configuration > Network Settings, Secure-Only Device
Communication > Secure-Only Device Communication = On

If you do not want Cisco TMS to force the management settings on the Cisco VCS, turn Enforce
Management Settings on Systems to Off.

If it is sufficient for the Cisco VCS to use HTTP (rather than HTTPS) when proving feedback to Cisco
TMS, turn Secure-Only Device Communication to Off.




Step 13: Logging configuration (optional)

The Cisco VCS collates and stores system log messages locally. Log messages can (optionally) be
sent to a remote syslog server.

To configure a syslog server address:
1. Gotothe Logging page (System configuration > Logging).

2. Enter the address into the Remote syslog server field. It can take any of the following formats:

e |IP address

e  FQDN (fully qualified domain name)

e Unqualified server name to which the DNS Domain name will be appended (for example,
mysyslog_server would be appended with the DNS_domain_name to fully qualify it as
mysyslog_server.DNS_domain_name)

3. Click Save.

Note: By default the system log level is set to level 1. This configures the Cisco VCS to output high
level (easily readable) events in system log and syslog messages.

Crwerviewn Status System configuration YiZ 5 configuration Applications Maintenance

Logging

-I Logging |

Log level @ (|

-I Remote syslog server |

Remaote syslog setver myloggingserver 1

For more information on log levels refer to “Logging” in the “System configuration” section of the Cisco
VCS Administrator Guide.




Enabling registrations and calls

The Cisco VCS platform supports two different signaling protocols: H.323 and SIP.

The Cisco VCS also supports interworking functionality. Interworking enables calls initiated from one
signaling protocol to be made to destinations which use the other signaling protocol (i.e. from a SIP
registered endpoint to a H.323 registered endpoint and vice versa).

All endpoints which are required to make calls via the Cisco VCS must first be registered to the Cisco
VCS.

The registration process (at high level) requires that the endpoint first makes its address (identity)
known to the Cisco VCS. The Cisco VCS then accepts (or rejects) the registration. After the endpoint
is successfully registered, the Cisco VCS will attempt to route all signhaling messages received for the
endpoint address (identity) to the endpoint.

Some endpoints support a single signaling protocol (i.e. H.323 or SIP); some endpoints support dual
protocol registration (i.e. H.323 and SIP).

Endpoints registering using H.323 can register the following address types to the Cisco VCS:
» H323ID - for example: userl oruserl@example.com

» E.164 number — for example: 0123456789

Endpoints registering using SIP can register the following address type to the Cisco VCS:
» SIP URI - for example: userl@example.com




Enabling registrations and calls

Step 14: H.323 only configuration (optional)

By default H.323 endpoints can register with the Cisco VCS and make calls to one another using their
registered addresses (H.323 id or E.164 number).

Note: To check which endpoints are registered to a Cisco VCS go to the Registration by alias page
on the Cisco VCS (Status > Registrations > By alias).
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Enabling registrations and calls

Step 15: SIP only configuration (optional)
SIP endpoints register SIP URI (Uniform Resource Identifier) addresses to the Cisco VCS.

SIP URIs are made up of the user information @ domain name (for which the Cisco VCS has
authority).

The domain name must be configured on the Cisco VCS to allow SIP endpoint to register, using the
domain name as part of the URI.

To configure a SIP domain:

1. Go tothe Domains page (VCS configuration > Protocols > SIP > Domains).
Click New.

Enter the domain name into the Name field.

Click Create domain.

The Domains page will display all configured SIP domain names.

ok

Overview Status System configuration VCS configuration Applications Maintenance
Domains

example.com View/Edit

Mew| Selectall| Unselect al

Note: After the domain name has been configured (on the Cisco VCS), SIP endpoints will be able to
register using this domain name, for example: a Cisco VCS is configured with the domain name of
example.com will accept registrations from an endpoint registering using SIP URI of
userl@example.com.

Note: After SIP endpoints have registered, they can make and receive calls using their SIP URIs.
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Step 16: Mixed H.323 and SIP configuration

The following configuration recommendation assumes that the Cisco VCS Control is authoritative for a
single SIP domain (i.e. has only one SIP domain configured).

Perform the following instructions after completing steps 14 and 15.

The following steps describe how to configure the Cisco VCS to:
» check if a called address contains a ‘@’ character — if it does not, then ‘@’ and the Cisco VCS SIP
domain name is appended to the dialed address.

For example, if the called address is ‘01234’ the Cisco VCS will automatically append the
configured domain name (in this case example.com) to the called address (i.e.
01234@example.com), before attempting to set up the call.

Note: The purpose of appending the valid SIP domain is to standardize called addresses
originating from both H.323 and SIP devices.

Note: The Cisco VCS will only attempt to search for addresses which match valid SIP URIs (i.e.
using valid SIP domain).

» strip off the SIP domain portion of the called address, and attempt to find a locally registered
H.323 device.

» if no device is located, attempt a second search (without stripping off the SIP domain portion of
the called address) to attempt to find a locally registered SIP device.

To configure the Transform which appends ‘@’ and the configured SIP domain to the called
addresses (which does not already contain an ‘@’ and a domain):
1. Go tothe Transforms page (VCS configuration > Transforms)

2. Click New.
3. Configure the fields as follows:

Pattern string Enter ([*@]*)

Pattern type Select Regex

Pattern behavior Select Replace

Replace string Enter\1@sip.domain

4. Click Create transform.

Overview Status System configuration VCS configuration Applications Maintenance

Create transform

Configuration

Pattern =tring * | (@) [
Priority 1 i
Pattern type Regex = || 1

Pattern behavior Replace | » | | 1

Replace string V@example.com |

Create transform | Cancel |




To configure the Search rules required to locate the locally registered H.323 or SIP device:
1. Gotothe Search rules page (VCS configuration > Search rules > Rules).

2. Click New.

3. Configure the fields as follows:

Rule name

Enter a name (for example: h323search)

Zone name

Select LocalZone

4. Click Create rule.

5. Configure the fields as follows:

Priority Enter 48
Source Select Any
Mode Select AliasPatternMatch

Pattern type

Select Regex

Pattern string

Enter (.+)@sip.domain.* (for example (.+)@example.com.*

Pattern behavior

Select Replace

Replace string

Enter \1

On successful match

Select Continue

Target zone

Select LocalZone

6. Click Save.

Ovenview Status Systemn configuration

Edit search rule
Configuration
Rule name
Prigrity
Source
Pattern type
Pattern string
Pattern behavior
Replace =tring

0On successful match

Target zone
Save| Delete| Cancel

VCS configuration Applications IMaintenance

h3Z3=zearch i
* |43 i

Any ] 1

AliazPatternMatch = i

Regex | = | 1

(. +}@example.com.®

Replace = | 1

Al

Continue | = | | 1

LocalZone -l |1

7. Gotothe Search rules page (VCS configuration > Search rules > Rules).

8. Click New.

9. Configure the fields as follows:

Rule name

Enter a name (for example: urisearch)

Zone name

Select LocalZone

10. Click Create rule.




11. Configure the fields as follows:

Priority Enter 50
Source Select Any
Mode Select AliasPatternMatch

Pattern type

Select Regex

Pattern string

Enter (.+)@sip.domain.* (for example (.+)@example.com.*

Pattern behavior

Select Leave

On successful match

Select Continue

Target zone

Select LocalZone

12. Click Save.

Overview Status System configuration

Edit search rule
.-.Con!igu.r.alion
Rule name
Priority
Source
Mode
Pattern type
Pattern string
Pattern behavior

0On successful match

Save Delete Cancel

| Related tasks

VCS configuration Applications

Test whether a pattern match or transform has the expected result

Perform a test search for an alias

Maintenance

- ._uri.searc:h _. i
* | 50 i

Ay ]

_Al.iasPat:lsrn.IJatcﬁ |

.Re.gex ™ i

(. *y@example.com.® i

Leave (M .1
Continue % | i

LocalZone Bt | I

Note: It should now be possible for:

» an H.323 device registered as H.323id = “userl” to call a SIP device registered as SIP URI =
“user2@example.com” by calling address “user2” from the H.323 endpoint

» a SIP device registered as SIP URI = user2@example.com to call an H.323 device registered as
“userl” by calling address “userl@example.com” from the SIP endpoint

Note: Some SIP devices will automatically append the SIP domain to a dialed address, for example it
may be possible for the user to enter “userl” and the device will actually call userl@example.com.




Appendix 1 — Configuration checklist

Item Required, recommended or Make a note for your reference
optional

Cisco VCS Administrator | Recommended See http://www.tandberg.com

guide version X5

Cisco VCS Getting Recommended See http://www.tandberg.com

Started guide

IP version Required 4 6 Both

(Circle one)
IPv4 default gateway Required

(if using 1Pv4)

(Fill in IPv4 address)

IPv6 default gateway

Required
(if using IPv6)

(Fill in IPv6 address)

LAN1 IPv4 address

Required
(if using 1Pv4)

(Fill in IPv4 address)

LAN1 IPv4 subnet mask

Required
(if using 1Pv4)

(Fill in IPv4 address)

LAN1 IPv6 address

Required
(if using 1Pv6)

(Fill in IPv6 address)



http://www.tandberg.com/support/documentation.php?p=User_Manuals
http://www.tandberg.com/support/documentation.php?p=User_Manuals

System name

Recommended

(Write system name)

Administration access Optional Minutes No time-out
time-out —
(Fill in and / or circle one)
Adm_inistration access Recommended Telnet SSH HTTP HTTPS
services
(Circle allowed access methods)
DNS server address Recommended
(Fill in IPv4 or IPv6 address)
DNS local host name Optional
(Write host name)
DNS domain name Optional
(Write domain name)

NTP server Recommended

(Required for systems using

H323, or to maintain accurate .

log message timestamps in (Write server name or IP address)

SIP only deployments).
Time zone Recommended

(Write time zone, e.g.: GMT)




SNMP enabled

Optional

(Recommended when
integrating with Cisco TMS as
an external manager).

On Off

(Circle one)

SNMP community name

Required
(if SNMP is enabled)

(Write community name, normally: public)

SNMP system contact Optional
(Write contact name)
SNMP location Optional
(Write location)
External manager (Cisco | Optional
TMS) Address
(Write server name (FQDN) or IP address)

External manager (Cisco | Required HTTP HTTPS

TMS) protocol

(if using an external manager
such as Cisco TMS)

(Circle one)
External manager (Cisco | Required on Off
TMS) certificate (if using an external manager,
verification mode such as Cisco TMS)

(Circle one)

Remote syslog server

Optional

(Write server name or IP address)
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