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Manager ZFEEETRH) 1) URI K 557

1% URI 5 B R S 859X Ek

FH 1 #E4T URL FEAY I, Cisco Unified Communications Manager 234 > Hi 4 1 31 5C ¢ URI ) H %519
ik, AR URL S H 545Gk &nT DM URL B8 A B 50, W af DMEH URLACE H
KT,

£ URI BaEFR B R S5

] ;P15 %) Cisco Unified Communications Manager i, #45n]{ F{45 %) SIP URI 372 B 3 URI ¥
Bt. Cisco Unified Communications Manager 7 2 H F* it & "1 {# 47 % SIP URI.

JH PR E MU, Cisco Unified Communications Manager 23 H 5% URI M52 ] 7 i & 45 72 3
Ha SN E . XA B3 A H ) Hk 551 H 3 URL. Cisco Unified Communications Manager
2K URTJBAEERN Y X, BIE 3 URI.

DL N AT 25 26 i 2 MR A 44 T BB Cisco Unified Communications Manager DU H s 5 4% & URI 1)
AR

UK

gz A RN
PR 2 R H o S N 2B %
SRR3R BRI
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IR H 3¢ URI S5 5 H sk 5 i A 5.

f£H URI ECE B XS4
RaT AR E AN F P RIS H S S 5 ) URLe R A T I BURIPEAL H A AEH] URT BEE H > 564 .
FAEH] URT ECE H 50, T5AT B A

UK

#1821 $7ITF Cisco Unified CM &I8 71 .
P$IB2 EHIFIUEEEH > BRSH.
T HFIHEBFSBE KBS .
LB 3 EHRIFERE U H R,
HRSBEEL IS .
S 4 3B R URL 7
SIES £ URI 54§58 ¢ H 5 SIP URIL.
TIE6 N XY EFIE L X .
TR BT 505 URLI IS RL B FE URL 70X . G5 URL S INES H 5650840 8 11 4% H
s
W K XU N 2E S P8 R 2= 8], DR 7 n] BAR) H S5 ik gy,
T8 LR

KEXH %X URI 7 [X
ALK Cisco Unified Communications Manager U URI FUERIA 73X 565 H 55 1875 OAH G IEE

| &

BEESH LM URLIRS, IR ERIN H 3 URL 73 X 508 H 3518 1970 AR REE
DR SR I R A (8] A AT SRS 3 I 2 X, USRS — A 7 O AR g ST
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# SIP ik 2 A DN LT AR ]
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#1181 47JT Cisco Unified CM I8 5iif .
$IB2 kRG> A S
A S E & ST
PR3 KBRERAPSENS .
PB4 EEF URLBIZHXATT, W FHAIR P IEREE M5 X .
YIRS LiHRTF.

BN H 3% URL 20 X 548 H 5 i 70 XAHOCEE . Kk, Cisco Unified Communications Manager 1]
PLKEAE N URI EAY 2 i S ) H o5 .

ISERf ERoA 7 DA 3 2 R L 2 ), DU P R AT H S5 B A

7E SIP 153k 0 ;2 F FODN LU {TEE 22 A R4

T A HE ] URT FBE R NfiAT, 85520 £4 Cisco Unified Communications Manager 7£ SIP 1 3K Hh i
Mgl Es4 (FQDN).

UK

$I% 1 §TJT Cisco Unified CM 38 7L .
PIR2 EHRE > REFRE > SIP REXH.
T FHTIH SIP B & ST E 4TI
SIR 3 AR IERRIE 1 SIP i E 1.
iBfE IV BRI SIP FL'E SCfF . nSRFT 2L, MO v A& S ¥ B IA SIP i & SR R AR .

SRR A EFFE SIP ERPEATEREE R, RAEFRT.

=Mt 4
5 SIP it & SCF 5 B 5 URI B 0L BTl W & A SR B .

1B = 1|=| 7|‘E
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AEFATH

oaT LA LA Py 3 B TR A A

o THRTESEH — CBRIAED k7%, 7E Cisco Unified Communications Manager b 152 B 11 4%
DU 7 W IY 2 #2302 8 30 I 25 P AL v v 15 R R IV 2
o FPEEl — b vk, A LUK Cisco Unified Communications Manager 15 B 4 B3R F 1 42%
R BT B LUV DTMF &, SR G A Regkalkmpny,
WUREEHE DvO, Cisco ZEUUHE AN B & H P il i o 5 A e . R 1 P il 0 15
FRIELEE, WD) REIE H T DVO-R A i 2y o
BHRES(EAPE G R, IESRHERAN (Cisco Unified Communications Manager HREF

WS54PE) TAREZS I DyO VM RIS
R E 1T 242§ F (5 78 [0 g

AR SRR B RE H AR Y N B RIS BRI R B 18 BT R, BRI SR k. AR
FEANME S, WS SIS Sh R IR s g fE H ks (ATik) R,

FIaZ Al
ISy 1) 42 ) ) v 215 A A1 D REAE Cisco Unified Communications Manager A 6.0 FlHE & hid A HH 52 3¢
o

ST 3 ,;\Q . = —=h Vaxax O

W E P EH1E F{F4E 06

| &

BEERW S EEIRES R EE D) BEAE Cisco Unified Communications Manager A 9.0 FTEE g ki AS 4243t

BEE I P00 R 785 A5 A [ T

1. A E Cisco Unified Communications Manager VA7 F5VE 1546 0138 F B E Cisco Unified
Communications Manager.

2. fEHLUR B —BE B
o X BIAR R T 5 A 0] g

o LS LA P2 A
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BEEFRN DvO-RGERAN LR i P B a5 iR AN, Cisco ANSCREHT T #2554 g
SR M e S ) “DyO (Y585 7 7 BUh SN IRAT L 58, %5 i 5 A ¥ 3)
NG & W ERFIR=R TR NN

WA & 500 B LEThRE, R [l iy 4 B R 1 S i B RS IR R 45, Cisco Unified
Communications Manager 1543 % 4% DvO-R FEIY,

% & Cisco Unified Communications Manager L 3% 33%1E & 15 8 [0] 16
i AL 7] ¥ & Cisco Unified Communications Manager LAz 47 F 747 il 1605 25155 A4 o ke

UK

#1181 47JF Cisco Unified CM I8 51l .

TR2 EHFRER > RESHL

B3 EARERFHAIR Y, LTSI Cisco Unified Communications Manager.
LB 4 7ERRSS MR, 1EFE Cisco Call Manager GEFID .

TR EEEESY (RE - B —SBEFER Mo PICEIZRE.

iR BBy T B BEE T AR € T Cisco Jabber. 7 5 e e B IX LU B (A5 B, 1 S Dl RS A
] Cisco Unified Communications Manager & ¥ 34858 ) H IHHIIANZF DvO VM Kl
9%

FE6 PlRTF

BRI B RAIE S SR E
SR FEL SRR 1 g 217 PO O PP PR 8 5 (5 R 2

FHia Z |l

* 7F Cisco Unified Communications Manager | 13 B4R 3s . A CTELIME B, 5SS R ERAT
{Cisco Unified Communications Manager ¥ 514554 ) T HIRL IR RE 5

* WA Cisco Unified Communications Manager b B AR TSR, 15 ARG TE YR I i i
#ho HRUMEE, BHSHEHIMAR (Cisco Unified Communications Manager & P 55 )
(YRR BRI A T o

UK

$I8 1 $THF Cisco Unified CM EIE A H .
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a) EPERE > BIE.
b) WREMEARL,
c) EPEWALZHUUFTITHRIEEE S 1.
P 3 EXRBMBIIRRT 0 H, BRI .
R AR IE S AR BT E W TAE, &M P AE Cisco Jabber 22 ) it 4 A ) DvO [H[nY 5
VLRI AE “REBbriRBC S B N B B b5 i .

WA il T 7 U E R
* Cisco Unified Communications Manager iiiA 9 — fE—SBIBEHEM RIS Fhslkd, EHFAR
Y=l
* Cisco Unified Communications Manager iz & 10 (/7% Dial via Office) — fE—S BB E 548 KB
TRy, R PES.
* Cisco Unified Communications Manager iR 4% 10 (% Dial via Office)
c E—SBIEEEAERE FMhyRD, SRR RIS .
* {£ Dial-via-Office R IEEER KRG Muil& b, EHFHPEH.

SIS PRTF

Xtz Bir e HiE S (S AR E
O FEL SRR P T S g 2 7 BRSSP P 5 (5 R i

FrIaZ Al
* 7F Cisco Unified Communications Manager | 1% B R385 . A OCTELIME B, 5SS BT
{Cisco Unified Communications Manager 15 B G145 55 ) P IR 36 B 55

* 40 RAE Cisco Unified Communications Manager I ¥ B ARG URAL, TEAESEARTEIR 41 L% B R
W HRVEAIME R, WS REBIRUAR (Cisco Unified Communications Manager & ¥ (i f8Fg )
(YA BRI A T 4

B2

#1121 $7JF Cisco Unified CM &8 7L .
IR 2 $icln T 77 U0 L A A
a) EFIRE > BIE.
b) RERE A
o) EFWAAILATITRIFEREE .
WIR3 (EXRBKBRIE BRSO H AR R
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EE{EMERm MusRT, EFR P

* Cisco Unified Communications Manager A& 9 — {f—SiBiEH 55

AL
* Cisco Unified Communications Manager iitA 10 (AN& Dial via Office) — (E—S BB FE5FaRME

ThyI, R P ES.
* Cisco Unified Communications Manager /iR A< 10 (55 Dial via Office)

c E—SBIEEEMEREE TR T, PR ST
* {E Dial-via-Office [R 315 FEFERME MRy LH, LA PEH .

SRS PlRTF

b=
EEHBE

ERAT: P
VBT IS5 e O R G DA RSP T
* P ek e BT SR il B, AR RILI% E o TP AT RUAGE & ISR AR 55 45 ) H ok
EFAEN
* H7 AT BUERR IS WP (R AR N B B S T AT N

VAR e = GRS EE NS
V(R A IR 25 K B D04 W] s Y mT DA g A3 B 73 KBRS

BREREMIETES

IEAF: Cisco Jabber Windows Ji A<l Mac Jigx 4~
A Cisco Unity Connection H1 % & T LKA B & LR BT, WA 7 T LALE Jabber Hr iy ) H R
RS

UK

FE1 ftUnlty Connection 18T, #32B=/E.
PE2 HEAENEE: ®REH (X wENEMLUE L6
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s VARG BTN g, 577 T

o AR, 5 78 BT

s WHERAMN AP , 579 50

« Beah & i LR AR RS IR 5 5 80 T

o FRERIE T RIS, 26 81 TL

* {fi[f] Cisco Jabber Analytics BEATEEM , 25 82 1T
s AL E RS, %83 it

o B B2 hR%s , 5 83 L

FEHIAETE BT B8]
BAT: P i
VERS AR S UE IR #8 RVFEKE AL TR SR B BIFRE W I B 3 R 4
W¥oshge ) L AR SRS 1
© FIEANE
< EHEIFIIE A
& n] LUE ] ForceLogoutTimerMobile ZHU1E RS 8h %/ vy 1L & LI AE
S ) AR SRS A
o RAE B B bR
o BT AEIER K I AE_EARAT AR 20
0T LI ForceLogoutTimerDesktop 275 L1 % ) ity LWL & L Dy e«
WRABEISHL, T s HEhEH.
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o] B0 R B
ERTF: Cisco Jabber Windows i A<
BEE I R T L P R Al 2 7 i o 2l 38 (1 10 i o AT LA PRI A il R o 1)
o PP IR P i S AR AL ) R A
© FPAEARHURAE o) AR S, ARG RS A%
% P A HTTP POST J7vASRAS I R . BIEE e UIA LLERZ POST ik,  JFAE HTTP JR55 4%
FARE A URLAE IS 280 B AL KRR AR AR 1) R, T ARSI A2 A P ks B 1
HTML Gl DAELE S A i iR i
Fr& Z il
SERCLA D R UL £ AT -
1. ZEERIECE HTTP RS 45 -
2. G A WA LIS HTTP POST 153K,
3. @)% HTML Ui DS 7 e LAt At A7 () 1o JUAR 5 o 485000 HTMIL U T8I 0,55 2 52 ) AR 75
TIAEN 2P AFREINAR B, PRI 1 e SCRIA R AT ) R 5 TR R A

PATF A2 52 1) AR 1 () 7 i 2

<form name="uploadPrt" action="http://server name.com/scripts/UploadPrt.php" method="post"
enctype="multipart/form-data">

<input type="file" name="zipFileName" id="zipFileName" /><br />

<input type="submit" name="submitBtn" id="submitBtn" value="Upload File" />

</form>

UK

I fE HTTP k55 a3 LIEE 0 A e SUBA.,
IR 2 LRI E A 4R e BIA ) URL 154 PrtLogServerUrl 4 (118 .

ﬂﬂﬂ:ﬁﬁ%ﬂl‘lﬂ@j:&%ﬂ/‘]ﬁ“ﬁé\ﬁfj_ﬂ CiscoJabberPrtDecrypter.exe 'TXE Windows l‘[’ﬁ*ﬂiﬁﬁﬁ J'JF@A{:’(\
EZEREFH . Z T RAL TS

® —~help — E%ﬁﬂﬂ/ﬁﬂw

* ——privatekey — FREMPISCAF, LI ARG SR HEA (pem) BN NAF B A H PKCS#12 (.pfx)
f#% e
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* —-password — CHJIE) WAL NFAEH SCAE 52 B A PR AP

* ——encryptionkey-fRiE MNE B HIA, Hilllesk.

* ——encryptedfile — FREME AF, BIU file.zip.enco
* ——outputfile — FEHIH SCAF, BIU decryptedfile.zipo

® —-mobile — ?E‘X’E’ﬂ% E %Zijj%}i' ‘fﬂ%ﬂg Mﬁ*&%o

Fra Z Al
SR ) AR, AT LU I
o AT N A ) AR A I, R BT RN zip STEFIRP AN SO
* file.zip.esk — I IR PR EH o
* file.zip.enc — {i [T} AES256 M 4 R A K0¥5

o FT s Bt FOUE S AL .

SIE1 £F Windows ¥+ IFar S8R~ 15T o
ﬂ%%%z E%ﬁﬁﬁm C:\Program Files (x86)\Cisco Systems\Cisco Jabber\ Eii%o
PR3 WA HIER S

EiﬁﬁégfhfﬁHGﬁ%Wﬂz CiscoJabberPrtDecrypter.exe —--privatekey C:\PRT\PrivateKey.pfx --password
12345 --encryptedfile C:\PRT\file.zip.enc --encryptionkey C:\PRT\file.zip.esk --outputfile
C:\PRT\decryptedfile.zip

%zibégfhfﬁHGi%ﬁﬂz CiscoJabberPrtDecrypter.exe —--privatekey C:\PRT\PrivateKey.pfx --password
12345 --encryptedfile C:\PRT\file.zip.enc --encryptionkey C:\PRT\file.zip.esk --outputfile
C:\PRT\decryptedfile.zip --mobile

WA s, W G SO WERATAE TR S H, WIS RSO A fir AT 7R B R

EBEIRENANIRAEL

BEBRTF: HT#31E )4 Cisco Jabber.

TATVEBUIBANAE AV £ LAY ] Jabber, EERG AT ¥ & &5 %24, 1K ForceDevicePin S0 & N
true.

ZNCIR

<ForceDevicePin>true</ForceDevicePin>
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WEANANIRBIRG, W R Jabber VEFH .
AP R B A NRAEGLE T, ™ 6 20U 1) 46 v B I AR A TR A5 sl SO R AR
B A

o WS 8 sk Jabber, R RNEILE T A S, W Jabber 25K A H 2T C IR TR
R ARSZARY, W VR Jabber 345

el Pim B A 44 E S E
ERTF: HT#3)% ) i Cisco Jabber.

Cisco Jabber S HF $5 8Ll [H 5 U3 50 UE AT 7 22 428 5k 38 mT LA IR L8 5040F Ty vA R DR F 7 RE RS AR
M. A SRR B %% LY Cisco Jabber.

FELA B0 T AR SO # Y0 5k

* W Cisco Jabber Android A< H 7 7ET- 3088 1F 2hid 85 J5 6 5% Jabber, 1] UAH FH Fis 20k 1051
BAE

* Cisco Jabber iPhone F1 iPad WA 7 F Falid: 45 ak H 2073 4 )5 & 5% Cisco Jabber I, Haefd H
Touch ID &, Face ID %1l % >k Cisco Jabber.
1 it & 231 Local AuthenticationWithBiometrics, & ] i F I 36:41F 7217 Cisco Jabber FH 7 & 5%,
I DU RMERC B S5

* AdminEnabled—Cisco Jabber $i&715 Fl ) {ff I Fi S0 sl S RUp EAT U0 o TP e 2004 P A= 0 B
HE 3% Cisco Jabbero {HIE, WERHIT MIBC& AN SR ARG D, WIHT 25008 HI L3 5
Ko

* UserDecision (BRIA{E) — Cisco Jabber $i&75 H il FH Fi5 SCal i 38 O AT 504E . FH 7 ] BAvk g
A& 7 A AR TR 5 43 56 1E K %8 3% Cisco Jabber o

* AdminDisabled — Cisco Jabber AN Fi #5 SCal AN IGAE « A2 i) P oA s .
WIS G I0AE I, Cisco Jabber 2 7E RS S I 3 H P g AL AEE

/,T\@U <LocalAuthenticationWithBiometrics>AdminDisabled</LocalAuthenticationWithBiometrics>

A MFFE IR IR R EK
VeI BEDAEIRAT R G S E MR AR S0 R IR B2 BRI Y .
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FFER I N 1 #5542 Cisco Unified Communications Manager [f)— i fig. & Bher, 325 0] LA B8 15 X
TR, (EARA AT AN B T .

WU 3% — I Unified CM D RE, L3 95 d GRS A7 14 )38 1 00 175
* Jabber AT A BR MW AU S35 A0 AT FE T o A PO 24 (0 A B M i 0 WP 3247 3¢

H o
* Jabber il AN SZ R W I8 AN B AN o
o S EURE A T FR BR AR W AP SR E D) B8 . Jabber ASCHREIADIIBE, B, ARG S .

Ik 55 7% 45K
o FATTEUGT P SRR M T R Y SR
* Cisco Jabber Windows ix A& fil Cisco Jabber Mac it A< 75 % Cisco Unified Communications Manager
9.x BT = hRUAS .
* Cisco Jabber iPhone 1 iPad fit4< } Cisco Jabber Android iz A~ 75 % Cisco Unified Communications
Manager 11.0 B¢5 S RAS
HELCRR AT Unified CM 75 255 85004 R i W fI s & Dhfg . B0k R B 7 B & B A B B &
Hph 2l e aRiz B AT H, 3 T 8OFN B & 1

A IR QAT P B BRI T B R % E TR R, W52 (Cisco Unified Communications Manager ]
REMCEIRF) -

ERT: IS i
TEICT L sRABEAN Y, T A] Lk AR AR SR I I R

LE4# ] Unified Communications Manager AN 12.5(1) F15E = iR A58 7, Jabber 1] L] Jabber
(14 S HF (BiB) SCHF Unified CM [¥14% 3% . /T Cisco Unified CM B HL T, i & > BiE > FHIE
IR E o B AR RN SR EF DU % Dhfe. Bbak, ien] DAZERFAEYE RN 8RS s H S BiB.

JR BT BE IR P U SR BB 355 ) AR A AR IR TR AT L 38 (1 R AR AL T o

AAIEREBFZ BB EIEIRN

RIS LCT A R N HAT BB A R Y HEAT 5% 5 IR AN AT ) 25 LR RY - Jabber K¢ 11150
TR T SRS . AN, T AR, A LA ZInT A B8 H Jabber BiB [T sk 7EIXAp
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. {# A Cisco Jabber Analytics 3 1TiZ

{& A Cisco Jabber Analytics i#{TiZ

EAT: A% i
h GRS R RYG R i PERE,  Cisco Jabber HJ g S3CAEAEAS AU F AR BE 2 H )% 45 Cisco.
Cisco 1 1 &4l T fi# Jabber 25 ) 3 (148 5 X R AT J7 i dse.
TSI 2 LR ARAE A LM T N 6E: GoDaddy 2 ZRUEPMURNMRIE . T2 AR 55 2$iE+ 44
FRA "metrics-a.wbx2.com" . EFPIC T IEUEFS AR AIAEATE L, 18 27 (1) GoDaddy UE45. 47 5¢
IEBRTEAE R, ES R
BRNTEOL R, @A AL THT TR . nT LARC & BT 28 24
* Telemetry Enabled — fi5 & /& WAL AT 88 o BRIMELN true.
* TelemetryEnabledOverCellularData — 4§ i& 73 A1 54 7 2 1 18 55 2045 F1 Wi-Fi (true) i 2 (Y Wi-Fi
only (false) Ki%. ERIME N true.
* TelemetryCustomerID — MR IEZ 445 i€ 70 A5 B 0K . itk ID 7] U2 W AR il AN 2 2 i
Frds, AT BU@ AR POl HERIE M AR IR P 57 d o A T U] A i 4 JaME—FR R4 (GUID)
(T HBIEE 36 MNFAFIRE— bR iR, B S a4 .

a4

JH T2 PR U R I IANIE T T Jabber 21 BB .

ARXESHENER, WESH (SUSHER) -

K Cisco Jabber WCHEFIAWCER 73BT B8 (1) 56 387, 152 0L Cisco 7R AFASEBE ¥ Cisco Jabber %k
78, MHESY https://www.cisco.com/web/siteassets/legal/privacy 02Jun10.html.

Webex Control Hub %7 &% Jabber 54

ERT: AR
SEIIAE ] LUIE T Webex Control Hub 1 1) Jabber 43 #T. #8345 B 1E 2 87 T A Jabber 2104
L. Jabber 73 Mt (S B SCEESTER AR, B0

< WERH
« RIEMEE
* M Jabber &t BRI EAY
* K H Jabber [ hEHE L
BEyjj1a] Jabber 70 #T, A2 B IF Webex Control Hub. 7F jabber-config.xml FE NS5
* ¥ TelemetryEnabled % & 4 true

* ¥4 TelemetryEnabledOverCellularData % & 4 true
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* Wi, sE4uC
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© W, AR

* {fi ] Webex Messenger [1] Jabber

T s (i & BT AR 55

BERAT: %) i
TeE A B IR IR SS AT 2 Cisco Jabber 424 7] WM IR BEAL B . 015 SAFAELE Cisco

Unified Communications Manager 7.

#& A LAZE Cisco Unified Communications Manager 11.5 358 &y FROAS L & e & s IR Ss, A %1
MfEE, 12 (Cisco Unified Communications Manager R GHC B R ) .

Cisco Jabber Wifa FH /AT &, WeAE R4S 4E ID (SSID) AIEEA R 454E ID (BSSID) 15 B, SR )5 & /b4
24 /NIFFERAE LU R T 0L R ¥ (S B 3% 45 Unified CM:

o HOHHTEN R R AE AR A

* J 1% 5% Cisco Jabber i

« F ) AE AN Expressway for Mobile and Remote Access 4% 2 [A] P4
* Cisco Jabber MIENRAIRAS P BAL T353R .

T B E, il EnableE9110nPremLocationPolicy S5} true {HIC & TCLAT B W47

X} T Expressway for Mobile and Remote Access #%, & 1] LLf§ A EnableE911EdgeLocationPolicy M E
true F11 E911EdgeLocationWhiteList 2% 30 4~ SSID (F 7570 k) HIFIERACE Jo i i I F o

HRIXEESHIE L AR, ESEOH (Cisco Jabber ZZ 4T85 ) -

RIETH BRI R EFRE

BT Cisco Jabber Windows Jii A< F1 Jabber VDI & £ i

P A BRI P R DA A T R A S B AR o 5 P T DA A BRI 4% ek g B
AR . MJRAS 12.7 #2, Jabber fFE% XEP-0258: XMPP " [#)2: bR b vt 0 32 8 UL ix 2t

#& 0] LUAE ] InstantMessageLabels Z40E M2 AR I H o 1% H s 2w R 5\ 7 B b7 ik #851
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S A AR, R IM I H I AR AR R

1. M P abaieik $e b2, RIGA B RIEH IM,

2. Jabber 23K XMPP & 4hrZ5 M %] M.

3. IM EERI GRS 4%

4. GRS ARG A L 2 1 R VRO B R BAT RN IM:
s WS, NSRS R VF IM
s WEARAGE, WIS HIRSS A4 IM.

5. 4 Jabber fEWIRE 1 R IM B, bR BT SR 7 R

A AT H InstantMessageLabels S5 FEANE R, 1EZ0H (Cisco Jabber Z( 5755w ) - ] LLE
Unified CM & #li}, jabber-config.xml Bt & X E I E .

PAR 7 B S 7 B e £ 22 bR 2 b id FH A ] <label>J0 % -

<InstantMessagelLabels>
<item selector="Classified|SECRET">
<securitylabel xmlns='urn:xmpp: sec-label:0'>
<displaymarking fgcolor='black' bgcolor='red'>SECRET </displaymarking>
<label>
<edhAttrs xmlns="https://www.surevine.com/protocol/xmpp/edh">
<specification>2.0.2</specification>
<version>XXXX:1.0.0</version>
<policyRef></policyRef>
<originator>Acme</originator>
<custodian>Acme</custodian>
<classification>A</classification>
<nationalities>Acme</nationalities>
<organisations>Acme</organisations>
</edhAttrs>
</label>
</securitylabel>
</item>
<items> - </item>
</InstantMessageLabels>

BEEMSHUR, Jabber S INMC B 2, FFER M HPT 5K Jabbero X FAEAN SR 22 AhR 2R
Jabber WA EIZATHIB#, IM 2 R ANl 2 bR 2 H S A A
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o Hag i AAXIEIR , 5585
* 7f Chromebook T '# Cisco Jabber Android ilRAS , 58 93 11
* Cisco Jabber s N HFEFFH , & 94 TU

B E X HRARIEDT+
ERT: A

F1 5 SR SR 0 ST 75 HTML P, 57 B Cisco Jabber G128 11 SR AU
SRS s

\)

pE * Jabber ik AP 5T 8 AN SCHFILRL A T SSO I 5T 5 S & 11 3L 2E cookieo  HfLHY T 111 H1 AR A A5 AT
AeCiE Nk,
* JIEFE Jabber & F iy 75 HE U5 1] (AT AT 4 Mb P 38 Web A 25 FC & HTTP k45 4% VAR (A4
HRHEAEER, ESMH (B Cisco Expressway BT B FAEFE VT M F8E 55 ) -

B E XHATIEL -+ E X
15 SR SR ST R S abber -config. xml SCARIFRE . B F XML ACEEL iR i X
B XLEH

<jabber-plugin-config>
<browser-plugin>

<page refresh="" preload="" internal="">
<tooltip></tooltip>

<icon></icon>

<url></url>

</page>

</browser-plugin>
</jabber-plugin-config>

Cisco Jabber Windows JixAxf# ] Chromium ik N AAEZELE H s ik AR TR E BRN 7.
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B e riemeeyx

Cisco Jabber Mac i A< F] Safari WebKit 7& 4t 5 |45k B i N IEIH RN & .
TRV T T B e U A IR LS

T
=]

2%

1L FA

browser-plugin

B B e SCIRAFEIR AT 58 3o
BRI A E SGEIRE X

page

B A SCIRA S T 5 3L

refresh

s I 7 9 2
* true — B 1P BRI T N T 4 25
+ false CBRIMID) — 7RI H R B0 % /s 6 IR P4

WS HOE LN, IFHoE it o i et

preload

FEB T I8 A 2 o
* true — {E%¢ ) S A BN I N A
* false CERIAED — FEHI S FEIZLEIR N DN A 7

WS HGE TR, I L2 IHo R s .

tooltip

2 S E SN AL TR B SO,
WSHUE IR . W B e &5 AR, F ki B e Emi+ .
1%A{H 4 Unicode F-#7 & .

(Sh7

T IR I B bR SR LU b 5 s A BT o e b
« AR —48€ URL WI'R: file://file path/icon name

* fLEEIbx — 45%E URL W'F: http://path/icon name

bR o WA W Y favicon, 7 B o INARLER A bR o

FmT LIS 2 v ) e 2 T LAYE G 4T bR, B335 JPG. . PNG Al .GIF #%3(.
WSHOETIER . R E KR, & uies N HTML 5L N favicon (1L

. Cisco Jabber 12.8 BYThAEBCL &




prazEns

1L FA

e IR IR~ A T /E) URL.

R ity A8 FH 0] W B e e 5 | R ORI N SUE TR 2. R, ST e U W28 SR

AT Y 25

*FF Cisco Jabber Mac it 4%, URL JGZ 704074 HTTP 5 HTTPS.

WS ik

R I AR T 75 22 Windows 25 G 0 56E, WERAEH T, Jabber 2327
FURINESFAEIE . BN, 0 LIYE Windows 38 MF 22 HH BiC & 36 F Al 2% 2%
45,
FHINE 4 B URL IR LU 47

* HKEY LOCAL MACHINE\SOFTWARE\Policies\Google\
Chrome\AuthServerWhitelist

* HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Google\
Chrome\AuthNegotiateDelegateWhitelist

@Uﬁﬂ, 45&1’?}’[@ AuthServerWhitelist *ﬂ AuthNegotiateDelegateWhitelist %[ﬂ%'&ﬁj\]
*example.com, *foobar.com, *bazo 2L 'example.com'. 'foobar.com' oY, 'baz' 45 R [{){Tf] URL
IR T sl . B = w4, W URL 24056 4 VLA .

B P

i 185 14 DX T 2 DX 4% 14T P 508 0 TR A2 40350 T o
o true CERIAMEL) — T80T 9 L2 4 265 (1) P 30 L 1T o
o false — 11 Y T2 R 485 ) 4308 D T o

H R BEXE+

Ry RSV L R B i P SR 2 8 SR IR 1B IR 4 PR URL. I GvE N A
58 RN LI R B EHALS AL

¥ AllowUserCustomTabs % & N true, ZR)5H A B H i L HIETI £,

<Options>

<AllowUserCustomTabs>true</AllowUserCustomTabs>

</Options>

A\

I8 AllowUserCustomTabs JERIAE N true.
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& |
- EEE

B & X El#R
AAFERAEROR, B A g BRI A4 BL R J5:
« JsF: 20x20 %%
* FEHIT 5
* PNG SUfF#% 0

M B TE Sk I+ B R A0 Ay

ST LU B SRR LA 1 SCHR N SR T 5 S HIIR AR Y o O B SCHR A UL TR ) HTML
G

{7 xMPP: Bk IM: WHALEEFR 7 )8 sk .
] TEL: PR EFR 5 5 h 8 AR Ay

R ID £h&
AT E s (UserID) A MAEN url ZHUHM 0. PR, B Uik ${(UserID) &4
BB s 4.

Rx IS LIEE W TR RE $ (UserTD) M Billn,

WWww.Cclsco.com/mywebapp.op?url=${UserID}o

PAR i A $ {UserID} & MA7RH:
Lo ] BUAE 58 SCHRN QR IR 452 LT N 2

<url>www.cisco.com/${UserID}/profile</url>
2. Mary Smith &3¢, @) H P 4 & msmith.
3. %)t ${UserID} AU Mary IR 44, W R PoR:

<url>www.cisco.com/msmith/profile</url>

JavaScript 1B %N

AT AT B e SR A I IR A (1) JavaScript 5. 3 @00 B & 7 i 4 JavaScript 3l S A1) 7
5o PR MU FH IR 401 1) 781 JavaScript 2% o I SCRUANELRE U B 4] 24 5720 i 45 2 ey A
oAt 1 2 XSt AT JavaScript % SN 1% 203 (1) JavaScript SCFY, BL T fEVEAI(E S

B E
iR JavaScript W ENERAE LA 5 AR S |
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JavaScript B0 .

* SetNotificationBadge — #1] LAYE JavaScript H & /7 BP0 it 53 e AT o] LRAAAT R
DTSSR

o 5 — Y AT B A 8 A &
« M1 51 999 )%k
o Wi R A A, Bltn Al

* onPageSelected() — 47 £ A & KA IE IR, 2 S 2 0 H 732
* onPageDeselected() — 4 S IE R T — /N IEIUR I, & umas i .

pEX

A3 il T Jabber iPhone F1 iPad R A<

* onHubResized() — 4 H /7 % P s P S i OGRS BT N, 2% 7 o 0 FH 7 v
* onHubActivated() — & F 3 1 B IR Je % 7 e W e 7 v
* onHubDeActivated() — % /" Jig R & FHE G, %) 4 1 FH 7.

1T B E G £ R TE LR TS
&y LMEFH LAR JavaScript DIfeiT PR AN ITEERRAS, FEANE P i /e SRS 50 -
* SubscribePresence() — 141 F /7 (1 IM Huhit 4y b 77 7248 e 457 HhAH

* OnPresenceStateChanged — W7 ¥5A1 FH 7 B T 10 R N ITEZRIRAS K o B B . &80T
PLFRE LA M2 — N7

* IM Hhuhik
o HARELME (A, BIF. B4k, 13T
s ZREMTESOIRGS (&, e rhal B @ XAEZIRES)D

pEL

o WEAREEAT FAMEBIRAR NSRBI B IELOIRE (BFONIRINAELARZ T, AT FHf 72
68 it e ARG, B AE AT N RRFEZORAS, MBS/ E 2R
e

* Jabber iPad Al iPhone [ A< {3 #F OnPresenceStateChanged.

ERAEXIAMFHIRBXIBZERER
Fn] DU LR JavaScript D)8 M 2 ks 2 56 22N IR S 1 X kv A5 B
* GetUserLocale() — 771548 H 7 BEA% M\ % P s i oK X sk A5 B
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JavaScript &0

* OnLocaleInfoAvailable — I 77 VA P BE0E N Z P i R X sk e Bl AE S . & DU A& &

S DB AR B AT

TR

Jabber iPad F1 iPhone M A1 37 #F OnLocaleInfoAvailable.

=151 JavaScript

LA AR 28 1] JavaScript S m] IAEFE A 1 21 999 2 [a] 5052 A4% 1) HTML BT [Hi 741 -

OnPresenceStateChanged(jid, basicPresence,

document.getElementById (jid) ;
basicPresence.concat (",

var cell =
cell.innerText =

GetUserLocale ()

window.external.GetUserLocale () ;

<html>
<head>
<script type="text/javascript">

function

localizedPresence)
{

",localizedPresence) ;
}
function
{
}
function

{

SubscribePresence ()

window.external.SubscribePresence ('johndoel@example.com') ;

}

function

{

var cell =

}

function

{

}

function

{

}

function

{
}

function

{

. Cisco Jabber 12.8 BYThAEBCL &

OnLocaleInfoAvailable (currentLocale)
document.getElementById ("JabberLocale") ;

cell.innerText = currentlLocale;

onHubActivated ()

document.getElementById ("hubActive") ;
"TRUE" ;

var cell =
cell.innerText =
onHubDeActivated ()

document.getElementById ("hubActive") ;
"FALSE";

var cell =
cell.innerText =
onHubResized ()

alert ("Hub Resized or Moved");

OnLoadMethods ()

SubscribePresence () ;
GetUserLocale () ;



</script>
</head>

<body onload="OnLoadMethods () ">

saexmtherruss [

<td id="johndoefexample.com">unknown</td>

</td>

</td>

<table>
<tr>
<td>John Doe</td>
</tr>
</table>
<table>
<tr>
<td>Jabber Locale:
<td id="JabberLocale">Null</td>
</tr>
<tr>
<td>Hub Activated
<td id="hubActive">---</td>
</tr>
</table>
</body>

</html>

FEMAIETR B TavaScript 2%, 158 LI 7B R 52 HTML utifieh, 2R )5 R 0k st e o e S

RAZEIT R

B EX IR+ R R =

AT LIMEH LR JavaScript B8 ECEE H @ AEDR A R Igny S04

OnTelephonyConversationStateChanged — L% 45 H (1) APL A%/ i Re 5 7 19 2 R AN k0=
BoRFEIYFA, H e IEIR T LS OnTelephonyConversationStateChanged JavaScript
Difige B HER IR R AR, &Pkl o A IR 1R B2 & i BT ) JSON -

GEYERUTITE S
LA AR B s 7 g U A [¥) JSON:
{

"conversationId": string,

"acceptanceState": "Pending" | "Accepted| | "Rejected",
"state": "Started" | "Ending" | "Ended",

"callType": "Missed" | "Placed" | "Received" | "Passive"
"remoteParticipants": [{participantl}, {participant2},
"localParticipant": {

}
}

JSON H A S 58 b 2 80 EH LR @
{

| "Unknown",

*+, {participantN}],

"voiceMediaDisplayName": "<displayName>",

"voiceMediaNumber": "<phoneNumber>",

"translatedNumber": "<phoneNumber>",

"voiceMediaPhoneType": "Business" | "Home" | "Mobile" | "Other" | "Unknown",
"voiceMediaState": "Active" | "Inactive" | "Pending" | "Passive" | "Unknown",
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B ecwsazimern

DL & R H e RN R TR R Bl sl . R i3k state Al acceptanceState J&
PEME, FEAE A E SRR 7R IX 81 .

function OnTelephonyConversationStateChanged(json) {
console.log ("OnTelephonyConversationStateChanged") ;

try |
var conversation = JSON.parse (json);
console.log("conversation id=" + conversation.conversationId);
console.log("conversation state=" + conversation.state);
console.log("conversation acceptanceState=" + conversation.acceptanceState);
console.log("conversation callType=" + conversation.callType);

}

catch(e) {
console.log ("cannot parse conversation:" + e.message);

}
LU 2 MR B s S, e B35 P AT vl R 7 BL:

function OnTelephonyConversationStateChanged(json) {
console.log ("OnTelephonyConversationStateChanged") ;

try {
var conversation = JSON.parse (json);
console.log("conversation state=" + conversation.state);
console.log("conversation acceptanceState=" + conversation.acceptanceState);
console.log("conversation callType=" + conversation.callType);
for (var i=0; i<conversation.remoteParticipants.length; i++) {
console.log("conversation remoteParticipants[" + 1 + "]=");

console.log ("voiceMediaDisplayName=" +
conversation.remoteParticipants[i].voiceMediaDisplayName) ;

console.log ("voiceMediaNumber=" +
conversation.remoteParticipants[i].voiceMediaNumber) ;

console.log ("translatedNumber=" +
conversation.remoteParticipants[i].translatedNumber) ;

console.log ("voiceMediaPhoneType=" +
conversation.remoteParticipants[i].voiceMediaPhoneType) ;

console.log("voiceMediaState=" +
conversation.remoteParticipants([i].voiceMediaState);

}

console.log("conversation localParticipant=");

console.log (" voiceMediaDisplayName=" +
conversation.localParticipant.voiceMediaDisplayName) ;
console.log (" voiceMediaNumber=" + conversation.localParticipant.voiceMediaNumber) ;
console.log (" translatedNumber=" + conversation.localParticipant.translatedNumber) ;
console.log (" voiceMediaPhoneType=" +
conversation.localParticipant.voiceMediaPhoneType) ;
console.log (" voiceMediaState=" + conversation.localParticipant.voiceMediaState);
}
catch(e) {

console.log ("cannot parse conversation:" + e.message);

B E X HER A IR+ 7 71

PAUR A MR A I R0 B S AR 7 51 -
<?xml version="1.0" encoding="utf-8"7?>

<config version="1.0">
<Client>
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7£ Chromebook Hfi. & Cisco Jabber Android kg 7Z< .

<jabber-plugin-config>
<browser-plugin>
<page refresh ="true" preload="true">
<tooltip>Cisco</tooltip>
<icon>https://www.cisco.com/web/fw/i/logo.gif</icon>
<url>https://www.cisco.com</url>
</page>
</browser-plugin>
</jabber-plugin-config>
</Client>
</config>

1£ Chromebook F it & Cisco Jabber Android iy 2~

7£ Chromebook . E Cisco Jabber Android Ky 7% 4% %1 =

F% HAER

15 S [ SCRFIM W& TS5 FE R 40 1621 Android AE R E R FISLFE
Chromebook -5

TE2A A M 28 TP i MRA Pic & i 2 AR 2w W28 S N MRA B

% Chromebook ] ' It 'E A TAB w4425 1524 Chromebook JH F' L& TAB W #25HY

CRER PTG o DAL T HIRAS, DI 2 U5 |16 S R & b 1

Chromebook L [f] i Cisco Jabber %%

Android {1 R E Kk F1Z 3569 Chromebook !5

Chromebook 247 Chrome OS 53 B miffiA<. I/ 1] ELA Google Play i i I~ 2 Cisco Jabber Android
}L&K o

Y FE) chromebook 5.
* HP Chromebook 13 G1 Z&id A& PC
* Google Chromebook 4 %

* Samsung Chromebook Pro

R B M4 7N MRA B &

NI 2 F DL R BRI R Vs 0] (MRA) W28 AT HI), 75 Chromebook A [ Cisco Jabber. %4
FHWEIYAR %%, Cisco Jabber 242014 Fl MRA 4% % 5%

BB PN T M WEVER IEFE ) MRA W45, 154 H

" collab-edge. tls.<domain>.com" SRV it3KMLE &I A4 RS 45 (DNS). ¢ DNS
HI5E3 A E B, 155 (Cisco Jabber FAXIFE TR 12.1) RS KL 47
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. Cisco Jabber #2511 2 FHR

4% Chromebook A FELE /1 TAB 1& &% 28!

AT LUK Chromebook /G E 4 TAB WA2RAY . A St a] o F 7 fic B 3 ik IR 25 1) e B VR i
B, S (Cisco Jabber WiiTews 12.1) WINCE B HIEHS ) o

P & 5 O
i RFT T LA R g 1 LAZE Chromebook |5 i) Cisco Jabber I} %5
BHY 8L RERM L GED Expressway-E ( B#%)
XMPP(IM&P) TCP >=1024 5222
HTTP {2 (UDS) TCP >=1024 8443
B UDP >=1024 36002 £ 59999
SIP {54 TLS >=1024 5061
BRI

FERLSITI I E], R P OB A N IR, R A 1

Cisco Jabber 2z FHIEF AL

&R F: Cisco Jabber Windows x4~ F1 Cisco Jabber VDI & £ ¥y

T LY Cisco Jabber Windows A F ) Jo @ 4N, LUERER T4 8) W A F2 71 Cisco Jabber (Android
WRAFI10S WA B . Sdmd et P 2 B ot , 7RI AR 1E M Google Play BY iTunes
Store F#MN . ¥SINHTZ%% EnablePromoteMobile LAEHlIX LE/ 40, BOATE N N2 LT fg.

HRACE S HHHEANEE, 1ESMH (Cisco Jabber ZH(Z %185 ) -
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#
=7
fo

E=TTEMX

o HISEBCFEE R N AT, 5595 1L

* Microsoft Outlook H[FHIR g S =% , 56 97 L
* IBM Notes Bk A N ZAH DA, 45 101 5T
* 5 Microsoft /"~ @ 5% , 5 102 HL

* XA Mac H i8R, 55 103 1T

* Microsoft Outlook H i g4, 5 104 1T

* Microsoft Outlook EZIRALER , 25 104 7T

H [ EE R FNEX & A R
iEAF: Cisco Jabber Windows ix A Fl Cisco Jabber VDI i % iy
TERIRE LR 22 s N FH RS F T 1 DD AR 2 A AT«
* Microsoft Outlook 2019, 32 . F1 64 fif
* Microsoft Outlook 2016, 32 {72 F1 64 fif
* Microsoft Outlook 2013, 32 £/ Fll 64 fif.
* Microsoft Outlook 2010, 32 f7.F1 64 fi7.
* IBM Lotus Notes 9, 32 i/
* IBM Lotus Notes 8.5.3, 32 {i/.
* IBM Lotus Notes 8.5.2, 32 fif
* IBM Lotus Notes 8.5.1, 32 fif
* Google Calendar (fXFR H Pi#ERD
H Py 46 ORIEC 3R ATl LA — ANl 2 A S E S

* CalendarIntegrationType — fff & IR H 7 5% 7 iy i) “ 2007 kI REE .. P nTDUER] “ik
W w D CH P IR H SRR B %
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B ersrmnzAmn

* EnableLocalAddressBookSearch — $5 %€ H )7 415 7 LA38 22 A Hi Microsoft Outlook B¢ IBM Notes Bt
FANIFB XL R AN I B LR ANV 3R

* EnableLotusNotesContactResolution — AJ il: ] F' # R Al IBM Notes B A& N, FFRN MBI HECR A

IS

R BRI LS AT A LA LASE B 55 =57 i 18 P IR R AT o

% 3: B SR BUANEL R A RERAT BOIE TR

SH1E

EnableLocalAddress | EnableLotusNotes | Calendarlntegration AR AR H AR

BookSearch ContactResolution | Zt#)

false false 0-71 €T €T

true false 0-71 T I

false true 0-7 I I

true true 0-71 Microsoft Outlook | ¢

false false 1 - Microsoft €T Microsoft Outlook
Outlook

true false 1 - Microsoft Microsoft Outlook | Microsoft Outlook
Outlook

false true 1 - Microsoft €T Microsoft Outlook
Outlook

true true 1 - Microsoft Microsoft Outlook | Microsoft Outlook
Outlook

false false 2 - IBM Notes T IBM Notes

true false 2 - IBM Notes ¥ IBM Notes

false true 2 - IBM Notes T IBM Notes

true true 2 - IBM Notes IBM Notes IBM Notes

false false 3 - Google I Google

true false 3 - Google T Google

false true 3 - Google I Google

true true 3 - Google T Google

. Cisco Jabber 12.8 BYThAEBCL &



| 2=r%m
Microsoft Outlook H BB K 7 5212 3% .

Microsoft Outlook BB X [H £ic 5

BT : Cisco Jabber Windows R4~ Cisco Jabber Mac F Z< il Cisco Jabber VDI % Z i
T FEH) Microsoft Exchange IR 45 #%: 2010, 2013, 2016. 2019, Office 365 (Exchange Online)

Jabber 1] LK P (R0 R 77 80 5% H sl AR47 1 H: Microsoft Outlook W FHFL 0 C 32, M %
PR % I, Jabber 255 i R A2 $)] Exchange IR45%%

LRI IhRE, B

B2

$IE1 %% 54 EnableSaveChatHistoryToExhange Fll SaveChatHistoryToExhangeOperationMode .
I 2 TEMRPELE) Exchange #3528 4T DL R RE

IR iU
Office 365 (Exchange Online) & F T8 ] Microsoft 3T HJ Exchange IR 45 HIZH 2.
W Exchange 45 %% & T8 H 958 Exchange it 45 28 41201,

RESHURGFIRAEIER

P M IhRe, 2200 & EnableSaveChatHistoryToExchange il
SaveChatHistoryToExchangeOperationMode Z%{ .

UK

121 ¥ EnableSaveChatHistoryToOutlook Z4{ 1% &N true.

il
<EnableSaveChatHistoryToOutlook>true</EnableSaveChatHistoryToOutlook>

1% 2 }§ SaveChatHistoryToExchangeOperationMode Z# % & A L FEHZ —:

* EnabledByPolicy — Wl X {34721 Microsoft Outlook. %57 Jiij 43\ /R e UG BIR & & IR 7 2 Microsoft
Outlook F1HJ "Cisco Jabber Chats" X3, {HH " ik .

R, A SBCE IR, k% P s [F 22 SRR 5 Exchange k45 #8 S0iE .

* DisabledByDefault — ] /' 1] LUK Bl R A7 1] Microsoft Outlook. &S HIR £ 1E R 7F ZE Microsoft
Outlook HHJ "Cisco Jabber Chats" 3CHFI7ER )~ bRk, (HH o] LA,

* EnabledByDefault — f /7 1] LUEH IR A 47 %) Microsoft Outlook. SIS B R £iE 1R 7F 2 Microsoft
Outlook H1#J "Cisco Jabber Chats" 3376 % P b Sk, (HH vl PLE X
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. Office 365 (Exchange Online)

* OnPremOnlyByPolicy — 1% % Jabber 7£ /A ] [ 4% 54 K £747 21 Microsoft Outlook. Jabber
ARV R ARAE S MRA ¥ Outlook. IEUUEHIXR S1ERTFZE Microsoft Outlook &Y "Cisco
Jabber Chats" X3/ “IEI” I Outlook AT~ af W, (HZANKE, AR LIE
Mo

* OnPremOnlyByDefault — {4 Jabber {7t &) 2% th i, P T IR B IR O A7 ) Microsoft
Outlook. Jabber NEBF Bl R A%AE £ MRA _E(¥) Outlook. ZEINIGHIRS1ERTFEZE Microsoft Outlook
A #9 "Cisco Jabber Chats" XA AE “IETN” Z ) Outlook ETN K ik, HH o] AT M.

EUE
<SaveChatHistoryToExchangeOperationMode>EnabledbyPolicy</SaveChatHistoryToExchangeOperationMode>

Office 365 (Exchange Online)

ZLA$ H Office 365 (Exchange Online) K¢ i K JJ7 5210 % £ A7 2] Outlook, & 470 3 H
ExchangeModernAuthentication 234§, % [1’ ] /" 7525 J dii FR 150 B S R rp i N HL P PRGNS B .

UK

I8 1 ¥ ExchangeModernAuthentication Z (% & N true.

IR

<ExchangeModernAuthentication>true</ExchangeModernAuthentication>
J& i ExchangeModernAuthentication i}, Jabber <X 2% LT S:44

* ExchangeAuthenticateWithSystemAccount

* ¥ Exchange It %5 %%

* 4N Exchange 45 %%

* ExchangeAutoDiscoverDomain

LB 2 1EMfi{R 54 Exchange UseCredentialFrom A& 1H

T—F#ft4

Cisco Jabber 223K & 51 [7] 72 4r Azure AD 11547, Azure AD P [EABLE ARV P Bl SE =N
FHRE (5140 Jabber) o WA R 7 7 2 3 BRHHZ DD RE, W H PO TCVALE Jabber A8 5% 21| 1L Azure
AD K F .

T RAAEL P A B DA ) DAL A 30 B8 P A AN LU URL 4% RS m R AR A4% 7 1 ™ [R] 2 Jabber FRIAURR :
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| 2=r%m
AER Exchange AR 55 38 .

* Jabber Windows kit ZK—https:/login.microsoftonline.com/common/adminconsent?client
1d=b7dc2580-cbaf-41a6-94ce-f6b495cc5815&state=12345&redirect
uri=ciscojabber%3A%2F%2Fo3650auth

* Jabber Mac hfiZ&—https://login.microsoftonline.com/common/adminconsent?client
id=fbf6d76d-2021-4972-994c-ebd0957cdf4a&state=12345&redirect
uri=ciscojabber%3A%2F%2Fo03650auth

AER Exchange PR 5525

FLAY M Exchange R4S #% B 000K 177 5200 S /47 2 Outlook, &5 Zi4R € Jabber H 140 uF A fit
Exchange JIi 55 % I ik 55 2tk (1) FEE

& E S P IEEAE
Jabber AJ LA f] Exchange /4545 A IS UERE IR P, (R Z05efe e B AEIE . RuFse s, &
ity AR I0OR 7 5290 5% AR AT 21 Exchange IR 25-%% I ] Outlook SCA4%.
WA e EAT R FEE, DS R P R R v P 1 R R T B AN LA IR .

{5 A3 Windows 13 F§ A i A 36 F

X T Windows FIFi8, Jabber 1] LSS H ik P £ 40 (% U6 Exchange IR 45 45 HEAT S0 UE o« HREGHIE
77 X AF F Windows NT LAN Manager /3.

Wi Windows 1K 7 1 2 AN 362, AT U ZEA A ik P PE 445 BT IR UF o RIS
P CALAR P ) B 40 6 5%, Jabber 154548 H Windows Ik J' %) Exchange BEATHUE. — N
VHI R g S s T Be s TR A7 2 5 — A H 7 1 Outlook ST

FHia Z |l
F P R At SN L U PR iy o 36k T VEANIE T A Windows 1K

g2

ff jabber-config.xml X9, ## ExchangeAuthenticateWithSystemAccount Z¥{ 1% & N true.

f£ M Cisco EIEWIE

Jabber 1] LI ] Cisco ] IM and Presence JIlt%5+ Unified Communications Manager B¢ Webex %] Exchange
HEATIAIE
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https://login.microsoftonline.com/common/adminconsent?client_id=b7dc2580-cbaf-41a6-94ce-f6b495cc5815&state=12345&redirect_uri=ciscojabber%3A%2F%2Fo365oauth
https://login.microsoftonline.com/common/adminconsent?client_id=b7dc2580-cbaf-41a6-94ce-f6b495cc5815&state=12345&redirect_uri=ciscojabber%3A%2F%2Fo365oauth
https://login.microsoftonline.com/common/adminconsent?client_id=b7dc2580-cbaf-41a6-94ce-f6b495cc5815&state=12345&redirect_uri=ciscojabber%3A%2F%2Fo365oauth
https://login.microsoftonline.com/common/adminconsent?client_id=fbf6d76d-2021-4972-994c-ebd0957cdf4a&state=12345&redirect_uri=ciscojabber%3A%2F%2Fo365oauth
https://login.microsoftonline.com/common/adminconsent?client_id=fbf6d76d-2021-4972-994c-ebd0957cdf4a&state=12345&redirect_uri=ciscojabber%3A%2F%2Fo365oauth
https://login.microsoftonline.com/common/adminconsent?client_id=fbf6d76d-2021-4972-994c-ebd0957cdf4a&state=12345&redirect_uri=ciscojabber%3A%2F%2Fo365oauth
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## Exchange UseCredentialsFrom Z:%{ 1% & ) CUP (i&ilH] T-IMand Presence) « CUCM (i& 1T Unified
Communications Manager) 5 WEBEX (i&iJ]T- Webex)

Ml
<Exchange_UseCredentialsFrom>CUCM</Exchange UseCredentialsFrom>

LEME R, Cisco Unified Communications Manager #% & X AR, A Exchange IR 45 22 $24L 5 E1E
ATHIE

5 & Exchange AR 55 251t
A LLae X Exchange k45 aystihit, i n] DL & Jabber DAYERS 22 (93 H 3l & I Exchange 45 %%
WS & % P i A R 452 1077 2, WU P 2007 7 i P 50 3 P ep = B i A\ i 25 2 M

B Zh & AR 55 25 ik
T LK P i Ok 31 P 38 B 8098 2R Exchange IS5 4 o G307 0@ ek A3 T o4 P P AR $ R
B o B 6 U g VI e

UK

1 1 jabber-config.xml X/, ELE ExchangeAutodiscoverDomain Z4{. U1,

<ExchangeAutodiscoverDomain>domain</ExchangeAutodiscoverDomain>

IR 2 RSB NS R Exchange 5545 11135
R A A AE LT Web Hiuhik 2 —38 2 Exchange IR %5

https://<domain>

https://autodiscover.<domain>

TE X AR S a= itk
80T DALE P SO e U RIS Exchange il 4548 ik .
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HIB1 {F jabber-config.xml 3/, MC#E InternalExchangeServer il ExternalExchangeServer 24 .
w18 2 i Exchange JIR 554 bl LS H{HE -
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PR NI R AT
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a1k ;7 M IBM Notes # R IR INARE R A . )5 5 IBM Notes FIIX—48E 8, WK E LT
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* EnableLocalAddressBookSearch=true

* EnableLotusNotesContactResolution=true

* CalendarIntegrationType=2

FH P ] LL7E 75 CalendarIntegrationType Z%(. % )3 H 55 IBM Notes [1) H JIEE BRI R AT, P b
S ARIRTR A V)« H 7 aemikrh ) B R 2R 1 E O IBM Notes.

a4

5 £ H IBM Notes nsf SCAFCINZ, W Cisco Jabber JoiE AT R AN R A H 4L Ak

FHT IBM Notes £ i B C #0 C++ &

WK Jabber 55 IBM Notes 221, WIBRIAMEOL FAEH C FE. f&nT LA
EnableLotusNotesCLibrarySupport ZH0K S0k C++. HRTFAGEER, ESHSHSE M.
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5 Microsoft F=5hE K

BT : Cisco Jabber Windows fiz A4Sl Cisco Jabber VDI %k £ it
Cisco Jabber Windows WA SCRF 5 NIRRT 82 51— & 51 Microsoft 17 il o ARH 73 A 41X 877 T 1) 3¢
FRRIAE o
DRE
CFFS BLUMCA Office AR (BLHS Mac 2773
* Microsoft Office 2019, 32 fl1 64 {ii
* Microsoft Office 2016, 32 F1 64 {if
* Microsoft Office 2013, 32 F 64 fif

* Microsoft Office 2010, 32 F1 64 £

Office 365

Microsoft Office 365 T TH LI BTN T SZ R R FITC B2 Y. Cisco Jabber Windows A CL AT
Microsoft Office 365 /NS AsMb 1R P1 K. B3I 75 B N 8 Active Directory AR4545

DL N R 2 FE5 Microsoft Office 365 M%) bt A il «
* Microsoft Office 2019, 32 F1 64 fif
* Microsoft Office 2016, 32 7. Fl1 64 fi7.
* Microsoft Office 2013, 32 {7 F1 64 1.
* Microsoft Office 2010, 32 {7 F1 64 {if.

* Microsoft SharePoint 2010

SharePoint
T FEE LR RCAS SharePoint 42 1K :
* Microsoft SharePoint 2013

* Microsoft SharePoint 2010
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4 ] F i FH Microsoft Internet Explorer 1 [F] i 26358 fil, 7432 £F Microsoft SharePoint 3t £ [ 7] H
PR A . B8N AE Microsoft Internet Explorer HFf Microsoft SharePoint % 5538 N 2 52 {5 4T uli 51 3%
.

Skype 1)l iR

Jabber Windows Jix A& 1 Skype for Business 1] it 2x 4+<F Windows API 2 H:Ath Windows % ilil. AR J12%
fRRBt A, AT DU BAF iy 2 %2%kE Jabber:

msiexec.exe /i CiscoJabberSetup.msi CLICK2X=DISABLE

<A Mac B A& X
i&AF: Cisco Jabber Mac it A<
AT LA HL P s 3 iRz 813 Cisco Jabber %5 7 i ff 126 351 .
RSl LR N R T H 4R R
* Exchange IR45%% 2019, 2016, 2013 12010
* Office 365
* Mac H/JJj
Rn] DU LA S50 & 4R R
* MacCalendarlIntegrationType — & LA it ] J* 7 Cisco Jabber HiEFE (1) H Tk i
* 0 Xon Tk
* 1 (BRIMED 37K Microsoft Outlook

* 2 #7~ Mac Calendar

* InternalExchangeServer. ExternalExchangeServer 5{, ExchangeAutodiscoverDomain — & X EIE 4%

IR L 55 45 o
* Exchange UseCredentialsFrom 5% ExchangeDomain — 43 ilFiX 4/l 5545 .

* CalendarAutoRefreshTime — & X £ 1% 0] f5 H I RIBr 808, BROEA S, #BrBAIAS

SEILTI PSS
* EnableReminderForNoneWebexMeeting — & & H F /& 2K H Cisco Jabber FI3EEEFHF I H
1 4E Webex 231

* DisableNonAcceptMeetingReminder — 45 7& H] /" 72 17 M Cisco Jabber £ 0¢ T H Wi K32 1) Cisco
Webex Meetings FJ$HEEE .
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P2 RS A AR
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PR3 L {EALZTF Exchange 3 S IEHE .

PIR4 NHWE, RJFEHN ) Microsoft Outlook

217 #E Microsoft Outlook FH I F Iy FI, IXLEHAFERWIETR B,

Microsoft Outlook 7E £ IA 7S &K
IERF: Cisco Jabber Windows fiz A< Fl Cisco Jabber VDI % £ it

%A H 5 Microsoft Outlook HJ4EK, WAZIFE Active Directory 1K SIP:user@cupdomain $8E N
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AL 2z —1B2 proxyaddresses &
* Active Directory EE2 T E, {540 Active Directory F P #lit+ 5
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