]
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RBA VT ITARANIFIITF ¥ v~ —T%

UlJXR : [{48%E# (Virtual Management) | > [ A 772 77 F ¥ v~%—T % (Virtual
Infrastructure Manager) ]

I: Cisco Nexus Dashboard 7 77V w oAy NO—ZDRETIYOX Y hT—2 011t
BEEEABIICH>TWVWD T E&2ERELET,

1. [®E (Settings) ] > [#pEEH (Feature Management) | #i&RL. XDF v IRy I X%EAVIC
LET,
> Kubernetes E¥ 2774 H
e VMM EY 21754
> OpenStack EY 2754
2. [#EH (Apply) 122V vy o LZ9,

RDERTIE. REEA VT SRANZ IV Fv ¥RX—I+ (Virtual Infrastructure Manager) ] 7« ~ R JICERR
Eh374—=)ILRICDOVWTEHRBALET,

TA4— R B!
[H—JX (Server) ] H—N—IP7RLRZEELET.
547 ROWINDDA VATV ADT A T2BELEX
ER
- vCenter
- Kubernetes? 5 2 %
- OpenStack 7 5 X%
FEXSR (Managed) BENREFIEERIRIDI FAIDAT—H R
ZEELET.
ATF—5 2R EMEhicy A5 DREZIEELET.
1—+— (User) ISR EERLIcA——%&EELE T,
AR BRI VIR DRREMRRNZIEELET.

[E% (Refresh) | 72V UvI LT, REAVIZAMNZIVFY X
X=Iv T—TINEEHLXT,

KDETIE. [P273ay (Actions) | AZa—o ROy 7¥ 9y YANT., (REBA4V7S
ANZUF+v ¥Xx—I+ (Virtual Infrastracture Manager) | ICRRENh2 773 VIEBICDWVWTEHBAL
ig-a

T avHEE i

PPN [727+ 3> (Actions) | ROy 7H¥ UV UR D
5[4 2AFZ 20BN (Add Instance) ] %#iEiR
LEd. sEfliICOVWTIE. T4V RF Y ZADIEM]
SBBULTLESWL, F:)L—FETEU IP 7R
L2AZ=BHRLTWS L =ERELES, TIL—KIP
7RLADEEI #22BLTLL S,
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1YYV ADiRE WRETBAIVAIVRAEREIRLET, [T7vav
(Actions) ] ROV 7HF UV URRLS [41UR
& 2 DL (Edit Instance) | ZEIRLET, &
BERZEE%Z{T>T. [f*7F (Save) 1 20 Uwv oL
9, [F¥¥> &L (Cancel) ] 22V wo LT,
ZTEEZWELET,
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77 a v EE A

PP PPILS HIfRT % 1 DU EDRERASA VYRSV XA ZEIRL
9, [77Tav (Actions) | kOv 75wy
A5, [HIR (Delete) 1 Z#IRLE T, [HER
(Confirm) ] 20V v o LTA VY RY Y RA%ZHBR
LEd, [¥¥> &L (Cancel) ] 22V v LT
CDHIBRZEFELE T,

1 YVRY Y ZADOHERE B2 1 DUEOMERA VY RY VA %EEIR
LEY, [77v a3 (Actions) ] ROy 745V
DAMDS, [fr2&2 20HKEH (Rediscover
Instance(s)) ] Z&RLE T, EREAYE—IHEK
REnZE7,
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CiscoUCSB >V —X 71— ¥ —R_R—DHPR—
)

NDFC |, 777 Uw oAV —2%7 hOE®ICHDUCS YA T B (Y+— UCS) TERITESNT
WBRANZEYR—MLET, TOBEEEFERT BICIE. Cisco UCSM T vNIC O CDP =F#ICd %un
ENHDOET,

o F7#)LNTIE. CDP I3 Cisco UCSM TEMICHE>TWET,

BEDHIC. VMM-A & VMM-B D 2 DD VMM [CDWTEZTHEL LD, CiscoUCSUCSB v
—X TL—RY—N—0DHE. FROVICEED VMM-A &£ VMM-B A7 77Uy o A5 —0%Y
N /—RTHBEDPTRRSINET., FAROVOFIZETHICRLET,

UCSM T CDP 28%ICT BICIE. ROFIEZFERALUTHLWERY NT—7#IHARY O —2ERT 20EN
HOEY,
1. USCM T. [LAN] ##RL. RUI—ZEHRLZEY,

2. [*y NU—Z7#l#IR Y — (Network Control Policies) ] 2527 v -7 LT, $iLWKRY o—Z{ER
LEd,

3. [&81 (Name) ] 74 —JL K. IC/RY ¥ —D%H1% EnableCDP & AJ1LZE T,
4. CDOP OB#h2A 7o avuEBRULET,
5 [0K]Z27 Uy LTHRYY—%ERRLET,
#HTLUWARY o—% ESXNIC ISERT 5ICIE. ROFIEEERITLET,
- BFiEhZWNIC 7Y 7L —br2FERLTWSIEEIE. ESXivNIC D& VWNIC TV 7L — bk ZERL.
Xy NT—24IEIARY =] ROy TF I XMHS EnableCDP /R U —%#BALZET,

-WNIC 7Y 7L—FrEERALTVWRWNMESE, BFichi—EX 707704 7V 7L—M%2EA
LEd., S9—EX 7O0774)L 7L —bIC EnableCDP /R & —%@ERHAULET,

- 1TEROOH—EX7O7 74 IILEERALTWSIES (0Fh, SY—N—PMBOHY—EX 707
7AIL2FRALULTWBIEE) . IRXNTOY—EX7O774ILICEHL. §XTD VNIC T
EnableCDP /R & —%&BRMICT ZUNELNH D ET,

Cisco UCSM DFFHICD W TIE. [Cisco UCSM Xy T —0EEAA R Z8RUL TSN,
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https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/ucs-manager/GUI-User-Guides/Network-Mgmt/4-0/b_UCSM_Network_Mgmt_Guide_4_0.html

JL—KIPT7 FURDERE

IP 7 KL X% vCenter |[ZiBNT B FTIC. Cisco Nexus Dashboard TRIU IP 7 KL 2 BT 20WEHLH
DXT,

Cisco Nexus Dashboard T/L— M %189 5ICI1E. XDOFIEERITLET,

1.[4 > 75 AT 7 F % (Infrastructure) 1> [7 5 X Z#xk (Cluster Configuration) ] ZiERL F
3-0

2. [2#% (General) ] % 7® [ — I (Routes) ]
H—RT. [fWE (Edit) ] 7ravzs)vo0L
¥9, [»—F (Routes) ] V41 v RIHRRSE
h¥d,

3. IP7RLRZEBHTBICIE. [BE Xy NU—Z7 — 1 DiEM (Add Management Network
Routes) 127V vy o L. REBRIP7RLRZANALT, [F=v7Z (check) 1 71avzv Vv
L/ia-o

4. [I#7F (Save) 120 UwoLET,
IL—REEIF, XD 2DDVFIVAICE>TEEINZET,

o P7VU— a3y —/)\—T&H 5 vCenter DiFH. BREIIEFELRY NT—UZATEERGETT,

o vCenter I[C& > TEHEEINS ESXi h—/\—¢&, K8 41 X5 VA% OpenStack 1 VAT VX%
IRARNTBIARTFAZINY—N—=E. 777V IRy NI—VICEEBEGRINET., LA -T.
FnNoETrT—9xXy 7= UTRERGETT,
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vCenter D F[tR L D180

[fEARR0 72 &8 (Virtual Management) J[{R3EA > 77 A 77 F ¥ ~*—T % (Virtual Infrastructure
Manager) ] ICER RSN [773T 3> (Actions) | AZa2—ORAYTFTIVYRANT, SXIERTY
vavaERITTELT,

1. [7 273 a3~ (Actions) ]1>[f R
& Z2MiEN (Add Instance) ] %
BIRUET, [ 2% 20EM
(Add Instance) 1 V1 ¥ RUHEK
REnF9,
2. [7414 7DER (Select Type) 1kOYy F7F v UZXMH5S [vCenter] ZFIRLE T,
WBIBZIPPZRLAKIEERAAVEENRT—REZNZNDT 4 —ILRICASTLET,
3. B (Add) 120Uy o L%,
BilE 7z vCenter 7 5 X% &, [Virtual Infrastructure Manager] 74 Y RV TRRTZZET,

4. A VRV A%ZRET BICIE. WER vCenter ZBIRL T, [727 ¥ 3> (Actions) ]>[1fv2x&Z v
2D (EditInstance) | ZEIRL T, ZFEOD [{R#fF (Save) ] 20 Vv Y
L7,

BIREAD vCenter 7 T AT DINAT—RZEZT7YvTF—MU, RT—9 X% [BEMWSK] /-3 &8
SRS [CEETEZXY,

]: BEEWHRNXT—T XD vCenter 7 5 XY DigE., Fvakh—RKRThROVE
vCenter 7 2 A5 Dl a RN TEE A,

5 1D LD vCenter 7 5 A7 #HIBRY 5 ICIE. WHEL vCenter ZiEIRL. [7 7 3> (Actions) ] >
[1 2% ZADHIBE (Delete Instance(s)) |1 #i&RL T, [EFE D#R (Confirm changes) ] =7
Dy LET,

]: VA9 %HKRTBE IRTDT—IHEIFRESNET., VF7RFF. MROYE2
—MSBHFRENET.

6. 1 DBl ED vCenter 7 5 A5 #BtaH I %IC1F. HER vCenter ZBIRL T, [TV a3 v

(Actions) ]>
[f 2% o 20FHBHE (Rediscover Instance(s)) ] Z&IR L £,

mAYtE—IHRRSINET.
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Kubernetes” 7 X #

o Cisco Nexus Dashboard Fabric Controller ® K8 75 X4 D% v k7 —4 alfR{LikEenH
WMICHR->TWBZ EEERLET,

[## (Admin) ]> [ 2T LRE (System Settings) ] > [B§5E% ¥ (Feature Management) ] @
[Kubernetes Visualizer] F v 7Ry 7 A ZBIRLET,
GEA (Apply) 120V v o ULET,

BN 17z Kubernetes Visualizer D5tz 5 v & 2/ R— R TRRTEZET, [Fy P aFR—F
(Dashboard) ] > [Kubernetes &~ >~ ' (Kubernetes Pods) ] [CBEIL T

NDFC T LLDP #&%IC T 3l [RE (Settings) ]>[H—/3 (Server) 1> [RE (Settings) ]> [
i (Discovery) ] #&RU XY, LLDP ZFERLXA/N— UV I T4 RAND %
) HEIIBHCT DTy Ry 7 AEBRLET,

o LLDP (&. X7 A% )L Kubernetes ¥ S A7 ICOHBHEINET,

USRI/ —RPEHREINTVWEZIRTDTZ 7T Uy XAy FTLLDP EELABERICE>TWVWS T
EEHERLET., (RAYFRERANAVERREIV—=T ALY FDIZFGELHDXT) .

- Kubernetes 7 5 A5 T, IXTDORTZAYI)I /—RTLLDP 8LV SNMP H—EZNFHICHE ST
WBZE&EERELET,

- Cisco UCS A% Intel NIC ZfER L TL\%358E. FW-LLDP AREA T LLDP R4 /\—w T OREILICKEIL
E3C IR

[E383% (Workaround) ]: Intel® £ —H %Xy hdY bO—7 (800 $&LUV 700 YU —X#E) [CE
DCBIRENIETNAATIEE, 77—AT 27 TEITEIND LLDP I—V VM EEMICLET,
LLDP ##E5fIC 9 5ICId, XOATYY REFERALUET,

echo 'lidp stop' > [sys/kernel/debug/i40e/<bus.dev.fn>/command

BEDA YT —T 4 AD bus.dev.fn Z2RDIF3ICIF. KOOIV RERITL, 1 YF5—T A RIC
BEEMF TSN ID ZBIRLET, IDIF. UTOY Y FILHAOTRARRTIATVWET,

[ucs1-Inx1]# dmesg | grep enp6s0 [ 12.609679] IPv6: ADDRCONF(NETDEV_UP): enp6s0: link is
not ready [ 12.612287] enic 0000:06:00.0 enp6s0: Link UP [ 12.612646] IPv6:
ADDRCONF(NETDEV_UP): enp6s0: link is not ready [ 12.612665] IPv6:
ADDRCONF(NETDEV_CHANGE): enp6s0: link becomes ready[ucs1-Inx1]#

LLDP #REIF. R AZFIL VS RY /—RPEHREINTVWB T 7TV Y I XA v FTHMY
o ICB>TVWETY, oo R—F—IT—F VA RA Y FICEHREIZDIEHTEEXT,
Kubernetes” 5 2 ¥ p'Eiich TW% 7 77Uy I N
I 7RI MREINRICKREHS WSS, MROVZERICRRT I, V7 R59%2H
BT 2EH
IFUKHBELET.

LLDP DERERICNT AF )L RX—ZD Kubernetes 7 5 A7 I hiciZzs., MROVEZIEULSERT S
TeDIIRTFAIINI T AT =BIRHTD2VELNHDET,

BEDA YT —T 4 AD bus.dev.fn ZRDIFBICIE. XDOAYY REFRITL., A1 VY —T 4 XICEHE
Fron7ID ZERLEI. IDIF. UTOY Y TILHATHARTEINTWLETD,
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VM X—Z D Kubernetes ¥ 5 A% M IFREILT 2158, HRAIC. RHSI NS

o Kubernetes 7 5 A5 %#RA T2 VM ZEEL TL\S vCenter Y S XY E A VIR—R

I3
MWEAHDET, chhfElvE. Kubernetes 75 245 DEHAREKLET,

IW—FIPT FLAORERE

Kubernetes 7 5 2% ICIP 7 KL X%BINT BHIIC. Cisco Nexus Dashboard TRIU IP 7 KL R &% ET
ZEBHLAHDET,

Cisco Nexus Dashboard T/L— k#1893 ICIE. XOFIEEZRITLUET,

1.

[fv7F %2527 F% (Infrastructure) ]>[27 5 2 Z#xk (Cluster Configuration) ] ZiERL F
3-0

[£% (General) ] %7 ® [/v— 1 (Routes) ]
Hh—k7T, [WE (Edit) 1 71av%7Uv oL
F9., ['—1b (Routes) 1 V4 Y RIUDARRS
n¥d,

IP7RLAEZEBHRTDICIE. [ %2y hU—2 L— DB (Add Management Network
Routes) 127V vy o L. REBRIP7RLRZANALT, [F=v7Z (check) 171avz0 Vv
L/ia-o

[#7F (Save) 120Uy o LET,

Kubernetes 7 7 X & OB

[RAER 72 & (Virtual Management) ]> (k81 75 R F 77 F % w2 —V % (Virtual
Infrastructure Manager) ] I[CXREN5 [T273 a2~ (Actions) ] AZa—RkOy 75Oy UXKT,
SFEIFERTIVVAVERITTELT,

o IW—KhETRAUIP 7PRLRAZBRELTVWS I LZHRBLET, NL—KIP 7KL ADEE]

1.

ZZRULT LS,

[72 3> (Actions) ]>[1 2% Z2DEM (Add Instance) ] #&IRLU X,
[fv2%Z 20BN (Add Instance) | 74 YV RUMNKRRShET,
[7 14 7DiEIR (Select Type) 1 KOy 75U X MH 5 [Kubernetes 7 7 X% (Kubernetes

Cluster) ] ##RLE 9,

BB T4 —ILRIC[ZFAZIPT FL X (Cluster IP address) ]. [2—%—4 (Username) ] %
ANLET,

[CSR mE#5 (FetchCSR) 1 %% 1w - LT, Kubernetes EV 2754 77U r—yavhbit
FAEZZEL/EK (CSR) 2HELET,

CDATYavid, BIRIFAYIPZRLAEI—SF—ZEANT
ZFETEWICR>TVWET,
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SSL SFRAZEZHEE L TLWRMESICD#H,. [CSR DS (Fetch CSR) | #FAL T &L\, UL
SFAAEN T TICH B15EIE. CSR ZEE TN E|IH D FEF A,

[CSR %o >vO—K (Download CSR) ] #2Uwv o LY., sEFAEDFMIE. T«LIMNVARD
<username>.csr [CIREFESINX T, CSR DB % 7 7 1 )L kubereader.csr [CBEDFI7ET, T 2T,
kubereader [&. Kubernetes [C##i9 2 API V54 7Y hD1—H—ZTY,

CSR 7 7 1 L4 lddn %Al [username].csr ICIED WEMNH D X T,

o S[AAZ(E Kubernetes 7 5 XY TE S5 1=,

SFRHZ A 4T B ICIE. Kubernetes EBEERINETT,
[8%32Z (Annexure) | Z28R U TEFBHZE genk8clientcert.sh Z4mH LU £,
5. Kubernetes 7 227y hO—>/—KicAQJ4 v ULET,

ALEAEZEMN T 5ICF. EEEERIVDETY,

6. genk8clientcert.sh & kubereader.csr # NDFC H—/\—®DIZFH 5 Kubernetes 7 7 X7 v hO—
Z/—RICOAE—-LZEY.

f'vnc Ay R 7Y RR—Z b ] BEEZRITLUT, IRTOXFHALELLAE—EINBZLIICLET,
7. genk8sclientcert.sh X7 ) 7 hZzfEAL T, 1—%—%D CSR ZEMLET.

(k8s-root)# *./genk8sclientcert.sh kubereader 10.x.x.x*where,

o kubereader [&. Kubernetes |C¥#:9 % API V54 7Y hD1——4T9., (FIE3 TERE) ,
o 10.x.Xx.X [ NDFC H—/\—®D IP 7 KL XA TY,

B UBATIC 2 DDLU WIEAEERShE T,

o k8s_cluster_ca.crt

o username_dcnm-IP.crt

5l : kubereader_10.xxxcrt (Z Z T. kubereader (31— —8Z T, 10x.xx [ENDFCIP 7KL X
TY)

* denm(root)# cat k8s_cluster_ca.crt’

8. cat ANV RZERALT, TIN5 2207 7L SEEAEZMELE T,

dcnm(root)# cat kubereader_10.x.x.x.crt
dcnm(root)# cat k8s_cluster_ca.crt

Cisco NDFC [T Kubernetes 7 2 X% %#BIM9 51— —(|C, 5D 2 DOAEFIRMELET,

9. kubereader_10.x.x.x.crt DNB% [7 T4 7 FiEHHE (Client Certificate) ] 74 —J)LK(COE—L
x99,

‘, fvic By R 7Y RR—Z ] BEEETLT. TRTOXFENAELL AE—ah3 &
51CLET.

10. k8s_cluster_ca.crt DA% [7 7 X #FEHE (Cluster Certificate) ] 7« —JLKI[COE—-L X9,
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‘, f'vnc Ay R 7Y RR—ZN] BIEEZEFTLT. IRTOXNFENELLAE—Eh3 &
S5CLET,

1. BN (Add) 120Uy o LET,

BilE iz Kubernetes 7 5 2% ¢, [IREEA V75 R MF7F % =x%x— % (Virtual Infrastructure
Manager) ] V4V RUTERRTEZT,

FyaR—KREMROY D4 Y ROT, BME N7 Kubernetes 7 5 A5 D
SE4H HRIRTCZ2ET, [y =8 —FK (Dashboard) ] > [Kubernetes ;R K
(Kubernetes Pods) ]. L T [N ey JICF2ENLE T,

12. Kubernetes ¥ 5 X7 ##w&ET %I, DBRI T XY ZEIRL., [T 3> (Actions) ] > [ R
& ZDf%& (Edit Instance) ] Z#RL. [#&E (Edit) |27 Vv 7 L TEZBUICEELEYS. 7
SRZEVSAT Y NDIAPREEEHF TE X I, Kubernetes 7 S RAYDEBRT—H A 2E#HI 5
EBLTEFT, BEXAT—HYRAOEHFHZERLIIGE. (MRS EMVEHDETHA,

o EBERAT—HY AD kubernetes 7 7 A DIZFH. v akR—RKRThROV &
Kubernetes 7 5 X% Ol RN TCEE A,

13. [R7F (Save) 127Uy I UTEERNBRE2RET S, FF[Fx>&L (Cancel) ] 20Uy oL
TEERNRZHDELET,

14. 1 DBl E®D Kubernetes 7 5 X9 %889 BICId. DEBRYITAYZERL, [T727vav
(Actions) ] > [f 2% ZDHIER (Delete Instance(s)) ] DIEICERLTI T X5 ZHIBRL X T,

" 529 %8BT DE. TRTOF—IHEIBRENET, V5241 FAROVE:
—DSHYREINET,

15. [#& (Confirm) 120Uy LTI RYEHIBRLET,

16. 1 DBl E®D Kubernetes 7 5 X7 =BT % ICId. HER Kubernetes 7 5 X5 ZiER L.
[727 33 (Actions) ]1>[f R %

Y ADOEMRH (Rediscover

Instance(s)) ] DIBICEIRL XTI,

EEAYE—IDRRESNET,
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OpenStack 7 7 A ¥

Cisco Nexus Fabric Controller @ Openstack 7 S A5 DXy kT—% EY 17 54 YihE

A
o BHCHB-O-TVWBR I L ZHERLEY, [BE (Admin) | > [ AT LFE
(Scligs) | > [H4EEETE (Feature Management) ] #i#RL. [Openstack EY 27
11 (Openstack Visualizer) | Fx v 7Ry 7 X%ZAVICLT. [#EA (Apply) ]
g0y ILEY,

5
=

o openstack 7 5 X4 %EBINT %ICIE. vCenter 7 5 X% £ 7-1& Kubernetes 7 5 X 7 1%
BEZAWCTZIVLENHDET,

- NDFC T LLDP =H%ICT %ICIE. [Web Ul] Z3&RU. [EE (Admin) 1> [RE (Settings ) 1> [#
—J\GXTE (Server Settings) ] > [#&tH (Discovery) | ZBIRUL ¥, [LLDP ZfEMA L7eRkA NX— Y~
7 T ARINY ZEHELIZENLET (enable | disable neighbor link discovery using
LLDP) | F = v 7 Ry 7 ZA&BRLET,

- OpenStack 7 7 X7 T, IRXTDART AF )/ —KRT LLDP H—EZXNEMITHE > TS I &= HER
ULE 9. LLDP #aElF. RFPAFILITZRY /—RPEHEINTWE 777Uy I RA vy FTEMCK
STWEY, Feo R—F—4—bF VA RMYFIERIZDEHTEET,

- Intel® 4 —H Xy haAY bO—FICEDL, BIREINET/NA R (B1:800 KUV 700 ¥ —X) [
DWTIE., 77—AD 7 TEITEN S Link Layer Discovery Protocol (LLDP) T—3 1 ¥ k&%)
ICLET., ABLEZTAICEF. ROV REFERALET,

# echo 'lldp stop'>/sys/kernel/debug/i40e/bus.dev.fn/command
- REDA VI —T 24 AD bus.dev.fn ZRDIFBICIF. ROIAIYY RERTL. 1 VF—T A4 RIC
BEMIToN/-ID ZFEIRLET, IDIE. UTOHNTHRFARRKSINATVWET,

# dmesg | grep eth0

[ 8.269557] enic 0000:6a:00.0 eno5: renamed from ethO

[ 8.436639] i40e 0000:18:00.0 eth0: NIC Link is Up, 40 Gbps Full Duplex, Flow Control:
BU

[ 10.968240] i40e 0000:18:00.0 ens1f0: renamed from ethO

[ 11.498491] ixgbe 0000:01:00.1 eno2: renamed from ethO

JW—KIP7 RLADOEE

Openstack EV 27 24 HICIP 7KL X%EBMT 87T, Cisco Nexus ¥ aR—RKRTRU IP 7KL
AERETIVENHDET,

Cisco Nexus Dashboard TIL— =B B ICIE. XOFIEZETLET.

1.[f1 77 A FF 7 F % (Infrastructure) 1> [2 7 2 Z#pk (Cluster Configuration) ] ZERLU X
9,

2. [&f#% (General) 14 7® [— F (Routes) ]
H—KT, [wWE (Ediv) ] 713>z 20vy oL
9. —1b (Routes) 1 V4 Y KRUNRRE
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hE9,

B.IP7ZRLAZERITBICIH. [BE XY FT—2 L— FDiENM (Add Management Network
Routes) |20 Uv oL, EBRIP7RLZAZANLT, [F=v7 (check) 17142V I Vv Y
LExd,

4. [I£%2 (Save) 122 Uw o LET,
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OpenStack 7 5 2% TH AMQP = F&RA > FORE
- RabbitMQ i@%1 (oslo.messaging) /\XE%E (L. OpenStack ¥ T XY TRT I 2UNEHNHD XY,

OpenStack Nova H—EXTUTDREZEZITVWET, NTA—FEZRDLIICESIRZET,
Nova R 7 7 1 JLIZRDINRITH D £9 : /etc/nova/nova.conf+

[notifications]
notify_on_state_change=vm_and_task_state
default_level=INFO

notification_format=both

[oslo_messaging_notifications]

driver = messagingv2
transport_url=rabbit://guest:guest@X.X.X.X:5672/
topics=notifications

retry=-1

transport_url (. 7R— bk 5672 [C IP X.XXX Z#FDH—/N\—THRAMEhTWS
% RabbitMQ T kKA ¥ kD7 KL ZTH, BEIHEY—/N—0 IP 7 KL R B &
ig-o

guest:guest |[&. TV R/KRA YV MNIHERIZLHDI—F—RHENRT—RKRTT, T,
o EZHVVYT FIW—a3v 75147V MHR—MNCEHEL TBNT—9 25
HFENS L 5IC, B4 Tiptables] JL—ILZEREL TR—b 5672 ZHE X7,

- OpenStack 75414 >I%. OpenStack 7 5 XM S5UTILY A ADEEENEZELTUEL, MR
OYOFABHREZEMLET. V7T ADEFEEAIE. VM OREDZE (VM OEM. HlFR. *
EE#HLBE) BLURXRY MT—UDREOZEE (VWM EREBRA Y FRDI VIO vy NTI VIR
E) [TEELTWET,

- VSR /—RDOEBRzANDE, PROVE2—ICRBRENET, WIHKT B/ —RHBIVFRFE2
—ICEMENEY., ARIC. VSR /—ROBRZY)S L. MROYVE2L—ICRMENET. WIS
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#!/usr/bin/bash

HHHHEHEHEHEHEHH R R BB B HHEHEHBHE B HERHH
# Title: Script to provision the client CSR and generat the #

H the client SSL certificate. #

HHHHHHEHHHHHHHH R R BB B EHEHE BB HEEHH

H Create CSR resource template.
function create_csr_resource() {
K8SUSER=S1
DCNM=S2
FILE=S{K8SUSER}_${DCNM}_csr_res.yaml
echo "
apiVersion: certificates.k8s.io/v1
kind: CertificateSigningRequest
metadata:
name: S{K8SUSER}_S$S{DCNM}csr
spec:
groups:
- system:authenticated
request: S{BASE64_CSR}
signerName: kubernetes.io/kube-apiserver-client
usages:
-TIYINESR
- key encipherment
- client auth" > SFILE
}

H Create CLUSTER ROLE resource template
function create_cluster_role() {
K8SUSER=S$1
DCNM=S2
FILE=S{K8SUSER}_${DCNM}_cluster_role_res.yaml
echo "
kind: ClusterRole
apiVersion: rbac.authorization.k8s.io/v1
metadata:
name: clustrole_S${K8SUSER}_S{DCNM}
rules:
- apiGroups: [\"\"]
resources: [" nodes", "namespaces", " pods", " services" ]
verbs: [" get", "list", "watch"]" > SFILE
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# Create CLUSTER ROLE BINDING template
function create_cluster_role_binding() {
K8SUSER=S$1
DCNM=S2
FILE=S{K8SUSER}_S$S{DCNM}_cluster_rolebinding_res.yaml
echo "
kind: ClusterRoleBinding
apiVersion: rbac.authorization.k8s.io/v1
metadata:
name: clustrolebind_S{K8SUSER}_S$S{DCNM}
roleRef:
kind: ClusterRole
name: clustrole_S{K8SUSER}_S{DCNM}
apiGroup: rbac.authorization.k8s.io
subjects:
- kind: User
name: S{K8SUSER}
apiGroup: rbac.authorization.k8s.io" > SFILE

}

function valid_ip()
{ local ip=$1
local stat=1

if [ Sip =~ ~[0-91{1,3}\.[0-9]{1,3}\.[0-9]{1,3}\.[0-9]{1,3}$ 1]; then
OIFS=$IFS
IFS="."
ip=(Sip)
IFS=SOIFS

[ S{ip[0]} -le 255 && ${ip[1]} -le 255 \
&& Sfip[2]} -le 255 && ${ip[3]} -le 255 ]]

stat=87?
fi
return Sstat

H Start of the script

if ["SH" -ne 2 ]; then
echo " Please provide the username and IP of the DCNM"
echo
exit 1

else
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H Check if user have required K8s privileges

LINUX_USER=S(whoami)

K8S_CONF_PATH=""

echo

echo "Hello ${LINUX_USER}! | am going to help you generate K8s cluster CA and K8s
client certificate."

if [ S{LINUX_USER} == "root" ] ; then
H You are root
if [! -d " /root/.kube" ]; then
echo
echo " Directory /root/.kube does not exists."
echo "User ${LINUX_USER} does not have required K8s privileges" echo
" Please make sure you are logged into K8s cluster's master node" echo
exit 1
else
K8S_CONF_PATH=/S{LINUX_USER}/.kube/config
fi
else
# You are not root
if [ ! -d " /home/S{LINUX_USER}/.kube" ]; then
echo
echo " Directory /home/S{LINUX_USER}/.kube does not exists." echo
" User S${LINUX_USER} does not have required K8s privileges"
echo " Please make sure you are logged into K8s cluster's master node"
echo
exit 1
else
K8S_CONF_PATH=/home/S${LINUX_USER}/.kube/config
fi
fi

# Check if K8s config file exist
if [ ! -f S{K8S_CONF_PATH} ]; then

echo
echo " ${K8S_CONF_PATH} file does not exist"
echo " K8s CA certificate can not be exported"
echo " Please make sure you are logged into K8s cluster's master node"
echo
exit 1
fi

K8SUSER=$1
DCNM=S$2
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K8S_CA_CRT="k8s_cluster_ca.crt"

# Validate the IP address

if valid_ip SDCNM; then
echo -e

else
echo " ${2} is not a valid IP address'
echo

exit 1
fi

H Validate the CSR file format
if [ ${K8SUSER: -4} == ".csr" ]; then
K8SUSER=${K8SUSER%.csr}

fi

if [!-f"./S{KBSUSER}.csr" ]; then
echo
echo "./S{K8SUSER}.csr does not exist"
echo " CSR file is required for creation of client certificate"
echo
exit 1
fi

echo " Generating certificate for S{K8SUSER} for DCNM ${DCNM}"
echo

# Encoding the .csr file in base64
export BASE64_CSR=S$(cat ./S{K8SUSER}.csr | tr -d '\n')

H Create the CSR resource in K8s cluster
create_csr_resource SK8SUSER SDCNM

H Delete if the CSR resource already exist. We need a fresh one.

kubectl delete csr S{K8SUSER}_S{DCNM}csr &> /dev/null

status=S7?

if test Sstatus -eq 0

then
echo "./S{K8SUSER}_S${DCNM]}csr CSR resource already exist, removing it" else
echo " ./S{K8SUSER}_S${DCNM}csr CSR resource does not exist, creating it"

fi

# Create the CertificateSigninRequest resource kubectl
apply -f S{K8SUSER}_S${DCNM}_csr_res.yaml
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# Check the status of the newly created CSR
kubectl get csr

# Approve this CSR
echo " Approving the CSR"
kubectl certificate approve S{K8SUSER}_S{DCNM}csr

# Check the status of the newly created CSR
kubectl get csr

H Create role resource definition
kubectl delete clusterrole clustrole_S${K8SUSER}_S{DCNM} &> /dev/null create_cluster_role
SK8SUSER SDCNM

kubectl apply -f S{K8SUSER}_S{DCNM}_cluster_role_res.yaml

# Create role binding definition
kubectl delete clusterrolebinding clustrolebind_${K8SUSER}_S${DCNM} &> /dev/null
create_cluster_role_binding SK8SUSER SDCNM

kubectl apply -f S{K8SUSER}_S$S{DCNM}_cluster_rolebinding_res.yaml

# Extract the client certificate

echo " Extracting the user SSL certificate"

kubectl get csr S{K8SUSER}_S{DCNMy}csr -o jsonpath='{.status.certificate}' >
S{K8SUSER}_S${DCNM}.crt

echo "" >> S${K8SUSER}_S${DCNM}.crt

# Export the K8s cluster CA cert
if [ -f S{K8S_CONF_PATH} ]; then
echo " Exporting K8s CA certificate”
cat ${K8S_CONF_PATH} | grep certificate-authority-data | awk -F ' ' "{print $2}' >
S{K8S_CA_CRT}
fi
echo

echo " Notes: "

echo " 1. K8s CA iFRAZ (3 S{K8S_CA_CRT} file." echo " This to be

copied into \" Cluster CA\" field."

echo"2. [COF—&hZ3. 754 7Y MERAZ(E S{K8SUSER}_S${DCNM}.crt
file." echo" This to be copied into \" Client Certificate\" field." [CJE—
ShEd,

echo
fi
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