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KEEFHREFEHRR YT —2(DoDIN) F=IEAEL 54T T (CC) [ZH#EHTF B K5I Secure
Network Analytics % E 9 5I[Z[&. [DoDIN Military Unique Deployment Guide]ZE 7=[& [Common
Criteria Administrative Guide] D FBIZHE>TLIZELY,

CDHAKRIE. Secure Network Analytics DAV A= ILELUVEREFIEBLTEIRVNT—OE
BELFOMDIBHEEZTNRELTINVET , SSL/TLS SFBAZEIZHEBEL TULNVA I EFHIIRELTLVE
T, UR—MARELBE(X. DAY R—FETHEBINEHhELEELY,

ZMDHAKRTIZL. Flow Sensor Virtual Edition(VE) 7 E DRI & mE L9 X TD Secure Network
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T3, Y R—MAREBELIFE(X. DAY R—FETERINWEDHhELEELY,
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A [+TLIZELY, Data Node D eth0IP PRL REZEE T HIHE L, S AT Y HR—FIEHKL
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ESElER
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EX I

TISA4TR 747/7474.&
BRE(X. BCER T 5H. 25
B(CA)DEREZITHIENT
=F7,

H—/\—(serverAuth) E9547
>k (clientAuth) DEREEIE. 77

SATUVRTATUoT4T145H

EITWETY,

BeERTISATUVARATATY
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LEMERELET .
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CSRDARXvT

CSR DER
B2 (Central Management TH{E)

(Central Management THR{E)

F—HAlFEERT LI5S
. BEZ#Z HEAEIC
F—EAFHAEENTLS
CEEHERLTESL,
nNoDXF—#JHAFIEX, T

SERAZE X —#EAIFAE
ENTWAIEZHERLTK
2L, ThibDF—#5
FlE. TIAHIEDTTS
ATORTATOTATA

THIWNDTTSATURT Fr R
AT UTFATAARAEIZEE giﬁg(‘liaihﬂ\i
FhTWWEEA, °

EEAEDBANEHTHY., MR SIBAZEDEAARHTHY . Hi
AN TGN EZEFERELE RO TNVGENCEZRERELE
-a-o -a_o

B {4 D #

* [EEH &I (Central Management)] TCSRZ4 BT 2154 . BEE SN TOBREMHT ) H VT
WBIEHMNCSRIZEENFT,
YTz IMIE 4 (SAN)
TIZATVRADFYET—Y P E—REREICLY, Y RAIBCEBMHAED SAN NNRESIF
T CSRELEMT AZEIFRDELIILHYET,

e IPv4:IPv4 SAN

o IPv6:IP SAN (X{E FHAT]

o TaTFILRZYY:1Pv4 SAN

FYRT—2 1P E—FDEHMIZDULNTIX, [System Configuration Guide J[EEE] 5L TIZELY,

AEBRE DT AN

TISAT O RRAZEZEET A DAIIC, SIBAZEZ TR T, TNODA VAT LEHEH-LTL
HILERERLET,

BRI DT7AIVIZERB SN T=HE CASIBAZ L )L— CASERAZZFERALT. HILLWTZATo T+
TABAEETANFE T,

e PEM(.cer, .crt, .pem) 774 JL:openssl Z{EAL T .cer, .crt, £f=lX pem T7AILEERL.
SIBAE % [P B (Central Management)] [C7vTO—RFLTWAIGE (L, SEBAZED TR+
ERTLIRIZCCASEBAZZ 1 DOEHAEFI—2I7/ILICHELET . SEMICOLVTIE.
[PEM Fx—2 7ML DEH 1 ZSBLTIZEY,

o PKCS#12(.p12. .pfx. .pks) 774 JL:openssl Z{FEHL T p12. pfx, £f=[L pks T7MILEFHE
L. SEBAEZ [E B (Central Management) ] (Z7v 7 O—RKL TS5 & (X, SEBAZED
TAMDRT LIz, CASEBAZZE 1 DD TI7AM )L (-certfile FIETIRE) IZHELET .

BCERAE

CA BAMFEMAENRESINTLSSYT MY TE L openSSLEER -EFEDH—/\—TRD
AR URERFTLEY,
openssl verify -CAfile <identity-cert-file> <identity-cert-file>
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REAERICE > TERASN-EIAE (F—r DRSS =2)
CAZEZFEMHAENMREIN TSIV T MY TE I openSSL ZRA-EE DY —/\—TRD
aRURERTLEY,

openssl verify -CAfile <root-ca-cert-file> <identity-cert-file>

RALRICFE>TEZBSIN-GAZE (F—2DRSE > 2)

CA BRAFEFMAENREIN TS TYT MY TE (L openSSL ZEA T-EBD Y —/A\—TR®D
AYUREERITLET,

openssl verify -CAfile <root-ca-cert-file> -untrusted <intermediate-
ca-certs-file> <identity-cert-file>

DAT N TAToOTAT4I1INEH—ERXBO@EEICFERINET, FIBIZDOULTIE.
[SSL/TLS 9S5A 7 PATUTA4T4DEMIZS LTS,

SIBAZENEH
ROBARSAVEFERLT. 94T TAToTATAEBAES Manager [ZIEMMLET,
o FIEIZDOWTIX.TSSL/TLS YS5AF U FATOTAT4DEMIZSBLTIIESLY,

o [#£hEH (Central Management)] TCSR Z &Rk : [ & (Central Management)] T CSR
FERTHEE. BESN-EHETHE N HITONIEEA CSRIZEFENFTFT ([[EHEE
(Central Management)] TCSRZ4.R 1D FESH),

 Central Management T CSR #X¥v 7§ %: Central Management LL¥+ C CSR 24 i3 515
B ERLZCSRACORICEEHIN-EHEB/-L TSI LEERL TS
(TCentral Management TCSRZAXv I 45 1NDIESHE),

o FFBASEHDMEER  Central Management TCSRZEZAE KT BN . CSREZRFXT VT T BHHITH
Mg, SEBAE%S Manager [ZIBIT DHIIZ. CORDEBHFE-L TSI EFHEZEL TS

=&y,
e CSR D1k R CSRDR¥v7
(Central Management TH4E) (Central Management TH&4E)

PEM (.cer. .crt. .pem) FE7=I& PKCS#12
J74J)L  (p12, pfx, pks)

S = PKCS#12(p12. .pfx. pk
MR PEMEERT BBAL PEM F—0 (P12, pfx. pks)

271 ILDEH,
{EFATIEEL RSA F—DEX: WHELRSAF—DERS:
2048 £ (JEHELR) | 4096 Ewb, Fi=1d 2048 Evb (FEHELE) LI E
£y  8192Ewh Ft-1%
BT ECDSA ¥+—h—7:
ECDSA h—7J A1l NIST P-256. P-384. E7-I% P-521
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B

ERE

R
(43R
*—0)
AR
)%

B0
el

* Central Management TCSRZ4£ T 3155

CSR DER
(Central Management T#R4E)

DIATNTATOTATAEBHEL.
BoEARATHH. R/ (CADELE
ZITAHENTEET,

%]

CSRERIZA Tk (clientAuth) DER
i,

AEAED BN HEFTHY. HRAYIN
TLWVEWIEZMERLEYS .

CSRIZCEFNZET,

CSRDRXvS
(Central Management THR{E)

DSAT N TATUOTATAEEBAE L,
BCERATSM. R/ (CADELE
BFBILNTEES .

DIAT N TATUOTATAEAEIZIE,
54Tk (clientAuth) ERSEMNINET
ERS

AEEAED BEAMNEHTHY . BRATN
TWWVEWIETHERELFET,

BEINTOBEHTH HHOVTHOBERL

PEM H'/_to)nu.. nIE% (CA) nIEEﬂi;’é{ﬁﬁﬁ L/—C?70747/Z 7’(7‘/7‘47‘4;&5}];’&%3'@7{6#

F1=XO9SAT N TATUTAT4EBAEZ Manager IZIBINT 2158 (E. FIEO—IRELTCASE
BEFI—2I7ANETYTA—KRLET . Fz—2IT7AIVICIE, L—FEBAZE LD RIGIBAEN S
EFNTULET,

FI—UI7ADNROEHZEFH LTSI EEHERLTZEL,

o AVTUY:FI—UIFAIVCT R TOERIAELZLEAASHE

FNAHXIITLE

T FI—2I7AINDTYTOA—RIZTATUoTATAERAEZEHENTEELY,

o JEF SIBAZEFI— 4 FECTREIISEIL IAZZRIETHERLET . ChIZ&Y,. &
FBORBEERAEN I 7MILDRAICEEIN, TORAIZFEYDFREEIAENFIEICEE
SNFET IIW—FEBAENT7AMIVIEFDREICHEYET,

RIZHIZERLES

— BEGIN CERTIFICATE —
i EIEEBAE #3

— END CERTIFICATE —
— BEGIN CERTIFICATE —
FEIREBAE #2

— END CERTIFICATE —
— BEGIN CERTIFICATE —
i EIEEBAE #1

— END CERTIFICATE —
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— BEGIN CERTIFICATE —
JL—k CABEBAE
— END CERTIFICATE —

I A T ANETATFUTATAEBREE B ORNTHLEE,

CDAARDELDFIETIE, TISAT U ADEEANT THEDIER CIEBAEZEMET (A
BRI DBENHYET . CNoDFIEN D AT LBEICFRARTY .

o DAALRAE . 7TSAT VR TATUTATAERAEEHRALIAEICESZ D56
%, DELGRAEXZVELGEEANIC7YyIO—KRTE3RENHYET, FIBIZDOULTIL.
[SSL/TLS PTSAT VR PATUTATAEIAEDER 1ZSBL TS,

o JPMIIZEBOIMAZREFTNATWABE (L. RIEAELFEEANTICAERNIZ7YyITO—
FLET ., Fz—r2@FE 1 DDIT7AILELTTYyTO—KRLANTLESLY,

« JLUR) A GEHEZEBRANTICEMT DI5EIE. FILURIBN—BETHHZLEMHER
LET, ILURIRZEERSERN TS,

TAIVRH—REEBRE (VAT TATOTATADH)

TTS5AT 2 R%E Tx IZEHL. Secure Network Analytics (|B Stealthwatch) @ LARTD /A—3 2 h
SIEHBARNTIZOSATUNTATUTATA TAIE h—FEBAEEA R —)LT 5L, BEIR
MYUINBDETIETANILEAD—REERREFFRHTEET . HILWVIAILEA—REEBRZE (X, Central
Management T CSR DFEZERLI-EEICOH Y R—FEINET,

CDHAARTIE. TITFGAT VR TFATOTATAEISZAT N TATUOTATADHREIZDOVNTERHA
LET . BAE. BXUY—/\—ID RIEDEHFHELT B Secure Network Analytics AV IEIND
BRENDELBENDHYET  EEDANILTEEHAIRDOFIBIZHLNET,

o BEEOSTDIEE:[~NILT (Help)] DEIBIZHWVET . @ (AL TAaLEL)vHLET,
[NILT (Help) ] 2 8IRLET , [BEE QY DB 5L (Audit Log Destination)] Z#8 &R LET,

o L ARTISE FEf=[% Cisco ISE-PIC: XD FFEZETLET ISE BSLUVISE-PIC O T4F 2
l/—:/EI‘J jj\’rl':o

e LDAP: [ALT (Help)] DFIBIZHWVET . @ (AT TA4a0EHYILET  [ANLT
(Help)1 &:&3RLET . [LDAPIZRZFELE T,

o« ISTIRTFIAFNILT (Help)] DFIBIHNET , @ (AL TAavEIYviLE
T o [NLVT (Help) 1&2BIRLET , 137 9bTFHI54H 18R LET

e SAMLSSO: RDFIEBEEITLET VAT LAV I4FXaL—30 HAK,

o BESHIZHNTESMIPORE ALTOFIEIZHVET . @(ALF)TA4avEL)us
LET . [NILT (Help) 1 Z8IRLET . [SMTP R EIFRERLET,

0 FOMDIALT4F¥aL—30 HARIZDOWTIE. RESBLTEEL: OV TI4F 2
I./_:/ax/jj"rpo
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https://www.cisco.com/c/en/us/support/security/stealthwatch/products-installation-and-configuration-guides-list.html?cachemode=refresh
https://www.cisco.com/c/en/us/support/security/stealthwatch/products-installation-and-configuration-guides-list.html?cachemode=refresh
https://www.cisco.com/c/en/us/support/security/stealthwatch/products-installation-guides-list.html
https://www.cisco.com/c/en/us/support/security/stealthwatch/products-installation-and-configuration-guides-list.html?cachemode=refresh
https://www.cisco.com/c/en/us/support/security/stealthwatch/products-installation-and-configuration-guides-list.html?cachemode=refresh

[EL&HIZ

[££ P& I (Central Management) ] Z <
CDHAKRTIL. E£IZ Central Management Z{E AL E T,

1. Manager [CBEZELLTOT 12 LET (https://<IPAddress>) ,

2. A AZa—h5 [#ERL (Configure)] > [ O—/\)LEFEHE (GLOBAL Central
Management)] ZERLET,

[FTSAT U ARRT—HRA (Ap_pliance Status)] HY [IEHGFH
(Connected)] THAHZEDHEER
—EIZ1 DDT7TSATURAEEHRTELET , Central Management [C7 TS5A 7V REBINT HH &R

EEERTEE TISATURDRT—RAD [#H L (Initializing) ] £=I1& [A> T4 F2L—
23V F v I)LIRE § (Config Channel Pending) ] H\i5 [$%#ti% 7 (Connected) ] [TEIELET,

[7TS5AT7 2 ADRT—4A A (Appliance Status)] FIZHEZELE T D LEEEKHITI BRI,
Central Management DI R THDT T SA TV RIZDWT, FITSAT U ADAT—ERAN [k
& (Connected)] ERIRIN TSI EFRERELET

?:.Tl’ Central Management Inventory Update Manager App Manager Smart Licensing Database

Inventory

4 Appliances found

Q_ Filter Appliance Inventory Table

Appliance Status Host Name e Type
Connected SI Manager
|
Connected nflow- Flow Collector
Connected fs- Flow Sensor
Connected fr-740 UDP Director
—
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ME

S

SEBAZ (L. Secure Network Analytics [ZEITHEHDRENERICEBZRLET . FIEZEIRT S
BAX. BT ARIGIBAZENEHLFIBZHERL TS,

SERRZEIFX LV ATLDEXATAIZE>TEETY  SIBAZZAREYICER T 5L,
Secure Network Analytics 7 7547V ADBEEMNMBILEL, T—HELXDERERELYET,

2RY

AEBAE DFERR

AEAEDRE

SRANNRILDEH a—FK

SFEAE RN O EAE 21+
o

HBREINCZE>TULVRLY, T
(FEAR YN DEEBAE D& i

TPIGAT VAR TFATUTATA
ALBAE D&

RANEDER

FE

BIRLETZTSATURICAV A= ILENTWNB T TSATY
R FPATOTATAABEF I ISATONTATOTATA
SIEAEEMEELET .

TFISAT VR TATUOTATAERAEZREFLET,
DAOADNURIVIEREERLETS
HARUINELEDFERREICRE T AEFA—IILBMEHRELE

o

BEOIRZEDEMHRISATINTLNVENELVTTSA47
DADRAMERARERBFIN TS BEIC, LW ROH
CERT7ISATUVRTATUOTATAABAEZER T BIC
(%, THARRYINIZAZ>TULVELS RaADT I+ ILNEEAE D E
(RIS D EH) 1S BLTZELY,

HARYINIZZ>TLVEVRERAZ R =X HIRUIN DEEBAE %
BETMAD-ODEBMA T avaEET BT, THRTN
(S TLEL, FEERAR IO OEAEOE SR (BE) 1%
ZHRL TS,

£ Secure Network Analytics 77547 A IZEE N B E
BT TFAT IR TATUOTATARERAEEL—REITAORN—IL
SNFET, FIBIHK-T. TTSATUVRTATUTATAEHA
EFFIARNSDHRSLIBAEICEETRAFET,

SRADTIAINERREERFERT 7 TSATURADT TS
AT UARARANREEEBLEY,

FIZGATOANHRELIAZEAXFRALTLSEAEIX. Ch
SDBREDLETRIZDVNTU ROV R—RMIBREALEHhELES
LYo
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ME

FUT—OEA B DEE

IP 7RL X (eth0) DZER

DIAT N TATUTAT45E

HE

b a—T42T

DRADTIAIDIEAEFFERTETIZATUVADRY
RI—ORA D BHEEELET,

FTISATOANDARLBREZFALTLSEEE. Ch
SDBREDNDLERIZDVNTU ROV R—RIBBELEHhELEE
LYo

SARADTIHIVNEREEFERT ST IFATUVADIP 7R
LR (eth0 RybT—9 AU A—Dz(R)EEBLET, CDIE
[Z1&. Central Management T eth1 7zl eth2 ZGEXEF T
S5FIELEENTLET,

FISATOANDRARLBREZEZFALTLSIEEE. Ch
SDB/EDLERIZDVNTU ROV HR—RMIBRELEHhELES
LYo

DSAT N TATOTAT4I30EY—E ABOBIEIZER
S FET, Secure Network Analytics 7 TS5 7 2 A5 ER
Y—ERZEZFERTHIEEE. FIBICH->TRERISAT UL
FATUOTATAERAEZEMLET,
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TLS N—PavDEE

TLS /N\—3> DEE
FTISATOAD TLS IN—2a B R— & BIRT BI2IE. ROFIEFFERALET , VAT LRNTS
FIFELE—FEBRTEE T, Y R—FSNTLET,

e TLS12H8 KW 1.3(FTT4ILE)

e TLS 1.3 W& (Data Store TlXHR—rENTLEEA)

FIZGATOAD TS N—2aVvEEBTHICIE. ROFIEEERTLET,

T TS5A4F7 2 A —)L (SystemConfig) [Z sysadmin ELTAY A LET,
[t 21T+ (Security)] ZZIRLET,
[TLS/N—3> (TLS Version)] Z:&1RLET,

TLS N—T 3 %8RI B2, N—2aVvEERLTY)vILES (FlEF—HR—FDXR
R—RF—FWLET), K] [TBRLF2N—D30FRLET,

H L~

A Data Store MBS TULVBIE S, [TLSvI.3DHA(TLS vi.3only)] ZEALAELNTLE
=0y,

5. [OKIZD)YILET . TITSAT7UANBEIHLET,

6. Central Management #BAEE T, IR TDT T IAT VAN [ FH (Connected)] EXR TR
SINTWSILZEHEZELET,
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SEBAE DRERR

sl BAZE D HEER

ROFIEEEFTLT. BIRLETITSATURADTISAT VR TAToTATAEBAEE 1395
AT TATUOTATAEBAZEZERALET, LR A, BTSN -1E#H. SR AR E DA
MR TEET,

Central Management ZB=E 9 .

TIZGATORD *** (BBFB) 7120 )vILET,

[7T 547> R B DR (Edit Appliance Configuration)] Z3&IRLE T,
[7TS5A4T7 > A (Appliance)] 3T EEIRLET,

TIGAT VR TATUTATAERAEZERRBT BICIL, [SSL/TLS TTSAT VR TATY
T 474 (SSL/TLS Appliance Identity)] €72 avICBELEFT,

DIATINFATUTATAREABERER T HIZIE, BN SSL/TLS YZAT U ATy
T 4T« (Additional SSL/TLS Client Identities)] 22 a2 &LFET,

6. AR A :[E%hEAMR (Valid To)] BIZEFEZELE T,

o =
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EREORE

sEBAZE DIRTF

ROFIEEFERALT. ZFDTIFAT VR TATUTATAEHEEREFLET . TIHILMIR
TRENHSGEE. EEEZITORNIAEZREFLTHERILET,

ISYY OOV ELEEF LT ATAALED Yo BIELTEES , BEICRRS
() hf*ﬁ%;_:ﬁoféﬁﬁﬂ%ﬁﬁﬁyﬂ—F‘LETO FIEE. EALTNDTSHHIZE>T
BHYET,

1. 7IS547 R 254 LET,

2. ISHHDTRLRIN—T.IP FRLREF(ZRARE DED/NA% /secrets/vl/server—
identity [CEE#ZFT,

{51l : https://<IPaddress>/secrets/v1/server—identity

3. BIEICRTRENDIERICHSTIEAZTERELET,
o =T TFANERTTBITE. TEXRANI 7ML RERIRLET,
o NN aA—TFT4V T SIREES Yo O—RT 5D TOV TR RRINELNE
Bl BEMISTHoO0—RFSNTWSIEENH D=0, [F 20—k (Downloads)]
THIVEFEHERT HD. HAIWNFRDT SV EFHFEEHRLES .
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SRAMNURIILDE Y O—R

ZROADNRILDOEHA—R

D RAOTIEEELTZL—EREER (CA) DFRMREEE A DT O RILFIBAEZ /R ILEL TEER
[Z))—RLTWET , FNOD/NUKRILIET RTO Secure Network Analytics 7TSA TR
(V131 LIRR) ICERASNAEBEDT T SAT U RINYF SWU T7AJ)LELTY)—RENET,

FBINYFITIE D ROADY—EREDEFIERT HITIRAE/NUFILE, D ROUND T —E
REDEBGIERTHINEABAENFILAEENTT , P RATIEK, BN\VRILOARIZET S
EREIRET B/ VW FEE L readme Z7MILEIRIELTUOVET,

FNHMD/NURILE readme T7AILIE. https://software.cisco.com (D Software Central MSA ™
D_F‘—Ggiio

e TRTDTITSATVRIZRIFDRANURILINYFEALAN—ILT HBEM
HYET,

o FISGATVADAA—TCEREHTHE, DAOADNURILAYFIIBE#ERIN
T LEFBRENURILIE Y —REEBICHTINIZGIRAENVRILIZRYET,
INYTFDERHEERHFONVRIVIZEHRITI2LEAHYET,
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SEAE RN DBIHZEZ(TES

SIHEHRYAOBENES IS

TISGAT VR TATUTATARAENHARUNEIEICGDE, F VP aR—RIZV AT LT 55—
LARTENET , Sol2, BFA—ILBHZERIETHELTEFET,

VATLTS5—LA
TIFGAT VR TATUOTATAAEZEQ ARSI UINTNDIGEE . ROVATLTI—LH
By aR—RIZRRESNIEDHET

o TISATUABAZNHESHABRA 90 B K

o TISATUABAZEDHESHARA 60 B K

o TITSATUAFBAZEDHESHARA 30 B K

o TISATUABAZEDESHARA 14 BRGE

o TISATUAEBHEDOEMHARA 3 BERH

o TISAT7UABAEDE AR TIN
NEDVATLTS—ALIFTIAHINTERLELTEY . RBETTSAT VR TATUOTATA

R EEEE M A E CRIRSNGTET  TITFAT VR TFATUTATAEAZDESIZD
HMIZOWWTIX, THIRYNIZE>T=2 20D T 74 /L NEBEEO B 1ZSBL TS,

TBFA—)LEA

EFA—LBHIE. RESEFELTRESNET, BFA—ILBHOFEMOVTIL, HES
B 703 081 TDANILVTREwHESBLTEE,
LHIZAMICESNE=EFA—)LEL

Manager VAT LT 5—LDBEFA—ILBIHNT TIZEMZL->TWBIGEEIE MO R TLT
S—LDEFA—ILEHIZIMA T, TIAINT[TRTD @] T ITSATUR TATUOTATAEE
BAEZEDOEMNERDEFA—ILEMDZEIFHIRSNET .

Manager Y AT LT Z—LDEFA—ILBEHN O LI—F —(2X>T, F-IXFDEH
O cicicEEIATOREAE. T TSR EIA TN EFA—LBEMATIC RSN
N&ES. DRELEFA— )L EHDEREBBDHLES .

ZIETHIBEFA—ILEMEFHIRTBIZIX. RDATavhHYET,
o HIRYINDTISATUR AT UTATAIIHEERDEFA—ILBMEHRELET . [H
RELEFA—ILEHMOER 1ZSBLTZE,
o ZITRYIKGEWEFA—ILBHEZEINICLET . [EFA—ILEHDOFEDIEIZSELTL
=&y,
RIABMNIEN-EBEFA—ILEL
Manager VAT LT T7—LDEFA—ILBRNEFHIZBEINIZTIEEE. EOBFA—ILEBEMNZE

ZIETEINERLTHREL TSN, ZREELEVWEFA—IILBRIDAZRIETEDLIIC, hAZL
EFA—ILBEHOERERSBHLET .
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SEAE RN DBIHZEZ(TES

HRBZLEFA—)LBENDERK

M. 7ooavOERIZRIBLT. HLWT O a2 ERLET . Fnhol2 )L—ILOERE 12
A AEBLET O avIzI—ILERY Y TES,

1. 793> D1ER

ROFIEEFEALT, GIAZEOEDHRDEFA—ILBHMOFHFLWVT I avEERLET .

1. A A=a21—T, [EX%E (Configuration)] > [Ii5& D E 2 (Response Management)] ZERLFE
9,

2. [792 3> (Actions)1 5T%& )y ILET,

$oJ Network Analytics GLs-Esst | aiasiore  + Monitor +  Investigate +  Report+  Configure + Q @ A Ml sEcuRe

Response Management

Rules m Syslog Formats

Rules Add New Rule

<

Name Type Description Enabled Actions

This rule sends an email (Email action) to designated recipients and a message to a designated sysiog
server (Syslog Message action) when any Exporter or Interface alarm occurs with any level of severity. You

All Exporter or Interface Alarms Exporter or Interface Alam [ @) e
can edit this rule to specify particular Exporter or Iterface alarms as opposed to having al of them

included. Specify email reciplents and/or a syslog server address if you want this rule to work,

“This rule sends an email (Email action) to designated recipients and a message to a designated sysiog

server (Syslog Message action) when any Flow Collector alarm occurs with any level of severity. You can «
it this rule to specify particular Flow Collector alarms as opposed to having all of them included. Specity

‘email recipients and/or a syslog server address if you want this rule to work.

All FlowCollector System Alarms. FlowCollector System Alarm

This rule sends an email (Email action) to designated recipients and a message o a designated sysiog
server (Syslog Message action) when any Manager alarms occurs with any level of severity. You can edit
All Manager System Alarms Manager System Alarm e i ) : iy i b [ @)
this rule to specify particular Manager alarms as opposed to having allof them included. Specify email

recipients and/or a syslog server address if you want this rule to work,

3. [74ia> (Actions)] BIE T, [HTILLNT V23> DB (Add New Actions)] A=—a—mi5 [E
FA—)L(Email)] Z:&RLFET,

3.)' Network Analytics — GLS-East | Daastore  + Monitor v Investigate +  Report+  Configure v

Response Management

Rules  Actions  Syslog Formats

Actions Add New Action v

Syslog Message
Name t Type Description s

Email o

Send email Email Sends an email to the recipients designated in the To field on the Email Action page. SNMP Trap
ISE ANC Policy
Sends a message o the sysiog server designated in the Syslog Address field using the
Send to Syslog Syslog Message
default Syslog Message format Webhook

Threat Response Incident

4. [# B (Name)] T4—)LRIZRBIEAANLET  EX L, TREBAZ OB/ HIRA—ILEES
12ETY, [FtBA (Description)] 74 —JLRICERBAZEBMY 5 EHTEET

o7 Network Analytics —GLs-East | osasiore + Monitor +  Investigate +  Report+  Configure « Q @ A UM sEcURE

Response Management

Rules  Actions  Syslog Formats

Email Action EZEY s |

A You must configure SMTP before using an Email action. To do this, from the toolbar in the upper right corner of the page, select Configure > GLOBAL Central Management. From the Actions menu for the
Manager, select Edit Appliance Configuration. Click the General tab and scroll down to the SMTP Configuration section

Name Description
[ send cert Expiration Email |

o [(BENFEH (Enabled) ] IRAUMNAUIZH-TWNBI EEHEZELET,
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SEAE RN DBIHZEZ(TES

5. [385% (To)1 DJA—ILRIZ FTTFAT VR FAT T4 TAEAZE DA ERA I N =& E(C
BHZEZTEBENHITRTOADEFA—ILTRFLR(BELW/EIEFVARTZAIT X)
ZAHALFET,

00

l

Subject @

{

Body ©

[ + Alarm Variables ] [ Preview ]

o BB (To)] T4—ILEZED)y LT, BIRABEA [FE5E (To)] T4—ILRIZBMESN TS
EEHERLET,

To @

ame@Company.com|

Name@Company.com +

o B, HKETRARTINET,

To @

‘ Name@Company.com X [

6. [AX (Body)] SEIED TERIZH D [+7 T— LEH (+Alarm Variable) ] #5') v IL . BF A—
IWBHOBERBITRIDBEERERIRLET , RITHIZERLET,

e alarm_severity_name

e alarm_status

e alarm_category_name

Body @

VOTTST

TIC 1D OT UTS GrarTIT CateyoTy (695, U7

alarm_category_name
String name of the category (e.g., Anomaly).

alarm_id
Unique ID assigned to each alarm (e.g., 3Y-13Y1-QUJ2-YYA9-U)

alarm_note
Any note attached to this alarm.

alarm_severity_id
Numeric ID of the alarm severity (e.g., 4).

alarm_severity_name

String name of the alarm severity (e.g., Major).

alarm_status
Status of the alarm event. Options are ACTIVE or INACTIVE. -
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SEAE RN DBIHZEZ(TES

7. EBIRABZIE—L T, [¥4 4 (Subject)] T4—JLRIZBRYSFTIFET,

8. [FLEa—(Preview)]1Z#9') v oL T, A —ILBEHMNEDLSICRRTINBIIDH LT ILEHE
BLET,

o [ a>dDTAM(Test Action)] &0 voL., BFA—ILBIRZETANET,

e WEIZIHLT.[HRE (B ] ZVI)vILTEREZMAFET,

0 7;51—%3@?]@6(:[& [#m2E (Edit) ] E7=1% [KAX (Body) ] SEIB D EEDBFIZEV) VD
LET,

9. [fRF(Save) 1% vILET,

2. )L—ILDYERK
ROFIEHFFRALT AERLI=T7 o3 ZEYETHODOHLWIL—ILEERLET,

1. UL—IL(Rule)127%&9)voLET,

2. JL—IL(Rule)] T—T LD [T RTHDIAR—U v AT L7 5—L (All Manager System
Alarms)] TE R DIFHT. [72 3> (Actions)] FI D ([BREEEE (Ellipsis) ) AV &) v5
LEY,

3. [#2 %! (Duplicate)] Z:EIRLFET,

4. [BBEFITENT=74 3> (Associated Actions)] $BIEZ R DITT. [7UT17 (Active)] &
T—TIWEFET U T47 (Inactive) ] BT —TILOEATHERLI=T7 o3> b [BIYETHE
# (Assigned)] 51ZAICLET,

Associated Actions
Execute the following actions when the alarm becomes active:
Name 1 Type Description Used By Rules  Assigned
Send Cert Expiration Email Email 0 @]
« O
« Cm
Execute the following actions when the alarm becomes inactive:
Name t Type Description Used By Rules Assigned
Send Cert Expiration Email Email 0 () ]
« Cm
« Cm

5 [7UT747 (Active) | e T—T IWERTIT4T 1 T—TIILOMATHERLI=7 o3> D [E
YL TEH (Assigned) ] BEA U IZUIYEZET,

6. JL—IL| TR —T %L AT LT 5—L (Rules | Manager System Alarm)] $818 M5 [ Bil
(Name)] 74— ILRER DI, f=&Z (X, [Cert Exp Rule ID KSR FTIEZAALET , [FRBH
(Description)] 74— JLRIZERBAZEMT 5 EHLTEET,
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SEAE RN DBIHZEZ(TES

47 Network Analytics — swoeta -

Response Management

Syslog Formats

Rules | Manager System Alarm

Description

)

OO0 6D oo

Q 4 @ 4 & |

| 0 [BE%hiEH (Enabled) ] IRAV DA UIZHLTWNAZ EFHERLET,

7. DLb—ILIZRDIBEIZRIH—ENFE T (Rule is triggered if) ] 815 T. [{EE (ANY)] Z:EIRL

i_d—o

Rule is triggered if:

U ANY v ‘] of the following is true:
[ Type v ]is ‘ Appliance Certificate Expiration less than 90 days v
Processing Time
Severity
Type v

8. [847 (Type) ] Z:ERL . YVANERYO—)LL T, ZIEETEHEA—ILBHEERLET,
9. FI(TFR)TAAVEDIVILTHATEEBMLET . BATZHIBRT BI21F, [F1(R1FR)

TAAVEDIVILET,

10. [{R7F(Save)1 Z#0)vILET,

BFA—ILEHMOENE

ROFIEZEFALT. I DUEDEFA—ILBEMEEDIZLET,

1. A A=a2—T. [E% 7 (Configuration)] > [ & D E ¥ (Response Management) ] ZERL F

j-o

2. J)L—IL(Rule)] T—TILD [TARTHDIR—I L AT LT 5—.L (All Manager System
Alarms)] T& R DI T, [7U33> (Actions)] 5D ([BREEE S (Ellipsis) ) 7AAVET)v)

Lid—o
3. [#m& (Edit) ] Z:8IRLZET,
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SEAE RN DBIHZEZ(TES

<o) Network Analytics  Autobots « Monitor »  Investigate v~ Report+  Configure v Q@ 4 +

' SECURE

Response Management

Actions Syslog Formats

Rules Add New Rule v

Name t Type Description Enabled Actions

This rule sends an email (Email action) to designated recipients and a message to a designated syslog

server (Syslog Message action) when any Exporter o Interface alarm occurs with any level of severity. You )
can edit this rule to specify particular Exporter or Interface alarms as opposed to having all of them _
included. Specify email recipients and/or a syslog server address if you want this rule to work.

All Exporter or Interface Alarms Exporter or Interface Alarm

This rule sends an email (Email action) to designated recipients and a message to a designated syslog

server (Syslog Message action) when any Flow Collector alarm occurs with any level of severity. You can

edit this rule to specify particular Flow Collector alarms as opposed to having all of them included. Specify (@)
email recipients and/or a syslog server address if you want this rule to work.

All FlowCollector System Alarms FlowCollector System Alarm

This rule sends an email (Email action) to designated recipients and a message to a designated syslog
server (Syslog Message action) when any Manager alarms occurs with any level of severity. You can edit —~
All Manager System Alarms Manager System Alarm ! y N N . § ’
ger S¥; this rule to specify particular Manager alarms as opposed to having all of them included. Specify email (

recipients and/or a syslog server address if you want this rule to work.

This rule sends an email (Email action) to designated recipients and a message to a designated syslog

server (Syslog Message action) when any UDP Director alarm occurs with any level of severity. You can

edit this rule to specify particular UDP Director alarms as opposed to having all of them included. Specify «
email recipients and/or a syslog server address if you want this rule to work.

Duplicate

All UDP Director Alarms UDP Director Alarm
Delete

Notify when a Worm Propagation or Bot Infected Host - Successful C&C Activity alarm is triggered by an
Inside Hosts as the Source of alarm Host Alarm Inside host. This rule was created as an example. If you want to use it, assign an action and then enable C» oee
both the action and the rule.

R—DFRDESICEFSNES,

Response Management

Rules  Actions  Syslog Formats

Rules | Manager System Alarm Cancel

Name Description
‘ All Manager System Alarms This rule sends an email (Email action) to designated recipients and a message to a -
designated syslog server (Syslog Message action) when any Manager alarms occurs with any
level of severity. You can edit this rule to specify particular Manager alarms as opposed to v
() Enabled Disabled rules are not triggered even when associated conditions are met. having all of them included. Specify email recipients and/or a syslog server address if you 4

Analytics performance has degraded
Analytics results are incomplete

Rule is triggered if: Appliance Certificate Expiration less than 14 days

Appliance Certificate Expiration less than 3 days

[l NONE v ‘]of the | Appliance Certificate Expiration less than 30 days (+](>]

Appliance Certificate Expiration less than 60 days

Appliance Certificate Expiration less than 90 days./|

I “ Type v } is | Appliance Certificate Expiration less than 90 days v

4, [JL—ILIZRDIBEIZR) H—ENFET (Rule is triggered if) ] 815 T. [72L (NONE)] Z#:&RL
E3

. [B47 (Type) ] & &8IRL ., URRERO—)LL T, ENZT HEFA—JLEBEMEERLET,
. [;:] (TSR)TAa2EH )L, FIBS5 Z#BYRL T, BIMDEFA—ILEMEEDICLE

(=24 ]

7. [RTF (Save)1Z2 0w ILFET,
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SEAE RN DBIHZEZ(TES

ETFA—ILEMDOEINIE
BFA—LBHNEEDICT HICIE. ROFIBEEALET .

1.

2.

A A= a1 —T, [EX5E (Configuration)] > [ B D & ¥ (Response Management)] ZEIRL E
9,

[JL—IL(Rule)] T—T LD [T RTHIR—I %L AT LT F5—L (All Manager System
Alarms)] TZ R DIFHT. [72 3> (Actions)] FI D ([BREEEE (Ellipsis) ) AV E D) vH
LET,

[#RE (Edit) ] ZEIRLET,

4. UL—)LIEXRDBEIZFIA—ENFET (Ruleis triggered if) ] fBIE T. BEB NI HEF

AL BHIZEERLFET

Rule is triggered if:
| NoNE v | of the following i true: BlE
| Type v | is | Appliance Certificate Expiration less than 60 days v | =
[‘ Type v|is ‘ Appliance Certificate Expiration less than 30 days v ‘] (-

5. [[I(RAFR)T7AAVEI )y LT, BTG TWDEFA—ILERZEHIBRLET

[RTF (Save) ] 20w ILET,

© 2024 Cisco Systems, Inc. and/or its affiliates. All rights reserved. -28-



HARTINIZAE>TOELD FFHR N OFEAEDELR (HF)

HIRUIN[ZIE>TULVELY, F=ITHARYTIN DEE
BHE D& (ME)

% Secure Network Analytics 77 SA 7V R IZBEBEDBECER T ISAT VA AT TA T4 B
ft—ﬁt/@xh—wémiﬂ'o TISGAT VR TATUOTATAEAEDBR A EZEERLE

BEEAE FlE

FIEZDWLTIE., THIRYINIZE>TULVELSRADTFI4HIL
FEBAE DO E$ (REBHED ST,
HARR Y ALIZ A > TULVELYS X3 SERROE R GIRFORH) 12 <

DT I+ )LEERE ALBAZICIA TRAMBHRELE I DLENHAHZ AL,
[RYRT—=D A B—DIARDER | F-I1X[RRAMRFT=(&
RYRT—ORAL VB DERE |OFIBIZHELET S

FIEIZOWNTIE, [HBRYNIE S 2D T 74 ILMEH
: EOEHRIESBELTIEL,
HRINOLZADF ALk o O RRIEBRL TS

STRgE SEBAZIZIMA THRAMEHREZLEE I AL ELNHDIHE(E.
= [RYRT—H L B—DIARADER |F =L KRR ET=(E
FYRT—DOR A ZDEE IO FIEIZHRWNET,

HEDRAELRA/NODHRELIREIZEZRZ 515
H R4 L SSL/TLS §FEAZE EDFIEIZDOWTIL. TSS/TLS PTSATUR PATUTA
TAREBAE DB 1ZSBLTEE0,
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HRYINIZES>TWNENS RADT 74 /LNEHE DB GEBE D EH)

HARR YN ALIC > TUNVELND XD T T4 )L NEBA
ENEMRGIRASDEH)

% Secure Network Analytics 77 SA 7V R IZBEADV RAABCEL T T SAT VR TATUTA
TAEBAZEL—RBICAVAN—IILENFET  BEDTITSATUR TATUTATAEBAZENHRE )
NITHELOTUWERLMEE . ROFIEEZETLT.HLW ROBEEBE T ISA TR FTATUTA
TABAEETERLET,

o IRAMER: 7TSAT7UVRADKRAMER(IPPRL R, ARG KAV R) [T REFESNFT,
EHMHARICMA THRAMEREZZER T A2V ENHDEEIL. (COEILIVDFIETIEE
QIRYRT—H A B—DIAARADERE |F1- X HRAMREERYNT IR AL BDE
B IDFIEFEITLET,

o DRAALRAE: 7TSATUR FTATUTATAEAEX. COFAEFHFIETILRaD
HBREBRATISGATUVRTATUOTATAAEAZICEHMNICETRZIONET , BIFEDH
BENRRALTTSAT VR TFATUOTATAEREICEESHRZ BIZ(E, TSSL/TLS 7T 54
FORTATOTATAAIBAEDER IDFIEESEL TS,

SEREQENBRAYN TNBES L. THBYAIH-1=2 20T T4 L HEBE
O oEis E3RLCESD, FIATUANBIL B SDHRLLIHEEERT 515
BIE. TSSL/TLS PTSATFUR FPATUOTATAAIBEDE#R 1 ZSHBL TS,

24

BT BRI, TIELDICIDTRRANTSOT4 A %S BL. UTZHRELET,

o A—H—:Manager 7T SA 7R —IL ([ AT LEXTE (System Configuration)]) M
sysadmin 77 A#EL . Manager Web O A VAN EEBE TV RIENVLETT,

e KhEE . COTOLADEITHIL, [SEPEHE (Central Management)] TEREZEELT-
YU, 7TSAT U REEBM/HEIBRLI=YLAENTESLY,

o T—ARNE:TITSATUVRET—AEAR—REFRHL, T—FNELXF—BHIFIELET,

o Jx—)LA—/\—:[ZEBAZE D FE# (Certificate Refresh)] *=a—I&. £H>F) Manager T
[FERATEER A Manager N 7T— LA —/IN\— RFELTEHREINTWAESIE. 75147
1) Manager [CA45 42 LT, EH2 A1) Manager SEBAZF#HHLET,

TARTCDTIFATOREIEERLI-T7ITSAT A THELHA
S0EH
Manager & YA VAU NDMDEBRIRT I ZAT U ADFH LWV RIBEEBRTTF3A4TY

RATFATUOTATAEAZEZERTBIZIE. ROFIBEIZHWVET URANRADTRTODTITSA47Y
A(TIAIRN)FEILERL-BELZDT7ISATUORADIERELERTEET,

AEAEKIEFICERESIND-0. BRDTITSATUREERT H&, COTAERICERE AL H
BTENBYETS,
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HRYINIZES>TWNENS RADT 74 /LNEHE DB GEBE D EH)

TIZGATORTATOTATARAER. COFIEO—IRELTEBMICEETHRALN
A EX R

BEORELTNDRIL T ISATUVRTATUTATA(IIARICEZHZ B2,
[SSL/TLS PTSGAT VA AT UOTATAMBAEDER D FIEEZSHBL TS,

S
SHRMBFIRTROESY T,

1. 7ITSAPVADRAT—RADTER

2. SEBAE D AR

3. [fE & B (Central Management)] D FERE
4 BHERN7 DRERR

A SEOEENRBD FLEREFrRUDNT VL TVSBER. TISATURER
EEILARLTZELY,

1. 7IS5ATOADAT—RADIER
HLWIBAZEF AR T BHIIZ. TRTDT TSIA T RD [E#HEEH (Connected)] ERRSNTLY
HLETERLET,
1. 754 <) Manager (AT A LFET .
2. A AZa—m5 [ (Configure)] > [ A—/\)LE & (GLOBAL Central
Management)] Z&ERLET,

3. [7TSAT72UAART—ARA (Appliance Status)] BIZHEZELET . TRTODT7TSATUAN
[$E#7&F A (Connected)] ERIREINTNVAEXFERLET,

TISATOADAT—RAMN [AT4F2L—3> FrRILDH 9 (Config Channel
Down)] F£1=1% [ERTE D E FZE{RE & (Config Changes Pending) ] ERRSNTULNBIEE (.
(KA (Connected) ] ITRAETCHIREIFELET .

Manager A\ [$E#tF# (Connected)] ERRSNTWVEWMES .. TITSATUADIERE
EERTEERA. BEITTFAT UV ADAT—RAN [#E#EH (Connected)] ERRE
NEWSEE. FOT7TSATUVADHLWIRAZEFERTEEE AL

Inventory

3 Appliances found

Q Filter Appliance Inventory Table

APPLIANCE STATUS HOST NAME TYPE IP ADDRESS ACTIONS

@ Config Changes Pending fs- FlowSensor & 0D
FSVE-KVM

nflow- Flow Gollector (8]
FONFVE-KVM-Z
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HROINIZHES>TOVGENS RAD T I4ILNEBAE D E # GEFHEDEFH)

2. SEBAZE D AR

i)juv‘/x: HOEBRTISATUVRTATUTATAERAEEERTHICIX. ROFIEFFERLE

ZO7OEROETHIL., [EFEIE (Central Management)] TEREZLEEL-Y. 775
A (7ozEBMN/HEIBRLEYLENTIEESN, PTSATURET—AR— 25 BRHL.
T—EDUNEF—BMICEIELET,

7T54<1) Manager 7 75472 R A —/)LIZ sysadmin ELTAT AV LET,
[ R T LE% % (System Configuration)] MEEEET .
A A= a—hi5 [JH73N) (Recovery) ] T BIRLET S

EEﬂ%@E%ﬁ(Certificate Refresh)] ZZEIRLET , BIE IR RINAIERICRE->TIEEL

L

5. 1 ~5 FDAMPMMZEANLES . [OKIZV)YILET,
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HROINIZHES>TOVGENS RAD T I4ILNEBAE D E # GEFHEDEFH)

6. TISATUVADYARIBAZEDEMNHARD BHZEHRELET . URMNADTRTOT7T TS
ATV RFEEILERLE-BLRDT7TSAT7UoADIMBRELZERTEET,
o (KX, 7TSAT7UVAMNEBIRENTWBAILERLET . TIAHILLTIE. T RTOT7T
SATUANBRENTULNET,
o PITSATUVAMDERERERTBIZIE. TTSATUREERL, V)OI LT(F=(Z
F—R—FDRAR—RF—%#MLT)[x] ZHIBRLET .

o [OKIZV)YILT. BIRLI-TISAT U RDFIAELERLET,
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HROINIZHES>TOVGENS RAD T I4ILNEBAE D E # GEFHEDEFH)

7. BIEICRREINDIERICHK>TRELET,
8. %?ﬁ%gf%ﬁ@ﬁﬁ#ﬁiﬂéﬁﬁ%?él:li~ HET (R RAX VT BT BLVEREH &
EID\L/ [
SRATLRERQS FHEMIZOVTIX. ROWVWT A DIGZFETIZH S system _configlog ZHEFAL
TLIZ&LY,
e /lancope/var/logs/system_config.log

o [7TS5472REE (Appliance Admin)1 I2AT A LET , [H7R—b (Support)]>
[P74 )LD S (Browse Files)] > [A% (logs)] > [system_config.log] MIEIZZEIRLE

EE

9. TRTDTITFATURIZET ERTEIN, UMAVE—UNRREINDET, [V ATLEE
(System Configuration)] ZBALN=FFIZLET,
o SSHAMRTL. BIRLITTSATUVALBEBLET .
o NMIBAENEHIOLRANALKLI-EZEIF. T5—Avt—CFERL. [V ATLEE
1% (System Config Log)] TEEMZEHEFRL TZELY,
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HROINIZHES>TOVGENS RAD T I4ILNEBAE D E # GEFHEDEFH)

3. (5 E1# (Central Management)] DHEER

1. 754<") Manager IZAZ A2 LET,
2. A AZa—h5 [#ERK (Configure)]1> [ B—/\JLE HE 2 (GLOBAL Central
Management)] Z:#RLET,

3. [7TSAT7 2V ART—R A (Appliance Status) ] BIZHERELET . TRTDOT7TSATUAMN
[$E#ti& H (Connected) ] ERREIN TSI EFRERELFET S

TITSATVADRAT—EAAMN [AVT4F¥ 2L —2ay FrRILD A 2> (Config Channel
Down)] F71=1% [FRE D ZEEF R & (Config Changes Pending) ] ERRSNTULBIGE .
(3455 & (Connected) ] ITRAFE THOREIEBET,

:@ Central Manageme nt Inventory Data Store Update Manager App Manager Smart Licensing

Inventory

3 Appliances found

Q Filter Appliance Inventory Table

Appliance Status A HostName ~  Type A IPAddress A Actions

Connected nflow- 0-1 Flow Collector (B Siara] 101 1
FCONFVE-, >
sdon-7. 1-1 Data Node i 2
DNODEVE-K|
sme- -1 Manager 10. 0
SMCVE-

© 2024 Cisco Systems, Inc. and/or its affiliates. All rights reserved. -35-



HRYINIZES>TWNENS RADT 74 /LNEHE DB GEBE D EH)

4 EEERMT7 DHER

1. [ EIE (Central Management)] @D [4 2Rk (Inventory)] R— T, Manager @D [***

(BBHFS) 7] &0)vILET,
2. [7TS47 0 AER D HwEE (Edit Appliance Configuration)] ZZEIRLET .
3. [£#& (General) ] #TH#ZEIRLET,
4. 290—)LLTEFEARRNT (Trust Store) ] JRMEAREFHERLET,
o FILLEFAZELNRREIN TSI LEHRLET .
e HWEERAEZHIBRLET,

I A FLOERBIBBRLELTES,

Trust Store

6 Certificates

aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa

AddNew @

5. [EXFEDE A (Apply settings)]1 &4y LET,
6. [EEH & (Central Management)] @ [4 2Rk (Inventory) ] ITRYET,

1. YRENRDRDTITSATUAD [+ (BB 741 E9)vILET, FlE2 ~5%4
UiRLT. [EHEE (Central Management)] D [/ Rk (Inventory) ] ITEEND KT T

FAT O ADEEANTEHZELET
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HRRYINIZHE-=> RN T I+ ILNIBRZD E R

fﬁfiﬁtﬂm:f;otbx:0)-?“7#1%%@)%%@%

% Secure Network Analytics 77 SA 7V R IZBEBEDBECER T ISAT VA AT TA T4 B
EL—HITAVRMN—IIVENET  BRTFEDTITZAT VR TAT T4 T4AEN BB YINIZ >
B E. ROFIEEERTLT. EDHEEZLEEL. HILW ROBEBEEL T ISA TR TATY
TATAAEHAETERLET,

o IRAMER: 7TSAT7UVRADKRAMER(IPPRL R, ARG KAV R) [T REFESNFT,
BHHRICMA T RAMEREZEETAIBLENHSHEIL. (CODEILIVDFIETIER
QIRYRT—H A B—DIAARADERE |F1- X HRAMREERYNT IR AL BDE
BIOFIEEZETLET .

o WABLAE: DABL T ITSAT VAR TATUOTATARELZFERTET7ITSATUART
X, COFIEFYR—bENnFLA, COFIEFETTHE DRFLIREIIROBEE
BT ITSZAT IR TATOTATARBAEICEERAONE T . ARAL TISATURTA
FUOTATAREEFERTBIZIE. ISSL/TLS PTSA TR FATUOTATAAEHEDE
#IDFIEESBEL TS,

SERAEMNHRYINICHE-TULEWES X, HIRUAICE>TWVEWS ZanFT 740k

0 IFBAEOERGIBASEOE) 1ZSBL TSV, FITSAT VAN LD AR
BLEIRAZEZE T BIEAX. ISS/TLS PISA TPV R PAT U TATAEEABEDE
ESHELTZS,

Cas

FIE T BRI, TELDITIDTRANT SO T4 R |EHERL . ROBHEHEELET

o A1—H'—:admin & sysadmin D 1—H—F U RIENDETY,

e Manager 7x—)LA—/\—:Manager NIz — LA —/\—RF7ELTERESNTWSIGEIC
Manager SEBAEZE#H9 DIZIE. RO FIEZFEIRT DHEIITz— LA —/\—DEFRZHIE
LET, FIEICDOWTIE, Iz—I)LA—/N\— O T4Fal—ar HAF [HEE]Z2SBLTL
8L, Zx— LA —INN—RTZ%BIBRT 5&. EAL AR Manager NI TRIMBHEIBREINE
io CCJ)i_HLE(:IZI:s thoH1) Manager # TIGHEREDT 74V VLT BFIENEFE

TWET,

1. PITS5AT U ADAT—RRADIER

1. 754 <) Manager [IZA A4 LET,

2. A A=a—h5 [#ERK (Configure)] > [ O—/\)LEFEIE (GLOBAL Central
Management)] Z:#IRLE T,

3. [7TSAT72UAART—A A (Appliance Status)] BIEHEZELET . TITSATUVRADATF—ER
M EEEFrRILDA 9> (Config Channel Down)] ERRESNTLSIEE L. SIBAZE D H%)
RSN TNET,
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HRRYINIZHE-=> RN T I+ ILNIBRZD E R

Inventory
2 Appliances found
Q_ Filter Appliance Inventory Table
APPLIANCE STATUS HOST NAME TYPE IP ADDRESS ACTIONS
© Config Channel Down nflow- Flow Collector 1 5 O
FCNFVE-KVM-1
© Config Channel Down Manager 1 4 O

CVE-KVM

2.7 TS5AT AN FIEDEIR

o Manager LBEEBWBR T TSA T A : Manager EEBHRB T TS5ATUAZFERALT. I5XK4
R D Manager EZF DD EEXMRT T SA TV ADIBAEDADHBEELEEHLET ., FIE
MD—EREL T, Central Management NI R TDT IS4 7 RA%E GRENTWBIERF T) Hl
BRL.ZEBRICUSRIEBEELET .,

o Manager SN DEFI DT FTS5A T2 X :Manager LIS DERI DT TS5A T RAZEERALT.,
Manager LASL DEBI D7 FS54 7> X (Flow Collector. Flow Sensor, UDP Director, &1=[&
Data Node) DIEBAZEDHENIARELEELEFT . COFIETIX. BRDTISA T R%E
Central Management M5 HIBRL . ZE (2 Central Management IZBEEBMLET .

Manager EEEBXWR T IS4 TR

RDFIEIZHEST, I5REHND Manager EZDMMDEBRR T TSAT U ADIIBAEDE A
RBEZLZELET ., FIED—EBEL T, Central Management NS T RTD T TSAT U AE GRENT
WBIEFT)HIBRL. EHERICUSRIEZBEELET,

FIHILCDEDE : BERSN-SEAZEDT I4IILMNE S £ TT, =1L, COHARMIEFIEZ
HBBETEETEET,

Manager 7T —J)LA—/\—:Manager N7 T—)LA—/IN\—RFELTEEINTWBIESIE. Chd
DFIEZERET BFIIC. Tz—ILA—/N\—DBERZHIBRLET , FIBIZDOWTIE, Zz—I)LA—
N—2T74F2L—230 AAF [EEIZSRLTIZEWN, Tz— LA —N—RTZHIRT 5.
tHhH 1) Manager RIS REAMGHEIBRENET . COFIBIZIX., EH A Manager & Li5 H %
DT IHILMMZ)EYRTBFIEBNEENTHNET,

TISGAT VR TATUOTATAHAEE. COFIEO—RELTEBMICEZTRAON
F9,

A HRBLERAEEZFERTEIT7TISATUVARADBE . TISAT UV ARATHRAL T TSATY
RATFATUOTATAABAEZERITHAZDOFIE T R—FENTOEREA, ZCOFIEEE
T95L. HRAALGBAEFIRAOBRER T ISAT VAR TATUTATA4IHEICE
EMZAONFET . HDRBL T ITSAT VR TATUOTATABAERE AT B2,
[SSL/TLS PTFGAT VAR FATUTATABABDER D FIEESBL T,
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HRRYINIZHE-=> RN T I+ ILNIBRZD E R

S
SHRMBFIRTROLESY T,

1. Data Store T—AR—RXZEILT S

2. Central Management Mo D 7 54472 A D HIk
B.FITFAFVARFATUTATAREABDBER

4. [SEh E B (Central Management)] ~® Manager M) & &%
5. {ERER M7 > D HARR Y EEEAE D HIlBR

6. Central Management ~DT7 T34 72 AD:E M

7. Data Store T—AX—X D EALA

8. fEER M7 > D HARR YN EEEAE D HIl BR

9. Manager 21— LA —/I\—RT7 DERE

1. Data Store T—AR—RXZ{E1F 5

F—AR—2%{Z L2, 3 DLLLE O Data Node hip 24K R TIEET HEBES L. A0 HHR—k
[EHZLTHR—FERD TSN,

o BB Data Node A ZELMB A (L. 2. Central Management DN DT TS5A T ADEI ]
[ZEAFET S

1. R®D URLIZ7HEALTLIEELY: Central Management > T—RART > [T—HAR—XaVk
A—JL (Database Control) ],

2. 9., [T—ER—XXT—A X (Database Status)] FI[ZFEIL, T —FR—XHRD LS
RRSNTNDIEEHERLFET :[7vT (Up)l,

8. T—ER—AD [TV 3 (Actions)] 51D [+ (BBEHB) 7] ET)VILET,
4. [f21E(Stop)JZFEIRLET,
5. T—HAR—RADAT—RANRDLIIZRRENTNDIEERHERELET [F 2> (Down)],

2. Central Management W™D T T 5472 AD Bk

Manager DIIBRENDHELE R T HIEATH. IR TDTITSATURE [EhEE

0 (Central Management)] WS EIFR T B2AEAHYET , Manager LA DERN DT TSA4 T
VANHELEBRTILENDHDBZ AL, 'Manager N DER DT TS5AT7UR 1 %S HE
LTLEESELY,

1. Central Management ZB=% 9 .

2. [7TSAT72ART—ARA (Appliance Status)] BIZHEZELET . TRTOT7TSATUAN
[$E#7i&F A (Connected)] ERTREINTNNAEXFERLET,

3. IRTDTITSATUA(TS54) Manager ZF5<) & [ &I (Central Management) ] H
LHIFRLET,
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o [AUARUR) (Inventory) ] BT T. 7ITSATUAD [+ (BBFE) 74 ]1%0)y
ILET,

o [CDTTSA4T72ADHIER (Remove This Appliance)] Z:#IRLE T,

e AVIAXAL—AVFNRIDEDY T TSATUORADAT—RAN [AVT4F 2
L—2a FvRILDA ™ (Config Channel Down)] ERTRENTWRIESIE. 775
AT2RAVY—)LIZAT A LET A A= a—h 5, [UH73) (Recovery)] > [7
T54T7 2 ZADHIB (RemoveAppliance) ] Z:EIRLET

Inventory
1 Appliances found
Q Filter Appliance Inventory Table
APPLIANCE STATUS HOST NAME TYPE IP ADDRESS ACTIONS
a N

I A %2 [ B (Central Management)] /5 Manager ZHIBRLE T,

4. [Eh&EIE (Central Management)] M5 T 54 1) Manager ZHIBRLET,
o [42ARUK) (Inventory)] 2T T, F54 <) Manager D [+ (BBBFB) 74 ]1%H
YyoLET,
o [CDTTS5ATADHE| (Remove This Appliance)] Z#EIRLET,

o WHFYRINDEIY: TTSATUVADRAT—EAMN [ERF¥RILDH 92 (Config
Channel Down)] ERRENTULVBIEE L. Manager 7 TS5A4 7Ry —)LIiZcAd A
LET A AZA—DS . [UH/NY) (Recovery) ] > [T TSA T ADHI
(RemoveAppliance)] Z#EIRLET,

B.TFITSAT VAR TATUTATAEHEDHERK
Manager B XUV ZFDMD T TSATVATTISAT VR TATUoTATAEBAEEBE AR T I
. ROFIEZFEALET,

A Manager CIXEHRWMED T TSA T VR TTATUTATAIBHEZEETHILELH D5
BlE. &ZBIZTS54<Y Manager CCODFIEEZEITLET,

1. 7T5A72 R — )L sysadmin ELTAT AU LET , BIEIZCKR TSN DIERIZHE-
T [ AT LERTE (System Configuration)] =%,

Manager:Manager [ZAT AL, TRTD [ AT LEETE (System Configuration)] A =1—%
A—RTELGINS2EVDIIS—HARTREIN-HE(X. [OKI ZV) VI LET,
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HRYINIZHEST=2 RN T I+ ILNIRED B i

loggggaauqaaadaqaaadaaadddaaydddadyaadadaadaaddaaaadaaaaaddaaadddaaaaaadadd

COH OB WM WM WM MWK NN KN K

L 0 L L O L O R 0 (o Qo s (o O s (0 O (0 L Qe Qo G Qe L s (e L G e L (R (L A A (8

]

2

A A= a—hi5 [JAH731 (Recovery) ] ZEIRLET,

(7T 547> XD HIER (RemoveAppliance)] #EIRLFET

AZa—MRRERENGWNEE . 7TS5A4 72 RIET TIZ Central Management M S EIBRES T
WET, FIES ICHEAET,

imsiuie s (e sl sl lnlege sl e ge e e le e e e s (e )

MoK oM OM MMM KN K R

= {5 {5 (3 (= 0o (o (o (= 0o (o (o {0 (a0 (o o L o o (o o L (o o (o oL (o o L (o o (o o o (o o (o (o o (o o {3 o ]

(s (e s (ege (s (s x (8 0w Ux U6 0 0 (0 (0 [ 0 (0 (0 L 0 0 (0 [ (0 [ L O o O O o 0 g o G O 0 L 0 0 [ O [ O (0 O o o

4. BIEIZRRESNDIERICHOTT T IAT7 U RAZRIRLET,

5. [1)J41/31) (Recovery)] A=a—is, [HARYIND 7 A T2 T 17T« (Expired Identity) ] Z:# 1R
LET . BEICKRREINDIERIZHK-S T, BIREZHEZRLET .
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HRYINIZHEST=2 RN T I+ ILNIRED B i

1999999999999999999999999IIIII 9 I99999999999999999999999999IIIIIT

Mok oM W OM KoM M
Mok oM MM oMW

x X

Mok M M
MoK

(s 0o (o (o (m o (o (o (o oo (o o o (o o o (o o o o o o o o o o o (o o o (o (o o o o o o o o o o o o o [ o o [ o ]

o W OH M

eisieiuisieleieie einis el iegnile s isieisisie uisie eieieepn e oo e isie s ieieieieepeieepnis(en e isie s le s ie e e le)

:,l

=)

6. AEAENERICESHMAON-CLEHETDHETHLET .

o &T:[OK]ZH)yHLTaAVY—ILEBLEY,

o STABRDAEDHBOEE (AT ay) SIRZEOEMHRIET IAILLTEETT,
BEMHAREZEE T HIZ(X., [OK] ZE0)voILT[UAH/\) (Recovery)] A=—a—[ZRYZFE
T [7AT T4 T45EBAZE (Identity Certificate)] &R . BEIZR TN BRI
HOT1I~5FEDOAMDAREZAANLET  GIAENERBICESHA oNI-CLEMHR
THETHBLET,

s = [ o o' {w (= [ o [ {m {: {m [ [o [ {5 [ [ (o [ [ 0 [ [ (o [ 0 o (o 0 (o ([0 o (o [ 0 (o (m (w 0 (o (m(m [ (w{w (mm [ (m (w (= (== (s ]n (2}

MW M W M MMM OM N KN MK NN

oF

L 0 L L O L O R 0 (o Qo s (o O s (0 O (0 L Qe Qo G Qe L s (e L G e L (R (L A A (8

BH

1. ET7TSAT7VARATEIE1 ~ 6 F#YIRLET,

4. [EE &1 (Central Management) ] ~ 0 Manager M & &k

ROFIEEZEITL. TTS5AT7 >R — )L (SystemConfig) Z{F AL T Manager # &8 LE9 . IP
TFRLR RARBHREDT TSAT U RARENRBFSN TSI EITEEL TS,
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Manager D 7x—)LA—/\—:2 DD Manager H’%H S5 E . 754 <) Manager CCDFIEEET
FBETTHH T L TOFIET., EH ) Manager ZZ&8%LF 9, [6. Central Management
ANDFTIFATVADEMIT, £HhUFY) SMC Z&EHELET,

A CHDFIED—IRELTHRRAMER(IPPRLA, RAME  E=XR ANV R)EERTHE
(FHBINF A, FHIZOWTIE, ITERANMEHRIZSHBLTESLY,

Manager 7 754 7> A2 — LI sysadmin ELTAT AU LET,
['J73/31) (Recovery) ] Z#IRLF T

[7TS5A4T7 2 AMIEN (Add Appliance)] ZEIRLET .

Manager D IP 7RL R, A—H—ZE LU/ SRT—FRZEZAHNLET,

TISATOAD YR T v T AT T LI=5. [Central Management] TAAUKN)ZFERLE
9 o Manager PTSATUVRADRAT—RAMUTDEIICRREINTWAIEFHEZELET:
(&5t & (Connected) 1,

a b~ =

Inventory
1 Appliances found
Q Filter Appliance Inventory Table
APPLIANCE STATUS HOST NAME TYPE IP ADDRESS ACTIONS
(o
VE-KVM-t

5. AT H o DEARYINGERAE D HIBR

Manager M\ 2 D3 BEE L. T54 <) Manager CCDFIEEZEITT AT THL T (HUFY
Manager [ TIH/HHEBEO T I4ILMZ)yhEnt=1=8),

A FERGSLBVEHEOHERIBRL TGSV RIDIEHELRIRT 5L, VAT L
EDBENTENET,

1. [EEd & (Central Management)] @ [4 >R K1) (Inventory)] T. Manager @ [ *** (HB&EF
B) 741 &0)vILET,

2. [TTSA4T7 2 AERD#RE (Edit Appliance Configuration)] ZZRLET
3. [£f%(General) ]2 7% #IRLET,

4. [{E$8RNT (Trust Store)] Y AL EHEFZRLE T, Manager & Manager LIS DZDHD T T4
T;XGT&TOD%BE’GJJ*LEEEH%(747‘““‘/7_'4’7_'« IL—h, BXUOHHEEERAE)ZR DT
*9,

5. [HIF (Delete)] &9y L THWIBAZEZNZENFHIBRLET,

6. [EXED1E A (Apply settings) ] VI LET , BIHICKR RSNDIERIZH->TRIELET,

7. [ & (Central Management)] @D [4 A2k (Inventory)] R— T, Manager 7 754
TUADAT—RAN [HE#RFH (Connected)] ITROTWAZEEXRERLET,
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6. Central Management ~NDT7 T S5A4F7 2 AMEM

TITS5A4F7 2R —)L (SystemConfig) ZF AL T D7 TS5A 7 A% [EEHREHE (Central
Management)] IZIBAOILET,
e 1 DT D —EIT1 DDTISATURERELET . VSRINTRDT T 53AT VU ADHRTE
#BIR I BRI, TTSAT U AN B FH (Connected) ] [T TWBA I EEXREELET,

o [P & (Central Management)]: Manager IP 7 KL X . Manager /AT —K . KU Secure
Network Analytics KASM AL ETY,

o IBF:T7 7547 ADEEIEF IZHLET,

e 74X :Central Management IZ7 IR TAIZIZEEEHIERNNLETY,
TISATUADHKRTEIER
RODNEFTTIZATUREREL. BT ITSAT UV RADFMEZEERBOHET,

FIZATUR FiH

UDP Director
(Bl 4 FlowReplicators)

IOV DEFEZERIET SR, Flow

9 Flow Collector 5000 Collector 5000 ') —X F—HARN—Z M [
V) =X TFT—AR—X ff\)*‘l:}:ﬁﬁ(Connected)] ERTSINTWNS %
ERLET,
IOV DHREEFIRT HHIIZ. Flow
3 Flow Collector 5000 Collector 5000 ') —X F—HAN—Z N [
) B s ARV :ﬁ}:ﬁﬁ(Connected)] ERTINTUNS &%
ERLET .
4 ZFDHD I XTD Flow Collector
" (NetFlow & KU sflow)
Flow Sensor MEX EZFAI89 S HIIZ. Flow
5. Flow Sensor Collector H° [1E§: KA (Connected) ] R~
SINTWAZEFHERLET,
6. Data Node

tHF 1) Manager DR FEZRIRT BRI,
7T54<1) Manager H\ [T HF A
(Connected)] EL TRTRSNTINDZ L&

tHh>41) Manager AL
7. (EET2188) tHh A1) Manager [&. B &% Central
Manager ELTRIRLET, IRTDT7 T4
FORADHFFERICTT—ILA—/IN—%EERTEL
£9, 9. Manager 7Zx—ILA—/IN\—RT7 D&%
EIFSHBLTES,

© 2024 Cisco Systems, Inc. and/or its affiliates. All rights reserved. -44 -



HRRYINIZHE-=> RN T I+ ILNIBRZD E R

TTS5AT7 A — )L (SystemConfig) ZF AL TE T TIAT UV RAEERTETRIZIE. ROFIEE
FRALETIP7PRLA KRR E DT ITSAT U RARENREINTWSZEISEREL TS
LY,

A CHDFIEND—IBELTHRAMEHR(IPFRL A RRARE . T IR AV R)EETETHE
[FHERINFELA EMICOVNTIL, TRAMEHRIZESBL T,

1. 77547 RA)—)LI sysadmin ELTEY AU LET,

tH A1) Manager DH: £HF1) Manager BHDIZE L. sysadmin ELTAY A LE
T, BRIV 7Y TDIERIZIEVET (L ATLIAVI4FaL—3> HAF OFIEESR
L TLFEELY) , Manager &, B B % Central Manager EL GEIRLET . I RTHDTTSA7Y
AH [EFEHE (Central Management) ] [TIEfESNT-RIZ, Jz—ILA—/N\—ZFRELFT,

a—H— T4k IRRT—F
sysadmin lan1cope
admin lan411cope

2. [)As31) (Recovery) ] Z:&IRLET

3. [Z7TS5A72AMDENM (A Appliance)] Z&IRLET,

4. Manager D IP PRLREEEBENRADT—FEZAALFET . [OKIZED)VILET,
5

T ISATUOARAD YN T YT MTET LI=5, [Central Management] TA VARV M) ZEREFRLE
T TITFATURADAT—EBADRUTDEIIRRTINTND I EEHRELET  EHFHS
(Connected)],

TITSATVADAT—EAN [#EAE & (Initializing) ] £=X [REDEEEXREE T
(Config Changes Pending) ] M5 [#E#5:% & (Connected) ] IZEELET , T51<)
Manager E& T T 54TV AN [#E#iF# (Connected) ] ERTREIN TSI EEFERL
Mo, ROTTS5AT7R%E [EEH B (Central Management) ] [ZIBIILET (EQEO)J”E
FEEFMZER) .
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f;'_ Central Management

Inventory

4 Appliances found

Q_ Filter Appliance Inventory Table

Appliance Status

Connected
Connected

Connected

Connected

N/

Inventory Update Manager

Host Name

s

nflow -

fr-740

App Manager

Smart Licensing Database

Type

Manager

Flow Collector

Flow Sensor

UDP Director

6. FlIE1~5%EYRLTETISAT7R%E [P EHE (Central Management)] [ZIEINLE

-a-o

7. Data Store T—3~X—X DA

o B BfIZ Data Node M LNMEE X, 8. EEANT oD HAEUINEEBE DO HIER 1 (ZEH

ij—o

1. [EHEHE (Central Management) I CUL T Z#EIRLET . T—2RART7 > [T—2R—Xav bk

O—)L (Database Control) ],

2. T9 . [T—ER—AXRXT—%H X (Database Status)] FZFEEIL, T—EFR—ZABRRD LI

RRSN TSI EZHERELET :[F 2 (Down)],

3. T—ARAR=D[T7H3a> (Actions)] D [*** (BBFB) 71> ]1%9)voLFET,

4. [BA%A (Start)] Z##IRLFET,

5. T—AR—ZADAT—RAMRDESIZRRTENTWBIEFERLET (7Y (Up) ],

8. {EEEA LT Mo DEARYINGERAE D HIBR

BT TSAT 2 ADEEALT Mo ERIN OEAECH WV EREZHIRLES . &7 TS54T7Y
ATFATUTATAAZEDRFSFTOFMICOVTIE. IEEALT OFEFT 1 ZSBL TS

LY,

A ERGSLBVEHEOHERIBRL TSV RITDIEHELHIBRT 5L, VAT L

EDBRENTENET,

1. [EEd & (Central Management)] @ [41 2R R (Inventory) ] T TP TSATAD [+
(BEHFBS)71a]1x02)voLET,

2. [7FT54T7 2 AEB D #RSE (Edit Appliance Configuration)] Z#iRLE T,
3. [£f%& (General)] #T%&:&IRLET .

© 2024 Cisco Systems, Inc. and/or its affiliates. All rights reserved.

_46_




HRRYINIZHE-=> RN T I+ ILNIBRZD E R

4. [{SFEART (Trust Store) ] YRNEFEZELET . 7T 5472 X, Manager, 8XUVZF DD T
705;7%/10)?"{10)%%&@%&%%(7’(7_"\.‘/7_'4’7_'4& L=k, BLUFREEIHAEZE)ZR
2lF o

5. [HIB& (Delete)1 %0y L THWIAZEZNZNFEIBRLET,

6. [EXTEDE F (Apply settings)] &2y I LET , BEICKRIENSIERICH>TIEMELET,

7. [ & (Central Management)] D [4 ARk (Inventory) ] R—S T, 7TSAT U ARE
Manager 7 754 72 AMDRT—RRN [$EHEiEH (Connected)] [TR>TWAIEEMEELE
9,

8. % Flow Collector. Flow Sensor. UDP Director. £ &1 Data Node TFIJE1 ~ 7 Z#EYURLZE
ERS

9. Manager 7T—JLA—/\—XRT DEXTE

Manager # 7T— LA —/N\—RF7ELTHRETDICIE Jz— /LA —/N\—a T4FalL—av B
AR [EEB] DFIEIZHLET,

Manager LSV DER DT TSAT R

RDFIEIZH>T, Manager LS DRI DT T 547> A (Flow Collector, Flow Sensor, UDP
Director, EfzI& Data Node) DEERAEZE D ESHAREEELET . COFIBETIX. BADTTSA7
> X% Central Management M5 HIERL . ZE #(Z Central Management [ZHEEBMLET,

T2 OB : BAEBSNEIAZED T I4ILME S £ T, f12L. COEMITFIEZL &
HHERTERTEEY .

;;547*/7( FTATUTATAIAZR. COFIENO—BRELTEHIMICESHRZON

A DRELEABEFERTETISATVADIGE . FISATVRATHREIL T ISATY
R FATUTATAAIHEEFERTHOFIREYR— S TOER A, COFIEEE
795E DRAALREFIVRAOBCEBRTIFAT VAR TATUOTATAIAEIZE
EMZONET HRBL T ITSATURTATUTAT1IBAZEEE R BIZIE.
[SSL/TLS PTSGAT VA FATOTATAMBAENER | D FIEESHBL TS,

S
SHRMBFIRTROESY T,

1. Data Store T—AR—RXEEILT S

2. 7TSAT 2V ADHIBREREDEER

3. [EHEA N7 h o DHARIN EEEAE D AR

4. Central Management NN 7 FS5A4 72 AMD B
5. Data Store T—A2X—X DBAA

0 Eﬂranager Egi%@ﬁf;]ﬁgﬂﬂ%%Ed—éﬂ\gb‘\%égj‘ﬁ'[Et\ [Manager LEBXNRT7 TS
TR 1S BLTLIEELY,
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1.Data Store T—AR—X%{E=1L3 5

F—AR—ZHEE L2, 3 DL Data Node A DIK R TIEMET BB AL, L AT HR—
[SEHLTHR—FERDTLESLY,

0 B Data Node WNEWMEEE. 2. PTSA T ADEIBREEAEDH AR IIZHEAF

1. RM URL [Z7 1AL TLIZELY: Central Management > T—AAR7 > [T—2R—Xa b
O—)L (Database Control) ],

2. ¥9 . [T—EN—RXRXT—ARX (Database Status)] I ZFBEIL . T —ER—ZAHRD LI
RSN TWBIELZRERLET [7vT (Up)]s

3. T—AR—ZDM [7H 3> (Actions)] FID [+ (BREFB) 71 &0 )vILET,
4. [{Z1E (Stop) 1% ERLET,
5, T—AR—ADAT—RAMRDESIIZRTRIN TS EFFERLET [F > (Down) ],

2. TTSATV ADHIREEAEDHAERK

1. Central Management WoDT ISATUADBIRR: 7 TSAT7URAD -+ (EBRFB) 7/
99 ILET L [CDTTSA47 2 ADHEIE (Remove This Appliance)] Z:&IRLET,

2. 775472 AR —)LIZ sysadmin ELTAY AU LET,

3. AAZa—h5 [1)H/\) (Recovery)] Z3EIRLET,

4. [7T547 2 ADHIB (RemoveAppliance)] Z:&IRLET .
};;—bfﬁﬁ?éhﬂb‘f%ﬁ~ 7 75472 RE9 TIZ Central Management M5 EIREN T
Ly o

s (s (= {w (v (o w (u(w (= (w (= (0 (w0 w (m (m (= (0 (@ (0w (m {m (w (o [ o (u (w (m (w (o (@ ([ (o

~

A

= [ (o (o (= o (o (o m oo (o s o (o o oo (o o oo (o o o o (o o oo (o o o (o (o o o (o (o o oo (o o oo (o o o[ (o o o (o (o o o [ (o o o [ (o o o [ [ o ]

QOE O e O O oy O ey o ey oy q d q q q d q q (s js(uie s (ege (s (ege s (e e s ge e le e e e e (e (e ge (s (8 0w n a0 (0 0 (0 (0 0 (0 0 [

|-
|-
|-
|-
|-
|-
|-
|-
|-
|-
|-
|-
|-
|-
|-
|-
T
|-
|
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5. BIEICKRRNENDIERICRSTT IS4 TV RZHIBRLET

6. [1JH7\1) (Recovery)] A=a—mi5, [BARRYIND 7 AT T+4T« (Expired Identity) ] Z 2R
LET . BEICKRTINDIERIZHS T, BIRRZHESRLET,

1999999999999999999999999999IIT 4 I99999999999999999999999999999IIT

Mok oM oM MMM MM KM N
Mok oMK MMM KN KR

X

(8 0505 (o (s o (o (o (o o (o o o (o o o (o o o (o o o (o o o (o o o (o o o (o o (o o o o o o o o o o o o o o o (s o ]

A

A Y C G Cf C G O € G O O G O 6 € G € € G 6 C G O C G O C G O G G O 6 G O 6 € G O € O € G O 6 G G O G O O o O O o O G o G e QL e e oy

2

7. GEAEAEREICESBAONCEEHRTHFETHLET,

o &T:[OK]ZEHYyHLTaAVY—ILEBLEY,

o SIAEDHADYMBOEE (AT aV) SIAZOEMHRIET IAILLTSETT,
BHEBEELEEIT BIZIE. [0KI E51)vHLT[)H/3Y) (Recovery)] A =—a—IZRYZE
T o [PAT T4 T15EBAZE (Identity Certificate)] Z:ZIRL . EEIZR TSN BIERIC
HOT1I~5FEDOANREAALET  GIAENERBICESHBRAONI-CLEHR
TE5ETHLET,
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]_ ':I':I':I':I':I':I':I':I':I':I':I':I':I':I':I':I':I':I':I':I':I':I':I':I':I':I':I':I':I':I':I':I':I':I':I':I':I':I':I':I':I':I':I':I':I':I':I':I':I':I':I':I':I':I':I':I':I':I':I':I':I':I':I':I':I':I':I':I':I':I':I':I':I

MM MM MMM MMM NNMKN N

YO € CY O 6 G CF 6 CF 7 O G O O C O O 6 O O 6 7 O € CF O 6 O O 6f G G 6f 5 O Of & O O O G O 6 O O € Y O 6 CY O 6 G O O S O o S Lo S (LA S CL O e CL e o

V

]

8. BT TSATUVATFIE1 ~ 8%&#YIRLET,

3. ERANT o DHIRYINGEAZ D HIBR
ROFIEZEFTLT, BIRIND T TS5 7 REEBAEZ Manager [EREANT M SHEIBRLET

A FERGSBVEAEOHERIRL TSV RIODEHELHIRT 5L, VAT L
EDBENTENET

1. Manager [ZEBELLTAT A1 LET (https://<IPAddress>) ,

%acgg DT TFAT UV ART—RRAN [HfiFH (Connected)] ERTRENTNDI LT HE
Manager @ *** (EBEFH) 7150 )vILET,

[7T54 7 A EB O #RE (Edit Appliance Configuration)] ZEIRLET,

[£#1% (General) ] 27 %:EIRLE T,

[{E2EART (Trust Store) ] U RMEFERRLET , HARRVINMDIIRE (FA T TA4T4. JL—
. BFEUHREEIRAE)ZRDITET,

7. [HIB& (Delete)] &) v L THWEHEZEZNZTNZHIBRLET,

8. [EXTE D&M (Apply settings) ] Z Vv LET, BIEICRRINDIERICR > TRIELET,

9. [ (Central Management)] D [1 2R M) (Inventory)] R— T, Manager 7754
TUADRAT—RAD [HEHTFH (Connected) ] ITROTLWAIEZERLET,

N

I
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4. Central Management ~NDT7 T S5A4 72 AMEM

TToAT7 A% [P EHE (Central Management)] [ZIBINT B &L IP PRL A RARE L E (X RE
SNFEY,

A CDFIED—IRELTHRAMER(IPFTRL A, RRM ., £ IR AV R)EEEFTHE
(FHBINF A, FHIZOWTIE, ITERAMEHRIZSHBLTESLY,

o [P &EHE (Central Management)]: Manager IP 7 KL X . Manager /AT —K | $ KU Secure
Network Analytics KAS 2 DAL E T,

o IEFF:2 DLLEDTTSA4 72 X% Central Management [ZIBIMIT BIGE(X. (7 TSATU R
DEEFEIEF IZHEWVET,

o 72+t X:Central Management [T7 VR T BICIXEEEERNVLETT,

1. 77547 RAY)—)LIZ sysadmin ELTRYT AU LET,

2. [VAs\1) (Recovery) ] Z:EIRLET

3. [7TSAF72AMEN (Add Appliance)] ZEIRLET,

4. Manager M IP 7RLREEEBENRADT—FEZAALFET . [OKIZED)vILET,

5

 TISATORD YT YT MSET LIz, [Central Management] TA VAU ZFERLE
g:o TITSAT UV ADAT—RAD [#E#iFH (Connected)] ERTFIN TSI ELERERLE

'-':lf. Central Managemen‘[ Inventory Update Manager App Manager Smart Licensing Database

Inventory

4 Appliances found

Q_ Filter Appliance Inventory Table

Appliance Status Host Name e Type

Connected SI Manager

Connected nflow- Flow Collector

Connected fs- Flow Sensor

Connected fr-740 UDP Director
—
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5.Data Store T—2R—X DA

| o EB(Z Data Node A LMEE &, ZDOEYL 3V ERXTYITTEEFT,

1. [EEh%&# (Central Management) ITA T2 EIRLET : T—F A7 > [T—ER—ROVb
O—)L (Database Control) ],

2. Y. [T—ER—XRXT—A X (Database Status)] FI[ZFEEL, T—FR—IXHRD LS
RSN TSI LZHRLET [F> (Down)]s

3. T—AR—RAMD[7723av (Actions)] FID [+ (EBFS) 7] &0 )V ILETS,
4. [FAtR (Start) ] Z2EIRNLET

5. T—AR—AMAT—HAMRDEIICRRSN TSI EEHRELET :[7vT (Up) ],
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SSL/TLS 7ITSAT VAR FATUTATAEBAZE
IR

% Secure Network Analytics 77 SA 7V R IZBEBEDBECER T ISAT VA AT TA T4 B
EL—HITAVRM—ILENET . ROFIBEFERALT. TITSAT VR AT TATAAEE S
ARBINTITSZAT VR TFTATUOTATAERAEICEETRZ S ENTEET,

SERRZEIFIVATLDEXATAIZE>TEETY  SIBAZZAREYICER T 5L,
Secure Network Analytics 7 7547 ADBIEMNZILEL, T—2EXODRERELYZET,

SIBAEDEH

RRANTSOTAREBEDEHIZDODWTIX. TELDIZIDT P ISATUOADTAT T4 T«5E
BE S BL TS0,

IREBIZIGCE=FIEDEIR

Central Management TREBAEEBRAEKR (CSR)ZEKT 5H . T TICEEBHAEN HHIESILCSR%E
EIETEET,

o FMEAAEERERETLEMT HITIL. [Central Management TO CSR MDAERL ) ITEAFT
o SIBAEELERZTHEIRT HICIL., [[SEFEE (Central Management)] T? CSR D EWE 1
HEAHFET,
Central Management T@) CSR M 4 fi;
Central Management TCSRE4A L. BAEDTITSA TR AT UoTATAEHAEEZH LT A
TUOTATAHAEITESTBRZBICIE. ROFIEEZETLET .
B2
LERPLEFIRIEIRDESYTT,

GEAEEREROER

JL—b CAREABZEERAL7ITEMY S
.Data Store T—AR—RZ{ELT S
TISGAT R TPATUTATARIABDE R
TRINT US4 T7 UL CREABEEET S

1 AEAEE R BRDEMK
ROFIRIH->T, FEAEERER (CSR EEMLET .

1. Central Management ZfE=E 9,

2. [ARUR (Inventory) ] R—=U T, FTSATVAD [+ (BBFB) 74 ]1&9)voL
9,

3. [7TSAT7 2 AR DFRE (Edit Appliance Configuration)] Z:&RLE T,

Sl AW =
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[SSL/TLS PTSA TR PATT4T4 (SSL/TLS Appliance Identity) ] 243 IZF &1L
x5,

[7AToT4T4DEH (Update Identity) ] 91w ILET,

CSRGEIAZEZBRER)ZERTIDLENHDIEE L. [IEL (Yes)] EEBIRLET , (R~
(Next)]1&2UwILET,

CSRZXE KT AMNELNLZMEE (L. IEDEH (Central Management)] T? CSR D&
BEIICHEAFET

7.
8.
9.

10.

11.

IR THR—FEND RSAF—DEIEFZERLET,
[CSRD A Y (Generate a CSR)] 293> D 74— LK EE) ICAALFET,

[CSR MDA i (Generate a CSR)]1 &9 woLET . AR TOCR(ZH O INBIELHYE
T

X)L :CSREEBLI-R., FEXTATUoTATAAEAZEZF > TLBEIC [Fro L
(Cance)1%#0)woT 5L, FrotILENf=CSRIZEMIZLHYET ., ZOBZEITHFHLL
CSRZEH.RLET,

[CSRMDAF > A—K (Download CSR)]1 #41)vwHLET,

BEOTITSATUOR ISAEZIRNZHBEIITARTDT I SAT UV ADTATUOTATAZEHT
AL FTTIATUARTEIZFIE1 ~ 10%48YRLTCSREERLET,

v t)L:CSREEFLI-E T[T vt/ (Cancel)]EH) v 3 BHE. CSR IITESNZA
i~£75;7>z TATOTATADEFHIFERTELGLGYET , CDBFEIEFHLILNCSRE
LET,

AryoO0—KL1=CSRERIIR/ITEIELFET,
BH D CSR:BILEEB/ICTRTD CSREEELETS

2. )L—k CASEBHZEFEEANTIZEMT S

1.
2.

Central Management ZB=%£ 9 .

[j’_f‘/’*“/l") (Inventory) 13T T, 7TSATVAD [+ (BREFB) 741 &9 )vILE

[7 75472 A& D#REE (Edit Appliance Configuration)] ZZEiRLE T,

4. [£f% (General)] 27 T, [{EF8ALT (Trust Store) ] EUavH#RDOITET,

5. [#r3REM (AddNew)] &V v ILET
Trust Store
FRIENDLY NAME ISSUED TO ISSUED BY VALID FROM VALID TO SERIAL NUMBER KEY LENGTH ACTIONS
nmxm  fs-3 fs-7 2020-11-20 17:51:53  2025-11-20 17:51:53 8192 bits
nzqlo 1l.la 1.la —
midyz m m 3
nmzd
9- - 2020-11-20 17:42:20  2025-11-20 17:42:20 8192 bits
121- 121-
1.lanc v l.lanc 2 39
m m
6. [IL K1) 4 (Friendly Name)] 74— JLRICIL—MEBAZED—BEDZHIEZAALET,
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SSL/TLS PTSAT VAR FATUTA T4 BHEZEDE #

A FLOGEREICRFEN T HHE . FLEBRANTITEMT S5EF. EILURYE
N—ETHIELERRLET . ILVRUREZERSI TR TESLY,

7. [Z7A4ILDEIR (Choose File) 1 E0 VI LET , HFTLLVL—RERAEZEERLE T,

8. [GEBAZ M3E/N (Add Certificate) ] #71) v LET , [{EFEALT (Trust Store) ] J AR ZFTLLY
SIEAEMNRIRINDEFTEZELET,

9. BFTSATVADEEANTTFIE1 ~ 8 %#YRLET,

BEANTDEH

COT—ITNEFERALT. 7IFAT7 o ADEEANTITIL— CAGEAEZBMLET,

TI24T7VR

FATUTATAREBRE

Manager/
Central Manager

/> 51) Manager
(Fz—ILA—/IN\—DH)

B3

Manager (SRR 7 & [EHE
32 (Central Management)] A
DETTIATUADIEFERF
7|2 Manager JL—REEBRE %
BAMLES,

Manager M7 x—)LA—/\—
BIZERESINTWSIGEICE
A1) Manager 7A T T4
TAAEFETMAHICIE,
#HLULVEHUHFY) Manager JL—
REEBAZEZEtHAF) Manager
{EEEANT . T54<") Manager
EEAN7. LUV [EHEE
(Central Management)] R 3"
RTCDTITFAT U ADIEFER
FPZIZEMLET,

TI— LA —IN—RTFTHEFE %
ELTWVEWNEEIX. 77354
TFUORTATUOTATADIMH
#ETL. Jz—I)LA—/\—2
24F¥al—ar AAR[&E
EFSBLTIz—ILA—
N—ZHELET,

{EBER+7

754 <) Manager
Flow Collector

Flow Collector T—%4
R—2Z (5000 >'J—XD
H)

Flow Sensor

UDP Director

Data Node

tH41) Manager
(Tx—ILA—IN\—DH)

Flow Collector

Flow Collector T—%
AR—2Z (5000 ') —ZX D
&)

Flow Sensor

UDP Director
Data Node

tH51) Manager
(Tz—ILA—IN\—DH)

754 <') Manager
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SSL/TLS PTSAT VAR FATUTA T4 BHEZEDE #

Flow Collector

JO0—t 59—

UDP Director

SR A7 O UDP

Director

F—8/—K

Flow Collector @ JL—FEBAE
% . Flow Collector D{EfEX
7 & Manager D{EFEA LT IZE

5000 ) —XDH:

e Flow Collector T
M JL—EEEAE % Flow
Collector T—H~N—X
DIEBERALTIZEMLE
3—0

e Flow Collector T—%4
R—ZAD)L—IEIAEE
Flow Collector T
DIEFEANTIZEMLE
TO

Flow Sensor M JL—FEEEAE S
Flow Sensor D{EFER+T7 &
Manager DAL 7IZ:EML
i-g_o

UDP Director @ JL—SEBRE
% UDP Director D{EFERANT &
Manager D{EFEAN7IZ:EML
9,

e tzH>2%1) UDP Director
DIL—rEEEREETSA
') UDP Director M1{E
FEARNTIZEMLET,

e J54<') UDP Director
DIL—REEBREEtEHY
A1) UDP Director DS
ALT7ITEMLET,

Data Node @ JL—EEBRE%
Data Node D{EFER L7 &
Manager DS AR 7 IZEML
iTO

Flow Collector

Flow Collector 7—%4
AR—2Z (5000 ') —X D
)

tH 51 Manager
(Fz—ILA—/N\—DH)

754 ') Manager

20—t Y9 —

A2 31) Manager
(Fz—ILA—IN—DH)
754<') Manager

UDP Director

tHh2 A1) Manager
(Fz—ILA—\—DH)

754 ") Manager

+H> A1) UDP Director
(STAMEDH)

754 <) UDP Director
(STAMDH)

tH2 A1) Manager
(Fz— A —IN\—DH)

754 <) Manager

754 <) Manager
P/

tH 51 Manager
(Fz—ILA—/\—DH)
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SSL/TLS PTSAT VAR FATUTA T4 BHEZEDE #

3. Data Store T—AR—X%{Z1E9%

F—HAR—ZEEZILH T2, 3 DLL L0 Data Node A DI R TERIET BIHE L. R0 Hh—k
[EHKLTHR—FERD TS,

EERfIZ Data Node AHWERIX. T4 FT AT VR FATUOTAT4IBAEDEH (1
EHFET,

1. RM URL [Z7 1AL TLIZE0V: Central Management > T—ARART > [T—AR—XaVk
O—)L (Database Control) ],

2. 9. [T—AEAN—RRXT—AX (Database Status)] FI[ZFEEIL, T—FR—RAHRD LI
RRSN TSI EEHERLET [7yT (Up)l,

3. T—EAR—ZD[7973> (Actions)] FID [+ (BBEFFH) T4V EV)vILET,

4. [{Z1E(Stop) & FEIRLET S

5, T—AR—RDAT—RAANRDLIICRREIN TSI EEFERLET [ (Down)],
ATITZAT VR TATUTATAEAZE DERR
EF:COTAERATE, BT TIATVADNBHNICHREHT =0, 7T ATV ADBEBZE
EETELR(IV ) CEABEEH T HLI5TELET,

1. Central Management ZB=%£9,

2. ['f;’\“/f*') (Inventory) | R—U T 7T SATVAD [+ (BBFB) 74 ]1%&9)voL
EX IS

BEOT7TSAF7 > X Flow Collector. Flow Sensor, UDP Director. 1= Data Node H 5
wBLES,

3. [7FS547 > A (Appliance)]1 2T > [SSL/TLST TS5A TV AT AT T4T4(SSL/TLS
Appliance Identity) ] Z:EIRLET .

4. [IL2R1)4 (Friendly Name)] 74— ILRIZEEBAZ D —E DL FIZANLET,

5. [I74ILD:EIR (Choose File) 1V vILET  FTILLGEBAZEZEIRLET,
F- AEBAZETDFAMIILERICRDFIEEETLET,

e PKCS#12:[/\>FJL/XRA™J—FK (Bundle Password)] 74— ILRIZZ2 7/ ILDES (i)
BIENRAT—FRZANLET . ARAT—KRIIREFE=NFE A,

e PEM:[EZFBAZF T —> 771 )L (Certificate Chain File)] 74— LK T. SIBAZFT—>
T7AIIVEBERIZ7yvTO—RLET ([T74ILDEIR (Choose File) ] 91w LE
F)oe FT—2ITF7AINELWVNEFTHY .. BEHEHmI-LTWNDIEEMHRLET 5
HIZDOWTIE TIZLDIZIDIPEM Fr—2 27 LD EH 1ZSRBLTLESLY,

I A Fi— TP ANIZTTSATUR FATFUTATAERE () — D) EEDHHEN TS,

6. [FAToT14T1DEH (Replace Identity) ] #1)vILET,
7. [BRE DE M (Apply settings)] &2y ILET,
8. BIEICRRESNDIERICK - TRIELET . TITSATUANBEMICERZBLET,
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9. [EEhEIE (Central Management)] DA VAU R EFEZELE T [T TIA TV RRAT—ER
(Appliance Status)] AY [$&#7% & & (Connected) ] ERREIN TS EZFHEZELET,

10. SSL/TLS 7T SAT VA TATOTATADYRANEFERLET , FTILLEBAZENRRTEINT
WA EEHERELET .

BROTFISATUR VSAEZRNIZHIIARTCDTITSAT UV ADTAT o TATAEZBHT
BEE.TITIATUVRZEIZFIE1 ~ 11 ERYBRLET KT TSAT U ADERENER
MTETL AT—E2AD BEHFH (Connected) ] ITROTWAZEEZHERLTHLRDT TS
ATORIZEHRET,

5. TRIMYT USA T NCIIBHEXEET S

TRINTOSAT N ERTBEEIE. ROFIEEEFTLET . TRIMNTOSAT UM,
Data Store DIEWVEBEATOAERATEET .

TFTRIMNT DS5AT7UME. O—HILAVE 1 —BIZAV A= ILENT=T IAILFDEBRANTIZE
FESNTWSIIRRERLITEEBLET .

1. Manager [CBEEELTAY 12 LFET (https://<IPAddress>) ,

2. ¥ (HuO—R)FAaVEIILET .

3. BHICKRRINAIERICREST, HILWERAEEEZRALTERELEY,
[SE£ P& (Central Management)] T@) CSR M) & BE
[FPISATOADTAToTATAABREIDERZH-AENIT TIZHAEE (X, ROFIE
??gbfs BEDTITFGAT VAR TATOTATAREEH LW TATUTATAIAEICESH
A °
B
SR FIEEZRDESY T,

1. EEANT DR ELFREAZEDEM

2. Data Store T—AR—X%EELLT S
8.F7TSAT VR FATUTATAREABDE#R
4. TRIMNWT 9S4 T UL CIEABZE{EET S

1LIEBEANT~DWHELIIAEDEM
BRI BR1IC. [EHEAN OEH I TR ERIAEICTOVTORHREMEZRL TS,
1. Central Management ZB=%E 9 .

2. [;_f‘/’*“/l*') (Inventory) 13T T. 7T ZATVAD [+ (BBFHFE) 7131 &)V ILE

3. [7TS5A47 R EB D#RFE (Edit Appliance Configuration)] Z&IRLET,
4. [£f% (General)] 27 T, [{EF8ALT (Trust Store) ] £ avH#RDOITET,
5. [ET#REM (Add New)]1 #H)woLET,
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Trust Store

nmxm  fs-7 fs-7 2020-11-2017:51:53  2025-11-20 17:51:53
nzqlo 1l.la 1.la

imidyz m m 3
nnmzd

2020-11-20 17:42:20  2025-11-20 17:42:20

FRIENDLY NAME ISSUED TO ISSUED BY VALID FROM VALID TO SERIAL NUMBER

1.lanc v Tllanc 2 39

KEY LENGTH ACTIONS
8192 bits ‘ Delete ‘

8192 bits Delete

6. [ZL>F') 4 (Friendly Name)] 74— JLRIZEEBAZED—EDARI*ANLET,

A FLOGIAECRREMTH5E. FITEBRRALTICEMT H5E(F. FTILURUE
N—EBTHAHIZELFHERLET, ILUR)BEERSBHVDTES,

7. [D74ILDiEIR (Choose File) ] Z#0) v ILET , HILWEBAZEZFEIRLET,
8. [GEBAZ M3EN (Add Certificate) ] 1) v I LFET , [{EFERALT (Trust Store) ] J AR ZFTLLY

AEAENRTIENSETHRLET,

9. BT TSATUVADEEANTTEIE1 ~ 9 Z&#YRLET,

BEANTDEH

COT—TNEERLT, 7ISA TV ADEBERA N ISR ELTREEEMLET , HETIH

EZ(X UTIZE2TRFEYFET,

- BCEA - BCELRIHELHIEHEIL. EEANTIZEMLET,
o Fx—Y/I—b:FI—2RAENHIGEEIL. IL—FIBAEEEBEANTIZEMT 51T

TEAET,
FTIFATUR seam
FATOTAT1EIRE
Manager (Ef8ANT7 & [EHE
32 (Central Management)] A
Manager/ 0)%'7705’!7”/7\0)15@.?([*
Central Manager FITHBEGIIBAEZEMLE

j—o

{EBEANT?

754 <) Manager
Flow Collector

Flow Collector T—%4
R—2Z (5000 >')J—XD
H)

Flow Sensor

UDP Director

Data Node

tH 1) Manager
(Fz—ILA—/\—DH)
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tH2 A1) Manager
(Fz—ILA—I\—DH)

Flow Collector

JO0—tw Y9 —

UDP Director

Manager M7z —J)LA—/\—
BIZEREINTLSIGEICE
H B Manager 7AT T4
TAAEFETMZ HICIE.
WELIIRAEEXEHV S
Manager S8R L7 . T54<)
Manager (EEERAL7 . LU
[ &I (Central
Management)] HD T XTHD
TISATRADIEBARTIZ
BMLES,

TJx—)LA—IN—RTF7HEFFH
ELTWEWEEIE. 7754
FUORTATOTATADIRMH
ZRTL.Jz—)LA—/\—1
24F¥al—ar AAR &
ElZBSBLTII—ILA—
N—%HRELET,

WHEFFIBAEZ . Flow
Collector DIEFERFT7 &
Manager M{EEEA7IZEIL
ij-o

5000 ) —XDH:

o MWEBLRIVIUEIRES
Flow Collector +—%4
R—XDIEFERLTIZE
mLES,

o BEHT—HN—RIEH
Z£ % Flow Collector T2
DUDEEANTIZEMN
LET,

WHETTFEBAE % . Flow Sensor
DIEFERFT & Manager D1
BALTISBMLES .

WETEFEAE % . UDP Director
DEFERANT & Manager DI
FARTIZEMLETS,

Flow Collector

Flow Collector T—%4
AR—2Z (5000 ") —X D
&)

Flow Sensor

UDP Director
Data Node

tHh41) Manager
(Tz—ILA—IN\—DH)

754<') Manager

Flow Collector

Flow Collector T—%4
AR—2X (5000 1)—ZXD
&)

tH>F1) Manager
(Tz—ILA—\—DH)

754 <) Manager

JA—t 59—
tH41) Manager
(Fz—IFt—IN\—DH)
754<') Manager

UDP Director

tHh>41) Manager
(Fz—ILFt—\—DH)

754 <) Manager
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SSL/TLS PTSAT VAR FATUTA T4 BHEZEDE #

e t2/12%1) UDP Director

BEREHEE, T54 2 o
= A0 UDP Director DIEFERA L7 &t s /3 / irector
sﬂiﬁ T D UDP $H>%1) UDP Director D558 (ERIAED )

reerer A7 & Manager DIEFEANT o HA1) Manager
[ZEMLET, (Fz—IA—IN\—DH)

e 754 ') Manager

- o 754 <) Manager

W7 EFBAE % Data Node . g
T—5/—F {E3BA L7 & Manager D{EFE 7 N

ArM7IZEMLET, o A A1) Manager

(Fz—ILA—/\—DH)

2. Data Store T—AN—XEE1LT 5

F—HAR—ZEEZILHT (2, 3 DLL L0 Data Node A DI R TERIET BIHE L. R0 Hh—k
[EHKLTHR—FERD TS,

EERfIZ Data Node WG RIX. 3. FTSAT VR FAT T4 T4IBAEDEH (1
EHFET,

1. RMD URL [Z7 1AL TLIZE0Y: Central Management > T—ARART > [T—AR—XaVk
O—)L (Database Control) ],

2. 9. [T—AEAXN—RRXT—AX (Database Status)] FI[ZFEEIL . T—FR—RAHRD LI
RRSN TSI EEHERLET (7T (Up)l,

3. T—EAR—RD[79723> (Actions)] FID [+ (BBEFH) T4V EI)vILET,

4. [{Z1E(Stop) IZFEIRLET S

5, T—AR—RDAT—RAANRDLIICRREIN TSI LEFERLET [F 2> (Down) ],
3T ITIAT VR TATUOTATAIIAEDE R
DT OLRTE, ETTFAT AN BYMICHBEH I H5DT. 7ISATVRATOR
T4V ENLBRHVENIA(ZIV T CIEBAEZRHTHLO5TELET,

1. Central Management ZB=%£9,

2. [?:ry&‘yw (Inventory) 1 3T T, FISATUAD [+ (BRRFE) 74V %#0)vILE

BFBDT7TSA4F7 > X :Flow Collector. Flow Sensor. UDP Director. F7=I& Data Node H 5 Ff
18LET . RIZ Manager zEBHLF Y,

3. [7TSAT7 2 AR DFRE (Edit Appliance Configuration)] Z:&RLE T,

4. [SSL/TLS 7TSAT 2R 7 AT T4T4(SSL/TLS Appliance Identity)] £ a2 8L
*9,

5. [7ATUT14T14DEH (Update Identity) ] £ vILET,
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6. CSREIAZSZBRER)ZERTIDLELHDIGEIL. [LWZ (No) ] ZEIRLET , [RA
(Next)1&2UvILET,

7. [ZL K4 (Friendly Name)] 74— ILRIZEEBAZE D —E DRI ZAAILET .
8. [T71ILDEIR (Choose File)1 &0 ILET , FTLLGIBAEEERLET,
F- EERAE DAL ERKICECTROFIEEZETLET .

o PKCS#12:[/\2KJL/SRJ—K (Bundle Password)] 74— JLRIZ 74 IILDES 2
BRINAT—REZAALET . SRT—KIFRESNEFE A,

e PEM:[EZEFAZEF T —>TJ71 )L (Certificate Chain File)] 74— JLRT. SIBAZFT—>
T7AIVEBEMNIC7yTO—RLET [T7AILDEIR (Choose File) 1 01w LE
T)oe FT—2ITF7AILBNELWVNEFTHY ., BEHEmI-L TSI EEMHRLET 54
HIZDOWTIE. TIZLDIZIDIPEM Fx—2 77 LD EH 1ZS B LTLESLY,

I A Fi—2TF AT TIATUR FATUTATAEBE (J—) 2 EOHRNTEEN,

9. [PATUTATADEM (Replace Identity)] Z91) o LET,
10. [ERE D& A (Apply settings)] &4 voLET,
1. BEICRRESNDIERIZE S TRELET . 7ISAT7UoANEHICEEEHLET,

12. [ EH (Central Management) ] DA UARU K EHERLET [T ITSATUVRRAT—ER
(Appliance Status)] A\ [$E§5 5 A (Connected)] ER RSN TS EEFERLET,

13. SSL/TLS FISGAT A TATUOTATAD) ANEREZRLET . FILLEBAZENARTEINT
WA EFREELET,

BROT7ISATUR VSAEZRNZHIITARTCDTITSAT UV RADTATUoTATAEZEBHT
BEBEBIE. TITSATUVAZEIZFIE1 ~ 13FBYRLET KT TSAT7UVRADEENE
BEMTTL. AT—RAN [ FHA (Connected) ] [TROTWAZEEZHERLTHLRDT
TSATORIZEHRET,
4 TROMNYT DS5A T NCIIBEREET S
TRINTOSATUNEFERTRIEEIE. ROFIEZEFTLET . TRIMNTISA4T UL,
Data Store D% LVNBFTOAERATEET,
TFTRIMNT DSATFUME,. O—HIAVE 1 —BITAV A= ILENT=T IAILFDIEBERANTIZE
FSNTWAIIBAELITHEELET,
1. Manager [CEEELLTAT 12 LET (https://<IPAddress>) ,

2. ¥ (AU O—R)FAavESYuHLET,
3 BEICERSNBIERICH-T. HLOIHEERALTIEELET .
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ERANT DIEAZE DFERR

EFEANT DFEBAZE D HERR
ROFIRERITLT, BRI T T5A 7 AOEHEANT AL R EERELET.

Central Management ZB=F 9 ,

L TITFATVRAD = (BBHFB) 7Aa0&7)vILET,

[T ZAT R ER DO #RE (Edit Appliance Configuration)] Z:#RLE T,
. [&#% (General) ] 27 %#&IRLFET,

. [{E2ERAFT (Trust Store) ]V RAFEHEFRLE T,

i. Central Management Inventory Update Manager  App Manager  Smart Licensing  Database A% L U SECURE
Inventory / Appliance Configuration

g W N =

uuuuuuuuuuuuuuu

aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa

EEAN7MSDFEAEDHIF
ROFIEEEFTLT, FTTATURADEBANT HSIEPEEEIRLET . M hoT= T
BEDHEBIRL TS, BHOIHELEIRT 5L, L RT LEDEENMHSNET .

FIGATORTATOTATAEZBEE A D56 1L, FILWLGEBAZE%EML TISSL/TLS
FISGAT IR TFATOTATAAEBRAEDER | DFIEETLIZEITITHETIE, &L
BAZZHIBRLEL TS,

1. [{E#8AL7 (Trust Store) ] MYRNT, HIBRT ZEAE (A ToT4T«. B, = (F)L—
MERDHET,

2. [HIB& (Delete)]1%#2') v LET,

A FERGSTBVEAEOHERIBRL TS0 RIOIEHELHIRT HL. VAT L
EDBENIBENET,
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ERANT DIEAZE DFERR

Trust Store Add New @
FRIENDLY NAME ISSUED TO ISSUED BY VALID FROM VALID TO SERIAL NUMBER KEY LENGTH ACTIONS
nmxm  fs-3 fs-7 2020-11-20 17:51:53  2025-11-20 17:51:53 8192 bits
nzqlo 1la 1la _.
/midyz m m 3
nnmzd
9- 2020-11-20 17:42:20  2025-11-20 17:42:20 8192 bits Delote
121- 121-
1 1. 39
m m

3. [FRTEDEH (Apply settings)] 7'y ILFEY , BIHICRTSNDIERICHE > TERIELET,

4. Central Management DA ARUKNJR—I T, TITSAT UV ADRAT—RAN [EHEH
(Connected)] ITROTWAZLETEZRLET .

BBALT D5

AEAENRBESN TV SIGMZEREE T 512 AN 1FIZSRBL TS,

FIS5A4T7UR
FATUTATARERE

RAR—Tx
Central Manager o

tHh2 A1) Manager
(Tz—ILA—IN\—DH)

EBERN7

754<') Manager

Flow Collector

Flow Collector T—%#~X—X (5000 1) —X D& )
Flow Sensor

UDP Director

Data Node

tH % 1) Manager (Ix—JLA—/\—DH)

Flow Collector

Flow Collector Databases

(5000 21— DH)

Flow Sensor

UDP Director

Data Node

tHhF1) Manager (Tx—ILA—/\—DH)
754 <!1) Manager

Manager 7x—J)LA—/\—:

Manager 7T — /LA —/N\—DEFZRZHIIRT 556X, TT
DT TSATUADEBEANT DA H ) Manager SFBAE
HHIBRLET . SFHEFIEICDOLTIK [Pz — /LA —/3— T

LId4F¥aLb—ar HARIESBLTESLY,
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EHERNT DIEAZ DR

Flow Collector

Flow Sensor o

UDP Director .

=8l A%~ 7® UDP Director

F—8/—F .

Flow Collector
tHhF) Manager (Dx— LA —/\—DH)
754 <!1) Manager

5000 1) —ZX D H:

Flow Collector T MEEBAZ (X, Flow Collector

T—AR—ZADEBRANTIZRESNFET,

Flow Collector T—H#~R—XDFEBAZE (L. Flow
Collector TV DIEFEANPIZREFEINET,

Flow Sensor
tH 3 Manager (Ix— LA —/\—DH)
754 <!) Manager

UDP Director
tH 51 Manager (Zx— LA —/\—DH)
754 <!) Manager

+ 4> %'1) UDP Director (R Al £ D &)
754<') UDP Director (& 8] ATED &)
tH41) Manager (Fx— LA —/\—DH)
7TS54<') Manager

754 <!) Manager
T—3/—FK
tHhF1) Manager (Dx— LA —/\—DH)
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RANBFELERINT—IR AV ZDER

RARBFZERYNT =R A BDER

TIZAT O RDRRNGER YN T—IR A&, # BTy TEERLIZAV Ah—/LT0
TRAN—IEELTEESNFE T, [Central Management] @ [FRA R4 (Host Naming)] 933 (Z
. COBERIEIFEADMYERELTRRINET .

o FISATUVADIP PRLREERTBIZIE. [RYNT—D A B—DAADEE | S H
LTLEESLY,

o WRALFAEXHEALTLIBEIL, BH-CIAEL L EXLEAICEZ T YT —
JETE RRARE . RYRNT—OR A8 E-[F ethOIP PRLR)ZZEEJ ARIIZ. SEBAER
RELET . VROABCERZAT I FAT VR TATUTATABAEFHR A LRAE(ICESE
HaZBIZIE. ROFIEIZHENET :SSL/TLS FISGA T VA FATUTATAIAEDEH,

ROFIEIZRST BRLI=T T FAT U ADRRANE ERIRNT— IR A BEHERLET,

1. Central Management ZfE=E 9,

2. TISATOAD - (EBHFZ) 7AAVED )V ILET,

3. [7FS5A47 2 R EBD#RE (Edit Appliance Configuration)] Z&IRLET,
4. [7T5A47 > A (Appliance)] 3T %#EIRLET,

RDOFIEIZH ST TITSGATURADKRAME ER YN T — IR A VB EERLET, FIEO—FE
LT, 7TSAT7 2 R% [ EE (Central Management) ] M5 —EFRIICBIBRLE T,

F-  BEICRTRINDIERICK ST SEIBAZOBERNBENEID ., FILEHELZHREETT
BIEEBIRTEDIMNEINZREZRL TS,

HRASLEIAEZXHEALTLAE AL, B-oTIAZZ LE2XL-EAICHEA T, Ryk
J—5BE RRANG  RYRT—IRALL & F-EIP FRLR) 2 EES BRI, SEHH

A 2£RELET.VROABRBETISATUR FAT U TA T4 BAEEH RS LIIERE
;ﬁ%ﬁiél:m ROFIEICHWNET :SSL/TLS FTFATFT VAR FAT T4 T«
=0)|_ o

24

TITSAT UV ADKRARGF IR YN T —IR A B HEE BT BHHIZ. TELDIZIDTRANTSH
TAAIETEREL, ROEH#EFREL TS,

o PIZGATVRIZIE—BDHRAMEADETT  MDTITZA TV ARERARE DB —DT T
AT VARIIRETEF BN T BT TFAT UV ADKRRANE A B—R YR RARD A
UR—yMEEBEHFEH LTSI EERERLET,

 Flow Collector 5000 /1) —X F—RR—R MDD T —EIR—REIVSUDRTNH 515
BlL. [EHPEHE (Central Management)] THAI TES LS, T—IR—REIVDUNDE
RT7IZAFIZ{F1TET (f5]: databasel and enginel. database? and engine2) ,

o Manager D 7x—)LA—/\—:Manager M ITT— LA —/\—RFELTHREINTWDEE
[E. Manager DFRRAR B E = [ERYNT—IRAM VB EEB T HR1IZ, Zz—ILA—/\—BE%

© 2024 Cisco Systems, Inc. and/or its affiliates. All rights reserved. - 66—



RANBFELERINT—IR AV ZDER

FHIBRLET . Jz— LA —/N\— a2 T1FaL—23a AAF [EEE] OFIEIH TS
(AW

TIS5AT AN FIEDEIR

¢ Manager: Manager

* Flow Collector. Flow Sensor, UDP Director, F7=I& Data Node : Manager LIS DT TS5A4 7>
A

A Manager ERID T FTS54 T2 X (Flow Collector 75E) TIRRAR G O RYNT—HOR AL B %
ZHIBHGE(L. ¥ Manager TOFIEEETLET,

Manager

ROFEIZHES T, Manager DIRARREERIRT—IORAMVRBEEEBLEYS , FIEIL.
Central Management INo—BIICT TSA T U REHIBRT A EMNEENTLNET  IBELIER
[CROTWAILEHRLFET 7T TATVANEHRHLIHE . COFIEET T I HFETHEYD
BREAMDNDEENHYET , Y R—IDABELGFEE X, S AOYR—FETHRLEHhEZE
LY,

Manager D 71— JLA—/8—:Manager W IT— LA —/I\—RF7ELTEHEEINTLBRIES (L.

Manager DX EZEE I DI, Tz— LA —N\—DOBEFRZBIFRLES, Jz— /LA —/\—2a>
I4¥aL—23> HAF [EEE] OFIEIZHRE-TIZELY,

HRASLEIRAEZXHEALTLAE AL, B-TIBAZZ LE2XL-EAICHA T, Ryk
)—HE KRR, RYRT—IRALD % El=1E eth0IP PRLR) EE BT HHTIZ.

A SHEERELET. SROEERBLTITATUR FATEUTFA T4 HEEH R A LEE
BAEICEETMABICIE. ROFIBICHWET :SSL/TLS TITFA T VAR TATIOTATA
SIEAEDEH,

S
SHRMBFIRTROESY T,

1. Data Store T—AR—RXZEILT S

2. Central Management WD 7 54472 A D HIk

3. Manager DI RARRFEf= (IR Y T—IR ALV ZDER
4. [SEh E B (Central Management)] ~® Manager M) & &%
5. Central Management ~D7 F54 72 AD:E M

6. Data Store T—AXR—X DEAA

1 EEARZ HSD E LY Manager SEBAZE D HIlB&

8. Manager 71— LA —/\—RT7 DERE

1. Data Store T—AR—RX&Z{E1LF 5

F—AR—2%{Z1EH9(Z. 3 DLLE D Data Node hip 24K R TIEET HES L. A0 HHR—k
[EHZLTHR—FERD TSN,
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o B[ Data Node A ZELMB S (L. 2. Central Management DN DT TS5 7 ADHIE
[ZEAFET,

1. R®D URLIZ7YUEALTLIEELY: Central Management > T—R AT > [T—HA~A—XaVk
A—JL (Database Control) ],

2. T, [T—HR—RXRAXT—4 X (Database Status)] I ZFBEL ., T —EXN—IADRD K5I
RSN TNDIEERHERLFET [7vT (Up)l,

8. T—AR—AD [T 3 (Actions)] 51D [+ (EMEHT) 7(aL]&I)vILET .

4. [{F1E(Stop) I&EIRLET,

5. T—HAR—RADAT—RANRDLIIIRREINTNDIEERHERELET [F 2> (Down)],

2. Central Management WD T T 5472 AD Bk

1. Central Management ZB=FEd .

2. [7TSAT72UAART—AR A (Appliance Status)] BIZHEZELET . TRTDTTSAT VAN
[$Z#tF A (Connected) ] ERIRENTNNSZEFFERLET,

3. IRTDTIZFATUAR(TZ4!) Manager ZFR<) % [ E HE (Central Management)]
SHIBRLET,

o [AUARUK) (Inventory) ] BT T FISATUAD [+ (BBEB)7AaU]1E0)y
ILET,

o [CDTTSATADHE|K (Remove This Appliance)] ZZIRLET,

o AV IAFAL—aVFYRINDE I T TSATUVADAT—EAMN [AVT14¥ 2
L—2a FvRILDA ™ (Config Channel Down)] ERTRENTWAEEIE. 775
AT7RAVY—=ILIZATAULET A A= a—h5 ., [JH/\Y) (Recovery)] > [7
T4 T ADHIE (RemoveAppliance) ] ##ERLFET

4. Manager DT TS5A TV ART—RAN [$E#iFEH (Connected)] ERTREN TSI EXHE
ZBLET,

Inventory
1 Appliances found
Q, Filter Appliance Inventory Table
APPLIANCE STATUS HOST NAME TYPE IP ADDRESS ACTIONS
Nerar o
a (.

5. (£ & I# (Central Management)] M5 T S54 1) Manager ZHIBRLET S
o [4R2UKY (Inventory)] 2T T, 754 <! Manager D [+ (BBBFB)7Aa]1%H
JyoLEY,
o [CDTTSA4T72ADHIER (Remove This Appliance)] Z:#IRLE T,

o BHFYRIVDEIY : TISATUADRAT—ERAN [BREF ¥ RILDS 9> (Config
Channel Down)] ERTRENTLVBIEE (L. Manager 77547 Ay —)Lizad A

© 2024 Cisco Systems, Inc. and/or its affiliates. All rights reserved. -68-



RANBFELERINT—IR AV ZDER

DLFET A A= a—h 5, [UHs\Y) (Recovery) ] > [T T4 72 ADHEIBR
(RemoveAppliance)] #ZERLET,
3. Manager D7TRAR B E=[EZR YT —IRAMBDER
ROFEIZHES T, Manager DIRARRE (IR INT—IR A BEEEBLET,

Manager D 7x—)LA—/\—:2 DD Manager H’\H S5 E . 754 <) Manager CCDFIEEET
FBETTHH T L TFTOFIET., EHHF) Manager ZZ&8%LF 9, ['5. Central Management
ADTFTSATIRADEBMIZEAET

1. Manager 7 754 7> 22— L (SystemConfig) |< sysadmin ELCAS AV LET .
2. [k T—% (Network)] ZIRLET

3. [E (Management)] ZERLZET,

4 FISATURADIYRT—1 P E—RERRT 20 EEETEOFFILETS,

5

. [[RRA 4 (Host Name)] 74— JLE & [R AL (Domain)] 74— LR ZEZIRLET . FTLLMERR
#AALFET,

TISATVRIZIE—BEDHRANENBETT MDD T TSAT U RERANE D E—D
A FISATUREBETEE A, £ BT TSA TV ADIKARG DA B—R YRR
DAL A— Ry MELEREE-LTNAIEERELET,

6. BEIEICKRTRSNDIERICHEST. EEZHRLET,

4. [EE &I (Central Management) ] ~0) Manager M & &k

Manager 7 754 7> A3 — LI sysadmin ELTAST AU LET,

[1)73/31) (Recovery)] Z:&RLFET

[7TS5A4T7 > AMIEN (Add Appliance)] ZEIRLET .

Manager D IP 7RL R, A—H—BE XV NRT—KFKZAHLET,
TISATADEYRNT YT M5 T LI=5, [Central Management] TAUARUR)ZFERLE
9, Manager 7T SAT UV ADAT—EAAMUTDEIIZRREIN TS EEHERLET:
[$E#ki&F & (Connected) 1,

S

Inventory
1 Appliances found
Q Filter Appliance Inventory Table
APPLIANCE STATUS HOST NAME TYPE IP ADDRESS ACTIONS
Nerer 5
p
VE-KVM-t
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5. Central Management ~NDT7 T 54472 AMEMN
BT TS54F7 >R —)L (SystemConfig) ZFAL T, DT T4 72 A% [SEHEE (Central
Management)] [ZIBAILET,

o —EITID:—EIZ1 DOTISATUREHZRELET, BEVDISRINTRDT IS4
TUORADHTEERIAT BRINIZ. [EEFEIE (Central Management)] TP TS5A TV ADAT—
R [$EFREH (Connected)] THAZEXEZRLET,

o [EEPEIE (Central Management)]:Manager IP 7 KL X . Manager @ admin /XA —K ., B &K
T Secure Network Analytics A/ DNHLETT,

o B :T7ISAT7ADETEIER JIIZHEWLET,

o 79t XR:Central Management [IZ7 VR T HICIXTEEEIERINLETY,
TISATOADETEIERE
RDIBEFTTISZATUREEREL. BT TFAT UV ADFHMEEEEZDET,

IEFF 7IS54T72R =

UDP Director
(Bl 4 FlowReplicators)

SO0 ) Ly e — >
Flow Collector 5000 IOV NDEKRTEEFIAT SHIIZ. Flow Collector 5000 3

2. 2 = )—X T—AR—=H [$E#EFH (Connected)] LTSN
NTATINTR plesRBLET,
Flow Collector 5000 IOV DERFEEFIRY DRI, Flow Collector 5000 &
3. = T 1)—X ?—Q’S—Zﬁ‘ [3E45:8K A (Connected) ] ER RSN
TWAIEEMERLET,
ZDDT RXTD Flow
4. Collector
(NetFlow & XU sflow)
5 e S Flow Sensor M % €% BAIAT S HiIIZ. Flow Collector A’ [$3
: & A (Connected)] ERRSN TS EETERLET .

6. Data Node

tH2H) Manager DR EZFBIRT DRI, T34
Manager H' [3E#E:K & (Connected)] ELTERIRSNTLVS
tH> 1) Manager —LZEBLET.
1. (ﬁﬁﬁj—@gé)g 51 Manager [&. B &% Central Manager £L TEIR
LET . ITRTODTITSATUADEFERIZT—ILA—
IN—ZERELET, FIEIZDLVTIZX, 8. Manager 7x—JL
F—IN—RTPDRE 1ZSHBLTEELY,
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1. 775472 R3aY—)LIZ sysadmin ELTART AU LET,

tH A1) Manager DH: £H 51 Manager BHBIHZE L. sysadmin ELTAY A LE
T, BRIV 7 YT DIERIZHEVWET (VAT LIV I4FXaL—3r HAE OFIEESR
LTLEELY) , Manager &, B &% Central Manager EL GEIRLET . IR TODTTSA4T Y
AM [EHEHE (Central Management) ] [T SNz, 72— LA —/N\—%ERELET,

aA—H— FIHIVk ISR —F
sysadmin lan1cope
admin lan411cope
2. [VA/\1) (Recovery) | Z3EIRLET .
3. [Z7TSAT7 2 AMEM(Add Appliance)] Z:&IRLET
4. Manager D IP 7RLREEEBENRADT—FEAALFET [OKIED)VILET,
5. PISATUADEYNTYTH5ET LIz, [Central Management] TA VARV EHEFRLE

T T7TFATUVRADAT—RADNUTDELSICR RSN TS EEHERLET IEHEEH
(Connected)],

TISAT O ADRAT—RAD [#HAE d (Initializing) ] £z X BRENDEEZHRE T
(Config Changes Pending)] A5 [#E#5%:5 # (Connected) ] [CEIELET . TF14<V)
Manager ERTTSATURAD [HEfRiFH (Connected)] ERRESNTLNAIEEZRERLT

5. RDTTF5AT 2 R% [ EHE (Central Management)] [ZIBINLET (EQEODJILE
ﬁkgifﬁﬂié‘ﬁﬁﬁ) o

‘C;:O ) Central Management Inventory Update Manager ~ App Manager Smart Licensing Database

Inventory

4 Appliances found

Q_ Filter Appliance Inventory Table

Appliance Status Host Name v Type

Connected s Manager

Connected nflow- Flow Collector

Connected fs- Flow Sensor

Connected fr-740 UDP Director
—

6. FIE1~6Z#YRLTETITSA7 > AR% Central Management [Z:BMMLET,
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6. Data Store T—2X—X D EAIR

B BIZ Data Node A ZELME S (L, 7. EEERFZ DD H LY Manager SEBAE DHIBR 1=
EHET,

1. [5EHEHE (Central Management) ICLL FEBIRLET : T—RRLT > [T—EN—XaV b
A—)L (Database Control) ],

2. Y. [T—ERN—XRXT—AR X (Database Status)] FI[ZFEIL, T—FR—IXHRD LS
RINSNTWAIEZHERLFET [F2 (Down)],

3. T—AR—ZD[7U3> (Actions)] 5D [+ (BBFS) 7Aa]1E0)vILET,

4. [BAR (Start)] ZERLET,

5, T—HAR—ZADAT—RAMRDEIIZRTREINTWBIEFRERLET (7 YT (Up) ],
T EBBANTZ NN ELY Manager SEBAZ D HIBR

Manager ISr D BAEEA T ZTEEL . &1L Manager SIBRZEZHIBRLET . KT ITSATUR T A
TUTATAEAZDREFBFOEMZDOLTIX. EEANT OBFTIZSBL TS,

A FERGSTBVEAEOHERIRL TSV RIODIEHELHIRT 6L, VAT L
EDBENIMENET,

FTIZGATOAD - (EBFB)7A(a>x=0)vILET,
[7T547 > A& D#REE (Edit Appliance Configuration)] ZZEiRLE T,
[£4% (General) ] 2 7 & HERLET,

[ME$8RAFT (Trust Store) ] Y ANEHEZELET . T X TDHL Manager SEBAZE (AT T4
T4, BfEIL—MERDITET,

[HlB& (Delete) ] &0y L THWEBREZNENEHIBRLE T,
6. [EXTEDE A (Apply settings) 1 VUV ILET , BIHICKR RSINDIERICH->TRIELET,

7. [EE I (Central Management) ] DA VAU KN T, TTS5A T ARE Manager 7T 547>
ADAT—RAD [$E#EFH (Connected) ] TR TWAZEFMERLET,

8. % Flow Collector. Flow Sensor, UDP Director, # &1 Data Node TEIJE 1 ~ 7 Z##EYIRLE
ERR
8. Manager 7T—JLA—/\—XRT DEXTE

Manager & 7T — LA —/IN\—RFELTEETAIZIE. Jx—I)LA—/N\—aT4FaL—3a  H
AF [HE] OFIBIZHVET.

H L =

o
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Manager ASAD T TSAT7 2R
RDFBIZHE>T. Manager LAY DT TS5 47> X (Flow Collector. Flow Sensor, UDP Director., &
1=1% Data Node) DTRRAR B ER YN T—IR ALV BEEBLET,

HRALEIBAEZEALTLSIESIE., B THHEX LESLI-EAICHEA T, *yb
T—UE (RRM . RV T—OR AL B FlzF eth0IP PRLR) EE R 3 HHIIC.

A SREERELES. VAOERERTISATUR TATY TATA A BEN R AL
BEICEETHRZDICIE. ROFIBIZHWET :SSL/TLS FTFA T VAR FTATIOTATA
EREDEH,

S
SHRMBFIRTROESY T,

1. Data Store T—AR—RXEEILT S

2. Central Management Mo DT TS5A4 7 XD Hllkk

3. 7TFAT7 YV ADKRACNBEER YR T —IF AV BDER
4. (SR EH (Central Management)] ND 7 FS5A 7 ADEM
5. Data Store T—A2X—X DBAA

35?—0

1. Data Store T—AR—XZ{E1LT 5

T—AR—ZZEZIEEF (2, 3 DLUED Data Node A% B4R CIRET DIE AL, L AT Hik—F
[TEAR L THR—PERH TSN,

| o Manager RAR B E= (IR YN T—IR ALV BEEE T HIZIE, [Manager IDIETRIZHELY

0 BB Data Node A ZELME & (L. 2. Central Management NS DT TS5A T ADEI &
#SHRLTZELY,

1. R®D URLIZ7YEALTLIEELY: Central Management > T—RART > [T—AR—XaVk
A—)L (Database Control) ],

2. 9., [T—E3R—XRXT—A X (Database Status)] FI[ZFEIL, T—FR—XHRD LS
RRSNTNHIEZRERLET [Ty T (Up)],

3. T—ARAR=D[T7H3a> (Actions)]BID [*** (BBFB) 71> ]1%9)voLFET,
4. [{Z= 1k (Stop) 1%:ERLFET,
5. T—AR—ZADAT—RAMRDESIIZRTEIN TS EEFFERLET [F 2 (Down) ],
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2. Central Management NN T TS5A 72 AN EI B

1. Central Management ZfE=E 9,

2. [7TSAT72AART—RA (Appliance Status)] BIZHEZELET . TRTDT7TSAT7UAMN
[$E#tiF A (Connected)] ERTREINTNNAEFFERLET,

8. BB BT ISATURERELET, ** (BBBHFB) 7% IvILET,
4. [CDTTS54T7 2 ZDHIER (Remove This Appliance)] Z:E&RLET
AV 24X A=AV FRRIDE DY T ITSGATVADRAT—RAMN [A2T4F2L—23
UFwRILDH 2 (Config Channel Down)] ERTRENTWAIGEIE. 7TSA4T7Ray
Y—=IIZATALET A A= a—b 5, [UH/3 (Recovery) 1> [T TS5AT7 2 ADHIF
(RemoveAppliance)] Z#ERLFE T,
3.T7IT ATV ADIKRARGE=IER YN T—IR A B DER
1. 775472 A3 — )L (SystemConfig) IZ sysadmin ELTAS A2 LET,
2. [RybT—%2 (Network)] Z:EIRLET,
3. [&I (Management)] &IRLET,
4
5

L TIZATORDRYET =Y 1P E—REERT I ERET ETDFFEICLET,

. [[RRAF4 (Host Name)] 74— JLE & [R AL (Domain)] 74— JLRZEEIRLET ., FTLULMVMERR
#AALFET,

TIIATVRIZIE—BEDHRAMNE DB ETT MDD T TSAT U RERANE D E—D
A FISATUREBETEE A, £=. BT TSATUADIRARG DA A—R YRR
DA A— R MELBEREH-LTWAILERRLET,

6. EIEICKRRINDIERICK ST ERZHRELET,

4. [ & (Central Management) ] AD T TS5A4T7 2 AMDEM
1. 7FS5A472RAY—)LIZ sysadmin ELTAT AU LET,

tH A1) Manager DH: £H 5 1) Manager BHBIZE L. sysadmin ELTAY AU LE
T, AV T YTDERIZHNVET (VATLIVI4FaLb—ay HAF OFIEES R
L TLFEELY) , Manager &, B B % Central Manager EL GEIRLET . I RTHDTTSAT7Y
AM [P EHE (Central Management) ] [CiEfiSN=1RIZ, Tz— LA —/N\—ZFHRELET,

a—4— FTIF+IVk IRAT—F
sysadmin lan1cope
admin lan411cope

2. [\ (Recovery) ] Z:&IRLE T,
3. [7TSAT72AMENM(Add Appliance)] Z:ERLET,
4. Manager M IP 7RLREEEBENRADT—FEZAALFET . [OKIZED)vILET,
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5. TTS5AT7UADEYRT YT MNET LI=5, [Central Management] TA ARV M) EFERLE
T T ITFATUVADRAT—ERANUTDESIZRTIN TSI EEHERLET  [EHEEH
(Connected)],

TITSAT O ADAT—RRAD [#EAME & (Initializing) ] £ [REDEEEXRE T
(Config Changes Pending) ] M5 [3E#%:5 & (Connected) ] IZEIELET , 7TSAT R

A O [$E#% A (Connected) ] ITEALLAELME S X, EFERNPICHWIBAEMNEELEL T
HIAENFHETHUREENHYET, IS OVWTIE. TFST I a—T40 T 1EME
BANTZ Mo DFIBABEDHEIBRIZSBL TS,

5. Data Store T—AX—XNDEAIE

| 0 ERAIZ Data Node MWEWLMEE X, CDEHILAVERXTYTITEET,

1. [SEHEHE (Central Management) ICLL FERBIRLET : T—2RALT > [T—E~N—RaVk
A—)L (Database Control) ],

2. TY . [T—ER—RXAT—AH A (Database Status)] FZFEEL, T—FR—ZANRDKLSIZ
RNSINTWDIEERERELET [ (Down) ],

3. T—AR—=MD[7H 3 (Actions)] FID [+ (EBFFB)7Aa]x0)voLET,
4. [BA%A (Start) ] Z#RIRLFET,
5. T—HAR—ZADAT—RAMRDESIIZRTEIN TSI EEFFERLET (7 Y7 (Up) ],
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PIRT—D AR—DIARADER

FIZGATOR LN T—=D A3—DxARIE, DRIV TYTEFERLIZAVA—ILTAERD
—IBLELTEHRTESINFET . [EPEE (Central Management) ] C:EIRLI=RrYNT—HO A3 —TxA
ADEEP, 7TS5A4T7 A )—)L (SystemConfig) ZFEALT= IP FEL R (eth0 RykT—%4 A
A—DIAR)DEENAEETI,

s P7RLVR:7ISATURADIP PRLREER T BICIX [PTZATUADIP FTRLADE
B %S BLTLIEELY, DataNode M eth0IP 7RLRAZEE T BI5E (L. Y AaHY7R—FIC
ERLTHR—FERDHTIZELY,

o RRAFPBRFRIIRFAMV R : T ITFAT UV RADRANGE IR ANV BEERT BHITIE, [HRR
FRAERERYNT—IR AV BDEERI1ZSEL TS,

o WRALEITAE#FEALTLIEEIL, BHoCIIAEL L EXL-EAICEZ T YT —
JETE RRARE . RYRNT—HOR A8 Ef-[F ethOIP PRLR)ZZEE I ARIIZ. SEBAESR
RELET . VROABCERT I FAT VR AT UTATAABAEFHR A LRAEZ(ICESE
Bz BIZIE. ROFIEIZHWNET :SSL/TLS FISATF VA FATUOTATAAEDE R,

COF|EZFERAL T Data Node M eth0 RYRT—O AU A—TIA REEE T B LT
A [T TLFEELY, DataNode M eth0IP PRLREZZEE T BHE(X. L AT HR—HIEKL
TEMROYR—FERDTLESLY,

B T D 5% T D T 52
ROFIBIZHSTEBIRLIEZTITSATUAD [FybT—4 422 —T x4 X (Network Interfaces) ]
FHEFELET,

1. Central Management Z#B=F9 ,

2. TIZATVA®D **+ (BBHFB) 71V &I)vILETS,

3. [7TSAT U RER DH#RE (Edit Appliance Configuration)] Z#EIRLET

4. [7TZ547> X (Appliance) ] 3T #ERLET

[P & (Central Management) | TR YT —D A2 R3—TxA
ADER
Central Management T ethl E£7=[& eth2 RYFT—D AL B3—Dx A RFEMELLIIEE TSI
. ROFIEZETLET
RDARZ—TxA XX, Central Management TIXZEB TEFEH A,

o eth0: 7IZAT7UVADIP PRLREERTBICIF. [7TSAT7UADIP PRLADEE 1%

SHRLTZELY,

+ eth2(Flow Collector 5000 LJ—ZXDH) # vk T—9 AL B3—TxA X

e Flow Sensor DARYRT—D A2 B3—TxA R

e UDP Director DAY T—D A3 —TxA( R

e DataNode DAY T—D A Z3—DTx( R
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1. [y —9 43— x4 X (Network Interfaces)] £93> T, BMERITIEE T H4
R—Tx A X (ethl1 P eth2 L E)ZFHEHTELET,

2. KENEDYVILET,
3. RODT4—ILRIZHERIEHREANDLET,

o IPv4 7KL X (IPv4 Address)
o YIRYNTRY

s TIHIT—boxzA

« JO—FFv Xk

4. [{R7F(Save)] &V vILEY,
5. [EXFEDE A (Apply settings)] 2w LET,
6. EEICRRSNDIERIZKSTEELET . TTSAT VAN BENICBREELET,

RODFIBEEZEFTLT. TISATUADIP PRLANEENT= eth0 RYRT—H A2 B8—Tx( A%
THELET, FIBO—IRELT. TTSA 72 R%E [EFEHE (Central Management) ] A5 —BF#I1Z
HIBRLET,

Ff- BEICRREINDIERICE ST GIAZOBAERNDENEID ., T (XAAEZREFT
B ETBIRTEANEINFHEZRLTLEELY,

HRASLEIRAEZXHEALTLAE AL, B-TIBAZZ LE2XL-EAICHA T, Ryk
J—HBRE RARE . RYNT—IR AL Z  Et=L P FRLR) EEES HTI. SEBA

A 2285LET.VRAOAREBLTISATUR FATUTATARHEE N RS LIIHE
;ﬁ%ﬁiél:m ROFIEIZHWNET :SSL/TLS FITSATFTUARA FATUT4T45HA
=0)|_ o

24

TFITSATUADIP FRL R (eth0 RybT—9 AU B8—DxAR)EER T HHIZ. [EZLHIZID
[RRANTSHOTAR1HZHEZEL. RO BAEBEZEL TS,

o LO—F:ZEEZMALHIZ, WEDRIYST—IRELZRELET . =, FLL  eth0 fEZE
ANTBEEIF. BT ZOEMNELWNZELEFEREL TIZELY, eth0 [ZEROT-BZANT S
EVERMRDNET,

o Manager D 7x—J)LA—/\—:Manager NI T—ILA—/\—RFELTEEINTLDIGE
[&. Manager IP 7L RZZEE T HHIIC, Tz—ILA—N\—DREFRZHIBRLET . 72—)L
F—N\—a TJ4FaL—a HAF[EE] DFIEIZRE-TLEZEY,

e Manager:Manager
« Flow Collector. Flow Sensor. UDP Director:Manager LISV DT TS5A T A

A Manager ERID T TS54 T2 A (Flow Collector HE) D IP PRLAZER I A5 5. &
#]1Z Manager TOFIEEZETLET,
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FINT—=D AV B—TIAADEE

Manager

RDOF|EZEITLT. Manager D IP 7RL X (eth0 Ry T — A 3—DJx A R) LB LET . F
L. Central Management MH—BFRIIC T TS5A 7V REBIRRT A ENETENTLNET , FEEL
BRI TWNBA I EFHERLET . 7T SAT VAN ERMH S E5E. COFIEIEITTIHETH
HLJ?ﬁFaﬂﬁfb\ﬁ‘éiﬁ‘%bf%Ui?‘o HR—FDARBREBELZIFEEE. DAY R—FETEEULEDE
{F2&0Y,

Manager D 7x—JLA—/3—:Manager WIT— LA —/IN—RF7ELELTHEESN TSRS S,
Manager DEREEXZE BT DA, 7z— /LA —N\—DFEFRZHEIBRLES, Jz— /LA —/ — O
J4Falb—230 HAR [EE] OFIEICHR-TESLY,

HAZ LR EEFERALTLRES(X, BHoTCIAEZ LEEFLEEBAICHERA T, 2Yb
D—I%E (KRR FYRT—OR AL B, Flzld eth0IP PRLR)ZZEE T HHIIZ,

A SREEREELET, CRABEELTISATUR AT VT4 TASEBEE AR A LIE
BAZEICESHMZAIZIE. ROFIBIZHEWNET :SSL/TLS PTSATUARA TATUOTATA
AEAEDER,

S
SHMBFIRTROESYTT,

1. Central Management WS DT FS5A 7 XD HIEg

2. ManagerIP PRLADE SR

3. [P EHE (Central Management)] ~ @) Manager )& &%
4. Central Management ~DT7 FSA4 7 AMBMN

5. {EFEX M7 DD LY Manager FEBAE O Hi B

6. Manager 7x— LA —/I\—RT7 DXE

CODFIEZEFERAL T Data Node M eth0 RYCIT—D A B3—TTA REEERTH L8
A 1+TEELY, Data Node D eth0IP PRLUREZE T 215 S (E. L A0 HR—REKL
TEMRDYR—FERH TS,

1. Central Management Mo DT TS5A4 72 XD HIlER

1. Central Management ZfE=E 9,

2. [7TSAT72AART—RA (Appliance Status)] BIZHEZELET . TRTDT7TSATUAMN
[$E#TF A (Connected) ] ERIRENTNNAEFFERLET,
3. IRTCDTITSATUAR(TS54!) Manager Z5{) & [ &I (Central Management) ] H
LHIFRLET
. [’f‘/i’;:/f") (Inventory) ] 3 T, 7ITSAT7AD [+ (BBRFB) 74150y
L o
o [CDTTZA4T7 2 ADHIE (Remove This Appliance)] ##EIRLE T,

o AVIAXAL—aAVTFYRIDEIY T TSATURADAT—EAN [AVT4Xa
L—2a FvRILDA ™ (Config Channel Down)] ERTRENTWNBIESIE. 775
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FINT—=D AV B—TIAADEE

AT7RAVY—=ILIZATAULET A A= a—h 5, [JH/\Y) (Recovery)] > [7
T54T7 2 ZADHIB (RemoveAppliance) ] Z:EIRLET

4. Manager D7 T5A TV ART—R AN [ FH (Connected)] ERREINTINDLEHE

BLET
nrlI.\L/ o
Inventory
1 Appliances found
Q Filter Appliance Inventory Table
APPLIANCE STATUS HOST NAME TYPE IP ADDRESS ACTIONS
Nerer o
.
VE-KVM-t

5. [ZEh & (Central Management)] M5 T 54 <) Manager ZHIBRLET,
o [AUAR2URY (Inventory)] 2T T, 754 ") Manager D [*** (ERFHFB) 711 %Y
Yo LET,
o [CDTTZ4T72ADHIER (Remove This Appliance)] #ZEIRLET
o BHFYRILDEIY : TISATUVADRAT—RAMN [BRF¥RILDF 9> (Config
Channel Down)] ERRENTULBIZEE (L. Manager 7 TS5A 7 Ravy—)uizasd 4
LET A AZa—D 5, [UH/N (Recovery) 1> [T TS5A T2 ADHIB
(RemoveAppliance)] Z#ZEIRLET,
2.ManagerIP PRLANZEE
RDOFIEEFEITLT. ManagerIP 7RL X (eth0) ZZELET .

Manager D 7x—J)LA—/3—:2 DD Manager H’$H 5155 . 754 <") Manager TCDFIEEEIT
FALEFTTHRTY, LTOFIET, £H4 1) Manager é’”ﬁbi?’ [4. Central Management
ADTTSATRADEBMIZEAET

1. Manager 7 754 7> X3a>")—)L (SystemConfig) [Z sysadmin ELTAT A LET,

2. [T —% (Network)] Z:EIRLFET,

3. [& (Management)] Z:&IRLET,

4 TITSATVADIRYRT—Y P E—FREBIRTIN. EFETZTOEFICLET,

5. [IP7RLR(IP Address)] 74— ILFEZRIRLET , HILLMEHRZEAALET .

6. EEICKRRSNDIERICH-T. EREZHERLET,

3. [(E & (Central Management)] ~0) Manager 0 & %

1. Manager 7 7S5A 7> A —)LIZ sysadmin ELTAT AU LET,
2. [)Hs31) (Recovery) ] #ZIRLET

3. [7FTSAT72AMEN (Add Appliance)] ZEIRLET,

4. Manager DIP 7RL R, A—H—BEBIUV/NNRT—FZAHLET,
5

L TITSATORDEYRT YT MSET LIz, [Central Management] TA VAN R ZERESRL
9. Manager PTSATUVADRAT—RANUTDESICRREN TSR EFHES LiT
(&5t & (Connected) 1,
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Inventory
1 Appliances found
Q Filter Appliance Inventory Table
APPLIANCE STATUS HOST NAME TYPE IP ADDRESS ACTIONS
N

VE-KVM-¢

4. Central Management ~NDT7 TS5A4 72 AMIEM

T7TS54F7 AR —)L (SystemConfig) ZEAL T, D7 IS4 72 R % [E£H EHE (Central
Management)] [ZIEMILET,
e 1DFD:—EIC1 DT ITFATUREHRELET . YIRINTRDT T F3AT U ADERTE
R T BHINZ. TT AT AN E#HFH (Connected)] ITH-TWNA I EFHEZELET,

o [ & (Central Management)]: Manager IP 7 KL X . Manager /AT —K KU Secure
Network Analytics KAA 2 ANIAETT,

e JEF:T7 547V ADEEIEF IR NET .

o 71X :Central Management [C7 VR TBIZIXTEEEIERIANLETT,
TITSATORADERTEIER
RODNEFTTITFATUVREREL. BT ITSAT UV ADFHEMEZEZTEZOET,

I F7IS4T7VR =3 0

UDP Director
(Bl 4 FlowReplicators)

NI L B >
Flow Collector 5000 IOV NERTEZRFIBT AHIIZ. Flow Collector 5000 </

2. o e e )—X T—AR—ZH [$EHiiFH (Connected) ] EFR RSN
VImATIN=R L BoLERBUET,
IOV DEKRTEZEFIRT HHEIIZ. Flow Collector 5000 <
3. | Dopoaesor?o® J—X F—AR—R [HEHH (Connected) ] ERREN
TWBHILEHERLET,
ZDHMD T T Flow
4. Collector
(NetFlow 5 XU sflow)
5 Flow Sensor Flow Sensor M %X TE % BiA 9 B HEIIZ. Flow Collector H' [
: BEiEH (Connected) ] ERRSN TS EFHERLET,
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1.

TH A1) Manager DERTEZEFIAT B, TS5
Manager H\ [3£§5 5 & (Connected)] EL TRRESNTULVS
A2 F1) Manager SLERRLET.
(ﬁﬁﬁj-éig_g)g tH2 A1) Manager |, B &% Central Manager &L T:EIR
LET . TRTDTISATURDERERICTT—ILA—
IN—FERTELET, SEMIZDULVTIX, 6. Manager 7=—)L
F—IN—RTFDHRE 1 ZSBL TS,

T TS5ATARAY—)LIZ sysadmin ELTAT A LET,

tHH1) Manager DH: £HF1) Manager BH DI E L. sysadmin ELTAY A LE
T, BRI Y7 YT DIERIZHEVET (VAT LAV T4 L—30 HAK OFIEEZSR
LTLFEELY) , Manager [&. B B % Central Manager EL GEIRLET . I RTHDT7TSAT7Y
AH [EHEHE (Central Management) ] [TIEfT SN I= &I, 72— LA —/N\—%RELET,

a—H— TI4IE IRRT—F
sysadmin lan1cope
admin lan411cope
2. [VJH/31) (Recovery) ] Z3EIRLET
3. [7TSA4T7 2 AMEM(Add Appliance)] Z:&IRLFET
4. Manager D IP PRLREEBENRADT—FEZAALFET . [OKIE2)vILET,
5. PTTSATUAD YT YT M5ET LI=5, [Central Management] TAUARU KN EFERLE

T TTFAT VAN AT —EBADRUT DESIRRTIN TSI EEHRELET  [(EHFHS
(Connected)],

TITFGAT O ADAT—EAD (L (Initializing) ] F1= & [REDEELREF
(Config Changes Pending) ] M5 [#%#::5#& (Connected) ] ICELLET . T51<)
Manager E&T T 54T AN [$E#EFH (Connected)] ERRSNTWNVAIEEHERLT
Mo RDTTS5A4T7 2 R%E [EEFEIE (Central Management) ] ITEMLET GREDIE
FLEtiizEmA) .
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PYRT—=G AA—TIARADER

<9
o

Inventory

4 Appliances found

Q_ Filter Appliance Inventory Table

Central Management Inventory Update Manager App Manager Smart Licensing Database

Appliance Status Host Name W Type
Connected s Manager
Connected nflow- Flow Collector
Connected fs- Flow Sensor
Connected fr-740 UDP Director
—
6. FIE1~6Z#YERLTETITSA7 > AR% Central Management [Z:BIMLET,

5. EFE AR 7LD LY Manager SEBAZE D HI bR

Manager ISr D BAEEEA T ZTEEL . 1LY Manager SIBRZEZHIBRLET . KT TSATUR T A
TUTATAEAZDREFBFOEMZDOLTIX. EEANT OBFTIZSEBL TS,

A FERGSTBVEAEOHERIRL TSV RIODIEHELHIRT 6L, VAT L

EDBENIMENET,

H L =

o

FTIZGATOAD - (EBFB)7A(a>x=0)vILET,
[7T547 > A& D ¥R (Edit Appliance Configuration)] Z#ZERLET
[£4% (General) ] 2 7 & HERLET,

[ME$8RA T (Trust Store) ] JANEHEZELET . T X TDHL Manager SEBAZE (AT T4
T4, BfEIL—MERDITET,

[HIB% (Delete) 1 20 ) vV L THWEBAZEZENENZHIBRLET .

6. [EXTEDE A (Apply settings) 1 VU VI LET , BIHICKR RINDIERICH->TRIELET,

8.

(£ &3 (Central Management)] @ [4 AR R) (Inventory) ] R—O T P TS5AT R E
Manager 7 754 TV ADAT—R AN [#E#iEH (Connected) ] ITRD TS EEFREZELE
ERR

% Flow Collector. Flow Sensor. & &1 UDP Director CTFJE1 ~ 7 Z#YURLET .

6. Manager 7T—JLA—/\—XRT DEXTE

Manager & 7T — LA —/IN\—RFELTEETAIZIE. Jx—I)LA—/N\—a T4FaL—3a H
AF [HE] OFIBIZHVET.
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FINT—=D AE—TI(ADERE

Manager ASAD T TSAT7 2R
RDFIEIZH>T. Manager AN D T T54 7 A TdHA Flow Collector, Flow Sensor, LU
UDP Director W IP PRLREZZEBLET,

T BAEICKRTIENAERICHE ST, SIAZEDBERDSDENEIN, FILFASEREFT
BHIEEFEINTEDNEIANEREREL TSN,

HRSLBEEEEALTOAE AL, BoCHHEL FEXLIBAITEZ T, Rk
J—HHE RAR . RYRT—IRALZ  E1=[X IP PRLR) £ Z BT BH1IZ. SEB

A 2£RELET, VROABECBETISATUR FAT U TATABAZEHR A LIIEAE
;E%ﬁiél:m ROFIEIZHWNET :SSL/TLS FTSATFTUARA FAToT4T45EHA
Ho)l_ o

S
SHRMBFIRTROESYTY,

1. Central Management ™S DT TS5 A7 A DBl
2. F7TS5AT7VADIP FRLADER
3. [(£h & H (Central Management) ] NDT7 TSA T ADEM

COF|EZFERAL T Data Node M eth0 RYRT—O AU A—TIA REEE T B LT
A [T TLFEELY, DataNode M eth0IP PRLREZZEE T BHE(X. L AT HR—HIEKL
TEMROYR—FERDTLESLY,

| 0 Manager D IP PRL RAZZE BT BIZ(E. [Manager 1D FBIZHELNVET .

1. Central Management MDD T T54 72 ZAD HIl B

1. Central Management ZB=FEd .

2. [7TSAT72AART—AR A (Appliance Status)] BIZHEZELET . TRTDTTSATUAMN
[$Z#tiF A (Connected) ] ERIRENTNNSZEFFERLET,

8 EEIBITITFATUREHELET, - (HBFB) 715 0)vILET,
4 [COTTS5A4T7 2 ADHIK (Remove This Appliance)] Z2:&RLET,

AV 24X A=AV FeRIDE I T ITFAT O ADRAT—RAMN [AVT4F2L—23
UFwRILDH I (Config Channel Down)] ERTREN TS EIE. 7TS5A4T7RaY
Y—ILIZATADLET A A= a—h5, [VH73) (Recovery) 1 > [FTSA 72 XD BB
(RemoveAppliance)] Z#ZEIRLET,
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FINT—=D AE—TI(ADERE

2.7 TS5ATUADIP ZPRLADER

2
3
4.
]
6

. PTS5AF7 AR —)L (SystemConfig) IZ sysadmin ELTAS A LET,
. [y —% (Network)] Z:EIRLFE T,
. [&I (Management)] #:&IRLE T,

TIZATOADFIRT—I P E—FERIRT I . ZEEETTOFFICLET,

. [IPPRLR(IP Address)] 74—ILRZZIRLET , HTILWVMERZAALE T,
. BEICRTRINDIERIZHEST. EEZHRELET,

3. [E & IH (Central Management) ] ND T TS5A T2 ADEN

1
1.

T TS5A T ARAY—)LIZ sysadmin ELTAT A LET,

tHH1) Manager DH: £HF1) Manager BH D15 E L. sysadmin ELTAY A LE
T, BRIV 7Y TDIERIZHEVWET (VAT LAV I4X 1 L—30 HAK OFIEESR
LTLFEELY) , Manager [&. B B % Central Manager EL GEIRLET . I RTHDT7TSAT7Y
AH [EHEHE (Central Management) ] [TIEfT SN I= &I, 72— LA —/N\—%RELET,

a—H— TI4IE IRRT—F
sysadmin lan1cope
admin lan411cope
2. [VJA/\1) (Recovery)] Z:8IRLE T,
3. [7TSAT7 2V AMIENM (Add Appliance) ] Z:&IRLET,
4. Manager D IP 7RLREEBENRADT—FEZAALFET . [OKIE2)vILET,
5. TISATUAD Y7y TMFTE T LI=5. [Central Management] TA AU M) ZFEZRLE

T TTFAT VAN AT —EBARUT DESIRRTIN TS EEHRELET  [(EHFHS
(Connected)],

A 2 [EEFEH (Connected) ] IZZELELME S 1E . SHERARFICHUGEBHEZAEHLTLY

TITSATVADAT—RAN [#EAE & (Initializing) ] £=X [REDEEEXREE G
(Config Changes Pending)] M5 [#&#ii&# (Connected) 1 IZEILLET . TTSA4T7TU R

HIIAENFHET HAREENHYET, FMICOVWTIE. TFST I a—T40F 1EMHE
BANZOSDREBAEDHIBRIZSHBEL TS,
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SSL/TLS 95 AT R FATUTAT4DEBEM

SSL/TLS 9S5A T T7AToOTA4T14DIEM

DSATN TAToTATAIINEH—E ABDEEIERASNET , Manager THEH—E X%
Eﬁﬁ?’éi’%‘%(i COFIEEERTL. BEIZIGCTISAT U TATUOTATAEBAEEEBMLE

A SRAZEII VAT LDEXA)TAIZE>TEETY  SIRAZEXZ A EYICEER T 5L,
Secure Network Analytics 7 7547 ADBIEMNZILEL., T—2EXODRERELYET,

BINDEAENDRTE
SDHARTIE T IFGAT VR TATUTATAEIFAT U TAT U TATADREIZIV TR
LETEHE. BLUHY—/\— D BRI DEHZF N E LT S Secure Network Analytics HYENID
BENDELBANHYET  WEDAILTEEHIRFDOFIBIZHELET,
o BEEOST DR [~NILT (Help)] DFIBIZRVET, @ (ALT) TAa0ESYvILET,
[NV (Help) ] 3 BIRLET , [BEE O D FE YL (Audit Log Destination)] 28 &ELET .
o L RAOISE FT=1& Cisco ISE-PIC: XD FEZEEFTLET :ISE S LUV ISE-PIC O Jr¥
I/_:/3> jj\’rl':o

e LDAP: [~NILT (Help)] DFEIBIZHWET @ (ALT) 7AaLEL)vILET . [NLT
(Help)]1 %EIRLE T, [LDAPIZRERLET,

o IRTYRTFSAH:AILT (Help)] DFIBIHWVET . @ (ALT) TAa2EHYILE
4, [ANLT (Help) | B8IRLET . [y N7 FSAH 15BELET,

e SAMLSSO: XD FIEEEFTLET VAT LAV I4FaL—ar HAK,

o HEEEIZHTDSMTP ORE:ALTOFIEIHVET . @ ALT)7LarEIYvs
LET . [NILT (Help) 1 &:8IRLET . [SMTP R EIFRERLET,

0 FOMDALT4X2L—230 HARIZDONTIE, RESBLTEEN: OV D02
D—:/H\/jj"”:o
SIBAEDEH
SEAELEBAMNT OEHIZOVTIX TXLDIZIDTISAT U TAT T4 T AR 125
LTLEESLY,
IREIZIECE=FIEDEIR

Central Management CEEBAEE R ER (CSR)ZEKT 5H. T TICEIARDIAENHZI5E
X CSREEMETEET,

o SIFAEERLERFA KT HICIXL. [Central Management TX CSR MAERL | ITHEAFET
o FEAAEERERETHERRT HIZIL. [Central Management T CSR DEHBE I ITEAFET
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SSL/TLS 95 AT R FATUTAT4DEBEM

Central Management T0@) CSR M 4 fi;

Central Management T CSR #4 XL . Manager [CTVTA 7 TA T T4 T4 IBAEZEMNT D
[ZIE. RDOFEEETLET .

BE

SARMEFIBIEIRDELYTT,

1.EEBAEERERDERK
2. (EEANZ~DIEBAEDEM
3.954AF N FAT T4 T4EBAEDEM

1 AEAEE R BRDEMK
ROFIEIHE>T, GIAEERER (CSR EHEMLET .

Central Management ZB=E 9 .

[4> R R (Inventory)] 3T T, Manager @D [+ (BBEFFB) 7AaV] &0 )vILET,
(7T 547 A ERD#RE (Edit Appliance Configuration)] Z#RLET .

[BAND SSL/TLS V54T b7 AT 2T 4T« (Additional SSL/TLS Client Identities)] 2%
avICBELEY,

(#3780 (Add New) ] 2w ILETS,

6. CSRGIFAZEZRER)ZERTIDLELHDIEEIL. [T (Yes) ] B IRLET , (R~
(Next)]1&2UwILET,

H Lo =

o

o

| 0 CSRZEZAE KT HMLEMIELVEE L. [Central Management TP CSR DERE IIZHEAFE

BB TYHR—FENTLVS RSA F—DREHEEIRLET,

Y—ERXATRHEEINTNSIEEDH, 2048 EVREFERLET,

| (i ] FERATELIRRDFT—DRIEERLET, 2048 EVFDERITHEIOLEE A, S

8. [CSRM AL (Generate aCSR)] 923> D I74—ILKUEE)ICAALET,

9. [CSR M4 (Generate a CSR)1 &#0UwHILET , ERTOERRIIE A INBIEAHYE
ERR

XtV CSREERMLI=&., F=EIFAT U TATUoTATAEBAZEZF>TL\B[IC
[Fr>t)L(Cance) ] EHV)VITBHE, TrotILEnT=CSRIZFEMIZLHYET, CDIEE
[ZFHLLNCSREZERMLET,

10. [CSRDA ™ O—K (Download CSR)]1 &4 vwHLET,
11. ’5‘"7/I:| I‘L,T' CSR Euunﬁ%'u%ﬁ:bgﬁ—é_
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2 SRR T ~DIIBAZE DEM
AL (CA) M SIEEE R T ISB A . BEAEEANTISTNLEBMLET .

FUURY A FHLWERZEICRFTIZTITA5E . FIXEBEANTIZEBMT 355X, £ILUK
JEMN—BTHAIEFHERLFET, ILURYBEEEIELELTESLY,

F7AVISERDORIAENEENTNDE A, FAAEEEEANTICER Ty TB—RLE
T o FI—VEFEE 1 DDT7AINELTT YT O—FLIENTZEN,

TIZAT O ADIEBRANT ICGIAEEBMT 5E. TTSATUREEDTATUTA
TAZIEHEL. BIETEHIIITHYFET,

1. Central Management ZB=FE 9 .
2. [42RUK) (Inventory)] 27 T, Manager @ [ *** (BBBFFE) 7V ]1&0)vILET,
3. [7FTSA472 RIER D ¥R (Edit Appliance Configuration)] Z:&IRLET .
4. [£% (General)] 2T T, UEFEART (Trust Store) ] £UavERDITET,
5. [#T3R:B0(AddNew) ] EHvILET
Trust Store
nﬂz::g‘ f]s‘—a f:; 2020-11-20 17:51:53  2025-11-20 17:51:53 . ma 8192 bits

midyz m m 3
wnmzd

2020-11-2017:42:20  2025-11-20 17:42:20 8192 bits

1.lanc v Tlanc 5 39

6. [ZL K4 (Friendly Name)] 24— JLRIZSEBAZD—EDLZRIZANLET,
7. [T74ILDiEIR (Choose File) ] Z#H) v ILET . HILWEBAZEFEIRLET,

[EEBAZE ;B0 (Add Certificate) 1 Z#21)w I LE T, [{EF8ART (Trust Store) ] J ARZHFHLLY
SERAEMNRRINAEFTERLET,

FZ7MIVIZEROEASENETATWSZA L, JAASEEBANTIERICTYyT0—
FLET . Fz—U2AE 1 DOT7AMIILELTTyTA—RLAENTLZELY,

3.95AT UM TATUTATAEBAZE DB

o

. Central Management ZB=Ed .

1
2. [4> Rk (Inventory)] 27 T, Manager D [ *** (BBBFTFB) 7/ ]1&9)vILFET,
3.

4. [7TS547> A (Appliance)] BT > [BIM®D SSL/TLS YS5A T TATUTATA

[7T54 7> AERD#RE (Edit Appliance Configuration)] Z&IRLET,

(Additional SSL/TLS Client Identities)] [CRYET .

[ZL K1) 4 (Friendly Name)] 74—JLRIZ, SEBAZ D AHIZAALET .
[Z74ILDER (Choose File) ] VI LET , HTLLGERAZEZERLE T,
Tl EAZET7MILERICROFIEEERITLET,
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e PKCS#12:[/\>KJL/SAJ—FK (Bundle Password)] 74— ILRIZ 7 ILDES (2@
BIRNRAT—RZAALET . NRT—FIZREShFEE A,

o PEM:[EEBAZF T —> 774 JL (Certificate Chain File)] 74— /LK T, ifBAEFT—>
T7A4IWEEMIZTyTA—RLET ((Z74ILD:EIR (Choose File) 1 &0 voLE
F) o FI—2I77AIDELWVEFRTHY ., BEHZEF-L TSI LEMHIALET, &4
HIZDOWTIE. TIZLOHIZIDTPEM Fz—2 774 ILDEH 1S BL TS,

I A DA ANIZHISATR FATUTATAAREE S HRNTEEL,

1. (95470 TATUT4T4DIEN (Add Client Identity)] 9y LET .
8. [EXTEDE A (Apply settings)]1 &4 voLET,
9. JBMND SSL/TLS VSAT U TATUOTATADIANERERLET  FHTLWLERAENR RS
NTWAIEFERLET,
Central Management T@ CSR )& &
[(DSAT I FTATOTATAABRE IOBEHREF-TIAENHAEEIT. ROFIEIZHK-T
Manager [ZIBIILET .
=
SHRMEFIEEXRDESYTY,

1.{EBERAMZADEIAENEM
2. 954N FTATUTAT4EBAEDEM

1L AERRANT ~DELAZE DB
BEEEANT [ZRIER (CA) FEABEEMLET

LR HLWIRAZICR T TH5E . FIEEBEANTIZEMT 5158 1E. KFTLUKR
YEM—BTHACEFHERLET, ILURY B EEEIBLELTESLY,

FZ7MIVICEBOIEAENEFTNTLSIBE (L. FIBAEFEBEANTICARNIZ7YyIO—KLE
T FI—r2AFE 1 DOIMBAEZELELT7 YT O—FLENTLEELY,

A FISAT VO ADEEANT IZEIBAEZEMTEE. TITSATUVRIEDTATUTA
TA4%EFEL. BIETEDLIICHYFET,

Central Management ZB=%E9 .

[42 AR (Inventory) ] #7 T, Manager D [ *** (BBFB) 7422 ]1%&0)vILET,
[7T 547 A ERD#RE (Edit Appliance Configuration)] Z3#RLET,

[££% (General)] 27 T, UEFE AL T (Trust Store) | 9 avERDOITET,

(#3380 (Add New) ] &) ILET

o~ o=

© 2024 Cisco Systems, Inc. and/or its affiliates. All rights reserved. -88-



SSL/TLS 95 AT R FATUTAT4DEBEM

Trust Store Add New @
FRIENDLY NAME ISSUED TO ISSUED BY VALID FROM VALID TO SERIAL NUMBER KEY LENGTH ACTIONS

nmxm  fs-3 fs-7 2020-11-20 17:51:53  2025-11-20 17:51:53 8192 bits

nzqlo 1la 1la _.

/midyz m m 3

nnmzd

9- - 2020-11-20 17:42:20  2025-11-20 17:42:20 8192 bits
121- 121-

1.lanc v Tllanc ) 39

6. [ZL K4 (Friendly Name)] 74— ILRIZEEBAZD—E DR FIZAALET,
7. [74ILDEIR (Choose File) 1 %0y ILET , HTLWLGIBAEZEZEEIRLET,

[EEBAZ DB N (Add Certificate) ] #71)v oL FET , {EFEALT (Trust Store) ] J AMZFTLLY
SIBAENR RTINS EFTERLET,

I7MIVIZEBOEAENREFNTLAB (L. KIIAZEFEBEANTICERNIZ7ZYyIO—
KLET . Fz—r2EE 1 DD IT7AILELTTZ YT A—RLALTLEESLY,

2.95AT N TAT T4 TA4EBHZEDEM

L=

o

Central Management ZB=%£ 9 .
[4> R K (Inventory)] 27 T, Manager D [**+ (BBEFB) 71 1%9)voLFET,
[7T547 > AER D #REE (Edit Appliance Configuration)] Z#Z#iRLET

LEM®D SSL/TLS 9547 b7 AT 2T 4T+ (Additional SSL/TLS Client Identities)] &%
aAVIZRBEILET .

[ET B0 (Add New) 1 Z#0)woLET,

CSR(GEFAZEZER ER)ZAMTAIVENHDSEZE L. [LWA (No)] EEIRLET , (R~
(Next)1Z&2UvILET,

0 %_SR HERTEIDLENHHIEE (L. [Central Management TA CSR DAERL I TEHF

10.
11.

[ZL k14 (Friendly Name)] 74— JLRIZ, SEBAE D RZBIZAALFET,
[Z27 4L D3ER (Choose File) ] &0y LEY , HLLVGERAZSEZERLET
Fr- BEAZE 7ML RICROFIEEETLET,
e PKCS#12:[/\>KJL/SAJ—FK (Bundle Password)] 74— ILRIZ 74 ILDES 2@
BIGNRAT—FE#ANLET . NRT—KRIEIREFESNFEA,

e PEM:[ESFFAZEF T —>TJ71 )L (Certificate Chain File)] 74— LK T. SIBAZEFT—>
T7AIIVEBEMIZ7yvTA—RLET ([(T7AILDEIR (Choose File) 1 01w LE
T)o FT—2TF7AILNELWMNEFTHY .. BEHEHmI-LTNDIEEMHRLET . 5
HIZDWTIE. TIXEDIZIDIPEM Fx—2 774 LD EH 1ZSBL TS,
[(D5AT s TATT4T4DENM (Add Client Identity) ] #2')vILET,
[E%7E D1 A (Apply settings)]1 29w LET .

BHIND SSL/TLS USAT U AT oTATAD)ANEHERLET  HTILLEBAZEAR R RS
NTWBIEEFREZELET,
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IIAT N TATUTAT1EAEDHIRR

DIAT N TAToTAT1EBHE D HIFR
Central Management ZB=E 9 .

FTISATORD *** (BRFB) 7120 )vILET,

[T T 5472 XEB D #RE (Edit Appliance Configuration)] #ZEIRLET
[7TS5A4F7>2 R (Appliance)] 3T EIRLET,

LEA® SSL/TLS 95AT7 b 7AT 27474 (Additional SSL/TLS Client Identities)] ') A+
T. HIRT SEAEEXRDOITET,

6. [HIPR (Delete)]1%#2') v LET,

SRS
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FSTINa—TFaY

cSITILS a—TFaY
RRDI IS TS a—T A T EREL TR LET . HH— B EASA . &2
R—rETBRERVEDHLELEELY,

A SERRZEIFX LV ATLDEXATAIZE>TEETY  SIBAZZAREYICER T 5L,
Secure Network Analytics 7 7547V ADBEEMNMBILEL, T—HELXDERERELYET,

07 A 3 DRI EEBAE T RIRT DB ENHYET D,

Manager DS TAV T R—OFFKE. O A URIIZEEBAZEDEIREROLONDZENHYET, =
DFEAF70% (%, Secure Network Analytics NDOAT A VIZIIHELER AL SIREZTTSA4TY
ARTFATOTATARAELRLRIIBEECIHAEN IV E -2 RELBEICZOTOVT
IR TRESNBZELAHYET,

| A G573 BRI, RHOR) S —EHRBLET,

TISGATORTATUOTATAAIBRENELZDITHETT H,
FISATUORTATUTATARAEZRIA/NODHRAELAEICESRZ-1EEE. B4
EE-LTWAIEFERLED,

F1=. %?_LL\77°547‘/Z TATUTATAEAEN L ELGEEALTITREFSNTNH I LEHE
ALFET,

FIBIZDWTIX. ISSL/TLS FTSGAT VAR FAT o TATAABHED B 1 ZSBL TS0,

Central Management M7 T S5A TV RAZFHIBRLEL=M, F-E
X RIZHE->TULVET,
Central Management NS T7 TS5A4 7V RZHIBRLTH, VAT LNELEEEBR R THAZEEZTRLT
WBIEEIE. VAT LERENST TS5AT U RZBIBRLET

1. 7TS547>ARA0Y—)LIZ sysadmin ELTAT AV LET,

s B BEBDTISATUREHIBRT HHE L. & #IZ Flow Collector, Flow Sensor,
UDP Director. & & U Data Node [TAT A LET .

s BB BERDTISATURZEIRT 2EHRFT. WEICHLTHOTRTOT IS4
FURATFIR1 ~ 5% T L&) &REIZ Manager [ICOT A ULET

I A &% IZ [EEHREE (Central Management) ] A5 Manager ZHIBRLET,

2. SystemConfig EALET , Enter HLFET,
3. AU AZa—mi5 [JA/\) (Recovery)] Z:EIRLET,
4. [7FTZ4T7 2 ADHEIER (RemoveAppliance)] #EIRLET

A A—MNRREINGBUIMEES . TTS5A4 72 XL T TIZ Central Management NS HEIBREN T
WEY,
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EAIIIIIIIIIIIIIIIIIIIIIaIaaaad IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIdd
.4
x
.4
X
x
.4
X
x
.4
X
x

aqaadgdddaadadaIdadadadadadddaddaaaadadadaidadadadadaadadadadaqaaaadadd

1
=
=
X
=
=
X
=
=
X
=
=
X
=
X
=
=
T
=
[0

U IaaaIaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaadad

5. BIEICKRRINDIERICRSTT IS4 TV RZHIBRLET

[7TS5AT 2 RARXT—ARX (Appliance Status) ] [Z [3EFEFH
(Connected)] TlE%< [#HAME & (Initializing) ] ERRSN B

TISATUOADRAT—E N [#HE & (Initializing) ] £ (X BEF ¥ RILDHF > (Config
Channel Down)] £3FRREM ., (45 H (Connected) ] [TRSLELMES (X, Manager EEBAN T ET
TSAT VR EERN T #HERLET  EEANTICEETHAAEN LN EEER LTS, =&
ZIX BLT7ITSAT7 o ADEEANT ICHWIRAZLHLWEAZENH LGS IEHRENRELE
Zo =/ %;:?@%HLE’&%H@LT(T:%L\O HMIZOWTIE, [{EEEBAMNTZ M DEEAE D HIER 1%
?E\E\L—C 5 L\o

A FEDGEOIEVEREOAZHIBRL TSV RITOEHELHIIFT 2L, VAT L
EDBRENTENET,
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YR—,~DOEVEDE

PR—r~DRENEDE

TOZHIL HR—DIBEGIHZRIF. ROWVT N ERITLTIZEL,

o EHEYDL AT IN—FF—IZTERKLIZSLY,

o DROYR—IDERKL

e Web T —R%ERI<IEE :http://www.cisco.com/c/en/us/support/index.html
o BFA I T —RERIHEE (tac@cisco.com

o BEETHR—IERIT5155:800-553-2447 CKE)

e TJ—I)LRIAK YR—+EE:

https://www.cisco.com/c/en/us/support/web/tsd—cisco—worldwide—contacts.html
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