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[EL&HIZ

FLC&HIZ

Tx—)LA—N\—KTEZFERALT. 2 DD Cisco Secure Network Analytics Manager (|H
Stealthwatch B —)LEf=1E SMC) BTz — LA —N\—BBRZHELT 5L, —HDIH—
CxEEI—ADINYITYTELTHEESEDIENTEET,

T54<") Manager CHEENFEEL-BS X, EH A1) Manager ZFFHTT 54 <") Manager [Z
HELTURTLDEZR T EMGTEET,

754 <) Manager A 754 (24> TH . Manager DO—)LIXBEMIIZI S ALY
A OTIELTLEEN, ZCOHARIZRENTOBIER T Manager O—LEZEEL TS
LY,

(XL BRI

Jx— LA —/\—EZFEZBIE 9 BHIIZ. Cisco Secure Network Analytics (|B Stealthwatch) 7 754
TIORBAVAMN—ILL T D RTLETEEZTE TLET . FIEIZDULVTIZ, Cisco Secure Network
Analytics ERBEH MK [HEE] KU Cisco Secure Network Analytics AT L A T4FaL— 3>

HAF [EE]IZSHBLTESY,

Fl. Ix— LA —N\—BREDEBEHLEZEIHAT. COHAMFTEHEARL LUV FIEZEZEL TS
LY,

Data Store O) FE 5

Secure Network Analytics & AT /LT Data Store BRZ{#EHL TL 515 (. Data Store #EAL D
BIC7T—ILA—/IN\—FERETH_ELEBENDOLET , T TIZHEAILFH D Data Store HdH 515
Bl [TF—2ATOHIEEDIz—ILA—/IN—DRTEIZSBL TS,

X)) TooHEAX T (A TLIR)

— 75 M Manager T Cisco Security Analytics and Logging (A>T L2 R) BNEMIZHG-TLBIEE
li%?I—)lz?J'—/ \—EREEBAIAT BHNIZ. 5— A D Manager THLERNZHE-> TSI EEREEL
3

WMADIRZ—TrT X)) T4oHEQAFXUT (FUTUIR) ZERZFBIZIX, Cisco Security
Analytics and Logging (7> L2 R) :Firepower A N MESH AR [EEFE] S BLTESLY,

TFISATVOR RAT—HRRA
Secure Network Analytics TERENEBEFAIRT DHNZ. TTSA TV RADRAT—E2RAD [FEkF

# (Connected)] ERTRESNTWNDEFERLET . COHARIZIE, RT—E2REHERTHFIEMN
EENTULET,

TI— A —N\—BRENTETITHET., thDBREEXEELY, [EFEHE (Central
Management)] Mo 7 T 5472 REBIMEILHIBRLIZY LIEWL TS,
RTEEH
CDHARIZIE, ERBICRETI-OICEEL, RESUHMBENRHINTLET,

SEE1—H—
JI—)LA—N—%BFTHICE. EEELI—H-LLTIR—IvIzOT1oLET,
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NTNATEFFERL TS,
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S8R —E R
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nFEy,
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Tr—)LA—N—REDRE
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Tx— LA —N\—%ERTFTTAIZIE. ROFIEFT T LTLEESLY,
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1. 7x—)LA—/I"—O—)LDEE

1. 71— J)LA—/"\—O— LD E

Tx— LA —N\—REEHRT BRI, T4 FE=IEEAVFY) Jz—ILA—/\—O—)L Tk
E 9 5 Manager ZETEILE T,

e P7RLR:%& Manager D IP 7PRLRAZHERLFET,

o £HUH1) Manager: H %) Manager H\ [ & I8 (Central Management)] TF 7547
AEFEBLTWAIGEEIE, 72— ILA—/N\—REEHIR T BR1IZT54<!) Manager (F71=1E
A D Manager) IC7 T5A T AE#EILET . FIEIZDULVTIZL, Cisco Secure Network
Analytics VAT L A T4F 2 L—30 HAF [REBE] 2SS HBL TS,

T1— LA —N\—ERERIIBT DRIC. BADIR—Ir T X)) TooEnx2 Y
(AU TLER) BNEIHO> TSI EEFHERL TLIESW, TADIR—I T ¥l
TAREQAX T (FUTUIR) #H#ZT BIZIX. Cisco Security Analytics and
Logging (7> T LS A) :Firepower ANV S HAF [FEEE] 25 BL TS,

o JI—ILA—IN—8BFEDRE: Jx1—ILA—N—REEZRETEE. T5A4<Y Manager BT
TSATVRETITATICEBRBLIUEEL, £ho A1) Manager DA+ IYBERIZHEYE
T, FHMIZOVWTIE, 17— LA —/I—BEDRFIZSHBL TS,

FEEA = IP7RELA(IP
Jx—I)LA—/\—Aa—)L Address)
— N k Analyti T4 1285
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tH51) Manager FAHIYER
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2.Manager DEREET —HR—ADINVI TV

= L= o S o —F
2.Manager MEXFEET —FN—ADINYIT VD
TI— A —N—RIIIXR—DFERET BN, BT ITFATVADKREET —EIN—R%& /YY)
TUILET, IR—CrERSISERTT Bl=lE WADNYITYIHNBETT,

HRMAVAR—IL . IR—D v DNFRRA A= T, SEREBEEEELT IDENGMERIE. O
FIEEZRF VT TEFEY , ROBEITEAFES, [ EEANTADIAEDEM ],

A INYITITNENE, T2— VA —N\—RERICHBINRELBEICT7/IILERE
TEFEH A Y R—FARELRIB S (X, S AOYR—FETBRVESHhHEEELY,

1L INVOTYTEREITTAILDVERK
& Manager D/INVITYTRET7AIVEERT BIZIX. RO FIEZEEITLET , Manager H
Central Manager ELTT7 7547V AL EELTIVAIE A . Manager /\Y I TV TRET7AILE
Central Management /\Y O 7V TREIT7AILHERESNE T,

1. HUH1) Manager ITAT A2 LET,

A A= a—h5 [#ERK (Configure)] > [4'O—/ )L S & T (GLOBAL Central
Management)] Z:#IRLE Y,

Manager @ *** (BBEFFH) 7 ZED )V ILET,

[7R—hk (Support) ] ZERLET,

[E%E 774 )L (Configuration Files)] # 7% &IRLET .

/N7 v T F74H3> (Backup Actions) ] KA T A A= —% 91y LET,

[/\ 9T v T%&VERk (Create Backup)] #3&IRLFET,

[#79>8—F (Downloads)1 &9y I LET . REGBMIZTI7MIILERELET,
TS54<) Manager [CAY AV LET , FlE 2 ~ 8 %#EYIRL T, 754! Manager D/\v%

TYTHREITT7AINEREFELET,
2. Manager T—AR—XD/I\yIT7vT
Manager T—R3RNR—REZE—F,I7A IV AT LIZINYOTYTTBIZIT. ERFEEELIUVT7TTS54
TFUOREBAUR—TTA(AZHERALET,

N

© ®©® N o g w

1. F—R/R—Z2ADI\VHT7VvT
2. T—RBR—=ZADINYITITDEER

A T54<1) Manager EtH2 A1) Manager TT —AR—XD/\wI7vTE|EEETLTL
HIEEHERLET,
1. T—3R=ZAD/I\YIT7vT
RDFIEZFAL T, Manager T—ER—RE/N\VIT7YTLET, £f=. ROBEHREEZL TS
LY,

o fEI:E—FTFAIL VRTLIZ, T—ER—ADINYITITERIEFTD=HD+H71EZE
=B HEHEEERLET,
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2. Manager DERTEET—ER—RAD/I\Y o7y

o BEfll: T —ARN—XRZE 1 BN\YITYTTRE, URITETIRD/NNYITYTNODEE ST
Mo T7vTENDB=D . 1IN IT7vTIZh B IFEGYET ., COTaER T, 1
HHT-Y$05GB ~ 2GB DT —EANN\vI7vTIhET,

1. Manager 7T SA TV RBBAUA—JA(RIZAT AV LET,

[& & 38 (Central Management)] T. [Manager] @ [*** (ABBBFS) 7A(aV]1> [ 7T547
DA EHEHR D F T~ (View Appliance Statistics)] DEIZ)voLET,

::.v, Central Management Inventory Update Manager ~ App Manager ~ Smart Licensin g Database

Inventory

4 Appliances found

Q_Filter Appliance Inventory Table

Edit Appliance
Configuration

Connected Manager Support

View Appliance Statistics
Appliance Status Host Name v Type 1P Address ctions
)

Reboot Appliance
Connected nfl 2 Flow Collector Shut Down Appliance

Remove This Appliance

Flow Sensor

2. ROFIBZEFTLT IUE—FI7AI DRATLEITHELGEDRT—EIN—X I\ IT7 TR
FREFHZELET,

o [fR—Li(Home)]Z#D)wHoLZET,
o [T4RY{EFE (Disk Usage)] Y avERDOITET,

» /lancope/var 77 L AT LD [{FH=E (/N1F) (Used (byte)) ] BIZEFERLET .
T—RAR—=ZADIN\VITITERETBEOIZIF VE—FT7AIL VAT L LT
KELTDHIEIZZD 15% B LIS DEEZRENDBETY,

Disk Usage
Name Used Size (byte) Used (byte} Available (byte}
! 45% 19.1G 8.09G 10.04G
flancope/var 43% 33.32G 14G 18.62G

3. [E%%E (Configuration)]> [JE—FI74 )L AT L (Remote File System)] DIEIZH")wHLZE

o

<}
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2.Manager DEREET —HR—ADINVI TV

Remote File System

IP Address
Port Number: 445
Share Name

Usemame:

Password

Security Protocol:
i) O ntim

@ ntimv2

4. INVITIT I7AINEREFETBH)E—LIT7MIL SATLDEREZFERALT, Z04—ILRIZA
HALET,

Secure Network Analytics 774 )L H Tld CIFS (Common Internet File System) . l|4& SMB
(Server Message Block) EWLNS T ORa/LAERENET .

5. LEA (Apply) 1 &2y LT, REIT7AIVICEREZERLET .

ISRAT—RZABLTE GEHA (Apply) I REAU DB RIZHSHRMEE ., [VE—FI7AILV R
T Ls (Remote File System)] R—UDZEBERE 1 BV IS HEFNHYET,

6. [TAKM(Test)] &%)~ L T. Secure Network Analytics 7 TS5A T2 AE)E—RI7ALILY
AT LD MHEICEETEAEEHERLET,

TAMTET LIS, [JE—FI7M4IL AT L (Remote File System)] R—I D TERIZRD
A —URRTRSIN TS EFHERLET,

7. [H7R—bk(Support) 1> [T—ER—ZD/\vI 77T K UE It (Backup/Restore Database) ]
DIBIZV)YILET ,

8. /\wOT7 v T DERL (Create Backup)1 &2 voLET, COTOERITIREFMNIDEE
NHYET,

o N\YITYT TOVRDEIEZIE, Y ORER—UMSELTETOER (FhEEIhE
BA =L, NI T7YTDERITHIZ, [Frt/L(Cancel) ] &IV ITHE. 7T
AT REBRIILGNENVI TV ITEBRTELHGRBERHYET .

. RyHTYTHETTHET, BECKRTISNBIERICHVET,
ST I TREADRRERRT BI=I%, (0T DFT (View Lop) | €755

9. [FAL% (Close)1 &7 )y IL TEHBIRR V4 FOZERALES

© 2024 Cisco Systems, Inc. and/or its affiliates. All rights reserved. -13-



2. Manager DERTEET—ER—RAD/I\Y o7y

2. T—RAR—ADINYITITDIER
2. Manager T—3_X—2ZD I\ T VT 11\ T T L. & Manager DT —RZR—ZAD I\
TYIHaRFLIEFHERLET,
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B ERANT ~DEIBAZ MEM

.IEFERMTZADIEBAEDEM

ROFIEHEFRALT. DEBELRTITSATURTATUTATAEAEE L —MIBAE (4T 515
B)EEBANTIZRELET,
EFEANTDEH
CHOFIETIE. ROBHIZOWTERBALET,

o tHUH1) Manager SEBAZ N TS54 <) Manager (EEEAN 7 A~DIBN,

o 754 <') Manager sSEBAZ DA A1) Manager EEERAR 7 A~DIEM,
EFEANTADIIRED7Yy7O—F
BT TSFAT VR TATUOTATAEREZE () —D) BXVPIL—IEEAE GRU T 558) #@AIZTY
7‘)':'_':'./35_6—0
1. PITSAT VR TATUOTATAABAED T V0 O—k
ROFIEEFERLT. FITFAT VR TATOTATAEIAEE S o O—FLTRELET, FIE
. FEALTWSITSOHIZK->TERBYET,

SEAENT TITRESNTULWSRE AL, COFIEERFT YT TEET, 2. Manager (ETEAR7~D
FEBAE BN IZHEAFET,

TSP DOVIE R TATAAVED I HCELTEET , BEICRRS
0 hf?ﬁ;;_:ﬁioTEEEﬂ§§9°ﬁ‘/D—F‘Liﬂ'o FIEE. FEALTNDTSHHIZE-T
BHYES,

1. TS9O DTRURN—T,IP PRLRAEIIRRAME DED/SR% /secrets/v1/server—
identity ICTBEEH# 2 FT,

151 : https://<IPaddress>/secrets/v1/server—identity

2. EEICRTINDIERICHS>TIERELZRELET,
F—T2: 07 MNVERTTBICIE. TFRN 7ML ERIRLET
FSTONSa—T42 T GEBREEA U O—KRT5=HDTO TR RREINBWNGE (X,
BEIMICH Do O—RENTWBIEENH DT85, [F 20— (Downloads)] 74 /L7 ZHE
BRI BEM., FEIEFRDTSOHEHLET,

3. & Manager CTFIE1 &2 %#BYIRLET,

2. Manager {E3EAR 7 D IEEAZE DB

RDFNEZFEALT, EHhoF) Manager PTZAT VR TAToTATABRE()—2T) EIL—bk
SERRE (324 T BB 8) 5T 547! Manager (EAN7IZIRELE T,
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B ERANT ~DEIBAZ MEM

N o g s

. Manager [CAT A2 LET,

AMA=a—h 5 [#ER (Configure)] > [ A—/\ )L E R E I (GLOBAL Central
Management)] Z:ZiRLE T,

[7TS5AT 2 RART—% X (Appliance Status)] A [ FH (Connected) ] ERTRESNTLVS
CEEHERLET,

Manager @ [7 223> (Action)] IZH 5 [+ (BBRFS) 7V ZD)vILET,

[T TS5AT7 2 AR D #HRE (Edit Appliance Configuration)] ZZ&IRLE T,

[£#% (General)] 27% 1) L. [{EREALT (Trust Store)] V3 F#RDIHET,
(#3780 (Add New) ] 2w ILETS,

A

BT TSFAT VR TATUOTATAERE()—D) BLVIL—MIAE (BRUTH58)%
BRI=7yTAO—KLTWAIEEHERLET,

10.

11.

12.
13.

14.

[ZL KR4 (Friendly Name)] 74— JLRIZ, SEBAZE D& HIZAALFET,
[Z74ILDEIR (Choose File) ] &) LET , SFRAEZERLET,

[REBAE BN (Add Certificate) ] &' v ILFET . IEREART (Trust Store)] ') A~ ZZEEA
ENRTEINTNSILERHRELET,

FlE6 ~ 9 ZEVIRL T, DL ELIAZEEBRALTITEMLET .

o HUA) Manager IZAT AV LTWSIGEA(X,. 547 Manager 7T SAT VAR T
ATUoTATAERE (=) EIL—ERRE (RUT HIEE)ZTEMLET,

o J54) Manager [CAT A2 LTWBIEEE. EHUHY) Manager PTSA TR T
ATUoTATARE()—D)EIL—ERE (RYT AHE)ZTEMLET,

[E%TE D& A (Apply settings)]1 &7y LET , BIEICKR RINAIERICHE>TIRIELET,

(855 F A (Connected) ]: Central Management DA AR KR —ST PITSATUADA
T—ARRAH [$EREFH (Connected)] TR TWVAIEZHERLET,

@ Manager TFIE 1 ~ 13 Z#YRLET,
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F—RAZNTF I ED IT—ILA—N—DBEFE

T—RANT RO I —ILA—/IN\—DERTE

Data Store Z{# FHL T Cisco Secure Network Analytics ZE L =15 & (L. Data Store Z#)#A1L "
BENZTz— LA —/N\—ZEHTFELTLIEELY, Data Store ZFIEEL =Dz — LA —/\—ZFERTF
FTAREEIE. UTOEIL 3> DFBIZHE-T. Data Store EDEFX AT EED=OHIZEHUAY)
Manager ZE&ELET

Data Store #)HILRIZTT— LA —/N—FRETHTOLRADBMEZLTIZRLET,
1. Dz— LA —N—RT7HEHELET,
2. £H A1) Manager Z18NLET,

T1— )L —IN—RT7DHRTE

CDHARDT4. Tx— LA —/IN—RT DERE |73V DIERIZHE ST, Tz—ILA—N—RT7%
BRELET . COTOEAMNTET THE, THUHF) Manager M [£ & (Central Management) ]
AR K)|ZIData Store HERTE SN TULVEH A (Data Store Not Configured) | ELYD Ayt—I AN
RRSNFET , [Data Store #FHA{LE D Manager DEMIDFIEIZHE->T. £H2 A1) Manager &
BRELET,

Data Store #)HA1E 1% D Manager M B0

Data Store 9 TIZFEAIEL TL\BIBEE (L. RO FEIZHE> T Data Store [Z Manager Z1BIMLFE
ERR

1. RFD:[Secure Network Analytics System Configuration Guide] @D Resetting Factory
Defaults | 273> DIETRIZHE S TLZELY,

0 BREDFYNT—IRELERTFT ONREIT ONERRTEFEIT  BWEITHERIL. £
NoDRYET—VEREEBRET DLENHYFT,

2. [1. Configuring Your Environment using First Time Setup | &l 2. Configuring the Managed
System | ([Secure Network Analytics System Configuration GuideJIZE2Ek) D FIEIZHEH-T.
T TS5A T2 A%EREL Central Management IZBIILET , ¥IBIEYNTY T TTITSATY
AEHRELFET,

TS54<) Manager 7 75472 XA —)LIZ sysadmin ELTET AV LET,
[T—4AXKL7 (Data Store)] Z#:&IRLET,

[SSH] Z:&IRLET, 7T 54T ABITSSH AAEMIZHDETHLET,

[7F—4AR7 (Data Store)] A=a—m5 [FILWVZ TS4 7 X (New Appliances)] Z3RL
FY, BHEICRIRSINSIERICH>TRIELET,

7. SystemConfigZ#&TLET .

o g b~

o ;[;:;—;ZFT (Data Store)] A=a—%# T 9 5&, VAT LTLIRID SSHFREMNETS

8. [SRHEH (Central Management)] T, 7 IS4 7 Y ADRAT—RRAN [T EH
(Connected)] 25> TWVAZEFFERLE T,
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4. TT— LA —N—RT7DHE

4. TT— LA —IN\—RTDHFE

ROFEZE{ER LT 7z—F—/ f—Fﬁﬂ)V*—’)‘\'d&Eﬁibij\'o J2x— LA —N\—REEHR
FTHE, EHUHFY) Manager RALVEREMNBIBRSNFET , AU F ) EHEAFRYEBERICEY,. 75
A<') Manager ERIEALET , SFHICOWTIE [ Tz—IILA—/I\—BREDHRFIZSHLTES
Ly,

[FCH BRI
ChEOFIBEBIAT HRIIC. ROFIRER T LTS,

1. 22— )LA—/"—O— )LD EHEH
2. Manager DERTEET—RAR—AD/INVITVT
S EBEAN7ADIBAENEM

T54<) Manager 2% E 3 BRIIZ. TH A1) Manager 7x— /LA —/\—RAIZHRTEL
A TSN, T A —N—BEERET BE. EHUF ) Manager KALL D EEFEHE
BRI, FIBZIEFICEITLTIESLY,

1.Manager 7T SA TV AR T—RADIER
1. 754 Manager IZAT A LET,

2. A A=a—h i [ (Configure)]> [ A—/ )L h & (GLOBAL Central
Management)] #:ZRLET,

3. BT ITSATUVAD [TTFAT 2 ART—4 XA (Appliance Status)] HS FERTFH
(connected)] ERRINTINDEETEZELET,

f.:.h Central Management Inventory Update Manager App Manager Smart Licensing Database

Inventory

4 Appliances found

Q_ Filter Appliance Inventory Table

Appliance Status Host Name e Type
Connected SI Manager
|
Connected nflow- Flow Collector
Connected fs- Flow Sensor
Connected fr-740 UDP Director
—
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4. TT— LA —IN—RTDEE

4. HUHF) Manager IZAT A2 LET,

5. A AZa—h 5 [#ERR (Configure)] > [ A—/\ )L & h & (GLOBAL Central
Management)] Z:ZiRLE T,

6. [FTZAT2RART—AR A (Appliance Status)] H' [#E§EF A (Connected)] ERTRESNTULVS
CEEHERLET,
7. MADIR—Tx(2OT AV L-EE. ROFIBIEAET

T1— LA —/IN\—BTEERETDHE AU Manager KA UEREMNEIBRSNFET ., EHU 51
(FEABYERICHY, TS54<) Manager ERIZILET  SEMIC OV TIK, [Dx—)LA—/—5&
EDRFIZSRLTILZEY,

1. HH1) Manager T, [EFX 1) T4 95 v 1R —F (Security Insight Dashboard)] 27 %

JUILET,
2. A AZa—h 5 [#ERK (Configure)] > [ A—/\ )L —U+ (GLOBAL Manager)] 32 iR
LET,

3. [Fx—ILA—/\—E%7E (Failover Configuration)] 27 & 91)voL%ET,

4. [Zx—I)LA—/\—0O—)L (Failover Role)] FOAY T E O A= a—%H)vHLET, [EHUEF
1) (Secondary)] ZEIRLET .

Manager Configuration

| Name: i I Address: 121 : Model: i serial: s3eaf

Data Retention DSCP Configuratiol
Failover Configuration [ cancel | m

@® Meake sure you add all required certificates to your Manager Trust Stores. Also, configure the

uuuuuuuuuuuuu

ai
141 | Primary

5. IP7RL R (IP Address)] 74— JLKIZ, #h® Manager D IP PRLRZAALET , ChdvT
J4 <) Manager [ZIEYET,

6. [fR7F(Save) 1%V vILET,
7. BEICKRREINDERICHST. EEEZREFLET,

1. 7541 Manager T. [LF )T+ #5 v 27KR—FK (Security Insight Dashboard)] 2 7%
21)9ILET,

2. A AZa—m 5 [#ERR (Configure)] > [ A—/ LR —P+ (GLOBAL Manager)] 3£ iR
LET,
3. [Zxz—ILA—/\—(Failover)]137%&5)vILET,

4, [Fx—)LA—7/3\—O—)L (Failover Role)] KO T A Y AZa—HHYvHLET, [T54<Y)
(Primary)] Z:#RLET,
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4. TT— LA —N—RT7DHE

Manager Configuration

Name: 1P Address: 121 i Model:

Data Retention ~ DSCP Configuration  Failover Configuration

Failover Configuration

@ Make sure you add all required certificates to your Manager Trust Stores. Also, configure the
secondary Manager before the primary Manager. For instructions, please refer to Help.

Failover Role*

Primary

Other Manager

IP Address™

103

Failover Role

Secondary

| Serial:

Seaf

5. IP7KL R (IP Address)] 74— JLKIZ, EAA 1) Manager D IP PRLRAZAALET,

6. [fR7F(Save) 1%V vILET,

7. BEICKRRINDIERIC-T. EREZREFLET,

© 2024 Cisco Systems, Inc. and/or its affiliates. All rights reserved.
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5. 71— )LA—N—ERTEDIHER

5. 7T—I)LA—/\—EXTFE DHEE

ikg_)%lﬁ’éﬁﬁﬁ LT RR—D NIz — LA —N—ELVBERIRESN TSI EEHEIL
E IS

1LEREDNEEDHER

54 Manager 27— LA —N—BEDEENRREINDLERBLET . &7 TFMTY
Z@ﬁﬁ[?ji’ﬁ"zxxv_‘—’ﬂx(Appliance Status)] [Z [3E#EF #A (connected)] ERRENTLNVAZ
ELHERLET .

1. 754 <) Manager T. [ &I (Central Management)] ZF=£ 9,
[#&RX (Configure)] > [ O—/\)L £ h B (GLOBAL Central Management)] #:&RLFE T,
2. REFERBLET S
o EHUH 1) Manager BNA AR IZRRESINTINDZE,
o BT TSATUAD [TTSAT U ARRT—AA (Appliance Status)] 1 [$E#EFH
(connected)] ERREINTULVDZ L,

T4 ELUEHU A1) Manager DR TDFERE

Inventory

4 Appliances found

Q Filter Appliance Inventory Table

APPLIANCE STATUS HOST NAME TYPE IP ADDRESS ACTIONS

@ Config Changes Pending fs- -1 Flow Sensor 134 O
FSVE-KVM-

@ Config Changes Pending nflow- 5-2 Flow Collector 135 @
FCNFVE-KVM-

@ Config Changes Pending -103-4 Manager 103 O

Connected -141-4 Manager 141 @

[ & (Central Management) ] NEFHESNDETHLET . FISATUVAD[TTS
o AT RAAT—AR X (Appliance Status)] [Z [E%TE D ZE B HVFEZE & (Config Changes
Pending)] ERRENFET .
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5. Jr— )LA—N—BTDRHER

FTRTDTTSAT VAN [EFHFEH (connected)] ITHE>TLNSZEDFERE

= -
<o ) Central Management Inventory Update Manager ~ App Manager  Smart Licensing Database

Inventory

4 Appliances found

Q_ Filter Appliance Inventory Table

Appliance Status Host Name v Type
Connected s Manager
|
Connected nflow- Flow Collector
Connected fs- Flow Sensor
Connected fr-740 UDP Director
—

2. 70—l Y13 DiER
ROFIEFFERALT, EHF) Manager BNinAHBRYBERELTEIMEL, 70—%2Z{EL TS
#HERLET,

1. Hh2 1) Manager IZAT A2 LET,

2. Manager NEGHMYBFRATHAHAZLERTBHMDNRRSINFT . £HF ) Manager HiEEd
MYBERICERESATOENMESF, 7z— LA —NA—BEERELET,

Warning - Secondary Manager

You have logged in to your secondary Manager, which is a read-only device that is
managed by your primary Manager. To change settings, log in to your primary
Manager.

For assistance, please contact Cisco Support.

3. [EXaUT40#5 v a/R—K (Security Insight Dashboard)] ©. 78— AL 3> LUK
F=HEZELET,
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5. 71— )LA—N—ERTEDIHER

Flow Collection Trend

400

300

Flows Per Second

100

8:00 PM

blank trend indicates
flow collection stopped

l

Sep-24 4:00 AM B:00 AM 12:00 PM 4:00 PM 8:00 PM Sep-25 4:00 AM B:00 AM 12:00 PM

4. 70—

AL IV ETFDGE . 7O AV IEARETY ,, Jx—ILA—/N\—REMNTETL

*L1=,

Z0—au3arMEIELTWAIEE L. [T & (Central Management) ] AL T, X
DIIEZ T Flow Collector BEUEHUHF) Manager B2 EILET (F1=IXEFH G155

B

T54<") Manager [ZCAT A2 LET,

A A= a—m5 [#ERR (Configure)] > [/ A—/\ )L h & T (GLOBAL Central
Management)] Z:ZiRLE T,

Flow Collector Z R DI+FE 9,
[ 32 (Actions)] FID [+ (BREFE) 7] &=0)vILET,

[7TS5AT7 2 ADBEE) (Reboot Appliance)] & IRLET , BEIZR Reh b5
[CRE->TRELET S

Flow Collector: FEZ#&YRL T, [ EIE (Central Management)] TY R T Flow
Collector *H#2BILET,

tH &) Manager: FIEZ#EYIRL T, £H2 %) Manager #HBicBILE T,

BEILI==-DIZTS4<) Manager BNA ITSAUNZ -8 . TTSATUVADAT—

A 2D [FEHEFH (Connected)] [IZRY ., £HU ) Manager BNfgHHEhbE, 5147
E7x— LA —/N\—O—)LEBRHLET ., T54< Manager ODO—)LREHUF)IZZE
BN, BEMICHERLGZWVGS (X, TEFERIG 1ZSEL TS,
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Jr— LA —N—O—)LDEE

Jr—)LA—/\—O—)LDZLEE

ROFIEZFERALT,. T54<)E LUV EHUE) Manager DA—JLEZZEBLET, A—JLIZEF
RIZIE RSN GZWN EITEFELTLESLY,

A TI— A —N\—REELEEFTHE, EHUHF ) Manager KAMU DERTEDHIRSN B7=-
. FIEZIEEIZETL TS0,

THUA) Manager ETS5AIVICREEEIEDE. TRTDTITSATUVADAT—ERMN R F v
RILIF > (Config Channel Down)] Hhvis [#E#EF & (connected)] ITEH B FETIZAIES 1 B
MBI ENRHYET, [(EEhEIE (Central Management)] TAT—RREE=_4—L%ET, FEIZ
DT, 5. Tz— LA —/N\—EEDHERBIZSRLTZEL,

ST A —N—O— LEEETHRIC. SRR EEETT BBERSD B HZTTIATY
Manager Z/\v 77y TLET, FIBIZDULVTIL, [2. Manager DEZTEET —FRX—ZADINYI T
T1%#SBLTIESL,

1. 754<") Manager [IZA A4 LET,

2. A A=a—h 5 [HERE (Configure)] > [ O—/ 3L $Eh &3 (GLOBAL Central
Management)] Z:#IRLFE Y,

3. BT ITSATUAD [TTSAT U AART—A A (Appliance Status)] HS FEREFH
(connected)] ERTREN TS EEHEZRLET,

o Manager: 7547 &El=EtHH1) Manager DT TS5A TV RART—RAD [{ERL
FrRILHA ™2 (Config Channel Down)] ER RSN TWSIGEE X, BIERTEXEDR
L. MEEHE1ZSBLTESY,

o FNMDTTSAF2 X Flow Collector, Data Node. Flow Sensor. UDP Director D7
TSAT O ART—RAD BB TF v+ )L HF ™92 (Config Channel Down) ] &R RS
TWABE(E. EEZHERL. [P EHE (Central Management) ] ZEHALT7 754
TOREBRBLET ([ (BBRHFS) 72V [TISAT7ROBELE (Reboot
Appliance)]) o ZDHMD ST ILS 2—T 42T 1ZDULVTIE, Cisco Secure Network
Analytics VAT L A TJ4F a2 L—30 HAF [REE] 2SS HBLTESLY,
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Jr— LA —N—O—)LDEE

<9
o

Inventory

4 Appliances found

Q_ Filter Appliance Inventory Table

Appliance Status Host Name v Type

Connected s Manager

Connected nflow- Flow Collector

Connected fs- Flow Sensor

Connected fr-740 UDP Director
—

Central Management Inventory Update Manager App Manager Smart Licensing Database

3. 71— LA —N—RENEE

ROFIEBZFERALT, TS54<) Manager A A YIZERL, A1) Manager 754 <12
RERIETET,

CDEEFETIE. T54 <) Manager Btz h A1) Manager 275, FDR AR EDLEIBRENE

T, thoF)IFHRAMYBERIZEY ., HILLEHKLI=TS54<) Manager ERIEALE T, 5EMIZDLN
TIE T2 2= IA—N—EBEDRFIZSHLTIZE,

A TI— A —N—BREDEEINT T THET. [EEFEHE (Central Management)] T7

FAT U REEMEIFEIBRLGLTZEL,

1. 754 <) Manager € h S8 )IZEET S

1.

IREDTS5A ) Manager T. [£F2) T4 9 F v 27R8—K (Security Insight Dashboard)]
2TH#D)9ILET,

A A= a—h5 [#ERR (Configure)] > [4'A—/3)L R —+ (GLOBAL Manager)] %#5&1R
LFEd,

[Jx—)LA—/\—E%5F (Failover Configuration)] 27 %&%2) v LET,

[Zx— /LA —/3\—0O—)L (Failover Role)]1 M [F54 <) (Primary)] ERTREN TSI EE
HEZELET,

754 ) Manager A% [£H 1) (Secondary)] ERTRSNTWNDIBEA L, TEEHG 125
LTS,

[Zx—)LA—/S—O—)L (Failover Role) ] KO T A Y A= a—%H)wHLET, [LHUA
1) (Secondary)] #ZERLFET,

6. [fR7F (Save)1Z0)vILET,

EEICRRSNDIERICHOT. ERERELET.
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Jr— LA —N—O—)LDEE

2. HAA) Manager 7 5ARYJIZEET S

1. HH) Manager IZAT A4 LET,

2. A A=—a1—h5 [#ERK (Configure)]> [ O—/ )L R—T 4 (GLOBAL Manager) ] %3&1R
LET.

3. [Px—ILA—/\—E%7E (Failover Configuration)] 27 & 21)voLET,
4. Tx— LA —N\—B—LBEAF)ELTRRINTWSIEEHRELET,

5. [Zz—I)LA—/\—0O—)L (Failover Role) ] KA T A O A2 —%&H )y LET, [TF14<)
(Primary) ] Z#RLFET,

6. [fR7F(Save)1ZV)vILET,
7. BEICRTESNDIERICE-ST. ERZREFLET,

. E&EO)WEO)E&H,U

T— A —N—BRENDERZHERT DL, 5. Jx— LA —/"\—EETEDFERIEH ., FIBIC
EWNET,
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FINT—=D AE—TI(ADERE

PIRT—D AR—DIARADER

TR—I¥ NIz — LA —N—RAIZBESNTWBAEEIE. TTSATUADRINT— L5 —
TIAR KRR FERYNT IR AV BREER T BRI, Tz—IILA—/\—BEZRZHIERL
F9, 2ERMBFIEFRDESYTT,

A TI— A —N—BREFEIBRT EE. TRTORAMVERET —4DHU A1) Manager
MOHIBRENET , TR TOFIEZIEFIZEITL TS,

1. 72— LA —/N\—ZTFEDHIKE
FIBIZOWTIE. 7= LA —/"—EEE DHIFR1ZSBL TZELY,
2. Manager 2RI —D A RA—DTAADEE

EENFETISATAD SSL/TLS SEBHENAF [EE] DFIEICHKLET,

FIED—IZEL T, 7T 547> A% Central Management Mo —EFaIIZHIBRLET . Tf-. E@EIZ
RRSNDIERICK ST EAZOBERDIVENESIH, F-IXEREXRIFTHEEERT
EHMEIOERERLTIZELY,

HWRALEEAEFFRALTWSEE (X, 3R> TEERAZEX L ESL-EHICHEA T, *uk

A D—DH%TE KRR, FYNT—IR A& F=IXIPFRLR)EEE S 58112, 5SEFA
EHEFLET, [SSL/TLS Certificates for Managed Appliances Guide J[[3:E] D FIIEIZ
5D, LAY R—FZEWEHE TS,

3. Manager 7x—J)LA—/\—D R F

CDHARDFIEIZHL, Tz—ILA—/N\—%RELFET , Manager Z/\v o7y, FILLVGEBAE
% Manager (EREANTZIZEBMLET,
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TI—IF—N\—REDHIR

Tx— LA —/\—EZFE DHIR

Tx— A —N—REZHIRTHENC. MADIR—OvDAT—FRZHERL. FIRZIREIZE
ITLTLEZELY,

A Tx— VA —N—REZHIRTDE TRTORANVERET 2D tH A1) Manager
MoHIBRENE T,

1. PITIATUR AT—RADFER
BRI BRIIZ. 54 <") Manager [ZtH &) Manager WEBWR T TSAT7URELTRTRSN
TWAZE, BEUMAD Manager H [$EHiFH (Connected)] ERREINTWNDEFTEZELE
ERS

1. 754" Manager 2R A LET,

2. [#&Rk (Configure)]> [ O—/ )L S &R (GLOBAL Central Management)] Z#:&iRLE 3,

3. BT TSATVAD [TTSAT 2V AART—A R (Appliance Status)] HY (& FH
(connected)] ERREIN TS EETEZLET .

o Manager: 754 < ET=IEEHH ) Manager DT TSAT U ART—E2AN [{ER
Fr 3 ILHF 92 (Config Channel Down)] ERTREN TSI E L, BIERELHEDR
L. EFHAEI1ZSELTESY,

o FDMDFTTSALF X Flow Collector. Flow Sensor. E£71-[& UDP Director D [7 TS5
AT 2V RAT—%AX (Appliance Status)] H¥ [#ERF v )L HYF > (Config Channel
Down)] ERRENTWDIGEE L., SREZHETEL. (£ EH (Central Management)] &
FRALTT7ISAT7 U REBEHLET,

([*** (BBEFB)T7AV]> [7TS5AT7 2 ADBE#EE (Reboot Appliance)]) . ZD1th
DEST IV 2a—T 42T 12DV TIE., Cisco Secure Network Analytics & AT /s a2
J4F¥aL—230 HAR [EIE] ESBLTEELY,

f.::.__-. Central Management Inventory Update Manager App Manager Smart Licensing Database

Inventory

4 Appliances found

Q_ Filter Appliance Inventory Table

Appliance Status Host Name w Type

Connected s Manager

Connected nflow- Flow Collector

Connected fs- Flow Sensor

Connected fr-740 UDP Director
M
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TI—IF—N\—REDHIR

2. 71— LA —/\—O— )L DFER
1. 754V Manager T. [EFX 1T A v 2R—FK (Security Insight Dashboard)] 37 %

9)vILET,
2. A A=a—h5 [HERK (Configure)] > [ AB—/3 )L HR—+ (GLOBAL Manager) ] % :&1R
LET,

3. [Zx—ILA—/\—E%5E (Failover Configuration)] #7%491)vwHoLET,

4. [Dz—I)LA—s\—B0—)L (Failover Role)] M [F54 <) (Primary)] ERRSN TSI EHF
EZELET,

Manager Configuration

| Name: i IP Address: 121 ¢ Model: { serial: 3eaf

Data Retention ~ DSCP Configuration  Failover Configuration
Failover Configuration

© Make sure you add all required certificates to your Manager Trust Stores. Also, configure the
secondary Manager before the primary Manager. For instructions, please refer to Help

Failover Role™

Primary

Other Manager

IP Address™ Failover Role
103 Secondary

5. #h2 &) Manager AT AV LFET, FIE1 ~ 412> T. [Fz—ILA—/\—O—)L
(Failover Role )] ¥ [h %) (Secondary)] ELTRIRSN TSI EFHEZELET,

o & Manager D7x—/)LA—/\—O—)LBELWMGEIZ. BADIR—IXT[Tz—
JLA—/\—E% 7 (Failover Configuration)] 27 &L N=FFIZL. 3. 7z—)LA—/\—
BEDHIBRIEARET,

o @A D Manager AU AN ELTRTRSNTWSIGEIX, Tz—ILA—/N\—REZ
BEHLT. 1 D2DTS5A4T!) Manager & 1 DDEHH ') Manager BNEFET BIREEIZL
THo, BIREEDET . FIBIZTOWTIE, [Tx—ILA—/I"—O—)LOEE 1ZSE
LTLZELY,

A [Dx—)LA—/"\—O—)LOEE |DFEDIERF EFIRIZHR>TIZEN, HR—FAN
BIGEIF. DAY R—FFETEEVEHLELZEL,

3. Jx— LA —/\—EXFEDHEIR
ROFIEEEALT, TT— LA —N—BEEBIRLET . RO FIELIEHICETL TS,

MoHIBRENETS

1. 54 Manager M [Jx—)LA—/\—E%5E (Failover Configuration) ] 2 7 [} EILE T,
2. [HIB& (Delete)1%#2') v LET,
3. BIEDIETRIZKESLT, Zz—ILA—N\—REXHIBRLE T,

‘ A Tx— LA —N—BTEZHIBRTDE. TARTORANVERTET 2D tHU A1) Manager
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TI—IF—N\—REDHIR

A TI— A —N—BREFEIRT EE. TRTORAMVERET —4DHU A1) Manager
MOHEIBRENET,

4. HH) Manager D [Tx—)LA—/3\—E%5E (Failover Configuration) ] 2 7 [ EILE T,
5. [BIB& (Delete)1%#2') v L%ET,
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