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[EL&HIZ

[FLOHIZ

A—RN\SUYNRYRT—S LD —ZADBIZA 2V AR—ILENTNSIEE . AIRMENTBAE(C
73l) . Cisco Secure Network Analytics VAT LTHDEBDREIMNET T HA5EENHYET,
A—K/\5> Y & FlowSensor X E T AIZIE. COHAAMRDFIEEFRALET , COFXRTEIZELST.
DA T MUY —N\—lIOT7O0—DN—#EIR Ty TF T SNnbB=6 . HERRANMIAER AR
BE#EL . FlowSensor & Cisco Secure Network Analytics > AT A TRIRELEILESN =X )T+
IR TEEY,

CDHARD TR EFIZIL. Cisco Secure Network Analytics VAT LDREZFIH LT IEEE
MEENTWET,

COHAFDFIEZRIAY BRI, ROFIEEZRTIIDELAHYETS

e Cisco Secure Network Analytics VAT LMNBEIELTWAILEHERLET ., TRAIMNTHS
ATUMIBBLET . 73— L T—IINEHERL. TIOTAT G [EEFYRILT O
(Management Channel Down)] 75— LFE =l [Tx— LA —/\—F v RILF > (Failover
Channel Down)] 75— LMNEWZEFFERLET,

o Cisco Secure Network Analytics VAT LT TSATVADTA TV ANTITAITTHAHIE
FHERLET,
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O—RN\SUYDERE

> O — Eﬂa ==
O—k/N\SUYDETE
A—FN\SUHZERETBICIE. ROFIEFFERALET  HTTP DIHE 1L, X-Forwarded-For (XFF)
FATavHEEMIZL. iRule ZERL T, REH—/\—DY)Y—REZEBMIZLET ., BEFED iRule &

HERTHERIE. CCICREH SN TUWSEREEALTERTEE I ERICHRAIHICIE. CD
TOLAVDFIEERVET—IADTATOA—RN\SUHITERALET,

COHARFDFIETIE. HIELTFS AO—RN\SUHDEREERLTOWETN, COXRTEFXITARTD
BATOAO—RN\SUYTHEATEET,
HTTP ) XFF A7 3> D EIE
HTTP D XFF A7 a v EMCTHI2IE. ROFIEEFALET,
XFFHTTP A —[ZT—2%Z AT 5= DA AAEEL ROFIEIHL F5 O—R/A\SY
S TENTILENHYET,

1. F5 A—RN\SUBEREI—TA)TA4I12RT AV LET,

2. [A > (Main)] 2T T, [A—HIL:S 7499 (Local Traffic)] &9y LET,

3. [Fa774 )L (Profiles)]> [H—E X (Services)] > [HTTP] DIEIZHY)vHZLET,

[ —E X (Services)] A=a—IZHTTP MIRRSNLZEWMBEEIE ATYT 8IZEAFET,

@ iApps s ]
@ DNS (|| 4 Name = Application | + Parent Profile ‘ * Partition / Path
hitp l (none) ~ Common
(34 Local Traffi prrgee (none) Common
twe hitp-transp: & (none) Common
Virtual Servers [Delete... |
........
iRules.
Pools
Node:
Monitors
Traffic Cl
ssssssssssssssssss
(72%) Accelerat

4. [http]l 20y OLFET,
5. [E%%E (Settngs)] T [X-Forwarded-For®M#& A (Insert X—-Forwarded-For)] ZRDIFE 9,

6. FOvTA U REHS [#ESH (Disabled)] & IRLET (F1=IL. [F%) (Enabled)] Fxvo
Ry HOREADIZLTHOUTLETS),
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Settings Ai
Basic Auth Realm 1
Fallback Host |
Fallback on Error Codes |
Request Header Erase |
Request Header Insert I
Response Headers Allowed |
Request Chunking Preserve I}
Response Chunking

OneConnect Transformations [Vl Enabled

Redirect Rewrite None

Encrypt Cookies |

Cookie Encryption Passphrase |

Confirm Cookie Encryption I

Passphrase
[ Insert X-Forwarded-For [Disabled |
LWS Maximum Columns | 80
LWS Separator l— j
AN R . .l Bl el et e 0 S o S

7. [E#H(Update) ] RAED)VILET,

8. [—E X (Services)] A*=a—m5, [EFE HTTP (Fast HTTP)]1 9 )woLET,
[ —E X (Services)] A=a—IZ [EFEHTTP (Fast HTTP) ] AWM E X, 2D I 3> DHEYD
FIEERFvTLET, [iRuleDYERL (Creating the iRule)] IZEAFE T,

9. [X-Forwarded-For®#& A (Insert X—-Forwarded-For)] ZRDI+E 9,

10. FEYTH D) RS [#E% (Disabled)] ZERLET (Ffz(&. [H%) (Enabled)] Fxv¥
RV OREFXTICLTIOUTLET),

11. [E# (Update) ] R &I IL T RELTETLET,
12. [iRule D {E % (Creating the iRule) ] [CEAFET

XFF AyA —0 iRule ZBMT BIZE. ROFIELXFERALET . COFIEIE. B—FN\F2HDIP
TRLRZEIYEL S L, EELGR—IE LT Or/LIEHRZ FlowSensor (2353 5= F AL
E3

BX7F D iRule ZE AT 558X, CCICRBEHINTWSEHREFEALTERTEEY,
F5 O—K/\S5 3 TXFF AYSA —® iRule ZEfL T BIZI1E. RO FIBEZETLET,
1. [A> (Main)] 42T T, [A—HIL+ZST 1Y% (Local Traffic)] 9 voLET,
2. [iRules] #0)voL%ET,
3. [YERk(Create) ] REZED)VILET,
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ONLINE (ACTIVE)
6 Standalone
L

Local Traffic » iRule:

"Fi Statistics £ - | Rule List

Address Translation

iApps
r ~ )
@mg IW|-Numa  Verification |=mm‘=wp\mﬁun|=ﬁmmﬁm 1
i
_sys_APM_ExchangeSupport_OA_BasicAuth | F5 Verified TS-inule Common i
Local Traffi i
() Local Trattio [T _sys_APM_ExchangsSupport_ OA_NtimAuth ] F5 Varified 5-irule Common H
Netwark Map _sys_APM_ExchangeSupport_helper | F5 Verified S TB-inule Common g
Virtuel Servers i1 _sys APM_ExchangeSupport_main | F5 Verfied fS-inule Common i
Policies _sys_APM_Office365_SAML_BasicAuth | F5 Verfied TS-inule Common |
Srofiles sys_APM_activesync | F5 Veriflad fE-irule Common i
sys_auth_krbdelsgats | F5 Varified f6-irule Common j
_sys_auth_ldap | F5 Varified fB-irule Common !
i
_sys_sulh_radius | F5 Verified Beirule Common i
Modes !
_sys_auth_ssl_cc_ldap | F5 Varified TS-inule Common !
WMonit
entiars “Add Signaturs... | | Add Checksum... | | Delet... [Fego 1oz 1] 1) |
Traffic Class <;
i
i

- P T S W

4. [&AT(Name)] 74— ILRIZ, IxffIEADLET,

Hostname: bigip1. i Date: Jun 12, 2017 User: admin
IP Address: 10 . Time: 10:56 (EDT) Role: Administrator

ONLINE (ACTIVE)
5 Standalone

Local Traffic » iRules : iRule List » New iRule...
/ ‘Ti Statistics
iApps
@ ot Name Ixff
@ DNS 1|

Properties

@ Local Traffic

Network Map
Virtual Servers

Policies

comre s L TONIES, A LA e e 8 A et s I o i BB i B e B Bl e T B ot n it
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it

5. ROTXAEIE—LT. [FF (Definition)] 74— ILRIZBEYSFIHET,

when CLIENT_ACCEPTED {
if { [PROFILE:exists clientssl] } then {
set client_protocol “https”
set local_port 443
Jelse{
set client_protocol “http”

set local_port 80

}
when HTTP_REQUEST {
if {[HTTP::header exists “X-Forwarded-For”] }{
HTTP:header replace X—Forwarded—For “[HTTP::header X—Forwarded-For], [IP::client_addr]”
Jelse{
HTTP:header insert “X—Forwarded—For” [IP::client_addr]
}
if {[HTTP:header exists “X-Forwarded-Proto”] }{
HTTP:header replace X—Forwarded—Proto “[HTTP:header X-Forwarded—Proto], $client_protocol”
Jelse{
HTTP:header insert “X-Forwarded-Proto” $client_protocol
}
if { [HTTP::header exists “X-Forwarded-Port”] }{
HTTP:header replace X—Forwarded-Port “[HTTP:header X—-Forwarded—Port], [TCP::client_port]”
Jelse{
HTTP:header insert “X-Forwarded—Port” [TCP::client_port]
}
if { [HTTP:header exists “X-Forwarded-Host"] }{
HTTP:header replace X—Forwarded—Host “[HTTP::header X—-Forwarded-Host], [IP::local_addr]:$local_port”
Jelse{

HTTP:header insert “X—Forwarded—Host” [IP::local_addr]:$local_port

6. [#27T (Finished)] /R &9)vILT. RELTRTLET,
7. MREH—/—D)Y—RELTD iRule DEMIIEAET,
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REH—/N\—D")Y—RELT® iRule MIEHN
RAEH—N\—ZFMIZT BIZIE, FLL XFFiRule Z F5 A—RN\SUH D) Y—RELTEMT S
WHERHYET, COFIEICKY., A—RNSU YR XFF AVE —FRETEDLIITHYET,

1. [A> (Main)] 2T T, [A—HILEST1v% (Local Traffic)] #2') v LET,

2. [m*8H—/\—(Virtual Servers)] =2 vHLET,

3. [H—EXR—(Service Port) ] ZRFEL. TN\AATUREBEINBD S T4 IFMIBLTLNS
H—E XR—k 80(HTTP) £7=1d 443 (HTTPS) # R DI+F T, R H—/3—% (Virtual
Server Name)] Z#91)vILET,

|| ONLINE (neTIVE)
g | standalone
“

Main

LT‘ Statisties
) |
(8 o g =) (o] |
@ DHE # Dasscrigtion © Application ¢ Dastnation * Servics Part |+ Typs Resources + Partiion / Path ii
Ay [Pl O Ayl Forwarding (1P} Fdil Comman H
B Looal Tratfic 10208110 22 (SSH) Slandard Edit Comemon ;
Hestwork Map s 0208190 BO(HTTR)  Standsrd Edit.. Camman

Wirtusl Ssrvers
Falicins
Profiles
iRulss
Pools.
Modaes

Monitors

T

Traffic Class

Address Translation

(2% Acceleration

1
1
|
i
i
== Devies Management |

e U B P B e Py

4. [1))—ZX (Resources)] #T%#0) v LET,
5. [IRules] #933> T, [EH¥ (Manage) | RAEV1)vILET,

| ONLINE jACTIVE)
s | standaione
-

P

() inors
Load Balancing
@ DNS Cisfault Pral ch_sorvnr -waw |
() Looal Traffio Disfault Persistence Profis | Mone - |
Faback Parsistsnca Profils | Nione ~ |
Matwork Map
Update '
Virtual Seners {
Pelicies 1
1Rules
Profiles
Namea |
Aulss |
Foals
Policies :
Mo
Mame: |
Moniors |

Trathc Class

‘Address Transkation

@ Accaleration

S P e U

6. {HATEIREZS iRules ZXZ0O—JLLT. #HLL) XFF iRule Z R D17F 9, [XFF iRule] Z4Y)v%
LTERLET,

(SN PRS
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7. KAREESvH LT, (B (Enabled)] Rv4 X2 XFF iRule ZB0LET,

ONLINE (ACTIVE)
Standalone

Local Traffic » Virtual Servers : Virtual Server List » web_server_1-www-vip

% « | Properties Resources Statistics f
{
@ iApps
Resource Management
@ DNS Enabled Available }
[Common . ™ |/Common {
i 041 : _sys_APM_ExchangeSupport_OA BasicAuth A
@ pecaliiiaii iRule — _sys APM_ExchangeSupport_OA_NtimAuth
_sys_APM_ExchangeSupport_helper v
Network Map _sys_APM_ExchangeSupport_main
Virtual Servers 3
Policies :|Canoel %
Profiles i
P “'M»’«N’~#J<WOM'*M‘J¢*JMM')

8. [#27 (Finished) ] RALZEV)vILT. RELTHRTLET,

R2YRT—IORDITRTOA—F/N\SOHDETE
FYRT—OIZEHOO—FR NS HERKINTILBIEE L. [FlowSensor TMD XFF ALIE D E %)
AEJNITHED RN, TA—RNASUHDERE I3V DRIRD FIEEZRO—R NS H(ERALE
ERR

BEO—FN\SUYHFRTETHEXFFIEHRNMRFINTHMEINZET . CDERTE TIL. FlowSensor
[FEMEINT=ARAMIHAITOA—KRNSUHDIP PRLADHAERHRELET,

O—RN\SUHDBREFIEICIEZ. ROFIENLEENET,
o HTTP M XFF A T3> DEMIE

e iRule D1ERK
o RAEH—/\—MD"))—RELTD iRule M3EN
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FlowSensor TM XFF ALIEEDF 1t

FlowSensor T XFF ALIE D A 31t

FlowSensor M XFF A& —J4— LRZEMEBS 521, ROFIEEETLET,

1. Manager (BT A2 LET,

2. [# Ak (Configure)]> [ B—/\)L (GLOBAL)] > [ & (Central Management)] Z491)w
ILET,

3. ZA—t Y —0  (BBFHFB) 7/ ED)YIL. [TTSAT7 U AFKEHEBERD R
(View Appliance Statistics)] &#2UJvILEYT, 70—t H—DEB AU A—TJ 4 AH G
=FE9,

4. [EZ7E (Configuration)]> [F£#IE% %€ (Advanced Settings)] 71wy ILET,

5. [X-Forwarded-ForfL 22D F 3h1t (Enable X—Forwarded—For-Processing)] Fx v voI X
#=+ICLES,

FlowSensor VE

Advanced Settings
[J Export Packet Payload

[J Export Application Identification

Include IPv6
Include HTTPS Header Data (Applies only to IPFIX exports )

Include HTTP Header Data (Applies only to IPFIX exports.)

Export 32 bytes of the HTTP Request Path.

[J Enable VXLAN Decapsulation
[J Enable GENEVE Decapsulation

Enable X-Forwarded-For Processing

Enable ETA Processing

Cache Mode

® Use single, shared, cache for all monitoring ports
O Use independent caches for each monitoring port

5. LEA (Apply) 17 KRR E91)vILET,

6. A—RN\SUH DY R—FEZITTVNBRYNT—IRDT R TO FlowSensor T, ZHiHD
FIEZERYIRLET,

7. TEREDHEZRIEASET,
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R E DHERR

X TE DHESE

A—RN\SUHYDHREEZERTDIZIE. TRIMTISATUNEIE Web 7T ) r— 3020y
ALET TRIMNTOSATUMI. O—FN\SUH D IP FTRLRAER—IEIREL ., Web 54
TUMEA—RNRSUHDIP PRLRAZEIZHLET,

Manager T ANV THOSAT U FDERTE DIER

TRIMTOSATROAO—RNZUHDIP FTRLRER—IERERT BT RO FIEEZFERL
9,

1. F5 A—KN\SYDRIZHBIFA4 Tk EIZ X-Forwarded-For b5 74y 0% 5. /T 5IZ
(. A—RN\SoHDERIZHSZ Web H—/N\—DITSOHEFERALT. TRINTISA4T
MR AULET,

2. [TB—TFS54 X Y')— (Enterprise Tree)] T FlowSensor Z R D17E 9, FlowSensor D4
BI(FERIXIPF7RLR)EEV)YILET,

3. [ZA—(Flow)]> [ZA—7—7 JL(Flow Table)] #2")voLET,

4. [ZE#rEINT=7RRX (Translated Host) ] 5l & [ZE#i & f=7R— (Translated Port) ] 5| ZFEZAL
T.F5A—KRN\SUHDIP PRLRER—FRRREINTWNDEEERLET .

o ZEINIZARRAN(A—RNASUHDIP TRLR)
o THEINF-R—M(O—RNSUHDR—F)

[ ] [ ] StealthWatch Management Console (admin -

1 Enterprise
> G SMC

(% UDP Directors
v Bl

» [ Host Groups

» & Network Devices Flow Table - 3 records
» [~ Maps

Translated Host ¥ | Translated Port = | Client Host ¥
v % FlowCollectors
v $g -fc I
k

&! Exporters 192. ¥ 102, 03:07:35  SSH/SCP (unclassified)
v bFlowSensors

Server Host % | Duration *!|  Application %S¢
192. 03:07:35 HTTP (unclassified)

10. 52 192, l 192, 00:00:02 HTTPS (unclassified)
(4 Identity Services
Q External Devices

J2O0—T—JIL~ADF|DEM(TRIMNTISATUR)
[ZE#aESNf=7K A (Translated Host) ] 5l & [ZE# SN f=7R—k (Translated Port) ] SIS T ROy T4
AT DTA—T—=TILIZRREINEWGE (. RO FIEEFETLET,

1. FEDHZEGD)VILET,

2. YRRERO—)LLET . T DFIZFEZETLHET. EM (More) ] T FIRLFET,

3. [ZE#rSNh =KX (Translated Host)] & [E#iE f=7R—bk (Translated Port) ] #49')woL
T.708—7—7JJ)LIZEMLET,
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Web 7 — 3> DERTEDHER

Web 774 —2a>DO—RN\SUH D IP PRLAZHERTBIZIE. ROFIBZFEALET, Tt
Shf=R—ME Web 7TUr—2 a0 TIIFERATEF B A R—FERER T BIZIX. TManager T A
ey TOSATUrDERTEDER 1ZSHBLTIESLY,

S

o

o ~

(F5A—FN\SoHYDBERICHD) H—/\—LD Web R—TZERAZEET,

Manager [CBS A4 LET,

[EAE (Investigate)] > [JO—1& % (Flow Search)] 9y LET .

[#& 3 (Search)] &9y ILET,

;_D_*ﬁ§®%§%l:7ﬂ—b§§§ﬁ<3ﬂf: . [5D E 8 (Manage Columns)] Z#91) v LZE
FryORYIREFUIZLT, [EFZNAT (Peer NAT)] & [T U MNAT (Subject NAT) ]
[ZFTvIR—DU%FEBMLET,

[B%7E (Set)]1 &0y ILET,

A—RN\SH DO IP 7RLAH [EFNAT (Peer NAT) 1 B E =& [HT P FNAT (Subject

NAT)] BICRRENTWNBIEZFERELET,
—DIE,. 7A—DARIZKH>TRFYET,

Flow Search Resuits (10)

| Edit Search Time Range: Last 5 minutes

Subject:

Orientation: Either

START DURATION SUBJECT IP SUBJECT SUBJECT SUBJECT HOST SUBJECT CONNECTION
ADDRESS PORT/PROTOCOL NAT GROUPS BYTES APPLICATION

> Aug 10,2017 9:17:40 2mA7s 192 =] 52851/TCP - Catch All 11.5K HTTP (unclassified)
AM View URL Data

P Aug 10,2017 9:17:40 2m 19s 192 & 54733ITCP = Catch All 9.74K HTTP (unclassified)
AM View URL Data

> Aug 10, 2017 9:17:40 2m17s 192 a 60374/TCP - Catch All 942K S8SH/SCP (unclassified)
AM View URL Data

P Aug 10,2017 9:16:40 17s 192 & 52851/TCP = Catch All 3.83K HTTP (unclassified)
AM View URL Data

> Aug 10, 2017 9:16:40 19s 192 a 54733/TCP - Catch All 325K HTTP (unclassified)
AM View URL Data

> Aug 10, 2017 9:17:40 2m 15s 192 o 46467/TCP - Catch All 764K SSH/SCP (unclassified)
AM View URL Data

> Aug 10,2017 9:16:40 17s 192 =] 60374/TCP - Catch All 314K SSH/SCP (unclassified)
AM View URL Data

P Aug 10,2017 9:16:40 15s 192 & 4646TITCP = Catch All 263K SSH/SCP (unclassified)
AM View URL Data

> Aug 10, 2017 9:17:40 1m 43s 10 @ 50459/TCP 192 Catch All 716 HTTP
AM View URL Data

P Aug 10,2017 9:16:40 20s 10 & 50459/TCP 192 Catch All 548 HTTP
AM View URL Data

First Last
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PR—r~DRENEDE

TOZHIL HR—DIBEGIHZRIF. ROWVT N ERITLTIZEL,

o EHEYDL AT IN—FF—IZTERKLIZSLY,

o DROYR—IDERKL

e Web T —R%ERI<IEE :http://www.cisco.com/c/en/us/support/index.html
o BFA I T —RERIHEE (tac@cisco.com

o BEETHR—IERIT5155:800-553-2447 CKE)

e TJ—I)LRIAK YR—+EE:

https://www.cisco.com/c/en/us/support/web/tsd—cisco—worldwide—contacts.html
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