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Y—RT—)UZEI YUY TOEN TSI LEHE R 3250 EHHYET, VMware Web Client v5.5
AVA—DIAREFE R T55E . CCITR R SNWBLKOHDE | R BYVET, D=6,
HEIZGCTHI 3 mE NWERLET,

) —R T— IR T B ESX H—/ IR B FIFA T RA DY —R T—ILEE MY 51

F. ROFIEZETLES,

1. ERIDAARUNY YT, ESX H—/\DIP PRLRZHE D' IIL  RvT 7T A=a—h
5 [#7 78 1)Y—R T—JU New Resource Pool) ] £ iR §5h. Web 95147 T[T ART
M vCenter 7433>( AllvCenter Actions) | > [#7 #8 )Y —X 7—J{ New Resources
Pool)] DIEIEIRLFET,
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wlvale.
CIsco

File Edit View Inventory Administration Plug-ins Help

E E ¢y Home b g Inventory b [l Inventory

& &
= 1
[ s
d G New Virtual Machine... CerleN
|6 New Resource Pool... Ctrl+0

Shut Down
Reboot

&

!

[')Y—R T—JLDHE 5 ( Create Resource Pool) | #4 7O5h B EE T,

B Enter Maintenance Mode
Rescan for Datastores...

Add Permission... Ctrl+P Ul

Report Summary...
Report Performance... a

QOpen in New Window...

Ctrl+Alt+N

MName: ‘Iancnpez

CPU Resources

Shares: ‘Nnrmal

Limit:

V' Unlimited

Memory Resources

Reservation: Ji 0 3: MHz
-8

V¥ Expandable Reservation

—_— J 56536 =] MHz

B

Shares: ‘Nnrmal

Limit:

™ Unlimited

A Remaining resources available

Help

Reservation: - Ji 81923: MB
A

V¥ Expandable Reservation

7J 177617 ] MB

|| 30

2. [®&Hi1(Name)] Z4—ILKIZ, SOV —RTI—TOHEBIERITE2LHMEANDLET,

w

[CPU )Y—X(CPU Resources) | 773> D% E (FE B LA LTS,
4. [*E!)1))—A(Memory Resources) | 93T, ROEEEEITLET,

o [)—2ZMH | R—U3THRATEITIFATVRAADETHEL TSR [T

(Reservation) ] 74—l #EELFET,
o [#IBR(Limit)] 74—ILKk & 7%3<EH 4 GB(H#E 8GB ) ITEELFT,
o [#E R (Unlimited) | FvoRwo X&' )L TAHIIZLET,

FERE! 4GB KYLLVAE)FHR—ShERA, 4GB LYDLEIYH TondeE, A
TR BT75—LHMIA—ENT, 70— ET—ER—RIZRFSNFEEA,

© 2017 Cisco Systems, Inc. All Rights Reserved
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7. [OK] 29 WWILET , J—RT—ILHBAURUR) V=D ESX H—/ DT IZR RENFE
ER

File Edit View Inventory Administration Plug-ins Help
B3 Bl |@& Home b g5 Iventory b B Inventory 1
& &
ERE| J0.80
-
g - ._,opm; / [efoa LS EG By, Summary - Virtual Machines | Resource Allocation
& [lancope2
e P What is a Resource Pool?
v} -fenf
i} -smc Resource pools can be used to hierarchically partition
% buntu01 available CPU and memory resources of a host.
-fe-nf
B sme Creating multiple resource pools allows you to think mor
& us ESX about aggregate computing capacity and less about thel
total capacity of the host. Jp addition, you do not need t
. AT A e e )

8. W —RT—ILEERL. [VV—ADE| YL T(Resource Allocation) ] #7%45')vL T
CPU &XAEN 1)) —ADENYH TEHERLFT . Web 51472+ Tl [E #H (Manage) | 2
T%E91)v9L T, [CPU 1JJ—RBEELUAE! 1))—Z( CPU Resources & Memory
Resource) | #7')vILEY,

lancope2
Getting Started | Summary | Virtual Machines [RELMESEAMIEIEIN Performance | Tasks &Events | Alarms | Permissions ' Maps

Py Memory
Configured Reservation: 0 MHz Configured Reservation: 8292 MB
Reservation Type: Expandable Reservation Type: Expandable
Used Reservation: 0 MHz Used Reservation: oMB
AvailableReservation: 31960 MHz AvailableReservation: 39357 MB

View: CPU Memary Storage

Name Reservation - MHz Limit - MHz Shares Shares Value % Shares
i,
i il = il

9. ROBIMRETITFATUADA VAL —)LITHERHET,

REFITSATORADA AR —IL

R TFISATUARE ESX H—NIAV A=) RE T TSATVADE B ELUVE=AR)Y

JHR—rE2E&THICUE. ROFIEEETLET,

1. AoO—KRFEHADIRBTISATUAY IO T(OVF) I7AIVERRELET,

2. vSphere Client A=2—T, [Z74JU File)] > [OVF 7> 7L —k MO BA ( Deploy OVF
Template) ] 9 )v9LF3, Web 9514 7ok TlE, kR EH 91)09L T[OVF 7o 7L—
~ D B ( Deploy OVF Template) | ##IRLFT .

16 © 2017 Cisco Systems, Inc. All Rights Reserved
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wlvale.
CIsco

File | Edit View Inventory Adminisi

Mew »
‘ Deploy OVF Template...

Export 3

Report »

Browse VA Marketplace...

Print Maps
Exit

(3X) Web 95147k DOVF 7oTL—bk 94 —R TIEF B DR | &2/ ThhHd
ICEGYETH. FIRIER L TY . 1 2D &L T, Web 9547k TIE [V —X(Source)]

T34 [V —AD15 Ft (Source Location) ] 2 FA L F Y, T DA A—TIE, & B O i A
B of- OVF T TL—t OE Il IZF IE AR RSN TLET,

Deploy OVF Template

1 Source Ready to complete

'  1a Selectsource

L

1b Review details

OVF file
v c AcceptEULAS

2 Destination Download size

Size on disk

«  2a Selectname and folder Name
+ 2 Seled storage Target
2c Setup networks Datastore
Y 3 Ready to complete Folder

Disk storage
Network mapping
P allocation

[ Power on after deployment

Review your settings selections before finishing the wizard

hitp:/f. 11510
Collector%20NetFlow.ovf

993.0MB

50.0GB

Lancope FlowCollector NetFlow,
bfi

Eng

Peak

Thick Provision Lazy Zeroed

VM Network to dvPG-205Net
Static - Manual, IPvd

sFlowCollector®

& OflatestOVFIL: pe%20F|

Back Finish Cancel

[OVF 7> 7L —h ORE B ( Deploy OVF Template) ] o4 —K AR EET

© 2017 Cisco Systems, Inc. All Rights Reserved
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(6 0ot e S ==

Source
Select the source location,

Source
OVF Template Details
MName and Location
Host f Cluster
Resource Pool
Disk Format Deploy from a file or URL

|c:\sers\bfield\Documents|OVF filesigMC-VE-6.2.0-2012.02 v | | Browse... I

Enter a URL to download and install the OVF package from the Internet, or
specdify a location accessible from your computer, such as a local hard drive, a
network share, or a CD/DVD drive.

Ready to Complete

Help < Back Mext > Cancel |

3. [B 8B (Browse)] #9)vIL ., RETF7ITSA 7 AOVF I7AIVEE L TRRLET,
4. [R~(Next)] &9 )03 %, [OVF T FL—b MDEF # ( OVF Template Details) | R—
(Web 7547k : 1b. [5% #ll (OHE 32 ( Review details) |) A& RSN FET

EEEES =y

OVF Template Details
Werify OVF template details.

Source
OVF Template Details
End User License Agreement

Product: Lancope SMC

Name and Location
Host / Cluster

Resource Pool

Disk Format

Ready to Complete

Download size: 1.8GB

Size on disk: 3.1GB (thin provisioned)
50.0 GB (thick provisioned)

Description:

Help < Back | Mext > I Cancel |

5. [R~N(Next)] #2')ILFET, [TVF 2—H S5/t RE#( End User License
Agreement) ] HBHEET(1c. [EULA D& 52 ( Accept EULAS) ]) »

18 © 2017 Cisco Systems, Inc. All Rights Reserved
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End User License Agreement
Accept the end user license agreements,

Source

OVF Template Details

End User License Agreem< [y MUST CAREFULLY READ THE TERMS AND CONDITIONS OF THIS CLICK WRAP SOFTWARE -

Name and Location LICENSE AGREEMENT ("AGREEMENT") BEFORE INSTALLING OR. USING THE SOFTWARE OR. B
Host | Cluster DOCUMENTATION (THE "SOFTWARE?). BY CLICKING "ACCEPT ALL LICENSE AGREEMENTS” BELOW
ANDOR OTHERWISE PROCEEDING WITH INSTALLATION OR USE OF THE SOFTWARE, YOU 4
ik Formet ACKNOWLEDGE YOUR ACCEPTANCE OF THE TERMS AND CONDITIONS OF THIS AGREEMENT. IF

YOU DO NOT AGREE TO THE TERMS AND CONDITIONS OF THIS AGREEMENT, THEN DO NOT CLICK

Ready to Complete "ACCEPT ALL LICENSE AGREEMENTS” BELOW AND DO NOT INSTALL OR USE THE SOFTWARE. IF
YOU ARE ENTERING INTO THIS AGREEMENT ON BEHALF OF AN ORGANIZATION, ALL REFERENCES
TO "CUSTOMER,” "YOU™ OR "YOUR” IN THIS AGREEMENT WILL MEAN COLLECTIVELY THE
ORGANIZATION AND THE INDIVIDUAL END USER. OF THE SOFTWARE. ALL REFERENCES TO
"LANCOPE” OR "WE" WILL MEAN LANCOPE, INC., A DELAWARE CORPORATION.

Resource Pool

FOR GOOD AND VALUABLE CONSIDERATION, THE RECEIPT AND SUFFICIENCY OF WHICH ARE
ACKNOWLEDGED, LANCOPE AND CUSTOMER AGREE AS FOLLOWS:

1. License of Software. This is a license to the Software. The Software is provided to you subject
to the following terms and conditions which define what you can and cannot do with the Software,
as well as limitations on warranties and remedies.
2. Grant of License; Intellectual Property Rights.

2.1, License to Software. Lancope hereby grants to Customer a personal, non-transferable,
non-exdusive, world-wide, perpetual (except as limited by Section 9 below) license (with no right to
sublicense) to {i) use the Software (with any updates, upgrades, changes or enhancements that -

o« n | » Accept I

Help < Back Mext > Cancel |

6. [BMEMEE LIz [RIE T 5(Accept)] Z0vIL T[R~(Next) | #0UvILET, [%
A1 &35 A (Name and Location) ] R—U A EE S ( 2a. [ Rl E74 /LT DE IR ( Select
name and folder) ]) .

Name and Location
Spedfy a name and location for the deployed template

Source Name:
QVF Template Details R
End User License Agreement
Name and Location
Host / Cluster
Resource Pool
Disk Format
Ready to Complete

The name can contain up to 80 characters and it must be unique within the inventory folder.

Inventory Location:
I [5 VClancope.local
[ [LcHg QA

Help < Back | Next > I Cancel |

7. BEISHLT, AURVNY V=R RN BT ISATUoRDBRIEEBL., [RA
(Next) ] #2')ILET,

o [#E KRR+ DFE E ( Specify a Specific Host) | R—U B LV =5, RAB 7TSA T AN
FHETHIRANEIFTIFRIEEZRLET,

© 2017 Cisco Systems, Inc. All Rights Reserved 19
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| ) Deploy OVE Template

Specify a Specific Host
On which host within the duster should the deployed template run?

Source Choose a specific host within the duster.

OUF Template Details

OVF Template Detsils On dusters that are configured with VMware HA or Manual mode VMware DRS, each virtual machine must
End User License Adreement  pe agsigned to a specific host, even when powered off,

Name and Location

B Host / Cluster Select a host from the list below:
Specific Host Host Name |

Resource Pool

[E] 0.18
Disk Formt

Ready to Complete

‘l‘ Help < Back | Next > I Cancel |

o [[RRR/DZRE(Host/Cluster) | R—U B LMz5, TITZATURDNEE T 5 HRRNEiZ
[FUSRPEEIRLFET

s =

Host [ Cluster
©On which host or duster do you want to run the deployed template?

Source LCHQ QA

OVF Template Details [l QA Testing Cluster

End User License Agreement fhvM

Name and Location [E] 20.20

B Host [ Cluster
Specific Host

Resource Poal

Disk Format

Ready to Complete

m Help < Back | Mext > I Cancel |

8. [R~(Next)] #2')vILZFET, [)/—R T—J Resource Pool) | R—U AR EET,

20 © 2017 Cisco Systems, Inc. All Rights Reserved
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) Deploy OVF Template (o] o |

Resource Pool
Select a resource pool, !

Source Select the resource pool within which you wish to deploy this template.

OVF Template Details

End User License Agreement ~ Resource pools allow hierarchical management of computing resources within a host or duster. Virtual
machines and child pools share the resources of their parent pool.

Name and Location
Host [ Cluster

Resource Pool Bl
Datastore = @ appliances
Disk Format & v5.10Group
Metwork Mapping & vb.1Group
Ready to Complete a
& v6.xReleased
& Desktops
& Servers
& vMotionEven
@ vMotion0dd

Help < Back | Mext > I Cancel |

9. LIENICE &R LY —RT—IVEEIRL T, [R(Next) ] Z0ILFET,
a.[T—3 Xk 7( Datastore) | R—C A L V=5, FIE 10 [SEAHET,
b. [T4 A% = ( Disk Format) ] R— AR LM =5, FIE 11 [SEHET .

() Web U547k TlE, [RFL— DiFE $R ( Select storage) | S—Uh B E, T—2RR7
ETARIR R O /A &R R EINFET,

10. [T—%Ak7(Datastore) | X—C T RBT7ISATURERBET DG EEIRL T, [k~
(Next)] #2')vILFET,

) Deploy OVF Template [
Datastore
Where do you want to store the virtual machine files? l
Source Select a datastore in which to store the VM files:
OVF Template Details T = . ST = = R . Y
<
End User License Agreement ame | apacity | Provisioned | ree | Type | Thin Provisioning | Access
Name and Location [ga-storage-isc.. 557.75 GB 331.01 GB 288.48 GB VMFS Supported Multip
Host f Cluster [ga-storage02] 299.75 GB 122.45 GB 177.30 GB VMFS Supported Multip
Resource Pool [ga-storagel3] 1.64 TB 857.15 GB 781,57 GB VMFS Supported Multip
Datastore [ga0i] 949.75GB  957.27 GB 190.03 GB VMFS Supported Multip
Disk Farmat [qa02] 949,75 GE  979.85GE  17L64GE VMFS  Supported Multip
Netwerk Mapping [dstastore1(2]  450.25GB  42155GB  14L60GB VMFS  Supported Single
Ready to Complete
L] (I} | »
Help < Back | Next > I Cancel |

© 2017 Cisco Systems, Inc. All Rights Reserved 21
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22

[T4RIF =K ( Disk Format) | R—UABHEFET S

EEEES =y

Disk Format
In which format do you want to store the virtual disks?

Source Information about the selected datastore:
OVF Template Details
End User License Agreement
MName and Location

Host / Cluster
Resource Pool Select a format in which to store the virtual machines virtual disks:

MName: datastorel (2)
Capacity: 460.3 GB
Free space:  141.6 GB

D‘?‘aﬂ " Thin provisioned format
Disk Format B . . "
Network Mapoin The storage is allocated on demand as data is written to the virtual disks, This is

3 pping supported only on VMFS3 and newer datastores. Other types of datastores might
Ready to Complete create thick disks.

Estimated disk usage: 3.1GB

(% Thick provisioned format
All storage is allocated immediately.
Estimated disk usage: 50.0 GB

Help < Back | Mext > I Cancel |

() vSphere Client v5 LL [ Tl&. Lazy Zeroed & Eager Zeroed &LV 2 DD vy FAED 3=
TR K DBBYVET, ZfEADTARY AL—U D=—X (R B EHDEE R LTS, o0 T
AE a= IR K (& TARIVBRENFIRINTVDIGE & [COAERLET, 5 M (CDULVTIE.
VMware MY=a7)L%&% B L TSN,

1. [T4RY% K ( Disk Format) ] R—U T, [Lwy TREY 3= 4R K ( Thick provisioned
format) ] ZZ IR L T, [R~(Next) | &0 IILFET, [k T—0 TIEL T ( Network
Mapping) ] R—(Web 2547k : 2¢. [Rvk 7—55% € ( Setup Networks) 1) hBEFE
ED
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Fj&aplﬂy OVF Template ===y il

Metwork Mapping
What networks should the deployed template use?

Source

QVF Template Details Map the networks used in this OVF template to networks in your inventory

End User License Agreement
hame and Location Source Networks | DestinationNetwarks |
Host / Cluster VM Network 2.0/18 |
Resource Pool
Datastore
Disk Format
Network Mapping
Ready to Complete

Description:

The VM Network network -

m Help < Back | Mext > I Cancel |

12. [38 5 vk 7—4( Destination Networks) | K OvF4™ YR s, R 18 7 TS5A 7o AD
EBA—LERIRLET,

) Deploy OVF Template

Network Mapping
What networks should the deployed template use?

Source
OVF Template Details Map the networks used in this OVF template to networks in your inventory

End User License Agreement

Name and Location Source Networks | DestinationNetworks

Host / Cluster VM Network IIL] -
Resource Pool
Datastore

Disk Format:
Network Mapping
Ready to Complete

e

N . DR, e,
L e P o e

13. [RA(Next)] £l ET, B OB B % L1= [52 T #1022 (Ready to
Complete) | R—UHBZEFET,
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CIsco

24

) Deploy OVF Template (o] o |

Ready to Complete
Are these the options you want to use?
Source When you dick Finish, the deployment task will be started.
OVF Template Details T TR
End User License Agreement b =
Mame and Location SVF ﬁl\e:d ) EIZJEV.JGs;rs\bﬁeId\Documents\DVF files\SMC-VE-6.2.0-2012.02.06. 2131-1-OvF\Lancope
H Host / Clust ownload size: .
= Fp—— Size on disk: 3.1G8
S30UMEE P00 MName: Lancope SMC
Datastore Folder: LCHO QA
Disk Format Host/Cluster: VM
Network Mapping Spedfic Host: 0,19
Ready to Complete Resource Pool: v, 2Group
Datastore: datastorel (2)
Disk Format: Thick Provisioning
Metwork Mapping: "VM Metwork”™ to ™ J0.0/18"
] m | »
Help < Back | Finish I Cancel |

4
14. BREEER LR, [#& T (Finish) ] 0 ILET, EB R RAAT7OIDBEFET,

(G 125 Depioying trcope S I sl

Deploying Lancope SMC

Deploying disk 1 of 1from C:\Users'\bfield Documents\OVF
files\SMC-VE-6.2.0-2012.02.06 2131-1-OVF\Lancope_SMC-disk 1.vmdk

lll Cancel I

2 minutes and 31 seconds remaining

15. BEADSE T L1z, [BALS(Close) ] V')vIL TEH KR FATRIEFHALES . RE 7T
AT VA NI —IZR R ENET

e A
E
] QA Testing Cluster
= [ VMDRS
S 018
019
B & Appliances
& v5.10Group
@ v6.1Group
B @ v6.2Group
B FS253-esxi8
{3 FS254-esx19
{1 Lancope FlowCollector NetFlow

= 1 Lancope SMC
h nf-

T-17-110
B st 17101
3 sme- -17-120

ﬁ V6. xReleased o
il ~§

16. I RTOTA—ALYRVE EELITFRTODSMC VE IZX L. COE DT ATOFIEEST
T LZFELDY
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o NEILVIDBE. TREIEEDH T IITEAET,
e TLMWNZIDBE . RORET7ISATURIZH LEIDE DT ARTHODFIEZZEYRLE
ERS

© 2017 Cisco Systems, Inc. All Rights Reserved
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R B IR IE DA
BE

StealthWatch VE 775A 7V REA VAR —ILT Bé, ThoMR 8 IR 15 %55 & 3 5% fF HE
WET, COTOERTIE, COETHBEITLIRDOFIEFEETLET,

1. IPPRLADEF
2. T4 A—H/RO)—FDEE

F12T0—aLYFVE [SHLINoDF IEERTL THo. AL FIEZSMCVE ISRRITY
2 BHBYFT

IP 7RL ADE E

RBTISZATUADIP PRLRERE T HICIE. ROFIEEETLET .

1. BME(Z LT, vSphere Client Y7k Dz 7&EE L TAJAIULET,
[1%L 8IZ( Getting Started) | R—C AR EFET,

|2 [ VClancope local
= [y LcHo QA
I_llﬁ QA Testing Cluster G Summary ' ResourceAllocation | Performance  Tasks &
= g v
B lo.28 What is a Virtual Machine?
B 019
B @ Appliances A virtual machine is a software computer that, like a
& v5.10Group physical computer, runs an operating system and
@ v6.1Group applications An operating system installed on a virtual
B & v6.2Group machine is called a guest operating system
[T FS253-esx18
{3 F5254-esx19 Because every virtual machine is an isolated computing
{5 Lancope FlowCallector NetFlow environment. you can use virtual machines as deskiop or
{5 [Lancope SMC| workstation environments, as testing environments, or to
g
nf: -17-110 consolidate server applications.
s sf- -17-101
smc- 17-120 In wCenter Server, virtual machines run on hosis or
@ V6.xReleased clusters. The same host can run many virtual machines.
& Desktops
& servers
& vMotionEven
& vMotionOdd Basic Tasks
i -11-82 ) . *______-
5 11-83 [ Power on the virtual machine
-11-84
B B 2020 & Edit virtual machine settings
r— P et e — -

©2017 Cisco Systems, Inc. AllRights Reserved.
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REIREDRE

ARUR) YY) —T, & TF 35 StealthWatch (R B 7 T4 7 REEIRLET .

[IEL &IZ( Getting Started) | R— T, [{R 18 w2 DE R % A (Power on the virtual
machine) | U 9% )ILET , SOV DER KT BICTIE. TA B ADRYA—)LHW B
(273515 & HHYET

(3E) B ILUDERMASTLVELE A OF A 7 8 AT)DOR B [SDONWTIS— Ave—Y
#ZELEEES . ROWTNAEERITLET,

o TISATURDAERYFHHIREYY—R T—ILEEMLET,

o PISATUREZAVAN—ILT B ATLDERARE ) —AEEMLET,

o« AEYDEIYY TELUFH%E 4GB IHIBLET,

FERE! AEIFHABNVE TRYVB DGR BFEEATIF K ZAR LIE WO TGZE, 4
GB &YBL DR WER TE [SIEL LTS, M 1TV T, Ty —RAZE 1. ~A—=D 3
THEITETITATVADE &5 B L THZEL,

[3>Y—J) Console) | 2TEVIVILET . (Web V54 7b T, [#EE (Summary) ] 27
5L T [avY—ILO#E 8 (Launch Console) | o2& 5 v &S, ) IR 7TS547
DADEBMNTET LET RET7ISATUAD[EE IP 7K LA( Administrative IP
Address) | R—UHBAEET,

-

() BEEEAEERRITDICE, £EEEF(Ctd + Alt + Enter) 8 3 1TT 20 B AHYE
ERS

5 R—SHEIILTHS, RETISATUADIP PRLAEZA HLET,
6. [OK] Z:&IRL T, Enter ZHLET, T I DRI T—I IRYIP PRLAMBKR RS

28

1= [IP vk AS(IP Netmask) | R—UHBHEET,

©2017 Cisco Systems, Inc. AllRights Reserved.




wlvale.
CIsco

7. ROFIRERITLET
o TIHIMEZZ TANDA, REFEICESVTHLIMEZA ALET,

o [OK] Z#EIRL. Enter ZHLTHITLET,
T4 DTA—K Fv Rk IP PRLADR RSNz [IP TA—K F+vRk PRLZA(IP
Broadcast Address) | R—UH B EFET,

L

8. ROFIRERTLEYS .
o TIHIMEZZ TANDA, REICESVTHLIMEZA ALET,

o [OK] Z#IRL . Enter L THEITLET,
T I+ D —b DA H—/\IP PR LRDE 7R iz [ —b ozA 7R L X( Gateway

Address) | R—UDBHEET,

© 2017 Cisco Systems, Inc. All Rights Reserved.
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REIREDRE

9. ROFIRERTLEY,

o TIFINMEZZITANSD BBICEDOVTHLIMEZA ALET,
o [OK] Z&IRL. Enter L THEITLET,

ANRBOREERIR—UAIHEETT,

StealthHatch SMC Version 6.2.8 build 2812.82.86.2131-1 serial UMware-423535a36

10. EEDEBREERLES REIFELLTT D,

o ELWMEE . ROFIRISEHFT,
o ELGWMEE., FIE13ISEAFT,

11. Enter ¥—%#LFI, JRATLOBEEBR—UHIEHEFET,

©2017 Cisco Systems, Inc. AllRights Reserved.
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REREDHRTE 'clls:clo'

System Configuration
Primary network parameters have been modified. Please note that
modifying the settings for the primary network interface may
disable network access to this system which will require console
access to repair. This system will now be restarted to
implement these changes.

12. Enter ¥—%40LET. SRATLABEIBL. ZEHNRESET. BT 5L AFAY
TOUTE AR RENET,

13. [LMZ(No)] ZEIRL T, Enter ZLFET, [E I IP 7K LX( Administrative IP
Address) | X—ShBAEFET, FIB5 ~ 10£BRYELT. R EREBETVET, V2T
LOBEER—IUIHEET,

14. Enter ¥—Z#LFEY, JATLNBEBL. ZEIEESNFT, T T 5L 0TI
0T R RENET,

Setting up networking. ...
INIT: Entering runlevel: 2

Uelcome to StealthWatch SMC Version 6.2.8

sMc—B1 login: _

15. Ctrl+ ARZFIBL T, a>V—ILE R TLET,
16. CDE DR DT IAIE 1—F /)SZAT—K DL FITEHAET,

FIAI)Lh A—H RO —K DL &

TR D—=INR EHEEELEDIZT BIZE, sysadmin DT IAILE 1SRT—K ERET7TS
ATVADIL—k IRRT—R Ol A EZERBTEI2LEHIHYET,

sysadmin /SAT—K DZE &
sysadmin /NRAJ—RZZ B3 5I21E. ROFIEFETLET .

© 2017 Cisco Systems, Inc. AllRights Reserved.
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1. AJA R—U T ROBEEETLET,
a./\RAJ—K OV AR R ENi=5, lanlicope EA 1L TEnter L FET,
b.sysadmin( K X F LN XFE#X A LFET) EAHL T, Enter ZHHLFET,

2. [ ATLER 7E ( System Configuration) ] *A=a—T, [/SNRJ—FK (Password)] #®#iRL T
Enter Z#LFJ,

System Configuration
Select one:
Management Change the Management Port Networking
Fassworc Change the password for the current user
TrustedHosts Change the Trusted Hosts
Advanced Advanced Operations
<Cancel>

EE: E18 CTEH5HRANDIYRNETI4ILENSE B 9515 4 . & Stealthwatch 77547
DZHDE B N Dith DT KT Stealthwatch 7TS5A 7 ADIE 8 TEEHRAMDYRMZE &
NTWBIEERER TEILEIDYET, DOLEITNIE, 7ISA 7oA TEE TEFE
Ao

WA D/ \RT—F OTOVTE HBAZ2—DTF IR TINFT,

Management Change the Management Port Networking
Change the password for the current user
TrustedHosts Change the Trusted Hosts
Advanced Advanced Cperations
< O > <Cancel>

3. WHED/NN\RT—K%EAHLT, Enter ZHLFET,
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Change the Management Port Networking

Change the password for the current user

T Hosts Change the Trusted Hosts
Advanced Advanced Cperations

4. HLIVART—ZA AL T, Enter Z#LFEY,

(3¥)
o« INRAT—FR[F, AR—RZEHTIT5~ 30X FOEMFICTILEIHYET,
$.71@#%_=7.,3() DYEF B X FHE A TEES,
o EEITH/NRT—RI(L, LLRTD/ISRAT—R L4 XF LU EBBIZBEIHYETS,

5. HILLVXRD—FZBEAALT, Enter Z#LFET, /RO HBEREICEHFIN=CE
ERTAVE—ONRREINET,

<«Cancel>

6. Enter Z# L T, [ AT LE&R % ( System Configuration) ] 3>/ —J)L A=a—|ZR YFE T,
7. ROV~ 1 \RT—F DEE 12723V ITEHEFT
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R BIRE DR E

JL—k INAD—KNDZEE
JL—k INAD)—FRZZEEITHICIE. ROFIEEZETLET,

1. [VRTLETE (Sys

tem Configuration) | 3> —JL A=2—T, [5£# ( Advanced)] ##E R

L TEnter 2L %Y, [(¥#( Advanced) ] *=a—hBEFT,

Select one:

Management
Password
TrustedHosts

Ldvanced

Change the Management Port Networking
Change the password for the current user
Change the Trusted Hosts

dvanced Operations

2. [3£#f( Advanced)] »*=1—T. [RootShell] ##RL TEnter 2L ZEJ,

StealthWatch SMC Versi

Select one:

on €.3.0 build 2 .0047-1 serial VMware-423548681

System Con

FactoryDefaul
RefreshImage

InterfaceSetting

Data ageExpan

Restore System to its Factory Defaults
Refresh the System Image
s Change Management Port Interface Sectings
sion Expand Platform Data Storage

Cpen a Root Shell)

3. BEDIL—bt /\XJ—F lanicope #A 1L T. Enter WL FET, JL—+ P z)DTOLT

FARTSNFET,

34
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4. SystemConfig( KX F LN XFE#XALFET)EA DL T, Enter ZHLFET,
NIZEDT, [ ARTLER TE ( System Configuration) | A=a—IZR Y., JL—k /\XDO—F %

EHBETEEY,
5. [/SRAT—K (Password)] #®#iRL T, Enter L FIF, /\RT—FDTOVTEHR RS
nFEd,

Select one:

Change the Management Port Networking

Change the password for the current user
Change the Trusted Hosts
Advanced Operations

<Cancel>

6. FTLLIJL—k /SATJ—KZA AL T, Enter ZLET ., AZa—DTFIZ2 2B OFAL T
NRRSNFET,

<Cancel>
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LWLt/ RO—FZB A ALT, Enter ZHLFEYS,

INRAT—R BEBICEHINIEER T A E—ONRREINET,

INRT—R DEBEHIELT=5, exitEA AL TEnter #LET, N T, TIHIULED
sysadmin /XA —K &)L—k /SRT—K Ol 5 HZE B ShFELT=,
Ctrl+Alt Z#L T, 2>V—JURIEERTLET,

. IRTOZA—ALVEVE BELUVITATOSMCVE [T L. COEDFIEIATETETL

FL=HY

o TIFWDBE. . TRETITGATUA D ATLODE T IISEHAFET,

o TLWWZIDIBZEE . TIPTRLAMETE |. N— 27 IZR ST, RORBEFTISATUAD
F=OIZZDEDTRTCOFIEZZRVIRLET, Z0% . RETISA TRV ATLD
% E NTSEAET,

© 2017 Cisco Systems, Inc. AllRights Reserved.
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AT LDER 5E
A

COETIE, bS7000 THADNEERR T HRETIFATURERETHFIEER L
FY. COEDFIEET T §hE AVRN—ILELUEE TOERNE T LET,

FITHEORDLERFRICOVLTIE, TIEZLHBFTIZ]. R—2 3 DFy)ARES B LT
230y,

JOt XD E

{x 8 StealthWatch S ATLDZ E (21X, COETHREA TS, XROFIEDRITHE ENE
ERS

&2 D7ISATRADETE

VAT LDEE TE

SMC VE Ff=(&78—aL 93 VE OT1RYA £ DYk 5k
70—l %% VE OAE)DIE N

FISGATORE B A A—DI( RIZKDER TE

A T A

() FUNT—=OTIT—IA—/\—SMC E#FARLTWBIE S, I—IA—/\—TFT5A(47
VAERPIRELFET, T34V SMC #% E §5&, F7—I/ILA—/A—SMC D IP 7R L
AEHR TE TEFET,

F£122O0—aL VB VE [SHLINODF IEEREITL THS, SMC VE IZRILCEEATOLEA
HYFET

& 7 DT ITAT 2 ADEE TE

ITRTCODTISATUADN R T, TITSA TV AR EY—ITEITSNETS, TISAT7>
RMNOTTIERT Be, TIFATURERTE V—IDR RINET , DRATAIZESTIE,
UDP Director ORI IZ70—woH—EoR—aLY4%R E L THS, % IZ. SMC VE %%
ETILEINHYET, SMCVE DHIEAREEZT T §5&. VATLETEY—ILHFHE.
StealthWatch > RTLZER E T=FT,

B8 9 BRTIC, [ZLHBRETIC) A—D 3 THMBEHREWRELEFT .
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(3¥) BIRITEST, CTITR RSN TUVSE E EOT MNR L DHE B MR TSN EDD
YVEJ,
RETRICUE. ROFIEZEEITLES,

1. IZ9HDFR LR T4—)LR [Chttps:/ EA AL T, ZORIRBTISATURDIP PR L

2E#A AL, Enter 28 LZES,
2. SMCVE %% E L TLVET HY,

o NIWIDEE. FIE4ITEAFT,
e TLWWNRIDIGEE. FIEIITEAET,

3. BEEEFEOITAL R—UHBEET, admin H&U and11cope( I A EL R X F ENXF
XA LFET)EAALT, [AT12(Login) | E0IILET, FIE S ITEAET,

EEEEEEE

Sign In

Vision to secure,
Intelligence to protect ™

a.[21—44 (User Name) ] Zq4—/LK [Zadmin EA ALFET,
b. [/ SA7—F ( Password) ] 74—JLK [ZTland411cope ] EA A LFET,
c. [HA42142(Signn)1 #2')IoLET .
5. [&3Z%F(Welcome) ] R—UhABAEET, [ 1T ( Continue) 1 #9'JvILET
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2N\
STEALTH

By Lancope

Welcome to the StealthWatch Appliance Setup Tool!

tn¥va

Continue =

[& B Rk 7—0 4 23—T x4 A( Management Network Interface) ]| R—U A EET,

% StealthWatch Management Console VE
m Setup

6 Step 1: Add Enterprise Domain Information

Domain & IP Addresses

Identify your organiz: mnain and the IP

Domain Name: stealthwatch

Bulk Upload: (S

6. BIICADLIZREEZHRLT, [R(Next) | Z0ILET, /\RT—FEHE
( Password Management) ] R—C A EET,
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# stealthWatch Management Console VE
A p

Password Management

E Step 2:

- Password Management

Required

7. BYET4—ILR IS LWVE B H /KXRT—REA DL T, [RA(Next) ] 20 WILET, [k
Ak £ &R A1 (Host Name and Domain) | R—U A EET

Host Name and Domain

Enter identifying information for this appliance and the netw

: Host Name: smc-01
d 5 Step 3:
HostName and Domain

@, steps:

©:

# Review:
"

8. WU I—IRITTRRM B ERIRT—I R AL B EA TIL T, [R~(Next) ] 0L
F9, [DNS 5% £ ( DNS Settings) | R—CHh B EFET,

©2017 Cisco Systems, Inc. AllRights Reserved.
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¥ StealthWatch Management Console VE

ick the + button. To del
Delete  DNS Server

| 2111
E' Step 4: '
DNS Settings
e Step 5
NTP

# Review:
R ou

9. [+] RELESJIL T, DNS H— D IP PRLREA ALET, [R~(Next) | &5 &E
9, [NTP % & (NTP Settings) | R—UH B EFET .

(3X) 1 DB ONTP H—/\#% pool.ntp.org [Z5% T L TFZELY, ThIZk-T, Stealthwatch 775
ATV RIENTP H—/\DF 4 LT3 ntp.org T—IUZTORAL TF IS4 T AN ] 5% & T=
B8 YET,

1 stealthWatch Management Console VE

NTP Settings

Delete  NTP Server

e Step 5:
NTP Settings

# Review:
Review Your Settings

© 2017 Cisco Systems, Inc. AllRights Reserved.
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Delete NTP Server

10. TIAILEEEEZZ (FANDD. NTP H—/\DIP PFL X
AN T Bh. F=EURN 7AL20EH )L TR AYTSE
U YRR DDA BT EE IR L TR DH—\FA 7T HIEMN
TEFT, [TISATUVRE B AU A—TIA RIZLBHRTE 125 B LTSN

11, [R~(Next)] £9)sILET , [LE2—(Review) | R—UHBHEET,

¥ stealthwatch Management Console VE
P

™ Step 1: Review Your Settings

T#™ Management Metwork Interface
Management Network Interface « Edit Host Name and Domain

M
M

QB Step 3:
+## HostName and Domain

€}, stepd:
+/* DNSS 5

NTP Settings

g Step 5:
NTP Settings

# Review:
Review Your Settings Finalize O pes

12. REEEDRLT. [ERA(Apply) 1 20 IILES, R IAATOTIFHEET

This appliance will now restart. Are you sure
you want to continue?

13. LW RTLERTENE TR DETH S HDVUET , Z0DE . [R~(Next) ] 0 vILE
T, 8T TBE TITSATUORADAT A R—UhHEET,
14. QG142 HLToovIVEA LT, [AT 42 (Login) 1 #9)vILFET,

15. RE T AMDT7ITSA T ANBYET M,
o NIWIDIBE. FIE1ICRY. ROTIFATVAZH LIDFIEZZEVIRLES . 54
VJSMC VE & & TR E T HILITFE L T,
o TLWWNZIDIGE . ROFIBITEHAET,
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16. & FILSMCVE DAZHRFE LR ROE D ATLDEE IITEAFET

AT LDETE

SMC(VE) £ &8 LT NTDTIFATVADR E L T Li=b, VATLERE TEFES

FE! SMC DEEB XN R DIRTODTISATUAZE ML TR EIBYES, 2L
&.SMC VE (70— aLY4 5@ E TEY ., VATLEE Y TR E THENTEE A,

BE: D )lA—/\—SMC 2B EIDEE . VATLOF AL B DHEEEL. FYD
R—TUT[RA(Next)] &0V 20 BHHYET, T34 SMC IZx LER E T5HLE
2. PRTLEHRE TEFT,

AT LER B Y—ILD [£S5ZF( Welcome) | R—UH B EET,

N\
STEALTH
WATCH'

By Lancope

Welcome to the StealthWatch System Setup Tool!
This tool will help you confi ep.

- Ensure you

For more information, refer to your StealthWatch

Continue =

1. [%%1T(Continue) 1 ZVIILET , [T2A—T54 X K AL 1E #k DB 7l ( Add Enterprise
Domain Information) ] R—U AR EFET,
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 stealthWatch Management Console VE

tem Setup

F- Add Enterprise Domain Information

Domain & IP Addresses

IP Address Ranges:

o Stepd

Intel

Step 5:
Licensing Bulk Upload: .

2. VRATLDIP PRLADE B (CIDR, A aTHEARZEEE . KREICK vk DY IRk |
IPVv6 2 i TEET) EA N T D, IP FRLRADEFE D CSV I7A ILEAR—k T %—
B7Yy7R—REETL T, [R~(Next) | Z0ILET, [7FS54 7> A(Appliance) | R—
CHEEET,

(3F) CSVIZAILDIP PRLRIE, HoR, HORERR—R, AR—R, BT DLVTIMTE 4]
SLEIHYFES,
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# stealthWatch Management Console VE

Appliances > FlowCollectors

—  Appliances

O FlowCaollectors

O FlowSensors Click the '+ button

3. [+]REVEDVILEYS  [7A—aLYE DB N ( Add Flow Collector) | ¥4 7RV HE EF
R

] Add FlowCollectors

Establish communication between the FlowCollectors and the
SMC.

IP Address

4. 20—aL93DIP PRLREA AL, [R~(Next)] &2 )vILET, [EIE
( Communication) | ¥4 7RI hBHEFET,

© 2017 Cisco Systems, Inc. All Rights Reserved.
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Review the information below, and click "Add" to finalize the process

IP Address Model
2232 FCNFVE

Host Name Version

gs- -fc1 6.9.0

FlowCollection Port

Receives data on this port

EHMHEFIE: COFIETIA—aLYFFEIFTA— o Y—FEBMT BEE . F$7A—2
LOAFF 78— 2 H—& Stealthwatch Management Console( SMC) fif] D& I Fv 1 )LE&E
ERLTHEWMELIBYET  ERSNTLVELME S . FIEDIOH R TI5— AvkE—IN
FKRSNET, 70— aLVE—BLUPIO— o —FNTNIH L TE B FrRIIVEER T
BIZIE. ROFIEZEEITLFET,

1. TSI —ETFTIATUVADIP PRLRZERALT, A TETISATUREE A E—
T/ RIZBGAULFET,

2. ERDOFES— 30 RAUT[B& 5E (Configuration) | > [& B L AT LR E
(Management Systems Configuration) ] DIE (29I LFET,

3. [FTLLVEE L XTLME M ( Add New Management System) | 22 vILET,

4. [EE L RTL®DIP 7K LA(Management System IP Address) ] 74—JLK [Z, SMC @
IP7RLRZAALET,

5. [SMC(Is SMC) ] FxvIiRwIREAUIZLET,

[i& A (Apply) ] &0')vILFES

7. [V ATL bk 77 Y—)Y System Setup Tool) ] DIS5—H A 7OS T [Fr L
(Cancel) 12w . [ A (Apply) 122" WILET,

o

5 [EM(AAD) ] #2)vILET, 7O—aLYR(VE) B AT LISEBIMEINET,

6. [R~(Next)] VUL ET, [7TS54 TR 70—t H—( Appliance Flow Sensors) |
/\o_:)b‘?ﬂﬁ %i—d_o
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# StealthWatch Management Console VE

Appliances > FlowSensors

& FlowCollectors.
O FlowSensors.

Click the '+ button

n addi

# Complete:
P nished

7. BN HT70— U H—DHYET A,

o TRWIDBE . [+ REVEDIVIL ., FIE I ITEHFT,
o TLWWZIDZE | [RN(Next)] &0l ROFIRISEHFT

8. BEHAE—VUNRTEINET, [OK]I ZVIVIFIE 14 I1ZEAFT

|

You have not added any FlowSensors. If you
continue, you must add the FlowSensor(s)
later in the FlowSensor Appliance
Administration interface to establish
communications.

Click Cancel to return to the page_If you are
sure you want to continue, click OK.

[+] REEDIILET , [7A— Y —D:E N ( Add Flow Sensor) | #4 7AIDER R &
nij-o

© 2017 Cisco Systems, Inc. AllRights Reserved.
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] Add FlowSensors

Establish communication between each FlowSensor and the SKC.
MOTE: FlowSensors cannot be added to sFlow FlowCollectors

IP Address

NEXT

10. IP7RLRZA AL, [OK] 009U FT , [fE L SN i@ 1§ (Communication
Established) ] #4 7RJhFK R ENFT

ﬁ Communication Established (]
evie

elow, and click ‘Ad to finalize the process.

Model
FSVE

Host Name Versior
iy 650
lowCollector

A "
Receives data from this FlowSensor

m

1. RAYFFOU YA TA—aLY3%:E R L. [[BN(Add) ] #0090 FS, [7A—tY
H—VE 041> LT+ )Y Flow Sensor VE Login Credentials) | ¥4 7O bR &%

ER

ﬁ FlowSensor VE Login Credentials

VM Server Address:

A

Username:

Username

Password:

Mote: Ifyou skip this step, the FlowSensor VE will not provide

accurate information about the virtual envirenment.

12. BEYHEI4—ILR (2, 70—t H—VE AoO—aL Y3 LB IET AN ELR R DIEHRE
ABALFET,
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wlvale.
CIsco

e VMHY—/\FPRLR
o« JO—tH—D1—H4
o / {XU_F

13. [Bin(Add)] &9 0oL FET,
JO0—toy—hNBinEhET,

% stealthWatch Management Console VE
B
Step 1: Appliances > FlowSensors
» Bhsa PP

= Step2:

—  Appliances

& FlowCollectors

FSVE1000

FSVE

Licensing

mplete:
nished

14. [R~(Next)] #7')»ULEYT , [SMTP & %E (SMTP Setting) | R—C W BHEEFT

© 2017 Cisco Systems, Inc. All Rights Reserved.
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50

“From” Email Address:
lowCollectors

G FlowSensors

Q Step 3: '
Optional Settings

O SMTP Settings.

SMTP Relay Addr

O SNMP Poling

15. SMC DB FA—IVEEFE T HEZED, [ZH A(from)] FZ4—ILRITHEETEIEFA—ILT
FLREZADLFET,

16. SMTP JL— FRLREA 1L, [RA(Next) | #2')ILFET, [SNMP 5% 5 ( SNMP
Setting) | R—UH R EFET,

Ithwatch Management Console VE
m Setup

Optional Settings > SNMP Polling

& FlowCollectors

& mrEnes SNMP Version:

Step 3: Polling Interval:
Optional Settings

& SMTP Settings
O SNMP Poling

Community:

Step 4:
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17. BEITIGLT. REZLEE(ZITIE1 DOXF I OHHRTFE TEET) LTHL, [RA
(Next)] #2')vILFET,

() [SNMP /\—>3> 3(SNMP Version 3) | Z# IR LB E . I—FBEA W TILEHH
Y, EHITATLav LU TREE g B L &E IR TEFET,

18. [4128—Fvk 7Ot A(Internet Access) [(SMC ) R—UhBHEFET,

TN
STEALTH

wATB H

StealthWatch Labs Intelligence Center(tm) threat feed fe

K Step 5:
Licensing

F

19. AV3—uk FORRDE N E 31 TEEIRLES

o [E# 7Yt X(Directaccess)]: SMC h\f U 2—x b [CE EEHKE INET(TOFD
P—\ZRERLEL) , [R(Next) ] &2 )L T, [A2F142(Online) | R—C % E
EX R

o [7UtR%L(Noaccess)]: SMC [ 4—Rwk IZEfF ShFER A, ForO0—K E54A
TR B B—DETA U RER BT A-ODT I REER BT I EIDHYET,
[F254 >( Offline) | R—2 D[R ~(Next) ] &2')»9L T, [5 T (Complete) | R—U%
FREET,
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% stealthWatch Management Console VE
System Setup

Licensing > offline

ck to return to the

& FlowCollectors

& FlowSensors

> Settings

& SNMP Poliing

Step 5:

Licensing

# Complete:
Proi shed

o [FEFD H—/\$E H TT7VtX(Access via Proxy Server) |: SMC (F70%% H—/\#F
B TAU—rob K ENTFT . TOF VR ESRTSINFES,

Internet Access

TOXY —\DFEEETLTHS, [RN(Next) ] &V IILET

20. [E#& 79+tA(DirectAccess) | ZE IR T 5h., F=FTOF R EET T LIE, [51tEY
A( Licensing) | R—UHh B EET,
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e Internet. IFthis is 2t, click Back to return ic

= FlowCollectors

= FlowSensors.

m until you ete finalize the

Step 5:

Licensing

21. [Frov0—K &LUS1 R 24— Download and License Center) | Jo 9% 9" oL &E
9, [ Downloading and Licensing Stealthwatch Products]F 1Ak DR BRI ST, 5

1V REMFLET,
22. A RERMEFEL-E. [B 1L (Activate) | 00 ILFET,

(GE) 7ISATURDEHFEINTIVEWNMG & | Avt—U R TESNFES,

23. [OK] &9')9LFET . [58 T (Complete) | R—UHBHEFET,

Step 1: Complete

Domain &
Step

& FlowCollectors.

Click Launch to b

& FlowSensors

Step

MTP Settings

NMP Poling

Step 4:

Internet

# Complete: - Launch =
Process is Finished

© 2017 Cisco Systems, Inc. All Rights Reserved.
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24. SMC 94T DToT40T R—=UIZF7U AT BICIL., [ E)( Launch) ] #0100 LF
T Av—UhRAEET TISATURADTA RO MG S . EDTA 2 AHVELDH
[CDOVWTDEHRES DAVE—UDRRINFET, Av—COFIELU T ITTRLET,

You have not added any FlowSensors. If you
continue, you must add the FlowSensor(s)
later in the FlowSensor Appliance
Administration interface to establish
communications.

Click Cancel to return to the page. If you are
sure you want to continue, click OK.

25. £ LB D [£52%% I 31— Welcome Admin User) | K AW 4™ YRR HS, [7T 54
T ADE ¥ ( Administer Appliance) ] #7)vIL T, TIFA TV RE B AU 3—TJ1( X%
AE ROEILVDN TIFGATORAEBAA—TIA RZEDETE | XA—D 62 1T H
F9,

26. SERARUEINE F 5 SMC VE( syslog) Ft=I370—aL Y4B VE #5% E L TOET H,

o NIV DIBEE . ROEISMC VE F£-1370—aL 94 VE OTARAIE & DL EE I8

HET,
o TLWWWAIDBE . [TISGATUREE A A—DIARAZLDHETE . R—U 62 [TEAE
ERR

SMC VE Ff=(70—aL 9% VE DT ARYE
£ DIk ik

ZDIETIE. SMC VE #=[&7A—aLYUFVE DTARIVB EZIL R T HFIEERLET,

(iF)

o NERAARK(syslog) FUINE LA ITNIX, SMCVE DTARIBE XL ETAINE
EHYFEEA.

o TARIDAF YT avh#E A LTS5 A . SMC VE F=(Z70—aL %4 VE @
TARIBR B EM IR TALEITEFRA, AT VTV ER A ICHIBRTEILEN
HYET,

SMC VE [ETARID$I 75% #FE AL . 25% ZE 1T THEFET, LT=HhHoT. R EBELRTARIA
B &Y, B(Z40% ELTARODELERLED,

J0—aLY4VE D K T—3 ARL—UIEETIUZESTERYET , RAB E TR DERY
T,
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Z0—alL%4 VE 1000

BRKTARY AL—D

1TB

Z0—alb%4% VE 2000

27TB

Z0—3aL%4 VE 4000

4TB

RETIFATVADTARIBRBEI R T BHIZE. ROFIEE

ETLFES.

1. ARV Y =T ARB T ISATUREEIRL . (R8T 2%&A 123 H( Power Off the
virtual machine) 1 9y L %9,

B (& VC.lancope.local
B [y LeHg oA

Hl QA Testing Cluster
=] ﬁh VMDRS
S 0.18
[ES 0.19

= @ Appliances
@& v5.10Group
& v6.1Group
B & v6.2Group
(@ FS253-esx18
 Fs254-es19
& Lancope FlowCollector NetFlow
{3 [Lancope SMC]
i nf- 17-110
i s -17-101
5 sme- -17-120
& V6.Released
@ Desktops
@ Servers
@ vMotionEven
@ wvMotionOdd

i} -11-82

o -11-83

[} -11-84
a3 1.20.20

Getting Started N Al e

What is a Virtual Machine?

Avirtual machine is a software computer that, like a
physical computer, runs an operating system and

applications. An operating system installed on a virtual
machine is called a guest operating system

Because every virtual machine is an isolated computing
environment, you can use virtual machines as desktop or
workstation environments, as testing environments, or to
consolidate server applications.

In vCenter Server, virtual machines run on hosts or
clusters. The same host can run many virtual machines.

Basic Tasks
B Power Off the virtual machine 4=
[ Suspend the virtual machine

& Edit virtual machine settings

el et -

2. AURUN)YY=T, ARV I)—DAR B TITSATURER 7' )00 | [5% T O 5
( Edit Settings) ] ##E R LT,
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e YRF LOBE

3 [ vClancope.local

B [iy LeHe oa
[l QA Testing Cluster
= [ VMDRS
B 0.18

B 019

E & Appliances
@ v5.10Group
& v6.1Group
B & v6.2Group
@ FS253-esx18
3 FS254-e5x19
&1 Lancope FlowCallector NetFlow

& I:Lanwpe SMcl

s nf- 17 Power 4
@ st 17 Guest »
@ smo- -
@ Vo6.xReleased =
@& Desktops
@ servers [ Edit Settings...
@ wMotionEven

Snapshot 3

Open Console

Migrate...
& vMotionOdd Lo
i) 11-82 & Clore...
e 11-83 Template v
I 11-84
a .20.20 Fault Tolerance 3
Add Permission... Ctrl+P
Alarm 3

Report Performance...
Repame
Open in New Window... Ctrl+Alt~N

Remove from Inventory
Delete from Disk

[ 28 << > MZ0s 74 ( Virtual Machine Properties) ] 4 7045 A =9,

4 Lancope SMC - Virtual Machine Propertie:

Hardware I[]pﬁgns | e — | Virtual Machine Version: 7
I Disk File
g I” Show Al Devices Add... I Remove I ’7:” 1 (2)] Lancope SMCjLancope SMC.vmdk
Hardware | Summary |
[ Disk Provisioning
Wl Memory 8192 MB
Type:
@ ceus 2 i Thick
E] Video card Video card Provisioned Size: 50 3: GE «
= VMCIldevice Restricted Maximum Size (GB): 141,50
@ SCSI controller 0 LSI LogicParallel
= Hard disk1 Virtual Disk | Virtual Device Node
BB Network adapter 1 0.0/19
[sCSI (0:0) Hard disk 1 |
—Mode

™ Independent
Independent disks are not affected by snapshots.
 Persistent
g?anges are immediately and permanently written to
e disk,

~

Changes to this disk are discarded when you power
off or revert to the snapshot.

Help | oK | Cancel

3. /\—kKHz7(Hardware) ] VAL T [/\—F T1RXJ(Hard disk) ] #:ZRLFT . Web 754
FURT Nk T4RI 1 DVANZRRALET . TARAVIEHRAE Al ISR RENFET,

4. [T4RY FOET 3= %( Disk Provisioning) | £ avd, [FREYa= 0 44X
( Provisioned Size) ] Z4—ILR [SE Y B TARIBEFA AL, [OK] &9 )0ILFET, 54
TATHMEHALET,
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5. ANL—CBENE B IN-CEAHE

Lancope SMC

Getting Started [EENIUEL'A Resource Allocation ' Performance ' Tasks & Events ' Alarms | Console ' Permissions ' Maps

General Resources
Guest 0S: Other 2.6x Linux (64-bit) Consumed Host CPU: 0 MHz
VM Version: 7 Consumed Host Memory: 0.00 MB 4
CPU: 2vCPU Active Guest Memory: 0.00 MB
Memory: 8192MB Refresh Storage Usage
Memery Overhead:  342.05MB Provisioned Storage: 63.00 GB
VMware Tools: Not running Not-shared Storage: -,___’ 55.00 GB

1P Addresses: 192.168.1.11 Used Storage: 55.00 GB p
DNS MName: smec-01 Datastore Status Capadity P
EVC Mode: N/A @ datastorel ) @ Norma 4602568 86.c |§
State: Powered Off q o '
Host: .0.18

Active Tasks: Netwark Type Stz

ﬂ 0.0/19 Standard switch network (] '
‘Commands
< I 3
[ PowerOn 4‘-----
| iy i o .y el -
it S

I BICIZ. [HY=U—(Summary) | #79&5 oL E

[EiRA>(PowerOn)] &9 )vILFET,
[3>Y—IJ Console) ] #TZE0 )L ET (Web 9547k TlE, [V —ILOFE Bl
(Launch Console) | U209 )L ET) . RETISATUOADE AT T LET, QT4
U R=UHRHEFET,

Loading, please wait
8 1.5586191 =d B
8 1.5589371 =d B
[ 1.56428681 sd @
INIT: version 2.88

8 2.6913431 ACPI:

B: [sdal Assuming drive cache: write through
[sdal Assuming drive cache: write through
B: [sdal Assuming drive cache: write through

ng

I region SMB_ [Bx1RA48-Bx184hb]

INIT: Entering runlevel:

Helcome to StealthHatch

sMc—B1 login:

Welcome to StealthHatch

sMc-B1 login: sysadmin_

R—T

2

SMC Version 6.5.8

SMC Uersion 6.5.8

DEDIIL . RDESIZLTHZELY,

I/0 resource piix4_smbus [Bx1B84B8-Bx18471 conflicts with ACP

a.Tsysadmin]&A AL T, Enter 2L FET,
b. /\R7—kK ATk Ak RNtz lanicope EA 1L TEnter 2L FET,

[$ RFL5% 5 ( System Configuration) ] *=a—hBaEET,
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9. [E¥#0(Advanced)] A7 3 %&4R L. Enter 23 LET, [3£#( Advanced) ] #=a1—
R=UHBHEFET,

ataStorageExpansionExpand Platform Data Storage

10. [T—% AFL— 0¥i 38 ( DataStorageExpansion) | 77 ava& R LES , [T—2 Ak
L— Miik 3k ( Data Storage Expansion) | R—C AR =E Y,
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1. BE|EFEZRLT[ELN Yes)] Z5EIRL . Enter 2 LET . [Z & (Warning) | R—C A%
=FY,

12. [IELV(Yes)] ZEIRL T, Enter £ LET (RET7TISAT7UREBEBLTEFTZERE
LETS

13. Ctri+ A Z#BL T, VIR EBER TLET,

14. [BEZE(Summary) ] 27&0IL T, T2 AL—CADEBEERLET,
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Getting Started [BMuluElyd Resource Allocation | Performance | Tasks & Events | Alarms | Console | Permissions | Maps

General Resources
Guest 05: Other 2.6x Linux (54-bit) Consumed Host CPU: 26 MHz
VM Version: 7 Consumed Host Memary: 2001.00 MB
tPU: 2vCPU Active Guest Memary: 2375.00 MB
Memory: 8152MB Refresh Storage Usage
Memory Overhead:  183.79 MB Provisioned Storage: 55.00 GB
\Mware Tools: Unmanaged MNot-shared Storage: 55.00 GB
IP Addresses: 182.168.1.11 Used Storage: 55.00 GB
DINS Name: sme-01 Datastore -+ | Status Capadty
EVC Mode: NfA @ datastore1(2) & Norma 46025GB 86
State: Powered On O m | 1y
Host: .0.19
Active Tasks: Network Type Ste
3 .0.0/1% standard switch network @
Commands

e

| 4| T

| b

T

15. R MIEI7O—aL 4% VE OAFEDE N | ITEHFET,

J0— aL44 VE OAEDOE I

60

20—V VE T, /504—<ZANMBE Y LARIUZHAEIIZ, ABVEEMT 20 EHHD

YFEJ,

70—l %% VE O K AE)ILE

ETI

70—3L%9% VE 1000

—

B X AEY

32GB

TIUZESTELBYEY . RRBEFRDEEYTY,

00— 3% VE 2000

64 GB

Z0—alL%Y42 VE 4000

128 GB

AEIDLANIE L (FBHI2IF ROFIEEETLES .

1. PISATURERRLET,

&3 EJ |& rome b gf muentory b [l Hosts and Qusters
nweeEEGD e PR

B G vClancopelocal ~

[ LcHe
5 [ teHqon
[ QA Testing Cluster
iy R410 Cluster
B [l R620 Cluster
0.220

24,6 Sflow 6.6.0
@ FCNF-VE-performance

[T Summany), (Resour

What is a Virtual Machine?,

A virtual machine is a softward
physical computer, runs an o

[ZN 0.221
2@ applications. An operating sy4
& machine is called a guest ope
[ +24.2 Nflow 6.6.0
@ 243 SMC 6.6.0 Because every virtual machin

environment, you can use viry
workstation environments, as.
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2. BWEITGELT, PISATUREADITLET

T 24.2 Nflow 6.

[P summary | Resource Allocation | Performance | Tasks »

‘What is a Virtual Machine?

Avirtual machine is a software computer that, like a
physical computer, runs an operating system and
applications. An operating system installed on a virtual
machine is called a guest operating system

Because every virtual machine is an isolated computing
environment, you can use virtual machines as desktop or
workstation environments, as testing environments, or to
consolidate server applications,

In vCenter Server, virtual machines run on hosts or
clusters. The same host can run many virtual machines.

Basic Tasks /

Shut dewn the virtual machine

0@ suspend the virtual machine

3 Edit virtual machine settings J

3. HY')YL TR E D & ( Edit Settings) | # 2R LET,

[ 7 VCTancopeocal
[y LeHg
B |5 LeHQoa
[y QA Testing Cluster
g“q R410 Cluster
B Ff R620 Cluster
B .0.220
[N .0.221
28 nza
& .24.1 FlowSensor
(2w o 55
B 243 SMC6.6.0 Power 4
.24.6 Sflow 6.6. Guest v
@ FONF-VE-performance Snapshot N
@ Greg
@ Radware-taols & open Console
@& SMC-VE-performance 5 Edit Settings...
@& Ubuntu-ISE-users ] Migrate...
G 15MC.23.7 X

4. [/x—KHx7(Hardware) ] 27T, [AEJ(Memory)] ZZEIRL( VI T B[ AT

(Memory) | ABEET) . 8GB I[TAEY A REEMLFT .

Hardware IDpnuns 1 Resources ] Profiles I vServices ] Virtual Machine Version: 7
Memory Configuration
I™ Show All Devices Add...
E3E 7‘ Memory Size: GB x
Hardware Summary e
M Maximum recommended for this
g Memory 8182 MB | =0 guest OS: 255 GB.
CPUs 2 64 GBI
: Maximum recommended for best
& videocard Video card 4 performance: 196532 M,
. : 32 GBH * '
WMCI d Restricted
= evice est Default recommended for this
@ SCSI controller 0 LSI Logic Parallel 16 GaH < guest OS: 512 MB.
= Hard disk 1 Virtual Disk Minimum recommended for this
BB Network adapter1 WM Network §aB < guest OS: 256 MB.
4cBH

5 [OK]| #V)wILTEBHEERLET . 1203—TxA R [IEL HIZ( Getting Started) ] R—

VIZRYFES,
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[IESem Summary | ResourceAllocation | Performance | Tasks & Eve

What is a Virtual Machine?

A virtual machine is a software computer that, like a
physical computer, runs an operating system and
applications. An operating system installed on a virtual
machine is called a guest operating system

Because every virtual machine is an isolated computing
environment, you can use virtual machines as deskiop or
workstation environments, as testing environments, or to
consolidate server applications

In vCenter Server, virtual machines run on hosts or
clusters. The same host can run many virtual machines.

Basic Tasks /

[ Power on the virtual machine

& Edit virtual machine settings i

6. [7TSA TV ADE R &4 123 5( Power on the appliance) ] 9" )IL TF7 IS4 7V R%
BEBLEFT . R—COTHIHERAVvE—UHARIRIINET,

Recent Tasks Name, Target or Status contains: +

Name Target Status y Tnitisted by | vCenter Server Requested Start Ti... — | Start Time Completed Time
¥ Power On virtual mach... (& 24.1Fl.. @ Completed System (7] loc.
= =

peloc. 7/21f20144:13:45PM  7/21/2014 9:13:45PM 7/21/2014 4:13:47 PM

7. [ 7ISAT7ORAE B A A—DTARIZLDE T IDEISEHAET,

TFISGATORE B A A—DI( RIZLDEHTE

;0)12’7 2AVTIR, FISATURE B AL A—Dz( A AL TR ETISATURADHRTE
SETIAROFEIEIZDONTHBALES,

1. PISATUORE B A A—DTIA ZA~NDOOT(>
2 O RT LEE %l DE% E
. ARETISATUADB R

TISGATORE B A A3—DT/A~NDATA
TISATOREB A A—DTI(RIZATA T BIZIE. RODFIEBEZEFTLET,

()
o Stealthwatch [ZDWTHR—F SN TLVSTSOHIL. Internet Explorer /\—23> 9 LI &
Firefox /\—>3> 3 LI T,

o R=CUOO—RIEAEIRELIISZE L, TI7HDFvyi 2%l )7L, T5UPERALTE
ERE. 35— EnJ1oLFES,

. TIOHOTRE LR I4—ILR [Zhitps:ll EA LT, Z0R IR B T7ISATVRADIP 7R L
AZA AL, Enter ## L ET,
2. SMCVE 77547 RE B A A—JxA RER LTULVET HY,

© 2017 Cisco Systems, Inc. AllRights Reserved.
62



S RFLOBRE 'é'u's'f:'é'

o NILMDBE . [ZoTa4vY(Landing) | R—UHBEFT . A LBD[RE
(Settings) ] 7AaAVED )WL T, [FTFA T ADE B ( Administer Appliance) ] &%
JILES

atlvalna

cisco. Stealthwatch

Vision to secure, T [N - o o o |
Intelligence to protect ™ i | a
—

o TLWWZIDBE . RET7ISAT7URAD[AT 12 (Login) | R—UHEHEFET,

2~ N\
STEALTH

&
‘ WATCH
By Lancope
FlowCollector for NetFlow VE

6.9.0

Username:

3. [1—¥4 (UserName)] Z4—I/LK [Zadmin EA ALET,
4. [/SR7—K (Password)] Z4—IR 2, TTSATURERE CERLI-EEBE /\RJ—K %

AALES,
5. [AJ94(Login) | &V IWILET . TIFATURE B A A—T1A ADHR—LR—UHFHE
EXRS
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~

v

64

STE&%"".:H- StealthWatch Management Console VE ? = | =
i Info! This page automatically refreshes every minute - last refreshed at 13:36:22.
System
IP Address: 26141
Host name: 16-6-smc-v Domain eng lancope.local
name
Total Memory: 86
Load Average: 0.0, 0.03, 0.05
VM Senver Memory: 1G reserved, unlimited
VM Server 1.02GHz reserved, unlimited
Free Memory: 343G cPU
Uptime: 2 days, 21:36:04
Version: 6.6.0
Build: 2014.08.09.1223-1 Platform: VMware Virtual Platform
Serial No.: SMCVE-VMware-4.

Endpoint Concentrator VE 1000

i Info! This page automatically refreshes every minute - last refreshed at 13:50:24.

System
IP Address- 26.40
Host name: ec-01 Domain
name:
Total Memaory: 791G
Load 0.05, 0.07. 0.06
Free Memory: 486G Average:
Uptime: 22:06:42
Version: 6.9.0
Build: 2016.12.05.2349-0 Platfarm: KVM Virtual Platform
Serial No - ECVE1000-+

6. RODEILATLEFFZ DR FE HTHEHES

AT LFF % DE% E

Network Time Protocol( NTP) B&UL AT LEFZI(ZA LY —2) B EERETIFATURT
HET DL ROFIEEZERTLET,

EE! SMC IZIE R Z% 570— L9452 0F0M OF /A RAIZE R ShTLWADER C NTP
-H-_/ “%{E Fﬁ ngd-o

1. FISATUORE B ALUA—DIA ADFET—30 R—I T, [# B ( Configuration) ] (&
DTSR E(+) E0' )L T, [V ATLEEZ ENTP( System Time and NTP) 1 #491v9L
F9,
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Configuration

Naming and DNS

System Time and NTP

TIGATUOREE Y—IVEFE AL T IR E THE LI NTP Y—/ DR R Shiz
[NTP #—/{(NTP Server) | R—UhBHEET,

System Time and NTP

£ Warning: You should restart the system after applying changes to system time
settings.

NTP Server

Enable Metwork Time Protocol

NTP Server Delete

.3.35 =]

Select a NTP server to add:

Enter a server name to add: Add

E=ld

Time Zone

2. R=UD[BA L —(TimeZone) | 2oL aVETTFICRIA—IL T, RET7ISATUR
DATLEAEZELET,

i P e R i WV PN
Time Zone $
Current Server Time Zone: Etc/UTC i
Select Continent: |Z|
Select Country: B
Select Timezone: IZ‘ !
Ll .

3. ROFIEZRITLEY .
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o FAYTEIL YRR IS, KEEERLET,
o FAYTEIL YRR, BERIRLETS
o ROYTHEIU YRS, B4 LT —VEEIRLET,

@& A (Apply) ] &R REhFET,

Time Zone

Current Server Time Etc/UTC
Zone:

Select Continent:

North America -
Select Country: United States v
Select Timezone: America/New_York — Eastern Standard Time [GMT-5] |

B i T ¥

4. [ER(Apply) |0 NWILT. KERNREHELFT BRI RIDBREET,

Are You Sure?

You should restart the system immediately
after making changes to these settings. Are
you sure you wish to apply these settings?

Cancel

5. [OK] &#9)vILFET .

6. RDEBEMRETIZATOADE L E) | ITEHFT,
RETFISAToADE L E)

RBT7ISATUOREZBRETHICIE. ROFIEEZETLET,

1. PISATUOREBAUA—TI( R A=2—T, [i&1E(Operations) | > [7T54 7 ADH k2
&) ( Restart Appliance) ] Z:& R L9,
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HRIA47OIREET,

Please Confirm

Are you sure you want to restart the
appliance?

It may take a while.

No | Yes

2. [IELN(Yes)1 &0 IILET,
9. SMC VE F=[&7a—aL 932 VE #5% ELFELE=N

e« SMCVE#HZRELTWAIEE . BiEHD®RIZ, JO—aLV2&EEZRBLET . K
RTTSGATUORADA VAN —ILER ENSE T LEL =, FMIZDWTIE, SMC 9517
kDA S AL TES BB L TLIESLY,

e 7O—OLYRAVEZHRTELTWDIGE .. ROEIEE DR IITEHFET,
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& {5 DFE

=

StealthWatch 77547V AN Rt 5 #% . NetFlow T—3%Z{E L TL\DLEHESR
DILENHYET, HEITDHICIE, COETHALTLWDRDFIEEZEITLET,

E’ﬁl

EE! COEOF IEEFE TR, & TITFATURE LATOE DT/ AFIEET
NTETLER .07 FHFET,

NetFlow T—42UY & Dk 2

SMC ANoO—aLY4%BMT 5E, 70—aLY%2(ESMC IZ70—EHEIL A SFSFLX
EENLTA—YILUR LA ETIDEHRER TLET . NetFlow T—2% K 4 [2UIRE
LTWAIEEHERTAICIE. ROFIEEZEITLES .

1. TA—TSA4XY)—T, ZA—aLv3&H 70 .
[AT—43X( Status) ] > [NetFlow aL-2<3> X7—52X( NetFlow Collection Status) ] DIIE
[TEIRLFT,

'£2 Enterprise

5 sMC

= ¥ ACME Corp

e @} Host Groups

© [ & Network Devices
© [ WM Servers

. B [ Maps

¢ [=+ {3 FlowCollectors

&~3rlowCollector VE-01

i ”r%lde”t‘t‘f Services « FlowCollector Dashboard

- [g Bxternal Devices

[ g Test Domain Status * | & FlowCollector Dashboard
Configuration 4 Alarm Table
Expandiall Ctrl+Shift+E | o Flow Collection Trend

Ctrl+Shift+C
Refresh Tree -~ NetFlow Collection Status [} |
Mitigation Actions

NetFlow aL 2L av DRAT—RRIZEA T AR Fa AR EET,
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cisco BIE DREER

[] NetFlow Collection Status x

Interface Current NetFlow Average NetFlow Maximum NetFlow
Count Traffic (bps) Traffic (bps) Traffic (bps)
FlowCollector-Primary: 28 259.47k 264.87k 293.12k
Status Exporter +{|Longest Duration Export (seconds) = [\Exporter Type “? | Average Flow Rate (fps) ™' | Average MetFlow Traffic (bps) = | Interface Count =
L core0l 71 Exporter 159 58.86k 7
G e
v 043 67 Exporter 92 128.94k 3
L' . 200.2 60 Exporter 74 31.62k 3
L% asa0l Cisco ASA 49 40.95k
( .200.1)
v YT 60/ Exporter 2 2.67k 92
e i A e e T i E i e

2. RXxaA bDLEEIZHS [BRTE D NetFlow k57199( Current NetFlow Traffic) | 74—JL
FZ5 BB L TS0, O EHIF ) (34% H Shf= NetFlow k57490 DEERLET, 7
A—Dk S749IDKR RENTLET A,

o IELWMES . ROFIBIEAFT
o« TLWRIDBZE | IVAR—AEELVIL—2DERELHERLET, (FMIX. SMC 951
ToRDATAL AL TES BLUTZEL, ) ROFIEITEAFET
3. [RLE UV B RS (T4 ZHR—b (Longest Duration Export) | 51 25 B8 L TEELY, 5
~NE—FR D)L YT TVT AZa—hs, [REE U E B T/ RR—k
(Longest Duration Export) ] &R L T, COFIZFE M T 2 B HH55 S HHYET,
B IHVAR—ADIE L 100 KYHL T TTHY,

o NMEILMDEE .. Ty aDIHRR—k B4 Y—ILIEE TT,

o TLWWZIDEE . & UWME [EZF vyl 2aDIHVRIR—h 24 7—HE LRI EEFTRL.,
RO —LOEE T DA BEMEABHYFET . TVRR—AABLVIL—FDE EEHERL
F9, (ML, SMC 951 T2k DAL AILTES B L TEELY,)

4. FATUTATA TINMRADBHYET H,

o TELMDIBE . ROETICisco ISE ME M JIITEAET,
e TLWWZ IDIZEE. ROFIRITEAFET .

5. SLIC #8E(XHYFT M

e NIWNIDBE . TSLIC ZEL 7r—F#EE DA b I DEICHEAFT,
e TLWWNZIDBE . FISATUADEKREITITE T TY,
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Cisco ISE MiE i
=

TATUTATA TN ZDBNIE, FhidE SMC [TE I TEFET, COEICIX, Cisco ISE
(Identity Services Engine) ZiE N3 5F I A& FNFET,

Cisco ISE M3E i

(*E)

o BHE DI LT=Cisco ISE YTREER A UISEMTEET,

« StealthWatch & X7 ALIZ Cisco ISE-PIC #:EMTEF|EIE. CCTHRAL TLBELDERL TY,
Cisco ISE-PIC D&% E DFHMIZDLVTIE, Cisco ISE M7=a7ILES BB L TS,

Cisco ISE = E T BIZIE. RDFIEEZEITLET,

1. SMC Web App 122—2x14 ADA=21—T [E Kl ( Deploy) ] > [Cisco ISE D% 7 ( Cisco
ISE Configuration)] MIEISERLET,

abal - Steglthwatch
CISCOo.

Monitor Analyze Jobs Configure Deploy

& Security Insight Dashboard (inside Hosts)

Active Directory

[Cisco ISE i& AN ( Add Cisco ISE) | #A4 7RI W EHEEET,
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(# CiscolSE Configuration Setup

Clustar Neme:

[ ]

fest

Cetificate: @

sme-sshort

Primary pxGrid Node: Secordery pxGrid Nade:
0000

mm

2. CiscoISE 75RAME& I E A I LFET . ff A Sh b StealthWatch S AT LDE R AL D
Cisco ISE VS5RB%EHTE I AW EIHYET,

3. ML IHMHEELRIRLET , SNETISATURIBISA T ELTID ZEREETED
(DFY SMC NISE IR T EHIF5AT7URERE) . 7ISA T RE B ( Admin) 42—
T4 AD [SSL i B Z ( SSL Certificate) | R—2 D [IL K 1)4 ( Friendly Name) | 74—
IR ([7AToT4T4D7FA—K (Upload an Identity) ] £ 3>R) ITA A LT=DER L
£ZAITY,

4. TISATUOREME T BISE YF5READTZ5A4 ) pxGrid /—R DIP FRLRAZA SILE
E

5. (AF23V) FITSATURE & 3B ISE Y5R2DEHF) pxGrid /—F D IP 7R L A%
AHALFET, 2O/—KE, T—IA—/\—D=OIfE B ESNET , T514<) /—K ~DiE
AR T BL, Ehod) /—F MERShET,

6. Cisco ISE T/N\AADA—H FHIOULRAIZKRELI-A—FR2ZFAHDLET, ZOLFIIE
ISE 7ISA T ADISE H5RAM pxGrid 54T b YA ZR RESNFET,

7. [EfN(Add)]>[OK] DIEIZH')voLFET , Cisco ISE A'ldentity Services 74 /LA DK A
VIEMMENET,

8. SLIC #EE(XHYFET D\,
o NIWIDIBZEE . RODEISLIC BB, Jr—F#EEDE #h1b 1ITSEAFT,
o TLWWNRIDBE . FISATUVADEKREIITE T TY,
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1stuc EBI—FHBEDEX

StealthWatch 7\ —2 DA VAR —JLER E D E DF B X, SMC DISATob 4123 —
TAREERALTSLIC B D — R #E 23 HETT,

RODFIEZERITLET,

1. T2A—T54 X Y1)—T, [Stealthwatch S7R 4> F1JP 12 X 224—( Stealthwatch Labs
Intelligence Center)] 75 F%&%H 21 )vL . [§% % ( Configuration) ] > [SLIC & B 71—k
% 7 ( SLIC Threat Feed Configuration)] MDIEIERLET,

't3 Enterprise

= T sMC
- Lo Lancope Status 3
Configuration * | SLIC Threat Feed Configuration |\,
Ctrl+Shift+E |[@ StealthWatch Labs Intelligence Center
Ctrl+Shift+C
Refresh Tree

[SLIC & Bl 74—FK 5% % ( SLIC Threat Feed Configuration) ] #4 7AJhR RENFT,

i, SLIC Threat Feed Configuration \ &J

The StealthWatch Labs Intelligence Center (SLIC) is an online threat intelligence service from
Lancope that delivers a regular feed of threats to StealthWatch via a secure channel.

This service provides dynamic information about specific command and control (C&C) servers that
are suspected of being responsible for bot activity.

@) Note: T you require a proxy for your SMC to access the Internet, please dick here to configure it.

Enable the SLIC Threat Feed (|

SLIC Feed Key:

Neote: Contact your Lancope representative to obtain your key.
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EXR
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4. [OK] 29U ES, 10 3 LIS, IVA—TF54 X Y)—IF, 7R & vk O—)LH—
/3(C&C) KRRk FI—FDISLFEBH LT, #8F DT IT4I1 C&C H—/ DR

FERRLET,

BHTESTEVET , TN T, StealthWatch & X7 LD
Z2LDeFXa)T1ERINT—ODE=R) T OF R %
ERATESIITGYET , M DLTIE,

[ Stealthwatch Management Console User’s Guide]
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