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Cisco NetFlow %7€

RAN TZ20T74RI\AZ4~
- NetFlow #REN—RT 7 EFILCEICETERDET,
CTFOTAT ZALT I 1 ICERTE : Tip flow-cache timeout activel [ZEEERERTY. &

REFELICTO— (KRER FTP 8572 &) T NetFlow LO—RA T ZR—bShE T,
| PHHERAET, BRI 10S TRIAEAL MLS & NX-0S Tld BT,

- Catalyst 6500/7600 Tld MSFC XU PFC AT NetFlow DIV A/R—bZBMICT2MNE

HHNET,

- LFOIR Y RTIE, Catalyst ®EU VLAN BT NetFlow A%+ 7Fr3h 9, 6500/7600:

ip flow ingress layer2-switched vian {vianlist}

-NetFlow [& 7 2DF— T4—=I)LRICEDWTWET,

- FETD IP FRLR
- BB IP PRLR
- BETR—IES
- BBHAR—NES
- LAY 3 7arall 747 (B TCP. UDP)
cToS (AT AT H—EX) X1k
- ATGREBA V=T MR
1 DDT4—=ILRAERRZIFE. 70— £y oallHLLWZO-DMER SN E T,

CRERAREDZHIRTDOLAY 3 A F—TJ A AT NetFlow ABERICHE>TNET,
=TI AT ARBEHEST IV IEDIEDR NetFlow D NEETA VY —7 T

1R ZERTBDHINRAS TZUT4XTY,

- Flexible NetFlow (NX-0OS TfERENhTWS) AD 70— LOd—K] &, NetFlow T 70—

RNy R T BIzDIFERTEHF—EEHIC, NetFlow A70O0—(CDWTIRE S BHEE
T4—ILRZEELE,
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L r==

Cisco NetFlow %7€

[Cisco I0S NetFlow Configuration Guidel
Netflow DIERY

AV T74FaL—ray E—RT NetFlow TV ZR—NEERICTHDICIEREEITLUET.
ip flow-export destination <xe_netflow_collector_IP_address> 2055
ip flow-export source <interface> = (JL—7/\w o 4> 57— 11 XDIEFHERE)
ip flow-export version 9 — (/\—=/3> 9 A HEEEL R VVIEEIT. /\—/3> 5 Z(EHH)
ip flow-cache timeout active 1
ip flow-cache timeout inactive 15
snmp-server ifindex persist

NZT74v O DERICBELDHZDEL AV 3 A1V 5—T x4 AT NetFlow ZBRIICLET,
interface <interface>
ip flow ingress

A7vayv
ip flow-export version 9 origin-as » (BGP #£5 AS &% %)
ip flow-capture mac-addresses = show ip cache verbose flow
ip flow-capture vian-id

FIL—=AUY—=X 12.2(14)S, 12.0(22)S. Fi=lE 12.2(15)T £DEID/IN—3>D Cisco I0S
HETLTWBIESIE. ip route-cache flow XY REFERALTA VY —7 4 AT NetFlow
EHMITUET, JL—4 T Cisco 10S UU—Z 12.2(14)S, 12.0(22)S. 12.2(15)T £zlgZFn L
FEEITLTWSIBEL. ip flow ingress AX Y REFERLTA Y —7 1 AT NetFlow %
interface,

TEELDIRALE
show ip cache flow
show ip flow export

show ip flow interface
show ip flow export template

SEER:

http://www.cisco.com/en/US/docs/ios/netflow/configuration/quide/12 2sr/nf 12 2sr book.html
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Cisco NetFlow %7€

A S IEdP Cisco 6500 BKUY 7600 ¥1)—X 10S NetFlow R AA K
X454 7 10S Netflow DIERL
AV TJ4F¥aL—v3y E—RT NetFlow T ZR—hZ2EBRCTHDICIE R EETUET,

Cisco 10S NetFlow
AvJ4Fal—ray HAR

Cisco 6500 & 7600 NetFlow

BRAA R

Catalyst 4500 NetFlow

mls nde sender version 5

mls aging long 64

mls aging normal 32

mls nde interface

mils flow ip interface-full

ip flow ingress layer2-switched vlan {vlanlist}

BRI R

ip flow-export destination <xe_netflow_collector_IP_address> 2055

ip flow-export source <interface> > (JL—7/\w 4> 5 —T 11 XDEFHRE)

ip flow-export version 9 > (/{—=/3> 9 HHEELRWEE L, /\—/5> 5 Z(EH)
ip flow-cache timeout active 1

ip flow-cache timeout inactive 15

snmp-server ifindex persist

Cisco 3850 NetFlow
B R

Cisco 3560/3750 NetFlow
dvJ4Fal—3y 4R

Cisco Nexus 7000 NetFlow

DR NS T4y IDERICELDDHZBZLAY 3 45 —TJ1x4 AT NetFlow 2BRICLET,

interface <interface>

Cisco Nexus 1000v NetFlow ip flow ingress

DIERY, .
A7vav
Cisco ASR 9000 NetFlow ip flow-capture mac-addresses
DERL ip flow-capture vian-id

57

I\ 7w KR/CatOS Netflow DIERY
set mls nde <xe_address> 2055
set mls nde version 5
set mls agingtime long 64
set mls agingtime 32
set mis flow full
set mis bridged-flow-statistics enable <vlanlist>
set mls nde enable

EXTE DIRELE
show ip cache flow
show ip flow export
show ip flow export template
show mls nde

SEER:

http://www.cisco.com/en/US/docs/routers/7600/ios/12. 2SXF/configuration/guide/nde html
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AvJ4Fal—ray HAR

Cisco 6500 & 7600 NetFlow
B R

Catalyst 4500 NetFlow
TR A A

Cisco 3850 NetFlow
B R

Cisco 3560/3750 NetFlow
dvJ4Fal—3y 4R

Cisco Nexus 7000 NetFlow
DIERR

Cisco Nexus 1000v NetFlow
DIERY

Cisco ASR 9000 NetFlow

DIERY
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L r==

Cisco NetFlow %7€

Catalyst 4500 ¥J—X ZAvF |10S NetFlow #E A1 K

NetFlow #gE% R %I(C(3. Supervisor Engine V-10GE (B4REIF X—/\—/\(H TV IV (CHE
HFAENTULND) . F/zld NetFlow Services Card (WS-F4531) & & U Supervisor Engine IV A
Supervisor Engine V BB TY,

K—%— H—KOHR
Switch# show module all

<R8I DIz ERE>

Mod HY7EVa—I)l Serial No. Status
(RF—%R)

1. Netflow H—EX H—K WS F4531 JABO62209CG 0.2 Ok

2. Netflow H—ERX H—K WS F4531 JABO62209CG 0.2 Ok

Netflow DIERY
4500 AV T4 FaL—Y3v E—RT NetFlow T AR—REEWICTBICIERERITUET,
ip flow ingress
ip flow ingress infer-fields
ip flow-export destination <xe_netflow_collector_IP_address> 2055
ip flow-export source <interface> > (JL—7/\v 0 1> 57— 11 XDEHEE)
ip flow-export version 5
ip flow-cache timeout active 1
ip flow-cache timeout inactive 15
snmp-server ifindex persist

A EDIRFE

show ip cache flow
show ip flow export
show ip flow interface

http://www.cisco.com/en/US/docs/switches/lan/catalyst4500/12.2/25ew/configuration/quide/nfswitch.html
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AvJ4Fal—ray HAR

Cisco 6500 & 7600 NetFlow
B R

Catalyst 4500 NetFlow
B A R

Cisco 3850 NetFlow

BRIk

Cisco 3560/3750 NetFlow
dvJ4Fal—3y 4R

Cisco Nexus 7000 NetFlow
DIERR

Cisco Nexus 1000v NetFlow
DIERY

Cisco ASR 9000 NetFlow
DIERK

J8%

L r==

Cisco NetFlow %7€

Cisco 3850 NetFlow D¥SRL

CEARADY IR U)—RATlE, COTI21—I/ILTHIASNZIRTOMELS Y R— RS TWS
LIIRDFET A, RFIDEELMAEIFFRICDUNTIZL, Cisco Bug Search Tool] &EHRTZT T vk
TH—=ALEVYTRITT7 V)=ZADYY—R /—hESBLT 2S00,

1. 70— LO—RDERL (T AR—b3%74—ILRDIETE)

70— LO—KiF, 70—/ y b, 7O0—CEICNESNBZ ATV IDIA TIRED NetFlow
MNETHFEHREEERELE T, —ED Imatchl LU leollect] AV REFBEL T, IS NetFlow
POU ICEDHBDTA—ILREIL—FITIGZDUENHD LT,

fmatchl 74 —ILRIEF— T4—ILRTY, ThEDT74—)LRIE, 7O0—0O—E M %HId57/=(C
FRASNZXT, lcollect] 74 —ILRIEERZEBMIBERTHD. AL U7 ICLR—hERTDI-H DEEH
HIRHEITZHDTT,

TEET 7B LRBEHIN TS 74 —)LRIE, Stealthwatch 70— LO—R&ZZIFANT

{ERL S BIeDICER T4 —ILRTY,

sw3850(config)# flow record LANCOPE1

sw3850(config-flow-record)# description NetFlow record format to send to StealthWatch
sw3850(config-flow-record)# match datalink mac source address input
sw3850(config-flow-record)# match datalink mac destination address input
sw3850(config-flow-record)# match datalink vlan input F—=T1—IEK
sw3850(config-flow-record)# match ipv4 ttl F— Tr—ILR, /R ELEMH
sw3850(config-flow-record)# match ipv4 tos W, F— T4—IK
sw3850(config-flow-record)# match ipv4 protocol WMA, F— T4—ILK
WA, F— T1—IF
WA, F— T4—ILKF
sw3850(config-flow-record)# match transport source-port W, F— T4—IK
sw3850(config-flow-record)# match transport destination-port £%&. ¥— Z+—/LK
sw3850(config-flow-record)# match interface input WR, F— 14K

WA, bps L —h~ DETEICIEH
WA, bps DFHEICIERH

Wi, pps DEFEICIEH

WA, BFREIDFHEICIEH

WA, BFEIH

sw3850(config-flow-record)# collect interface output
sw3850(config-flow-record)# collect counter bytes long
sw3850(config-flow-record)# collect counter packets long

(
(
(
(
(
(
(
(
sw3850(config-flow-record)# match ipv4 source address
(
(
(
(
(
(
(
sw3850(config-flow-record)# collect timestamp absolute first
(

)
)
)
)
)
)
)
sw3850(config-flow-record)# match ipv4 destination address
)
)
)
)
)
)
)
)

sw3850(config-flow-record)# collect timestamp absolute last
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Cisco NetFlow %7€

Cisco 3850 NetFlow D¥SRL

2. 70— T AR—5DIERL (NetFlow DXEIFATE FEZIETE)
sw3850(config)#flow exporter NETFLOW_TO_STEALTHWATCH
sw3850(config-flow-exporter)t#description Export NetFlow to StealthWatch
sw3850(config-flow-exporter)fdestination <fc_collector_IP_address>
sw3850(config-flow-exporter)#source <interface> - (JL—7/\w O DEHFEE)
sw3850(config-flow-exporter)#transport udp 2055

3. 70— EZHOMER (70— LO—K&270— IIZR—MIEEUDITS)
sw3850(config)#flow monitor IPv4_NETFLOW
sw3850(config-flow-monitor)#record LANCOPE1
sw3850(config-flow-monitor)#texporter NETFLOW_TO_STEALTHWATCH
sw3850(config-flow-monitor)#cache timeout active 60

4 BIRUIcA VI —T A ANDTO— EZHDEID YT

N2 T4y DERICEALDHZIRNTDAVIT—T A ATIDFIEZHEDRLE T,
sw3850(config)#interface <interface> » (VLANT F7fzld g2/1 2 &)
sw3850(config-if)#ip flow monitor IPv4_NETFLOW input

TR DIREE
show flow record LANCOPE1

show flow monitor IPv4_NETFLOW statistics
show flow monitor IPv4_NETFLOW cache

SEER:

http://www.cisco.com/en/US/docs/switches/lan/catalyst3850/software/release/3.2 0 se/flexible netflow/command

reference/b fnf 32se 3850 cr chapter 010.html



http://www.cisco.com/en/US/docs/switches/lan/catalyst3850/software/release/3.2_0_se/flexible_netflow/command_reference/b_fnf_32se_3850_cr_chapter_010.html
http://www.cisco.com/en/US/docs/switches/lan/catalyst3850/software/release/3.2_0_se/flexible_netflow/command_reference/b_fnf_32se_3850_cr_chapter_010.html
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Catalyst 4500 NetFlow
B A R

Cisco 3850 NetFlow
B R

Cisco 3560/3750 NetFlow
AvJ4Fal—r3ay AA4R

Cisco Nexus 7000 NetFlow
DIERR

Cisco Nexus 1000v NetFlow
DIERY

Cisco ASR 9000 NetFlow
DIERK

J8%

L r==

Cisco NetFlow %7€

Cisco 3560X &L 3750X NetFlow DRER

CERDY 7R I7 U)—RTlE. COEFEV 21— THPSNZIXRTOEELS T R—bSIh TS
LSRR F A, RFIOEEEMEEEIRICDUL\TIE, Cisco Bug Search Tooll E7Z v 7+ —A
BLEY TR F7I)=RDI) =R /—hrxSBLTEE,

Flexible NetFlow (& 10GE H—EX £/ 2—JL® Catalyst 3560-X LU 3750-X (Cat3k-X) &
)—ZZA Y FTHR—FESNTWET, BRI 7 ZY NI A —ATHR—hShTWWRBA >/ —ER
V2L BV 2L EBBT BDINRNTDN T T4V I TIN\—R I THR—bENZTI VL —
N NetFlow ZBRICTEET,

1. 70— LO—ROER (TY AR—KF274—ILRDIETE)

70— LO—RE 70—/ vk, 7O—CTEICRESNE NIV IDIA THRED NetFlow
HINETZIERETEERLET T, —ED matchl LU leollect] IV Y RAEBEL T, FE{E NetFlow
PDU ICEHZT74—ILRET /N1 AIEZABWENHD XS, matchl] 74 —ILRIE Tkeyl 74—ILR
TY, INSDOT74—=)LRIE. 7O0—D—EMZHIII 27/ ITERAINET, lcollect] 74—JLRE
BRBEBMIERTHD. AL I FICLR—NEDFDIHDFEMEIRMETZELDTT,

TEET WAl LEEEHIN TS T74—)LRIE, Stealthwatch A70— LO—KREZZ(FANT
(e 270 I BBTA—ILRTT,

sw3X50(config)# flow record LANCOPE1
sw3X50(config-flow-record)# description NetFlow record format to send to StealthWatch
sw3X50(config-flow-record)# match datalink mac source address input

sw3X50(config-flow-record)# match datalink mac destination address input
sw3X50(config-flow-record)# match ipv4 ttl F— Tr—ILK I RIGEHEIEH
sw3X50(config-flow-record)# match ipv4 tos WA, F— T4—ILK
sw3X50(config-flow-record)# match ipv4 protocol Wi, F— T1—ILK
sw3X50(config-flow-record)# match ipv4 source address WHB, F— T4—ILK
WA, F— T4—/)LK
WA, F— T1—IF
sw3X50(config-flow-record)# match transport destination-port 4%, ¥— Z1—/LK
sw3X50(config-flow-record)# collect interface input snmp W, F—= T4—IK
sw3X50(config-flow-record)# collect interface output snmp WA,

W, bps DEHEICIERE

WA, pps DEFEICIERH

sw3X50(config-flow-record)# collect counter bytes
sw3X50(config-flow-record)# collect counter packets

(
(
(
(
(
(
(
(
sw3X50(config-flow-record)# match ipv4 destination address
(
(
(
(
(
(
sw3X50(config-flow-record)# collect timestamp sys-uptime first £'%&. &EH
(

)
)
)
)
)
)
)
sw3X50(config-flow-record)# match transport source-port
)
)
)
)
)
)
)

sw3X50(config-flow-record)# collect timestamp sys-uptime last £'%&. #H&H
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2. 70— I ZAR—5DIERL (NetFlow DXREIFATE FEZIETE)
sw3x50(config)#flow exporter NETFLOW_TO_STEALTHWATCH
sw3x50(config-flow-exporter)ftdescription Export NetFlow to StealthWatch
sw3x50(config-flow-exporter)fdestination <fc_collector_IP_address>
sw3x50(config-flow-exporter)t#source <interface> - (JL—7/\w O DEHFLE)
sw3x50(config-flow-exporter)#ttransport udp 2055

3. 70— EZHOMER (70— LO—K&270— IIZR—MIEEUDITS)
sw3x50(config)#flow monitor IPv4_NETFLOW
sw3x50(config-flow-monitor)#L1—K LANCOPE1
sw3x50(config-flow-monitor)#texporter NETFLOW_TO_STEALTHWATCH
sw3x50(config-flow-monitor)#cache timeout active 60

4 BIRUIcA VI —T A ANDTO— EZHDEID YT

N2 T4y DERICEALDHZIRNTDAVIT—T A ATIDFIEZHEDRLE T,
sw3x50(config)tinterface <interface> - (VLANT F7zld g2/1 12 &)
sw3x50(config-if)#ip flow monitor IPv4_NETFLOW input

TR DIREE
show flow record LANCOPET

show flow monitor IPv4_NETFLOW statistics
show flow monitor IPv4_NETFLOW cache

SEER:

http://www.cisco.com/en/US/prod/collateral/switches/ps5718/ps10745/white _paper ¢11-691508 ps10744

Products White Paper.html
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DIERR
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DIERY
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DIERY
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L r==

Cisco NetFlow %7€

Cisco Nexus 7000 NetFlow MD1&ER : netflow-original MfEHA

Cisco Nexus 7000 X1y FTl&, Cisco NX-OS ARL —=F 4 V7 YXTADNEITINE T, Netflow
DIERIE. IERD 10S FINAREBTFERDET, XD 5 DOFIEICHE>T Netflow DEEREERIC
LY,

1. Netflow #REZBRICUT F1AT TN ERE
switch(config)#feature netflow
switch(config)#flow timeout active 60
switch(config)#flow timeout inactive 15

2. 70— LO—KROER (T RKR—NTBHT74—)LRDIEE)
Z DR TIE Nexus TERIEESNTLVS Metflow-original] DL 1— KRB EEXRRTLUET,
HRAZA 70— LOA—ROERICDOWTIE., R0 (70— LI—K1 w0y aveESBLTE
={AN

3. 70— IV RKR—5DYERL (NetFlow DX(EIBFRE AEZIEE)
switch(config)#flow exporter netflow_to_stealthwatch
switch(config-flow-exporter)#description Export NetFlow to StealthWatch
switch(config-flow-exporter)#tdestination <xe_collector_IP_address>
switch(config-flow-exporter)#source <interface> - (/L —7/\w ZDIEHZE)

switch(config-flow-exporter)#transport udp 2055

switch(config-flow-exporter)#version 9

4. 70— EZHOER (70— LO—RE70— IV ZAR—MIFEUDIT5)
switch(config)#flow monitor standard_v9netflow
switch(config-flow-monitor)#record netflow-original
switch(config-flow-monitor)#exporter netflow_to_stealthwatch

5 BIRUIcA VI —T A ANDTO— EZHDEIDYT

NS T74v 7 DERICELDHZIRNTDIYI—T A ATIOFIEEHEDRLUET,
switch(config)#tinterface <interface> -~ (VLANT F7zld g2/1 72 &)
switch(config-if)#ip flow monitor standard_v9netflow input

TER DIREE
show flow record netflow-original

show flow monitor standard_v9netflow statistics
show flow monitor standard_v9netflow cache

http://www.cisco.com/en/US/docs/switches/datacenter/sw/4 Q/nx-0s/system management/configuration/quide

sm_netflow.html 10
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v, Cisco NetFlow %7€
CISCO.

Ao 2Pl Cisco Nexus 1000v NetFlow DR : netflow-original M1

Cisco Nexus 1000v 24w F &, Cisco NX-0S %#RITI BIRIE X1y F T, Netflow DIERLIE. /EEK
D 10S FINAATEDDUEBDET, XD 4 DOFIEICHEST Netflow DEERREBICLET,

Cisco 10S NetFlow
qY T4 FaL—vay HAR ~ ° - DISTE
VT4 FalL—3Y 1. 70— LO—ROER (TV RAR—bTB5T74—)LRDIEE)

Cisco 6500 & 7600 NetFlow Z DR TIE Nexus THEHIEESN TS Metflow-original] DL 1— K&/ EERRLET,
BRI R AZRZA 70— LA—ROERICOVTE. R0 70— LO—RICEITEE/YavES8BLT
<rEaly,
Catalyst 4500 NetFlow
B A R
2. 70— T AR—5DIERL (NetFlow DEEIHFTE FEEISTE)
Cisco 3850 NetFlow n1000v(config)#flow exporter netflow_to_stealthwatch
BRIk n1000v(config-flow-exporter)#description Export NetFlow to StealthWatch
n1000v(config-flow-exporter)#destination <xe_collector_IP_address>
Cisco 3560/3750 NetFlovv n1000v(config-flow-exporter)#source mgmt O
AYT74F¥al—r3v AAk n1000v(config-flow-exporter)#transport udp 2055
n1000v(config-flow-exporter)t#version 9

Cisco Nexus 7000 NetFlow

Cisco Nexus 1000v NetFlow 3. 7d— :E_5®1’EEE (70— LI—RZ&70— ZYZR—MRUDH2)
DR n1000v(config)#flow monitor standard_v9netflow
n1000v(config-flow-monitor)#record netflow-original
Cisco ASR 9000 NetFlow n1000v(config-flow-monitor)#exporter netflow_to_stealthwatch
OISR n1000v(config-flow-monitor)#timeout active 60
n1000v(config-flow-monitor)#timeout inactive 15

57

4 BIRUIcA VI —T 24 ZNDT7O— EZFDEIDYHT

NZT4 v DERICBEALDHZINTDAVIT—T A ATIDFIEZEDRLFET,
n1000v(config)#interface <interface> » (VLANT F/=lz g2/1 4 &E)
n1000v(config-if)#ip flow monitor standard_v9netflow input

TERLDIREE
show flow record netflow-original

show flow monitor standard_v9netflow statistics
show flow monitor standard_v9netflow cache

BEER:
http://www.cisco.com/en/US/docs/switches/datacenter/nexus1000/sw/4 Q/system management/configuration/quide

system 9flow.html

1


http://www.cisco.com/en/US/docs/switches/datacenter/nexus1000/sw/4_0/system_management/configuration/guide/system_9flow.html
http://www.cisco.com/en/US/docs/switches/datacenter/nexus1000/sw/4_0/system_management/configuration/guide/system_9flow.html

L r==

v, Cisco NetFlow %7€
CISCO.

ST EZEZPd Cisco ASR 1000 NetFlow DA

SERDY IR ITT V=R TlE CDEI2—ILTHISNDI RN TOEEN Y R—FEhTWS
LIIRDFB A, BIFOEELMALIFRICDTIZ, Cisco Bug Search Tooll 7Y NI A—AH

RSl U TR T UU—ZDYY—R /— R EBELTEE,

AV J4FaL—3y HAR

Cisco 6500 & 7600 NetFlow Flexible NetFlow (& 10GE ' —ERX £ a2—)L D Catalyst 3560-X KU 3750-X (Cat3k-X) &

PETAY  VARAYFTHR—bENTOVET, BETT 5 Y T4 —ATHR—bSh WA/ —ER E
Va—)lE. BV EBBIZINTDN T T4y I T/I\—RDx 7 TCHR—rENZTM VL —b
Catalyst 4500 NetFlow [ASHECURE S e =S p

WA R

1. 70— LO—ROER (TY AR—KF274—ILRDIETE)
OO EEOINEEEM ~O0— LO—R(E, 7O0-FAO/NT Yk, 7O-CEICRESNBHIVIDYA TRED NetFlow
RN ANUNET BIEHREEELE T, —ED Imatchl LY Tcollect] ATV RAEIEFE LT, FIE NetFlow
PDU ICEHZT74—ILRET /N1 AIEZAZ2WENHD XS, match] 74 —ILRIE Tkeyl 74—ILR
OISCORCERIVEVSINEIRONE <3, Cho5DT7—/)LR(E, 7O—D—EM 2 Mg 570 (CEAINET, lcollect] 74—ILRE
mPPEE ST E PR 12 B E T D, OL I FICLR— N ENFDIHDEMERETIELEDTT,

SECCLC RSO 52T (478 ) ERHENTL B 74—, Stealthwatch 70— LA—KEZFANTERTS
HICLEBTA—ILKTT,

Cisco Nexus 1000v NetFlow asr1k(config)# flow record LANCOPE1
DR asrik(config-flow-record)#match ipv4 protocol WA, F— T4—ILK
Cisco ASR 9000 NetFlow asrik(config-flow-record)#match ipv4 source address W, F— T1—ILK
Yo asrik(config-flow-record)#match ipv4 destination address =~ #&. ¥— Zr—/LK
asrik(config-flow-record)#match transport source-port W, F— T1—ILK
Esd  asrik(config-flow-record)#match transport destination-port #%&. ¥— Zr—/LK
asrik(config-flow-record)#match interface input WA, F— T4—IF
asri1k(config-flow-record)#match ipv4 tos W, F— T4—ILK
asrik(config-flow-record)#collect interface output W78, bps L —~ DELEICIEH
asrik(config-flow-record)#collect counter bytes Wi, bps DEFEICIERE
asrik(config-flow-record)#collect counter packets 7B, pps DFFEICIER
asr1k(config-flow-record)#collect timestamp sys-uptime first£'%&. FEIDF EICEH
asri1k(config-flow-record)#collect timestamp sys-uptime last £'%&. FEDF EICEA
asri1k(config-flow-record)#collect flow sampler TT232 YT YT L — DERRICIEH
asri1k(config-flow-record)#collect routing next-hop address 7 7>3%% RBET 1> Z—T 1 XDHFIIC
ipvd &M
asr1k(config-flow-record)#collect ipv4 dscp AT 3, QoS LIR—KEEBTB7-01C
1&H
asrik(config-flow-record)#collect ipv4 ttl minimum T3, /CRIEEREIE
asrik(config-flow-record)#collect ipv4 ttl maximum TT 3, ICRIEREIEM
asrik(config-flow-record)#collect transport tcp flags A7 a3z €F2 VT AT
( )

asrik(config-flow-record)fcollect routing destination as A723>, BGP E#HFTSEEICHENE
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DIERY

Cisco ASR 9000 NetFlow
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L r==

Cisco NetFlow %7€

Cisco ASR 1000 NetFlow DR

6. 70— IV RR—5DIERY (NetFlow DX(EIBFRE AEZIEE)
asrik(config)#flow exporter NETFLOW_TO_STEALTHWATCH
asrik(config-flow-exporter)#tdescription Export NetFlow to StealthWatch
asrik(config-flow-exporter)#destination <fc_collector_IP_address>
asrl1k(config-flow-exporter)#source <interface> » (JL—7/\y I DFERZE)
asrik(config-flow-exporter)#transport udp 2055
asr1k(config-flow-exporter)#version 9

7. 70— EZHOER (70— LOI—R%E270— TV RR—MIHEUDIT3)
asrik(config)#flow monitor IPv4_NETFLOW
asr1k(config-flow-monitor)trecord LANCOPE1
asr1k(config-flow-monitor)#exporter NETFLOW_TO_STEALTHWATCH
asr1k(config-flow-monitor)#cache timeout active 60
asrik(config-flow-monitor)#cache timeout inactive 15

8 BIRUIcAVI—T A ZNDT7O— EZFDEIDHT

NST714v Y DERICELDHZIRNTDA VI —T A ATIDOFIEZHEDRLUET,
asrilk(config)#tinterface <interface> -~ (VLANT FE/=(Z g2/1 78&)
asri1k(config-if)#ip flow monitor IPv4_NETFLOW input

ASR Y NAT (CIEFRENTULVT, StealthWatch NTO NAT ZHia O |50
TBHBEIE. KOOXY Y REETLET,

ip nat log translations flow-export v9 udp destination X.X.X.X YYYY

XX XX |& FlowCollector IP T.YYVYY [FEREINTLV\S NetFlow TV ZHR—
I\ /-I_:_ I\Ta_o

1B DIREE
show flow record LANCOPET

show flow monitor IPv4_NETFLOW statistics
show flow monitor IPv4_NETFLOW cache

SEER:

http://www cisco.com/en/US/docs/ios-xml/ios/fnetflow/configuration/xe-3s/asr1000/cfg-de-fnflow-exprts-xe.html

http://www cisco.com/en/US/docs/ios-xml/ios/fnetflow/configuration/xe-3s/cfg-avc-xe.html



http://www.cisco.com/en/US/docs/ios-xml/ios/fnetflow/configuration/xe-3s/asr1000/cfg-de-fnflow-exprts-xe.html
http://www.cisco.com/en/US/docs/ios-xml/ios/fnetflow/configuration/xe-3s/cfg-avc-xe.html
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Catalyst 4500 NetFlow
B A R

Cisco 3850 NetFlow
B R

Cisco 3560/3750 NetFlow
dvJ4Fal—3y 4R

Cisco Nexus 7000 NetFlow

DIERR

Cisco Nexus 1000v NetFlow
DIERY

Cisco ASR 9000 NetFlow
DIERY

L r==

Cisco NetFlow %7€

Cisco ASR 9000 NetFlow D#ERY

Cisco I0S XR T NetFlow 8 9 2155 (. XOFIREZEEBLE T, VINTT 7 R (ETA VI —
T R%ZBRIT2VENDDET, RETA VI —T7 1M A2 B LB 215G TV AR—5
FA4E—TI ZF—RDFEFXTT, CiscoOSXR Y TR Iz FITZAR—k TA—< vk \—J3

YV 9 I EYR—PLET, IRTOT7O— T2 Iy 7 ICRHUTEMRZRLI—R Iy 7% T%
MWENHDET, FHHLFIBICOVTIE. LTFDOEBRY V2SR LTS, ASRI000 F70—
TIHORR—rEYYTYTTE, Lancope T, 100 % QRIREE T HI VT4V T DIHICTES
FRD export 111 ##ELTWEY, ChIFEBIhTVWSRIBICEBFTY.

1. TV RAR=Y IV TDFERE
router(config)# flow exporter-map FLOW_TO_SW
router(config- FLOW_TO_SW)# destination <xe_collector_IP_address>
router(config- FLOW_TO_SW)# source <interface> -~ (JL—7/\y 2 DIEFHEE)
router(config- FLOW_TO_SW)# transport udp 2055
router(config- FLOW_TO_SW)# version v9

2. EZH IV TDERTE
router(config)# flow monitor-map IPv4_NETFLOW
router(config- IPv4_NETFLOW)# record ipv4
router(config- IPv4_NETFLOW)# cache timeout active 60
router(config- IPv4_NETFLOW)# cache timeout inactive 15
router(config- IPv4_NETFLOW)# exporter FLOW_TO_SW

3. EZH Ry TDAVI—T A ZANDEF
router(config)# interface <interface> ~ (gigabitEthernet 0/0/0/0 & &)
router(config-if)# flow ipv4 monitor IPv4_NETFLOW ingress

TERDIRALE
show flow exporter-map FLOW_TO_SW
show flow monitor-map IPv4_NETFLOW

SEER:

http://www.cisco.com/en/US/docs/routers/asr9000/software/asr9k 3.9 1/netflow/configuration/guide/nfc391flow.html



http://www.cisco.com/en/US/docs/routers/asr9000/software/asr9k_r3.9.1/netflow/configuration/guide/nfc391flow.html#wp1068377
http://www.cisco.com/en/US/docs/routers/asr9000/software/asr9k_r3.9.1/netflow/configuration/guide/nfc391flow.html#wp1068620
http://www.cisco.com/en/US/docs/routers/asr9000/software/asr9k_r3.9.1/netflow/configuration/guide/nfc391flow.html#wp1068772
http://www.cisco.com/en/US/docs/routers/asr9000/software/asr9k_r3.9.1/netflow/configuration/guide/nfc391flow.html
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B R
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Cisco Nexus 7000 NetFlow
DIERR

Cisco Nexus 1000v NetFlow
DIERY

Cisco ASR 9000 NetFlow
DIERY

Cisco NetFlow

IPv6 NetFlow T ZRk—k
IPv6 NetFlow T2 ZR—MDEEBICDONTIE, UTDEBY v a2S8BB LTS,

v 74FaL—3Y E—RT NetFlow TV ZR—bZBHMICTHDICIFREEITUET,
ipv6 flow-export destination <xe_netflow_collector_IP_address> 2055
ip flow-export source <interface> > (JL—/\v o 4> 57— 11 XDIEFRE)
ipv6 flow-export version 9
ipv6 flow-cache timeout active 1
ipv6 flow-cache timeout inactive 15
snmp-server ifindex persist

N 74y DEERICEALDHZEL AV 3 A5 —T 1A XT NetFlow ZBRICLET,
interface <interface>
ipv6 flow ingress

A7oav
ipv6 flow-export version 9 origin-as » (BGP 25 AS & 3)

TR DIRELE

show ip cache flow

SEER:

http://www cisco.com/en/US/docs/ios/ipvb/configuration/quide/ip6-netflow.html

http://www.cisco.com/en/US/docs/ios/netflow/configuration/quide/nfv9 ipv6 . html

=, ==
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L r==

Cisco NetFlow %7€

fTix: 70— LO—RDERLERTE show OV VR

70— LO—RKRDOERK

70— LO—RE. 70—/ y b, 7JO0—EITWNESNDZ NIV YD A THRED NetFlow A
INET HIERETERLET T, HONUSHEERSN Metflow-originall WS DHRYA 70— LI—

REMERL T BIBER L. —ED Mmatchy] A<V RE Tcollect) AR Y REHEEL T, ¥IE NetFlow PDU
IC&SHZT4—ILR%ZE ) —%ICIERUET.

fmatchl Z4—JLRIE Tkeyl 74—ILRTY, ChoDT74—)LRIE. 7O0—D—EMZHIMT 576
ICERAINET, Tlcollect] 74 —)LRIFEBZEMBERTHD. ALV ZICLR—NERTDI=DDE¥
MzEtI5HDTT,

matchl Z4—=ILRICDWTIE, ZNIFEZEFEITZVEIHDEHA ROFITRESNTNS 7 DD
match TV hJIE &BIC FrF BREICEFEFNTVWSRENH DX, /=72, lcollect] Z4—)LRIE, O
LOBICEETRBEMICE O TRELERDIZENHD T, UTDELIETRTD StealthWatch
AV AN=)LTHEREINET,

TET W] LEE SN TS T74—)LRIL, Stealthwatch A7O— LO—REZZFIANTER TS
TeDITHERT4—)LR T,

switch(config)#flow record LANCOPE1

WA, F— T1—IF
W, F— Z14—ILK
W, F— T14—ILK
WH, F— T14—/LF
switch(config-flow-record)#match transport destination-port 4%, ¥— Zs—/LK
switch(config-flow-record)#fmatch interface input

(
switch(config-flow-record)#match ipv4 protocol
( )
( )
( )
( )
( ) WA, F— TA=ILK
switch(config-flow-record)
( )
( )
( )
( )
( )
( )

switch(config-flow-record)#match ipv4 source address
switch(config-flow-record)#match ipv4 destination address
switch(config-flow-record)#match transport source-port

#match ipv4 tos
WA, bps L —~ DEFHEICEH
W7, bps DEFFEICIER
WA, pps DFFEICIERH
switch(config-flow-record)#collect timestamp sys-uptime first £&. FFEDFEICEH

Wi, F— T4—ILK
switch(config-flow-record)#collect interface output
switch(config-flow-record)#collect counter bytes
switch(config-flow-record)#collect counter packets

switch(config-flow-record)#collect timestamp sys-uptime last £'%&. fREDFEIZEH
switch(config-flow-record)#collect routing next-hop address 77>3>% RELN1>5—Tz 1 IDY

ipv4 FlIcEAE
switch(config-flow-record)#collect ipv4 dscp A7 32, QoS LIN—hZEHT S8
[CLAR—I

A7>3y, /NREHEIRH
A7 3y, /CRIEER TR
ERSATEE, ¥ 2 70 X
F 73>, BGP EEAT 5 EICHERE

switch(config-flow-record)#collect ipv4 ttl minimum
switch(config-flow-record)

switch(config-flow-record)
switch(config-flow-record)#collect routing destination as

Hcollect ipv4 ttl maximum
Hcollect transport tcp flags

70— LO—R] pMERiShics, (70— 4] EBhERITET,

SEEH:

http://www.cisco.com/en/US/prod/collateral/iosswrel/ps6537/ps6555/ps6601/ps6965/prod white
paper0900aecd804belcc.html 16
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show ip cache flow

LCHQSWO1#show ip cache flow

Displaying software-switched flow entries on the M3FC in Module 5:

IP packet size distribution (116635425 total packets):
1-32 64 96 128 160 192 224 256 288 320 352 384 416 448
.000 .074 .016 .00S5 .004 .010 .004 .007 .000 .001 .0O00 .002 .002 .001

51z 544 576 1024 1536 2048 2560 3072 3584 4096 4608
.001 .003 .007 .063 .787 .000 .000 .000 .00O0 .000 .0O0O0

IP Flow Switching Cache, 275544 bytes
136 active, 3960 inactiwve, 2812503 added
93810001 ager polls, 0 flow alloc failures
Aetive flows timeout in 1 minutes
Inactive flows timeout in 15 seconds
IP Sub Flow Cache, 33992 bytes
272 active, 752 inactive, 5624981 added, 2812503 added to flow
0 alloc failures, 15446 force free
1 chunk, 840 chunks added
last clearing of statistics never

430

.00s

Protocol Total Flous Packets Bytes Packets Active(Sec) Idle(Sec
———————— Flows /sec /Flow /PKt /sec /Flow /Flow
TCP-Telnet 3008 0.0 z 43 0.0 6.9 15.4
TCP-FTP 10 0.0 1 52 0.0 1.8 15.4
TCP-WWW 13984 0.0 938 1491 23.1 0.3 1.7
TCP-SMTP 27 0.0 1 45 0.0 0.7 15.4
TCP-other 46023 0.0 180 438 14.6 14.4 15.3
UDP-DN3S 75959 0.1 1 68 0.1 0.4 14.2
UDP-NTF s009 0.0 1 76 0.0 0.0 15.4
UDP-other 2622929 4.6 35 1231 165.9 19.2 11.z
ICHP 24379 0.0 3z 558 1.3 38.6 7.7
IGHP 18 0.0 1 39 0.0 1.0 15.5
IP-other 17907 0.0 13 60 0.4 58.6 1.8
Total: 2812253 41 1168 z205.7 15.9 11.z2
Srelf SrcIPaddress DstIf DstIPaddress Pr SrcP DstP Pkts
viz40 209.152.184.1 HNull 10.202.4.91 11 C39D 0807 17
V1z40 209.182.184.1 Null 10.202.4.90 11 C39D 0807 17
viz40 209.152.184.1 Null 10.202.2.164 11 C39D 0807 17
V1z40 209.182.184.1 Null 10.202.2.163 11 C39D 0807 17
v1z40 209.152.184.1 Null 10.20z.2.216 11 C39D 0307 17
V1z40 209.1582.184.1 Null 10.202.2.215 11 C39D 0807 17
viz40 209.152.184.1 Null 10.202.2.213 11 C39D 0307 17
viz40 10.201.1.162 HNull 10.203.7.4 11 5006 0807 66
—-More--—

show ip flow export

LCHQ3WO1#show ip flow export
Flow export w9 is enasbled for main cache
Export source and destination details
VRF ID : Default
Source (1) 10.201.0.1 (Vlanil)
Destination(1) 10.203.1.108 (2055)
Version 9 flow records
2837811 flows exported in 129115 udp datagrsms
0 flows failed due to lack of export packet
0 export packets were sent up to process level
11 export packets were dropped due to no fib
16 export packets were dropped due to adjacency issues
0 export packets were dropped due to fragmentation failures
export packets were dropped due to encapsulation fixup failures

u]
0 export packets were dropped encgueuing for the RP
0 export packets were dropped due to IPC rate limiting

Cisco NetFlow
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show ip flow interface

lehomelffishow ip flow interface
DotllRadioO

ip flow ingress
FastEthernet4

ip flow ingress
Vlanl

ip flow ingress
BVI1

ip flow ingress

show ip flow export template

LCHQSWO1#show ip flow export template
Template Options Flag = 1
Total number of Templates added = 3
Total active Templates = 3
Flow Templates active = 2
Flow Templates added = 2
Option Templates active = 1
Option Templates added = 1
Template ager polls = 1132420
Option Template ager polls = 566291
Main cache version 9 export is enabled
Template export information
Template timeout = 30
Template refresh rate = 20
Option export information
Option timeout = 30

Option refresh rate = 20

show mls nde

LCHQSWO1#show mls nde

Netflow Data Export enabled

Exporting flows to 10.203.1.108 (2055)

Exporting flows from 10.201.0.1 (53191)

Version: 9

Layerz flow creation is enabled on vlan 1,168,192,201-204,2058-209,240

Layerz flow export is enabled on vlan 1,1658,192,201-204,208-209,240

Include Filter not configured

Exclude Filter not configured

Total Netflow Data Export Packets are:

1177779 packets, 0 no packets, 37561689 records

Total Netflow Data Export Send Errors:
IPWRITE NO FIE = O
IPWRITE_ADJ_FAILED = 0O
IPWRITE PROCESS = 0O
IPWRITE_ENQUEUE_FAILED = O
IPWRITE IPC_FAILED = 0O
IPWRITE_OUTPUT_FAILED = O
IPWRITE MTU FAILED = O
IPWRITE_ENCAPFIX FAILED = O

Netflow Aggregation Disabled

show run | inc mls

LCHOSWO1#show run | inc mls
mls aging long 64

mls aging normal 32

mls netflow interface

mls flow ip interface-full
mls nde sender

mls cef error action reset

Cisco NetFlow
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show [3-mgr flowmask

LCHQSWO1#show l3-mgr flowmask

current flowmask registries for protocol:

| |

| fmasky idx| oo | 01 | 10

| + + + |

| ip | null | if-full | null

| } - + |

| ipwve | null | null | null

| + + } |

| mpls | null | null | null

| + b 4 |

| mac | null | null | null

| + + + |

NDE for IPv4 is NOT globally enabled!
13_mgr_fmask_pending[proto/vall: [ipve/ no]

13_mgr fie was_busy[proto/val]: [ipvE/ no]
lS_mgr_flowmask[proto:contextffmaskpak_count]: [ipw&: O / 1]
13_mgr_current_cli fmask[prot/wvall: [ip / if-full ]
current ip flowmmask for unicast: if-full

current ipwve flowmask for unicast: null

show mls netflow table-contention summary

LCHQSWO1#show mls netflow table-contention summary

Earl in Module 5

Surmary of Wetflow CAM Utilization

TCAM Utilization

ICAM Utilization

Netflow Creation Failures
Netflow CAM aliases

[a= a percentage)

show mls netflow ip

Cisco NetFlow

LCHO3WO1#show mls netflow ip

Displaying Netflow entries in Active Supervisor EARL in module 5

tAdjPtr

DstIP 3rcIP Prot:3rcPort:DstPort  3rc iff

Pkts= Bytes Age LastSeen Attributes
10.203.0.10 10.201.3.53 top 3544 15222 Vil

a o 30 03:32:30 L2z - Dynamic
10.201.0.16 10.201.0.21 tocp 15683 3268 Vil

5 509 23 03:32:54 LZ - Dynamic
10.242.0.194 10.201.0.25 top 11121 11178 Vil

2 280 31 03:32:30 L3 - Dynamic
10.201.0.10 10.201.3.122 tep 1115 139 Vil

a o 3 03:32:54 LZ - Dynamic
10.201.0.12 192.165.1.111 udp :41838 :dns V1168
1 56 30 03:32:30 L3 - Dynamic
10.201.1.162 10.201.1.164 top 148159 1443 Vil

] u] =] 03:32:52 L2 - Dynamic
10.201.0.21 10.201.0.12 top (3268 115710 Vil
—--More—-

10x0

0x0

:0x0

10x0

0x0

:0x0

10x0




