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STATEMENTS, INFORMATION, AND RECOMMENDATIONS IN THIS MANUAL
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WARRANTY OF ANY KIND, EXPRESS OR IMPLIED. USERS MUST TAKE FULL
RESPONSIBILITY FOR THEIR APPLICATION OF ANY PRODUCTS.
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ACCOMPANYING PRODUCT ARE SET FORTH IN THE INFORMATION PACKET
THAT SHIPPED WITH THE PRODUCT AND ARE INCORPORATED HEREIN BY
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LICENSE OR LIMITED WARRANTY, CONTACT YOUR CISCO
REPRESENTATIVE FOR A COPY.

The Cisco implementation of TCP header compression is an adaptation of a program
developed by the University of California, Berkeley (UCB) as part of UCB's public
domain version of the UNIX operating system. All rights reserved. Copyright © 1981,
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NOTWITHSTANDING ANY OTHER WARRANTY HEREIN, ALL DOCUMENT
FILES AND SOFTWARE OF THESE SUPPLIERS ARE PROVIDED "AS IS" WITH
ALL FAULTS. CISCO AND THE ABOVE-NAMED SUPPLIERS DISCLAIM ALL
WARRANTIES, EXPRESSED OR IMPLIED, INCLUDING, WITHOUT
LIMITATION, THOSE OF MERCHANTABILITY, FITNESS FOR A PARTICULAR
PURPOSE AND NONINFRINGEMENT OR ARISING FROM A COURSE OF
DEALING, USAGE, OR TRADE PRACTICE.

IN NO EVENT SHALL CISCO OR ITS SUPPLIERS BE LIABLE FOR ANY
INDIRECT, SPECIAL, CONSEQUENTIAL, OR INCIDENTAL DAMAGES,
INCLUDING, WITHOUT LIMITATION, LOST PROFITS OR LOSS OR DAMAGE
TO DATA ARISING OUT OF THE USE OR INABILITY TO USE THIS MANUAL,
EVEN IF CISCO OR ITS SUPPLIERS HAVE BEEN ADVISED OF THE
POSSIBILITY OF SUCH DAMAGES.

Any Internet Protocol (IP) addresses and phone numbers used in this document are
not intended to be actual addresses and phone numbers. Any examples, command
display output, network topology diagrams, and other figures included in the
document are shown for illustrative purposes only. Any use of actual IP addresses or
phone numbers in illustrative content is unintentional and coincidental.

All printed copies and duplicate soft copies are considered un-Controlled copies and
the original on-line version should be referred to for latest version.
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Stealthwatch System Z7AF> O DFvk J—0 TOXY H—/\ho1—HFHRZUINE T5ICE,. 70— O
LOAHE R &= 1E T=. SMC [2&>T[7R—TFax La—K ( Flow Proxy Records) | R—U (2 R Hik
RENDESI, TOFY —N\ OJERTETIDLEIHYFET , COR—DIZIE, TOF —n\ERHETD
FYN—T—IR DL ST499D URL EF7TV)Vr—av & AR RmehEd,

ZOR FaAURTIE, SESFLZTOXY H—/\OOJEER E T 50T B IFESFEFIEIZOLVTERBAL
F9, xR H—/\[L. Blue Coat. McAfee, Cisco WSA. Squid T3, ZOF Fa AU TlX, 7AFS H—
INDIPRYR D= D— EREL T TITE TSN TS IEEFRTIR EL TVWVET , FIETIE, 70— aLYRITHE
BI7AILHNE E S, [FIMAUR B INDELSIC, TOFL DOJERTEITHAEITONTHBALET,

Stealthwatch 7AF¥Y AYFHRETBHICIE. ROFIEEZEITLET,
1. 7Aax> y—n\EZHELET,
a. Blue Coat

b. McAfee
c. Cisco WSA

d. Squid
2. JAO—aLyaEHRELET,
3. J0—Z%mERLET,

REFRDEELGHASIAY
WFAAOTOXS DUERETEBE . BT ROHAESAAGESBERBYET .

o JH— OLYRETAXUIE, 70— La—F ETAFY LO—RE—HIEE0HIC, AL NTP $—/
ZERTEN £BOV-RAWoREERETILEIBYET,

o« 70— OLYED IP PRLARERTE TAEFIZ, TOXY O THRB T IV EIHIIIAR—E2ETY
K R ST —ERZUNE §570— aLUREE IR LTS,

HR—k ~OE L& Ht

TOZAI YR DB EGIF & F ROVTIAEEITL TS,
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o MBFYDYAD /N~ F—IZTEHE LIS,
« Cisco Stealthwatch H7R—k DERILVE HE % :
o Web TY—R%H <& & : hitp://www.cisco.com/c/en/us/support/index.html
o BFA—ILTHT—RZH<IHZE tac@cisco.com
o BEETHR—%2%11515 4 :800-553-2447( K H)
o J—)LK ALK HR—+FE S :www.cisco.com/en/US/partner/support/tsd cisco
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BLUE CoAT 70O%Y O5 D E

ZDE TlX. Stealthwatch System [ZHAR{E 3 571=8IZ Blue Coat 7O¥> OS5 %R E T AFIEIZDLVTER
BALZET,

(3F) TAKIZfE FH &t f= Blue Coat Jax /N —23v0E. SG V100, SGOS 6.5.5.7 SWG Edition T
L=,

1tz =0 DAE Bk

FLLBEI X EER T HICE. ROFIEEETLES,

1. F59YT, Blue Coat 7AOFY H—/N\IZF7OEALET .
2. [E% E (Configuration) ] 27&9 )L ET,

BluefiCoat ProxySG

Management Console .0.51 - Blue Coat 5G200 Series Model 200-C S/N 0607060072 560
Statistics Configuration
@ General e —— l
» |dentification
Clock r Identification
Archive Appliance name: .0.51 - Blue Coat 56200 Series
@ Network
@ ADN Model: 200-C
@ Services IP address: .100.2
. ProxyCIient Softw ion: S5G0S 5.5.10.1 P Editi
c SSL o are version: =N . roxy aon
@ Proxy Settings Software release ID: 92100
@ Bandwidth Mgmt. NIC 0 MAC: 00DOB304CE55
@ Authentication . e —
@ Content Filtering e UMDEr: (ELT R
@ Threat Protection

@ External Services
@ Forwarding
@ Health Checks
@ Access Logging
General
Logs
Formats
@ Policy

3. BEIVY—IDAY A=a—T, [7UtRA%(Access Logging) | > [#2 R (Formats) ] #7')v
ILETS,
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4, R—=COTEIZHD [F I (New) | R2LE2I)ILFS, [F2 K DIE B ( Create Format) ] XR—2
HBEEFET,

r Format Settings:

Format Name: |
() Custom format string (specify below)

(®) W3C Extended Log File Format (ELFF) string (spedify below)

supplier-name rs{Content-Type) cs(User-Agent) sc-filter-result sc-filter-category x-virus-d s-p s-sitename

Test Format

Multiple-valued header policy:|Log last header w

5. [f2 =X £ (Format Name)] Z4—/LRIZ. HFILLWERX DL RIEA ALFET,
6. [W3CHiiEOo 774 )Ltz K (ELFF) (W3C Extended Log File format (ELFF)) |®A 7L a2 %
BIRLFES,

7. [# =K (Format)] 214—IKIZ. ROXFEHEADLES,

timestamp duration c-ip c-port r-ip r-port s-ip s-port cs-bytes sc-bytes cs-
user cs-host cs-uri

8. [OK] Z0ILEY . ROEE R OT DIE R IEAFS

1 05 O Bk

AU T BIZIE ROFIRIZHEWVET,

1. A A=a—7T, [7UtAO%(Access Logging) | > [A45(Logs) ] #5voL . LA K%
BIRLET, [AY(Log) | R—UHEHEFET,

© 2019 Cisco Systems, Inc. All Rights Reserved.
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Create Log ﬁ

r Log Setkings:

Log Mame: I

Log Format: | Sd=E e ]

Descripkion: I

r  Log file limits:

The maximum size of each remate File isID megabytes

Start an early upload i log reaches IISDDD megabytes
Mate: The maximum allowed upload threshold is: 19999 megabytes

oK I Cancel |

2. [—#% % %€ (General Settings)] #7&#9)JILET .

logs | GeneralSettings |  Uplbadclient |  Upload Schedule |

r Log Settings:
Log Format: ISteaIthWatch j
Drescription: I
r Log file limits:
The maxirur size of each remote fil is ID— megabytes
Skart an early upload if log reaches W megabytes
Mote: The maximum allowed upload threshold is: 19999 megabytes

3. [A5 K (Log Format) | K OwFE™r YRR, FIE 1 THERLEOVZEERIRLED,

[£% BA ( Description) ] Z4—ILKIZ, $iR OV DRBEEA HLFT,

5. "R=UDT#I<H5 &M (Apply) | REVEDIILES . ROBEI7VTO—F 54T D
TEITHERAFT,

-~

7YIO—k U347 DERFE

TYIA—R US4 TULNERTETHICIE. ROFIEEETLET .
1. [7v7FR—Kk 95472k (Upload Client) | #7%45')vILET , [7YyTA—K 95472k (Upload
Client) | R—=UHBHEFET,

© 2019 Cisco Systems, Inc. All Rights Reserved
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CISCO
Logs General Settings Upload Schedule

Log: | stealthwatch v

r Upload Client:
Client type: | Custom Client W Settings Test Upload

r Transmission Parameters:

Encryption Certificate: | <MNo Encryption= W
Signing Keyring: <Mo Signing = ™
Save the log file as: (T)gzipfile (@) text file

Send partial buffer after: 5 seconds

Bandwidth Class: <Mone = W

2. [9547 05247 (Client type) | K OYTEIL YRR DS, [HRRLIZA TR (Custom Client) ]

ERLES,
3. [%E (Settings) | RELEDIVILET , [BDRBLISA T 5% FE (Custom Client settings) |

R—UDBHEFT,
Custom Client scttings: Log Stealthwatch K3

r Cuskom server conneckion:

Settings For;

Hosk IP:I 10,204 F'Drt:l 514

I Use secure connections (S5L)

Ok I Cancel

4, ZYETEHI—ILRIZ, 7A— aLYE0 IP PRLRETOXY /I—H—DYR=F R"—rEAALE
ERB

(iF) COBf R TIE SSL [FHR—rShTOERA,

5. [OK] 20L&,

10 © 2019 Cisco Systems, Inc. All Rights Reserved.
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CIsCO
r Transmission Parameters:
Encryption Certificate: | <Mo Encryption > W
Signing Keyring: <Mo Signing = ¥]
Save the log file as: (gzipfile (@) text file
Send partial buffer after: 5 seconds
Bandwidth Class: <Mone > )

6. EF/\SABTIE. ROFIEEZRITLET,

a. [[E 5L SEEBAZ (Encryption Certificate) | T. [l 1£72L(No encryption) ] Z:#RL F

ER

b. [F—1)2F DE % (Signing Keyring) | KOvT4 2 YRR his, [E £ AL (no signing) | &1&
RLET,

c. (AT 7714 VDR E R K (Save the log file as) | 55, [THFRL 771U Text file) | AT a3 %
ERLFET,

d. [Bf 4 7\ 7%&% E T HFTOREE (Send partial buffer after) ] 7F Rk RUVRIZ 5 EA S
l-/ i‘g- o

e. [7vy7O—K A%< 2—)U Upload Schedule) | #7%&5' )L . [7oRRTO7v7O—K
(Upload the access log) | T [# #% #9 (continuously) | #7>arw&RLET,

f. [BE# R 17 OfE fRa (Wait between connect attempts) ] Z4—JLK (260 EA ALET,
g. [F—T 75470457 yk [ OF% i (Time between keep-alive log packets) ] 74—ILKIZ 5

EAALFET,
7. R=UTF & O [#A(Apply) | RELEI)OLES , ROBEI7YTO—F 72— )LDEE 11
EAHFET,

7vIA—k R a— )LD E
T7vIA—K RTT1—)VEERFETAICIE. ROFIBEEEITLET,
1. [7v7FO—K R4 a1—)U Upload Schedule) ] 27%2' oL FET,

© 2019 Cisco Systems, Inc. All Rights Reserved 11
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logs |  GemeralSettings |  UpladClient |  Upload Schedule |

r Upload tvpe:

Ipload the access log

% continuously © periodically

Wwait between connect atkempts: IGD seconds
Time between keep-alive log packets:IS seConds

2. [7HERAJ DO 7v7A—K (Upload the access log) | T [## %% 8 (continuously) ] ZERLFET,
3. [#E# R 17 O fRa(Wait between connect attempts) ] & 60 # TY,

4. [F—TFT75470%57 %k OB (Time between keep-alive log packets) ] (& 5 # T3,

5. R—UTE® @A (Apply) ] REES)ILET,

T, 78— aLv4® Blue Coat 7OF OV DEEMNT T LELT =,

&
REIET MR HAETLET,

o JO— aLyAETOXIE, 70— La—RETOXY La—KRE—HSESE=HIZ. BAL NTP —/\
[ZHBH. £BEOQY—ANCEBEZIET 2B ENDYET,

o HIR—FSNTWRTOFL OO HAH=ZXLAIF 1 DDA TY, 5 ENEH TI TICAYEIHVR
R—bLTWBE & X, TOXY La—KRZWMBLTHBRTIAILETEEFEA,

o UDP [FHHR—FShTLEEA.

Visual Policy Manager D&% &

Visual Policy Manager D% EZE A3 5L, TAXD OFNTIO— ALVRITEE SN TLWAIELERERT
CEER

LTt

@ Policy
Palicy Options
Policy Files
* Visual Policy Manager
Exceptions

12 © 2019 Cisco Systems, Inc. All Rights Reserved.
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1. A2 A=a—® [§% % (Configuration) | #7 R—U T, [[R1)>—(Policy) | > [Visual Policy
Manager] #49')»9L&E9 , Visual Policy Manager HBEET,

j- | SteakhWatch Management Console (admin - |

Blue Coat Wisual Policy Manager (192,168, 1 SG210 Seties)

@ 2 ==

hEey

2. BMESNTWAOTDT S IZHS [#2E1(Launch) | REED)wILFET, OF 'K oD Visual
Policy Manager HBEET,

u Blue Coat Yisual Policy Manager ( .10.24 - Blue

File Edt |Policy Configuration View Help

ac  Add Admin Authentication Layer... 4 Move
Add Admin Access Layer...

Staalthiiat
- Add DNS Access Layer, ..

Mo, Add SOCKS Authentication Layer... E
LAY ndd Sl Intercept Laver... ANy
Add 551 Access Laver...
Add Web Authentication Layer...
Add Web Jocess Layer...
Add Web ntent Layer...
Add Forwarding Layer. ..

Add CPL Layver..,

Lt P N,

3. [R)>—(Policy) ] > [WebF7HtALA¥%E M (Add Web Access Layer) | Z9)vILFES ., [#Fr
¥ LAYMEM(Add New layer) ] BEIE IR TINET,

Add New Layer E

4. HLLLAVYDZHETZEA AL T, [OK] 2009 LFTS,

© 2019 Cisco Systems, Inc. All Rights Reserved
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5. [7923av(Action)] 51D BEE (Deny) | 28 2)sILTHBS, [BRE(Set) | 00vILFET . [7V
2avAT DI D% FE (Set Action Object) ] #A4 7RI HARAEET

'

~Existing Action Objects

Shiow: IF\II (sort by object-name) j

€2 Allow

r_E‘B Always Yerify

E Black IM Message Encryplion
A& Block Popup Ads

e Bypass Cache

ﬁﬂ Check Authorization

Q Diery

rf: Deny (Content Fiter)

B Polm bl B o ocbhie o i kil sy Bl o, R

Mew... [,\\5 | Remove: | Edit...
oK I Cancel I lp

i

6. [EH#E (New) ] #9UvoL. [7HE2RO5%% B (Modify Access Logging) | #RIRLFET, [Fot
AOGFA TV ok OfR & (Edit Access Logging Object) | #A47AIMNR REINFET,

© 2019 Cisco Systems, Inc. All Rights Reserved.
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&3 Edit Access Logaing Object x|

hame: ||5tea|thWatch_Lngging

™ Disable all access logging:

" Reset bo default access logging

¥ Enable lagging to: ISteaIth'u'u'atch j

™ Disable logging ko ISteaIthWatu:h j

(0] 4 Zancel | Help |

7. [RA®OOS%EE %1k (Enable logging to) ] 22')wILFET,
8. OJMDARIZAAL, OJEERLFET,
9. [OKl #9')ILFET, AT IR AEBMSNET
10. [722avATo ok D% E (Set Action Object) ] #4704 T, [OK] ZHJvoLET,

File Edit Folicy Configuration View  Help
e uckd ke =i Disiste ruies) $ Mavm o m B3 tnstal palicy

11. A EI1ZHB [R)—%E A2 R—)UInstall Policy) ] "2 ES)IILFET,
12. [LMZ(No) ] #0009l . RDI4K 9T [OK] 0oL FET,

afiafr.
CIsSCO

Statistics

Configuration

Surnmany
Traffic Details
Application Details
ADN History
Bandwidih Momt_

P a—y T Ny Y - " P P SRR R

13. Blue Coat Visual Policy Manager #B Ef£ELET,

© 2019 Cisco Systems, Inc. All Rights Reserved
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14.
15.

16.

17.

.10.24 - Blue Coat SGZ210

ﬂ Blue Coat Yisual Policy Manager |

File Edit Policy Configuration Wiew Help
Add rule =i Delete rule(s) 4 Move up
StealthWatch Lonmina | 1
Ma, s jtination Service
1Any Rename Layer... Ay

Delete Layer

Add Laver Guard

L WY P,
b g il

Blue Coat 7O%> OV MR E

(B> (Logging) | #7%H 7')IL ThH, [L1YDE $1k (Enable Layer) | Z:ZRLFEFT,
[/R)—%A > Ak —)UInstall Policy) | R2LEI)9ILET , [4 VR —ILEN TR —(Policy

Installed) ] ABAEET,
[OK] #2')v9L T,

Maintanance

Statislics

Configuration

Summary
Traffic Details
Application Details
ADN History
Handwidih Mgt

[#f 5t (Statistics) | 27%&0IL ., OF AZa—TRJEERLET,

Health Monitogi

Health Checl
» Access Logging

Authentication
Advanced

AP o o~ ety

18. A2 A=a—T, [7UtRA%(Access Logging) | 'L Th, [AFT—)U Log Tail) | 27

Z0)OLET, [A9T—)U Log Tail) | o1 K ohBEEET,

| Log Size ] Upload Status |

Log: [steakhiatch K

1458669295,851 0
1458669295.661 0
1458669295.916 0
1458669300.356 0
1458669300.852 0
1458669305.022 0

0.10,110 65122 23,195,245,195 80 192.168.10.24 80 149 344 - go.microsoft.com http://go.mi

(10,118 42463 €6,235,139,205 80 192,168,10,24 80 730 508 - shucterfly.112.2o7.net heep:/=Z
10,110 65122 23,195.245.198 80 192.168.10.24 80 149 345 - go.microsoft.com hetp://go.mi
10,118 42463 66.235.139.205 80 192.168.10.24 80 817 307 - shutterfly.11Z.2o7.net htep:/
10,110 65123 184.51.126,75 80 192.168,10.24 80 264 450 - crl.microsoft.com hetp://erl.a

10,110 65123 184.51.126.75 80 192.168,.10.24 80 278 448 - crl.microsoft.com heep://erl.a

© 2019 Cisco Systems, Inc. All Rights Reserved.
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19. R—=C DT EIZHD [T—ILOBA3E (Start Tail) ] RELEIJSILET

20. $HET DALY A=2—T, [V ATL(System) | > [/ R kOFX2 4 (Event Logging) | 909 LF
T, ZOR—UTIE AT I70)H00— aLYZIZ7yIA—R Sh, ZEAMfThN=HhEINERL
F9, TOFXHT0— AL VAR INTODINESIHIERLET .

Statistics Health:
Siutnnary Event loge END OF LOG

Traffic Details

Application Details 2018-08-17 13:56:23-04100EDT  “ioces= Log Custom [Stealth¥atch): Couldn't connect to server™ 6F EO00R:1  =log =tream custom.cppril?

ADN History 2015-09-17 13:56:23-04:00EDT “Acceas Log [Stealth¥aten): Unable to connect to rewote servet for log uploading™ 0 EDODS:1  alog_facility_
Bandwidih Myt 2015-09-17 13:57:23-04:00EDT  "Access Log [3tealthVatch): Unable ©o cobfect ©o Eemote server for log uploading™ 0 E0ODS:1  alog_facility_
@ plﬁ)l)c‘itlﬂ 2015-09-17 13:55:10-04:00EDT  "Config admin &t 10,38 'sdmin', acces2 log custom clieav primary IP address et o "1082.165,10.204:85%
@ Netwark 2015-08-17 13:55:23-04:00EDT "Access Log Custom [SvealthWatch): Connecting to primacy server 10.204:8514." 0 E0O0D0:96  alog stres

ICAP 2015-09-17 14:00:03-04:00EDT  “Enapshot =ysinfo_stacs has fecched /sy=info-stats® 0 2C0006:9¢  =napshot_worker.ocppiilé
@ Protocal detalls 2015-09-17 14:15:03-04:00EDT "NTF: Feriodic query of server .10.10, syacem clock iz 0 seconds 367 me alov compared to NTF time. Upds
@ Systam Z015-09=17 14:25:47=04:00EDT “Config admin at -10.83 'admin', installed wew WPA Policy File and VPH XML File" O 140002:70 cli_pag
Resources 2015-09-17 14:2%:21-04:00EDT  “Config admin at 210,89 'adoin', installed new VPN Policy File and VPH ZHL File" 0O 14000 eli_patd
Gontanis 2015-09-17 14:53:14-04:00EDT  “hccess Log (3tealthwatchl): Configure upload site for uplomds to wock" O EOO06:7D  alog facility impl.cpp: 3
* Eviril Logging 2015-09-17 14:233:14-04:00EDT  “Access Log [Stealthwatchl): New Log Hanager Cbject created. Max log size 13 20000ME, upload threshold 1= 16§

Fallaer 2015-09-17 14:33:14-04:00EDT  “Aceess Log [Stealthwatoh?) has been initialized.”™ 0 EOO0D:SE  alog facilicy iwpl.eppr2ed

R 00 1714 g q - R g S .

21. \EWVTIZO—aL OB DEE E | DEITEFH. syslog EHRERIE T HLIITT70— ALVFERELE
EE

© 2019 Cisco Systems, Inc. All Rights Reserved 17
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3
McAFEE 70O OJ D& 5E

ZDETIE, Stealthwatch System [ZE2{E §57=8IC McAfee Web Gateway @ McAfee 7AF¥S O5%
RETHFIEICONTEHRBALETS,

EE: McAfee 7OXL D XML OV 74F¥aL—23y J7MIVESIUA—R L TWVAIEERER L T2
3Ly, Stealthwatch 4> O0—FK EXUSA 2 X 224—( https://lancope.flexnetoperations.com) [Z7
AL T, 774 )L, Readme, FOF> OJ D XML a2 T4F¥aL—>30 T74 )VERF L THEELY,

(GX) TARRIZfE A Ehi- McAfee TRFS /N\—230(37.4.2.6.0- 18721 TLT=,

McAfee 70¥FY OVERETDITIF. ROFIEEETLET,

1. XML 774 JU FlowCollector_[date] McAfee_Log XML_Config [v].xml) Z4&>O—K L. i#
UEERIZREFLES .

() Tdatelld XML 774 LDA %R L. [vll& McAfee T7OFXL N—23o D230 %R LET, b
9 McAfee TAFL R L/A—D30FE S O XML 774 )VEE R L TSN,

ROFIEIH->THELET,

a. Stealthwatch Ao O—K BXUSA/ R 24— https://lancope.flexnetoperations.com)
[C7ORALET, ATAY R—UHBHEFT .

b. B4 ID & \RT—R %% H T HT4—IWFICA AL, [BY 1 (Login) | #0)LFT ., &
R —LR—=UHBEFET,

c. [#7>0—FK (Downloads) | #9vIL%ET,

d. Y>9TvX.X Updates for the FlowCollector NetFlow Series |Z:&RLET,

e. XML 74 V&40 0—K LTIRELET,

2. McAfee 7OXxY H—NIZOTAULET,

Tl S %

onfiguratio

N
L/

W/ McAfee Gateway

An Intel Cogpary

o \
in |
I
o
(=]

Troub

Rule Sets Lists Settings

© 2019 Cisco Systems, Inc. All Rights Reserved.
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3.

19

McAfee 7O¥> 0T DR E

[7RUS—(Policy) | 7a4ar#x#4s)voL . IL—ILvk(Rule Sets) | 2TE9)9ILFET,

i1 Rule Sets
| E Log Handler

“ Error Handler

,zd User Defined Properties

[B5 7\ 2K 5(Log Handler) | 22 RL . [T/ (Default) | Z#IRLET,

Rule Sets Lists Settings
D add ~ | B | &5 X
E= Rule Set...

E Fule Set frem Library...

=

Log Handler...

GEMM(AAD ] > [54T73)DIL—)Ltzyk (Rule Set from the Library) ] 2oL F T,

| == Rule Sets |

[5 Log Handler
“i{3 Error Handler

2‘ User Defined Properties

[T74 LD A ik—bk (Import from file) | 9oL . XML 77/ )VEEIRLET,
A R—kEhi=0% /\2 R 5hHV5 [meafeelancopelog] ZEIRLFT,

(3¥) JL—IL 2k Ll create access logline 1 & U T send to syslog DIL—ILHVE %h [T S TNA I EEHE ER
LFEY,

R—C DL E(ZHS [52 F (Configuration) ]| FAALEIIILET,

R—=UDERIZHS [F71IVITT13(File Editor) | 27%45 )L . rsyslog.conf 771 JLEEIRL
iTo

© 2019 Cisco Systems, Inc. All Rights Reserved.
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Appliances File Editor

Files

B h'f mcafee
| ] hosts
mwg
ospfed, conf
ospfd, conf
resoly.conf
ripd, conf
ripngd. conf
snmpd.conf
sockd. conf
sshd_config
gysct, conf
zebra.conf

FEEEEE S E G

l

10. TFRAM RYIRADTER(T7AIL VAL DHE) (2, ROTFAREADLET,

daemon.info @[FlowCollector IP Address:514]

# Log cron stuff
cron,® fvarflogfcron

# Everybody gets emergency messages
*.emerg =

# Save news errors of level arit and higher in a spedial file.  §
LUCh, News, crit fvar flogfspooler

# Save boot messages also to boot.log
local?. * Jvarflog/boot.log

#forward along
daemon.info @ 14.30:514

e e e e ey b T, el

EE: 00X 0JTRETID ENHITIRAR—RLEIUR RAVEDST—HEIRETEHT
A—aLY3%E IR L TOBHIEEHE R L TSN,

11. ROITZEAAVS PORLET . *.info;mail.none;authpriv.none;cron.none
12. RDITZEMULET, *.info;daemon. !=info;mail.none;authpriv.none;cron.none -

/var/log/messages

13. R—=CDH LIZHD [E£F DR %EF(Save Changes) | RAVEIIILET

© 2019 Cisco Systems, Inc. All Rights Reserved
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McAfee TO¥S 05 DR E
cI1Sco cAfee I OJ0ERE

4. HEWTIZO—aL Y2 DETE IOEITEH. syslog EREZETHEIITTO—ALIFERELE
ER

© 2019 Cisco Systems, Inc. All Rights Reserved.
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4
CiscO WEB SECURITY APPLIANCE

(WSA) 70+ OJ Dk €

ZDE TlX. Stealthwatch System [ZHER{E 3 571=IZ Cisco TAFL OJVERTETAFIEICDOLNTERBAL
F9,

() CiscoWSA 7Ox (%, FAxY T/ RME M IZE L TR 28 IP ZH7R—k L TLYEE A,

Cisco 7A¥xY OUEHE T HICE. ROFIEEETLES,

%, Cisco S000V
‘@9 Web Security Virtual Appliance

‘ == version: 8.0.5-075 for Web

alualun
Copyright © 20032014 Cisco Systems, Inc. All ights reserved. | Privacy Statament cIsco

1. Cisco FAXY H—N\IZATALFET,

] Reporting Web Security Manager Security Services Metwork System Administration
Policy Trace
Alerts

Return Addresses

2. A2 A=a—T, [V ATFLEE (System Administration) ] > [AFHTRH1JTL 32(Log
Subscriptions) | 2L FES, [ATHT RT3 (Log Subscriptions) | R—=UABHEFET,

Log Subscriptions

Configured Log Subscriptions

Add Log Subscription...

Log Name Type Log Files
access-wic W3C Logs_ L syslog Push - Host 10.205.14.30

© 2019 Cisco Systems, Inc. All Rights Reserved. 22
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afialn
CISCO

Cisco Web Security Appliance (WSA) 70> OS5 DR E

3. [BHYTRY)TL3%3B M (Add Log Subscriptions) ] R2 &)L ET , FHLLY [ASGHTR

4$1)7232(Log Subscriptions) ] R—UhREET,

r)

| Log Type: | | Select a log type... T
Feedback Logs -
FIPS Logs
FTP Server Logs
GUI Logs

Haystack Logs

Logging Logs

NTP Logs

QOCSP Logs

PAC File Hosting Daemaon Logs
Reporting Logs

Reporting Query Logs

SaaS Auth Logs

SHD Logs
SMMP Logs
Status Logs
System Logs
UDS Logs
Updater Logs

S

Welcome Page Acknowledgement Lo

4. [A5B14F(Log Type) | KOYTH I YRR A, [W3CHS(WSC Logs) | ##IRLFET , AT

BEZ W3C OY Js—ILK R REnFET,

Log Name: I

(will be used to name the log directory)
Log Fields: | available Log Fields

DCF

bytes

c-ip

c-port

cs(Cookie)
cs(Referer)
cs{User-Agent)
cs{X-Forwarded-For)
cs-auth-group
cs-auth-mechanism
cs-bytes
cs-method
cs-mime-type
cs-uri

cs-url

cs-username

AR 5,

Log Subscription
Log Type: | | W3C Logs v

Selected Lag Fields

5. [AJ4 (Log Name) ] Z4—ILRIZ, ERAIH0VDE&ATEA HILFET,

Log Fields: | available Log Fields
s

SUTILp-5La

3

sc-result-code
sc-result-code-denial

time

user-type

w-acltag
x-acl-added-headers
x-avc-app

x-avc-behavior
x-avc-regbody-scanverdict
x-avc-regbody-scanverdict
x-avc-reghead-scanverdict
x-avc-resphead-scanverdict
x-avc-type

x-avg-bw

x-bw-throttled

4

A

© 2019 Cisco Systems, Inc. All Rights Reserved.
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6. [ Al 8E% A4S 74—ILK (Available Log Fields) | YRk A5 [24 LARZ T (Timestamp) | &
ZIRL., BEM(AAD ] RE2UEF )99 T BRS04 70—)LK (Selected Log Fields) | Ak
IZRREISEET,

7. ROZEOT I4—IKRIZH L TRIDOFIBZIBIZHEVIRLET,

a. x-elapsed-time
b. c-ip

c. c-port

d. cs-bytes

e. s1p

f. s-port

g. sc-bytes

h. cs-usernames

1. s.computerName
j. cs-url

LE R SN =05 704—ILK (Selected Log Fields) | YRR ZIE, ShEDT4—ILE AR DESIZE
FNTLDLEINHYFET,

Selected Log Fields
timestamp
x-elapsed-time
c-ip

c-port

cs-bytes

5-ip

s-port

sc-bytes

cs-username
s-computerName
cs-url

8. R—U DT EFTAYO—/LL . [Syslogi®1E (Syslog Push) ] #7733 RRLET,

N i e R T O e s I Ry P AP RTEy

®* | Syslog Push

Hostname: 22.12]

Protocol: | ® ypp TCP

Facility: | | user v

9. [fRRk 4 (Hostname) ] Z4—JLK (2, 70— aL942®M IP 7PRLRFEXTOF MO EEET S
RRANBEAALFET,

© 2019 Cisco Systems, Inc. All Rights Reserved 24
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BE: JoX 0JTHREITDIDENDBDIIIAR—REIUR IRAVE DT —2EINE T30
O—aLo3%E IR L TWOAIEFFE R L TESLY,

10. [#45(Submit) | 9L FET . HFrLL\AGH [AFGHTRH)TL32(Log Subscriptions) | YRR
[ZEBMEhET,

11. HEWTIJO0—aL Y5 ME% E I1NE (TH H ., syslog B EZIETHLSIT7O0— aALVEFHRELE
ER
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D
Sauip 7OX%Y O D& FE

ZE TIX. Stealthwatch System [ZER{E 3 571=8IZ Squid TOFX> OV XTI AFIEIZDOLVTEREAL
F9, AJEHRTE T BICIE. SSH 2F AL TIOXY H—N\LDI7MIVERETIBLEIHYVET,

Squid 7AFY OVERE T HICIE. ROFIEEETLET,

1. Squid #EfTLTWSTI DY T)UATAULET,

2. squid.conf H& FENTLSTALIMNJGEE (L /lete/squid) (CBEL T, TTA2THREET,

3. squid.conf I[ZRDITEEML T, AFXFIEHRELET,

logformat access format %ts%03tu %<tt %>a %$>p %>st %$<A %<st 3%<la %<lp %la %1lp
un sru

access log syslog:user.6 access format

4, REFEHALT squid #BEFHLET,

/etc/init.d/squid3 restart

5. 70— alLYAR(ZO5 %8R % 3 5EK51Z, Squid H—/3D syslog H—ERZHRELFT . chik
Linux T4ARJE2Z—avIZ&oTERYET AN syslog-ng DIFE 1R % /ete/syslog-ng 1238 0
LET.

# Audit Log Facility BEGIN

filter bs filter { filter (f user) and level (info) };

destination udp proxy { udp("10.205.14.15" port(514)); };

log {

source (s_all);

filter (bs filter);

destination (udp proxy);

}i

# Audit Log Facility END

BEE: JoX 0JTCRE IR EDNHIIIRAR—FEIUR RAVEDST—2ERNETET
A—aL V5% EIRL TSI EEHE R L T,

© 2019 Cisco Systems, Inc. All Rights Reserved. 26
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Squid 7O OY DB E
cisco qui L O0J0E%E

6. /etc/init.d/syslog-ng restart ZE AL T syslog-ng ZBEFHLFT,
7. HWNTIJO—aL Y8 MEE E IDE(THEH., syslog BHEZIETHLIICTO— aALVFERELE
ERS

© 2019 Cisco Systems, Inc. All Rights Reserved.
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20— aLY45 0 5E

TOXY Y—N\ERELID, TEERETHLIITT0— ILVFERETILENHYFET,
syslog T ERE T AHLIT70— LVRERET DICIE. ROFIEEETLET,

1. ZA—aLYADEB A 3—TI/RIZBJAULET,

2. A2 A=a1—T, [§%E (Configuration) | > [FAFL DEL 5 (Proxy Ingest) | #9'ILFET,
[FO%>H—/3(Proxy Servers) | R—UHEHEET,

. 7AxXY =D IP PRLREA AILFET,

. [TRX A4 F(Proxy Type) | KAYTA I YRR S, TOFS S—\EEIRLET,

>~ o

(3F) TOX Y—N\DEATHRMAEWNME & COF R TIXTOFD 0J%E A TEELA,

5. [ZAxID(Proxy ID)] Z4—ILRIZ, 7AXS H—/\D IP PRLREA ALET .

6. [FOFSH—ERR—b(Proxy Service Port) ] Z4—JLK (2, TAFXD H—/\DR—+FEEFA AL

F9,
7. TAXY B—NZ&OTTS—LEMNIH—F BIZIE. [75—LD5E 5 (Excluded from
Alarming) | FTYIRVIREATIZLET
8. [EBM(AAD ] #UvILFETS,
9. @A (Apply) ] 20 )9LFET, R—C EHIZHS [TOF DE 15 (Proxy Ingest) ] T—IIUZ,
TO0XY —\HhRREINFET,
10. ROETTZO—0OFER IITEAHFT

© 2019 Cisco Systems, Inc. All Rights Reserved.
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J0—NHEER

70452 ELTWAI,LERTHICIE. RODFIEEZETLET .

#~ Support

1. 78— aLY93DE B A A—DIART, A AZa—® [HHR—k(Support) | > [T71ILDS IR
(Browse Files) ] 9oL %9, [T71/LDS B (Browse Files) ] R—U AR EET,

Browse Files (/sw-flow-proxyparserflogs)
Isw-flow-praxyparserilogs

Pareni Direchony

0-How-2015 183621 UTC

2. syslog 771 IVERAEET,

FlowCollector for NetFlowVE— 3 | hatpi Lgprocessoriog JC |
\

& 1232 swia - Ml ¥F yifoy t 3 i

Lancope Droscurmentation CC-KB Dema Senwers Sandbon Servers Wideos Cinco Partreers Training Triad Fies Teals Sales Security Inf
2015~ z

- £ L om-pTOKYRaT ser/ Tamplaten
Lo prenyparsas/ Logs

as fadnin/plugine/ fizewnl 1/ EE14=BY5L0G_PARSER
or: Ho listeners specified

3. R—UENTWBIFAIN TSI TIRIIEWEERERLET T THAE A BEIHYET,

© 2019 Cisco Systems, Inc. All Rights Reserved. 29
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cisco

T7AT 4=

-y it oAt -
el (e f g atien

=i i
P I8 G i g g e
U mmin

Listeners [ZIZ7AFL O AR R ENFET,
Handlers |& 1 DDA T, T—3%EHFLET,
o ISVRIINIRSHSETEADT—IEIFL,. TV

7D_o)ﬁﬁ aits

DUBKRHTWAE R ICEBRLET,

epalagrassy o
+ o e gt i
Ve Liggeansms. Condl pnactin -

EXEEEFEEEEEFNEENKEFEEERENEEEEREE
5 1 E

. Pl pma W
el
Engie rwemer, Wimeing

The C is the count. These
should go up when logs
going through

4. AIUEAEML, T—2DZ

#RLTWAILETE

Er

LES.
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