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Stealthwatch 7O+ O %R E I8I2E. RDOFIEEETLET,

1. 7% —\ZEELET,
a. Blue Coat
b. McAfee
c. Cisco WSA
d. Squid
2. 20— aLY3%FER ELFET,
3. JB—ZHERLFET,

WINHhDTOXY OVERTETIEE . DT ROAAESAUNAESIBELBHYET,
o JO—OLHALTOXU (L, 70— La—F&TJOXFY LO—FRE—HSELE=HIZ. B
NTP H—/\Z#FE R TN LBEDYV—RADOERBEZETILENDYET,

o« JO—aLYEADIPFRLRZHRFETAHEEIC, TOXY OV TRHEBEITILELNHDIIIR
IR—REIUR RAUS hoT—2%FIRE T570— L2 %E IR LTEZELY,

TOZHILHR—k DWW B35 & (X, ROVTNHZERE 1T LTS,

RHFYDY RO 18—k F—IZTE & <&,

« Cisco Stealthwatch H7R—k DER LVE HEE :

Web TH—X% B <5 & : http://www.cisco.com/c/en/us/support/index.html
BFA—ILTHy—RERIG & tac@cisco.com

Copyright © 2019 Cisco Systems, Inc. All rights reserved. -3-


http://www.cisco.com/c/en/us/support/index.html
http://tac@cisco.com/

L ®IZ

o BEETHR—%ER 17515 A :800-553-2447( K EH)

e T—JLKJAK HR—kFE B :www.cisco.com/en/US/partner/support/tsd cisco
worldwide contacts.html

Copyright © 2019 Cisco Systems, Inc. All rights reserved. -4 -


http://www.cisco.com/en/US/partner/support/tsd_cisco_worldwide_contacts.html
http://www.cisco.com/en/US/partner/support/tsd_cisco_worldwide_contacts.html

Blue Coat 7O%Y OV MK E

Blue Coat 70%S OV MR E

ZDE TlX. Stealthwatch ¥ AT LIZER{E 3571-8IZBlue Coat 70X O %R EITHFIEIZD
WTERBALZEY .

e FAMIZ{E A & 1-Blue Coat 7O+ /A — 3%, SG V100, SGOS 6.5.5.7 SWG
Edition TL 7=,

LA X EEM THICE. ROFIEEEITLET,

1. IS99 T, Blue Coat 7OFY H—/N\[ZTFUERLET,
2. [E% % ( Configuration) ] # 7 &9 )voLEY,

Blue@Coat ProxysG

.0.51 - Blue Coat 5G200 Series Model 200-C SIN 0607060072

Management Console

Statistics Configuration

@ General General |
» |dentification

Clock r Identification

Archive Appliance name: ,0.51 - Blue Coat 5G200 Series
@ Network
@ ADN Model: 200-C
@ Services IF address: .100.2
@ ProxyClient

Software version: 5G0S5 5.5.10. 1 Proxy Edition
@ SSL Y
@ Proxy Settings Software release ID: 92100
@ Bandwidth Mgmt. NIC 0 MAC: 00D0B304CE66
@ Authentication — b
- . erial number:

@ Content Filtering EHRLEL LT
@ Threat Protection

@ External Services
@ Forwarding
@ Health Checks
@ Access Logging
General
Logs
Formats

@ Folicy
3. BB —ILDAD A=a—T, [7UAXA%J( Access Logging) ] > [z = (Formats) ] %
209ILET,

4. R=UDTEIZHB [F R (New) | &0y ILET, [ X DAE B ( Create Format) | R—2
MEEET,
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Format Settings:

Format Name: |

() Custom format string (spedify below)
(®) W3C Extended Log File Format (ELFF) string (specify below)

supplier-name rs{Content-Type) cs{User-Agent) sc-filter-result sc-filter-category x-virus-id s-ip s-sitename Test Format

Multiple-valued header policy:| Log last header

5. [f2 XK 4 (FormatName)] Z4—ILRIZ. HILWME KX DL RIZEA ALET,

6. [W3CHi ik O 774 Ltz & ( ELFF) (W3C Extended Log File format (ELFF)) |74 7 a2 %
EBIRLET,

7. [ R (Format)] Z4—ILR (2. RDXF 5| EA D LET,

timestamp duration c-ip c-port r-ip r-port s-ip s-port cs-
bytes sc-bytes cs-user cs-host cs-uri

8. [OKIZVUvILET, RDOET #7# OU DIE B 11 #FT

O T 5I2E. ROFIRIZHEVET .

1. A AZa—T, [7U+ERB%Y(Access Logging) ] > [A4(Logs)] &5JvoL . #FH LIRS
REBRLES, [AY(Log) [IR—CHFHEFT,

Create Log

r Log Settings:

Log Marne: I

Log Format: (SEEldpliieE )

Description: I

r  Log file limits:

The maximum size of each remaote file isID megabwtes
Stark an early upload if log reaches IIBDDD megabytes

Mote: The maximum allowed upload threshold is: 19999 megabytes

[a]4 I Cancel |

2. [—fi% 2% % (General Settings) | 275 )L ET,
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Logs | General Settings Upload Client Upload Schedule

r Log Settings:
Log Formnat: ISteaIthWatch j
Description: I
r Log File limits:
The maximum size of each remote file is ID_ megabytes
Start an early upload if log reaches W megabytes
Mote: The maximurn allowed uplaad threshald is: 19999 megabytes

3. [A5# K (Log Format) ] K BT A YRR s, F B 1 THER LIz EZEIRLET,
4. [EBA (Description)] Z4—ILRIZ, B OV DEREBEA D LFET,

5. R—=U DT #IH5 [& A (Apply) | REVEIIILES ROEI7VIO—F 95472
b DERE JITEHET,

TvIO—K JSATAEREITHIUF ROFIREEITLES

1. [7y7TB—K 9547k (Upload Client) ]| #7% 9 )voLET, [7YvTB—K 9547k
(Upload Client) | R—U A B EET

Logs ] General Settings Upload Client Upload Schedule

Log: | stealthwatch v

r Upload Client:
Client type: | Custom Client ] Settings Test Upload

r Transmission Parameters:

Encryption Certificate: | <Mo Encryption = [¥]
Signing Keyring: <Mao Signing > W
Save the log file as: (gzipfile (@) text file

Send partial buffer after:| 5 seconds

Bandwidth Class: <Mong > v

2. [U9547 k247 (Clienttype) | K BT ZIL YR s, [HRR LS54Tk (Custom
Client)] #ZRLFT,

3. [E% 5E (Settings) ] R2E D)W ILET , [hRALYSA Tk 3 5E (Custom Client
settings) | R—U M BHEFET,
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Custom Client settings: Log StealthWaktch E3 I

r Custom server conneckion:

i==lau (p e as Al [Primarsy Cusktom Server

Host 1P: | .10.204

I Use secure connections (S5L)

F'Drt:l 514

a4 I Cancel

4. %Y FTBHI/—ILRIZ, 7B—aLHYPEDIP 7PRLARETOXY IS—H—DYR=2T R—h %

AALFET,

I O -8 = TIESSLIEHAR—F ShTUOERA,

5. [OK|&7')vILFET,

r Transmission Parameters:

Encryption Certificate: | <MNo Encryption=
Signing Keyring: <No Signing =
Save the log file as: () gzipfile (@) text file
Send partial buffer after: 5 seconds

Bandwidth Class: <MNone>

6. EIE/NFA—AETIE ROFIEZEZETLET,
a. [M§ 5 1t 5 B Z ( Encryption Certificate) ] T. [i& 5 1t %L ( No encryption) ] & iR

LEI.

b. [F—U2Y DE 4 (Signing Keyring) ] K AT 42 YRR Hhis, [E 4B 7EL(no

signing) ] #E IR LFT,

c. [AYT71ILDIRTE T K (Save the logfile as) ] Ao, [TF Ak 774 JU( Textfile) 1 A~

vavEERLET,

d. [BR 49 /\wo7% (E 35 F TH; [E ( Send partial buffer after) ] 75 Ak RyoRIZ5

EAALEY,

e. [7v7FB—K R4 1—)l(Upload Schedule) | 27 %2 )voL. [7otAQT D7V
A—F ( Upload the access log) ] T [## #5 84 ( continuously) | 773V & RLET

f. [# % 52 17 DR & ( Wait between connect attempts) ] 74—JLKIZ60 EA A LFET,
9. [F—T 754705/ yk ] D I ( Time between keep-alive log packets) ] 74— /L

FIZ5EAAALET,
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7. R=UTER O A (Apply) | K2 EDUvILET , ROET 7V IO—F R722—)LD
R E NITHEAET,
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TYIA—k RV a—)VERE THICUE. ROFIEEETLES,
1. [7vFO—K X4 21—)L( Upload Schedule) | #7%&9)voLET,

logs |  GeneralSettings |  UpinadClient |  Upload Schedule |

r Upload kype:

Upload the access log

' continuously € periodically

Wy ait between connect attempts: |6IZI seconds
Time between keep-alive log packets:IS seconds

2. [R5 D7 vFO0—K (Upload the access log) ] T [## %% B4 ( continuously) ] Z:& IR L&
ER

3. [##% =X 17 O & ( Wait between connect attempts) ] (£ 60 # TI,
4. [F—TT734780%5 vk [ OB [ ( Time between keep-alive log packets) ] (&5 # T,
5. R=UTE D[ FH (Apply) | K2 %)y LET,

T, Z78—aL 932D Blue Coat 7O+ A5 D& E M5E T LELT =,

HREICEIAMERRBAERLET,
o JO—OLHAETOXVI(E, 7O—La—RETOXY La—FRE—HEIEE-0I2. BL
NTP H—/\[ZHBM,. £ B DY —ANSEMZZIETILELAHBYET,
o HR—FEINTWRTOXL DO H A AH=ALIF1 DDA TY, T DEH TITIZAY
EIHRR—FLTWAE S & 7OxY La—KRZREB LTRTTE5EETEE A,
o UDP [FHR—FShTLEEA,

Visual Policy Manager D% & #fE 95L&, 70X O oO0—aL Y2 (SEE SN TNSZE
R TEET,
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@ Policy
FPolicy Options
Falicy Files
® Yisual Policy Manager
Exceptions

il ——

1. A2 A=2—0 [5% 7 ( Configuration) ] 27 R— T, [7R1JL —( Policy) ] > [Visual Policy
Manager] %')v9L %9, Visual Policy Manager B &9,

|- Steakthiwatch Management Console (admin - & 710,

Blue Coat Wisual Policy Manager {192.168.1

SE210 Series)
[20

2. BESNTLNBOTOTF B I<H3 [ 8 (Launch) | REVESYYILET . 0T 21K DD
Visual Policy Manager "Bl & %9,

I3 Blue Coat Yisual Policy Manager {

File Edit | Policy Configuration Yiew Help
ac  Add Admin Authentication Layer... 4 Move
Add Admin Access Layer...
Stenalthiv at it
Add DNS Access Layer, ..
No, Add SOCKS Authentication Layer...
LiAny  pdd ssi Intercept Layer... Ay
Add SSL Access Laver...
Add Web Authentication Layer. ..

add Web fccess Layer...

Add Forwarding Layer. ..

Add CPL Layer ...,

| e — S
e e ik

3. [[R)>—(Policy)]>[WebF7 VXL 1+%E& il (Add Web Access Layer) ] 2')vIL %
T, [HT LMV Di& il (Add New layer) ] B & A& R ahE

4. HLLLAVYDEEIZAALT, [OKZ7')VILFET,
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‘ Action | Track |
Allow

Deny
Deny (Content Filter)

Edit,
Delete
Negate

Cut
Copy
Paste

5. [7U>3(Action)] 5l D [{EE (Deny)] &8 YJvIL Th, R TE (Set) ] #0)vILE
T, [FOLaA Tk D% FE (Set Action Object) | FA4 7O A Z=ET,

I3 Set Action Object Ei
rExisting Action Objects
Shiow; IP.II (sort by object-name) ﬂ

% Allaw [
-SE Always Verify

ﬁ. Block. 1M Message Encryption
gy Block Popup Ads

’;" Bwpass Cache

#Hl Check Authorization

6 Deny
nff Deny (Content Filter) _]

-
| SYTN A= T VY TN TSP Y T S S

Mew. .. [k | Remave | Edit... |
oK I Cancel | Help |

6. [FH(New)]Z=0)voL. [77EROT %% B (Modify Access Logging) ] Z:# R LE T,
[7H®RAO5FTS x5~ O & (Edit Access Logging Object) | #4705k RahET,
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&3 Edit Access Logging Object

Mame: IEtealthWatch_Lu:ugging

{~ Disable all access logging:

{~ Reset ko defaul: access logging

¥ Enable lngging ko: ISteaIthWatch j

{~ Disablz logging ko IStealthWatch j

(a4 Cancel | Help |

7. [RADO% %A %1t (Enable logging to) ] 42w LET,
8. NUML&RIZEAAL,. OVERIRLET,
9. [OK]| Z7)WILET , ATV VB MEINET,
10. [7H 34Tk MER E (Set Action Object) | #4704 T, [OK] 9 vHLET,

Fl= Edit Polcy Corfiguration Wiew  Help
T A ruke = Delete rule(s} + Mavzup M 5 tnstall pelicy

1. B LIZHB [R)—EA42 R —)U(Install Policy) ] REES)vILET,
12. [LMNR(NO)] &2V IL. RD IR IT[OK] #0)vILFET .

Statistics

Surmmary
Traffic Details
Application Details
ADN History
Batudwidth Bgmt.

I3 Blue Coat Yisual Policy Manager | .10.24 - Blue Coat SG210
File Edit Policy Configuration WYiew Help
Add rule =i Delste rule(s) 4 Move up
StealthWatch Lorwina |
o T o
1|any Rename Laver... Ay *
Delete Laver
Add Layer Guard
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14. [OFX>%(Logging) 12 7%&H 2 )vILThi, [LAVYDE $1k (Enable Layer) ] #E R LE
ER

15. [RUL—%& A2 Xk —)U(Install Policy) | KA &) ILET , [1V AR —ILENTRID —
(Policy Installed) ] ABAZFE 3,

16. [OK] Z2)vyILZFEY,

Statistics :un‘igur:di-:-r'. Maintenance

Surnmary logsz | dstates |
Bt H Lo [ - |
Application Details Gedtdth |
ADN History

Bandwidih Kyt

17. [# & (Statistics)] 27%#01vYL, OF A—a—TRJEERLET,

@ Sessions
Health Monitogi
Health Chec

» Access Logging

Authentication

Advanced

18. A2 AZa—T. [7HU+tAO%Y(Access Logging)] 2 voLTH., [B5F—)L(Log Tail)]
2IEH)HILET, [ATT—IU(Log Tail) ] 21K onEEE T,

| Log Size ] Upload Status |
L0g: (steabhiwatch K
1458669295,851 0 10,118 42463 66.235.139.205 60 192.168.10.24 80 730 508 - shucterfly.112.207.net heep:i/d
1458669295.861 0 .10.110 65122 23.195.245.198 80 192.1683.10.24 80 149 345 - go.microsoft.com http://go.mi
1458669295.916 0 .10.118 42463 £6.235.139.205 80 192.168.10.24 80 817 507 - shutterfly.112.2o7.net http:/
1458669300.396 0 .10.110 65123 184.51.126.75 B0 192.168.10.24 80 264 450 - crl.microsoft.com http://crl.n
1458669300,892 0 10 100.10.110 65122 23.195.245.195 80 192.168.10.24 80 149 344 - go.microsoft.com http://go.mi
1458669305.022 0 +10.110 65123 184.51.126.75 80 192.168.10.24 80 278 448 - crl.microsoft.com hetp://erla |

19. R=CDTEIZHD [T—ILDEA 1A (Start Tail) ] K2 E I UVILET,

20. #Et DAY AZa—T, [ AT L(System) ] > [A AUk OF 2% (Event Logging) ] #49')v%
LET, COR—TTIE BY I7MUpT0—aL 927y Ta—K &n, T E AT b=
EIDERLET, TAFTHTO0— LY RFEHE INTVENEIDNETRLET,
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g —]
X &

Statistics Health:
Surimary Evant log: END OF LOG

Traffic Details

Application Details 2018-08-17 13:86:21-04:00EDT  “Acmass Lag Custem (StzslthVstch): Couldn't somness to ssryer® 6F ¥000k:1  alog seresm cuseom.spprdl?

ADN Histary 2015-09-17 13:56:23-04:00EDT “Acceas Log [Stealth¥atch): Unable to connect to remote servet for log uploading” 0 EDO0S:1  alog facility
Bandwidth Bgemt. 2015-09-17 13:57:23-04:00EDT "Avcess Log [StealthVacch): Uaable to cobRect TO rewote Server for log uplosdibg”™ 0 E0D0S:1  alog facilicy
ﬂl’m)qr(]ient 2015-09-17 13:55:10-04:00EDT  MConfiy admin &t 10,89 'admin', access log custom clisal primary IP address et Lo "192.168.10.204:35%
@ Natwork 2015-08-17 13:53:23-04:00EDT “Access Log Custom [2vealthWatch: Jonnecting to primary secver 10.204:6514." O E0O00:96  alog stred

ICAP 2015-09-17 14:00:01-04:00EDT  “Snapshot aysinfo_stacs has fetched /=y=zinfo-stats® snapshot_vorker.cppiilé
@ Protocal detalls 2015-09-17 14:15:01-04:00EDT  "NTF: Feriodic query of server .10.10, systew clozk iz O seconds 367 ms slov compared to NTF time. Upds
@ Systein 2015=09=17 14:25:47=04:00EDT "Confiy adwin at -10.83 'admin', installed new ¥PH Policy File and VPN XML File" 0O 140002:70  cli_pag
Resaurces 2015-09-17 14:25:231-04:00EDT  "Conliy adnib &t 210,69 'sdmin', installed new VPN Policy File and VPN XHD File" O 140002:7D  cli_pac
Contanls 2015-08-17 14:53:14-04:00E0T  “iccess log (Stealthwatchi): Configure upload site for uploads to work" O E0OD6:7D  alog facility impl.cpp:
¥ Evinil Logging 2015-08-17 14:33:14-04:00EDT “Access Log [Stealthwatch2): New Log Manager Cbject created. Max log size 13 20000ME, upload threshold 1z 168

Failiwer 2015-09-17 14:33:14-04:00EDT "Avceas Log [Stea

) has been inicialized.”

aloy 2o

e1lity_fwpl.c)

pprzed
L

21. HWTIJO— L Y5 D5 & IDE [TH & syslog B R EZET5HL5120—aL V4%

RELFES,

Copyright © 2019 Cisco Systems, Inc. All rights reserved.

15 -
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McAfee 7OxY O D E

ZDE Tl&. Stealthwatch ¥ X7 LIZEE 1§ 35 71=8IZ McAfee Web Gateway 0 McAfee 70+
AU/ EITHFIBITONTHRBELET,

o McAfee 7OF> D XML AL ID4Fal—2 3y T ILEAIO—K LTSI LR
B 58 LTI, Stealthwatch 00 A—F EXUVSA VR 52—
( https://stealthwatch.flexnetoperations.com) [IZ7 AL T, 7ML,
Readme, 7AXY O D XMLV I4Falb— 3y F7/IVER B LET,

o TAMIfERAEINTzMcAfee TOFS /N—3(8£7.4.26.0- 18721 TLT=,

McAfee 7OFS OVERR E I5I2IF ROFIEEEITLES,

1. XML 774 JL( FlowCollector_[date] McAfee Log XML_Config_[v].xml) Z4~>O—KL .
BY RS AICRELET,

0 ldatel X XML Z7/J/LDAB {FZR L. [vilZMcAfee TOXY N—23oDIN—2 3% =
LET, &9 McAfee TOFL LR L/ \—230F B D XML 7740 ILEE IR LTSN,

ROFIEIHE>TRIFLET,

a. Stealthwatch #oA—R BXUS/ VR £ 5—
( https://stealthwatch.flexnetoperations.com) 7V AL ET, AT/ R—U A&

F79,

b. O 42D &/\RT—K %% ¥ F5T4—ILRICA AL, [AF 12 (Login) | ZH)voLE
T B RBR—LR—UHHEEFETS,

c. [#~>O—FK (Downloads)] #2JvoLET,

d. 1J>%TvX.X Updates for the FlowCollector NetFlow Series | #:& iR LE T,

e. XML 77/ )VEA I O—RLTRELET,

2. McAfee 7O0%Y H—/\ 2O A LET,

Configuration |  Accounts Troubleshaating

Rule Sets Lists Settings

3. [[RU>—(Policy) | 7Aar&5)voL . [JL—ILt vk (Rule Sets) | 27 &9 )vILET,

= Rule Sets

| Log Handler
< Error Handler

&3 User Defined Properties

Copyright © 2019 Cisco Systems, Inc. All rights reserved. -16 -
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4. [A%5 7\ K5 (LogHandler) ] Z## R L. [T 74/ (Default) | Z#E R LET,

Rule Sets Lists Settings

Qadd~-| W[5 X T+ 4
=] Rule Set...

@ Rule Set from Library...
E-‘ Log Handler...

5. BB (AAD)]> [Z473DIL—ILtvk (Rule Set from the Library) ] 2w LET,

| Rule sets |

Log Handler
iy Error Handler

&; User Defined Properties

6. [F7AILHLDAAR—k (Import from file)] Z2vo L. XML 77/ L& R IR LET,
7. AiRk—k&ni=0% /\UR Shvis [meafeelancopelog] #E R LE T,

JL—IL 2wk &l create access logline | & & U send to syslog | DIL—ILHYE 3 [T 5T
WHIEEHERLET,

8. R—=U ML &R IZH S [5% % ( Configuration) ] 74L&V IVILET,

9. R—=CDE IZ& 5 [771 LI T 1% (File Editor) ] 27%%5')v-L . rsyslog.conf 774 JL%&:&
RLFET,

Appliances File Editor

Files

= J_'f' mcafee

| ] hosts

| ] mwg

~+| | ospfad.conf
«+| | ospfd.conf

«| | resolv.conf

«+| | ripd.conf
-+| | ripngd. conf
gl sysiog.conf |
-+ | snmpd.conf
«| | sodkd.conf
~+| | sshd_config
«| | sysctl.conf
-| | zebra.conf

Rl e, e, R

10. THRL ROVRADT EB(T7AIL YR D) 2. ROTFRAREA ALFET,

daemon.info @[FlowCollector IP Address:514]

Copyright © 2019 Cisco Systems, Inc. All rights reserved. -17 -
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# Log cron stuff
cron, * fvar flogjcron

# Everybody gets emergency messages
* emerg =

# Save news errors of level crit and higher in a spedial file, i
uucp,news. crit Juar flogfspooler

# Save boot messages also to boot.log
local?. = fvar log/boot.log

O) 70%Y O THRETADENHAITIRAR—REIUR RAUN DT —2EIRETEHT
A—aLJ4&FIRLTWDIEERE R L TS,

1. ROITEAAUS 7ORLEFET,

*.info;mail.none;authpriv.none;cron.none

12. ROITZEEMLFET,
*.info;daemon. !=info;mail.none;authpriv.none;cron.none -
/var/log/messages

13. R—=U DA LIZH% [ T DR 7F (Save Changes) | R2 &L ET,

14, HEWTIJO—OLI20DHEE INEITHE#. syslogfEHMEZIETHLIITTO—aLY5%
HEELEY,

Copyright © 2019 Cisco Systems, Inc. All rights reserved. -18 -




Cisco Web Security Appliance (WSA) 7% O ME% E

Cisco Web Security Appliance (WSA) 70+
> O DR TE

ZDE Tl Stealthwatch & AT LAIZER{E 3571=6HIZCisco 7OF> OV FEHRTE TAHFIEIZDOLNT
REALET,

Ao
Cisco7Oxy OJ#HEITAICE. RDFIEZETLET,

‘ 0 CiscoWSATOxI (&, TAFY T/AARDEMIE L TR A IPEYR—FLTOEE

Cisco S000V

@ Web Securlty Virtual Appliance
: 8.0.5-075 for Web
Username:  [admir|

-:Hmn

alaln
Gopyright © 2003-2014 Cisco Systems, Inc. Al ghts reserved, | Privacy Statement cisco

1. Cisco 7A¥S H—/\2ATALET,
'] Reporting Web Security Manager Security Services Metwork

Policy Trace
Alerts

Return Addresses
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Log Type: | | Select a log type...
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1. Squid #ETLTWSTL oD T)URTAULET,
2. squid.conf B& EN TS TAL IR [ /etc/squid) ITFEEIL T, TT42THREET,
3. squid.conf IR DITZEE ML T, AFJEHRELFET,

logformat access format $ts%03tu %<tt $>a %$>p %>st S$<A
3<st %<la %<lp %la %1lp %Sun %ru

access log syslog:user.6 access format
4, REFRALTsqudEZH/EHLET,
/etc/init.d/squid3 restart

5. JO0—alL Y2205 %ER % 35 K512, Squid H—/\D syslog Y —ERZHZR ELFET, chld
Linux T4 AR JE2A—3UIT&>TRGYFET A, syslog-ng D5 & (R % /etc/syslog-ng IZ
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# Audit Log Facility BEGIN

filter bs filter { filter(f user) and level (info) };
destination udp proxy { udp("10.205.14.15" port(514)); };
log {

source (s _all);

filter(bs filter);

destination (udp proxy);

}i

# Audit Log Facility END

o JOX O TR B IEIDENHDIIHIRR—BETIR RAUhoT—2%INETHD
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