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F9, EFHIZDOULTIL, [$%1 Data Node BB 1ZS L TESLY,
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Data Store D ERHE 4

NODHRBETIE, TLANIDHEEELTVET , N TA—T U R[E, KRR,

0 Flow Sensor DA . F574v9070774)L, TDMD YT =044 E . BIMOE
HIZE->TELGBRGEELHYET . AP TI2DLWTIEK, Y RATaYER—FZEBLED
B3,

IR7E . Data Store TlZ. 754 <) Data Node HMZ1ELT-15E D AT Data Node &) B
O 35 oA TOER A HAFURITONTIE. D RIHHE—FBENED
<&y,

Data Store # BB 9 5IZ(X. & DataNode ICUATZENY L TET , BEHENERFTHIERIE. [
ATLAVT4FaL—2ay AAFIEFERAL TRV YT TRESNET,

o JL—T 427 AIRELL IP PRL R (eth0) : Secure Network Analytics 7 TSA TV RIZRTRE
I EYRAA, JTY@EEICERALED,

 Data Node 1818 : Data Node @S (CERAIN ST 54X —k LAN E1=1L VLAN A®D
169.254.42.0/24 CIDRTOYIMSIL—TAV T FRalgeR IP PRLRAZHRELET,
AIV—TYMINTA—T U RAER EEEBIZIE, eth2 Eeth3 FEUR—MFYRILEES

LZET ., & Data Node Mo BRAYFE=IXIHILRYET—IZFNLTEDMITRTD
Data Node [ZEETEAHEFMHEZELFE T, Data Store D—EREL T, Data Node (X E I8

ELEY,

o RYRNI—YiER: EE. BMYIAH . VT EBIER & Data Node [RIBIERD 2 DDARYET—2

EBRABETY,

RDFKIZ. Data Store 3Y D Secure Network Analytics ZBEH T ABEDRYNT—F 2T EXAY
FUUICETAEEETEOBMEERLET,

RyrI—HICE8
TH5EEEE

Data Node B @15

Data Node DX
AYF9

gil]l;

Data Node W EEIEETEDLIIC RERAMyFEFRHLTHIIL
T=LANZERELET,

Data Node [BICOHEINDSIURM) Y TERH (RTT) DEZEZ 200
IAYOMKRBIHRELET,

Data Node f[RID VYU RFa2—% 1 UTICREET,

Data Node Bl COHE R JL—T % 6.4 Gbps LLE (10 Gbps £ —F
AAyFHERG) ICSRELET .

Data Node (&, Data Node @B {EZAIREIZT H=HIZHEB DL AV 2
VLANZLE L LE T, Data Node VE DERAEIZHLE T, {R%8 Data
Node ZIRII R YT —Y(ZIETE=ET,
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Data Store D ERHE 4

» Manager £ XU Flow Collector (&, X T® Data Node [ZE[ETES

Secure Network NEAHYES
Analytics 7 754 < «e7r
FREIE e Data Node [&. Manager, X T® Flow Collector, $ KU % Data

Node [CEIZETEANELAHYET

IR7E . Data Store TlZ. 754 <) Data Node HMZ1ELT-15E D AT Data Node &) B
O 35 oA TOER A HAFURITONTIE. D RIHHE—FBENED
<&y,

ethl Z4rL7= Data Node B I{EZAIREIZT BIZ(X. IR XA F T Data Node [E3E{E FHIZIRIL
LAN ZE7=[X VLAN ZRELE T, CDIRE R4 vFId Data Node FEIDBIEFERICLET,

F71=. Data Node 0 Manager £ & U Flow Collector &M eth0 BIERAIZ/NT ) v%S LAN £f=1&
VLAN ZERELET . HlELTRODRZESEL TSN,

Virtual Switch 1

(public VLAN 1 Data Store
(eth0), isolated
Manager VLAN 2 (eth1)) 192.0.2.10

192.0.2.40mgmt o id—mgmt, ingest,‘ query- ethO ‘ Data
‘ query | <@—inter-Data Node comms eth1 ‘ Node A

Flow | 169.254.42.10
Collector 1 i 192.0.2.20
192.0.2.50 ; :M—mgmt, ingest, query: ‘ Data
mgmt, |
‘ ingest <@—inter-Data Node‘ comms ‘ Node B
Flow | 169.254.42.20
Collector 2 i 192.0.2.30

<4——mgmt, ingest,‘query ethO ‘ Data

|

'<¢—inter-Data Node comms eth1 ‘ Node C
|

”””””””””” 169.254.42.30

Data Store 77X ATl 3L VLAN HD /—KF 8 TG/ \—rE —bDARBETT , 2D /\—hk
E—kAVEL e, Data Node DA TS5A 2D ATHEME D ®HY . Data Store KM LLTBYRINEE
UEd,

I 0 BADEEIZDULNTIE, Cisco 7ATZTyiaF /LY —ERIZERBILEHELIEELY,

© 2024 Cisco Systems, Inc. and/or its affiliates. All rights reserved. -19-



Data Store D ERHE 4

Data Node [&. FNFNHTF X TA Flow Collector, Manager. & LUt Data Node &EBIETES
FOITERELET , mBELE/NTAH—I A% 1HF5IZ[L. Data Node & Flow Collector Z R U5 IZED
BELTRIEDEEZHK/NRIZHNIAZ . Data Node & Manager ZRBILIHZRTICEREL TY T D/A\TA4—
TURERBEIELET .

o DIPAT DA —IL: RAAATIL, DataNode #7747 04 —ILRA(NOC R E) ICERET H_&
ZFRR<HESELTLVET,

o MBHRANNAIN—INMY REEBHIZT H1=012, T XTD Data Node Virtual Edition
#RICYIEBARRAME (XN /N—N\AHFZRBBELET, 2KV, 33T LAN T Data Node
BOREEHEIZITAET,

« BN:BENORKON—FDVIT7DEZFMNIRE T Data Store NMFLLT HE, T—2HEE O
T—REEDIVRAINELGEYET , Data Node DEREICH L TIE, BICIFEFREO HIFS
NBEIIEELET,

Data Node DEBENFEAE T 12k, TTSAT U RE)T—RLI=15E . FD Data

@ Node DT —AR—RAAVRAVANBENICHESLEWNZEAHYET, T—FR—X
DTN a—T4 T EFHTOBREHICDOLTIE. [VATL OV I FaL—30
HARIZESBL TS,

Secure Network Analytics (&, # 41 F3IV0 ToT4T74 ET VT EFERALTRYNT—UDIKEE
BELET , Secure Network Analytics DAV TFANMIBITAIIUTA4T1EIE FYRT—U LD
TRARPIURRA MWDz, AIGHADRRFIIZEBIH TEDLDTT A AFIVI IUT4T4E
TIITIE RYRT =IO TEEINSN STV ERITINDT IVTAETAIZEDNT, T T+
TAIZBET HIBHREUNELET , FFMIZ DUV TIL, [ Analytics: Detections, Alerts, and Observations
GuideJZZHL TZELY,

Analytics ZBRNCT BIZIE LT OERGTRAZHET DVENHYFT,

o EE DD Flow Collector Zlg A= FE=[L/\—FJ 7 Data Store B TEHRET 5,
e Secure Network Analytics Data Store KAA (X1 DDA FEHT 5,
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) —REH

) —REH
DI AV TR AREBTISATUAD ) —RERERLET,
D3> NREFERAL T, Secure Network Analytics Virtual Edition 7 75472 AD A R
P—ILEREICHELGRELTRLHELET .
e Manager Virtual Edition
¢ Flow Collector Virtual Edition
¢ Data Node Virtual Edition
¢ Flow Sensor Virtual Edition
¢ UDP Director Virtual Edition
« 1 BEYDIO—DOHE (AT ay)

AT LITHELR)Y—REHERLTESWD, ZOFIEX, D AT LINTA—I U RIZ
EOTEETY,

ILWETR))— A DR VIKBE T Cisco Secure Network Analytics 7 7547 A E BT S
BERIF. TIFATUORAD) Y —RAEREEZIEFREESRL BEITSLTYY—REEO
L. EHOEEMSSUKEEEEUICHBFTIDLENHYET,

e ROBODFHNALEZIZGB DSHEIX. RDELSICEERINET ., 2D 30 F., BEFIC
(£ 1,073,741,824 INA M ZZHLULMEIRD B 4L,

CPURREDIEHE

EXSi7RAR T CPUZFH T HEZICRAD/INTA—I U RE1FDIZIL. [CPUERTE (CPU Settings)]
T. CPU R D [F#J (Reservation) ] FZEICRDEAENFHIN TSI EFHEZELTES
A

<Recommended number of CPUs> * <Core Frequency> = <Frequency Reservation>

CPU Qa7 AR (TOtyH 24 7) (F. INAIN—NNAHDIRACDEM 253 TR TE
9,

ROFITIE, 8 @D CPU [T EEE(ZDIHFE L 2,400MHz (F1=(X 2.4 GHz) ) Z#MTET . Th
[2&kY . BIREBFHIZERT S 19200 MHz DEENELNET,
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Edit Settings = perfi-esxig80 %
Virtual Hardware VM Options Advanced Parameters

ADD NEW DEVICE v

Cores per Socket

Sockets: 8

CPU Hot Plug Enable CPU Hot Add /

Reservation 19200 v MHz /

Set
Limit ﬂ‘ Minimum: 0 MHz al

Maximum: 19,200 MHz
Shares Nc o

EMIZDOULNTIL, T3b.ESXi RAVR 7RV Y —IN—ADRBEFTISA TV AD A AL (1SO) |
ERALET,

Manager Virtual Edition D&/ND)Y—RE|Y B TEFRE T AIZIL, Manager [CAOT AT HTE
bi?iﬁééhéﬁﬁl—*f—wﬁ’éfi&)iﬂ'o JY—RENY Y THERET HICIE. ROETHESHEL
TLIEELY,

Manager

FREEN  DATHF SEPHF DARD  IBBEYD o

a—H—x # CPU HAE AL— J0—#
=K9 6 40 GB 200 GB £ X 100,000 100,000
10 #8 12 70 GB 480 GB 100,000 #B 250,000

*Iﬂﬂ%:;_—h“‘—l:li Manager 75 A 7 e RIFICHERT AT V12— ILEHLR—FPEANE
EFNFEJ,

Flow Collector Virtual Edition D)V —RXBHFRET HIZIE. FYLT—OTFEEINS 1 #HT-Y
D70, BLUVERTEIFEDITIRAR—BERACDHEFELET, MO TIH. M1
H-Yooo—nitE 1vsarEsRBLTES0LY,

FI-. FPS DFH ELRFEHICIOTRINRMN —VBRENBRILIEABYET,
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Data Store A Data Node [&. Flow Collector TlZ7x{T7O—% N3 51=H. TEL TS ER
(Data Store %L . F1=1d Data Store HY) DEHZ LT SBL TS,

Flow Collector (Data Store 7&L)

\ oy  CPB
(30 BR)
&K 10000 2 24 GB 600 GB =K 65535 A 1024 25000
A 30000 6 32 GB 900 GB X 65535 #A 1024 100,000
& K60000 8 64 GB 187TB R K 65535 ®AK2048 250,000
=K 120000 12 128 GB 36TB B A 65535 ®AK4096 250,000 2

Flow Collector (Data Store #Y))

1 BHEYD  BATH BATH DARN AVI—TT e g g

J0—# FHCPU FHAEY AL—T AR

&K 10000 2 24 GB 200 GB XK 65535 #K 1024 25000
A 30000 6 32 GB 200 GB &K 65535 #HK1024 50,000
X 60000 8 64 GB 200 GB KX 65535 ®A2048 100,000
=K 120000 12 128 GB 200 GB B A 65535 K409 250,000

RDIEHREHERL T, Data Node Virtual Edition D) —REHEHELET,

s 1BI-YD7O0—DHE: AT —OTFEIND 1 HE-YDOTO—FRELET, ¥4
[ZDOWWTIX. M BBV IO—DHE 1t/ a3 ESBLT S,

o DataNode D :1 D DataNode., F£1=1& 3 DLLE®D DataNode ZERHTE=EI (3 DT 1
tyk), FEHHIZDWTIE. TPTSA T ADEH (Data Store HY)) 1FSHBL TS,

1 BHEYDITO—DHBEICEINVTROUERESREL, VYV —REHEZRELET,
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) —REH

B — %8 Data Node Z{i§ X f= Data Store

18H-=YD
J0—#

%X 30,000
%X 60,000
=X 120,000

=X 225,000

WAFRHE DEFPHFE Bi— DataNode DIHAARMNAN—D
HAE) (30 HFERE)

# CPU
6

6

12

18

32 GB

32 GB

32 GB

64 GB

225TB

45TB

9TB

18 TB

3 DM {18 Data Node % {5 2. 7= Data Store

1#HEYD
70—

%X 30,000
%X 60,000
%X 120,000
%X 220,000

X 500,000

BEF
% H
CPU

6

6

12

18

18

WETH
FEAIE
1)

32 GB
32 GB
32 GB
64 GB

64 GB

% Data Node DB
INRRL—E (30 BRER
)

Data Node $%7=Y) 1.5TB
Data Node $#7=1Y) 3 TB
Data Node $%7=Y 6 TB
Data Node & 7=Y 10 TB*

Data Node #71=Y) 15 TB*

3 D@ Data Node Data Store
DWER/IAN—T (30 H
MR E)

Data Store FHIZ&5145TB
Data Store FHIZCRET 9 TB
Data Store FHIZRE 18 TB
Data Store FAIZ& &t 30 TB*

Data Store FHIZ& ET 45 TB*

* RKIRBIRIBETIX, TUAN) DREREMNZEINZ 5= 12 Data Store IRBE{LASERAINET,

ZMDt3>TIlX. Flow Sensor Virtual Edition [ZTDULNTERBALE T,

o Xyl [7O0—Fvvat A X (Flow Cache Size)] FlIZI. FlowSensor HA[E]HF(ZALIE
TEBT7ITAT7A—DRREMNTEINET , T vl alEFTHEAAT)DETHES
n.7a—FX 60 EITTIVasnFET, [TO—F vyl a2t 4 X (Flow Cache Size) ] &
FARALT. E=3—RELIT4vIDEICHLTREGAERIDREFEELFET,

o B IRBICHERY—ADEIL, SESEFLAEMER (EH/ T ybH A X, N—X bk
L—bk, ZOD R T—0ERARDIKR) IZICTEBYET,
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) —REH

Wi A% — @A 70— Fy
NIC- E=4— DBEFH BAGMN—  BRERDN  papnzz—  Sa44R

Uy R—p FOI7FHFE TIAF SO0 (FlE7a—
CPU HIE L— =
DExXE)
1X 1 Gbps 2 4GB 75 GB 850 Mbps 32,766
1,850 Mbps

2x1Gbps 4 8 GB 75 GB P%’%éi%él} 65,537
VBE—TIAR
(igh/ixgbe #EMFE 1=
[ e1000e ZEHL)

3,700 Mbps

4 X 1 Gbps 8 16 GB 75 GB PQ&%’;;’%L\%& 131,073
UR—TIAR
(igh/ixgbe #EMFE 1=
[% e1000e #EHL)

8 Gbps

PCI/NARJL—&EL
~51
1X10Gbps* 12 24 GB 75 GB TREEINTINSA 512,000
UR—DIA R (A
T )L ixgbe/i40e #E

#)

16 Gbps

PCI/NAXRJL—&EL
~1
2 x 10 Gbps * 22 40 GB 75 GB TREINTINSA ,000,000
UR—DIA R (A
T )L ixgbe/i40e #E

#)

*10 Gbps RIL—TYFDBEE . TRTHCPUE 1 DDV YMZEFELET, :BID 10 Gbps NIC
Z&IZ 108D vCPU & 16 GB D RAM #1BiNLE T,

723y B VMARNT1 DLLLED 10GNIC ZFERATEET,
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) —REH

Flow Sensor Virtual Edition R~y cJ—2IxiE

Flow Sensor Virtual Edition #A> Ar— )L BHIIZ. CHEADRYN I —IBREOSATEHERLT
{FEEL, 2O HARIZL. Flow Sensor Virtual Edition TE=ZA—TE3F R THDRYNI—YRES
FTHOTULVET,

H itk : Secure Network Analytics [& VDS IR ZHR—FLTULVET A, VMware Distributed
Resource Scheduler (VM-DRS) Z#H 7/ R—kLTULVEH A,

g_?f*‘yl*'j—7ﬂiﬁ : Flow Sensor Virtual Edition [&. RDAA T DRER VT —VRELTERL
o REO—AHIL TYT RYRT—H(VLAN) FSo X5 EFERLE=RYNT—5
o (OA—AHILR)S—EEDERBRT)1 DLULLED VLAN T/ Yk BEZ8—) 00 TINA ADIE
A ZIEIN TS, 7BELT= VLAN
o 754~ —kVLAN
o INA/N—/\AH ;KRR (VLAN LLS})

Flow Sensor Virtual Edition D +5 744
20— oY —TlE. XD Ethertype TSIy ZNELET,

Ethertype ZakajL
0x8000 BED IPv4
0x86dd BED IPv6
0x8909 SXP
0x8100 VLAN
0x88a8
0x9100
VLAN QnQ
0x9200
0x9300
0x8847 MLPS =%+ Xk
0x8848 MLPS ¥ J)LFF+ Xk

J0— oY —(&,. & EHD MPLS SR )LE=IL VLANID ZEEL. THVRKR—FLE
o INTYREMIBLTWAIGEIX. DS RNILE/NA/NALET,
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) —REH

UDP Director Virtual Edition Tl (REYUARDEBEH/EZFH-THENHYET, F/=.FPSD
HELREBEHRICI O TRINAN—CBENMNEZRTEAHYET .

WEFHFH CPU WAFHEHAEY BINT—3 AL—D BXFPS L—p

2 4GB 75GB 10,000

AR DT 3 TRUELDEFERLGRAN —CREICEDVWT)Y—REBEHREZHET DIE5E
%, IR 1 H-YDIO—(FPS) DEtEEXFERTEEY,

Flow Collector AkL—MD 1 #rdp =Y D 70— EH & (Data Store ZEL TOD E
)

Data Store 7L T Flow Collector (NetFlow) BT 2G5 IL. RD LSRN —PDEIYHTH
HELET,

[(B ¥ FPS/1,000)X 1.6 X B#4]
e daily average FPSZEHLFEY,
o CD#IEZ 1,000FPS TEIYET,
. ;@%ﬁzﬂﬁl:xhb—&“(b 1.6CBZE#HNTHE 1 BHADAMN —VICHBTHENFONE
o CODHEIZ Flow Collector DERAN —DTO—%RFTHEHEHNTET,
EZIE. RDVATLDIGE:
e 50,000 daily average FPS ZALIE
. 30 BEIZ7O—%&%E
Flow Collector Z&IZRDKIIEHELET,
[(50,000/1,000)X 1.6 X 30] = 7,200 GB(7.2 TB)
« AR FPS = 50,000
« BEFEY 50,000 FPS / 1,000= 50
e 50 X 1.6 GB = 1 HHIEYDRFL—UHEE 80 GB
e Flow Collector #7zY 80 GB x 30 H = Flow Collector #7zY 2400 GB

Data Node AL—UD 1 B =V 70—DEE

3 D Data Node Virtual Edition |Z Data Store Virtual Edition ZEE9 535 & 1%, Data Node = &
(2. ARL—DEIY B TERD B ETHETHEFHRELET,

[(ABFEY FPS/1,000) X 1.6 X B%] / Data Node #

e daily average FPSZEHLFEY,
o CO#EZE 1,000FPS TEIVET,
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o COBUEIZARL—U M 1.6GBERHMNTAE. 1 HODAMN —YVIZHYTHENGELONE
ERP
o COOHYEIZ. Data Store DERCL—DT7O—FRETHEEERENTET,

o ZMDHE% Data Store N0 Data Node #{ TE|->T. DataNode HI-UDALL—TFEH
LFE9,
FEZIE. RDVATLDIGE:
e 50,000 daily average FPS ZALIE
« 90 AM7O0—%&R%E
e 3 DM Data Node ZifH

Data Node 7=V DEIEZRDLSICEHTEFET,
[ (50,000/1,000) X 1.6 X 90] / 3 = Data Node Hi=Y 2,400 GB (2.4 TB)

« HEFFH FPs = 50,000

« H¥E 50,000 FPS / 1,000 = 50

e 50 X 1.6 GB = 1 BHFYDAFL—CHHE 80 GB

e Data Store $71=Y 80 GB X 90 H = Data Store #$7=Y 7,200 GB
e 7,200 GB / 3 Data Node = Data Node #®71=Y 2,400 GB(2.4 TB)
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1L EBERI7A7I+—ILDERTE

L BIERI7AT7 24— ILDERTE
TIZAT o ANBEYIRIETEDLSICT BICIE, T7AT7I+—IILFEET VX 2V bO—IL
YRAMZE D TREREGEN T OV IEINLENESICR YN T —IFRETINELHYET , CDIE
[CRENBEHREFALT. TTSATUVANRYENT—IF N L TRIETED LSRN T—V%
HRELET,
F—TUOR—MIFTRTDTITFATUR)
ROBR—EHBALIREEIZE > TT7 TS5 4 7 X (Manager. Flow Collector, Data Node. Flow
?ggiczn UDP Director) CHEHIBRDT7 VAN AEEIZLE S KIIZ, RFYRT—IEEBHLFELE>TK

e TCP22

e TCP 25

e TCP 389

e TCP 443

e TCP 2393

e TCP 8910

e UDP 53

e UDP 123

e UDP 161

e UDP 162

« UDP 389

e UDP 514

e UDP 2055

e UDP 6343

Data Node D ZF DDA —T7R—F
F 1=, DataNode Ry b T—IIZBRAT HEE (L. ROKR—EHFHWIRET, EFIEDOT7TIEX
FIRMTEHIEEHEZEL TS,

. TCP5433

« TCP 5444

« TCP 9450

© 2024 Cisco Systems, Inc. and/or its affiliates. All rights reserved. -29-



1L EBERI7A7I+—ILDERTE

Secure Network Analytics TIR—FMED ISIZFREINEINEFRDRIZRLET,
EEFT (VAT UR)
EEZEL—HY—DPC

TRTDT7ITZA4TY

A

Active Directory

Cisco ISE

Cisco ISE
SEng v—x
Flow Collector
UDP Director
UDP Director

UDP Director

UDP Director

Flow Sensor

Flow Sensor

NetFlow THXR—4A

sFlow TORAR—%4

TR—Tx
Manager
RAR—Tx

Manager

SESE (H—/\)

TRTDFIFATVR

YT —0 DEFZIIR

Manager

Manager
Manager
Manager
Manager

XR—Tx

Flow Collector (sFlow)
Flow Collector (NetFlow)

Y—RNN—FTADARVNEEIRT

Ly

Manager

Flow Collector (NetFlow)
Flow Collector (NetFlow)

Flow Collector (sFlow)

UDP Director

Cisco ISE

Cisco ISE

DNS

H—F

TCP/443

UDP/123

TCP/389.,
UDP/389

TCP/443
TCP/8910
UDP/514
TCP/443
TCP/443
UDP/6343*

UDP/2055%

UDP/514

TCP/443
UDP/2055
UDP/2055%
UDP/6343%
TCP/443
TCP/443
TCP/8910

UDP/53

ZJarajL

HTTPS

NTP

LDAP

HTTPS
XMPP
SYSLOG
HTTPS
HTTPS
sFlow

NetFlow

SYSLOG

HTTPS
NetFlow
NetFlow
sFlow
HTTPS
HTTPS
XMPP

DNS

© 2024 Cisco Systems, Inc. and/or its affiliates. All rights reserved.

_30_



1L EBERI7A7I+—ILDERTE

EET (V4T BEGH—N)

Manager Flow Collector
Manager Flow Sensor
Manager Flow T AR—4%
Yr—Tx LDAP

Rtr—Tx CRL 3 BRA b
Rp—Tx OCSP LRRU4
a—4%—PC Manager

R—k ZJoran
TCP/443 HTTPS
TCP/443 HTTPS
UDP/161 SNMP
TCP/636 TLS
TCP/80 HTTP
TCP/80 OCSP
TCP/443 HTTPS

* CNIETIAIE R—bTTMN, FED UDP R— b2 T HRR—ATHETEET,

Data Store BT 51=DIZT7A 7O +— L THGBER—FERIZRLET,

4 %1%7‘:(9547*/ 5115k (H4—7 3—)

Flow Collector &

J NAR—Tw Data Node

DI RTD Data

1 Data Node Node

Manager. Flow

2 Collector, KT  NTP H—/\—
Data Node
Manager. Flow
2 NTP H—/\— Collector. LU

Data Node

Flow Collector &

3 NA—Tw Data Node
3 Flow Collector Ir—F
3 Data Node IR—T¥

R—k

22/TCP

22/TCP

123/UDP

123/UDP

443/TCP

443/TCP

443/TCP

JabaFRIZEK

SSH(Data Store T—A3~X—X
DHEEICHE)

SSH(Data Store T—A~N—X

DML B LUV T—IR—RE
BAXDIZHE)

NTP (%I B HA [Z A 2E)

NTP (B3 %I B HAZ A )
HTTPS(Z7 7547 ARBID+
FaT7BEITBLE)

HTTPS (7 7SA 7V ARID+
FaT7BEITVNE)

HTTPS(Z7 7547 ARBID+
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1L EBERI7A7I+—ILDERTE

NetFlow T4H X

Flow

X7 BECLE)

LIS
4 R—4 Collector: NetFlow 2055/UDP NetFlow DHRY25
DI RTD Data Data Node i Avt—o2 4
5 Data Node Node 4803/TCP H—F 2
— s DI R TD Data Data Node il Avtz—2 25
6 T—%/—F Node 4803/UDP ;" oo
DI RTD Data Data Node i Avt—o2 4
7 Data Node Node 4804/UDP H—E 2
Manager. Flow
8 Collector. KT  DataNode 5433/TCP  Vertica 754 7> MNESR
Data Node
T fth D3 X TD Data Vertica *yt—I 9 H—E X
9 T—3/—FK Node 5433/UDP DE=Z—1 5
o Flow Collector .
10  sFlow TORHK—4 (sFlow) 6343/UDP  sFlow M EXY A H
11 DataNode DT NTDData  gopqpp  DataNode filxyt—2Y

Node H—EX

RORIZ AV TV BEHICE O TRESREEDEEZRLET

EEX(OFM4TUR) BHEH—N) R—k Zokan
IRTCDT7IZATVR 12— —PC TCP/22 SSH

Manager Y—FIR—TFTADAREESXT L UDP/162  SNMP -+
Manager Y—RNR—FADARUEERT L UDP/514  SYSLOG
Manager BFA—ILT—brozA TCP/25 SMTP

Manager ZHI1—K TCP/443  SSL
a1—4%—PC FTRTDTTIATUR TCP/22  SSH
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1L EBERI7A7I+—ILDERTE

RDOE(Z. Secure Network Analytics VAT LIZE > TERASNASEIFLEHKERLTULED,
NoDR—bD—EFA T3> TT,

j D TE-;J/443 (https)

TCP/22 (ssh - optional) Manager

(Central Manager)

Active :
------ TCP/UDP - .
Directory D R 3‘;9 Protocols (all appliances)

UDP/53  (dns)

UDP/123 (ntp)

TCP/25  (smtp - optional)
UDP/514 (syslog - optional)
UDP/162 (snmp-trap - optional)

(ssl)

IDentity :
A ' N N
: ubp/3514 i | Tcefasz |
! < ; : h {1 UDP/161 (snmp)
* . TCP/443 (https) ] i (https) 3
'.-“ ;--------:?"-’-----------------------------!---------SPAN/TF;P "{:..*.-.'E‘ ~‘5-':-‘ .
A A E A A
------ UDP/2055----J DR —
Secure Network Analytics Secure Network Analytics | | uDP
Flow Sensor Flow Collector I Director
i § : Exporters:
Sesssosssssseseoooees re- Routers and Switches
3
§ UDP/2055 (NetFlow)
UDP/6343 (sFlow)
UDP/123 (nip) UDP/2030

UDP/53 (dns)

ajn

Endpoints
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LITOREIZTRT LI, Secutje Network Analytics 77547 A lE. REBRYRT—5 RykJ—
SED., F=IEDMZADWTNTH-TH, RV T—IE R TEELRYNT—IET AV MDD E
WEHNL YD RSN AL ICERMICEBRT A2ENTEET,

Admin
Accessing
'.’ Manager
L\
@ l Manager
ik Manager-Data

Node Comms
poo
NTP Inter-Data Node

Server Data Store Comms

(3 Data
% Nodes) 175 Y6 @

A 8 9 |11
FC-Data Node

Comms

8
Flow Flow @
Collector Exporter
> < Manager-FC
®

Q0
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2. Virtual Edition 1 AR— L7 L DA O—K

2. Virtual Edition 1> AR—ILI77ALILDE Y
O—K

ROFIBIZH ST ARETTSATUADAVAM—ILEAD ISO J7/ILEA D O—RLET,

TISATURA )
RE<IY VAL 7P A e
)17
VMware vCenter Z{F AL TIRIE 7
3a. VMware vCenter ISO SATUREAVA—ILLED .
T ESXi RV R 7AVHRA R —/\—(Z
3. VMware ESXiAFE7B2F— 150 RIBFTSATUREAVRR—ILL
N EX S
e . KVM & Virtual Machine Manager Z{&
&Cérivzﬂr&*u bR I achiG 1SO ALTRETISATUREAVR
—g F_)Lbasj—o

1. https://software.cisco.com T Cisco Software Central [CAY A4 LET,

2. [F9>0—KEEHE (Download and manage)] > [A o A—KEF7w T4 L—K (Download and
Upgrade)] 233> T, [ O—FRIZ7 1A (Access downloads)] Z:#EIRLET,

3. [AFDER (Select a Product)] Z4—ILEMRBRESNAETTFIZRYO—ILLET,
4. Secure Network Analytics Z7AILIZIEX. RD 2 DD AHETTIRATEET,

o ZUITHRA: (25 DEIR (Select a Product)] 714—JLKFIZ Secure Network Analytics
EANLFET Enter ZHLFET,

o Aoa—TRR:[TXTESHE (Browse A1 EV)VILET, [EF2)T+
(Security) 1> [y b —Y DA RIEEET AT — 3> (Network Visibility and
Segmentation)] > [Secure Analytics] ([Stealthwatch]) DJIEIZEIRLET .

1. PTZATVREATERIRLET

e Secure Network Analytics Virtual Manager

e Secure Network Analytics {% %8 Flow Collector
e Secure Network Analytics {% %8 Flow Sensor

e Secure Network Analytics {& %8 UDP Director
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2. Virtual Edition 1 AR— L7 L DA O—K

e Secure Network Analytics {R 8 Data Store

2. [Secure Network Analytics > AT LY IR 7 (System Software) ] Z#:EIRLET,

3. [&E#')—X (Latest Release)] BT, [75.0](Ff=(FA 2 A—ILT B 15x D/N—23) %
ERLET,

4. HooO—K: ISOAMVARM—IILIF7AILERDITET [F 9> O—K (Download)] 74V E
f=1& [A—HMZEM (Addto Cart) ] 7AAVES ) HOLET,

5. ZOFIEERYRLT. TITSATURIATZEIZT7ANLES HoO—RLET,
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3a. VMware vCenter 2 ALTzRB7 TS54 7V AD A2 A +—)L (ISO)

3a. VMware vCenter Z{ERALI={RET7IS14T7>
ADAAR—IL (1SO)

B2
VMware vCenter Z{F AL TIRE 7 TSA T REAVAM—ILT BIZIE. RO FIEIZHELNET . Tl
DHEEERTDEHEREX. RESBL TS,
e VMware ESXi RAV R 7AH—/\—:[3b. ESXi R4V R 7O Y—/IN\—~ADRET7TS547
VADAAM—)L(ISO) I1ZEALET,
o KVM:[3c. KV M TRRMDRBT TSAT7 U ADAUA—IL(ISO) 1%ERALET,

Secure Network Analytics v7.5.0 [&. VMware 7.0 £1=1% 8.0 EH#EMNHYET , VMware

0 6.0. 6.5, =7-1% 6.7 & Secure Network Analytics v7.5.x [ HR—rLTLVEE A SFHIC
DUVTIZ. [vSphere 6.0, 6.5 ,and 6.7 End of General Support]®D VMware DY =217 L%
SHELTESLY,

(L HSHIIZ
AV A= ILEIROBHEIZ. RO EHEFIEZFSTE T LTS,

1. Bt . THiR OEBEEHZEZELET,

2. JY—REH T)Y—REH | DEBEFHERL. TISATURIBEREY LB TERELET,
JY—R T—=IVFEEIERBAEEFERLTIY—RZEYHTET,

3. D7ATIA—IL. BIEDIFAT IA—ILEHRELET, FMICOWTIE. M. BEERT7A
T IA—ILDEEFRTE 1 ZSBLTIZEL,

4. T7AIVTTSATUADISO 774 ILESFHO—RLET, FIEICDULTIX, 2. Virtual
Edition 1> AR—ILIZPAILDF 2 O—F 1S BLTIEELY,

5. Bl ARBET7 TSAT U REAVAR— LT B VMware BERD /A /\— /N HFHRAMIEETE
SNEBZAELWLEZERLTWAIEFERLET . ELLLEWEE . RE7TSAT7UR
FRETELRLIEABYET,

A Secure Network Analytics 7 7547 RAERCYIBIS AR/ AT LIZEETETEL LY
I UFEEIFRETIEADAR—)LLIENTLZELY,

FTTIZTAV A= ILENTWNBHARRLIN—230 BN EEEZEINBT-8 . Secure Network
A Analytics (RIEET TS 72 RIZ VMware Y—IJLEA Y ZAR— LU N TS, AV R
f—ILT B ARBTITSAT U ANMEREEIZRY . BAVAMILARE(ZRYFET,

vCenter ISO)Z{FRAL=RBT7ITSAT U ADA 2 A—)L

VMware vCenter (E1= R DEE) NHIEE L. ROFIEZFEHAL.ISOEFALTRET S
FGATORGEAVAMN—ILLET,

Data Node E7=[& Flow Sensor # BT 515 &1L, BELFIEDIT R TERETL TSI X
LTLEEELY,
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F—B/—F
RDOFIEZERTLFET

1. Data Node [E:&{E A DRI LAN DERTE .

BARBT7ITSATUADAV A=)V IZHEHFE T, DataNode (RFET TSA T REAVR
=L BEEE. 2 DDRVET—ITFEZTEEAVRM—=ILTBRELRHYET,

Flow Sensor
ROFIEEETLET,

2., S5o4vOEERTZI0— Y —DRE
SRETFISAFTUVADAVAM—)L
4. BNE=H—1) Y R—bDE S (Flow Sensor DH)

FTOMIARTDTISATUR
7 TS5A T2 A Data Node F1=1d Flow Sensor TIHELMES X, RO FIEEZEITLET,

BARBT7ISATUVRDAVR—)L

0 A=a—¢ET 574090 D—FIE, ISR BREFELGDIEENHYEST, VIO T
[ZR89 AEEHMIZDULNTIL. VMware B4/ REZSBBL TS0,

1. Data Node fEI:8{E FHD L LAN DEETE

Data Node Virtual Edition v cJ—2IZRBE 9 5155 L. Data Node [EB{ERA D eth1 Z/-L T
Data Node W EEICEETEDLIIC REBRA/yFHFHL THIL LANZRELET,

AAYFDHREIZIE 2 DDA T avrbyET,
o vSphere HEX M YFDERTE
 vSphere AR AYFDERE

vSphere Z2# X /Y FNDEXTE

1. VMware RAMREICAT AV LET,

2. vSphere BERX A/ YFDEREIZDLNTIX, VMware D vSphere 12X A F DVYERLIZET %
R Ak [FEEE] 2> TS, FE 4 Tl BB# X A wF (Standard Switch)] A7 3
o0 [rIE<R—K84 )L—T (Virtual Machine Port Group)] &R 32 &I25FE L T
=&y,

3. ROBIEAET 3 EETISATUVADAVAC—=ILIICERET,
vSphere D EXR A YFDERTE
1. VMware RRAMREIZOT A LET,

2. vSphere DEXR A YFDERFEIZDULNTIL., VMware @ vSphere D8I AA v F DIERLIZEIT 5
FEXatA b [HEE] (TR TLESW, FIBS5a DT YT IDEIZIE, LEEH1DDTY
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TVoODRRBETYT M EROKRIMNI/—REFBESEDHATHEVRY, 7TV 0EH
B DREEIHYEEA EBDKRAMI/— DT ILENHIESF. AT Y
A=k IZBENEHEESEL,

3. RDIEBIZHEHSFET 3. WBTISATUVADAVAM—ILIIZHERAET,
2. 574w EERTHI70— oY —DRTE
Flow Sensor Virtual Edition [ZI& VMware IRIZEZ AItR{\L T HHeEN HY . 7O—IEXIIEFEZD D
A—T—A3% £ M TEFET, ENA/N—NAHFRRACAEIZA VR —ILENBEEBTTSATUR
&L T. Flow Sensor Virtual Edition [&7R Ak vSwitch Mo —H Ry TL—LEZZEIRIIZ T T
FylL. hont—aoR7 EvhL—b, LU\ YL—MNZBERTIEEL YA #iET
FHRESOTIO—LaO—FFHERSICIERLET .,

| O =5 2BBEROSKRRNITIO—E Y —EAVR— LT ZBERHYET,
RDOFIEZEFERALT, vSwitch EDFZ 7190 %Ef]8T 5K, Flow Sensor Virtual Edition R M &
SITERELET,

o FBROKRANTD vSwitch DEELR

o BB—MRANT® vSwitch NDETHR

PCINRRI—IZ&KBNENS T4 DE=R—) T
F1=, ERT B PCINAR I —FFHALTEERYNT—IFE=4—1)>% BIZ Flow Sensor Virtual
Edition #EXETH_EELTEET,
o B :igh/ixgbe ZEHL F1=1X e1000e ZEHLD PCI /AR R JL—,
o 1)) —R1EHR: [Flow Sensor Virtual Edition]ZZS BB L TLEE0Y,
s AN BERIFATI+—ILOERTEIZSELTIZEL,
e ZF|IF:Flow Sensor Virtual Edition [Z PCl Ry —H A B—D 1A REEBMT BIZIE.
VMware DY =27 JLEZSHL TS,
BFHDORASTD vSwitch DEZH

Flow Sensor Virtual Edition Z{ERL T. 5D VM £z IF X 2D 58 vSwitch LD S T499
FEERTBHICIK. COIEOFIEEFALET,

Dt aAVORNAEIF. VDS RYbT—IIZDHEEELET . VDS LA DIRERNIZRYET—IH
HBEHEEIL. TE—DHRAFTO vSwitch DERIITEAFT

HEZEN

| O =59 2BENORRRNITO—E Y —EAVRR—ILT BRERBYET,
COEREICIE. ROBEHELHYET,

o SERRIEAR—b (dvPort) : EH%: VLAN R EZ{To7= dvPort ' )L—T% Flow Sensor Virtual
Edition TES 9 5% VDS IZIEMLZE T, Flow Sensor Virtual Edition M®xyrT—42 ED
VLAN & VLAN USADFEF DS 749 0%BERTDEEIE. TNENDEIALT(21DF D, 2
DM dvPort R—r T IL—TE#ERTHILENHYET,

o VLANID:IRIEETVLAN(VLAN b5 XU T F X T4 R—K VLAN LISV ZEAL TS5
5. COFIEEZEITTAIZIZVLANID ABHETT,
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o BERIE—F . H%,
o HER|R—b:vSwitch IZERE

VDS # AL TR YN T —IZFRETAICIERDFIEEETLET,
1. [RyrT—F2%4 (Networking) ] 74V x v LET,

" 5 (D)

2. [ybT—F>2% (Networking) 1Y) —T. VDS ZH7)vILET,
3. [9E7R—k%5 )L—T (Distributed Port Group)] > [E1#R 5 Bi7/R—b 4 JL—7 (New Distributed

Port Group)] Z#EIRLEY
& Actions |
Distributed Port Group L4 & New D\str-bu'i:ﬂ Port Group.
G Acd and Manage Hosts Import D 5zr}{i-j; Port Group
Edit Notes & Manage Distributed Port Groups
Upgraae
Settings .
Move To
Rename
Tags & Custom Attributes
X Delete

4. [HriE D ER—k4" )L—F (New Distributed Port Group) ] # A 7S Ry X EFRALT. X
DFEIEDEHEEDTR—I IIL—TEHRELET,

5. [ARIEBFTDEIR (Select Name and Location)]: [ Bil (Name) 74— JLKRIZ. 2O dvPort &
IW—TEHNTHLHEAALET,

6. [EXTEHERK (Configure Settings)]:[7R—F4{ (Number of Ports)] 74— JLRIZ, RRANIS R4
R D Flow Sensor Virtual Edition D#ZE A ALFET,

MNew Distributed Port Group

» 1 Salect name and location Configure settings

2 Configure sattings San general properties of the new port ghoup

3 Ready to complete

arl Binang Stabic b J
fl allocation Elast
UM f parts 8
Bt SOurCe [
Do
WLAM
VLAN type Mone
Advanced
Customize default pobces confguraton

© 2024 Cisco Systems, Inc. and/or its affiliates. All rights reserved. -40-



3a. VMware vCenter 2 ALTzRB7 TS54 7V AD A2 A +—)L (ISO)

7. [VLANZAZ (VLAN type) ] KA TA YR RES) I LET,

o IREBEANTVLANZFERALLZWSEEIL., [%L (None)] ZEIRLET,

o IRIENTVLAN ZEAT %155 (L. VLAN
ERR
VLAN 247
VLAN

VLAN kS %24

TS54~_R—k VLAN

[(#8 T 2E{HD5E T (Ready to Complete)]:
ERR

D¥mE (Edit Settings)] ZEIRLET,
[t )T« (Security) ] Z:#IRLET,

[# 2= B E—F (Promiscuous Mode)] KEw 4™
ERLET,

10.
11.

[y —F 2% (Networking) ] V) —T, FiLLN dvPort FIL—TEH Vv ILET . [

BATEBRLET . ROKSITHRELE
=2

[VLANID] 24—JLRIZ. ID [Z—% 3 &
S50 ~4090)EANLFET,

FRTOD VLAN S 7499%FEIRT BIC
(X, [VLANRZ > &0 E (VLAN trunk
range)] 74—JLKIZ0-4094 EA HILFE
£

KOyTH O RS [EE R
(Promiscuous)] ZZEIRLET .

RELHRLET BT (Finish) 1201y LE

o

ax ;&

DARNED ) ILET  [BF I (Accept)] &

doc-portgroup - Edit Settings

Ganeral

Adnvanoed

1 ProfmisCugus mose

WLAN

Teaming and fallover

MAC aodress changes

orgad transmi Coep

Traftfic shapmg
Manitaring

Mise ellan s

12. [OK1&7)vIL T FA47RT R I REHALET .

13. Flow Sensor Virtual Edition ¥ VLAN vk —%
HOEAEEE=ZA—LETH,

52499 E3E VLAN Ry kT —H 85 T4y

s MAZEMRTIEEE. COMEHDARALTO vSwitch DER 1T AV DFIEE

BYIRLET
o TWWZIDGEIF. ROFIEIEAFES .
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14. VMware IB15[Z. Flow Sensor Virtual Edition [Z&DEER I FR LB B D VDS AAHYET H,

o Bl VDS H'pBi5E X, ZOTEHDAANTOD vSwitch DEER IDIED FEERD
VDS THYUIRLET .

15. ROEIZEHAFT B RETITSATUADA LV A—IVIIZHEHRFT,

BH—ORANTO vSwitch D ET R

Flow Sensor Virtual Edition Z{E AL T, B—/RXF®D vSwitch ED ST v ZERTBHIZIE.
DIEDOFIEZEFERALET .

0 DI AVDOREIE, IEVDS Ry T—IIZDHZHLET, VDS ER YT —ITE
ALTWWAEEIE. TEHOARANTO vSwitch MESR IIZHEHFT,

BREEH
CDRFEIZIE. RODEBHELAHYET,
o HERR—I IL—T :Flow Sensor Virtual Edition TEER T AR ARBR A vFIZEER|FR—
FIIL—T&EMLET,
o WMEMNE—F:HZ,
o EERAR—b:vSwitch [ZERTE.
R—rTIL—TOEEANE—F~DEKTE
ROFIEEFALTR—RT IL—TEEBMT B, R—rTIL—TE#HEL T, [FEEH
(Promiscuous)] [CERELET .
1. VMware ESXi RRAMREICAY AV LET,
2. [RYbT—x2% (Networking)1 9w LET,

Ymware ESXi

1 Mahworking

Wirua| dwilches Proyscal NICs Viiemel NICs

& Relvazh
M aimay w | At ot
; daWLAN_4 2
f Metworking B v 2

= viaichd
Mo mebworics...

3. [(R—k5 JL—T (Port groups) 1 2T ZEBIRLET,
4. FILWR—MT IV —TEERLIZY ., R— T I —TERELIZYTEET,
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o [(R—FT IL—F DY (Create Port Group) 1: [7R—k4 JL—F M1E A0 (Add port
group) ] &0V ILET,

o [(R—rT IL—T D#RE (Edit Port Group) 1: IR—r 4 IL—TZ&IRLET , [(REDRSE
(Edit Settings)] 2 JvILEY .

5. 47O RyIREFALT, R—r IL—TZHBELET, VLANID F/=[L VLAN bS5+

VUHEHRELET,
VLAN 3147

VLAN ID (Admin.
VLANID)

VLAN k5o x5

Eed
VLANID #{FFLTE—O VLANZIEELET,

[VLANID] 24—JLRIZ. D [Z—E3 AEE (1 ~
4094) A HALET,

VLAN FSoF 25 % FERL T, 3 TH VLAN
F7499FE=R3—LFET, TIAHIFDERHIL O
~ 4095 T9,

6. [¥X )T« (Security)] KENZEVJvILET,

4 Add port group - vian4_promisc

Name |v|an-i_prmmsc
VLAN ID 4
Virtual switch | vSwitch0

@ecul'ﬂy ) Click to expand

Add || Cancel |
—_—

7. [EZRIE—F (Promiscuous mode)]: [ % (Accept) ] Z:EIRLET,

£4 Add port group - viand_promisc

Name viand_promisc
VLANID |4
Virtual switch vSwitchD

~ Sacurity

Promiscuous mode : Reject

MAC address changes ® accept O Reject

Forged transmits ® Accept O Reject

O Inherit from vSwitch
O Inherit from vSwitch

O Inherit from vSwitch

Add || Cancel |
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8. Flow Sensor Virtual Edition T, Z® VMware IREBICEENDFDRBRAAVFEERLET
.

NEW DB EIX. 2. 5749 0EERTH70— o H—DOHREIZRY . TRXATOFIEE
RORERAvFTIRYBELET,
9. ROEBIZEHFFT B RETFITSATFTUADAV A=)V,
AR T TSATUADAA—)L

RET7TSATURENAIS—INAHF RAMIAVAR—ILL AR T TSAT7oADEEBE LUE
ZA— T R— b EEETBIZIE. RDOFIEEETLET,

@ AZa—¢&T 57490 D—FIE, CSITRTBREIEELGDIIGENHYET . VIO T
2B AEEHMIZDULNTIL, VMware AR EZSEBLTEELY,

1. VMware Web 7547 MBI A2 LET,

2. Cisco Software Central WSR2V A—KLI=RE T ITSA TR YT L7 T74J)L(ISO)
#ROITEY,

3. vCenter TISO ZHATESLIITLET . ROBRWAHYET
o vCenter T—ARAKT7IZISOZ7vIO—KLZET,
o AVTUYFATIIIZISOZEMLET,
e O—AINT—DRT—aVIZISO ZREFL. TDIT7MIVESHRILLIICERMZEE
ELET,
FHMIZDLTIE, VMware DY =7 IILESHELTLEELY,

4. vCenter Ul )5, [A=a2—(Menu)] > [[RAESDTRXHZ (Hosts and Clusters)] DIIBEIZEIRLFE
ERR

5. TEHX—La s RS T, 9SSR AE=IFRANEE ) vIL ., [FREETI D (New
Virtual Machine ...)] Z:&31RL T [EHRRIE <> > (New Virtual Machine)] D4 ¥ —KIZ7 9+
ALET,

6. [ERRA T DEIR (Select a creation type)] D4 RO T, [HLWMRETL > D ER (Create
a new virtual machine)] Z#RL . R~ (Next) ] &0V ILET,
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New Virtual Machine

1 Select a creation type Select a creation type

2 Select a name and folder

How would you like to create a virtual machine?
3 Select a compute resource

Create a new virtual machine
4 Select storage

Deploy from template

This option guides you through creating a new virtua] machine. You
will be able to customize processors, memory, network
5 Select compatibility
Clone an existing virtual machine connections, and storage. You will need to install a guest operating

6 Select a guest OS

Clone virtual machine to template

system after creation
7 Customize hardware

Clone template to template
8 Ready to complete

Convert template to virtual machine

CANCEL NEXT

#

7. [BRIETAILE DEIR (Select a name and folder)] 94 KT, RIS 24 (Virtual
machine name)]JZ A L. RETL U DEHZEZFIRL T, LR~ (Next) ] 20O LET,

New Virtual Machine

+ 1Select a creation type Select a name and folder

2 Select a name and folder Specify a unique name and target location
3 Select a compute resource

Virtual machine name: New Virtual Machine|
4 Select storage

5 Select compatibility
€ Select a guest 05 Select a location for the virtual machine
7 Customize hardware

e ’ _—

CANCEL BACK NEXT
@

8. [AvE1—T4291))—RMEIR (Select a compute resource)] WAV KI T, 7ITS5AT Y

;5@%7675Z9~ RAR, UY—RT—)L, vApp Z3&IRL . R~ (Next)]1 &9y I LE
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New Virtual Machine

+ 1Select a creation type Select a compute resource
+ 2 Select a name and folder Select the destination compute resource for this operation

3 Select a compute resource|

4 Select storage

3
>

5 Select compatibility
6 Select a guest OS
7 Customize hardware

8 Ready to complete

VY VY VY VY VY VY Y Y VY Y v v v

) @ PP D ‘ 29992999 ®

<

Compatibility

v Compatibility checks succeeded

CANCEL BACK NEXT
r

9. [RFL—U M3EIR (Select storage)] 4RI T, FOYTEHOUMES [VMRR—U RIS —
(VM Storage Policy) ] = RL . RFGATEZBIRL TR (Next) ] &0 vILET,

New Virtual Machine

+ 1Select a creation type Select storage

+ 2 Select a name and folder Select the storage for the configuration and disk files

+ 3 Select a compute resource

VM Storage Polic
4 Select storage . v fat

5 Select compatibility O Disable Storage DRS for this virtual machine

6 Select a guest OS Name Capacity Provisioned Free Type Cluster

(=]

8 Ready to complete

<

Compatibility

+ Compatibility checks succeeded

CANCEL BACK NEXT
4

10. [E#2% DE IR (Select compatibility) ] D4R T, MERR SN TLVS ESXi /N\—3av(C
HEOUT, [KREFRH: (Compatible with) ] FKEYTE O MWS{RBIL D DIN—23 0% EIR
LET LA RDARY) =23y TIE, ESXi 7.0 BNBRSN TULVAT=8 [ESXi 7.0LL[E
(ESXi 7.0 and later) ] ZZIRL TLVET , R~ (Next) ] &0 ILET,
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New Virtual Machine

+ 1Select a creation type
+ 2 Select a name and folder
+ 3 Select a compute resource
+ 4 Select storage

6 Select a guest 0OS

7 Customize hardware

8 Ready to complete

Select compatibility
Select compal

ity for this virtual machine depending on the hosts in your environment

The host or cluster supports more than one VMware virtual machine version. Select a compatibility for the virtual machine.

Compatible with” | EgXi 7.0 and later . 6]

This virtual machine uses hardware version 17, which is compatible with ESXi 7.0 and later. Some virtual machine hardware features are
unavailable with this option.

CANCEL NEXT
4

11. [ AFOSMEIR (Select a guest OS) ] [EE T. [Linux " AROST731) (Linux Guest OS
Family)] EL T [ AROS/N\—32 (Guest OS Version)] &L T [Debian GNU/Linux 11 (64

Ewk) (Debian GNU/Linux 11 (64-bit)] Z#ZRLFET ., [~ (Next)1ZE0)vILET,

New Virtual Machine

+ 1Select a creation type
+ 2 Select a name and folder
+ 3 Select a compute resource
+ 4 Select storage
« 5 Select compatibility

7 Customize hardware

8 Ready to complete

Select a guest OS

Choose the guest OS that will be installed on the virtual machine

Identifying the guest operating system here allows the wizard to provide the appropriate defaults for the operating system installation.

Guest OS Family: | |inux .

Guest OS Version: | Debian GNU/Linux 11 (64-bity

Compatibility: ESXi 7.0 and later (VM version 17)

CANCEL NEXT

© 2024 Cisco Systems, Inc. and/o
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12. I\N—F9x7DHARETA X (Customize hardware)] 94K T, (REB/N—FOxzT7%EHEL
F T ISATUREATICEARFDOHEEEIZDOVLTIE, TVY—RAEH 1S BLTES

LY,

CODFIEF . VAT LINTA—IVRIZESDTEETY  BERYY—ADEEL VR
A HE T Cisco Secure Network Analytics 7 7547V REEBHRTHERIE. 7T547

DAD))—RAFERAREZIERCER L BEISHLT)Y—RZEOL, BFDIE

EHESIUBEEEEY ICH#IFT IR ENRHYET,

New Virtual Machine

+ 1Select a creation type

+ 2 Select a name and felder Configure the virtual machine hardware

+ 3 Select a compute resource
+ 4 Select storage

+ 5 Select compatibility

+ 6 Select a guest OS5

Virtual Hardware

Customize hardware

VM Options

ADD NEW DEVICE ~

7 Customize hardware > CPU* 6 ~ @ -~
8 Ready to complete

> Memory * 16 N GB v

> New Hard disk * 200 GB ~

New SCSI controller *

New Network *

VMware Paravirtual

v Connect...

v

New CD/DVD Drive *

Status

Datastore I1SO File ks

[ connect At Power On

CD/DVD Media
Device Mode Passthrough CD-ROM  ~
Virtual Device Node IDEO ~ IDE(D:0) New CD/DVD Drive ~

Video card *

Specify custom settings v

~
v
CANCEL BACK NEXT

#

JY—REBHIZINZ T, ROFENBIRSN TS EEFHERLET,

o [FLLWVAN—FRT4RX%Y (New Hard disk) 1 &9y I LT, BEA T avERBELET,
[F4R97TOE 2 3=2% (Disk Provisioning) ] KA T AU [LyoTOED 3=
47" (Lazy Zeroed) (Thick Provision Lazy Zeroed)] Z:E&IRLE T,

o [FFLLISCSIa kO—S (New SCSl controller) ] Z42)wH LT kAT a2 EE
LEd ., [A4TDZEHE (Change Type)] KAV TE ™ M5 [LSIERIESAS (LSI Logic
SAS)] #&IRLFET , [LSIERIESAS (LSI Logic SAS) 1 #ZIRLEWLNE (RETTSAT
AN IELLEBRSNGVLATREEAHYET,

e [#HLLICD/DVDKS4J (New CD/DVD Drive)] 74—ILKT.ISO #1&£7FL1=15RTICE
DUNTISO DIBFTEEIRLET , [HHLLICD/DVDRS4J (New CD/DVD Drive)] &%
YO LT BRA T avH#BRALET , [BERERABZH#E (Connect At Power On) ]
=rIZLET,

o PTS5A4 T AN Flow Sensor T. NIC [Z 10 Gbps R)L—TYrEEHRTELTULSIES (.
[CPUlZVYILTHERA T avERBBELET . TTD CPUN 1 DDV YR
IRFEBEDIZ. Vb =Y D37 % (Cores per Socket) ] #EXTELET ,
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13. DataNode:Data Node [RIE87 TS5A 7V AEZ BT ABEIE. 2B B DRYNT—OT 5 T4
HEMLES,

[EFTLWLNT /A AD3E NN (Add New Device)] 9w ILTHS [RybT—9 75 T4H (Network
Adapter) ] &R, [74 7424247 (Adapter Type)] A [VMXNET3] THAHZELEMHEELE

o

e 1BEHDRYNI—HPHTATIL, Data Node Virtual Edition H /3T 1)y o Rk
D—) ETHDTTSATUREBIETESLSICTHRAVFEERLET,

e 2BBDRYNI—HTFHTRTIL, Data Node Virtual Edition BN FS5A4 XA—k Ry b
) —7% £ THh® Data Node EBIETEDLIIZT HAAYFELT, 1. Data Node &
BEFADMIL LAN OFRTE ITERLI-RMYFEEIRLET,

0 BHMRN DT XTO Data Node [ZDLVT, ZNZFND Data Node BT I, Rubk
D—9TFETRERBRAYFEBEBYZEY B TBHESIZL TSN,

New Virtual Machine

+ 1Select a creation type ‘Customize hardware

+ 2 Select a name and folder Configure the virtual machine hardware

v 3 Select a compute resource
+ 4 Select storage Virtual Hardware VM Options

+ 5 Select compatibility

ADD NEW DEVICE v

> cpus 6 @ A
8 Ready to complete —
> Memory ™ 16 v GB v
> New Hard disk * 200 B ~
> New SCSI controller * VMware Paravirtual
> New Network ™ Connect...
> New Network Connect...
> New CD/DVD Drive * Datastere 15O File ~ O connect..
> Video card * Specify custom settings v
> Security Devices Not Configured
VMCI device
> Other Additional Hardware

v
v
CANCEL BACK NEXT
4

14. [5'—"%_7 D #E{i (Ready to complete)] D4R T, SFREZHEERL. [ET (FINISH) ] Z51)voL
3
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15.

16.

17.

New Virtual Machine

+ 1Select a creation type Ready to complete
+ 2 Select a name and folder Click Finish to start creation.

+ 3 Select a compute resource

+ 4 Select storage

v 5 Select compatibility Virtual machine name New Virtual Machine

+ 6 Select a guest OS Folder

+ 7 Customize hardware

Resource pool
8 Ready to complete

Datastore

more recommendations
Guest OS name Debian GNU/Linux 10 (64-bit)

Virtualization Based Disabled
Security

6
Memory 16 GB
NICs 1
NIC 1 network
NIC 1type
SCSl controller 1 VMware Paravirtual

Create hard disk 1 New virtual disk

v
CANCEL BACK FINISH
4

[EBIRA> (Power On)] 74 V&V )T 5E. BRAMNBBEINE T, [(REDZRY
(Recent Tasks)] 73> TRHEDETKREZE=F2—LFET ., ROFIEIZEDFTIZ. B
METL AR I —ZRIREIN TSI EFHERLET,

RDFIE:

Flow Sensor: 7 754 7> AN Flow Sensor Tl . VMware IRIERNDEHRDIRERX A VF.
FIEVSRINDEHD VDS 28R HHEE. ROV avl4 BME=S—1)2T
R— D E S (Flow Sensor NDH) |ITEHFT,

FOMTRTOTISATUR: O3y 3 RETISATOADAVAR—IL]) D
TRTDFIEERYIRLTHORET IS4 7o REREALET,

RATFLRNTIRTORETISATURADAVAM—ILETR T LB & L. T4. Secure
Network Analytics VAT LDREIIZEHFET,

4. BINE=F—1)>%5 IR—FDE Z (Flow Sensor D &)

COFIENNHEELZDDIL. Flow Sensor Virtual Edition AY VMware IRIEBERNDEHDIRE XA VF.
FIEVTRINDEHD VDS BRI HIHEE T,

0 Flow Sensor TCDEIBEZAVTEHRELTWVEWMES . COFIEFRETTHINE

[FHYUEEA,

Flow Sensor Virtual Edition E=4—1) S R—rEBMT BIZIE. RO FIEFETLET,

1.

AR R)Y1)—T Flow Sensor Virtual Edition 25 42) v L% T, [(REDHHE (Edit
Settings)] ZEIRLET,
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vm vSphere Client

i g8 9 & FS-TEST
3 sw-vc67 i Summary Monitor
- R ]
E sw-eswi67 " Settngs
5 sw-ve67 KRR options
[ sw-esxie7 e
ﬁl FS&ER Alarm Definitions
FReD | {9 Actions - FS-TEST
Power [ |
Guest OS5 L
Snapshots .4
W Open Remote Console
(& Migrate
Clane 3
Fault Tolerance .
VM Policies L4
Template 3
Compatibility *
(@ Edit Settings )
Recent Tasks Move to folder
Task Name Rename ~
Import OVF pack Edit Notes Eisc
Tags & Custom Attributes L
Add Permission

2. %E_QE@%E%(Edit Settings) | # A 7T RYIREFAL T, ROIBESN-HREEERLE
3. [T /NM RMENM (Add New Device) 1 &9 vILET , [y T—0 75 T4 (Network
Adapter)] #:EIRLFET,
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» GPU

» Memory

Hard disk 1

» SCSi controlier O

» Network adapter 1

» Network adapter 2

» CD/DVD drive 1

» Video card

VMCI device

Other

100 GB

LSl Logic Parallel
dsVLAMN_4 ~
dsVLAN_10 ~

Datastore SO File

Network Adapter

Edit Settings = Fs-TeST %
Virtual Hardware VM Options

ADD NEDE\I’ICE

CO/DVD Drive
Host USB Device
Hard Disk

RDM Disk

Existing Hard Disk

SCSI Controller
USB Controller
SATA Controller
NvMe Controlier
Shared PCI Device
PCl Device

Dievice on the virtual machine PCl bus that prowides support for the

virtual machine communication interface

Additional Hardware

FLWRYND =07 FTRERDITET . KENEV)VILTAZ1—ZRBFHAL. RONEZE

RELFES .

o BHBARYFT—2 (New Network) ]: REIY B THEERKR T IL—TEERLE

ER

o [FHFTRDARAT (Adapter Type)]:[VMXNET 3] Z&:&IRLET .
o [RT—A R (Status)]:[/\T—# > B¥IZ#E#E (Connect at Power On)] Fx IRy I X

AILET,

Network adapter 1
» Network adapter 2
Ofaw Network *
Status

Adapter Type

DirectPath VO

Shares

Reservation
Limit

MAC Address

» CD/DVD dnive 1

dsVLAN_4 ~

dsSVLAN_10 v

-portgroup ~
B3 Connect At Power On

VMXNET 3 ~

Benabie

s

Normal

o E Mbit/s ~

Unlimited

Datastore IS0 File

El Mbit/s ~

Automatic ~

Connected
B connected

Connected

Connected
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5. BREFMERR.[OKIZV)vILET,

6. BEIZIELTHDA—S R YT ET2%EBMTS5EE. COFIEERYERLET,

7. ROFIE:

» Flow Sensor: Al Flow Sensor # X E I BIZIE. 2. bS5 7490 FERTH70— o H—
DERTENIEHET

s TOMIRTDTFISATUR:ZDEIL Ay (B REFISATUOADAVA—)L]) D
TARTOFIEZZEYRLTHDIRETISA 7o RERRLET,

o VATLHNTIRTODRETISATUADAVAM—ILER T LI=B &L, 4. Secure
Network Analytics > AT LDERE | [ZHEHFET
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3b.ESXi RAVEF7 AV Y —/IN—~DRET7 TS
AT ADA 2 A+—IL(1SO)

S

ESXi RAVR7OVH—/I\—ZEZ = VMware BIEZFERALTIRET7 IS4 7o REAV ALY
BIZIE. ROFIEIZHWET,

Secure Network Analytics v7.5.0 [, VMware v7.0 £1=(£ 8.0 L EEABHYET,
VMware v6.0. v6.5. Z7=Id v6.7 & Secure Network Analytics v7.5.x [EHHR—kLTLVEE
Ao BEEMBIZDUNTIZ. ['vSphere 6.0, 6.5, and 6.7 End of General Support]® VMware MY
ZaT7IVESRLTEZEL,

AMDEEEFERTHESIL. RESELTZSLY,
o VMware vCenter: [3a. VMware vCenter ZERLI=-RB7 T34 7L ADA12 A—IL (1SO) |

=HERALET,
o KVM:I3c. KM TRRARADIRBE 7 TSA T AD A A—IL(1SO) 1ZERALE T,

[ZL&H BRI
LU RR— LR BRI, ROEBFIEER T LTS,

1. Bt TE# OB EGHEHERLET,

2. VY—REH . T)Y—REH | QOEZHERL. TISAT U RIZBHELREY L TERELET,
JY—R T—)VFEEIEIRBAEEFRALTIY—REZEYLHTET,

3. T7ATIA—IL: BEDIFAT IA—ILEHRELET, sFMICOWLWTIE. M. BEERT77A
T oA—ILDEERTE I ZSHBLTIZEL,

4. T7A4IV.TTSATUADISO I7A4ILESFHoO—RLET, FIEIZDULTIE, 2. Virtual
Edition 1 AR—ILI7ALILDF 2 A—FR 1S HBLTIEELY,

5 BZ:IRETFITSATUREAVAR—ILT B VMware IRIER D/ N\ /I\—I\AHFHRAFZERTE
SNTFBFZINELVEEZZERL TSI LEHERLET  ELBWMES . RETISA4T7UX
ERETELRVEAHYET,

A Secure Network Analytics 7 7547V RERIUMEB ISR B/ AT LIZIEFETELR LY
B UFRIIERETI UV EAA—ILLIEWNTLIZELY,

FTTIZTAV A= ILENTWNBHRRALIIN—3 0 RN EEEZINBT-8 . Secure Network
A Analytics FEET TS5 T2 RIZ VMware Y—JLE A ZAR— LU N TS, AV R
F—ILT BEMBETITIATURADNEREEZLY . BAVAM—ILARBEIZHRYFET,
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ESXi ARV K 7AY H—IN\—~DRET7TSA4T72X(ISO) DA
AL

ESXi RAVR7AOVH—/I\—Z A= VMware BRIRZFERALTIRET7 IS4 7o REAV ALY
BIZIF. ROFIEIZHELNET,

JORANHE

RETITSATUoADAVA—=ILTIE, COETHPATIRDFIEEERTITAHENHYET,
1. VMware Web Client ~D A5 (1>
2.1SO hoDEEE)

FT—R/—K

Data Node ZBRT AE & (L. kDt 3>11. Data Node [E:E1E FADIHIL LAN DEFEIDF
IEZEETLTHLIDEILIVDFIBETTLET,

1. VMware Web Client AT (>

0 A=a—&T 57490 D—FIE, CSITRTBEREIGELGDIIGENHYEST . VIO T
[ZR89 AEEHMIZDULNTIL. VMware A/ RESBBLTLEE0Y,

1. VMware Web Client (A A2 LET,

2. <L D1ERL/Z % (Create/Register a Virtual Machine)] #91)vo L%,

3. [#FrR{RFE < > (New Virtual Machine) ] # A 7R Ry I AZFEHAL T, RO FIETHEES
NTWBESIZTTSATURERELET,

4. YERB AT MD3iEIR (Select Creation Type) : [FTLLMRAE YL > DERK (Create a New Virtual
Machine)] #ZRLE T,

%91 New virtual machine

b 1 Select creation type

2 Select a name and guest OS

Select creation type

How would you like to create a Virtual Machine?

3 Select storage

4 Customize settings

Create a new virtual machine

5 Ready to complete

Deploy a virtual machine from an OVF or OVA file

Register an existing virtual machine

5. Xk 0S LZBINEIR (Select a Name and Guest OS) : XD IEHAE A D F-IXEIRLET,

o AT (Name) : B HEIZEA TEDISIITTSAT U RADARIEANLET,
o Eif11% (Compatibility) : AT %/8—23> (vI0 F1E 8.0) Z&EIRLET,
e R 0S 7731 (Guest OS family) : Linux,

© 2024 Cisco Systems, Inc. and/or its affiliates. All rights reserved. -55—




3b. ESXi RAVR 7 AV H—N\—~DRET IS4 7 RAD A2V A—IL(ISO)

o Xk 0S/V\—3> (Guest OS version) : [Debian GNU/Linux 11 (64E k) (Debian
GNU/Linux 11 64-bit)] Z:&RLET .

#11 New virtual machine

" 1 Select creation type

2 Select a name and guest 0§

3 Select storage
4 Customize settings

Select a name and guest OS

Specify a unique name and 05

Name

5 Ready to complete

Virtual machine names can contain up to 80 characters and they must be uniqua within 2ach ESXi instance

Identifying the: guest operating system here allows the wizard to prowide the appropriate defautts for the operating system
instaliation
Compatibility ESXI 7.0 viftual maching

Linuoc

q Debian GNU/Lnux 11 (64-bit)

Guest OS5 family

Guest 0S version

6. [ARL— “/G)J_?R(SelectStorage)] TR BT —RANTEEIRLET UV —RE
H1ZHELT, TR ENHHELEHRELET,

?fr_‘l New virtual machine - stealthwatch-SMC (ESX/ESXi

)

v 1 Select creation type
v 2 Select a name and guest OS

b 3 Select storage

4 Customize settings
5 Ready to complete

Select storage

Select the datastore in which to store the configuration and disk files.

The following datastores are accessible from the destination resource that you selected. Select the destination datastore for
the virtual machine configuration files and all of the virtual disks.

Name v | Capacity v Free v | Type v  Thinpro...~v Access v
datastore1 192.5 GB 188.6 GB VMFS5 Supported Single
1 items

M) —2ZH 1ZHERLT, +9HUY—RZENYYETET, COFIBIE. S RT LN
T+—IVRIZESDTEETY,

LB — A MR VIR BE T Cisco Secure Network Analytics 7 7547 A EZ BT S
BRIE.TIFATVAD ) ) —AERARETERERL . REICIELT)Y—REHED
L. EROEEMSIUBEEEZEYCHIFITINELHYET,

BEDHAZTA X (Customize Settings) : 7 T SA 7 RABEH®EA DT (LBIRLET (G
HZOWTIEVY—REHFSHELTEZEW),

ROEZERLI-CEEHERLES,

e SCSIaxvhAO—5:[LSIERIESAS (LSI Logic SAS)]
o RYFI—H PHTA(Network Adapter) : 7 TSA T ADEET7RLAZHRELET,

o W—FF4RY:[>vHTAETa=2% (Lazy Zeroed) (Thick Provisioning Lazy
Zeroed) ]
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FISATUANIA— oS —DFEE, [RybT—9 7ET20EM (Add
Network Adapter)] &2y L TRIDEBE =X T AU A—TTARA%EEBMT
=F7,

FFS5AL T2 A Flow Sensor T. NIC [Z 10 Gbps RIL—TYrEHRFELTLSIES X,
[CPU]§'7'J VILTHEBA T avERBALET . TRXTD CPUZ 1 DDV yMIER
ELES,

T 75472 XD Data Node DIFS . Data Node B @BIEXATHEIZT BT=OIZRID Ry
D)= A B—DzAREEBMLET , [FYET—IF7 5 T2 1B (Add Network
Adapter) 1 &2y ILET,

e 1ZBBDORYNTI—HTFHTATIL. Data Node Virtual Edition A3/ 8T 1)y Rk
D=L THMDTITSATUOREBIETEDLSIZTERAYFEREIRLET,

e 2BHDARYNI—HTHTATIL, Data Node Virtual Edition M TS5 R—k Ry
kD —2% £ THhd Data Node EIBIETESHKIIZTHRAyFELT, 1. Data
Node [l {E FA DAL LAN DELTE I THERL =R/ vFEERLET,

New virtual machine - stealthwatch-SMC (ESX/ESXim )

M 1 Select creation type Customize settings

¥ 2 Select a name and guest 0S Configure the virtual machine hardware and virtual machine additional options

M 3 Select storage

i 4 Customize settings

5 Ready to complete » FcrPu

» L Hard disk 1

» SCSI Controller 0

USB controller 1

50 GB

2 v O

LSI Logic Parallel

USB 2.0
0 Network Adapter 1 VLAN_10_MGMT [#) Connect
» (o) CD/DVD Drive 1 Host device v
[#] Connect
¥ Video Card Specify custom settings hd

8. rNIT—H FHETADMEIZHAIKRINED)VILET,
9. [FHATHRMDAAT (Adapter Type)] T. [VMXnet3] Z:8IRLET,

<, Z2l%. E1000(1G dvSwitch) . 1IGPCI /AR R J)L—, BELU VMXNET 3 A 2—Tx( R

0 DFEAZYR—LTOEITN, SDRADRET7ISAT7URIZEREDRYNT—H/8
TA—IRELH=0FT EMNBAINTIVS, VMXNET3 AV A—J A/ REFRTHE
el BEHLET,

10. BREZHEDREL. ThOANELWEFERLET,
1. [T (Finish) ] &2y ILET . RETL Y aVTFHIMERESNET,
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2.1SO LMD EE BN

1. VMware a2 —)L&RZEET,

2. FHILLMRIETIUIZISO ZEHRLET  5EMIZ DLV TIX, VMware DA ARES L TZE
LY,

3. ISO M RETUEREILET . AV AM—SAETEIN, BEMWIZEEHLET,
4. AVAR—)LEBREINTTITHE. QT4 TOVTIARTREINET,

&
File WView WM

— [ S - R I R T A R

Welcome to StealthWatch Management Console VE Uersion 7

smc—01 login:

5. RTINS ISO ZYIELET,
6. ROIRETTSAT7URIZH LT, M3b. ESXi RAV R 7O Y —/IS\—A~ADERET7 IS5AT A
DAVAR—=IL(ISO) IDT RTHOFIEEHEYIRLET,

7. Flow Sensor: 7 75 A 7> AM Flow Sensor NDIHZ L. COI=aTILDHIHED I3 %
SHBLTEY N7y TETETLET,

o 2874wV EBERTHIO— oY —DEETE (E—DHRANTO vSwitch DEIHR |
=EF)

e JO— Y —hH VMware IRIBERNDEHDRERMVF ., XUV RFRADEHD

VDS 2B T 31581, 4. BINE=2—1) >4 R—FDTEE (Flow Sensor DH) |1
EHFET,

8. VATLHNTIRTODRETTSATUADAVA—ILETE T LE-ESL. T4, Secure
Network Analytics VAT LDRE I EHFT,
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3c. K\ M IRRAMADIRBETZ I ATV ADAV R
k—JL (ISO)

=

KVM & Virtual Machine Manager Z#{F AL CTIRBE 7 T SA TV REA 2V AM—=)LTBIZIE. RDFIE
[ZHENET,

AMDAEEFERTREEE. RESBLTLESL,

» VMware vCenter: [3a. VMware vCenter ZERLI=-IREF7 TS5AF U AD A2 A—IL (1SO) |
#FEALET .

e VMware ESXi R R 7O HY—/3N—:13b. ESXi RAVF 7 AV Y—/IN\—~DRET7TS547
DADAAR—IL(I1SO) 1ZFRALET,

Linux KVM [, SETELZ KVM RRAMN—23 0 TTFRAMB LURREIF SN TULVET,
o Secure Network Analytics /A\—3> 7.3.1 LI TTAMS LUREEEN = KVM OV R—
RO ZAMZDWTIE, TKYMIES L TLESLY,

(ZC 8 BH]IZ
LURR—ILERDBEIC. ROFIEETE T LTSN,

1. Bt TH# OB ESHZHERELET,

2. JY—REH T)Y—REH | DEBEFHERL. TISATURIBEREY LB TERELET,
JY—R T—=)VFE=IERB A EEFERALTIY—RZEYHTET,

3. D7ATIA—IL. BIEDIFAT IA—ILEHRELET, FMICOWTIE. M. BEERT7A
T oA —ILDEETE 1ZS LTS,

4. IPAIV:TITSATURISO D74 ILESEHO—KL, FhE KVM KRR D T4 ILA (2O
E—LET, DI a>TIRHEESINBHITIE, ROTAHIFEFERHLET:
var/lib/libvirt/image , FIBEIZDULNTIZ. 2. Virtual Edition 1> AR— LI 7L ILD A ™ O0—
F1#SHBLTIEELY,

5. Bzl ARE T TSAT U REAVAR—ILT B VMware IREBR D/ \ A /18— /A HFRAMIKE
NN ELVEEZZRL TSI EZHERLET  ELBWMES RETISA4T7UR
ERETELRNIEAHYET,

A Secure Network Analytics 7 7547V RAERUMBIS RSB/ AT LIZIEFETELR LY
BI O UFERIIMRBT U EA D RR—ILLIENTLE S,
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3c. KYMFRARADIRET TS5A 7o AD A2 A—)L (ISO)

KVMRRARADIRBETZ T SAT U AD A A—)L(ISO)

KVMRRA DB BEE L. ROFIEIZHEWDN ISOFERALTIRET7Z IS4 7o RAEZA(A—ILLE
T

JOtADE
RETITZATUADAVA—=ILTIE, COETHPTIRDFIEEEITTIHENHYET,
Data Node D3I LAN DEXE

1.KVWM BRAMDEREFT TSA T ADAVRA—IL

2. NIC (Data Node. Flow Sensor) & & T Open vSwitch TDEZE R AR—F D B 1] (Flow
Sensor M&) M3EN

Data Node M3 LAN D% TE

Data Node Virtual Edition ZvcJ—2IZBE 9 5355 1L. Data Node [EB{EFA D eth1 /LT
Data Node DA IZEETETHLIIC. (RBRAYFEHERALTHIL LANZERELE T, ML LAN
DERRDFEMIZDONTIX, (RERAYFDI =T ILESHLTIZSLY,

1.KVM A RAMDIRETITSATUORADAVAN—)L

ISO 774 IVEFERALTKYMRRMIRBT L U EAVRAM—ILT HHEFLKDODBHYET , XD
F|ET. Ubuntu Ry XA TEFTI 5 Virtual Machine Manager &£ULV5 GUI YW — L& {FE AL TR4E
Manager AV Ab—IL T 5—Fl%RLET , ERMEDH S Linux TAAMNIE2—Sa ZFFERTE
T3, BRI ONTIX, TE#1ZSBLTESLY,

cST49ODEZS—1)VT
Flow Sensor Virtual Edition [ZI& KVM IRIEZAIfR1L 3 HiREA HY . 70—IEXR BB D 70—
T—REERTEFET . & KWMKRRMREIZA LV RM—=ILENBRET IS4 72 RAELT, Flow
Sensor Virtual Edition [(IE AR DS T4v oA —H R Y IL—LEZERIZ T ¥ TFrL.
Hont—2a3oR7 EvbL—hE XUV YL—NIBERTIEEL Y aVHiEHERES
o7O0—La—FREE/RLET .
REEH
CDREIZIFRODEELAHYET,

o BMERIE—F: B

o HEZERI7R—F: Open vSwitch [ZEXTE

KVM FRRANZARAE T TSA T REAVAM—ILT BIZIE, virt-manager 2.2.1 Z{F A3 3
_EEREIOHLET,

KVMTRRARADRETZ ITZATUADA A —)L

RET7TSAT U REAAR—)ILL. Flow Sensor Virtual Edition #B®IZL TS I4 Vo % ERT
BIZIZ. ROFIEEETLET,

1. Virtual Machine Manager Z{# FAL T KVM /R AL, RO FIBIZH>TTITZATU R
HRELET,
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3c. KYMFRARADIRET TS5A 7o AD A2 A—)L (ISO)

2. [Z74IL(File)]> [FRLULMREE T > (New Virtual Machine)] &9y oLET,

W Virtual Machine Manager

File Edit View Help
Add Connection...

New Virtual Machine

Ctri+w

Ctrl+0

3. ¥EFEIC [QEMU/KVM] Z#ZIRL . [A—HILA U AR—ILAT 4T (ISOA A—TFT=[XCDROM)
(Local install media (ISO image or CDROM)) ] Z:ZIRLET , [#t1T (Forward)] &0y LFE
ERR

' New VM 3 s

m Create a new virtual machine
I -

Connection: QEMUJKNM:

Choose how you would like to install the operating system

ISC image or COROM) |
() Metwork Install (HTTP, FTP, or MFS)
() Network Boot (PXE)

() Impert existing disk image

» Architecture options

‘ Cancel || Back |[ Forward |

4. [BHBB (Browse)] #0UvI LT . TISAT U ARA A—=DFEIRLET,

¥ New VM e

‘ m Create a new virtual machine

Locate your install media
(") Use CDROM or DVD

| SlackDVD (fdevfsrl) - |

(s) Use ISO image:

| ]
Choose an operating system type and version
0s type:‘ Generic - I
ersion: ‘ Generic | - |
Cancel j ‘ Back | | Forward

5. ISO 774IVEEIRLET, [R)21—LD3iEIR (Choose Volume) 1 #91)vILET,
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3c. KYMFRARADIRET TS5A 7o AD A2 A—)L (ISO)

KVM FRRRMNISO D7 A ILIZCT VR TERZEFHERLET,

Choose Storage Volume <]

Details | XML
Size:  31.84 GiB Free/30.41 GiBIn Use
Location: fvar/lib/libvirt/image:

Volumes + C | W

Volumes v | size

FlowCollector-sFlow-7.3.2-20210409.0329-58b6668961ea-0.is0

F
FlowCollector-NetFlow-7.3.2-20210409.0329-58b6668961 ea-0.is0 3.45 GiB  iso
d

6. [AVAL—ILATAT/)—AMSBEFRIIZHRH T S (Automatically detect from the
installation media/source)] FT VIRV IREATIZLET o [ARL—TFTAV T RATLAAT
B LV /N—U32 D E IR (Choose an operating system type and version)] T. [Debian] &EA
ALEHBERRENS [Debian 11 (debian 11)]1 AT a % E&IRLE T, [#:1T (Forward) ]
=0)vILES,

8 New WM hs

Locate your install media

() Use CDROM or DVD

| SlackDVD (/devysrl) - |

(s) Use ISO image:

[Narfllbjhbwr‘tj\magesftemplatefFluwRepllc‘ - H Browse...

Choose an operating system type and version

Qas type:l Linus - I

Wersion: IDeb\anﬁ | ']

Cancel I‘ Back H Forward J

7. AEY(RAM)ECPUZETN)Y—REH I DOBEITTRTBEETEOLET,

M) —ZAEH 1ZHEELT, T 05V —RFEYUTET, COFIEIK, AT LN
TA—IVRIZELDTEETT,
A LB —XHAVELVIREE T Cisco Secure Network Analytics 7 7547V RAE BT 5
BEIE. TISATUVAD) ) —RERAREFTEFRERL BEICIELTYY—REED
L. EFHOEEMHSIUBEEZ B ICH#IFTILENHYET,

© 2024 Cisco Systems, Inc. and/or its affiliates. All rights reserved. -62-



3c. KYMFRARADIRET TS5A 7o AD A2 A—)L (ISO)

' New VM x

‘ m Create a new virtual machine

Choose Memory and CPU settings

Mernory (RAM): 8192 — + |MiB
e — e

Up to 772465 MIE available on the host

CPUs: 4 = | +

Up to 72 available

| cancel ‘| Back || Forward

8. REETLADTARY A4 *— DYERK (Create a disk image for the virtual machine)] 3
RLET,

9. T)Y—REHIDEDT I FATVRITRENTNAST R ANL—CREFZANALET,
[Forward] Z#49')yoL%EY,

R New VM x

rtual machine

|1 Enable storage for this virtual machine
(s) Create a disk image for the virtual machine
| 500 = + | GiB
4169.6 GiB available in the default location

() Select or create custom storage

I Manage .. ‘ |

Cancel ‘ | Back ‘ |‘Forward

)Y —ZZH 1ZHERLT +9H8)Y—REZEYYTET, COFIBIE. P AT LN
T+—IRIZESDTEETY,

LB — X HVELVIREE T Cisco Secure Network Analytics 7 7547V RAEBHT 5
BEIF. TTSATUVAD)Y—RAFERAELZTERECERL. BEIZIGLTYY—REED
L. EFROEEMSIUBEEEZEYZHIFITINELHYET,

10. RETUDBHMEIEELETS . CNARTAICLED=0, BTROFPTNRATZFERAL
TLIZELY,
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3c. KYMFRARADIRET TS5A 7o AD A2 A—)L (ISO)

1. [ A—ILETIZHE R Z DR R T A X (Customize configuration before install) ] Fxvoivs

AEAIZLET,

12. [RybT—2®M584R (Network selection) ] KAY T A ™RV IR T AV AM—)LIZE YA

R2YRT =D ER—MT IL—TEERLET,

Data Node : Data Node M5 & (. Data Node AN/ STy ORI —H L THID T TSA T

AREBETEDLIICT BRI —IBLUVR—MIL—TERIRLET .

New VM

m Create a new virtual machine

Ready to begin the installation

Name: ‘ Debian11

0S: Debian 11
Install: Local CDROM/ISO
Memory: 8192 MiB
CPUs: 4
Storage: 20.0 GiB ...al/shareflibvirt/images/Debian10.qeow2

¥ Customize configuration before install

» Network selection

virtual network '6vs-pod-ﬁe'f' ; Brid'g'e ne,g:worl-( - |

Por‘cgroup:l | = |

Cancel Back

13. [#&7 (Finish)1 &2 v oL %Y, [EXE (Configuration)] A= a—MBEET,

Finish
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3c. KYMFRARADIRET TS5A 7o AD A2 A—)L (ISO)

¥ flowreptest2 on QEMU/KVM: >

L

{:} CPUSs Name: | flowreptest2 l
B= Memory uuID:

?U Boot Options Status: I shutoff (Shutdown)

&3 virtio i ile: | ]
I Wirtlo Disk 1 Title:

|7} IDE CDROM 1 Description:

o MNIC:16:45:4a

@ Tablet

[__i_‘ Display Spice

i Sound: ichg Hypervisor Details

Hypervisor:  KWM
Architecture: x86_64

Emulator: fusrfbinfgemu-kvm

! Wideo QXL Firmware: [ BIOS -

Controller USB ; P—
MF . Chipset: I440FK +
@ IUSB Redirector 1

@ LUSB Redirector 2

= Console
~ z
=5 Channel spice

| Add Hardware | Cancel |I Apply

14, FEHF—230 RAU T INIC] 2 #IRLET,

15. R R YT —H 428 —T 1A X (Virtual Network Interface)] @ [T /314 X ET )L (Device
model)] FAW T A2 7RI X T [1000] Z:EIRLET . LE A (Apply) ] 0w ILET,
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3c. KYMFRARADIRET TS5A 7o AD A2 A—)L (ISO)

16.
17.

18.

19.
20.

' flowreptest2 on QEMU/KVM: >

J Begin Installation @ Cancel Installation

W Virtual Network Interface

CPUs Network source: l wvirtual network 'ovs-pod-net’ : Bridge network + |

Mermory Portgroup:[ | - ]

Boot Options . —
Device model: | virtio | v

Virtlo Disk 1

Ch¥w N

Hypervisor default

IDE CDROM 1 MAC address:

s

MIC 116:45:4a

|z| Tablet (HEtse
[§| Display Spice
ﬁ Sound: iché

é;;*; Console

ﬁhr_\a Channel spice
[ video XL

ﬁ Controller USB
@ usB redirector 1
@) usB Redirector 2

wvirtio

| Add Hardware | Remove |[ Cancel |[ Apply

[VirtlO 7424 1(VirtlO Disk 1)1 &4 vHLET,

(35§47 < 3> (Advanced Options) ] KO T A2 YRR®D [T4 RS 713X (Disk bus)] KAw
TEY Ry A T[SCS Z:&IRLET , LEA (Apply) 10UV ILET,

Flow Sensor Virtual Edition TR—hr485%8 9 57-8 (. F7=I& Data Node VE T Data Node
BLEEZAREIZT B=0HIZ NICZEMTALERHYETH,

o TILVMIDIBE . T2.NIC (Data Node. Flow Sensor) # &1 Open vSwitch TO = Il
R—FDEER (Flow Sensor D&) DB JIZHEASFET .

e TWWAIDIGE. ROFIEICHEAET .

(A2 A +— )LD ERAE (Begin Installation) 1 & 2) v LE T,
[4. Secure Network Analytics Y AT LDERTE I EAHAET .
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3c. KYMFRARADIRET TS5A 7o AD A2 A—)L (ISO)

2. NIC (Data Node. Flow Sensor) £ & T Open vSwitch T EEZE 5|
T~R—FDEZH (Flow Sensor M) DB

Flow Sensor Virtual Edition BffR7K— B E =& Data Node Virtual Edition FH0 NIC ZEH0L. 1>
A—=ILZTET I BICIFE ROFIEZEITLET

1. [E% % (Configuration)] *=a2—T. [/\—KF 7 ®EN (Add Hardware)] Z9)v o LET,
[ FRRIE/N—F 97 DEN (Add New Virtual Hardware )1 £ 4 7 AT Ry AMR RSN
F9,

o Begin installation acancennqalutmn

B overview Virtual Disk
CPUs Zource path: fvarflibfAibvirtfimages/Mowsensor.goow?
Device type: Virtio Disk 1

B Memory <
. Storage sioe: Unknown
i Boot Oplions Readont
e Virtlo Disk 1 b: =
IDE CORCM 1 S .
MNIC :65:3d:87 * advanced options [

| Tablet

Il Display Spice
' Sound: ichs
..;. Console

ety Channel spice
B video QL
B controlier use

g
Add Hardwarne Remove Cance: Apply

2. ERIDFES—23> 4RI TIRYET—2 (Network) 120w ILET

Data Node D15& (&, Data Node H/ Ty HORYNT—I L THD T TSAT U AEBIETE
BEIINT BRI T—UBLUR— T IIL—TEERLET,
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3c. KYMFRARADIRET TS5A 7o AD A2 A—)L (ISO)

gotrolls
i npu

B Graphlcs Partgroup

w sound

=% serial MAC sddress ﬁ

=5 Parallel

= Console Device model 1000

= Channel

ush Hast Device
Pl Hail Devics
Video
watchdog
Filesystem
Smartcard

USH Redirection
TPM

R

Panie Motifier

aF TR 4 § |

: Bridoe network =

3. Flow Sensor: Flow Sensor DiH& (&, [[K—F5F JL—F (Portgroup)] KA T AU X &S
YL, BT HREIY U TOEERR—FTIL—TEEIRLET,

[T /31X ET )L (Device Model) ] AT A2 YRREH1)wIL, [e1000] Z:EIRLET .

Data Node: Data Node D15 & [&. [Data Node MIHIL LAN DEEFE ITERLI=EZEZFAL
T. J3L LAN TO Data Node B @EZAIREIZT DRV T—0Y—REEIRLET,

- Storage
B controller

Inpuk

Nebwork

Metwark source

Virtaal nebwork "ovi-pod-net’ : Bridoe network =

Graphics
Sound

Portgroup ‘w_’l- 1 0-0-48

2

Serial MMAC pddress ﬁ LAl i o e -1

Farallel

Console Device model ‘ e 1000

t\.l'..‘\_.t\‘.'r

>

Channel

ush Host Device
PCI Hoit Device
Video
watchdog
Filesystem
Smartcard

USHE Redirection
TPM

AL

Panic Motilier

aF TS W F |

4. [#27 (Finish)]Z&2UvoL%EY,

5 BlDEERAR—FEEBMTE2LENHIEEIL. CNETOFIEERZEYRLET,
6. TRTOERKR—FEFEML=S., [/ RA—ILDEAIR (Begin Installation)] #51)w-oLE

j—o
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4. Secure Network Analytics & AT LD ERTE

4. Secure Network Analytics AT LDERTE

Virtual Edition 77547V RAON—K Iz T7T7ITSATURADA VAN —ILAT T LIS, BEEXER
2 AT Ls[Z Secure Network Analytics Z TEE 9,

=L

Secure Network Analytics ZE%E 9 5I[Z(&. [Secure Network Analytics System
Configuration Guide v7.5.0]JDFIBIZHE-> TS, COFIEIX. S AT LDERTELEE
A FZEECRETIEIOIEETY,

T VAT LEBHEAARTHEESNTVSIEF T IS4 7 REHREL TS,

%Evm—/ SRR RV URARN ENLTT TSAT7 o RAVY—ILIZT IR TEDEE
ZBLET,

ROKREFEALT. BT TIAT VR ELREREERLET

BREEH Ex FISATUR

P7ELZ IW—TA T ARER IP PRLRZUTICEIY S TE
-g-o ethO %IE/-R_FEEJ:RLQE?o

YR TRY

F—koxA
TISAT7VRIZIF—BEDHRANEDBETT, fthd
TISAT U RERRANE DB —DT TI3A T RIEEK

RANE ECEFFA T BT TSATURADKRANE I A
UB—FYRRARDA A=y MEEEH/FHT-L
TWAILFHERLET,

BT ITSATVRIZIIREEBERA BB ET

KA % T KA EDT TSAT U RIFAVA—ILTE
FtH A,

DNS H—/\ ZHIRRDT=HDAER DNS H—/\—
H—N\—MRIE D= DRE2A LY —/IN\— & T
TSATURIZNELEE 1 B DO NTP H—/N\—N PR E
T9,

NTP H—/\ 130.126.24.53 NTP H—/\—hH—/N\—D YRR =S

ENTWBISEEITHEIBRLET . cOH—/N—IZ(XFH
BEAHAHENHBHLTHY., > RaADTIAHILED
NTP H—/\— ) REHS T T TIZRAA SN TOET,

A=)V b—H—/\— TFS5—REBHEIEIET S SMTP A—)LH—/\—
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4. Secure Network Analytics & AT LD ERTE

Flow Collector Flow Collector W& IZIHETT
ITHRR—FR—F NetFlow DT 74 )Lk :2055

Data Node DA ZWHETY,

o N—KDHx7 eth2, E£f=[Z eth2 & eth3 DR
T4 . LACP MYER eth2/eth3 R T4
DG R—bF¥RIL (K 20G DRI)L—TIh)
#{ERLT B L. Data Node fE1 0D & &AL BIEH T
BEIZ7:Y) . Data Store ~ () Data Node M ESNA>
A RZEIZHYET , LACP R—r R T
1%, /\—Kr9 17 Data Node T{EF T=5ME
—DRUTAT ATV THAHZEITTEEL
TLZELY,

o {78 ethl

FS5A4_R—kLAN =f= P 7FULR: (IP Address:) feft S 7= IP 7RL X %%

(£ VLAN A JL—F4 FT SAH, Data Node FIBIEDRDEHZHT-F B

VOFARHIP TR EANTEET.

L Z (Data Node & « L—FAVTTAMBEIP FELR .

f&R) 169.254.42.0/24 CIDR J 05 B3k,
169.254.42.2 ~ 169.254.42.254,

o JAID 3A T VH:169.254.42

o HIRyb:/24

o B AT FUOREBRGIZT B2, EftL
- IP 7EL R (169.254.42.10, 169.254.42.11.
169.254.42.12 75 £ ) Z# RLFE T,

RYRIRY:

IR T RAI1% 255.255.255.0 [2/\—FRa—KREhTH
Y. EBETEEEA,

Data Store T® Secure Network Analytics Data Store
IN—KRx77TS5A4T7 2 R%&ERT S Cisco Secure
Network Analytics [CDAHHETT ,

N [ ] 7 \—:0
eth0 /N\—R™ T 7 154 =
H—k ¢ Flow Collector
e Data Node
eth0 N—R Oz 7HEHiAR— 1+ Tar:
o SFP+:
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YR—,~DOEVEDE

PR—r~DRENEDE

TOZHIL HR—DIBEGIHZRIF. ROWVT N ERITLTIZEL,

o EHEYDL AT IN—FF—IZTERKLIZSLY,

o DROYR—IDERKL

e Web T —R%ERI<IEE :http://www.cisco.com/c/en/us/support/index.html
o BFA I T —RERIHEE (tac@cisco.com

o BEETHR—IERIT5155:800-553-2447 CKE)

e TJ—I)LRIAK YR—+EE:

https://www.cisco.com/c/en/us/support/web/tsd—cisco—worldwide—contacts.html
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