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FlowSensor-VE &
Ziiios FlowsSensor-vE2 Do 1
Licznsed Features mary-fenf ¢
Time Configuration belan-fenf B¢ 1
DNS and Routing belan-smc @-0—
Authentication Services WMkernel Port
Virtual Machine Star tup/Shutdown §7 Management Netwark (SRS
Virtual Machine Swapfile Location vmk0 : 10.192.0.80
Security Profile Virtusl Machine Port Group i }
System Resource Allocation F VM Network 2 Q.o
Advanced Settings [ |2 virtual machine(s) | VLAN ID: All (4095)
FlowSensor-VE &
FloviCollector NetFlow VE & 1

Wirual Machine Port Group
£ VM Network 3

9 N
E |1 virtual machine(s) | VLAN ID: &ll (4095) > [
SMCVE

6. Flow Sensor VE h\, 2 VMware IRERN DR DRER /v FEEEHLETH,

o NMEWIDIZE. T2+ D40 FERTHIO0—oH—DHRFEIIRY., IT
DFEIEBZRDRBERAVFTHEYRLET,
o TLWWAIDBEIZ. 3 ARETIZATUADAA—ILIIZHEHRFET,
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3. AR TISATUADAAR—IL

BT ITSAT o RENAIN—INAFRAMIAVAM=LL, RET7TSAT7 o ADERE &
VE=BIVT R—bEEET DI ROFIRERITLET

VMware Client 37zI& Web Client DESL DALV A—TT A RZEHEAL TV O LD
O <. 55700V RO— BN ISR BRERLDBANHYES, Y TN
Dx7EEDFMIZONTIL. ZHEAD VMware DA FESHRLTIZELY,

1. 900—FBLUSAtE R o 84— oo O0—KRUERE7TSATUA Y IR
M7 J74IL(OVFTGZ) & RDOI1H+ET,
2. I7AIVERRETHNENTHIL, BRELET,
« J7AIERETABICIE. FAINEFHDI7AILETRTHE. TNoEMELE
o TGZI77AIDREIZ2EBEOTOLAT, FHALTWAYIMYTITIZLSTF
IEMEGDIGEENHYET,

3. VMware Client A=a21—TC, [Z74JL (File)]> [OVF T>FL—r D E R (Deploy OVF
Template)1Z Uy ILET,
Web 9547k . ikRNERD)vILET, [OVFToTL—rD EE (Deploy OVF
Template) ] Z#ERLET,

e | Edit View Inventory Adminisi

New

Deploy OVF Template...
Export
Report

Browse VA Marketplace...

Print Maps

Exit

Web 547k OVF T TL—b D4 HF—FIE, ZIITRINTNS A A= 0 R

CEGDIGENHBYFETH., FIEIXRBEHETT . 1 DDHIEL T, Web V5447 bTIE
0 [V—X (Source)] TIE7EL [V —AMD 5T (Source Location) ] ZfEALEY, TDA

A—=TTIH. BRDERBINEST- OVF TUOTL— D EBIICFIEARREINTLE

)
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Deploy OVF Template 2w

0 Srm Ready to complete

Review your settings selections before finishing the wizard.
+  1a Selectsource

v 1b Review details OVF file hitp:// 11518 FlowC 6 0flatestiOVF/Lancop
v  1cAcceptEULAS Collector%20NetFlow.ovf
3 Destination Download size 993,018
Size on disk 50068
¥ 28 Selectname andfolder Name Lancope FlowCallector NetFlow
v 2b Select storage Target o
+  2¢ Setup networks Datastore Eng
¥ 5 Ready to complete Folasr Peak]
Disk storage Thick Provision Lazy Zeroed
Netwark mapping VM Network to dvPG-205Net
1P allocation Static- Manual, IPv4

[T Power on after deployment

Back Next Finish Cancel

[OVFT> 7L —r®DER (Deploy OVF Template) ] 9 H—KA\BE £,

(3 Deploy OVF Template - ] %

Source
Select the source location.

Source

OVE Template Detalls

End User License Agreement

Name and Location

Storage

Disk Format Deploy from a file or URL

Network M
o i |\\vmwarehnst\5h=red Fnlder!'ann\uads\FCNFVEZDDD.nvfll Browse. ..

Ready to Complete
Enter & URL to download and install the OVF package from the Internet, or
specify & location accessible from your computer, such as a local hard drive, a
network share, or a CD/DVD drive,

< Back Mext > | Cancel I
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4. F;/}EE (Browse) ] &)y LET, BEILTIRETISATURAD OVF 774 )LEFERL
5. [R~(Next)]1&42) oL, [OVFToTL—r®D# (OVF Template Details) ] R—% K

ﬁ‘bij_o
Web V547> 1b, [BEHIDFEER (Review details) | R—UMNBEHAEET,

(&) Deploy OVF Template — [m] x

OVF Template Details

Werify OVF template details.

ement Product: StealthWatch FlowCollector for NetFlow VE 2000

Vendor: Lancope Inc,

Download size: 3.0GB

Size on disk: 4,2 GB (thin provisioned)
50,0 GB (thick provisioned)

Description:

< Back | Nl\étD I Cancel |

6. [RANNext)1ZOUvHOLET , IVK A— SAEURZHEZHERLET,
Web 9547k 1 1c, EULAZEELET,

7. TEHREFEZELI=&. [KZE (Accept)]Z Iy LET, [IA(Next)]ZE2)vILET,
Web V547> h:2a, [Z i &ESEFT (Name and Location) ] R—U M EEET,

8. ATV RETITSATUVAD R EBMEEELET , CNIE—EDLRIZT D
ggjzﬁum‘o CDBEIDAUARUN) I —ZRREINFET , R (Next)1E9)vIL
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9. [RRL— (Storage) IR—U T, T—2 I7MILDRELEZZBIRLET . [ (Next)]

99O LET,

(&) Deploy OVF Template — =] X
Storage
Where do you want to store the virtual machine files? h
Source Select a destination storage for the virtual machine files:
OVF Template Details
End Liser ‘_:L__”x Agreement Name | Drive Type | Capacity | Provisioned | Free | Type | Storage
MName and Location @ B BO.0OTE 2549 TB 54.51TB Enabled
Storage il Unknawn 47.78 GB  34.64 GB 13.14GB NFS
Disk Format
Network Mapping
Ready to Complete
< »
I™" Disable Storage DRS for this virtual machine
Name | Crive Type | Capacity | Provisioned | Free | Type | Thin Pravi
7] Non-S50 10,00 T8 4.57 TB 6.80 TH VMFSS Supported
ﬂ Non-S8D 10,00 TB 438 7B 6.82TH VMFSS Supported
7] Non-550 10,00 TE 4.07TB 6.73TH VMFSS Supported
lj Non-55D 10.00 TB 449 TB 638 TE VMFSS Supported
ﬂ Non-550 10.00 TB 3.61TB 7.21TB VMFS5 Supported
(%] Non-550 10.00 TB 448 TB 670 TE VMFSS Supported
5] Nen-S50 1000 TE 4.48 TB 6,88 TB VMFSS Supported
H Non-S50 10,00 T8 5.03 TR 6.07TE VMFSS Supported
< >
< Back @ Cancel |
A

10. [T4 RO (Disk Format)] R— T, [2wy TAE 3= % Lazy Zeroed (Thick

Provision Lazy Zeroed)] E1=I& [y 70O

Mo

E<a=> % Eager Zeroed (Thick Provision

Eager Zeroed) ] 3 # IRLET . (R~ (Next) 1 =0y I LET,
o D T7OEYIZUIRAKIK. TARIVBRENFHIRINTNSIGEIZOAERALE

-d-o

o SEHRIZOULVTIE. VMware D=7 IILESHBLTIEELY,
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(%) Deploy OVF Template - [m} X

Disk Format
In which format do you want to store the virtual disks?

Datastore Cluster: ENG

Avallable space (GB): 55814.5

Storage
Disk Format
Naticrk Mpoing & Thick Provision Lazy Zeroed
Ready to Complets
" Thick Provision Eager Zeroed

" Thin Provision

< Back | Mext > | Cancel I
|

1. [FyrT—0DTyE % (Network Mapping) ] S—C T AR T IS4 TV XD vk
D—%FIRLET , RN (Next) ] F#0v oI LET,
Web 9547k : 2c, [V T —D % TE (Setup Networks) ] R—UDBHEET,
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(5 Deploy OVF Template

Hetwork Mapping

source

OVF Template Detalls

End User License Agreement
IName and Location

Storage

Digk Format

Network Mapping

Ready to Complete

What networks should the deployed template use?

Map the networks used in this OVF template to netwarks in your inventary

Source Netwarks | Destination Networks |
VMNetwork dvPG- |
Description:

The VM Hetwork network

< Back | Mext > I

Cancel |

12. [SET 9 5%[EMTEFELT=(Ready to complete) ] R—U T, §

E D EZHE

REMNELLMEEIX. [#RT (Finish) 129Uy ILEY,

@ Deploy OVF Template

Ready to Complete

Source

QVF Template Details

End User Licenge Agreement
Name and Location

Storage

Disk Format

Metwork Mapping

Ready to Complete

Are these the options you want to use?

When you click Finish, the deployment task wil be started,

Deployment settings:

OVFfile:
Download size:
Size ondisk:
Name:

Folder
Hast/Cluster:
Resource Poal:
Datastore Cluster
Disk provisioning:
Network Mapping:

\wmware-host\Shared Folders\Downloads\FCNFYE000.0..
3.0GB

50.0 GB

Stealthwatch FlowCollector for NetFlow VE 2000

|

engineering

Stealthwatch

ENG

Thick Provision Lazy Zeroed

"M Netwark"to "t

< Back | Finish I

Cancel |

|

ALFETS
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13. [[EBf (Deployment)] #4705 Ry RAMERAEET,

(8 12 vepioying 11w ==

Deploying SMC

Deploying disk 1 of 1from C:\Users'bfield " Documents\OVF
files\SMC-VE-6.2.0-2012.02.06.2131-1-0VF [ ] ndk

lll Cancel I

2 minutes and 31 seconds remaining

14. REAMNTET L5, [BALS (Close) 120V v ILET . AV RM—ILLI-RETTS/4T >
ANAUARUR) V) —[ZRTENFT,

= e "
E
Ffl QA Testing Cluster
B[R VMDRS
B 018
S 019
0 @ Appliances
& vs.10Group
& v6.1Group
B @& v6.2Group
(B F5253-esx18
(T3 Fs254-esx19
{1 Lancope FlowCollector NetFlow
—— [ Lancope SMC
a nf- -17-110
@ s -17-101
@ sme- -17-120

&) V6. xReleased .
—— -

15. 28—t oY — 7 ITSAT7oANT7A— o —THY. VMware IRIBRDE DR IE
AALYF FXVTRIADEHD VDS #E R T H5E L. ROIEN4 EMNME=F)
9 R—k D FE Z (Flow Sensor ND&) JIIZEHFT .

16. YATLRNDRXDIRET TSATURIZDWNT, [2a. VMware Z{ERAL-{RET7TS47
DADAVAR=IL DT RTOFIEERYRLET,

AT LRATIRTORBETITSATUREFAVAN—=ILLI=EEIE 3. IP PRL AME%
EIEHFET,

4. BINE=A) T "— DFEZE( Flow Sensor )

CDFIEBNDLELIEHDIL. Flow Sensor VE AY VMware \I%ﬁlﬂ@*ﬁ%ﬂ@ﬂiﬁx’f‘y?\_if:
[EOSRAFADEHD VDS ZE /I HIEETY . A TA— LU —DEZZI VT RE
TIXEVMGEIE. 3. IPFRLADEE IIZERAET

Flow Sensor VE E=4> 5 R—bEBMNTBIZIE. RO FIEEERITLET,

1. AR K) Y1) —TFlowSensor VEZHG ')y L. [RTE D#RE (Edit Settings) ] &5
RLFET,
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File Edit View Inventory Administration Plug-ins Help }
ﬁ |@ Home [ E'lj Inventory [ @ Inventory
m ) 6B GE e R

ENE] #.10.10
@ Debian
B & FlowSensor

FlowSensor-VE

Getting Started | Summary ' R

Power 3
@ sw

Guest 3

Snapshot 3

= Open Console

(55  Edit Settings..

Add Permission... Ctrl+P

Report Performance...
Rename

Open in New Window...  Ctrl+Alt+N

Remove from Inventory
Delete from Disk

[Flow Sensor VE A< 2D F AT+ (Flow Sensor VE Virtual Machine Properties) ] % 47
AU AM"HEEET,

Hardware |0puon5 | Resources | Virtual Machine Version: 7
—Memory Configuration
[ Show All Devices
255 GB Memory Size: 51233 ME +
Hardware Summary |
W M S12MB 128 GBH Maximum recommended for this
o LUkl | <l guestOS: 255 GB.
CPUs 1 64 GBH
. " Maximum recommended for best
Video card Video card _ A performance: 32764 M8
. . | : '
& VMCIdevice Restricted Default recommended for this
@ scsl controller 0 LSI LogicParallel 16 GBH 4l guest OS: 384 MB.
S Hard disk1 Virtual Disk Minimum recommended for this
2 Co/ovD Drive 1 idet:0 BGEH 4 guest 0S: 255 MB.
BB Network adapter1 VM Network 468
BB Network adapter2 VM Metwork 2
& Floppydrive1 floppyl 2 GBH
1GBH
512 MBH
&l
256 MBe]
128 MBH
64 MB H
32MBH
16 MBH
SMEH
4mpH
Help OK Cancel |

2. GEMN(AAD)] ZHUvHLET , /\—KHz 7 DB (Add Hardare) | #4704 HBHZE.
[T/ RAD B AT (Device Type) | R—UMNRRESNFET,
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Device Type
What sort of device do you wish to add to your virtual machine?

Device Type
Network connection
Ready to Complete

Choose the type of device you wish to add.

(D) serial Port —Information

A‘_" Parallel Port This device can be added to this Virtual Machine.
== Floppy Drive

(25 co/ovD Drive

e USE Controller

USB Device (unavailable)
3 PCI Device (unavailable)

§2, 5CS1 Device

‘l‘ Help | < Back | Next > I Cancel |

3. TINARBATDYRIGS [A—H Rk 7R TAR(Ethernet Adapter)] Z3EIRL . R~
(Next)]1Z2V)vHOLET, [RYRT— DR AT (Network Type) | R— M EAEFT,

( 4 Add Hardware

Network Type
What type of network do you want to add?

Device Type [~ Adapter Type

Network connection Type: VMXNET 3 bl

Ready to Complete
Adapter choice can affect both networking performance and migration compatibility.

Consultthe VMware KnowledgeBase for moreinformation on choosing among the
network adapters supportedfor various guest operatingsystems andhosts.

[~ Network Connection

& Network Label

Imnn .0.0 ;I

Port:  N/A

" SpecifyPort:  (Advanced)
Dvswitch: | =l

Port UUID: | =l

Device Status
( V¥ Connect at power on

‘l‘ Help < Back I Next > I Cancel |
E )

4. ROFIEZZEFTLET,
o [7HETHEMAAT (Adapter Type)] o3> TIVMXNET 3] Z&EIRLET,
. [;f*‘yl"j_7?§ﬁ. (Network Connection)] 933> T, KE|Y Y THOEEFIHR—F
GIN—T%ERLET,

o [TNARDART—HZ (Device Status)] Va2 T, [EIRX AR HEHE
(Connect at power on)] FT Y IRV I AMA (- TNSEEREZRLET,

5. [RA(Next)] &) yoLT, B<)—%RRLET,
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[ &) Add Hardware

Ready to Complete
Review the selected options and dlick Finish to add the hardware.

Device Type
Network connection

Options:

Ready to Complete Hardware Type: Ethernet Adapter
Adapter type: VMXNET 3
Network Connection:  mon .0.0

Connect at power on: Yes

|‘ Help | < Back I Finish I Cancel |
4

6. SXEXTHERLI=&. [T (Finish)1Z&2vILZEY,

7. [Elow Sen§or VE R > D7 8/3F 4 (Flow Sensor VE Virtual Machine Properties) ]
FATATHEHE. HICEELIZE=F R— R RSNFET,

(") wSwitchd Properties

Forts |Network Adapters |

Configuration | Summary ‘ B R =
m VSuitch 120 Ports Network Label: VM Network 3
@ VMNetwork Virtual Maching .. VLAN ID: Al (4095)
i_ ManagementMet.. vMotion andIP ...
S_ VM Network 2 Virtual Maching .. - Effective Polides
W VM Network 3 Virtual Machine ... Security
Promiscuous Mode: Reject
MAC Address Changes: Accept
Forged Transmits: Accept
Traffic Shaping
Average Bandwidth: = =
Peak Bandwidth: =
Burst Size: =
Failover and Load Balancing
Load Balancing: PortID
Metwork Failure Detection: Link status only
Motify Switches: Yes
Faiback: Yes
Active Adapters: vmnicd
Standby Adapters: None L
Add... | Edit... /l Remove | Unused Adapters: None i

—

Close Help

8. Flow Sensor VE A¥ VMware IRIERD R DRER A vF ., £=ETIFXE2RDFHID VDS
#ERIHEEIE. ROFBRAYFIZTDODWNVTIDOFIEF#REYIRLET,

9. COREETTTRICR. [OKIZVIYILET . ROBISEAHET, [3.IPTHFLAD
=
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ESXi RA R 7OV H—1 \NDARBE T IS4 T A(1SO) DAV R
c—JL

ESXi RZVR7AY tRAR H—N\HHEEEIE. ROFIEZFERALT,. Foo0—FELUS
1R A—IoDISOEFRALTURETISATUREAVAM—ILLET,
TR &

53@775’(797\@4‘/7\|~—)V6(i~ COETHRBEIAIRDOFIEBFETIHAIVELAHYE
1. VMware Web Client ~DRS (>

2.1SO S NDFEE)

JA— oY —:7ITSAT7UANTA— o —DIBE L. [Stealthwatch Flow
Sensor |ZSHBL T, RELEMDHREFIBIZOLVTEREALET,

1. VMware Web Client ADO91>

VMware Client 37z[d Web Client DELL DA F—TTAREHEAL TLH A LD
O <. 557503 FO—BNCCISRTERERLDBANBYES, YT+
D 7EEDFMICOVTIE. SERAD VMware DA A FESRLTIZEL,

1. VMware Web Client (2R 12 LET,

2. {RB<L 2 DER/Z Fk (Create/Register a Virtual Machine) ] 221w LFET , $FTLLY
REIY HARDNRREINET,

3. YERBAL T D8R (Select Creation Type) : [FTLULMRAE <L > DYER (Create a New
Virtual Machine)] ZZIRLET . R~ (Next) 120w ILET,

ﬁ New virtual machine

v R  Select creation type

2 Select a name and guest OS How would you like to create a Virtual Machine?
3 Select storage

4 Customize settings

Create a new virtual machine

5 Ready to complete

Deploy a virtual machine from an OVF or OVA file

Register an existing virtual machine

4. X 0S ELRIDEIR (Select a Name and Guest OS) : XD IFHE A N F-ILERLE

o
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K HI(Name) : B E BRI TEB LT ISATUADL&REANLETS,
H #1% (Compatibility) : {3 5/\—2a % FIRLET,

S Xk 0S 7731 (Guest OS family) : Linux

45 Xk 0S 73—32 (Guest OS version) : Debian GNU/Linux

ﬁ New virtual machine - stealthwatch-SMC (ESX/ESXi )

¥ 1 Select creation type Select a name and guest OS

2 Select a name and guest OS Specify a unique name and OS

3 Select storage

4 Customize settings
Name

5 Ready to complete

‘ stealthwatch-SMC

Virtual machine names can contain up to 80 characters and they must be unique within each ESXi instance.

Identifying the guest operating system here allows the wizard to provide the appropriate defaults for the operating system
installation.

Compatibility ESX/ESXi « w virtual machine v

Guest OS family Linux v

Guest OS version Debian GNU/Linux 6 (64-bit) v

5. (R~ (Next)]1ZOUvILEY,

6. ANL—UDRIR (Select Storage) : 7V RAIREIRT —2 AT ERRLES . JV—R
EWEFEALT, TR ENHILEHRELFTT

)

ﬁ New virtual machine - stealthwatch-SMC (ESX/ESXi

+ 1 Select creation type Select storage

V' 2 Selecta name and guest 0S Select the datastore in which to store the configuration and disk files.

b 3 Select storage

4 Customize settings

The following datastores are accessible from the destination resource that you selected. Select the destination datastore for

5 Ready to complete the virtual machine configuration files and all of the virtual disks.
Name v  Capacity v Free v | Type v  Thinpro...v  Access v
datastore1 192.5 GB 188.6 GB VMFS5 Supported Single
1 items

7. BREDHRHIA X (Customize Settings) : 7 T SA TV ABEHE ANFTITERLET
(GEMIZDOWTIX) Y —REHESRBRLTESLY),

ROEZEIRL-CEEHERLET,

o SCSIa>kA—5(SCSIController) : [LSI Logic Parallel]

. 3’:“)“7—7 75 T3 (Network Adapter) : 7 T SA T AN EBR TR AZHEZELE

FPISAT AN IA— 1 H—OBE X, [FvhT—0 7ETE0EM (Add
Network Adapter) 1 &9y L TRIDEEBE (X AU 3—DJ (A R%E
MTEET, EFMIZDOULTIL., Stealthwatch Flow Sensor |Z S BB LTLEELY,
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751 New virtual hine - stealtt SMC (ESX/ESXi I s )

¥ 1 Select creation type Customize settings

¥ 2 Selecta name and guest 0S Configure the virtual machine hardware and virtual machine additional options

W 3 Select storage

i 4 Customize settings

5 Ready to complete > cPu 2 v 0
» @l Memory GB v
» (2 Hard disk 1 GB v
» B scsi Controller 0 LS Logic Parallel v
USB controller 1 USB 2.0 v
@ Network Adapter 1 VLAN_10_MGMT v ¢ Connect
» () CD/DVD Drive 1 Host device v
[#] Connect
» Bl Video Card Specify custom settings M

8. RYNT—Y TR TADKIZHLIKRINEI)vILET,
9. [7HTRDHAT (Adapter Type)] T. [VMXnet3] Z:8IRLET,

10. LR~ (Next) 120y ILFES,
1. BREZHRL. TNOMNELWNIEZHERLET,

91 New virtual ine - stealtt SMC (ESX/ESXi cm mm s )
v 1 Select creation type Ready to comp|ete
V' 2 Selecta name and guest 0S Review your settings selection before finishing the wizard
v 3 Select storage
v 4 Customize settings
W2 5 Ready to complete Name stealthwatch-SMC
Datastore datastore1
Guest OS name Debian GNU/Linux 6 (64-bit)
Compatibility ESX/ESXi virtual machine
vCPUs 2
Memory 16 GB
Network adapters 1
Network adapter 1 network VLAN_10_MGMT
Network adapter 1 type VMXNET 3
IDE controller 0 IDE O
IDE controller 1 IDE 1
SCSI controller 0 LSI Logic Parallel
Hard disk 1

ks

12. [#27 (Finish)1Z&2UvoLES, REIL Y OV TFHFHERESNE T,
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2.1SO Ao &l

1. VMware AV —)LEFHEET,

2. FILLMRETIUIZISO Z#ERHLET . FMIZ DLV TIX, VMware DY =27 )LESHEL
TL=Z&LY,

3. ISOSRETIUERELET , IV AMIHAEITESN, BEMICHEZHLET,
4 AR —=)LEBREMNTETITHE. QT A TOVTRRRTRENFET,

&
File View WM

m | p % 8 @ R & 8

Welcome to StealthWatch Management Console VUE Uersion 7.0.0

smc—01 login:

5. RTINS ISOEYIMLET .

6. XRDRBET7TSATURIZDWNT, TESXi AZV R 7O H—INADRETITSATUR
(ISO) DAV AL—IL DT RTHDFIEFHEYIRLET,

7. 28—t Y—: 7 ITSAT7oRNT7A— o H—NDIBE L. [Stealthwatch Flow
Sensor JZHEFRL. COXZaTFILDRIDEIL AV EFRALTEYNTYTEZRTLE

[e}

o 20TV EERTLIO— o —DRE ([BH—DRAMTD vSwitch D &L
RIZER)

o 70—t H—h VMware IRIERNDEHRDIRERMVTF . FIXVTRINDE
D VDS EERIBEAX. 4. BME=AY2Y R—FD FE 2 (Flow Sensor 0
) IITHEAET,

8. 2:&10)1&2*577"347*/15fr>7\|~—)1/L,7‘:i§,—ﬁIi\ [3.IP 7RL AMDEETE IIZHEAE
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2b. KVM RRR DR FE 7T 54 T ZADA VA —)L

2b. KVM 7RAR DR EE 7 I5A T ADA VA
k=L
BE

CDFIETIE. KYM B KU Virtual Machine Manager Z @ L TIRET7 TSA T REA2 R
F—ILTBAERICDNTEHRBALET,

0 VMware Z{F L TIRET7 ITSA TV REAVAM—ILT BIZIE. [2a. VMware Z{#
LIzRBT7ITSAT o ADAV AN—ILIIZEHET,

[FL BRI
AV AM—=ILEWRO BRI ROE[HFFIEZEZSTE T LTLIESLY,

1. AV O—RELUSIEUR U E—M5IS0 T7ALER 7o O—FL, KVM RRED
THIWFNIZAA—=DFIE—LET . RITRIHITIEL. 74 ILF (X var/lib/libvirt/image T
9, FIEIZDULNTIE. [Downloading and Licensing Guide [Z S BB L TLFZ&LY,

MNELH AR RETIZAT A IDETHE M EREHERELET,
BIEDIFAT IA—INZEHRFELEY,
M)y —2ZH 1DEEZHERL. TTSATo ADBEULEY B TERELET

RIETTZAT o REAV A=)V DA Y —/N[TRE SN ZIAELLFEZIZ
gb;%ré:k%ﬁﬁﬁﬁbiﬂ'o ELLBWMGEE . RETTSAT U RERE TELNIEN

a ks~

A Stealthwatch DARTLTITSZATURERUMBISRE/ O RT LIZEETELL
MBI UFERIFRET U EADA—)LLENTIZELY,

TO RO E

1§EE77°347>7<0)4>X|~—)VG(; COETHBPTOIRNDFIEEETITILENHYE
o 1L.KVMIKRRAMDIRBTITZATURADAAR—IL
e 2.0penvSwitch ~AM NIC $ KU EEZE Bl R—bD EZ 1R D 1B 1 (Flow Sensor D &)
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2b. KVM 7RAR AR F8 7T 5A 7T ADA VAR —)L

ISO 774 IVEFERALTKYMRAMIREIL U EAVA—=ILTEAE IO HYZET,
RDFET. Ubuntu Ry A TEFTI S Virtual Machine Manager &LV GUIY—IILZE AL T
R SMC 7 ITSAT U REAVAN—=ILT B2—hlERLET, EMEDH S Linux T4 AR
t“?f—ga*ﬂéﬁmf-éﬂ'o HifttEDOFMIZ DL TIX. TECHIZ 0T HitE 1 0EESEL
TLEE&LY,

FS52499MEE ] : Flow Sensor VE [ZIE KVM IREZA[fR1L 5 DHEREA HY . 7O —IEXTIEFE
Bo7a—T—3% £ TEFET, EKYMEKRRCRERIZA 2V AR—ILENDRETTSA4T7
R&ELT, FlowSensor VE [FEZHRFA R DS Tav oA —HRyk TLU—LEZEHZFv
TFxL,. hont—230 R7 EVvbL—bE KUy L—MBERI I EELEYI IV
HEtEHREZ ST 70— La—FEERLET, EFHISOVTIE. N BRE7ITSA4T7o 2D
Ab—IL: T =0 D #EE A~y T —2 D Flow Sensor VE D& 1S B L TLEE0Y,

COEE 21T, RDEH ABHYET
« EMEMETF:EM
o 4B 2 Bl AR—F : Open vSwitch [ZE&E

RETFTITSATREA2 A—JLL. Flow Sensor VEZEBNZL TS 74 v O EEERTBIC
. ROFIEZZETLET,

1. Virtual Machine Manager Z{#FHL TKVM /R AR LETS .
2. [Z74IL(File)]> [FHLLMREE TS > (New Virtual Machine) ] #42)w o LET,

W virtual Machine Manager

File Edit View Help
Add Connection...

New Virtual Machine

Close ctri+w

Quit ctrl+Q

3. [A—HIL AU A—IL AT 47 (ISOA A*—FT=[% CDROM) (Local install media (ISO
image or CDROM)) ] Z:&4RL . [#E4T (Forward)1#2v I LET,
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W New VM b *

| m Create a new virtual machine

Connection: QEMUJKVM:

Choose how you would like to install the operating system
(®) Local install media (150 image or COROM)
() Network Install (HTTP, FTP, or NFS)

() Network Boot (PXE)

() Import existing disk image

» Architecture options

‘ Cancel || Back |[ Forward |

4. [ISOA A—T%F A (Use ISO image) 122w o LET,
5. [BH (Browse)] #91)vHILET, BUHAA—DFEIRLET,

Locate your install media
() Use CDROM or DVD

| SlackDVD (jdevfsrl) v |

(s) Use ISO image:

| o]
Choose an operating system type and version
05 type: ‘ Generic 6.4 I
Wersion: ‘ Generic | - |
Cancel J ‘ Back | | Forward

6. ISO 77AILERIRLET, [R)a1—LDFEIR (Choose Volume) 1 #0') v LET,
KVMFRRMNISO T7AILIZT O ATEREFTEZELET,
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Choose Storage Volume

13% default Size: 3680.48 GiB Free / 550.95 GiB In Use
Filesystem Directory Location: /var/lib/libvirt/images/imagerepo0
imagerepo0
Filesystem Directory Volumes 4= @ @
12% Ve - g
Filesystem Directory Volumes - Size Format
12 Spindle SMC-6.8.3-2016.10.28.2005-0.is0 114GiB__iso
Filesystem Directory

(®
v
3
)

BrowseLocal | | Cancel | | Choose Volume

>
D ~

1. [ARL—T42T SATLDBEATEN—232 D3EIR (Choose an operating system
type and version)] C. [0S#4 7 (0OStype) ] FOYTH 2 1) AR5 [Linux] Z:&IRLE

[e}

8. [/3—23> (Version)] KAYTH 92 1) A5 [Debian Jessie] Z3EIRLFET , [Forward]
=0)vILET,

@ New WM s

m Create a ni rtual machine

Locate your install media

() Use CDROM or DVD

I SlackDVD (jdevysrl) - |

(s) Use ISO image:

[,l\.'ar,flibjhbmr‘tj\mages/template,‘FlowReplic‘ - H Browss...

Choose an operating system type and version

OStype:I Linux - ]

Wersion: I Debian Jessie | - I

Cancel I ‘ Back ‘ ‘ Forward

9. AEY(RAM)ECPUZET/N—F v )L TT7423> (VE) DY —RAEH |DIBITRIBEE
THEEHLET,
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' New VM x

|
m Create a new virtual machine

Choose Memory and CPU settings

Mernory (RAM): 8192 — + |MiB
e — e

Up to 772465 MIE available on the host

CPUs: 4 = | +

Up to 72 available

| cancel ‘| Back || Forward

10. [Forward] 2y L%EY,

1. REIIADTARY A *—2 D YERK (Create a disk image for the virtual machine) ] %
ERLET,

12. TNN—=F %)L TT1423> (VE) D)V —RAEH QBN T ITFAT U RITREINTNST—
BAAN—UBEFZANLET, [Forward] 0V LET,

' New VM x

‘ m Create a new virtual machine

|v Enable storage for this virtual machine
(#) Create a disk image for the virtual machine
| 500 — + |G
4169.6 GiB available in the default location

() Select or create custom storage

l Manage... ‘ |

| Cancel ‘ | Back ‘ |~Fono\rard

13 RETVDAMEHRELET . CNDRTARIZED =D RTREOFOTVREZEE
RLTLZE0Y,

14. [A2A—ILHIIZH¥ERBZ HRRT A X (Customize configuration before install) ] Fx w4
YO REAUIZLET,

15. [T =Y DER (Network selection) ] KO TH Y RYY AT, 42 Ab—)LIZi#EY])
BRYRT =D ER—k T IL—TEERLETY
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' New VM X

m Create a new virtual machine

Ready to begin the installation

Name: l debiang

05: Debian |essie
Install: Local COROM/ISO
Mermory: 8192 MiB
CPUs: 4
Storage: 50.0 GiB ...irt/images/flowReplicator-692. qcow2

(w1 Customize configuration befare install

~ Metwark selection

Por‘tgroup:[ | - |

| Cancel ‘I Back ‘| Finish l

16. [#27T (Finish)1 &2y o LET, [EXTE (Configuration)] A= —hBHEFET,

¥ flowreptest2 on QEMUKVM: *

Q CPUSs Name: | flowreptest2 l
== Memory uuID:

9‘1; Boot Options Status: I shutoff (Shutdown)

" virtio Disk 1 Title: | l
() IDE CDROM 1 Description:

o NIC :16:45:4a

@ Tablet

[i| Display Spice

sound: ichs Hypervisor Details
Hypervisor:  KWM
Architecture: x86_64
=] Emulator: fusrfbinfgemu-kvm
@ video QXL Firmware:

u} Controller USB

. Chipset: 480FX -
@ IUSB Redirector 1
@ UUSB Redirector 2

Console

T/ ﬁ’!'

Channel spice

| BIOS -

Add Hardware

[n
@

ncel |I Apply
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17. 7EH—23>0 R4V T INIC]1 ZZBIRLET,

18. [RFERYrT—9 423 —T x4 X (Virtual Network Interface) 1 D [T/A\A1 X ETIL

19.
20.

21.

22.
23.

(Device model) ] KA THHY Ry XA Te1000] Z:FIRLET, LE A (Apply) 129w

OL/i-a_o

' flowreptest? on QEMU/KVM:

@ Owverview

{:} CPUs

Memo

== ry
3} Boot Options
_'|| Virtlo Disk 1

) IDE CDROM 1

|£7| Tablet

!_il Display Spice
i Sound: ich6

(;;;a Console

é_—;a Channel spice
[ video QL

m} Controller USB
@ USB Redirector 1
@) usB Redirector 2

| Add Hardware |

Q{? Begin Installation @ Cancel Installation

Virtual Network Interface

Metwork source: I virtual network 'ovs-pod-net! : Bridge network « |

Portgroup:| | Bt J

Device model: | virtio | v

MAC address: | Hypervisor default

rtle139

virtio

| Rermove || Cancel |[ Apply

[Virtlo T4 X4 1 (VirtlO Disk 1)1 %2y LET,
(¥4 73> (Advanced Options) | KT A ™ YRRD [T4 A% 13X (Diskbus)] F
Ay THE 2 Ry XA T[SCSI Z#EIRLET , LERA (Apply) 1 9o LET,

Flow Sensor VE D7R—rDESRAIZNIC ZEMTHAHELHYETH,

o TELVIDIBZE . 2. 0pen vSwitch ~D NIC B XV EEFIR—FDETHDEM
(Flow Sensor D) JIZEHFET,

o TLMWZIDIFE . ROFIEIZEAET,

(1> A—IL D EHE (Begin Installation) ] #21)woLET,
[3.IP 7RLADEEFE ITEHFET
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2. Open vSwitch ~ADNIC HBXUE 2 Fl| 7h—+ DEZ R B 0

( Flow Sensor M)

Flow Sensor VE B fR7/R—FF®D NIC ZEBML. 1V AM—ILERET §HIZIE. ROFIEZEZELT

L/i-d_ [e]

1. [E% % (Configuration)] *=a2—T., [/\—Fx7M3EN (Add Hardware) ] Z#91) v L%
9, FTLLMREE/N—KF =7 D3E NN (Add New Virtual Hardware) ] 94 —K MR xEh

i’g-o

o Begin installation acancennwalutmn

B overview Virtual Disk

—

Q CPUs Zource path: fvarflibfAibvirtfimages/Mowsensor.goow?
— o Device type: Virtio Disk 1

T e
ks oot Options Storage sioe: Unknown

Readonly:
e Virtlo Disk 1 i N =
SOE ORI shareable:
MIC J65:3d:81 » Advanced options

| Tablet

Il Display Spice
' Sound: ché
..,.‘... Console

ta Channed spice
B video QL
B controlier use

2. ERIDFES—2ar 4RI TIRYET =T (Network) 122w LET
| © nodew vistustpardwere |

% Metwark Source: | virtual network'
i Inpu

Graphics Partgeoup

Sound

Serial MMAC pddress ﬁ
Farallel

Cansole
Channel

ush Host Device
Pl Hoil Devics
Video
whatchdog
Fllesystemn
Smartcard

USE Redirection
TPM

AL

Panic Hotilier

TETL R

=E J W ¥ |

Device model: 1000

Cancel Finish

: Bridoe network =
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3. [(R—FJ'IL—T (Portgroup) IKAY TR YRMED )L, BT HREIY U TOHE
ERR—F T I—THEZEIRLET, [T/\A R ETIL (Device Mode) ] KA THH 1) X

ca21)woL. [e1000] 28 IRLET,

o Storage
B controlber

Nebtwark SOUrce: | wirrual network "

= Bridge network -

Inpaat
Graphics Portgroup ‘\r

)

Sound
Savial MALC aiddieds m

i

Farallel

Console Device model G-Im

2

t\.l'..".:t\‘.'r

Channel

ush Host Device
PCI Host Device
Wideo
watchdog
Filesystem
Smartcard

USE Redirection
TP

RAME

Panile Motifier

=L I Y ¥

Canoel Finish

4. [#27 (Finish) ] &#2)v o LET,

5. BlDEEMRAR—IEEBMTEIDELHDIIGEIL. CNETOFIEEHRYIRLET,
6. TRTHOEHRR—IZEEMLIZS. [412AM—ILDEE (Begin Installation) ] #491) w49 L

‘id—o
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3. IP PRLADEE

3. IP 7RLAMDEEE

VMware F71= (3 KVM Z{£ fL T Stealthwatch VE TISATUOREAVAMN—ILLE=D, T
DRBRIEFHETEET,

IP PRLRDEERTE

1. INAIN—=INNAF RANRBETL Y KRN ITEHELET .
2. WAN—INAF RAMCREILVERDTET,
3. RETLUDERMNASDTNAIEERERLET,

BT DERNADTNVEVMGE O, GATTRGAEIDFRRICET SIS — Ay
t—CFZELEGE. ROVWTANEETLET,
o V=R TISATUVANAV AR—LENTIVD VAT LDFERATRE) Y —R%E
EOLET, FMIZOWTIE, N—F %)L TF423> (VE) D) —AEH | DIE
#SHBLTESLY,

o VMware BIE: 7 TSA 7 ADAEY FHIFIEEY—R T—ILEEHOLET,

4. RIS aAV)—ILIZTIEALET,
5. RET7ISATORADEANTETLET RET7TITSATUAD [EEIPFRFLX
(Administrative IP Address) ] R—U D \BHEET,

[EIIP7 L R (Administrative IP Address) | \—U AN B BIMICR RSNALME R, O
y—LERTASAULET,

e A4 A :sysadmin

o« TIFILEIRRT—K:lan1cope

« BOFIETTIAILEINAT—RELEELET,

| ® mmeusnrvaics smme—reamtansrmyEs.
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3. IP PRLADEE

6. R—SEIYVILET RETTFATURD P FRLREASLET,
7. [OK]IZBIRLE T, Enter F—ZHLET,
8. IPRYNI—U YRIDTRLRAZHEZELET,

o TIAHNINEZDFEEEAT LM HILLWTFRLRZAALET,
o [OK]Z#IRLET , Enter F—ZHL T, #1TLFET,

_L

9. 7A—KFF v RANIP 7PRLRZREZRLET,

o TIAIWIEZDFFEFERTHIMN. HILLWPRLRZAALET,
o [OK]Z&EIRLET , Enter +—Z LT, #1TLET,

L

10. —k9xA H—/NIP PRLRZHEZRLET,

o TIHINEZDEFEFERTIMN. HLLWTFFLRAZAALET,
o [OKIZZEIRLET , Enter F—ZHL T, FAITLFET,

Copyright © 2019 Cisco Systems, Inc. All rights reserved. -81-



3. IP PRLADEE

1. RRAMEZEAHILET,

o [OK]IZZERLET,
o Enter ¥—%#LT. HITLET,

12 RYRT—=D RABEANLET,

o [OK]IZEIRLET,
o Enter ¥—%#LT. HITLET,

13, BEEHRBLES. TXTHELINIE, Enter $—£MLET,

< Yes >

14, BEICKRRSNDIERIZE>TREBIRIEEZR TL. 7ISATUREHBREEHLET,
15. Bi£EE. O 1> JAV TR RINET,

(i 72;3;7‘/1(:77—&7('6%72“%%(& bS50 a—T40 7 IOFIEESHEL
TLESLY,

16. [N\ Z (No)JZERIRLFEYS , Enter F—ZHLFET,
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3. IP PRLADEE

17.
18.

Ctrl+ AR ZILT. OV V—ILERTLET,
AT LRDRDRE T TSATURIZDNT. 3 IPPELADBREINDTRTHFIE
#=RUIRLET,

TARTDRBETISATVRAIZHLTIP PRLRZREL=H. ROBIEHET, T4
TFISATUOADETE

cSOIV a—Ta
BRBRICTISATURIZTIEATELAMER L. ROFIEEEFLET,

1.
2.

root ELTAY AU LET,

%550):7*/ FZZE1TLT. Docker AV THEIUHY—ERNRBL TS LEFERLE
e docker ps
e systemctl list-units --failed
e systemd-analyze critical chain

G RTD Docker AV TFHIUVH—E AN EBIKEIZGoz6. ATV EBRITLE

T TTSATURIZTOEARATELME S (L, Cisco Stealthwatch HR—FZHERBILE
HELF=3,
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4. TITSATIRDERTE

A TIA TV ROEE TE

MOTCTFTIFATURICAT AV T BIHEE . TIFATURAREY—IVEERLTTTZM47Y
ARFEEBALETS

TISGAT UV REERETA=OICRHERFERICOVLTIL., NEZLHIZI1FSHBLTESLY,

. 3_7’(7@71'—»&ACL(T?tZ%‘Hﬁﬂ'JZH’G??tZ?’J“E‘FﬂE“h’CMéC&’&EﬁE@Li

o TITGATUVADMRARGERDIP PRLRAZEUNELET,

o« TIZATUR

o« HIRYNTRY

o« TIAINT—bozA4LTO—RFVvRET—rDzA
e NTP H#—/\&DNS H—/0N\

o CentralManagement M SMC @ IP 7KL X

TIZATVAREY—ILD—EELT, TF747) SMC TEET LKL, FERFURT
OV 7ISATVRELTEES B EIIT I FAT UV RERETEFS . HEDTISA4TUR
(FEEHICEBINET, FMICOLTIE, TEEDIEF1ZSBLTZSN,

o« SMC BH: 754 7> AN Stealthwatch Central Management [Z& > TEEINTLVS
154 . CentralManagement #{FRALTT7 I SA 7V RREDRE. VI Iz 7D EH.
BitE., vy OV EEERTEET,

o RBVKRTOAY FFSAFUR: SMC TEEINBWTITSATURIE, RZVR7AV T
TSATUOREFEIENTWET , RAVRT7AOVELTRHETER T TSATURADY AR
DNVTIE, NEZEDJEF 1 (Central Management 51)) S BB L TZELY,

@ IVERAVEIARIIERCTRTOTISATU ARG, TS5/ SMC TEESN
BEIITRET D LESBOLET,

BEHDSMC BHAEES.SMC IT—ILA—/NN—RTFEHRELT. FNOD 1 DEMAD/\Y
79T A —ILELTEMES B AT EMTEET,

o ZXSMCEHRETBRIZIK. TTSATUVREZEY—IEFRALET,
o« T5AT)IZFTBSMC EEAUAYIZTBHSMCEETELET,
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4. TITSATIRDERTE

& < M SMC &% E L1=5. Central Management {E38 A7 H KU Stealthwatch T X%
b T HSAT7UNEER LTSMC 7z — LA —/N\—BRERELFTT . MO T
[F.TSMC Tz —LA—"\—EFRDEZIZSRBLTIZELY,

VRATLEEREIZRETDICIE. COHARDFIEIZR TS EZFHEELFET
HEZHEIRDEESYTT,

129 0:—EIS1 DDTITFATVRERELETY . BEVDISRIATRDT T 54
Zt;%)sﬁiéﬁﬁ&é?éﬁﬁt; TIZATU AN T YT (Up) ] RT—RRATHEH LETE
IEFF : 2% E DIERF 23V ET S

FEANR TGS EETS5/7) SMC TEESNSLIITTISAMTURERELE

B D Central Manager: 2 AT LIZIX#EE D Central Manager R ECTE=FE Y, =12
L.BT7TS5A4T72RIE1 DDTS54<T') SMC/Central Manager D IZLH>TEETEE

o

TPt X :Central Management [T7 AT B DEBEEIERNVETT,
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RONEFTTITZFATVREREL, ETTSAT U ADEMEEEBHFT,

&
FF

FISATUR

754<1)SMC

UDP Director
(B 4

FlowReplicators)

Flow Collector 5000
=R F—HR—R

Flow Collector 5000
D) ¥ N Y

ZDih DI XTD Flow
Collector
(NetFlow & & U sflow)

Flow Sensor

I RRAUE AN L—4

thHoA1)SMC
(ERI55E)

Central
Management

& I 3t & (Managed)

& T2 %t & (Managed) &
1=I%
RAVRETAY

& I 3t & (Managed)

& I 3t & (Managed)

& I %t & (Managed)

& 2 xt & (Managed) £
1=l%
RAUR TV

Aok 7ay

& I %t & (Managed)

754<') SMC [£. Central
Manager C9 ,
SRATLRATROT T4
T2 RADEREEFIRT SR
2. SMC A\ [7vF (Up)]&
LTRRSIN TS LEHE
ZBLET,

IVOVDHRTEFFHIBTD
Bil [Z. Flow Collector 5000 <
=R F—BR=ZAN[TvT
(Up)]ELTE RSN TS
CEEHERLET,

IVOUDERTEEFHIB TS
BiT [Z. Flow Collector 5000 <
=R F—BR—=ZAN [TV
(Up) ] ELTE REN TN
CEEHERELET,

J0— Y —0NE%k E E6H
MY BHEIIC, 7O—aL 94
M[7YyF(Up) ] ELTR RS
NTWAIEEHERELET,

+Ho &) SMC DEEFEZER
PRI BHEIZ. T34
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SMC A¥ [7v 7 (Up)]1 &L T
i;:::éhtué:&ﬂﬁ%ﬁl,

O ;ﬁ;rélzoto'cm CZITRENTWBTTSATURAD—ENFEELLZNEEMN

1. 394>
%’_7547)7(5&%‘)—)1/%@}% LTETISATURZERETAICIE. ROFIEZFRALE

1. g:?@*f@?lflzx J4—ILKRIZ, https// BEEUVTTZATUADIP FRLAZ A ALE
o« 754 SMC: HZWIZTS54<T) SMCEETELET,
o TVT BEVDISRAINTRDTIFAT 0 ADREERIRS DA, 7T 54
TFUOAM[TYT (Up)] RT—R2ATHAZEEHERELET,
e BB TISATUANERICBRIETALIIC. T EThoFEEBLELSYEELE

o

TISATORIZT IR ATERWMEE X RS T a—T42J 1(T3.1P 7RL R
DEFE I av) e RLTEZEL,

2. RDILToov)LEAALT, OTA4ULET,

o« A—H4%:admin
o INXT—R:lan411cope
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4. TITSATIRDERTE

2. TISAT VAN TE
MOTTIZATUORIZAT AT BIHE . TITATURAEREY—IICE>TREREFIES
RENFET,
CNHHEA VAL TIRGEMES  TRSTILoa—T42 7 1IZHBELT, R
A %ij:y FI—O RAMVB P TFRLRIGEDT T FAT VA FINT— B EEER
LET,

Continue =

1. T4 IRRT—RDZERE : admin, root, H XU sysadmin DFLLVSRT—KE A A
LET . R (Next)1Z&0)vILTEA—HF(IZRIO—)LLET,

ROEHEZEFRALET

« EX:8~30XF
o« TH HLLWIRT—EMTIAILNISRT—RERIE A XFERE->TNAILEHE

BLET,
a—4 TIAIb 1SRT—F
admin lan411cope
root lan1cope
sysadmin lan1cope
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i StealthWatch Management Console VE
App

' Step 1 Change Default Passwords

- Change Default Password
gement Network Interface

and Domains

Note: You must change the password for all the users before continuing.

@ ADMIN

Current Password:

New Password:

Confirm New Password:

FTITN—F O T7HRERICTIA4ILE INAT—FZEZELTWDIGRIL,
0 [sysadmin] *=a1—¢& [root] A= a—IXFERTEEE A, FEHIZDOLNTIE.
['Stealthwatch x210 Series Hardware Installation Guide [ZZS B L TLE &0y,

2. BERYNT—Y A8—DAR:IPTRLABEVRYNT—D A B—T1A X T4—
g;%ﬁ@”bi# TIHILNEEMNELNCEZFERLET . (R (Next)]Z2 0w oL

o TE:COBRELETDICE, RyRT—VEBELHBEL. FST LY 21—T7
VO ESHELTEE,

o IPV6(FATFTLay): IPv6e =B ZNZTAIZIE. [IPv6]ZH)vHoLET, [IPv6 DEZH
1t (Enable IPv6) ] FxvORvHIREAIZLT, Z4—ILRIZAALET,
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4. TITSATIRDERTE

% StealthWatch Management Console VE
etup

b  JEmlEREn Management Network Interface

] 5 ! X Enable communication befween this appliance and the network. Default network settings for this appliance appear

- Managen-nent Network Interface below. Before changing any of these seitings, confer with your network administrator.

3 Warning! If you change your IP address, host name, or network domain name, the appliance identity cerlificate is
me and Domains replaced automatically. If you have a custom cerfificate, save the cerfificate and private key before you change
these fields so you don't lose data.

Enable IPv6
IP Address:
Prefix Length:

Default Gateway:

3. in(é?_&lf}*f‘/ IRARRERYRT—IR A B ANLET o (RN (Next) 1201w

o RAMR : BT TSATLRIZIF—BEDRANEDNBETT  EHDTTSATUR
[CRICRRMBZEIY YU TGS . TNSIEEEICA VAN —ILESNER A,

o RYNT—Y BRI : BT TSATURIZITZEBIHRAAENNBHETT,
o Stealthwatch FAA> (SMC &) : Stealthwatch 7 754 7> XM Stealthwatch K
A ANLET,

. I*P 7;];_7(0)%@ (SMC D) : Stealthwatch YT —o D IP 7L R &% #E
RLET,

4. DNSERTE: T 7AIEMDIELWNZ EEHERTHM. FALY H—/NIP FRLREAALE
T o RN (Next) 1 Z0U VI LET,

DNS H—/\DBMME = (XHIBR (A Tay)
o BM:[+]T7AED)VILET .
. @Jﬁégz‘y%‘ivaébu YL TDNS H—N\EEIRLET, 1 7MavE0)y

5. NTP DERTE: T IA LN IELWNZ EZRERRT HD . [A=a—(Menw) ] 7/ E D) YD
L T Network Time Protocol (NTP) H-—/\ZZIRLET . [~ (Next) 122 vHILET,
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NTP Server

o MBONTPY—/\:RMLIBEEZHERT HOICEBDNTP Y—NEHET
HEEHEOLET,
o INTYyHY—X:NTP D4/ 8T1) v ) —RELT poolntp.org HBELTLVE

[o}

NTP H—/\DBMET (LA (AT av)

o BI:[HTAaVELYYILET,
. @Jﬁé;rﬂ)ﬁiv’)xé‘—’JU YILTNTP Y—N\EERLFET, 1 7> E0)y

6. Central Management:UDP Director E7A— oY —: 7 ITSATUAMTS54 <) SMC
TEEINSED., RAVRT7AY FISAT O RELTEMET DD FEIRLET,

Add SMC
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% FlowSensor VE

3

Central Management Settings

IP Address

3’_

Stealthwatch Domain:

Select a Flow Collector:

Siep 6:
Central Management

# Complete

TS54) SMC [CE>TEI: [1EL (Yes) ] Z:BIRLET , BAICKRTEINDIET
[>T, SMC EEBAE%#/E3EL . SMC LD BIEZHFAILET,

e SMCOTAY HLTUINILEADLET,
o Stealthwatch FAASZEIRLET,
ARBEVR7AY PISATUR: LA (No) ] ZBIRLET,

o IA—tY—TTSATUANTSA4T SMC IZ&E->TEEINDIGE. 7
I:l_ :l |/7’5‘§5§*RL¥70

?d_l:l— aL943: 1% DOFIET Central Management BIC7 TS5AT7 U REHTELE

7. BREEHR. 7T ISATURDERNEETHSEEHEELET . [EA (Apply) 1 £
(% [B#EEIL THi1T (Restart and Proceed) 1 %91 wHILET,

8. PISAT7VADBERE P, BEICKRRINDIERIZENET,

9. iﬁé,_b\*‘/xﬁ-l.\éﬁi"'éh“?ﬁﬁll:ﬁéi’@%ﬂlﬁj\ﬁféiﬂ'o R—CDEHNVVLELZIZEELHY

10. RELTCWBT7TSATUVRADRDFIBIZEAET,

o T34 SMC:7TSAT U ANTS54T') SMC DIHE, RITEHES [4. 77
FAT VAR RT—RADHER |

e ZA—aLOR: RIZEHFET , [3.Central Management FA D Flow Collector M %
7E |
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o BEFIFGATUR:TIFATUAMNSMC [LE-TEEENDIHE . RICEHE
T N4 TTFATUVRRT—BADTER |

o RBVRTFOY FISATUR: TITFAT VAN SMC IZ&-> TEESNAEMNG S
5. 7ISATVAREDTE T NEHFS . TIFATVRAERAVE—TIA(R%E
FERLTTISAT7VRADHREET TLES

754<') SMC/Central Manager LIBIET A EDIZT7O—aLIFFHRETHIZIE. RDFIE
#FHALET,

© 777ATYANTA—ALIFTHENGER, COFIRERFVTLES  ROEIS
EATHLZEWN T4 T TFAT VA AT —FADFERR |

1. ZB—aL22I2ag9 142 LET,

2. TISATUREBREY—ILHABUREET, [H1T (Continue) 1% 0w I LET,

3. [Central Management] 27 T, 754<') SMC D IP PRL RAZEIRF=IFAHDLET,
[{R7F (Save) ] Z0)vILET,

4. BEEIZKRREINDIERIZHEST, FSARISMC T ISATUADT AT T4TA5EER
EXEBLET, (I (Yes)1ZEHV) VI L TIERAZEEHEL. 7TTSA4 T RESMC ED
BIEZFEFRILEY .

5. 754 SMCDOTAY HLToovILEAALET,

6. Stealthwatch FAAZEIRLET,

% Flow Collector for sFlow VE
Ap up

Central Management Settings

IP Address

e

Stealthwatch Domain:

Flow Collection Port:

Step 6:
Central Management

# Complete
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7. 720—aL 923 DR—FESEAALET . (RN (Next)1Z 0y ILET,

« NetFlow DT 74 JLk:2055
o sFlow DT 24 JLk:6343

8. [Central Management|Z#% &} (Go to Central Management)]Z2) v LET, 4. 7T54
TIORRT—RADMER IITEHET,

4. TIFGAT VR R T—RARONER

7705’(7”/7@3%‘_‘/—”/5770347‘/5(’&Eﬁ/rf L7=5. Central Management TP TS5A4 7>
ADRAT—RAREERLET,

Q00D

1 . Central Management Egﬁgi?—o Global Settings

Central Management

« 7354 SMCIzaY AU LET,

o [Q‘D—_d—lf)lfgglﬁf(ebbﬂ Settings) ] 7AaA&91)y R
7[,35 ° rector Configuration
° [Central Management] %E*R L‘ij—o ) External Lookup Configura...

Packet Analyzer Configura...

User Management

2. Appliance Manager A RN TP TSAT U REHRELET,

o« PITGATUAMAUARUNIZRTREIN TR EEFERLET,
o« PITSATURADAT—EAN[PYT (Up)] ELTERREN TSI EEFEZELE

ER
SMC R [7v7 (Up) 1 THAH_LEHER
il Stealthwatch Central Management Appliance Manager Update Manager App Manager
Inventory

Q Filter Appliance Inventory Table

Confirm the SMC
status is Up before you
configure the next
appliance.

APPLIANCE STATUS LICENSE STATUS HOST NAME TYPE IP ADDRESS ACTIONS

Up 90 Days or Less sme SMC 0 o

Central Management TP T4 7V ADAT—HR AL TER
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csco  Stealthwatch Central Management Appliance Manager Update Manager App Manager
Inventory
5 Appliances found

- - Q Filter Appliance Inventory Table
When an appliance is
added to Central APPLIANCE STATUS LICENSE STATUS HOST NAME TYPE IP ADDRESS ACTIONS
Management, the
status will update from
Initializing to Up.

[ @ nnitializing FG-sflow Flow Collector 1 [8)

@ Config Changes Pending 90 Days or Less Gisco-example SMC 1 (8]
When you add
appliances to Central /
Management, the SMC Up 90 Days or Less FC-example Flow Collector 2 8]
will show configuration
changes in progress.
Up 90 Days or Less FS-example Flow Sensor 1( (S}
up 90 Days or Less UDPD-examy ple UDP Director 1( [S)

DSRAERDRDT ITZAT U ADREEFRIBT DRI, TS3A4<SMC E£T7TS
A 47 ZDRTF—AZAN [TV T (Up)] ELTHRRINTND S EEHERL TS
(BEDIEFEEEMEFR) .

3. DATLADRDTIFATVRAERES BICE. 1. OT AV NEH T4 T7TSAT
AART—BADTER IFTOFIRETTLET,

RETDAMNDTISAT o ANGNMGEE L (5. T ITSAT UV AREDTE T IIZEHE

o
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5. TIDAT VAR TEDSE T

BT TSATUVADEEETE TITHICIE. ROFIEEZERALET,

() BEWND VMERMDREIZE>TIE, $RTOHY—EXNIEE T HFETIZ 30 712
ErNSIENHYFET,

1. RELTWATZTSATUAD) 99 )y I LET,

o 2 #7a
FISATUR R >
e -
Flow Collector i FA %t & 44 Jg ;E *f
BRik)L—IL
. (G AMEERTL-HIIVLE, G ZaH
UDP Director T [ UDP Director /\—K™9 T 7 TODH{¥ 4
;\C:)é AR T I SATUORTIIERTEEE
77
Flow Sensor TI)r—2av D BELUR/O—FK ZO_)';ZH
Al
Endpoint Concentrator NetFlow L2732 ~M% 5

2. RADBTIFATVADRESSUVEBRBNT T LIS, [6. 510 ADAEHEIIC
EHET,
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UDP Director
UDP Director MEXEZEST T 9 DIZIE. ROFIEZEFERALET,

6 S A%l UDP Director /N\—K 7 7 ITSATUARATOHRFERTEET, &0 H
X, IREBT7TSAT7URATIIFERTEEZEE A

BEL—IV: SRIARERETDIEE. DIKEL 1 DDEmEIL—IILERELES,

o BERR:TISATUOAMNSMC ICE>TEESNDIHEE. [SMC #ERALERE /L —
ILDEFEIEHFET,

o« ABK7AY :UDP Director M SMC [C&->TEEBEINGWEES . [7ITS5A4T7 0 REHE
EERLEEIL—ILDREIZEAET,

&= Al A% 45300 UDP Director B’ 5155 . B A MR TERETHENTEEXT, 57
FAMESRTTIIEES. D1 DDEEIL—ILERTELET (7 ISA 7 RAEEAF H
LS DR T CEAET).

SMC %s FA Lf=#51% JL—)LORR TE

UDP Director H\i Stealthwatch Management Console (SMC) ANMD A ytz—U%E{E1Z1 SSL AY
EEy (A

1. SMCIza&¥ 4> LET,

2. ['A8—/\)LE%E (Global Settings)] 742> %491)w-LZE9 , [UDP Directors% E (UDP
Director Configuration) ] ZE&RLET,

0 00 =D

Global Settings

Central Management
Packet Analyzer Configura...

UDP Director Configuration ﬂ

External Lookup Configura...

User Management

3. PISATUAD [7Har (Actions)] A=a—%9)vHLET, [EnE/L—ILDERTE
(Configure Forwarding Rules) ] Z:&RLFE T,

4. [AddNewRulelZ2')vHLET,
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Forwarding Rule

Description (Optional):

Ny forwarding rule

Source IP Address-Port -

10.10.10.10:1234

Destination [P Address:

Destination Paort Number:

ex. 1234

5. BtBA (Description) : L—ILZE B AT = DIELEREAZ A HILET,
6. EIEITIP PRL X : 7 R—F (Source IP Address:Port) : UDP Director [CTT—4R% %595
TINAADIPTRLRAZAAL, T—2E ERADKR— BEESEZAHILET,
o WRK:[IP PRL RXI[AR—FBEB]DEXHFERALET,

« H(if: Classless Inter—Domain Routing(CIDR) &R iR ZZ AL TIP7RL XD EEH

EANTBRIENTEET,
o IRT:TANNEAATNIX, ZOR—FTCREEDEETIP PRLANST—E% %
FTANLNET,

o HAEDHLE EETIPFRLRAKR—FIDHAEHEZIL—ILIZEMNT B,
ZFNoEFHLLNMTIZEMLES,

o 10.11.16.38:5322
» 192.168.0.0/16:9000
o All:2055
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7. 585 IP 7KL X (Destination IPAddress) : UDP Director Mo T —43% = (TEAT/NA( R
DIPF7RLREAALETS,

8. g_ﬁﬁ'ﬁﬁ—FE% (Destination Port Number) : Z{E 9 3T /\f ADF—FBEEEZAHLE

9. [(RTF(Save)1Z0)VILETY,
10. FLay EEZRATBICIE. (A (Syne) 1520y ILET,

1. BEITGLT, B —ILEEMT HFIEZRYIRLET,

12. .—;;;H_ilif\Té RETDICIX. [PTSAToREBEERALI-S AT AMORKE I
H o

O SR A% (. UDP Director /N\—F 7 7 ISATUATOHEATEET, 5 H
ik AREBT7TSATUATIEFERTEEE A

BRI AMRTEERETAIDENGZMESIX. (5. 7ITSAT7UAEEDRTIZRYE

[e}

TIFATRE BB %Ad F LT85 ) L—ILORR TE

SMC H'5 UDP Director Z BB LGS (X, TTFAT U RAE B TEE L —ILERETEFE
ER

o IHDRR—R:eth0DIP PRL R [CT7AO—FERETAHLITIRR—EFFHRELET, =
IZ&Y UDP Director [&. eth0 M7 O—% 851X 9 5 ERBFIC, Erixdhnb/8 v A
[CERIHRAR—EDTDIP LI MAC PRL RZREFELET,

o TOSARXVYRZEDBEIL. SZLETEITRTOIS T4V IR LTRINY ToILE%EFE
BALET ., 2ybT—0(&. R—bED STy I D, THRR—AHVi5 UDP Director (2.
SHIZZE/I(ACL) [CRIFTTHERATESLSICTAHENHYET,

1. UDP Director 7T SA TV AEEB AL A—TA( R I AT AV LET,
2. [E%5E (Configuration)]> [#51%JL—)L (Forwarding Rules) ] &)y LE T,

Forwarding Rules

Rule

# Description Source IP Address:Port List Destination I[P Address Destination Port Number Delete
1. NFLOW All-2055 26.103 2055 U
2 SFLOW All-6343 26105 6343 U

b e i o Pt 7 g
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3. E%BH (Description) : )L—)LMDEiBAZ A HLET .

4. EETIPFFLA: R—F(Source IP Address:Port) : UDP Director [ZT —4%34{59 %
TINAADIP FRLRZA AL, T2 ERDR—IBESEAALET,

o BR:[PFRLRIR—IES]IDEXEFERALET.

o #0BH: Classless Inter—-Domain Routing(CIDR) REZ;ZZ{F AL TIP7ZRL XD EH
EANTBIENTEET,

o« IRNTNANEAATIIE, COR—FTEEDEETIP TRLANLT %%
[FTANLGNET,

I A AHTEINOPFRLREZSHMERTIE. TS DBEEN EAYET,

o RBR—M AN T vVRIZREBR—IEERAL. TN T4y ZE BT
AR—NMZYFTALIFTEET,

f=EZIE, R—K 55431 DERS TV 9% 1 DDIL—ILIZESRRDYIZ, ZDRS

T490EHEILT, TNETHR—F55431 ZFEAL TV =ITHORR—E2D 1/3 H' 5
S—R—h 44440 FFRTHEIICERETEET . TDE. TVRR—E2D 1/3 N

/-I-i’—|~ 44441 EH|ZTH RR—ARD 1/3 HiTR—h 44442 éﬁﬁﬁa‘é&ol:;&if%
F9, RIZ. R—b 44440, 44441 44442 DRSS T4 H BE— DR SeR—

55431 [ZYFALYRLET,

5. 3E5 IP 7L X (Destination IPAddress) : UDP Director M5 T —43Z Z(TERAT /N1 R
DIPF7RLRZEAALET,

6. FEIER—bFFE S (Destination Port Number) : Z{ET AT/ \ L1 ADHR—+EBEZADLE

[e}

7. BIDZETINARIZERESN DT —4% UDP Director IZEET BT /INA ANERELE
IHEEE. EMAA)]ZE)vHILET,

%_0) UDP Director D TR TDT/INAREZANLEDEET. COFIEZEYIRLE

8. EMA (Apply)1ZEV) VI L TEREIIL—ILEREFELET,
UDP Director SR EBH DR TN EF SN, DATLNEREI7MILERFHLET,
9. BEIZIGLT. EEIIL—ILEFEBNTHFIEZEYIRLET,

10. EEE'IEKTEEQE'q*éI:m (7T SAT7 O RAEEBAERALE-EREDREIIZE
& 0

6 =8 A&, UDP Director /N—K 97 7 TSAT7UVRATOHAERTEET . &0l H
X, IREBT7TSAT7URATIIFERTEEZEE A
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SR AMRTERETIVLENWGEX, TTSATUREHBEELET, [1E1F
(Operations)]> [7 75472 AN BFEE) (Restart Appliance)] ##IRLET, XK=, 15
FISATVRBREDTETIZRYET,

TITATAREBEFER LIS A% E

?E_%ﬂw) UDP Director M$HBIEE L. FTSAT U RAEBA U A—TJ1( RAZFERALTCE A%
F#RELET,

0 S A%, UDP Director /N\—F 7 7T SATVATOIHEATEET, 5 A H
(X, RET7TSAT7URATIIFERTEEZEE A

UDP Director HA (SR F14) TlZ. 7&K UDP Director 23 FCEEd . AN/ —FHARETT
ECIN. FEOEATI DO/—FETFRASAIZHYET,

T514) /K EXUEHA) /J—F
RPDBTAUTAY /—RETSAY A T542 /—REEA T VEVWWNET , R7DTS

%l’_?U /—FTEENKLELIZEZE., EhUF) /—FRENESIZRNTTZA42)ITHRYE

24

o BEIEIL—)L:HA L XT LD UDP Director AD &5k )L—)LE 1 DU EERELET .

o IL—ILERTE I PAIVZERTE: UDP Director HDIIL—ILWN T TIZTHESNTLSIEA.
UDP Director )lx—)l/’éI77\7|'f—|*()b—)b§§i77'f{b’&ﬁﬁ) Liﬁ_o RIZ.ZDT7
;{dl:’&' 2 Z& B D UDP Director [T/ R—FL T, ENENDIL—ILHA—FTBHKSIZL

o IBFF: &AZTS4<") UDP Director %R E L=, tHhU A THREFERYRLET,

o FREIIR/EFH: ELSEHLL UDP Director THAIEE . FNENIZDLNTID
HARDFIEIZHEWNET, 1=1=L. EhF YA I TIZ Stealthwatch VAT L EDT7TTS
AT RELTEHREFHTHNIE, £H241) UDP Director [ICAT AL, CDEHIaY
DRI THA AV R—R U MERELET,

1. 754<")UDP Director HA MD&E

1. 754<") UDP Director 7T SA T ABEBA U A—J(RIZAT A4V LFET,
2. [E%5E (Configuration)]> [& 8] A4 (High Availability) ] #4249 LET,

=] m%r%gg;go) [= el A% A %129 % (Enable High Availability) ] F =y ORI X% A
vIzL o

Copyright © 2019 Cisco Systems, Inc. All rights reserved. -101 -




5. FTIATVRREDTE T

L I R T T e o Ll L T ]

Enable High Availability Service

High Availability Settings
Virtual IP Address 0.235
Subnet Mask 9EE 955 994 ()
Shared Secret L@ncop HA
Sync Ring #1(Eth2) Unicast [P Address 411
]
Sync Ring #1(Eth2) Subnet Mask 95 255 (1.0
)
Sync Ring #2(Eth3) Unicast IP Address 49 1 j
k!
Sync Ring #2(Eth3) Subnet Mask 955 955 (1.0

w
Sl - - =i b

4. (R IP 7RL X (Virtual IP Address)] XU [H TRy X% (Subnet Mask)] 71—/L
P(:g, 754<') UDP Director W IP PRLRAZ A ALET, (ChiblEthr2) THRE
LTY,)

RAEIP PRLRIE, 2=F v AR 7RLRERIL Y TRV THAIDENHYET,

5. [£FHL—SL vk (Shared Secret)] 74— JLE T, WA M UDP Director D XF 5% A
ALET, (ChiFEFa7HeEEAICEE{EINET, )

6. FEAU Y 1(Eth2) A=F AR IP PRLREA®D 74— ILRIZ IP PRLREH TRV T
2B ANLET, (A=ZF Y AP PRLRIZE—DR YNNI —95BEEHRILET, )

7. EHEAY> S 2(Eth3) A=F v ARIP PRLURAD 74—ILRIZ IP PRLREH TRV T
A% AHILET,

& IP 7EL R (eth0, eth02, eth03) L. ZNZNFIEDI=F v X+ HTRVYrETHS
M‘gb‘\&LjiTo

8. BREZMEELI-S. (EA (Apply)1E0) v I L TEREEZBERALEY,

9. J5R3—0M 2 & B M UDP Director Z5&E I DIZIE. RDEILaVITEHRTT,
2. th ) UDP Director HA MERE
52 31) UDP Director %X E 9 AICIXRDFIEEEITLET,
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1. £H>241) UDP Director 7 T S5A TV AEBAA—TIA(RIZAT A4 LET,

2. [E%7E (Configuration)]> [/& AT AATE (High Availability) 122w LET,

3. COEETIRTDNTGA—RERELEFT (RIDTISA T ATEHM/NTA—4%
EHRLEGEICEENDLEATY) . TORE. ROEBZERSIAATDIA—ILFT, &
DT TS5ATUREFST={EILEZEZRTELTEELY,

o BHAULY 1(Eth2) =X % AR IP PRLR: FS5A4RYLEDZDT4—ILRTEHREL
FADEFELGDHIP FRLREZAALET A, TS5/ THRELZRAHAI T 12
ZX VYRR TFRLRERLY T RYMIHBIDLELHYET,

o BIHAULY 2(Eth3) =X % AR IP PRLR: FS5A4ULEDZDT4—ILRTEHREL
FFADEFIERLBBIPFRLREAALETMN, TS5/7UTHRELE-RHUV Y 22
ZX VYRR TFRLRERLY T RYMIHIDLENHYET,

4. GER (Apply) 1 &0 L TERERNBREREFL. COTTSATURADISRB) YT
HY—ERERIALET .

5. 754AR) 7T ATV RERET BIZIE. [F4& (Promote) | REUEH)wHILET,
6. ?Eﬁ :[$2 4% (Operations) 1> [7 T 547> AD BEHLEN (Restart Appliance) ] &R L%

7. 5. 7547 REBREDETIZRYZET,
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1. 7)r—232 1D BEURLIO—ROEETE
% = ; oY —EHRTETBRICIE. TIV5—2a30 D ERAO—FEERTEIT HEMDFIEL

1. FlowSensor 7T SA 7V ABEEBA U A—DA(RIZ AT A4V LFET,
2. [E%5E (Configuration)] > [E¥#HE% F (Advanced Settings) ] 22y LET,

THRAR—PRER—UDFHEET .

FlowSensor VE

Advanced Settings

I Export Packet Payload

L Export Application Identification

Include IPvG
¢ Include HTTPS Header Data (Applies only to IPFIX exports.)

¥ Include HTTP Header Data (Applies anly to [PFIX exports.)

Export bytes of the HTTP Request Path.

Il Enable VXLAN Decapsulation
L Enable X-Forwarded-For Processing

I Enable ETA Processing

Flow Export Format:
® IPFIX

MNetFlow v9

3. FYbT—YICET DB EREERDLIITERLET

gil]l‘:

HE
INTYRRA JO— oY —MNaALIBITEDET—EDO R, WD 26 /XA DINAF1)

BH
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RH

A—kanxTH
AR—pk
(Export
Packet
Payload)

T7I)r—3i3
U AEERD
IHRR—k
(Export
Applications
Identification)

VXLAN A7+
JUE fZ BR D
31t

X-Forwarded-
For AL B DF
it

g&l]l:l

s

RAO—F T—2ZEHEINEIDNEHRETEFT,

OLYRIZTF—R%5EDHZ. 78— oY —7TUr—a0 O REE
HOMEIDEIRETEET, SHIC. ROZBENDRZRIZTIZIE. 2D
REFEANTEILELHYETS,

Ipv6 &85 (Include IPv6) : 70— £ H—TIPv4 L IPv6 DE A D /N
TR DT EMEINEIRETEET ., COXRTELEMNTHE, 70—
oS —ILIPVAINT YLD HERHLET,

HTTPS Ay& — T—42MD I AR—k (Export HTTPS Header Data) : 7H—
oY —M5aLYRTEST—EADHIZ, HTTPS ZA—DAYHE — T—4
EEDOINEIDNEIEETEFET ., T—RITIL SSL #£iEHL & SSL A M
BENFT, CORTELXFEHATBICIE. 78— 24 THIPFIX ITHRESNT
WALELAHYET , K 256 /N\A LA ATEETT,

HTTP ANy& — T —420) T4 A#R—k (Export HTTP Header Data) : 7A— +z
DH—HSaL Y RITEBRT—EDHIZ, HTTP 7B—DAYSE — T—R3% &
HEMEINEIRETEET , CORETERLIZGE. EhoFY) J4—
ILREFERALT, 70—t —T70— TF—A2(ZEH B HTTP /ARADE]RK
RUNMRRD)ZHRETEE T, COREXERATHICIE. 7O0—24TH
IPFIX [ZERESNTLWARERHYET,

FlowSensor H\ Virtual Extensible Local Area Network (VXLAN) 17t JL 1L fiZ
PRIEBEZ (ERTHENEINFIRETEET , VXLAN h T JLIL R R % (5
LZiULME S . FlowSensor [FEfIZ 2 DD RBF RILIVRERA R
(VTEP) B 70—&LTVXLAN W TR ILIENS D4v 0% RELE T, hT
TILERERREERTHE. b RILESNT=,ST090%F LT, Yk
D—ORDEST490\3—2 % KYEFMICIBIETE S0, KYEERD
OTOVERIFTEEY,

0 FlowSensor [&. 122D VXLAN 7R—k (4789) [ZTT REESNT=
VXLAN bS5 D49 9012 4% hT2IVLEERRLET,

FlowSensor H% X—Forwarded-For (XFF) fLIEZ{FERALT. HTTP 7OF %
= 1ZO—F NS HZENLTWeb —/N\IZEHLTWEISATU MDD FEE
TTIP 7PRLREHBANTHINEINEIBETE=ET,

l i ETA & X-Forwarded-For JL3E% —#E(CERF 9 H_&FTEFE
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Ao

ensor METAMLIEZFRAL T, IDP J4—ILREB KUV SPLT J4—ILK

ZHEMLTSMCIZEETAMNEINERETEFT

ETAZEIZTBHE $HZ v ERHBFD NetFlow miglEDFERAE
MNEMLET, 78— RR—MERKIZIZIPFIX 2 ERT 52 E
EHEIHLET,

ETA & X-Forwarded-For JLIRZ —#& ("R ETH_EILTEEH
Ao

ETA % Dell £1=1& PowerEdge FlowSensor ET L CE®IZT B
EIETEFE A,

I5H H7L: )z
| @
FlowS
®
ETALIE D
Bt
®
®
JAO—IJR

R—rE = JO0— oY —nNaLvR270— T—3% &£ A2 IPFIX £f=[& NetFlow
(FlowExport VvIDEBELEFRTINEIEETETET,

IO DREEEIRTEFTY,

FTARTDERR—IIE—DHEF X v 1% E A (Use single, shared,

Format)
RDL
cache
#“‘V“J:/:L °
E—F (Cache
Mode)

for all monitoring ports) :

ERFFFI—Ta T DFEETIEEICFERLET,
TV r— a3V BRERSEICT DOKRET—T L,
KYDIENAEYEFEH,

2ERIZEYIEL pps MIBE,

o HERLELTHEBDAUI—TIARAEIKRT1 DD NetFlow A R hHME

BEnEd.

JO0— oY —ZR—kM 2 DFEF7EEL. TAP THEFHEIN TS5
BIZOH. ChEFRLET,

BIfRAR—R &I L= F vy 1% # H (Use independent caches for

each monitoring port) :

; _I;I_— oY — A=A R LI rDEE R THhN
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5. FTIATVRREDTE T

g&l]l:l

RH BA

o KUZLDAEYZEEA,

o« 2FRMIIZEKYF pps LEFE,

o BAVA—DIARIIHMBEBDELZLET T r—ay T—ER—R%H#
BLEY,

o FERELT.HBEDNTYNERHTIAI—TIA(ATEIZERFD
NetFlow La—FMERENFET,

4. &R (Apply) 1 &0y L TEREERTFLET .
2. TIVr— 3 %5859 51D Flow Sensor MEEE (AT 3a)
IJA— oY —TT7 T r—2a E BT H5EE. ROKLIIHZELFES,

1. FlowSensor 7T SA TV RAEEBAA—TJ (R AT 1V LET,

2. [E%5E (Configuration)]> [E¥#Z% 5E (Advanced Settings) ] Z21) v LET .

3. [7F)H5— 32D ITH AFR— (Export Application Identification) ] FT v oRw o X%
AUICLET, TIAILLTIE, SOFTLav B RSN TOEE Ao

4. BHOEBNC NHBEE. [Fvvi a1 E—K(Cache Mode)] 73> TROWLNT I
MDA T ERIRLET,

o TRTODE=S)VYT R—HME—DHEFX vy 1% ERT S (Use single,
shared, cache for all monitoringports) : % . TAP AR TCOVA—%F=4Y> 535
VAT LITRHLTERALET,

o B=AYY R—FZEICEBIDF vy 2% EHT S (Use independent caches

for each monitoring port) : %, SPAN AX TIO—ZE=4UU T $HVRT L
DIGE. BEUVNT+—I U RFRILTEIDENHLIGEITERALET,

3. TIoATVRDB L Ef

1. [#24E (Operations)]> [7 T 5472 AN BHFLE) (Restart Appliance)] #:#IRLFET,
2. (6. 7TSATUAEREDET IZRYET,
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5. FTIATVRREDTE T

IVRRAVR AN —2(ZIE. ROBEEHAHYET,
o IVRRAVNTTFATUAMS NetFlow 7AO— L IAADEHEEHRTLET,
« JBETEHI7O0—aLYRIE1 DDA TY,
1. IVRRAV OV R —RIZO5 (O LET,
2. [E% % (Configuration)]> [UX£E (Collection)] Z#0') v LET,

3. [NetFlow AL 24 ME|L) LT (Assign NetFlow Collector)] 74—ILKRIZ, T RRA kO
VUL =AM T—5%#%1ET HT0— aL U8 FET=1F UDP Director D IP 7RL AE &
VR—rEEEZAALET,

R—kDTIFIV: 2055,

4. GBI (AAD)] &YV ILET . kY, IPTRLRER—IARE S, T RUH
%_j)b‘:géhij—o

Assign NetFlow Collector
IP Address 5.9
— 2054

5. FEMAELWMES &, GERA (Apply) 1229y ILET, chlckY, FHLWMERTH—E
ANBEHLET,

CDITL—ILRICANTESEIF1 DDA TY, RIEBZEMTINELAHIEEIX.
Cisco UDP Director M{E AZF & ETL TLZELY,

Copyright © 2019 Cisco Systems, Inc. All rights reserved. -108 -



5. FTIATVRREDTE T

NetFlow Collectors
IP Address Ports Delete
752 2055 ]

R—U EEBBDOT—TILIZ, NetFlow ALV AD R ENTRRSINET

ALVADREEERET DRENHDIGEEIX. [HIFR (Delete) ] FTv I Ry I RZEF I
LTHRAEDILVFZHIBRL TH L GER (Apply) 120V ILET , T D&, FHLL AL
DIERETEFY,

6. ;’;_‘/ A=a—T, [(k—L (Home)1 &) v LET, Docker Y —E R T—TJLEHEZEL

3

Docker Services
Name Status Started Action
Kafka Running Dec 06
Metflow-Parser Running Dec 06
Netflow-Generator Running Dec 06
Legacy-Auth Running Dec 06
Token-Authority Running Dec 06

7. $RTOD Docker —E XM [FEFTH (Running) ] ELTRIRSNTWBIEEIE. 7754
TUOREZHEZELET, 2/ (Operations)]1> [7TS5A 72 AN B2 &) (Restart
Appliance) ] ZBIRLET, RIZ. 5. 7 TSA TV AREDNT T IIZRYET,

Docker H—E XM [%ﬁ'q:' (Running)] &‘Lfﬁﬁ?éﬁfl’\fib‘i’%ﬁli\ [TORRAb
OVt —EDNS TN a—TA T IIZERHFET,

IURRAUS 2 LD TT I a—T1 T

AnyConnect T—U U hEIURIRAV OV UL —2DEKRTFER . VAT LNEFHELTLNVS
MEINFHIETH=OICHERTELLONMDIEEELIHYET , PATLLEFERYIC
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5. FTIATVRREDTE T

T—AENEBLTWVENI EAOM S BEIE ROFIELFEATEET .

1.

IURRAUb avtey kL —4H AnyConnect T—U o bMNSaALIAANDTO—% 5
ELTWAZLE/EELET,

. Web_d"jéifﬁ&—°)fﬁ§EEO)I‘/P7l'§"f‘/l~ AVt kL—EAD SSHT7 O REZHZIZ
LE9,

o [E% 7 (Configuration)]> [HF—E X (Services)]: [SSHZ F x4t (Enable SSH) ]
IVRRAV a2 L —4(2 SSH THEREL T, Mdocker ps1#EITLET

o kafka. netflow—parser, zookeeper. B E WY netflow-generator =¢84 DD Ik
'Jg%é:&%ﬁﬁ%bij'o AVTFTIDEA A= N—23 0 [HESZEITEELTK
=&Ly,

o EITENTULWEWMERIX. TTSATUANSY—ERZBEHLET,

T4L O K) %[ /lancope/var/logs/containers |IZZ & L. [tail -f svc—endpoint—
enginevxxxloglZRITLEY . ST xxxx [FT7AIVAISRSNTND/N\—D3 VT
Ty AT—RAD TR PO CHEAELOTIEARNWI EEHERLET , AT—2ANE
ALRRSNDIGEE. TURRAU a2 b —421E Netflow ZE L TULEE A,
Any%o_g_nect I—x VM IVRRA AV B —B( T —3% X ETEHLETHE
BLET,

e AnyConnect T—U U REEITLTLAWVNTNMADTUU T, IR ITAVThET -
(Zavwo kK F7arFrERZE. ping<IPofEndpointConcentrator> |ZE{TLET .

o ENAMHBBE. TV MIIVRRAV a2 N —RIZT O RR—
rCEBHEZEZLONTET,
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6. AL ADEMIE

6. At ADE L

Stealthwatch # 9 O—F B XUSTA LU A AR [EE]ZFRALT. 7ISA4T7VADSA4t
VREBEMELET,

o FAEVARDHF ™ A—F https://stealthwatch flexnetoperations.com [CAZ A2 LE
9,

o BEWR:7IS5A4T7 AN SMC TEEINSIHE L. Stealthwatch TR T 54
TS AEREFHNMELET,

o RIVKRTPAYV:TITSATUANREAVR7AVDBEIEZ. BLRODT7TSATOREE A
B—DIAANBZDTA REF/NIELET,
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7. Stealthwatch TRONYT 54T DA R—)L

7. Stealthwatch TRIN YT 54T DA R
N—)L

LT DFET., Windows F1=[% macOS Z{E AL T Stealthwatch TRIMYT 9547 hEA
‘/XI*—)l/l.,i—d—o ;kd)ﬁi\\':ii%nxb_c<f£éll\o

Stealthwatch TRI YT US54 T UMD IESER/NA—30FO—DILIZAV RM—)L

TEHRIEMNTEET,

Stealthwatch TR T ISA T U RDERD/N—2aV (27U AT BIZIE, & SMC
[CEWTELBRETIFZFAILNREIZHEYET,

754 SMC Eth A1) SMC DEAZFEALTLSIGEEIE. —ADSMCER5 A
ILT. FDOEES—ADSMC 12O AU TARBENHYET,

Stealthwatch TRIMY T US5A T U RDEHD/IN—2a 0 #RBFICFHACCENTEET,

Stealthwatch D RF D/ N—I 3V IZTEFT BB AL, Stealthwatch TR T 954

TURDFHLLIANA—a0F AV RN— LT EREAHYET,

Stealthwatch TROI MY TOSAT7UREERALTNVT, 70x UUIRICEFHTHHE.
Stealthwatch T X,y T 95472 M T Oracle Java Z{E A TE{AYET,

o Stealthwatch TRIMNT DS5AT e A A— LAl REHERRZ > TS
WHENHYET,

o Stealthwatch TARY I*Jja 924T7 M2, 64 EvbDARL—T429 VX
?ég‘ﬂ\gf‘?} REYMDARL—T12 T U RTLFETIE Linux TIEET
TEFEH A,

w

S

. StealthwatchWeb 7745 — 3> DR—S DA LBIZHD [TRAINTHSAT UL

(Desktop Client)] Z#91)vyILET,

exe F7AINED )9 ILT AV AM—IL TOERZRIBLET,
4 —RF D F|EEFEITLT Stealthwatch TROMY T 9S54 T EA 2 AM—ILLE

TRy T ED Stealthwatch TR T 9SATF7UNTA(aY [T =999 LET,
SMC A—H & B LUV/RT—KZAHLET,
SMC H—/\ZF=IXIP PRLRA(UPv4A E£= (X IPv6)F A ALET,

B R RESNDIERITHSTTRIMNT 9FA TN ERE TIFATURADTAT
UTATAIHEZEELET,

AEJPAROE R

Stealthwatch T X2 kv 9247k AR—DIAREERTIT B2, 957473y
Ea—A3TENYYETEIUF L TIERAAE)(RAM)DEFEETEET, FALTWEZHD
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7. Stealthwatch TRONT 954 T DAV RR—)L

REXaAVMOKREDT—2 Y (100000 BB ZSLa—FAEEN-DO0—HTYLEE) %
FHBEIF. BY L THAERZEOIIEFREFLTESLY,

1. Windows Explorer T, tk—LTaL M) IZFEEILET .
2. SNSEDITAIEERDIBIZEZET, AppData> A—I2 4 > Stealthwatch,

THIVENIERTDH AL, [Stealthwatch |ZRER T DB ELHIEENHYET

3. Stealthwatch T4L 2+ T, BBID Stealthwatch N\—aU MEFENTWNETAILT %
BEEI,

4, WEYLGRET ) —a % {E AL T application.vmoptions 771/ L= F=E . IREZ R
ggi;%_:f)??ﬂbli\ Stealthwatch TR T U5 AT b IR =1R(Z1E

BINAEYHALX(Xms) :512MB LLEZE|Y L TR EZHEDHLET . COBSIL.
774D IEFEE DITICRREINET,

AVTVEERLIZ1TTRRT DI TAEDIFRIE. TOEBRTRARRSNTL
BHFESHLT, EOHRFARPNAE) YA XZERLTVNEAIEFEEL TS,

# Enter one VM parameter per linef Use -Xms to specify the initial Java heap size and Use -Xmx to specify the maximum heap size-Xms512m-Xmx2843m

BRAEYH AL X (Xmx) : ZRAAE) YA X(2F, ZFRTIVE 2—5D RAM DH 5304
AREEVETRHIENTEFTY . COBEBE. T7MLD 4 BB DITITRTEINET
2 TUVEERLIZ1TTRRT DI TAADHZ AT, TOERTRBARRSNTL
DHFESRLT LORFHARRAE)VFAXERLTVDDAREERL TS,

# Enter one WM parameter per line# Use -Xms to specify the initial Java heap size and Use -Xmx to specify the maximum heap size-Xms512m-Xmx2048m

FRTCOFBEZFRALET, =2 1E. Xmx0.5m TlEHL, ~xmx512mZEZ A HLET .

o Stealthwatch 7RI T US4 TUMHERICINL T 1T H5EF. AEY
0 A XEKELET,
o Java [CETHIS— AyE—UMNRRSNBEEIE. ChKYB/INSHAE
JEIY HTEFERL TS,

o Stealthwatch TRIMNT DS5AT e A AM— LAl RELHERRZ > TS
M‘gb‘&LjiTo
0 o Stealthwatch TARY I*Jj 924T7 M2, 64 EvbDARL—T40T VR
7‘?2‘&2\%'@70 REYMDARL—T12T VRTLFETIE Linux TIEET
TEFEH A,
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7. Stealthwatch TRONYT 54T DA R—)L

N o a ks

. StealthwatchWeb 77U —3> DR—U DA ERRIZHZ [TRINTHSAT Uk

(Desktop Client)] #4912 LET,
dmg F7AILED)yHIL T, A1V AL TOEREFBLET,

TAAVETHILF L LTSRS KSICEZZITRREINET,

Stealthwatch TRAOIMY T 9S5A T D T7AAV%E (F) TI)r—3> DI+ ILF IR
v LET,

TAaAVIE, RE—k Sy RIZEMESNhET,

TRy T ED Stealthwatch TROMT S AF7UNTA(aY [T x#01)voLET,
SMC A—H & BELUVNRT—FEZAHALET,
SMC H—/\ZF=IXIP PRLRA(UPv4A E£= (X IPv6)F A ALFET,

EEICRRINDIERITU S TTRINT VSATUNERE TISATVRADTAT
UTATAEBAEEERELET

A EJHAROEE

Stealthwatch TR T 9S5A TR A BA—DT A REETTHE=HIZ. 954 TF7 Y
Ea1—4TEYYETESUA L TIELRAAE)(RAM)DEFERTEFT, FHLTLEZHOD
FFaiAVROREDT—F Y (100000 EFEBZLHLaA—KRAEEN-JO—HT)RE)%E
FHBEIT. BY L THAERZEOIIEEFRETLTESLY,

1.
2.
3.

4.

BRET.h—L TALIRIZBELET,

Stealthwatch 74 IILZ ZFEET,

Stealthwatch T4L 2 kT, BB Stealthwatch /A —2av MEFEN TSR T4HILE %
FEET,

BYSHRET T r—a % {FERAL T application.vmoptions 7744 ILERZE . tRELZH
ﬁggi;%0)77’f)lxlis Stealthwatch TRIMY T U547 e BRI -#IZ1E

B/IMNAE)H AL X (Xms) :512MB UL EFE|Y Y TEHEERENDLET . COB S,
T74ILDIFBEHDITICRERSNET,

ATUVEEGKLIZ 1T TRTIAHITAIDNGE L. TOEBZRTEFARTSATL
BHMFESHELT. FOBELR/NAE) YA XERLTWEINEHEZEL TS,

Copyright © 2019 Cisco Systems, Inc. All rights reserved. -114 -



7. Stealthwatch TRONYT 54T DA R—)L

# Enter one VM parameter per line# Use -Xms to specify the initial Java heap size and Use -Xmx to specify the maximum heap size-Xms512m-Xmx2848m

BAAEY YA X (Xmx) : BAAEYH A X, BATIVE 2—50 RAM D45 D4
AREEYBTHIENTEET, COBRIR. I7 LD 4 BEDFICRRSNES,

L FUVEEHLE 1 T TRETHAITAENBE (T, FTOEGETRAR TSN T
BMFESELT. EOMTNBAAEI YA ZERL TN DHERL TS,

# Enter one WM parameter per line# Use -Xms to specify the initial Java heap size and Use -Xmx to specify the maximum heap size-Xms512m-Xmx2048m

FARTOBESZFALET, =2 1E. Xmx0.5m TIEEL, ~xmx512mE A HLET,

o Stealthwatch TRINT GSATUNDEEIZIND T 13556 1F. AEY
0 A X KELET,
o Java BT IS5 — Ayt—UNRTRINDIGE X, CNKYEH/NIEAE
JENY) B TEEERL TS,
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8. iE{E DHERR

B 1S DHESE
HE

Stealthwatch 775 A7V AN T4t A5 #% . SMC HY NetFlow T—2%Z{EL TS E
FHERLET,

COFIELFIRT BRI ETTFATVADZA UV RABHEETLTHS 305
BfRFHEL TS,

NetFlow T—3UNE DFEER

1. Stealthwatch T ALY T D54 T DI ZA—TS5A4XW)—T, ZA—aLY3%H
1) LET, [AT—R X (Status)]> [NetFlowaL 733> X 7—42 X (NetFlow
Collection Status)] DJEIZERLET,

s Enterprise
- T SMC
B ‘t ACME Corp
e &S Host Groups
I & Network Devices
] vm Servers
@ By
i = ¢ FlowCollectors

HIHN =R ~JF | ovi Collector VE-OJ)

- (3 Identity Services & FlowCollector Dashboard

H E} External Devices

- 'E-g Test Domain Status v | w  FlowCollector Dashboard
Configuration ' i Alarm Table
Expand All Ctrl+Shift+E | 4 Flow Collection Trend
Collapse A Ctrl+Shift+C | @ oFow Collection Status
Refresh Tree 1 NetFlow Collection Status [y |

1l Mitigation Actions

2. [NetFlowalL o3> X T—%X (NetFlow Collection Status) ] R—U T, FXaA D E
ERIZ&H 5 FRTEDNetFlowb> 714 (Current NetFlow Traffic)] 74— LK ZSBBLZE
j-o Lo)ﬁn-l-ll‘ #E‘i*ﬁﬂjéhf— NetFIOW |\774‘J70)E€TL$#—0

o MDAV IDRTREINTNDIGEX. RDFIEIEAET,

o FITUVIDRRREINTWVEWNMGEEIE. TVRAR—ABIVIL—2DEREEHEZL
F9, FHIZDOWTIX. SMCOSATU MDA TAY NILTESHBLTLESLY,
ROFIEIZEAFT,
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8. iE{E DHERR

¥ Filter & Domain : Lancope Time : Today
& FlowCollector for NetFlow : FlowCollector-Primary ( .0.181)
Summary
Interface Current NetFlow Average NetFlow Maximum NetFlow
Count Traffic (bps) Traffic (bps) Traffic (bps)
FlowCollector-Frimary: | 28 250.47k ) 264.87k | 203.12k) | ¢
Deta
Status ¥ Exporter +f[Longest Duration Export (seconds) % [YExporter Type “? | Average Flow Rate (fps) ™! | Average NetFlow Traffic (bps) % | Interface Count %
L' core0l 71 Exporter 159 58.86k 7
(W—.0.1)
g .04 67 Exporter 92 128.94k 3
v W—200.2 60 | Exporter 74 31.62k 3
L% asa0l Cisco ASA 49 40.95k
(e #.200.1)
¥ 0241 60,  Exporter 2 2.67k 9
M—M@WM = g

3. [RbEUVV#EEEER ) T X7R—k (Longest Duration Export)] 5| S BB L TLIEELY,

HDEM: ZDHNES Y R—RIZEMTBIZIE., BNy —FG59)y L, A=a—
MG (B RV O T X7R— (Longest Duration Export) ] Z:#RLE T,

4. FEIHRAKR—EDEIX 100 LYELTTIH,

o NMIWLVDBE. XYY aDITHRAR—FFAI—(XEETY,

o TOWWZIDBE, BMEIZF YL aDIIAR—b FAI—DNELLGNIEETR
L. BRo-7I—LMNRETHARRMELNHYET . TVAR—EELVIL—2DHK
Egﬁﬁgﬁbit HMIZDOWTIX. SMCOSAT U MDA T4 NILTESHEL
TLEEELY,
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9.v7.1.1 71N\FODAVRA—)L

9. NV7 11 INFOAARN—)L

AVAR=ILATET L6, ROBEBE/INYFEAA—ILLTLESLY,

1. Stealthwatch # 9> A—KELUNS Atz Xt 2—(Stealthwatch Download and
License Center) D/ \wF readme Z7AILIZBEH SN TS FIEIZH-T. HHELI\D
Stealthwatch Y 7h DT 7 D/IN—D3 U [TIHWBLGRDINYTFEA AM—ILLET,

Stealthwatch v7.1.1

e SMC:patch—smc—ROLLUP005-7.1.1-02.swu
o« Z7A—3aL %% :patch-fcnf-ROLLUP002-7.1.1-02.swu

2. Congratulations! Stealthwatch D AT LEKREMNFTE T LELT -,
Stealthwatch [ZBIDH—EREWEEZE BT BIZIE. RDJY—RESEL TS,

e SMC 7x—/)LA—/\—:SMC Jx—)LA—/\—RTF7ZHRETDIZIE. COHAF
DFIEZESELTIZELY,

e SLIC:CDHARD SLIC DFIEHESHBL TS,

e SAMLSSO:CDHARKDISAML SSO DEFE INDFIBEZSRBL TS,

o LDAP:Stealthwatch DA >S54 NILTDFIEEZSBLTIESLY,

o ISE E1=[% ISE-PIC: Cisco.com TSN TLVS ISE B LN ISE-PIC HEEHAF
#SRBLTESLY,

Stealthwatch DfEAZBAIRT BIZIEX. COHAFDRDIBESBL TN,
. m%:]O. SteaIthwatchﬁ@*ﬂigd}lﬁl:fEts REODEE, MEDFAE. BEADX
IS E IS M EEHINTLNET,
o CentralManagement: 7 7 SA 7V ABBELRELEREDFMIZDOLTIE. CDHA
KMl Central Management |DIEZSEBLTLIEELY,
o MSTN aA—TFTUVT :ZDHARDILSTINoa—T42T |IDEESBLTES
LY,
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SMC J=—/lA— —FEZDESE

SMC Z—)lA— R DEE

2 D@ Stealthwatch Management Console (SMC) D 7z —)LA—/\—E{&Z LT H &I
FY. FNED—ADES—AD/NNYITyT A —)LELTHERET B KIIZT B ENTEE
o Z— A —N—EREZEETDHEEX. 1 DDOSMCETSA4T .1 DD SMC EthHY
ANELTIEELET , T5ARUNAITSAUDIEBEIL. EHUA) SMC E=FETITSAT
SMC [ZERELTURATLDE=ZR) VT EMRTHENTEET,

SMC Zx— /LA —/\—B{ZRZEE T BIZIE. Stealthwatch 7254 NILTDFIBIZHELVE

. ﬁfé_:tﬁ‘zﬁ') SMC ZE&ELT. 7547 SMC AFNZRHBL TGRIETES LIS
L o

o FABVR: TV A—/N—HEDERZE AT S SMCRED SA VAN HEHLE
HELET, Tf=. SMC AV AN —HBLTWWA I EFFERL TS0, 1FHREFIEIC
DULVTIX, Stealthwatch B D O—KRE L VA AR—)L HAF [EE]ZFSHBLTL
f2&0y,

« EEALTHBAE:COFIEN—RELT, BEGEBEANT ST TSATVRATATY
TATAEBAEZEBMLET, FIBICHK > TS,

o PITSATURADEMET=ILHIER: Central Management TD T T 54 T2 ADENAOH
BRIE. 72— ILA—\—DZHTEE5T T L. Central Management TAUH1) SMC 775
ATV ADRAT—RAM[TYT (Up)] ERTREINBETITHENTESLY,

1. 754<JIZT5HSMC &thoF1)I29 % SMC EEHEILET,

2. ®HUHY) SMC TROMNTHSATUNIOTALET,
3. VATLATODIT—ILA—/N\—O—)LEEZRTE T HHIIZ. Stealthwatch >S54 AL
TOFIEHFEZEL. TDFIEIZHE-TESLY,

o« IVA—TSAXY)—T, SMCEHYJVILET,
o [E%5E (Configuration)]> [SMCZ7x— LA —/\—(SMC Failover)] Z:&IRLET .
o [Help] &0y LZET,
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SLIC ZBior—F a1k

SLIC B I—+ DB

Stealthwatch TR MY TOSAT7 UM EEHALTSLIC BRI/ —FEHZZTBIZIE. XD F
IBZETLET .

SLIC 24—~ ¥F—aE—

CDIT4—FEBHMIZTBHIZIL, SLIC BRI —FF—DNRETT, ROVLVTnHADYY—R
M5 SLIC 74—kF¥—%&aE—LFT,
o« CDFx—IE. Cisco Stealthwatch /5 M Cisco Threat Intelligence (TI) Z4—KH T X491)
Toa v DEAMERA—ILIZEEEHINTLETD,
o COX—IF. . AHoA—KREXIUSMEL Xt S — (Download and License Center)

(https://stealthwatch flexnetoperations.com) IZHYET . CNOEDFIEZFTE T I BIC
[F.SMC AV RETIT4TIZTHMENHYET,

[RATFT5A4T > A (My Appliances)] #ZERLET , [V 7 ILES (Serial Number)] 51|
T. 7547 SMC D& RFIED)vILET, JALMS Stealthwatch SLIC BB 74—F
HIRHYTLa ERDOF T, ¥—%aE—LET,

Download and License Center

Product Home:

Product Search Confirm Appliance

Downloads Serial Number SMC2200

View License Tokens. Status ACTIVE
Series SMC2200

Model SMC2200

Add License Tokens

My Appli
JHolEmees Vendor Dictionary (None)

Register Appliances
Account it B

Model Details
Order History

‘Capability Units Configured on Device
Change Password

SMCBASE Enabled
Email Prefere
Product Preferences Add Features ~ Remove Features ~ View History = Download License
Douwnload Preferences Features
‘Your Profile

Feature Name: Status Units on Appliance Expiration Downloadable ltems
Account Hempers Gisco Stealthwatch Flow Rate  License generated 70000 Sep 21, 2021 View
Support -Year StealthWwatc License generated 1 Jul 22, 2021 View

reat Feed Subscription
Download Help
License generated 10000 Aug 10, 2020 View

FAQs
User's Manual

SLIC ZEF—DE 1L
1. REFAITDRIINTFATIA—IVERELET,
IP 5B

o 64.14290/24
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SLIC ZBior—F a1k

o 64.27.162.0/24
SLEMFAU 4
¢ lancope.flexnetoperations.com

2. admin ELTF 5471 SMC TRIMTUSATUNMIRT AV LET,

3. SMC TY8—T5A4 X V!)—T, [StealthwatchZRA U TUDTV At 53—
(Stealthwatch Labs Intelligence Center) ] 75 FEH VIV ILET, [BRTE
(Configuration)]> [SLICE B 714—F %% (SLIC Threat Feed Configuration)] M JIEIZE

RLFET,
% Enterprise
= T SMC
I - ]icalih\vatch Labs Intelligence Cente
G-ty Lancope Status v
Configuration G ‘ SLIC Threat Feed Configuration [,
AR
Expand A Ctrl+Shift+E |[@ StealthWatch Labs Intelligence Center
Collapse A Ctrl+5hift+C
Refresh Tree

[SLICZ B 71+—F %5 (SLIC Threat Feed Configuration)] ¥ 4 704 AR RSNFET,

The StealthWatch Labs Intelligence Center (SLIC) is an online threat intelligence service from
Lancope that delivers a regular feed of threats to StealthWatch via a secure channel.

This service provides dynamic information about specific command and control (C&C) servers that
are suspected of being responsible for bot activity.

&9 Note: If you require a proxy for your SMC to access the Internet, please click here to configure it.

Enable the SLIC Threat Feed

SLIC Feed Key: |

Noie: Contact your Lancope representative io obiain your key.
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4. [SLICEB I714—F%#AE%29 % (Enable SLIC Threat Feed)] FxvoihwH X% EIRLE

o

5. [SLICZ74—KZ*—(SLIC FeedKey)] 74—ILKRIZ, F—&% A ALFET,
6. [OKIZ=VYvILET,

105 URI, TVA—TF54X VY —IF, A7 R &IV E—)L $—/\(C&C) KRR Y
%15—7"0)75*/%5—%%%1 HBAEHDT T4 C&C H—/ DY RMERRLE

AT EHMIZ DUV TIEL, Stealthwatch Management Console 1—H A A K [FEEE] 1=
(ETRIMNIT DSATIR A B—DIARF US4 NLTESBLTEEL,

FOTAIANNT  FoSAUANVTIZT I RT BIZIE, [StealthwatchTRA2T) DT
2 At #—(Stealthwatch Labs Intelligence Center)] TS5 F&H9)vIL. [BE
(Configuration)]> [SLICE B 714—F 3% % (SLIC Threat Feed Configuration)] M JIEIZE
RLET, [Helpl &0y ILET,
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€

'ES. Enterprise
= T SMC
= e Lancope
= @ Host Groups

[ % Inside Hosts

i gt cide Lln ot

= Q, &, Command & Control Servers\

£, Armageddon
Q, . Barracuda
- @, £, Bho-jba

¥, Blackenergy
s+ Colddeath

2+ Darkshell

+ Ddoser

2 Dirtjumper
+ Emo

+ Graybird

+ Grum Id

+ Grum Tasks
+ Gumblar

+ Haxdoor

+ Hitpop

+ Hitpop Checkin
+ Http Post

+ Icepack

2+ Tllusion

2 Irchot

+ Mpack

+ Nethelper

2 Nitol

+ Optima

+ Pandora

2+ Pincher

il

ol

aiaini

bbb

=

ol

=
=y
w

+ Torpig

+ Tsunami

+ Wsnpoem Config
+ Wsnpoem Drop
Yzf

bbb

[}
m
=
m

AEDPPIPPIDPIDIDPIDIPIDPPIOPIDS

L. Zonebac J
T ices

H- [ VM Servers

H- L& Maps

F- [ FlowCollectors

- [ Identity Services
- [Lg External Devices
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SAML SSO & E

UTDFIRIZH-T, X T4 7H—2a0 =TT EEI VTV A0 A 2 (SAML
SSO)ERELEY, SSOF, A—FMN 1 DILTUIXIVTREBDT TV r—2avIc7y
TRIHIEERREICT DR TAERTY,

KYAR—b:SSO [ Stealthwatch TRY YT U547 U hTIREHR—FSN TLER A, SSO
(47 & Windows FBEE (IWA) TIXHR—bEh TLEE A

SSOZH/RTETAIZIXRDIERAVHETT,
=4 =3

" — = g CDURL [ZIF5E £ B i b A% F=X IPv4
FAT T RS DURL TRLREE AT o0 BLBYET,
IDP ® URL WTHTTPS | THA 4515 & (&, CA

= = \A B —QDET BE =
TATUTATA TANASF—DIE B & SFBAZ 400 —R LTS,

FATTATA Y —EXTO/(5—(IDP) D URL B THTTPS ITIRFESIZ A (L. JL—FCA
REBAEZ SMC EEAMTITEMLET .

@ [OP D URLATHTTPS I TIFLBENMEE [, COFIRERFYTLTRO T3y
3. —ERTONAT —DEEIELZEANTEFT,

LT DFIEICHE>T, JL—k CAFERAEZ SMC (E8XNTITEMLET .

1. [Central Management] @) [Appliance Manager] R— T, SMC @) [74 3> (Actions)]
7‘:1—%7')‘37L$3—o
[T TS5A7 2 AR DH#RE (Edit Appliance Configuration)] Z&IRLET,

[Appljia%E:e Manager] > [£#i% (General)] 27 T, E§8AL7 (Trust Store) | 203 %R
2lF o

[#F73R1850 (Add New) 1 & 91w LET,

[ZL > K1) 4 (Friendly Name)] Z4—JLRIZ, SEBAZE DA FIZADLET,
[274ILDEIR (Choose File) 1 &7 v I LES , FILWLVGEBHAEZEFERLET,
[EEBAZ M1E NN (Add Certificate) ] &) v LEYT , {EEEAMT (Trust Store)] ') AKZ
HLLIBAZENR RSN D EXTERLET,

8. E%_Ea)ﬁﬁﬁ (Apply settings) 1 &2 v I LET, BIEIZKRRSINDIERICRE > TERIEL
9. Up:[Appliance Manager] R—C T, SMC WEBRELEEEZTTL. 7ITSATUADAT—4
AN Up ICRAZEEHERLET,

w N

N o o ks
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| A BZFEOEEAREDOEIL. TISATAEBRBI LTI,
10. ®Hh5) SMC AHBEE(EX. COFIEZEHEYRL T, I—FCASERREZ AU S

11.

SMC {E88AR7IZEMLET .
JL—L CAEEBAZE% SMC {E3ERANTIZEMLI-G & (X, ROEILavIEAET,

3. b—tEX T (5—0EE

o gk N~

10.

11.
12.

SMC [Z SSH THE#LFE T,

root ELTAST AU LET,

SystemConfig EAALET, Enter &HILET,
[E¥#HE% F (Advanced) ] & &EIRLET,

[SSO % 5F (SSOSettings) ] ZERLFET,

[S;%ﬁi‘)]/%?)] (ssoEnable/Disable)] HY [#E%f (Disabled)] ER RSN TLNDZ EEFFEER
LFEI,

lagaagdaaiaadddqdaIqaadaddd Pesisieiniasiaisis(siniainissisaisisieisinis (s in]

k
=
=
=
p-4
b-4
=
=
=

Lo s (o (o = (o {n (s (o (e (s (o (s (oo (o (x (o (o (o s o (o (o (o (o (o (o o (o (o (o o o (o (oo (o (o o (o (o (m (oo (o e (w (o (o (m (oo (o ¢ (v ]

qOagaaaIIaIaIaIqaaaaaadaaaaaoaaaaaadaaaaaaaaaqaaaaadaaaaaadaaaaaaaaaaadaaqdd

=
x
x
x
=
=
=
x
x
x
=
=
x
x
x
=
I
=
|

[7ATT4T74 70345 —(IDP) (IdentityProvider (IDP)) ] Z#RLE T, [F1T
(Continue) 129y ILFEY,

TAToTATATANAT —DEEIT7AINET D O—RFTEHURLEZANLET,
Requirements (B{) : T2 BN AV BFE (X IPVvA TRLREAALET,

%IJDIE ﬁ)g:;?‘zﬂ—ls(DownloadlDP)] ZERLET, BEICKR TSNS ERICEST. H
E&‘“:EOM%;? (SaveChanges) ] & #IRLEY, [#i1T (Continue) 120y ILET,
BEEDERICHES>T.IDPEREI7MILEF VO—RLET,

[SSO &7 (SSOSettings)] #&IRLET,

[H—E X 7a/844 —(SP) (ServiceProvider(SP))] Z#:2L %9, URLZaEF—LTK
FZEW, CNIE, TATUTAT4 TONAF —DEEICERLET,
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13. [RT—H A (Status) | ZHEFELFET . CNH [# i (Ready) ] ERTSNTLVD Z EZHERE
LTS,

Lag999a9q9qIdIdaqIdIqdaqaaqd 9a9999999ITIIIIIIIIITATITIIT

.4

b4
x
x
x
x
x
Ready] X
X

e (s (s (= s (o {w (s (s (o o (o o (& (o (o (s m s (o (o (o (s (m o 0o (o o (o (o o o (o { (o (o m o (o s (o Lo o (o (e o (o (o m s (oo (o (o o (o (e (o s (o

JEIIIIIIIqIqaaaIIqaqaqaaqaqaaaaaaaaaaaaaaaaaadaaaaaaadaaaaaaaaaaaaaaaaadd

[
[
[
[
[
=
[
[
[
[
[
[
[
[
[
[
T
[
[

4.SSO OBEMIE

1. [SSO BHZh/#E%H (ssoEnable/Disable)] &R LET,

2. BEIZRKRIINDIERICHST,. SSOEARIZLET,

3. UL T2 )LMERBA (CredentialDescription)] Z&IRLET . [#:1T (Continue)] &%
JyoL%ET,

4, A—HYNOT AT EEHITBELSSOY—ERILTUINIILDOSBEEANLET,

5. [OK]Z=VUvILET,

6. [IDP DA 7> A—K (DownloadIDP) ] ZFERLET , HLL'SSO REZRFT IHED
HBETIDP MOA 9> O—FK (DownloadIDP)] #&EMIZLET,

o [#%1T (Continue)]1ZF2JvoLET,

. %@l:iﬁ:éhé?ﬁﬁ:l:ﬁot [IDP M4 9> O—K (DownloadIDP) ] ##EXhIZL

7. [EEDRTF (SaveChanges) ] Z#ZEIRLET , [#i1T (Continue) 1 &0 v ILET,
8. VATLEREEHRTLET,
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SSO A—H#EBMTBIZIE. ROFIEEZFERLET . A—FIET7AToTA4T4 TANAE —
ENLTC(FATUTATA4 TANAT —I2&>TC) BEIEINET .

1.

Sl .

SMC (Stealthwatch Web 771) r—<a2) 1A A4V LET,

2. ['O—/\)LEESE (Global Settings) ] A& 4w LET,
3.
4. [{Erk(Create)]> [1—H (User)] DIEIZEIRLETD .

[1—5 &I (User Management)] Z&IRLET,

FIEITWTIE RIALT 7aa0%5)yHLET, [Steatthwatch 254> A LT
(Stealthwatch Online Help) ] & & IRLE T, 1—H DEBMODFEMICDOLNTIE, 12—
DE/RTEIZSRLTIZELY,

T4—ILRIZAALT, FHILWA—HEERLET . RO KIS —HEHREL TS
LY,

o BBRIY—FE X (Authentication Service) :[SSO] #:&RLE T,

o A—H 4 (User Name) :IDP 7H IOV FDEFA—IL FRLADHZVDEHE AN
LEST. DAOTAUBFIZSSOIZFERINSEDERLTHAZ LEEMERLTIZS
LY, =& Z X, name @ cisco.com DIFE . ZDT4—ILRIZI name |EAFILET,

[{R7F (Save) 1 Z=0)vILET,
[1—H &I (User Management)] [Z[SSO 11— (SSO User) | ARIREN TSI LA
HELET,

ITSOFDTRLR I4—ILRIZH—ER TO/A(F—D URLFAHALET,
S—EXTANAT—DAR T—ET7A()L spxml FZ o O0—KLET,

spxml ZFERLCTAToTAT4 TOANAEF—HRELET,
RIEIL—LBATIZA—HDEFA—IL PRLANEEN TSI EZHEZELET,

o Bl:EBHERLTH Active Directory DI5FE . FIEVL —L 21 T% LDAP BHE424
TOA—HID DEFA—IL PRLRIZERELET,

« Microsoft Active Directory 274 )L H—/\(ADFS) :IDP 247 H' ADFS DIF &
[T RODRZL I —ILINRIREN TSI EEHERLET,
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c: [Type == "http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccountname"]
=> issue (Type = "http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier",
Issuer = c.Issuer, Value = c.Value, ValueType = c.ValueType, Properties
["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/format"] =
"urn:oasis:names:tc:SAML:2.0:nameid-format:transient", Properties
["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/namequalifier"] =
"http://<IDP FQDN>/adfs/com/adfs/service/trust", Properties

["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/spnamequalifier"] =
"https://<SMC FQDN>/fedlet");

7. SAML B5A>07AK

SMC (Stealthwatch Web 77 & —3) ICAT AV LET,
A4y R=OT, RAYTEOUH# D)y ILET,

[SAML] Z:28RLFET
GLToIRILRAVEDI9ILET,

ATAY JLToovEAALET, [EFX 21U T140H 5 v 2R—F (Security Insight
Dashboard)] B\BE £ 9,

o~ =
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SFpt

ThoUs DY 7k

IDP XML &4 >a—k TEZXLY

IDP 3% E ZfR 77 TS7E L

Dt D

RETH 0N TOEREFERALTORATLERET
[SSO M#(SSO Only) | #&E X ZLET,

IDPEEBAZE MNSMC E88 AF ZIZ7vTO—K&hTLV%
CEEFHERELET,

|DP E& E é%ﬁ /{—Cs A j] LT:?_gbiIE ﬁE —G\ 7~ ﬁj\ft‘;
AR—ZANE FN TV EERER LET, £f-. IDP
AR QT ERRFET,

FERALTWAIS9HRE O SAML k L—H—%4™0 00—
FLET,SSORT1%# YR L T, IDP &SP O D
RBEHERLET,
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10. Stealthwatch DEZE

10. Stealthwatch OHEE

'_}"70547‘/10)§QIHE75‘\?57LT:'5~ Stealthwatch 7254 UANIILT T BEDOEE, BI{ED
RAE. BBRADOXIHEICETHIEREZELONTET,

Stealthwatch MEE[Z DUV TIE. Stealthwatch 72 SAUANILTDIFHRES B LTS,

[NLT (Help) I 71a2 50w L%,
[Stealthwatch > 54> ~ )L (Stealthwatch Online Help)] Z&RLE T,
R—2 D LEBIZH B [Stealthwatch N LT (Stealthwatch Help) ] A= 21 —Z#IRLET,

[Stealthwatcha>7R—2 >k (Stealthwatch Components)] > [Stealthwatch Management
Console (SMC) M#EZE (Stealthwatch Management Console (SMC) Overview)] >
[Stealthwatch Web7 J'1) iy —23> () /3\—3 2 (About Stealthwatch Web App) ] D JIEIZ
BRLET,

>~

FYRT =XV TAEEBD—IRELT, WOMDERBEREITOILENHYFTT . &
R=VIZT7IERTDI=HDA=1—h ROKREVIEEBICRTEINET , FIBIZDNVT
. FEDR—Uh 5 [Stealthwatch4 >S54 A JL T (Stealthwatch Online Help) ] &R
LFE,

o RANT IL—TDEETE ([%FE (Configure)]> [(RAR JL—T &I (Host Group

Management)]))
o R)I—DIEREERR ([F%E (Configure)]> [[R1) L —E # (Policy Management)])
o 7O0—BEDIER ([9#7 (Analyze)]> [ —4#& & (Flow Search)])

o Stealthwatch Z{FE AT 51=H D 1—FHERDEE ([ O—/\JLERTE (Global Settings)]
TAa > [A—5 & (User Management)])

To—L, ARV RRAMEEDFEIZDULNTIL, Stealthwatch 754U ANILTDIEHRES
BLTIZE0Y,
1. [~NVT (Help) I8 71av &0y oLES,
2. [Stealthwatch A2 54> ~JL T (Stealthwatch Online Help) ] Z:&RLET
3. R—I M EERIZH S [Stealthwatch ~NJL T (Stealthwatch Help) ] A= 1 —%#IRLE T,
4. [ENYEDEAE (Investigating Behavior)] ZEIRLE T,

RS —IFERIZDUNTIE. Stealthwatch 7S AN ILTDIFHRESBL TS,
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CIALT (Help) I 7rav & 0w oLET,

. [Stealthwatch #2542 ~JL T (Stealthwatch Online Help) ] Z:#IRLE T,
R— M EERIZd B [Stealthwatch ~ )L (Stealthwatch Help) ] A =1 —%8RLET .
. [BEADOx G (Respondingto Threats) ] Z#BIRLET,

R
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Central Management

Central Management #{# AL T. 754! SMC WS 7FTS5A 7V REEEBLET, ZZTlE.
Central Management D ZE I DWVTERALET . KU aV DEEMIZDOLNTIE,
Stealthwatch 47> 54> NILTESHBLTLESLY,

« CentralManagement [ZDUW\T: 7754 7> A Central Management [CE>TEIEIN
TWBEE . TNODAT—EREERTELDITNMA T, TIFAT U RAREDRE.
VIO T DOEH . BEH., Vv yNM OUBEEEETEET,

o Stealthwatch A >S54 AJL T :Stealthwatch 2542 NILTEBLIZIE, [NLT
(Help) 1B 74a> %41y LEF . [StealthwatchZ >S54 A JL T (Stealthwatch
Online Help) ] Z#RLET,

T TS5A4AT 2 AN Central Management TEEINTL\DIEE. TITSAT O ADMEEEIZITRD
&£S51Z Central Management BEUV T TSATURBBAVA—DIA R (TITSATUOREE) M
7Ot ALET,

Central Management TISATIORBE B A A—DT(R
TISAT U RAERDRE VAT LIREEHRORT
FAEVART—RADER (B E) ALV ADE B
a2 94F¥ 2 —230 T7AINDINVI TV T—ER—=RT7AINDINYI T VT
EEOJDORT 22 W /v DAE R
[ #Z &) (Reboot) ] Tk T—ORRE EIP DR &
DIk B NIk T Fr
VI DT DT VT T—h DNS ¥yl 2097
TIZATORE H DL E
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Central Management %< Q00D

Global Settings

1_ 705’(7IJ SMC ':D 7\\/{‘/ L/gs-d_o Central MEnagemEnt@

2. [4'B—/\)LELTE (Global Settings) ] 74> &V v LE eete A Gorete
-a-o UDP Director Configuration

3. [Central Management] %%*R l/as'd-o . External Laokup Configura...

User Management

TITGATRE B EFHC

TITSATUOREEB A R—T T/ XIZ[L. Central Management U T. =X T7TS54 7>
RAZEEOT AT BIETTIERTEEY,
Central Management @ L CTF 7517 RAE B

1. [Central Management] @ [Appliance Manager] R—U T PTSATUAD (73>
(Actions) | A=a—%& D)y ILET,

2. [7TS5472 A #aHEFEHR D R R (View Appliance Statistics)] & RLE T,
3. PISATVREBALA—TARIZAT AV LET,

EEOJA N L TTIoAM7AE B ERHC
1. TS99 DTRLR T4—ILRIZ. RDEKSIZTTSATUADIP PRLRAEAALET,

https://<IPAddress>

e SMC:IP 7RL XD % AIZ /smc/indexhtml ZBIMLET
o fil:https://1.1.1.1/smc/index.html

2. Enter ##LFET,
TIDATUREETE RS

1. [Central Management] @ [Appliance Manager] R— T, ZTSATUAD [FH 3>
(Actions) ] A=a—%D)vILZET,

2. [7TS5A472 AR DH#RE (Edit Appliance Configuration)] Z&RLET,

3. [EX7E (Configuration) ] A= a1—% V) yILET, YA LIEEEZRZIRLES,

F-1&
BRTEI I LT, BREATIVEHERLET,
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ccccc Stealthwatch Central Management Appliance Manager Update Manager App Manager
Appliance Configuration - SMC
Cisco-example / Last Updated: 08/19/2018 11:50 AM by admin
nfigurati
conﬁguratlon Appliance  Network Services ~ General me
tabs
Advar t n Det Ei ment
[[] Enable AIDE

Network Interfaces @ Modification Requires Reboot

4 BEISGLT, &RELILAVCEBEEMAET, HREST T MUOREHT
JERETHCENTEES,

| O =iEouTit. [NUT (Help) I PAav g sywsLET,

5. [EXEDE A (Apply settings) 122w ILET , BIAEICKRRSNDIERIZK-ST, BE
EHEFREFELET,

—HDERICIE, VAT LOBEGFNDLETY, FHIDBEE. EEZTICRLT,
BTHREZHRELTHESHLEYS,

TISAT VAN BEBHICHEELEY REDEENRBPOMIE, 7TS547
A D 2EERBSBHEVTLEIN, PISATURADRAT—ARN Up ThHLETHER
3 5IZ[&. [Central Management] > [Appliance Manager] R—U &S BLET,

6. Up:[Appliance Manager] R—U T, PTSA TV ANKREERZTTL. 7TSM4T7U R
DAT—RAN Up IZRDZEFHERLET,
TIoAT AT IBE R DR TR
RIN— BT TFAT VR RT—RRADFHMEHRETHEE L. AT —2ADLIZTTIRRAY
REBEZEET,

VAT LDMENER, —E X, 7_“‘4'X‘71§Fﬁ$~ HE U Docker H—E REFERTBIZIX. 7
TSATOREBAU3—DTI(RICAT AV LET,

1. [Central Management] @ [Appliance Manager] R—S T PTSATUAD [FHa>
(Actions) ] A=a—% 9y ILET,

2. [7TS5AT7 A FKEHIEER D R~ (View Appliance Statistics) ] &R LET,
3. PISATVREEBALA—TARIZAT AV LET,

Central Management DoM77 IS4 7> Z0EI Bk
RDF|EIZHE>T. Central Manager N7 TS5A T REHIBRLET,
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1. [Central Management] @ [Appliance Manager] R—U T PTSATUAD (73
(Actions) ] A=a—% 9y ILET,

2. [CDOTTS5A4T7>2 A% HIB& (Remove This Appliance)] Z2&RLET,

BT v RILOF I BEF v RILBE UL TNB T TSA T AEHIRY 515
& ThoT a7 Y10 R L OS2 BB TEMOFINE S
TSy,

Central Management : 2734 Central Manager [C7 7547V RZEBMT BHIZIF, 7T5
AT ORBREY—ILEFERLEYS,

TISAT O RICHRALIIAEN HBI5E . 7T 547> X% Central Management

A 1SEMT DRI, PATUTATAERAELARAEF 1~ Ub—bESLUHM) %
SMC {EFERRZIZIRTFEL TLEELY, Stealthwatch DA SAY ANILTDIEBERNT
DFIEZSBLTIZELY,

Central Management IZZQ‘/_PTDD@T?%”fT“/ZEJEﬂDT%)IZIis FIZATUREKTE
Y—IVEFERALET . REERTHENEETY,

o NABLEEAE . 7ITSATURICHRALEAENHDIGER . TIFATURE Central
Management [JIBMIY BRI, AT TATAEAELEAEF —> UL—bE LU
M ZZDHBDIEBANTH LUV SMC EFERANTIZHEFLTIZELY, Stealthwatch M
FUTAUANILVTDEBEANTDFIEFESBL TS,

« SMCEEMD/IL T+l :Central Management [C7 TS5A4 72 REEBINT BIZIE.
SMC., A—H D, BEUV/XRT—FNKLETT,

e RFD:77SAF7ATIIEHBFR DT 74N EIbLIziGE . 7T STV RERE
Y—=ILD—EELTRAM . FAMV B BLUVZEDOMDBERIFHREADLET,

o FIRAVAM=IL:CNDFRAURAR—ILTHY ., TT ATV AR ESN TGS
BlE. 9490 ) 77 A D—0o70—ICFELET .

FTISAT U RICHAZLIERREN HDIGE . 77T 547> A% Central Management

A [SEMT BRI, PATUTATAIRASLARAET T —2 Ub—rELUPED E
SMC {Ef R M7IZRTEL TLIEELY, Stealthwatch DA T4 NILTDIEERNT
DFIEEZSRBLTZELY,

1. PISAT7 O AEEAA—D(RIZAT A4V LET,

2. TISATVADIT 9 FRLRAIN—T, IP7PRLADEAD URL D§EHYZ% /Ic-ast
[CEEHZAET,

https://<IPAddress>/Ic—ast

3. Enter Z#LE 9,

4, [~ (Next)]ZE4')w- LT [Central Management] 272X A—)LLET,
5. IP 7KL X:SMC/Central Manager D IP 7KL XZ A ALET,
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6. [{R7F(Save)]1 &V ILET,

7. BEOETRICESTSMC EBEDERBHREANL. REERTLES . 7IS547
VADFEFEIZE-TIX, BNEREANTIVLELHYET,

8. Z?J’7'-9395&%“/—»0)%%5I:’)L\'Cl;t\ (4. T7ITS5AT7 0 ADHKRTEIZSHRLTK
= AW
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1 SITFDAVAN—)LE) T o7 7T T—h

INYTFDA A —)LEI TR O 7 D77 T7—h

BENDY IR TN—=23 V(T TERFTD/INYFEA2 AR—)L TS ET, Stealthwatch
ERFOREBICRDOIIICLTIZEL, EEMEFIRICDUNTIL, Stealthwatch ¥ O—FE
FUTM 2 X2 A—(Stealthwatch Download and LicenseCenter) [Z7 9+ AL THEEEL TK
=&Y,

YT 977 v T T—kE, Stealthwatch Z 9 A—KRELUVSA At 52—
(Stealthwatch Download and License Center) [ZHIBEINTLVET , IEEICEHFHTHIZIE.
Stealthwatch BE /1 A F [ZEZE] D FIEIZHE->TIZELY,
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SO a—T1T
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Appliance Manager T, 77 SA TV A RAT—RRELT R F R ILDHF 9> (Config Channel
Down) 1 AR IRENTWDIGE L, REFERLET,
e BIENHRE: RVYNI—VBEDHRTELZHERLET,
o EHANT :T7IFATUVRTATOTATAREAENELLMERBRARZ ICRESN TS
CEEEFRLET, Stealthwatch 72542 NLT D FIEESRLTIZS0Y,

o BB TISAT VR TFATUTATAEAEZ R EL-B AL, ZDFIREFEL.
SEBAZEANELLMERERNZIZRITFSN TSI EZERLET, SHMICOWWTIX 77
TGAT VA TATOTATADREH 1 ZSBLTESY,

o DA ADEMNIAR FEMICOLTIX,. FOUO—FELUSA VR HAF [EEE] %
SHBLTEELY,

o FISATUADHEIRKR : BEFF¥RILDEIURIZTITSATUREBIRTHHEEIE. &
AT LEBRENSETTSAT U AZHIBRLTESLY,

o« 7IS5AT7 U RIZSSHIESELET,
o sysadmin ELTAY AU LET,
o [E¥# (Advanced)]> [7T5A4 7> ADHEIER (RemoveAppliance)] ##RLET,

770547‘/3%554‘/9—7147\l:(i~ Central Management Z@LC T, £=E7T547>
RZEEBOT AT AHETTIRRATEET,

TISGAT I RAEBADOTAVNE, TISATVANRIVRTAY TISAT U RELTEE
L;%:éi%é\ F7-[% SMC % Central Manager MNoiR > CHIBRLI-E &I EIZLLZENH
L) o

1. TSV DTRLR T4—ILRIZ. ROEKSITTZATVADIP PRLRZEAALET,

https://<IPAddress>

e SMC:IP 7KL AMD#AIZ /smc/indexhtml ZEMMLET,
o fBl:https://1.1.1.1/smc/index.html

2. Enter ##LZET,

Stealthwatch /A—232 Ix P ISAT U RIEENEN . BEDBCERLTISATVRTAT
UTATARRAEE—RIA VR ILENF T TIFAT VR TATUTATAAAEL,
Stealthwatch 7 A4 NVIT DI T ITSATUOR FATUoT4TA DB IICRRE SN T-FIE
EEALTEHTEEY.
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SO a—T1T

[Central Management] > [Appliance Manager] ZR= &£ 9,

TITSATURAD [THLaY (Actions)] A =a—&0)voLET,

[7T 547> RE K D #R%E (Edit Appliance Configuration)] Z:&RLET

[7T 547> A (Appliance) ] 3T EEIRLET,

[SSL/TLSTFSA TV AT AT T4T4(SSL/TLS Appliance Identity) ] £9 3125
FLET,

6. [FATUTAT1NDEH (Update Identity) ] Z& 21y LET,

7. BE T, Stealthwatch A4 ANLTDY U 0ED)vILET

8. FIRIC->TIEHELXZEEL. EEANTEEHLET,

ok~ ow =

RAERFVATLDEXI)TAIESTEETY,, MEYIGEAZZERE T H L.
Stealthwatch 77547V ADBIEMNMELL, T—2BEENFEELET.

TIFGATUVRKRRAM  RYRT—I FAVE, T X IP FRLREZER T I,
Stealthwatch 472542 NILTDFIBIZHELNET,

FIEND—IRELT, 7547 A% Central Management M5 —BEIICHIBRLET, 7T 54
TORATATUTATAREAZA BEMICESMAONT Y, F1=. BEIZESTRITTSA7
DADEEANTEHERTIDHENHYET,

?ZZ%_T‘/X TATUTATAAAEE. COFIEO—RELTHEMICEEHRA
b o

A FPIAT AN AS LIEAREFERALTOSBEK. ChoDREDEREITDOL

T Cisco Stealthwatch Y 7R—FZHERBWNEHELIESILY, RITRT FIEZFEALLEL
TLEESW, ARALFERRE LM E T —DaE—AH D EEERL TS,

RAN % DE R

[Central Management] > [Appliance Manager] ZBE %9,

TITSATURAD [FHOL 3> (Actions)] A —a—&9) o LET,

[7T 5472 RERB D #RE (Edit Appliance Configuration)] Z#RLE T,
[7TS4T7 > R (Appliance) ] #T%##IRLET,

[7RAF4 (Host Naming) 1 249232 T, [f§# (Info) ] 74> & Vv I LET .
Stealthwatch 7> 54 NILTDYLHF )9 ILET,

. FIBICH - TRRMNEEEBLET,

PURT—D RA R DER
1. Central Management > [Appliance Manager] ZBi= %9,

2. PTSATURD [PHL 3 (Actions) ] A=—a—%9vwHLET,
3. [T7TS5A7 2 RAEB DRE (Edit Appliance Configuration)] Z&IRLET,

N o Ok~
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. [7TS5A4T7 2 A (Appliance) ] 3T % EIRLET,

. [(RAF4 (Host Naming) ] 293> T, [[F#R (Info) ] 74V E V)V ILET,
Stealthwatch 7> 54 NILTDYLHF )9 ILET,

. FlIRIZHSTRYNT =D RAM B EEEBLET,

IP 7RLARDZEHE

[Central Management] > [Appliance Manager] ZB= %9,

TITSATURD [POa> (Actions)] A =—a—%9) I LFET,
[7T5AT7 2 RAER D #REE (Edit Appliance Configuration) ] Z3{RLE T,
[7TS5A47> X (Appliance) ] 3T ZEEIRLET,

[y bT—9 A2 B —T 1A X (Network Interfaces) [ 203> T, [k (Info) ] 74 %
2)vILET,

6. StealthwatchA >S4 ANILTDY %D )9 ILET,

7. FIBICHSTRYNT = FAMVBEERLET,

-~ o o A~

a o np -
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TIFA T RER TEI—IVERK
FISATUROBERIZT T SATUAREY—LEBKIZIE. ROFIEEEALET.

TISGATVRAREY—IEEALTRAN  RYRT—IRA(V R FEIP TR
;;’%_%E?’éi%ﬁs FTISAT R TATUTATAAAENBBMICEETZS

FISATUADRARALEEAREFERALTOAIEBAKX. CODEREDEEIZDLY
T Cisco Stealthwatch H7R—FRZHBNVEHELIEENY, RITTRT FIEZFERALAZL
TS, ARALGERRE LM E T —DOE—AH DS EEFERL TS,

1. PISATUADIT T FRELRAIN—T. IPFRLAD %A D URL D #&HY% /lc-ast
[CEEMZAFET,

https://<IPAddress>/lc—ast

2. Enter 3L FET,
3. M OWTIX. T4 7TSAT7 0 ADETE 1ZSHBLTESLY,

[ERE TSAORANDE R
SATLEREEFERTLHE., EHETEEIRANDYRNET IZATUVADT IAIENOERT

%i?'é f=12L. EETELRRAMEZEE I BHHIIZ. Cisco Stealthwatch 7 R—H~ZHELED
<AL,

A f?ﬁ'@%%}#\ZF%EETéﬁmZ\ Cisco Stealthwatch H7R—kZHBWLVEHELTE
LY,

EFETEBRAMDYARNET IHILEDLEE T BI5E . & Stealthwatch 7T SA TV AN E
FARD DG XTOD Stealthwatch 7T 547 ADEFETEHHRAMDYRMIEFNTILVS
CEEFREFREL TSN, 5L WNEE . TISA T ABGRIETEE A

1. 7TSATURIZSSHEERT B TTSATUADAVY—ILIZAT AV LET,
sysadmin ELTAST AU LET,
INAT—RZAHNLET, Enter ZILFET,
SystemConfig LA ILET , Enter ZHLFET,
. UEEBTEBHRAM(Trusted Hosts) ] 23 EIRLFE T, Enter ZHLFE T,

TS AR OT 4L ~AD b
TIS5AT O RETIEHRAEROTI4ILMNZYty T B2l ROFIEZERLET,

SIS

TISAT U R TIHHAEROT I4IIMREICUYMRFD) T 5&, $NTOEE
BT —REREFRDEIBRIN, NI TV TEEBLIZGEICOAETTEET,
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TITSATURIZSSHERT DM, TISAF7RAVY—LIZATAULET,
sysadmin &L TAY A/ LET,

INATT—REAHLET, Enter ZHLFET,

[B¥#0E%E (Advanced) ] Z#:#IRLET , Enter #HLET

[T H DT 74 )Lk (Factory Defaults) ] 38 IRLZET , Enter 3L ET,

EEICRTRENSIERICESOTIEEFAED T IAHILNMI) YL, TTSA TV R%E
BiEELET,

o gk wn

I A F—sERLITEETRITE KT TFATURTRFD %2 B 7L THEAL,

TIAIWEDEBETHI NN FEENCTDICIE. ROFIRZERALET

1. PTSATURIZSSHIER T AN, TTSATRAVY—)ILIZAT AU LET,
2. sysadmin ELTAT AU LET,

3. INRT—KZAALET Enter Z3HLET,

4

. [B¥#HE%E (Advanced) 1 & EIRLET , Enter ¥—% LT, TREF—%FHALTTIC
2oa0—)LLET,

[BEIEEHI1—HDRAT—A X (AdminUserStatus)] ZEIRLFET, Enter =L ET,
BEEICERTINDERICHEN., BBEEI—F 7HOMEEDE-ITEDIZLET,

7. LEE@%MEE@UJEL'C~ Stealthwatch 75 AZRNDIT AR TD T I SA TV A TEE1L—
Y T7h OB EITENLET,

o o

1\ RT—+ Dok OF b T =T L
IRAT—R DUty MEREE BREE(FBMIE T DI ROFIEEERLET,

NRT—ED)EIrEEMIEL, SRT—REXIHE X, TTIAT U RITRHE
A ShTWBT—ANDTIEANEDNET, BE7 T I/ 7V RITTIERT BT
[F. TIHHAFOT 7Ly L TERELTHZSLY,

1. PTS5ATVRIZSSHEERTEMN . FTSAT7oRADAVY—)LIZAT A4 LET,

sysadmin ELTAT AU LET,

INATT—RZEANLET, Enter ZHLFET,
SystemConfig EA FILET , Enter Z3LET,
[F¥#lE% T (Advanced)] #:#&IRLE T, Enter ZHLET,

[/XRT—FD) YD ELTE (ConfigResetPassword) ] Z1ZIRLFET , A=1—DERA%E
ﬁ)ﬁg;;%;é_::’di REDEFIZHCLT/ART—RD Yy b B ML/ ESNEHA Y]
L L i

© gk N
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System Configuration
Select one:

RootShell Open a Root Shell

Removeﬁiliance om _Central Managemen

1

x FactoryDefaults Restore System to its Factory Defaults

X RefreshImage Refresh the System Image

4 InterfaceSettings Change Management Port Interface Settings
® VirtualModelRefresh Refresh Model Based on Allocated Memory
X  Removelicense Remove Appliance Licenses

X

®

X

m

Confirm you are
selecting Disable or
Enable

L bd S B MM B b MM B M MW MMM OM R

BDMWEREELET .

7. #5179 BIZIE. EIR (Select) | #585AFRRLET . Enter ZHLFET,
8. EHEIZRTRINDIERIZH-S-T. TEXFRELET,
AV AEE N1 Y
INAT—RETIAILREREIZU YNNI B HEF 2 OHYET,
o FIZATVADIL—r INRT—KDHBHE L. Nadmin, sysadmin, HLUIL—F /3R
J—RKD)tEykEERLET,
« PISATUADI—b 1SR —RHHNEEE, Tsysadmin &)L—k/XZT—F DY
t k) ZFEALT sysadmin BEPIL—k RRT—K#)EyrLFET, RIZ. BEIZEL

Tladmin. sysadmin. BEVIL—k /SRAT—FD vk ZFERALTadmin /XA —K%
JteykLZET,

admin. sysadmin, B&WIL—t /1 \RT— D Hzuk
RDFIEZEFAL T, admin, sysadmin, BELUIL—k /SRT—FETIAILREEFEIZ VL
T3, RIZ. LX) TAERBRBIZCEDB=OIZTITSATURADINRAT—REEBLET,

« B . ROFIEBERTTBICIE. TTSATUADIL—b 1ISRT—FHRBETT,

o FOHDI—HF: ROFIEIZKY. admin I—HFATFIHILE SRT—R[ZYvrEhE
T ABAANLI—TFD/IRT—REEEIhFEEFA,

TITSAT U RIZSSHERHLET .

root ELTAY AU LET,

systemctl stop lc-tomcat EANLFET, Enter ZILET,

clearPasswd EASALET, Enter ZHLET,

systemctl start lc-tomcat EAJILET, Enter ZHLET,

‘ A FA=1—DHRAZFRAT, NRT—FDO) Y bER/MET LD FEEMET

S

ZhIZ&Y. admin, sysadmin, BEPIL—k IXRAT—KFRTFIHILMEIZYYhEhE

[o}
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a— T4 1ISRT—F
admin lan411cope

root lan1cope

sysadmin lan1cope

RDOFIEIEAT, VATLEBEETCTISGATUVADISNAT—REERBLET,

17.

18.
19.
20.

ROBEZFERALEFT

. %E%ﬁ_uvﬁxv—w-‘r“vww INRAT—FERIEAXFELGHOTNDILEHE
E'L‘.\L/ o

SystemConfig EAALET, Enter &HILET,

[/XRT—F (Password) ] & ERLET , Enter ZHLFET,
EEICKRRSNDIERICHST, HILWWIIL—rNRT—FZAHALFET,
SSHE#TLEY,

TTSAT7 2RI SSHEHLET,

sysadmin ELTAT A LET,

SystemConfig EANLET, Enter ZHLET,

[/XRXJ—k (Password)] Z#EIRLET , Enter ZHLET,
BEEICRIREINBIETRIZHES T, FLLY sysadmin /IXXT—FZ A HDLET,
SSHZE#TLEY,

admin AI—H LT ISAT7URICAG AU LET,
TSOHFDTRLRAN—=IZ, RDESNZTFTSATUADIP PRLREAALET,
https://<IPAddress>

[ 8—/\)LE%E (Global Settings) ] 74V &9 v I LET , [A—F EIE (User
Management)] ZEiRLET,

JZAFA Tadminz RDI+ET,
[723 3> (Actions) ] A=a—%#9) I LET, INAT—FOEE]ZERLET,
EEIZRTESNBIERIZHEST, admin /SAT—FEZELET,
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sysadmin &IL—k 7 \XRT—K D' Hzwk

AV —ILTIEREFERLT, 7TSAT U ADI—hE LU sysadmin /AT —FET T4)L
REXEISUEYRLET . RIC. X1 TAERKRICED S=OITTTSAT L RAD ISR T —
FEZELET,

1. 7ISATORIZaVY—LEGLET,

2. TISATVRAEBEBLET,

3. ;‘;_‘J—)I/FEE(: GRUB A=—a—hARREN=H. lelEADLTHREE—FIZUIYEZ

GNU GRUB wersion 2.02-2

Single

Single ue Mode >

Force f 3 em repair [ solel
Force file s tem repair [Seriall

Use the T and § keys to select which entry is highlighted.
Press enter to boot the selected 0S, ‘e’ to edit the commands
before booting or ‘¢’ for a command-1line.

4. 2BBDITICH—YILE#BEILET,
ARURSAUNE, TTSATUADIN—23 0 [ZE2THh I NNIELGREENHYET,

GNU GRUB wversion 2.02-2

setparams ‘Stealthwatch [Defaultl’

linux /boot/uml inuz-$kern_ver Skern_args Sconsole_args pci=reallo\
c=off _
initrd /boots/initrd.img-Skern_ver

Minimum Emacs-like screen editing is supported. T
completions. Pres -x or F10 to boot, Ctrl-c or F2 .
a command-line or ESC to discard edits and return to the GRUB menu.

5. c=off M#&IZresetpassword EANALT, ARUR SAVERDFID KSIZLET,
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linux /boot/vmlinuz-Skern ver Skern args Sconsole args
pci=reallo\
c=o0ff resetpassword

GNU GRUB wersion Z.02-2

setparams ’Stealthwatch [Defaultl’

linux /boot/uml inuz-Skern_ver Skern_args Sconsole_args pci=reallo\
c=of f | resetpassword
initrd /bootsinitrd.img—Skern_ver

Minimum Emacs-like screen editing is supported. TAB lists
completions. Press Ctrl-x or F10 to boot, Ctrl-c or F2 for
a command-line or ESC to discard edits and return to the GRUB menu.

6. CtreX #HL CEEBIZHHLET,
ZhIZ&kY ., sysadmin BEPIL—k ISRAT—KRTIAHILMEIZ) Y RENFET,

7. admin ART—FZ2Y YT E2DELRHAHIBEIL, Tadmin, sysadmin, HFEUIL—F /Y
AD—FDtybIIZHEHRET,

admin ARV —FZYyrF HZDENGVERIE. ROFIEISEAT, €Fa2UT14%
BRARICEOB=OIZTITZATURADIL—FE LY sysadmin /INAT—REZEELFE
T ROEEZFRALFT,

e BE:8~30X=F
o FEH HFILWLWVIRT—FRTIAILENRT—RERIE A XNFELEOTWNAILEFE
ZBLET,
8. TIHILMEFERLTYH A2 1M sysadminE & IHE

o A4 AL sysadmin
e /INAAT)—F:lanlcope

9. /XA —FK (Password)] Z:EIRLFET,
10. EEICEKRTEINDIERIZHES T, sysadmin INAD—KRZZELET .
1. AT 7ORLET,

12. TI4ILMDroot VL ToovILEERALTHAVA1ULET,
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e A4S AL root
e /INATJ—R:lan1cope

13. [/XR)—FK (Password)] Z##RLFET,
14, EEICKRRTINDIERICEST, L—F AT —FEERLET,
15. BT 7ILLET,
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Hrih—~ ~ORBILE HE

TO=ZHI S R—BNRBEEIFEIE. ROWVTNMEEITLTIZELY,
o MBEYDI RO IN—MF—IZTEBLIZE,
o Cisco Stealthwatch H7/R—rDHHELVEHHEIE:
e Web T —RZRH<IEE  http://www.cisco.com/c/en/us/support/index.html
o BFA—ITH—RZRIIHZE tac@cisco.com
o BETHR—IEZRIT5H155 :800-553-2447 CKE)

e T—ILFIAF B R—FES :https://www.cisco.com/c/en/us/support/web/tsd—cisco—
worldwide—contacts.html
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= FHEIRHR

Cisco B LU Cisco AT (X, P RAFEZT DEESHDARES I UVZ DD EIZHIT57E
EFELIFEFEIZETT, P RAODEZO—EIZDLVTIE,

URL : https://www.cisco.com/go/trademarks ZZ &< &Y, BE SN TS E=FDEHE(L
ITNENDIEFEFDEETYT , [/N\—rF—1F =Ll partner IELVAEDFERIFT XL
#HEDEDIN—F—vTEAREERTHIDTIEHYEE AL (1721R)
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