atfren]n
CIscCO

Cisco Stealthwatch
BEIHHAR(v6.9.x Hh%v6.10.2)




R D 5
B 5
R R B oo oo 5
B 5
LN BT T O R e 6

RO BRI 7
BZONBIL—RIN—T4230 AR—=ADRR 7
VIR T T IN—= A 7
AV L 8
TS 8
TIHIRDUTUURIU e 8
TR 5672 8
Y—RN—TqBTT)r—2ay 9
T 9
INT R T T 9
Flow Sensor 4000 ... 9
SV C L 9
UDP DireCtor ..o 9
TA R 9
ISE Tl ISE—PIC o 10
TR RN B 10
R R B 10
NT P T N L 10
BA LS T =2 e 11
DR R B 11
2 11
T T oA T RIS T 12
kS 3 N 1 12

VINIIT PIT TR ITFAIV 12
FTRTDT T TATUR e 12
SMC EFlow ColleCtor ..o 12
B 13
B TR 14

Copyright © 2019 Cisco Systems, Inc. All rights reserved. -2-



INTIR T T 15

PR T 15
DD T A e 15
StealthWatch IDentity 7Z T4 7 A (AT0) 17
1o I 7 D B T 17

2 R E DR BB E DR e 17

S HTLN B A E DR 18

4 FT U B DM R 18

5 BB DB 19

6. B R R U T RN 20
7.SMC TOHFH LWEERRE DA RM—=Ib 21
BB 23
LN T O R 23
BT T O R D e 23
L D R DD e 24
R AR T DT AR e 24
LB R T T oA T R S e 24
Stealthwatch V5 RAND T ITSZAT U ADEBIM e 25
Stealthwatch V5 RAMBD T TSAT U ADBEIRR e 26

2. FlowSensor D E& T DM 27
2. AV AM=ILENT WA I 7 IN—=a D 28
.INNYF IPANETYTT—RI27ANDEYoO—K 30
Pre—SWU (/N TF ) A Il 31
SWU T A Il 31
A TTSGATORDEEDINIDTIT e 32
S B N D DR R 33
6. Flow Collector & SMC T—8R—RAMD /NI TPV 34
SMC @ SNMP 7R—1) o DI 34
T—RR—=RDINI T T I T e 35
SMC T SNMP FR—1 o D BAE I 37
1 AR T AR 39
8.SMC T®D Pre=SWU /XY F DA A=V 40
0.BEBNRTISAFTUVATD Pre-SWU INYFDAVAMIV 42
10. Pre=SWU DA AR =L DR T 44

Copyright © 2019 Cisco Systems, Inc. All rights reserved. -3-



MNTOVINIT T PITT—=MDA ARN=IV 49

U E N D R 49
RRARN T TUTAR e 50
EBWMETITFATIRATOVIO2BHTATFLDAVANIV 51
12.CentralManagement NS A2 54
18.V10. 2 I8N TF DA ARN=I 56
14.SMC TRIMN T DSATUMADOAT AL e 57
SMC T RIM T U547 UMD R E & B8 57
SMC Zx— I LA —/N—O— LR o7
15. RAVRT7AY PISAT O REEGRBRESNTTISATUoRADEH ... 60
1LY IR 7 IN—= A DR 60
2. T T AT U RDEE R 61
3. Pre=SWU DA AR Il 61
4.vT0Xx SWU DA ARl 62
5.vT.0. 2 1IN TF DA A=)l 64
6. Central Management ~ND T T S5A4 T7 2 ADIBI 64
RANTTUTAR e 64
Central ManagementlZHITABEEXMN R LUVRER7OVDES . 66
Central Management ND T T SA T AP BN 67
BRI D N Bt e 68

Copyright © 2019 Cisco Systems, Inc. All rights reserved. -4 -



[FLHIZ

[FL&HIZ

KD Stealthwatch 7T T4 T2 A% v6.10x M5 v7.02(FT=IE 70x ELDFDED/N—D3
NZEFHTBIZIE, COHAREFERLET,

o UDP Director (Al 44 FlowReplicator)

o IVFRAVrOVEUFL—4

o Stealthwatch Flow Collector

o Stealthwatch Flow Sensor

o Stealthwatch Management Console (SMC)

V7.02 DEEMICDOLNTIE, [V —R /—RIZESRBRLTESLY,

CDH AKX, Stealthwatch HEDEHFZHE LT HR VNI -V EBELLTDMDIELEE
RELTLET,

ZDH AFTIZ. Stealthwatch FlowSensor Virtual Edition (VE) 2 E DIRE R BZ L TRTD
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o fERD: 773479Z¢§IE4>9—7I4XIZD'7“’1'”/L$3'o [E% % (Configuration)]>
[*—=>% & DNS (Namingand DNS)] D BEIZEIRLFE T,

o RE:10TIK. BTITSAT7LRIZLELEBL 1 ED NTP H—N\DBRETT,

o« R TISFATUAREBAA—DA R IZAT A LET, [E% 7 (Configuration)] > [ AT L
B ZI ENTP (System Time and NTP)] D IBIZEIRLET,

e FAREM S NTP: 130.126.2453NTP H— I\ H—/NDYRAMMIEFEFNTLRIESZEIBBRLE
T o COY—NIZIIBBLABHAZENHIBALTEY ., S RADTIAHILED NTP H—/\ ) Xk H
ST TIZBRMA SN TULET,
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A zul:i%bﬁgﬁg\é:&ﬁ&aﬁbi?o ELHWMES . TTSATURERETEL
W EMBHL R

StealthWatch [d. RSA THES{tSh - PEM e KX DEBAEE Y R— L TWET . 7T5A47
‘/_Z(:jJZ’{lA TISATUR 7’(7_:‘/7_‘«1_’7_‘45“3)5]%75§4>°7\F—)béhfb\%)i§ﬁ'(is znin
DIERAENAEUNN ORFT THAH_LEHRL THD, BEHTOERAERMIELEY , BT
HRUINDT ISZAT VR TATUOTATAEBAZETIX, TTSAT U REZEBH TEEH A,
HARRYINDEIIFAEZESZ BB E L. ROA T a v ErEREL TS,

o [EEBAZ M E# (Update Certificate)]: IREFTDIIAEZTONASE —ZERLT. 775
ATOREBAA—T A RIZA 2V A—)LLET, [EXTE (Configuration)]> [SSLEEEA
£ (SSL Certificate) ] Z:#IRLET,

o [T7A4ILEDIETT (Restore Default)]: 775472 R 74?97‘47’45&_%%0)7_377]')[/
rMETLET, TISATUREEBALA—TJIA(RIZOT AV LET, BRE
(Configuration)]> [SSL] DIBEIZEIRLE T, [SSLY—/N\T AT 7471 (SSL Server
Identity) ] £3a> T, [T 74 ILEDTE T (Restore Defaults) ] &%) v LET,

FIEIZDWTIE, SSLEFAZEDERMEAV AL—IL HAF [RE]ZSRLTIZEL,

ETTFAT VAR TATUTATAREAZELIIAEF1— (BB T DHEE)N. TISATUR
EEAN7 HBDIETEARNY)ESMC EEHEANPICIRBESINTWAZ LZHERLET ., COE
Eld,. TRTODT7ITSAT7VRIZWBETY,

. BT EHEBLTBHIC, FISATYR FAT U TAT IR B LHEF T —
(L tREUBID A 7T 5472 ABHART £ SMC BHARY SRHF SN TS

o MR TITSATUREBA L A—DIARIZAT A4 LET, [E%7F (Configuration)]> [ER
EF S EEBAZE (Certificate Authority Certificates)] DIBEIZEIRLET,

FIEIZDWTIE, SSLEFAZEDERMEAV AL—IL HAF [RE]ZSRLTIZEL,

I A PELFEEANTISEREEBENICTYTO—RTBEIITL TSN,
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Stealthwatch °/Z7_':lx€/ \WwOTYTTBE=H0OEREEL TS, N\vI7vT IT7A
IVIE, BHTREARLELIIGEICBETY , B#i/ (&, Cisco Stealthwatch H7R—HIZ
KBTI a—TAV T BIZCEEIZRYET,
CDHARTIX, RO FIEIZDLWTEREALET .

o BT TSATUADINYGT T

o SMC T—RR—=ZD/I\VIT7vT

« Flow Collector T—HR—ZAD /Ny 7T

o HI/INVIDIERK

NI TITEERLRNMSE, BHTO e RhICHBENRELTE I 7ML ERE
A F3ZlETEERA, T2, BB/ YY1, Cisco Stealthwatch H—k & B M
TNoa—TAV T HARBEGBEITRILET .

ATIVRAIAYF TISATUOREZEHTH=-ODEEE)—REEETHEEIZIE. RO A
#RRETL TS,

IS T 7T T T7AIL

VINILT T T—h I7ANDF o O—RIZFRENANES, T7MLIE T o
O—FELVIA VR U Z—MOFERIH V0 O—FTEFET,

FRCDTIZATIR

o Bl BHTORRIE, FTSATUVREIZR T THETHIOAMNET, f=F=L.
FET =IO DRRIZE D TRGEDHIENHYFT . COMERREIZIT. T—FRIEFIC
FOTELGDN\ITYTEBW/ I DERIZBERGRERITEFTNTOIEE A,

« L& VATLDONS Ty IENEBMDGNEEIS, VAT LERE—EICEHTS
SEEREOHLET,

o BILE): 7TFAT U RIL, SMCPre-SWU DA Xh—)L Pre-SWU D#E T FIA, &
U SWU DAV RM—LRICEBIMICHEBLEYS, 7547V AL BEBTOER
FIET—ERELEE A, 1L BEOTRIRFSNFS,

SMC &Flow Collector

o BIEIDBEREIEI-ILTIT17: SMC & Flow Collector |&. B TOERERAIAT ZHTIZ 1 B
FLlE 7 BREEHRTERITINTOWEIRELHYET, COEBFFB LTRSS, BT
DEEAANYFIZEY SWUT7AILIFA 2V AR—ILEhFEH A,

o Flow Collector: Flow Collector # EH# L TE1TI S &, SMC WNEFTSNDHET. SMC I
ZEESN BT —4H Flow Collector [ZF ¥y yadhFEzd, L. BEFHIOLRIETES
BYUERBBTROLELWVLEDTYT, F0EH. IRTOTISATURADEHFEEZ
T—EICEHITLHION. RULENTH7IO—FTHHEEAET,
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A SMC TRIMYT 54T hH S Flow Collector ZHIBRLIEWLTLEELY, HIRT 5
L. ENLDTA—aLYRICETAIERET—2M SMC hiokbhnEzT,

rﬁé
—
i

o BIE: E%ﬁjﬂtij [E. SMC & Flow Collector M BIEMNFIELFET , BIEEIFELLT
BE.SMCTRIMNT HS5A4T7 LD E V) —IZH S Flow Collector 7’(3‘/(_5:55“

rxu%ja%ﬁn EEHETTSATUANTAAL RGBT LU SE (@) 124
YET,

o BEFvRIL A StealthWatch FlowSensor Z{E AL TULVA1EE (L. SMC TRy
THOSAT DT S5—L T—T ILIZFlowSensor BB FvRIL X2 PS5—LNRTE
INFET, BN TIAERENBHEILINTTAMAVIEEEICRY., 75—4AITE
RN YET,
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COHARDFIEICHEST, % Stealthwatch XV O—FBLUSA AU 2—I2HD
INYF D readme 774 JLICEEE SN TLVDIE R TREFEL TSTZELY,
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DAFEEEDLTHELZEITEETYT,
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« iDRAC Enterprise (Dell 7 TS5 A7 R) :www.dell.com T, BELD TSV IA—LNDER
HRF 1A ESHBLTLZELY, iDRAC Enterprise [ZIETA 2 ADNBETT , Fi=.
iDRAC Express TlXa>Y—IL 7R ILTEFEHE A, iIDRAC Enterprise #H 5 T
WEE (X, OV —ILET=IE SSH TOEEEHKEHFELES0Y,

« CIMC(UCS 7T 54T R) : &# D CiscoUCS ZHHBL TZALY,
https://www.cisco.com/c/en/us/td/docs/unified_
computing/ucs/c/sw/cli/config/guide/b_Cisco_ CIMC_CLI Configuration_Guide/Cisco_
CIMC_CLI Configuration_Guide_chapteri.html T, BFELND TSV I+ —L M ITDREH
M Cisco UCS HMRZES ML TLZELY,

RAE<

o A= (AVY—IL R=ADI)TIVERR) T TSAT I ADAV AR—ILIZDNT
(X, &FHTD KVM E£F=[E VMware DY =27 IILESHELTZSLY,
e KVM DIFZE &, https://virt-manager.org/ T Virtual Manager DY =17 L%
SERBRLTEALY,
e VMware DiHE X, https://docs.vmware.com/en/VMware—

vSphere/6.0/com.vmware.vsphere.vcsa.doc/GUID-223C2821-BD98-4C7A-
936B-7DBE96291BA4 html| T. vSphere [a1F7® vCenter Server 7 754 T2 R
BEAUA—DIAADI =T ILESBLTIEEY,

DA TS 3

REFEIIN—FITOFEEFERALTCTISAT7URCAT A TELRWNG AL, 7T5A
TFOADIYNT—G A B—DTA A T—HRIZSSHEEMIZTEET,

A SSHEBMCTHE, VAT LDOREVRIAMEMLET , SSH (R BFIHEDH
AT HIENEETY . SSHIF, AR TRICEMIZLET,

1. PTSATUREEBAUA—D(RIZAT A4V LET,
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https://www.cisco.com/c/en/us/support/security/stealthwatch/products-installation-guides-list.html
https://www.cisco.com/c/en/us/support/security/stealthwatch/products-installation-guides-list.html
https://www.cisco.com/c/en/us/support/security/stealthwatch/products-installation-guides-list.html
https://www.cisco.com/c/en/us/support/security/stealthwatch/products-installation-guides-list.html
http://www.dell.com/
https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/c/sw/cli/config/guide/b_Cisco_CIMC_CLI_Configuration_Guide/Cisco_CIMC_CLI_Configuration_Guide_chapter1.html
https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/c/sw/cli/config/guide/b_Cisco_CIMC_CLI_Configuration_Guide/Cisco_CIMC_CLI_Configuration_Guide_chapter1.html
https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/c/sw/cli/config/guide/b_Cisco_CIMC_CLI_Configuration_Guide/Cisco_CIMC_CLI_Configuration_Guide_chapter1.html
https://virt-manager.org/
https://docs.vmware.com/en/VMware-vSphere/6.0/com.vmware.vsphere.vcsa.doc/GUID-223C2821-BD98-4C7A-936B-7DBE96291BA4.html
https://docs.vmware.com/en/VMware-vSphere/6.0/com.vmware.vsphere.vcsa.doc/GUID-223C2821-BD98-4C7A-936B-7DBE96291BA4.html
https://docs.vmware.com/en/VMware-vSphere/6.0/com.vmware.vsphere.vcsa.doc/GUID-223C2821-BD98-4C7A-936B-7DBE96291BA4.html

[FCDHBRIIZ

SMC: SMC [ZBT A2 LET, [F' B—/\JLELTE (Global Settings) ] 74V > [F T 547
2 AN EIE (Administer Appliance)] DIBIZH) v HLET .

2. [E%7F (Configuration)]> [H—E X (Services) ] DIBIZHZ) I LET,
3. [SSHEE#MIZF % (Enable SSH)] FT v IRV I REAIZLTSSHERARICLET,

IW—b 2—I2&D SSHT7 U ERZFHA T 5HIZIE. UL—FSSHT VRO AL
(Enable Root SSH Access) ] Fx IRy I REAIZLET,

4. ER (Appy)1Z20) v LET,
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[FCDHBRIIZ

StealthWatch IDentity 77247 A(A10)

StealthWatch IDentity 7 754 7> X (ID-1000, ID-1100) Z{F AL T35 8%, RO FEZE
gi;ﬁﬁ L TID-1000/1100 Lancope Web SFEAZEZ L TH LY IR 7E vIOxX IZEFHLE

95 AAR|Z Stealthwatch IDentity 7 F7S5A 7 AN EWNE S, 2OEIa30EAX YT LT
[EFDOME IICHEASET,

A ;l;;;zfll@é;;géb‘ Lancope Web SEBAZZ L TH D, /N\—230 vIOX~NDEH
FF A -t i L\o

1. IR POEH

tXaYTARLEDE=D . FTTSATUAMNTSL1.2 THLLWVA—23 2 D openSSL A TE
5£5.ID-1000 BLUID-1100 2 BT A LEBEDHLET,

FEIZDULVTIE. Stealthwatch IDentity 7T S5A TV ADA U ZAY NILT DI PYTTL—FK]
DREYHZESBLTIIESLY,

2. BAE OREAE O3B

1. Stealthwatch IDentity 77547 RIZAS A LET,
2. [AAA]ZD)vOLFET
3. [~ (View)]> [GEBHZE (Certificate) ] > [Web] DIEIZH) v I LET .

I Wiaw I Report Settings Tools

Detail...

Action

AAA > Profile Profile
Policy
| ID Dictionary

IF Pool
DHCP Allacator

Devices Certificate Reguest »

System Certificate 4 All
Certificate Revocation List CA

EAPTLS
LDAP

Web
Authority @

User Login Activities

RADIUS Request Statistics

Find
Find By ID

- - -

4, IREDIEHAZED) ALEHEZELET, [HT3Y (Category)] FI T, [RT—42 X (Status)]
H#FBDF vy I—IMFLVTULVS [Web] SEBREZ R DITET,

AAA > Web Certificate > List M4
| | Category m Subject Issuer Serial Number Status.
O [wes | 5 /EN=A10-1100-A /C=US{ST=CA{L=5an Jose/Q=A10... 07

Copyright © 2019 Cisco Systems, Inc. All rights reserved. -17 -



[FCDHBRIIZ

5. [GEBAZE (Certificate)] Iﬂ TAAVEI)VILET,
6. [F1TIT (ssuer)] oL a &AL ET, BAERSZ Lancope NEFEN TILVHEERE
ERBETIDELNHYET , ROBEIZHEHET,

View | Report | Settings Tools

Certificate: Web, 1

Category: Web

Al 1
Devices Version: X509 vl
P— Subject: /C=US/ST=Georgia/L=Atlant: neopej§=Lancope/Of |
Issuer: /C=US/5T=Georgia/L=Atlanti ncopef§=Lancope/OL . .

Serial Number: |

3. #TLLEEEAZE DE AL

1. [723i3a> (Action)]> [F#R (New)]> [REBAZE (Certificate) ] DIBEIZV ) v I LET,

2. ROINTGA—2%FERALT, HLWGEAZZERLET,

[#£# % (Common Name)]: —EDZFIEAALET (AIRERIGEETITSAT
ADFTEEERAL ), Stealthwatch IDentity 7 TS5A T U ANE#HDIEE
(X, FTSATUARTEIC—EDLHEHERATIVELHYET,

o [B%h7:B %k (Valid Days)]: 1460

e [FF—F& (Key Length)]: 4096

[B47)L3") X L (Signature Algorithm)]: SHA256WithRSA (F1=l& kY LD
SHA) Z:&IRLF T,

3. [OKIZV)vILET,
4. TISATUORANBEICERZEILET,

4. #rLLGIEBAE O RR
ROFIEEFEALT, HLLOGIAEL RSN ARITHO TSI LERRBLET .

1. Stealthwatch IDentity 77547 RIZAS A LET,
2. [AAA]1ZED)YILET,
3. [ (View)]> [EEBAZE (Certificate)]1> [Web] DEIZZ") v o LET,
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[FCDHBRIIZ

Action

I Wiaw I Report Settings Toals

Detail...

AAA = Profile Profile
Policy
| D Dictionary
] 1P Pocl

DHCP Allocator

Devices Certificate Request »
System Certificate 4 All
Certificate Revocation List CA
EAFTLS
User Login Activities » LDAD
web
RADIUS Request Statistics » .
Authority
Find 4
Find By ID »

4. FLL\Web SEFAZZRDITFEY . £BAFICN=1—FHENY B TH-HBL JELTE
TENTVEY .,

o [RT—5A(Status) 15l BDF VI I—IOMNFN TSI EEHERLET,
e DESEAELFEI . DESIEIRODEYIaVTERALFES,

AAA > Web Certificate > List H 4]
Category 1 I Subject I Issuer }naluumlm-

=] wab I 5 I /CH=A10-1100-A JC=US/ST=CA/L=San Jose/O=AL0... o7 Io I

note the common
1D name

enabled

5. [EEBAZ (Certificate)] l:‘-i TAAVEI)VILET,
6. FTLLVGEFAZEZHEAL. ROBFEBARRIN TS EFHERELET,

o [F1TIT (Issuer)]: ERBAER S IZ Lancope MR RSN TLVEWZ EFFERLET, [T
EAEDIZE . Sandose ERTRENFET,
. %ﬁﬂfﬁ;@_ﬁ (Valid From)]: TLULNMERRZEZERLT-B A RTRIN TS EE

Category: Web
ID: 5
Version: X509 v3
Subject: /CN=A10-1100-A
Issuer: .u’C=U5.I"ST=CAIL=53n Jose/O=A10 Networle'+3u=l'l' Department/Cl
Serial

Number: 7

| valid From: Jul 13 14:12:11 2018 6MT |
Valid To: Jul 12 14:12:11 2022 GMT

5. sEBAZNE 1L
Web Ul ICEEBREZEML=5. ROFIEEFEHAL TIREKR TIERAEEZFMNICLET,
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[FCDHBRIIZ

. Stealthwatch IDentity 7 7547 A IZSSHAS A4 LET,

TFISAT O RAOBEANVELSZENHYET,
FISATUADIP FRLREAHLET, Enter F—ZHLET,

3. Tenablel&EANLET, Enter F—ZFHLFET,
4. TTSATVRADINRAT—REAALET , Enter F—FHLET,

T 74Uk 1an911cope

5. [config terminal JEAFILET, Enter ¥—ZHLET,

7.

[crypto cert enable web IDIEANLFET, Enter F—ZHLFET,

ID: BIDEIL AV TAELIZGEFAED ID HESEANLET,

ID-1000>enable

P ——

ID-1000#config terminal
ID-1000(gonfig) #crypteo cert enable \th—' Enter the Web ID

Ok. shown on your new
ID-1000(gonfig) #exit certificate

ID-1000#exit
WARNING:System configuration has been modified
Are you sure to gquit (N/Y)2: y

OK AT RENT=5, lexit IEAALFET , Enter F—ZHLET,

A OK DIEENRTEINEULIE S (L. Cisco Stealthwatch H7R—RrZHEIWVEHEL{E

AN

8.

AT 7ok Texit ]JEAFILET , Enter T—ZFHLFET,

6. FERBIVTIAR—

A N =

(&)}

~N O

[e0)

Stealthwatch IDentity 7 7547 X AT A LET,

TS59FDTRELRA N—IZH5 [F2) T4 (Security)] A TAAEI)YILET,
[SEBAZE (Certificate) 1 #9)v I LET,

iﬁ;b‘%ﬁﬁﬂ%ﬁﬁ?ﬁéﬂfb\fs Y Lancope SFBAZEM R RSN TULVRWLN EEFEZRL
[OK]1Z2") o LT, [(EBAZE (Certificate) ] F A 7AT Ry I RAEZHLET,

[AAA]ZD)w I LET,
[F=7R (View)]> [EEBAZE (Certificate)]> [Web] DJEIZ4) v LET,

LY Lancope SEBAZEF# R DIT, [CH 58 (Trash)]ﬁ TAALEI )y LTHIBRLET,
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9. HLLGEAZZRDOITEY,

s
10. [THRKR—k(Export)] = A% )vILET, [OKIZEV)vILET,
1. SERAENT I O—RENFET, T7MIL B EEEAELET,
12. [Fv>tI)L(Cance)]1ZE0) I LTHIDR—YIZRYZEY,

7. SMC TO#FHLLGERAZ DA R —)L

SMC IzRT A4 LET,
[ O0—/\)LE%E (Global Settings) ] 74V &E 9w o LET,
[7TS5A4T7 2 ADEHE (Administer Appliance)] Z&IRLET,

[E% % (Configuration)]> [EREE B A BAE (Certificate Authority Certificates)] D JIBIZ2E
RLFET,

5. [FREI/BFEBAZE (Certificate Authority Certificates)] £33 T, [Z74ILDEIR
(Choose File)]1Z&49)w o LZET , IDentity 7T AT AMLITHAR—ML = LUVEEEA
EF7ERLFET,

6. [®&AT(Name)] T4—ILRIZ, GEBAZ D BRI ZAR—RZEDHTITANLET,

L~

{51 : A10-1100-A,

7. [EEBAZ 3B (Add Certificate) 12 421) v LET,
8. BEIEICRIRENBIERIZHEST, HILLVEBAZZHERELET,

9. i@%%éﬂéﬁ%'}xrw [2 8] (Name)] 51| T, ID-1000 Z 1= (X ID-1100 SEBAEZ B DIT%

CHITHWEERAZE T, [FE 175 (Issued To) ] & [F 4TIt (Issued By) ] D ERBAIZ Lancope
MRREINTWET,

Certificate Authority Certificates

O|d |Dent|ty I MNumber of Records: 3
certificate
(I D_-«] 000 or MName Expiration Date
ID-1100) id-1000 2011-04-04 11:51:02  Lancope Lancope
- a10-1100-a  2022-07-12 10:13:11 | A10-1100-A  CA ¢ o
New |Dentity
certificate lancope 2035-01-01 05:10:10  Lancope Lancope (]

Do NOT delete the
Lancope appliance
identity certificate

10. ID-1000 F7=(X ID-1100 DT T, [HIER (Delete) ] FTyIRYIREFUIZLET,
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%9, BLVID-1000 FF= [ ID-1100 FEBAZ %3 &R L TFZELY, SMC Lancope 775
ATORTATOTATAEAZEILHIBRLENTIZEW, F#IZ DL TIE, (EFDHD
A= 3y ESRLTIZEL,

11. [AIBR (Delete) 12" ILEY,
12. BEAICRRINDIERIZHST, BIREHERLET,
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EHOBME

EIT O R

FHLLVTOtEX

TISATURE/IN—232 6.10x M5 v702(F=IF 710X ERBFDEDN—230) ITEHT
5=-00H LWNVTAOEREEALELE HILWLWTOEATIE, HENDIERFE TPre-SWU 774
JWESWUIF7AIVETTIATVRIZAVAR—ILLET,

A Pre=SWUT7A)LESWUTF7AILDMEL T, VI IZT DA Ab—ILIBFIZHE-S
TSN BHERUNSEH=OITIE. COH RO FIEICHSIEEZEETY

B JOEROGE

g_ﬁ)j’éﬁilj]éﬁ~ T—EKER/NRICINZS=OICIE., FIEZIEFICETIOLENHY

DS RAEDHER

AV AR=ILENTVSY I T N\—23 0 DREER

INYTF I7AWNETYTT—E I7AILDF D O0—k
TFISAT UV ADEEDRINVIT YT

M/ NV DIERK

Flow Collector & SMC T—HXR—ZAD/\vHT7vT
FERARE L TA RV BREDHEER

TISAToRAEBEFERLI= SMC TD Pre-SWU /Sy F DA A—)L
[ AT LEH (System Management) IR—J%F AL EEMZ T ISA T ATHD
Pre-SWU /\yF DA A—IJL

10. Pre-SWU DA AL—ILDFET

1. vI0xVIr 97 79T T—r A A—)LLET , SMC D [ AT LEE (System
Management) IN—UZ AL TR EEART IS4 7V RAEEHLFET , v7.0xSWU
(X, LT HLWIEFTIUAR—ILLTLEELY,

12. Central Management NDAST A2

13. v1.02/\yF DA A+—)IL

14. SMC TRUMT 54T b~DOT A2 FEAEZEEREL. Tz—ILF—/—0—)L
FHERLET,

15. RAVETOY FISGAT O REERD BERSN T ITSAT U REEH L MHEICKHL
TRAVKR7AY 7ITS5A4 7> A% Central Management [ZEIILET,

© oM N~
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1. YSRBOHER

1. DSRBZDHER

RDFIEZFRALT. ATILRAIAYF FITSAT U REHERELET,

RAMTSIOTARIZHN, BEFHZRIBTHEEHELET,

SMC BEE: I X TDATILAIAYTF 7547 X% StealthWatch Management
Console (SMC) TEHE I HLIITERELET .

RAVR7A—Y FIFAFUR:SMC TEBINGWNT IS4 TV RIE, R4 R7AY
TISGAT UV REFENTNVES  TURRAU R ARIFERST RTDTTSA4T7U R
[£. T547) SMC TEESNALIIERETH_EEHEDLET,

AR RF7AOY 775{7“/73&?3@“0)%@(3& v7.0.x 7519@%%55‘?:7?&':%%}?'6
EFI 15 REVRTAY FISAT Y RAEEGBIRSNI=TITSAT VAN EH 1&
[Central ManagementIZH (TAEEBWMRBIUVRIVR7OVDEH 1ZSBLTES
LY,

EHRERINDIT7ISAT7UR . BHIOLRT l:?ﬁﬁﬁ%ﬂ%ﬁﬂéTﬁ?’f?)Zﬁ%
BIGE . F-ITOTRREFEEMTONTNDTITSATU AN SMC TEIEIN TLVAELY
A= E%ﬁjl:lt\ZO)EF"G\ %*LB0)7705479X§75Z’5‘75\6?%%%%_@76J:5(:
KROGNBELHYET  VIOXDEHTETRIZC. TTSATUOAREEERELZEHT
E2FT,[15. RAVRTAY FITSAT O REEGHRBRINT=2TITSAT O RADEH 1&
[Central Management|ZH (THEEXMREE LV RIVET7OVDEH 1Z25BLTES

LY,

SMC DEAB:COFEHTIL2 DD SMCE=EHTE=ET,

UDP Director M/ \A 7AAZE1)T4: UDP Director B3/ \f FRAZE T4 RF7ELT
BESNTOSISER. REBIP PRLATEESN TUVENCEEHERLET, M
DWTIE T EERRT T A7 AN 1S RLTIZSN,

A ET7TSATURDTI— LA —N—O— )LD EE (X ITHHENTEEEN, TOxDE

BHTOCXDOFEBRIE. TTTAT7OROEMOHIRR. V5RIZEDNDER. Fi=-

HRIZ. ENODTITSAT U REISARIZEMTEEY,

SMC AT LEEYARNEFT VI LT, Stealthwatch 7S5 RAADT TSATUREHERLE
I, BFFBTARIIZ. XROFIEFFEHAL T, Stealthwatch V5 RAZZHZIRMLGEEEEFMA

FI,

1.
2.

T541) SMCWeb 775 —azA5 42 LET (https://[IP address]) o

[4'8—/\)LERE (Global Settings) ] 7AaAV&# ) v LET, [V AT LEHE (System
Management)] ZZEIRLET,
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1. YSRBOHER

)

ke Desktop Client

al settings

Administer Appliance

Packet Analyzer

Configuration

System Managemen@

UDP Director
Configuration

External Lookup
Configuration

3. [;z;—;@ﬁlﬁ'l'i (System Visibility) ] 273V R RINTWNB T TSAT U REFE
E’L‘.\L/ o

« RETITSATUVR: TTSATUAREZD)AMIENMLT, SMC DEBEWRIZT
BIZIZ. TStealthwatch VS RAZAD T TSA T ADBMIZEHFT,

e BRDFTSATYR: SMC Y RTLEBALTISA TV REBIRT BI5E.
=1%. [RRBRICER RSN T=T /31 X (Device Last Seen) ] T DB LA RFT TITEL
B &1L, IStealthwatch VS REAMSD T T SA TV ADHEIBRIIERFT,

« UDP Director M/\Af 7RASE1)F4: UDP Director h/\f FRASE T4 RF &
LTERENTWSIEEIF. RBIP PRLATEEINTULVEW EXEZRLE
9, JARMZUDP Director DIR*EIP PRL AMEFNTLNBEEIE.
[Stealthwatch 75 REAMLD T TS5A T ZADEIE IO FIBIZHELEIBRLET .

review your
managed
appliances

< Host Name

SMC:

UPD-

FS-

SMC-

FC-

+ Device IP

Device Last Seen

12:16 PM 9/17/2018

12:16 PM 9/17/2018

12:16 PM 9/17/2018

12:16 PM 9/17/2018

12:16 PM 9/17/2018

Stealthwatch J5RZANDT T A7 ADE N

ROFEZEFEHALT. Stealthwatch 7S5 RRIZFT TSA T AEZEMLT. SMC DEEXRIZ
LET, IVRRAU R ARIZERLEI R TDTTIATU A&, T54<) SMC TEESINS

—Znco

FOIZERTE

TRLERBDOLET,

EB System Visibility

< Device Model
StealthWatch Management Console VE

StealthWatch UDP Director VE

StealthWatch FlowSensor VE

StealthWatch Management Console VE

StealthWatch FlowCollector for NetFlow VE
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1. YSRBOHER

IRTDTITFATUR%E SMC DEBXNRIZTEIDOMN, TTZATUREZEHFITH
BHENAETEA, BATEBYELA. V10X DEHRE T HI<. RAVL7OY

O 757 zEEHTEES (15 REVRTFOY 7 IS 7 REEERERENT-
TIS5AT 2 RADEH | &Central Management|ZH THAEEXMREB LUV REIVRET
AU DEH 1ZSRBRLTZELY,

1. PISATOREBAUA—T(RIZAT AV LET,

2. [E% 7 (Configuration)]> [BEIE L AT L DX TE (Management Systems Configuration)] M
IBIZZEIRLET,

3. EFEDEELRTLMISDIEZ AT B (Accept connections from any management
system)] F v IRy IREATIZLET,

4. YRAFDHER: BEURTLERED) AL EHERLET  VATLRNTTIT471215-T
LVELYSMC 29 RTHIBRLET

5. HLWEE I ZT LDIEN (Add New Management System)]1 &2 v 7LEY

6. 754 SMCDIP PRLREZFDMDILEL T4 —ILRIZEZADLET, EHo5Y)
SMC(Zxz—)LA—N—ER)IHLEEE. RTVvT5%#EYRLET,

7. DERA (Apply) 1% 0w ILET . BIEIZR RSN AIERICHE - TRIELE T,

8. SMC M [°/Z7_‘.L\""Eb_‘fi(8ystem Management?] ’\°—°/°IZJ;E0<‘:)$3_O TISAT U ANERTR
SNTWAEFHERLET . R—CDEHINBLELGHEENHYET,

Stealthwatch ZS5RZHSNDT TS5 7 RAOHI &

ROF|EZFHALT. Stealthwatch VS5REANLT TSA T AZEEIBRL T, SMC D EEXR
SZLFET,
1. PISAT7REBAA—TIARIZAT A LET,

2. [E%7E (Configuration)]> [B S X T L D E%TE (Management Systems Configuration)] D
IEIZZEIRLET

3. HI%L\U)%‘IE:/X?:L\#B@Tﬁ%ﬁ%ﬁﬁﬁ?’é (Accept connections from any management
system) | FT VIRV I REATIZLET,

EHE)ARTSMCEZRDITET,

[HIB% (Delete) ] FT v IRV I REAIZLET,

L& (Apply)1Z2 52w LET, BEICKRTINSIERICHE>TIRELET,
SMC77S5AT7VREBAUA—T(RICAT AV LET,

N o ok

e SMC D [ AT LEIE (System Management) ] R—U T, [ B—/\)LEETE (Global
Settings)] 74> &2y LEY,

o [7TSAT7ADEE (Administer Appliance)] 2 &IRLET,

8. [(R—L (Home) ] R—UZFIRLET,

9. E;_;L—I:“X(Services)] 53T ROY—EZRD [)JA—K (Reload)]1 &4 wHLE
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1. YSRBOHER

e uUpserv_uwsgi
e authserv_uwsgi

10. SMC ® [’/ZF‘_A%‘EE(Systen’l Management)] &_:)[;Eldi-d—c TTSAT7 2 ADEIER
SN EFERLET  R—COEFHNAVELGEENHYET,

TISAT U ADHEIBREN TR S L, SMC TRIM T 9547 Mg 420
T.EYV)—IOTITSAT7UREEIBRLET,

o TIZATUREHRIIVILET,

o [E%5E (Configuration)]> [ElIER (Delete) ] DEIZEIRLET .

RDOFIEZE{FERALT. FlowSensor DEEBF v RILEN T T4V IDHREFTHEZLET,

1. FlowSensor 7T SA TV ABEBAA—DJzA R (ZOF A4 LET,

2. [E%5E (Configuration)]> [EE L AT LD EXTE (Management Systems Configuration)] M
IEIZZ#IRLET
3. BEHVATLERED)AMHERLEY,

o FlowSensor A SMC DEEXZDIHFE L. T54<") SMC &tAH2 A1) SMC (fE
ALTWSHEE) NCDYRMIRRENTINDEEHRLET, 22DULD
SMC WRIREIN TSGR, IET7IT4T7ESMC ZHIBRLET,

o FlowSensor B SMC DEEXRNDIGEIL. CDIVRIMETHAHZ EEHERELE
T COYAMISMC HNEEFENTNWREEIX. ThoZHIBRLED,

4. [E%7E (Configuration)]> [NetFlowaL 7% (Net Flow Collectors)] DIIEIZE IRLET,
5. NetFlowaL oA ) A EfERLET,

o JAKA D Flow Collector A FlowSensor NSRS T4y ZEL TSI EEHER
LFET,
o IETIT4TEITR S % Flow Collector I RN THIPRLET,

BHITOCADRREIL. TTSAToADEBMOEIE. 95RAFEEDNDER., £1-
A FTF7TSATURDTI— LA —N— O— )LD EE X THHENTEEEN, T0x DE
HEIZ.FNODTITIATUREISRRIZEBNTEEY,

Copyright © 2019 Cisco Systems, Inc. All rights reserved. -27 -



2. AVRR—ILENTNDY TR T 15— DRER

2. AVAL—=ILENTUNGY T OxT7 15230
FeEEE

RDFIEFEEFTLT. BT ITZATVADBEDY I H L7 /N—230h6.10.2, 6.10.3, Ff=
(610X DEBD/N—230 THACEFHERLET . . TRTODTITSATUADELY
Ihz7N=2a FERALTVS S ELHERL TS, F2EX X SMCIZv6.103 AR
h—);é%u)’%h;éi%a ODSAERNDMD T TS5AT7 RIZIE v6.10.3 AU AR— LS TLVS
le\g il o

1. SMCWeb 74— DAy aR—RIZEEILET,
2. [F'O—/\)LERE (Global Settings)] 7AaA>&9)yoLET, [ AT LEHE (System
Management)] ZZERLET,

Q p 5 £ Desktop Client v

Administer Appliance

Packet Analyzer
Configuration

System Managemen@

UDP Director
Configuration

External Lookup
Configuration

3. (MU ARM—=ILENTLVNS/N\—2 32 (Installed Version) ] B 2B LET . &7 T54T7 >
AlZv6.10.2 F1=1£ 6.10.3 (LUE) AV AR—ILEN TS EEHERLET,

Rl—/N\—232: $RTDTISAT UV ANRLY I 7 /N—2a & EAL TS T
EERERBL TSN, 72 L, SMC [2v6.10.3 AAM U AM—ILEN TS IS, 53R
NOMDTTZATURIZIE V6103 DAV AR—ILENTWSRELHYET,

B System Visibility

3 Host Name 3 Device IP Device Last Seen % Device Model % installed Version 3 Version Ready to Install License Status Update Status Actions
nfiow- 10 = 12:13 PM 81172018 ‘StoalthWatch FlowCollacior for NetFlow VE 6.10.3 2018.06.01.1037-0 90 Days or Less
smC- 10. =} 12:13 PM 6/1/2018 StealthWatch Managemant Console VE 6.10.3 2018.06.01.1041-C 90 Days or Less.
fs- 10 12:13 PM 81172018 StealthWatch FlowSensor VE 6.10.3 2018.06.01.1035-0 90 Days or Less

© This list will not contain any Endpoirt Goncentrator devices, Cloud Licanse Conoentrator devices, or devices which have not been fully configured.
© In order to process data, each Flow Collesior with an FCBase appiiance icense requires a Flow Rate License (FPS) installed on the primary Stealthwaich Management Gonaole (SMG).

F=. FN—2aVDROMBREEEHEDL TSN,
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2. AVRR—ILENTNDY TR T 15— DRER

e 6.9.x LLRI: ’r‘/ZF—)lxéﬁ’VCL\é/ \—2a3U M 6.9x LLETDIH S &, Cisco.com [Z
&% Stealthwatch EHH A [EFEIE BT 7TSAVRE v6.104(F1-[F
6.10x DERF/\—2aV) ICEFLET,

e 6.102: A/ AP—ILENTLVNA/N\—232HV6.10.2 DIFE L. Readme Z7AILD
FIEIZHELY, 6102 A—)LT7YT I\ FEAVR—IILLET , COFHIZIL,
patch—-smc—ROLLUP008-6.10.2-01.swu (LA[%) DA ETY , FEMIZDOLVTIE,
https://stealthwatch flexnetoperations.com [CAD A4 L THESEL TS0,

e 6.103: 1V AP—=ILENTLVS/N\—232HV6.10.3 DIHFE L. Readme 77A1ILD
FIRIZHEL, 6.103 =T YT Iy FEAVAR—LLEY  FFHICDLVTIE,
https://stealthwatch flexnetoperations.com [CAT A2 L THEZE L TLZELY,

e 6.104: A1V AP—=ILENTLNS/N—23HV6.104 DIHE L. Readme 77A1ILD
FIBIZHELY, 6.104 O—LT7 VT INFEARAM—)LLET , COBHIZIE,
patch—-common—Ic—admin—6.10.4-01.swu (LL[F) BAHE T, FEHIZDOULNTIX.
https://stealthwatch flexnetoperations.com [CA9 42 L THESEL TLIEELY,

o 6.10x: AVAR—ILENTINS/N—D30 586105 LIBEDIHEI(E, Readme 774
IWDFIRIZHED, ZRFOO—NLTVT 1INFEA D A—ILLET, 5FMlIZ DT
[&. https://stealthwatch.flexnetoperations.com [ZTAY A4 L THEEEL TLZELY,

A FTRTDTISATURIZELLNW IR LT N—2av AV Rb—ILEhTINVS T E
FHEZRELET, INE. EHERNSE SOOI REFIETT,
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https://stealthwatch.flexnetoperations.com/ []
https://stealthwatch.flexnetoperations.com/ []
https://stealthwatch.flexnetoperations.com/ []
https://stealthwatch.flexnetoperations.com/ []

3. 1\UF T IWETYTT—h T ILOET I a—R

3. 1\F T ILETVTT— T7A)LaYF 0 a—
o

RODFIEZEFERALT, Pre-SWU EvI0OXx DEH SWUEA I O—KLET,
1. https://stealthwatch.flexnetoperations.com [Z¥EILET .

Download and License Center

Welcome to the Cisco Stealthwatch Enterprise Download and License Center!

If you have a license foken and this is your first time visiting this site, click Register License Token to set up your account. After setting up your account, log out and click Password Finder to define your password.
Current Customers and New Customers without License Tokens can email for registration assistance

If you already have an account, please log in below.

Login ID

Password
|

[ Remember my password unti | logout

If you have forgotten your login ID or password, or are not sure whether you have an account, click Password Finder. For other assistance, click Support.

2. AOUA—RELUVSAIEVR U A—IZATA(ULET,

3. [49>a—FK (Downloads)]> [Stealthwatch® 74 L —K (Upgrade Stealthwatch) ]
DIEIZERLET

4. BRIED/N—3> (Current Versions) ] 3T T, TISATVREED)vILET, Y Ik
I F7))—=R Y& ) yoLTEooO—KLET (FEIEX[FTPOA HO—K
(FTP Download)] Z:&#RLET) .

o BTTFATVAILZ ARBVE)TISAT UV REMET TSAT 0 ADEA 123
FTRRETVIT—RI7AILN1 DHBYET,

e TRTCDTITFATURIZHT S Pre-SWU /SYF T7MILELUVTVITT—k
(SWU) Z7A4ILEFHDoO—RLET, EFMICDOLTIE, SWU 71/ ILDRESHE

LTSy,
. E_iiﬂiiﬁlﬁ BOBICHASTREXRMNEY )yILT, BMDY I+ 7 IEHRER
B 0

TISATVADI I T 7T T—h D74 )VEBAIF o A—FLTAU R
A F—LLET, T71L FAROWeb TTY T —2 a0 OHIRNH B8, YThox
TERFIT7AIILDEMRBONUR T IR EREShER A,
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3. 1 NTF TPANETYTT—h FrAOFIa—

TISATUR INF TPV
SMC patch-smc-pre-7.0-jumpstart-PATCH1-01.swu
ZTRMITRTOTITSATUR

e Flow Collector patch—-common—pre—7.0—jumpstart-PATCH1-

01.swu
o Flow Sensor
o UDP Director (%l| 4 Flow Replicator) . .
NITETIN N _ 1EIFZFOFHoO—K: 2D 12077/ I)L
+ TVERALLI IR EEALTETISA 7V REBHLET,

FISATUR B IPMIVA

UDP Director
(A4 Flow Replicator)

UDP Director VE
(%Bl] 4 Flow Replicator VE)

update-udpd-7.0.2.2019.07.05.1352-01.swu

Flow Collector 5000 !)—X F—4~_—X  update-fcdb-7.0.2.2019.07.05.1406-01.swu

NetFlow [ (+70—aL 94

(Flow Collector 5000 ') —X T2
WHE)
NetFlow VE [(+70—aL 94

update-fcnf-7.0.2.2019.07.05.1356-01.swu

Fl [ A—O
S E L3 update-fcsf-7.0.2.2019.07.05.1355-01.swu
sFlow VE ®]IT70—aL %4
IVRRA a2 N —4 update—ec—7.0.2.2019.07.05.1352-01.swu
SMC & U SMC VE update-smc-7.0.2.2019.07.05.1359-01.swu

IA—tYH—=TFTTSATVR

update-fsuf-7.0.2.2019.07.05.1353-01.swu
Flow Sensor VE
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4, TISATUROERTE D1 TP

4. TITSATVARIRETE O NS T7IT

RDFIEEETLT, BT ISATVADREENVITYILET OO FIER, T—4
BEREHR/NRICNZS-OICEETY,

A ANVITYTEERLENGS . BEHTOERBICESRELTHI7LEER
THILETEEE A,

1. BEEL—HELELTTISATUREBAA—DJIA R (AT AV LET,

2. [(R—L (Home) ] R—UZFERLFET,

3. I;_TI:I/Z&TI'\ZF% FHERLET . EHRERDTISATURTHAHEETEELE

4. [HR—b(Support)]> [ERED/\vo 77 /18Tt (Backup/Restore Configuration)] M
IBIZOUyILETS,

5. [/;‘%_77‘770(Backup)] w4923 T, U\ T7vTDYER (Create Backup)1 %91 v
L o

Backup/Restore Configuration

Previous Backups

NOTE: Backups are automatically removed from the system after 30 days.
backup-smc-SMCVE-| :3a4-
sys.20170123.0625 tgz

backup-smc-SMCVE-+

5y5.20170122.0625 19z

1.01M

1.01M

6. N\vOT7YT TORAMNE T LIS, [F>0—K (Download)]#49")woLET, /3w D
TIF(TGZ) 77 A I EEEDGFTIZRELET,

Creating Backup *

Backup created.

Download | | Close

7. [BACA (Close)1%# 9O L TEB KRR I« FOZFLET .
8. IRTDTIFATVRIZHLTARATYT 1 ~ 1##YRLET,
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5. S SVIOHERL

5. 2B S0 R

W\ ID®HB L. Cisco Stealthwatch U R—MZ&KBBED ST IV a—Ta4V T HBHE
BERIC’RIBET,

TIZGATOREBEFERALTEM/ NV IEERT HIZIE. ROFIEEEFTLET,
1. [H7R—k(Support) 1> [EZ B/ \v% (Diagnostics Pack) ] DIEIZV) I LET,
2. [E2#r/ 3y D {ERL (Create Diagnostics Pack) ] Z&2')vw L%,

FlowCollector for NetFlow VE

Diagnostics Pack

Create New Diagnostics Pack

Create Diagnostics Pack

e, Y P g —
o -

3. [ O0—K (Download)]%#4")yo LT, /v (GPG) 77MILEEEDIGATIC
RELEFT, COTOCRIZHEDHIMNBIELABYET,

Creating Diagnostics Pack

Diagnostics pack created.

Download Close

4. [FAL% (Close) 1%V )y UL TEHIRR T4 F0ZRALET

BALT O KIBBEGRATLATIE, A LTI RETEE/ Ny DERM KRS
BENBYET , NIRRT BIZIE, TTSATUAD SSHAVY—ILEFHE.

doDiagPack AXUFEEITLET, ChIZkY. BEI/ VI DERBFIZAA LT I
HCTEMTEZET . 28/ \ v I1& /lancope/var/admin/diagnostics IZHYET,
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6. Flow Collector & SMC T—4#~—R0 W77

6. Flow Collector &SMC T—3ZR—R0 W7
7

Flow Collector &7=I% SMC D&M/ \w U & ERLT=5. Flow Collector 5 XU SMC T—H~R—
REN\VIT7IITLET,

‘ 0 7%';3«(7*/7(75*713—: LYAFET=IEL SMC TIFXEWMESIE. COFIEFZRAFYTT
ZOTORRIZIE. ROFIENEENET,

1. SNMP  R—U 5 #EMIZT 5,

2. T=AR=2RHE/IN\VIT7vTF 5B,

3. SNMP R—UL S EBEREMIZT S,

A WV ITVILTORNE, BHTOERPICHEASRELIBRICT7(LERIE
TEEH A

SMC MSNMP )L

T—EAR—ZAD/\YITvTIZIE, BRENANDIBENHYET . SNMP TAERICE S/ v
ToTDHREFEHSIZIE, SNMP R—Y2 T EATIZLET DR, v IT7VvTNERT LI
5 SNMPR—U> T EBERMICLES,

SNMP 7R—1) U 5 & EMTBHIZIX. ROFIEFETLET .
1. EEFIL—HELTSMC TRIMN T ISAT7URNEREILET (FFEL. 7TSA4TU R
BEAI—T A RITFCHENTLEELY),
2. £EY)—T,. IHVAR—EFHH)vHILFET,

[E% %€ (Configuration)] > [T RFR—2 D SNMPE& 5E (Exporter SNMP Configuration)] 0
IRIZZEIRLET

3. [T+ /L (Default) ] Ta—ILEDITUR)EAELET, CDRERIE. T—FN—ZD
INITYTRIZBAALET,
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6. Flow Collector & SMC T—4#~—R0 W77

Exporter SNMP Configurati Domain "...
Options
Timeout (ms): 5000
Retries: 3
Default: None hd

Configurations —— o2, iF'SNMP RO

Lt cRipan Dy

Add Remove Edit

[ Help ] [ OK H Cancel H Apply ]

4. [T74 )Lk (Default) ] FEYTH 1) R [£EL (None) ] 2 EIRLET . CORACY
D SNMP R— > T HA TIZEYFELT=,

5. [OKIZ=H)vHILET,
6. VATLEDBRAAUIZDWTARATYT 2 ~5%#YIRLET,

JE—F D74 S RTLIZZ78—aLP5F=E SMC T—ER—R%E/\wIT7vTFBIZIE.
RDFIEEEITLET,

o BRI UE—LTFAIN VAT LIS, T—ER—ADNVI TV TERESHI=HD+5
REEEENAH D LEHRELET,

o B T—AN—RZ 1 AN\YIT7YTSHE UREFED NV ITYTNoDEER
RN o7vTEINd=6H ., 1\ I 7T IChhBEMEIEERYET ., 20Tt R
Tl 1 9HYHI05GB ~ 2GB DT—EMN/N\YITITENFET,

1. TISAT O REBAUA—TI(RIZRYET (=1L, SMC TRIMYT US54 Tk
[ZRACALTIEELY)
2. ROFIBEERFTLT NVE—FITFAN VAT LLICRELGDT—EIR—RN\YITY
TREREZHEALEY,
o ["K—L (Home)]ZE9)wHoLZET,
o [TA4ARY{ERE (DiskUsage)]l o3> ERDITET,

o /lancope/var I7 AL VAT LD [ERAFFH (/34 F) (Used (byte)) ] Sl HEZAL
FY, TAR—RADN\VITITERETH=HICF, YE—T7MIL VRT
LEZDECERIDBIEIZFED 15%Z BLI=-DDEEARENVETT,
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6. Flow Collector & SMC T—4#~—R0 W77

B o TP T

Disk Usage

Name Used Size (byte) Used (byte) Available (byte)
/ 37% 492G 168G 299G
flancopelvar 68% 37.03G 24 48G 11.79G

3. [E%XE (Configuration)]> [[)E—hF 774 )L AT L (Remote File System)] DEIZF!)w
JLET,

FlowCollector for NetFlow VE

Remote File System

15.32

445

4. INYITIT I7AINERETD)E— L I7AIL VRATLDEEZFHALT, 74—IL
RKICAHALZET,

Stealthwatch 774 )L F (& CIFS (Common Internet File System) . B4 SMB (Server
Message Block) EL\S A LEFEALET,

5. GERA (Apply) 120w IL T, REFT7AIVICREEZERALET

INAT—REAHALTE GEA (Apply) I RE BENZHESHENMES . [JE—FI7AILY
AT L (Remote File System) ] R—U DZERAERZE 1 @I ITHEEMHYET,

6. [TAM(Test)] &) w7 L T, Stealthwatch TITS5ATORE)E—RT7AIL AT Ls
NHEEIEIETESAIEEHERLET,

;ﬁ;@%?’d’é& JE—LT7MI VAT LODR—=UDTEIZRD AyE—UHRTR

7. [YR—F(Support)]> [T—ER—RAD/\w o7 v T L UE T (Backup/Restore
Databasg)] DIBIZHY I LET , [T—ER—ZAD/\ v 7T (Backup Database) ]
R=UNHEFET (RDHIESR),
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6. Flow Collector & SMC T—4#~—R0 W77

FlowCollector for NetFlow VE ‘

Backup/Restore Database

R T

Backup Database

Backup database and configuration to previously configured file share.

Create Backup

Flease see the help page for information on restoring database backups.

8. [Create Backup] #42")voLET, COTOLRIEIEBEBINANBIEELHYET,

o IN\VITYT TOLRDRABEIE. TVRER—UMSHLTET ORI HETS
nNEHA, =L, N\ I 7y TDETHIZ, [Fr> /L (Cancel)] 0909 %
ETITSAT U REBRELGNEN\V I 7Y T e BRTEGGSIGENHYE

o« NVITYIMETTHET, BEICKRRINDIERICHEVET,

. L &‘%’7_7\‘/7" TOERDFHMERERTBHITIE. [AT DRER (ViewLog) 1520wy

e
| Backup Status - Started Thu Jan 26 2017

| 11:43:12 GMT-0500 (Eastern Standard Time)
| Status: Completed Without Errors

| Last Update: Thu Jan 26 2017 11:43:41 GMT-0500 (Eastern Standard
Time)

View Log | Close

9. [BAC% (Close) 1%V )L TEBIRR I+ FIZEFALET,

SNMP 7R—1) 5 BUERIETBIZIX. ROFIEFETLET .

1. SMCTRIMNT USATUMNMIRYET (=1L, FTSATUoREBAUA—TI( R
(ZEALAELNTLEESLY),

2. WYERAAZERD) YL, [E&TE (Configuration)] > [T RR—ADSNMPER E
(Exporter SNMP Configuration)] DIBIZEIRLET . ZDORAM D [THRKR—E2D
SNMP#& X (Exporter SNMP Configuration) ] R—U M BHEET,

3. [T74)Lb(Default) ROy TE I ZbMD  BIRLIZFASD DD T M) EER
LES ([SNMPHE— >4 QESEIDRT YT 3ESH) . ZORAA2 0 SNMP R—1)
VO BEREMIZEYEL,

4. [OK1ZDvILET,
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6. Flow Collector & SMC T—4#~—R0 W77

5. VATLEDERALVIZDODWT. ZOFIEBOARATYT 2 ~ 4%52YIRLET,
6. SMC TRIMT 9SATUNERLET,
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7. ERAT R TARAVR B DHERR

7. R RIRE7E TA AR = OHESE

BT TSATUVADTARIBEEFIVvILT VI 7VTT—rBED+RETARIE
ENHH_EEFHERELET,

1. PTSATUREEBAUA—DI(RIZAT AV LET,
2. [(k—L (Home)1Z#2)woLET,
3. [T«AY{EHE (DiskUsage)l O3> & RDITET,
4. [{ERTIRE (/N1 k) (Available (byte)) ] 5ZfEERL . /lancope/var/ /\—TFT 4332V T+
g_jj TITT—FI74IL(SWU) DH A XD A{ELLEDLEERENHDHEEHEEL
o AKX . VINIZT VT T I7A4NL (B HoO0—FRELVSIELR Y
; MOEIF) A 6GB DIFE . /N\—T423aVIC[L24GBDEZRENBET
« SWUA SMC [Z7YTA—RSNHFE. BHPISEMOBENERSNFTT . &
HIMTETT5E. SWUIET7AIL S RTLOGHIBRESNET,
Disk Usage
14% 27.94G 381G

5. 7705’1'7“/Z0)?4Z7§§€?ﬁgﬁﬂ'§ﬂ\gﬁiﬁé%ﬁljk ﬁﬁq L'CL‘_5770547‘/
AD Stealthwatch DA AM—)ILE LV ToF¥aL— 3> HAF [EEE] DI Data
Storage |7V a3V ESHELTZELY,
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8. SMC T® Pre-SWU 7 SyFDAR—)L

8. SMC TDPre-SWU 7Nz FDAA+—)L

ROFIBIZH N, TTSATUORBEEBE A Z—T( A% FAL T, StealthWatch
Management Console (SMC) T Pre-SWU /\wF &A1 A—ILLZET,

SMC 7x—)LA—/N\—RT7HHDIHE L. JRFITEHLF) SMC TPre-SWU A/ Xb—)L
LTLE=E0Y,

BFHIOCRDFRERE. TTSATURADEBMPCHIR, VSRIRENEE. F=
A FFTSATURDITI— LA —N— O— LD EE (L THENTEE, DD
TIZATURIE, 10X IS READBEFHERICHVSAZIZBMNTEET,

1. BEELLTSMCIZAT A2 LET (https://[IP address]) o

SMC 7x—I)LA—/N\—R7RHBJGEIL. AIthoF)SMCzaFA(LET,

2. [ O—/\)LERTE (Global Settings) | 7AAVE I ILET  [FITZATUADER
(Administer Appliance) ] ZE&RLFET,

3. [H7R—k(Support)]1> [E#r (Update) ] DIBEIZH) v ILET,

4. [T74ILDIEIR (Choose File) 122w LET,

5. Pre=SWU /\wF 7/ ILERIRLET,

patch—-smc—pre—7.0—jumpstart—-PATCH1-01.swu

6. [BA<(Open)]1&V)vILET,
7. [BEIRIIZ3ETT (Automatically Execute) ] FTy IRy I REAUIZLET,

8. [7v7B—K (Upload) 127" )vILEY , BEICRTIENSIERICH LT, 1V AL
ZRIELET

Upload Update File

Select an update file (must end in '.swu")

I Cheose File  patch-sme-pr.. .ghtly-01.5wu I

Automatically Execute

ok,

9. [FHDOEH KR (Update Progress) ] [Z[5E T (Complete) ] B KU [BF2E)
(Rebooting) | R REN =, R—TUFBH#HLET,
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8. SMC T® Pre-SWU 7 &FMDAR—)L

Update Progress

Update Complete, Rebooting. ..

Update requested reboot. Rebooting system. ..

o INIF. —BHL/ Y TFRYLERRELAINDIGEGELHYET,

° EEEJ :/Z7_--L\‘j:§@:,ﬁl‘:”:ﬁﬁ§]lzi-d—o

. B TITATUREY —E RDEREB(=. A— S —EELL BT A Y
FY AR—DEEHLTC EHIRREHERLET,

10. AV RAM—=ILDWER: SMCT7ITSATUREBAA—DA( R IZAT AV LFET,

o [HU7R—bt(Support)]> [EHi (Update)] DIBIZERLET,

o [AIEIDEFHRAT—H X (Last Update Status)] 93> T, Pre-SWU M 1E & [
AESN=ERTEIN TS EEERLET . [AT DERTR (ViewLog) 1 %9 voL

T, HHMZERERLET.

Last Update Status

FriJun 01 2018 12:23:30 GMT-0400 (EDT) § Update complated.

Update has bean successiully applied.

View Log

Pre-SWU DAV AL—ILHOVREILT-5E (X BEAVAM—ILETF I, Cisco

Stealthwatch HR—F I ZEH L TSN,

11. SMC 7x—ILA—N\—R7HHBEEIE. FIE8. SMC TD Pre-SWU /SyF DA
Ab—IL 1% #&YRL T, 754<") SMC TPre-SWU /SwFE A A—JLLET,
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9. BN R TISATVATDH Pre-SWU 7 SFDAAR—)L

9. B R T ITATVATHDPre-SWU 7 v F
DA A —)L

T4 SMC 7T AT RAEBTPre-SWU Xy FEAVAM—ILT B [ RTLEE
(SystemsManagement)] R—UTOPre-SWUALAR—ILIZHTEEERNETIZATUR
U)ZEIjﬁﬁ?ﬁ‘ﬁ;)?iTo RDFIEEFERALT. EBRET T4 TV ATPre-SWU /Ny F & A
VAR—=ILL o

1. 754<) SMCWeb 77)r—ay By aR—KRIZRBEILET .

2. [F'O—/\)LERE (Global Settings) ] 7AaA>&9)voLET, [ AT LEE (System
Management)] ZZERLET,

3. [V AT L D4R (System Visibility)] T, FTZA TV AD) ANEREZELET,

o BT TFATUARD AV AM—ILAERER/N\—D 3> (Ver:sion Ready to Install) ] 51|(Z
patch—common-pre—7.0—jumpstart—-PATCH1-01.swu R RSN TNDZ EEHER
LET.

e SMC: SMC M [/ A+—)LA[EEAE/N\—,32 (Version Ready to Install)] (&, 9T
[CAVAM—ILEN TR =HZEHIZHYET,

< Host Name 2 Device IP Device Last Seen 2 Device Model 3 Installed Version < Version Ready to Instail License Status Update Status

nflow- 10. = 12:29 PM 61172018 StealthWatch FlowCallector for NetFlow VE 6.10.3 2018.06.01.1037-0 patch-common-pre-7.0-jumpstart- 90 Days or Less.
sme. 10. = 12:29 PM 6/1/2018 StealthWatch Management Console VE 6.10.3 2018.06.01.1041-0 90 Days or Less
fs- 10. = 1229 PM 6i1/2018 StealthWatch FlowSensor VE 6.10.3 2016.06.01.1035-0 patch-common-pre-7.0qumpstant 90 Days or Less.

@ This list will not contain any Endpoint Concentrator devices, Cloud Licanse Cancentrator devices, or devicas which have not been fully configured.
© In arder Io process data, each Flow Collector with an FCBase appliance license requires a Flow Rate Livense (FPS) installed on tha primary Stealthwaich Management Console (SMC).

4. SELLTHERTA=OI1Z. [AT LD AR (System Visibility) ] 1) RFD X9 —>
avhkERYET,

5. PTSATUAD [FHar (Actions) ]| A=a—%9)yHLET, [RH DA AR—IL
(Install Update) ] Z3EIRLET .

o IEF: SMCE2RMIBEHITHLLIX, FEDIEFTTZTSA4T7 2 ATPre-SWU %
AV AR—ILTEET,

. #§§&$77°5«r7>x: BIECEBDT TS5AT 2 ATPre-SWUZE A AR—ILT

o AT—HRR: [BFHAT—ARX(Update Status)]1 FIZFzvIL R—CZEZEHLTE
HOESIKREHEZELET,

6. [ RTLDERE (System Visibility) ] TF T SA TV AT EIZATY T 5%#YRLE

7. [BHRAT—AR A (Update Status)] 5| ZHEZELET, TRTDT T4 72 X (SMC &
QT \yFEAFH (Patch Applied) | MR TRENTNVAILEFERLET,
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B8 System Visibility

< Host Name S Device IP Device Last Seen < Device Model < Installed Version < Version Ready to Install License Status Update Status Actions
nftow- 10 1220 PM6/1/2018  SteaithWatch FiowCollector for NetFlow VE 6.10.32018.06.01.10370 90 Days or Less e s
sme 10 1220PM6/1/2018  StoalthWatch Management Console VE 6.10.32018.06.01.10410 90 Days or Less
Paich applied.
fs- 10. 1229 PM 6/172018 StealthWatch FiowSensor VE 6.10.3 2018.06.01.1035-0 90 Days or Less 6:36 PM 8/3/2018
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10. Pre-SWU DA AN—)LOXRE T

ROFIEZFERALT, J5RAETO Pre-SWU DAV AM—ILERTL. VI02ADTYTTL—
FOEFBELET .

Pre-SWU DAV RAM—ILHMR T LT=b, TEBRE TR ISATURETY TSI L—
A RTBEEEBEDLET . Pre-SWU EVI0XSWU DEH DL 7 ISA 7 R L fE
FETEETH., #eEIXFIRINFET,

1. [Pre-SWUDRXRT—RANIER LR T (Check Pre—SWU Status and Finalize)1Z#%2')v4oL
*9,

System Management

Upgrade Information

You can use the System Management page to apply updates, but not patches. The SMC and Flow Collector must be online for at least 1 hour but no more than 1 week to be updated. For best results, perform the upgrade procedures on each appliance in the following order

1. All UDP Directors (also known as FlowReplicators) 5. Endpoint Concentrator” Check Pre-Swu Status and Finalize
2 Flow Collector Database 5000 Console (if used) 6. All Flow Sensors INOTE: Only upload 1 flle at a time

3. Allother Flow Collectors 7. Secondary Stealthwatch Management Console Formore nformation.please oblan  copy o tis verson's Upgrade Guide

4 Cloud License Concentrator® 8. Primary Stealthwatch Management Console

Download & Licensing Center

* Upgrade from that device's appliance administration page

BB System Visibilty

2 Host Name % Device 1P Device LastSeen & Device Model 2 Installed Version 2 Version Ready to Install License Status. Update Status  Actions
nfiow- 10 1220PM6/12018  StealthWatch FiowCollector for NetFlow VE 6.10.3 2018.06.01.1037-0 90 Days or Less :Z‘;l:f';',';“zm
smo 10 1220PM6/1/2018  StealthWatch Management Console VE 6.10.32018.06.01.1041.0 90 Days or Less
Patch applied.
s 10 1220PM 612018 StealthWatch FlowSensor VE 6.10.32018.06.01.10350 90 Days or Less e

© This list will not contain any Endpoint Concentrator devices, Cloud License Concentrator devices, or devices which have not been fully configured.
© In order to process data, each Flow Collector with an FCBase appiiance license requires a Flow Rate License (FPS) instalied on the primary Stealthwatch Management Console (SMC).
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2. [D5 AR AL B D HELfEER (Disconnect From Cluster List) ] 52 LET .

A Finalize Cluster for Update

Are you sure you want to finalize your cluster configuration for the update?

Reaview the Disconnect from Cluster list. Appliances in this list have not finished the pre-
SWU installation process. If you click Finalize, these appliances won't update to the next
version with the rest of your cluster, and you will lose the connection to them. You can add
appliances to your cluster later, but you will update them separately.

Finalize With Cluster Disconnect From Cluster

Click Cancel to return to the System Management page and finish the pre-SWU installation.

Click Refresh to check your cluster status while the pre-S\WU continues to install on your
appliances.

Click Finalize to proceed with the update and disconnect appliances that don't have the
pre-SWU installed. When you click Finalize, the appliances in your cluster will reboot. The
system may be unavailable for 5 minutes.

= 2

[E&i 2R (Disconnect) | Y ANMZIZ TSAT7 U AN EENTLWEWNMESIX. ATYT 3
EHET,

[ f2BR (Disconnect) | Y ANMZITZ T SATUANEEN TR E . TN T7TS54
T2URATIE Pre-SWU DA AR—ILIZZETLTWWEE A,

o WEIZISL T, [E# (Refresh)1Z 0w L. TTSATUAD [VTRADINIEHE
T (Finalize With Cluster) ] ) AMZBEITA2ETHELET,

o RDATLavESBLT, 7T 5472 A% Stealthwatch V5 RAZ(ZIRET B i
ENHIMN. TTSAT U REEGRR T H20EHMLET,

*AFay EE3 0

Stealthwatch 75 RARATT7 IS4 7 RAZREFTBIZIE, W

OEXQW—G{%?# E':FE\CT [E%ﬁ(Refresh)] %7’)“}7[/\ 775*(7‘/7(75‘

’ (OS5 RAD NIRRT (Finalize With Cluster)]') AMZFE &1 4
BDETHBET,
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Stealthwatch 7SR AMBLT TS5A 7 A= EHGERL. 7
NEDTTSATURATH Pre-SWU DA A—)LEEBE
FBIZIF RATYTIIHEAFT,

TIFAT O REERBIRTHEE:

o ame g« EERBRLEFISATURIE. OISRETRD
JIRSIE DA N—SaU[SEHENE A

o BHGERLETISATURANDERIZEDODNET,
o BTUSRABIZTTSATUARZBMTAHILITTEE
I, FNLDTITSATURIFERNCEHFLET .

o VRAMDARY)—23ybERY, IP 7RL RE 4L

WESIZLET,

(D5 REFME D ERfEER (Disconnect From Cluster) ] X+
IZ@*“TL\%)770504791’&75Z9'5E¥ﬁ'§'%)L\Z\gb‘\
HEIMN. TNEDTITSATURAM IS RIDNIBIRT
(Finalize With Cluster)] ) AMZFEEIL TLVELNMEE .
[Fv>tzJL (Cancel)1ZE2") vy LFET , Cisco Stealthwatch
HIR—HMZERL T, HR—rE 2T TS,

R—rDELE . 7TSATURIE. CORHFDE=HIZHR—F
cSIDIIa—T44 5612%ERALTEELTLNES, FFHICDOLTIX, FR—F
5672 1% S BL TS0, B#HH(SHR—F IS5—NFEAEL:
BEIE. COR—FDREALNTNAZEEXTERTHH ., VAT
LEBEIZERVLEHELESLY,

SMC Z7x—/)LA—/3—: SMC Zx— /LA —/\—DEFEIZk
BL-BE. £ E 72— LA = —RT7OLNThhHD
SMC # % ->7-35 &%, Cisco Stealthwatch H7Rh— K ZE#%
LT, U R—rEZIF TSN,

3. DIRBHNDIRTCDTITFAT AN [V ZRAZDIEEHET (Finalize With Cluster)] 4
LAVISRIRSNTVDEEHERLET . RIRSNTVDIHEE . Pre-SWU DAV Rb—
WETETL. BFICES ZENTEET,
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A Finalize Cluster for Update

Are you sure you want to finalize your cluster configuration for the update?

Review the Disconnect from Cluster list. Appliances in this list have not finished the pre-
SWU installation process. If you click Finalize, these appliances won't update to the next
version with the rest of your cluster, and you will lose the connection to them. You can add
appliances to your cluster later, but you will update them separately.

Finalize With Cluster Disconnect From Cluster

Click Cancel to return to the System Management page and finish the pre-SWU installation.

Click Refresh to check your cluster status while the pre-SWU continues to install on your
appliances.

Click Finalize to proceed with the update and disconnect appliances that don't have the
pre-SWU installed. When you click Finalize, the appliances in your cluster will reboot. The
system may be unavailable for 5 minutes.

[#2T (Finalize) 1% 2') w09 5 & IR AN G D 4G ##FR (Disconnect From
A Cluster) ] JRMZIEENTWBT7TSAT7 U AN EGAER SN T, Stealthwatch 75
AEAMSHIBRENF T, TNODTISAT7 U AIFEARIZEFRTEET,

4. [#27 (Finalize)1Z#9)voLET,

BEE: SATLFBEPNICHESLET.

B 7ISAT U RES—ERDBIREIFIC, R—UHA—FZIETEHENBYET,
[ #7 (Refresh)]1Z&21)w oL T, Pre-SWU DR T IO RDEB K RERRELET,

5. [#2T7 AT—74 X (Finalize Status)] |Z [BFZENH (Rebooting) ] EFRREIN =5, [BALS
(Close)1&21)v o LEY,

L&

Finalize Status (Rebooting)

Rebooting...
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6. AT LEHE (System Management) | R—I(Z, H—/I\DNATSATHAZEETRT
I5—MNRREINET  RXR—TCFBHLET,

3

éluls\':lc';f Stealthwatch 2 0 e

Dashboards Monitor Analyze Jobs Configure Deploy

System Management

A Error: The update server is offline.

7. 754 SMCWeb 7T —av (24 42 LET (https://[IP address]) o
8. [ AT LEH (System Management)] R—UIZRYZET,

o [’ B—/\)LE%TE (Global Settings) ] 74 & 9w o LET,

o [ATLEIE(System Management)] Z#ERLET .

9. [Pre-SWUDRXT—RANIEEEEL4L T (Check Pre—SWU Status and Finalize) 1 Z&2')woL
*9,

5 1 : [# T AT—5 X (Finalize Status)] [Z, [5E T (Complete) ] ERTRSNTLNDEZE
HERLET,

Finalize Status (Complete)

&

You've successfully finalized the pre-SWU installation. Please return to
the System Management page to upgrade all of your appliances to 7.0.

=l

KT T : [#T RT—A X (Finalize Status)] A [5E T (Complete) ] THULMGE (K. [ R T
L& (System Management) | R—UIZRYZET , Pre-SWU A/ AF— LD R T—H X
#hER I HH . F1=lZ Cisco Stealthwatch Y R—rIEKLET,

SMC T® Pre-SWU DAV Ar—)LIWNEKRBLT-GEIX. BEAVAM—ILET I,
Cisco Stealthwatch H7R—HZEHK L TLZ LY,
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11. 7.0 Y I o7 7T T—h DALV AR—)L

O

11.7.0 V607 77T DAVAR—)L

702(F=IL 10X THAZFDED/N—230) DY INII T 7T T—hTh, 5IEHE [LRT
L& (System Management) ] R—U & {ERALET,

A VIO0xV7 rOT 77y T T—rERBT AHIIZ. SMC XU 7O0—aLU42h 1 B fE

L EBREBLTNSIEZHERELET,

ROIEFT, TIZATREEHLET,

9= FISATUR

UDP Director
1. (5l £

FlowReplicators)

Flow Collector 5000

2 Ly F—HR—Z

3 Flow Collector 5000
' D e S

4 FDith DI RTD Flow Collector
' ( NetFlow & & U sflow)

5. Flow Sensor

5 A 51) SMC
' (ERI55E)

N TRASE) T4 V5 RIREDIS
Bl%. #I=tHh>%F1) UDP Director &
BHLET,

BHMETL. £HS'1) UDP Director
NEREL TSI EEEREL=L. T3
A<') UDP Director Z B #1LET .

5 ¥ % B 98 9 5Hi 1. Flow Collector A% 1
BRI U ERBLTWNAIEEERLE
ER

Flow Collector 5000 & 1J—X T—4~R—X
DEHMETL.BEBLTNSILE
HERLTHS, IVOoVDEHEZRIBLE
ER

5 1 % B 98 955 1. Flow Collector A% 1
BRI U ERRBLTWNAIEEERLE
ER

BEHZERIRT HHIIZ. SMC AY 1 BEFfELL
FBEBLTWNAIEEERELET,

DRTLTEHUA) SMC EERALTL
BIGEIX. EHUF) SMC DEFHH T
TL.EHUAF1) SMC AEIREILTLVS
CEEHEELTHL, TTA4TY) SMC D
BHERHBLES,
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BHMNETITHE. MADSMC Hth
VA1) O—)LTEEHTHAREELH
Uxd, BEFLIIGEIX. TSMC T7x—
LA —IN—O—)LDFEE | CTEERETE
LTS, T— LA —/"—0O—)L
(X.\ADSMC NEFHINLIETESR
LEULNTLEESLY,

B EBIS T ARIIZ. SMC A 1 BFREILL
FREEBLTWNATEERERELET,

AT LTEHUAE) SMC ZEHALTLY

BIGA%. EHhoF) SMC DEHMNT

TL. EAVAY SMC ABEEHLTLNS

CEEHEZELTHL, TFA4T) SMC D
7. FS54<') SMC BEHERRBLET .

BHMNETIHE. MADSMC Hth
VA1) O—)LTHEEHTHAEEELH
UEd, BEEFLI-HESIEL,. [SMC T7x—
A —N\—O— )L DFEE I CTEERETE
LTS, T— LA ——0O—)L
(. @AHDSMC NEHEINDETESR
LA TLEESLY,

Bl: TURRAV VUL —5, F2
(ENWFTNHIADTTSATU AN SMC T

BEEINTLVEL,
g AIVETOVTISATVALEMBE . CALOTFIFATURIE, TRTD
BRENIZTTSATUR EERETIFAT UV ADEHET %

[CEHLET, REVR7O0 7T547
VRFTIGAT O REBEBEA 5—
A REFERALTEHLET .

o IBF:7TSAT7 2V REIERBBYICEHLET ., FRIRIT BRI 7ISAT U ADEHIE
7 CEEMZERERLTZEY,

o FW:VvIOXYIRIZTTYTT— ERIAT BHRIIC, SMC XU T7O—aL YN 1 B
MLl EFZEIL TS EEFfERLET,

o R RDTISATVADBEHERILT BRI, EFNTETL. KT ITSATUANE
BLTLNACEERERLET,

o« DT TSAF72R:SMC & Flow Collector 5000 ') —REBRE . FTSATUREAT
NEILTHAEEIE. TISGAT U ADEHIEFE EEEICHRWL. EBOTITSATUR%E
BIEFICEFHFTEET,

EZIR VS RFAIZE#HOIO— o H—AHAEE(X. I RXTO7A— Y —
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ERBCEHTEET, 2L, BAITISREHNDTATOTO— L IADEHH5E
TLTWAC EEREEL T,

ROFIEIZHELY, [ AT LEE (System Management) | R—UZF{FHAL T, SMC DEEXER
;;"54?/7«: V102V IO 7 (F= (X 710X THEIFDED/IN—230)FA 2 A—ILL

1. 754" SMCWeb 7)) —azA 5 42 LET (https://[IP address]) o

2. [’ A—/\)LE%E (Global Settings) ] 74> &9 woLET, [V AT LEHE (System
Management)] ZZEIRLET,

Q p 5 o Desktop Client +

Administer Appliance

Packet Analyzer
Configuration

System Managemen@

UDP Director
Configuration

External Lookup
Configuration

[ RT L D[R4 (System Visibility) ] 29232 @ [A 2V AR—)LEN TS/ \—23>
%I_nstalled Version) ] Bl 1. BIE#EZ V610x AV R R—IL N—SaV ELTHRTANE

[ System Visibility

3 Host Name  Device IP Device Last Seen % Device Model % Installed Version 3 Version Ready to Install License Status Update Status Actions
nfiow-| 1C = 12:13 PM 8/1/72018 StealthWatch FlowCollecior for NetFlow VE 6.10.3 2018.06.01.1037-0 90 Days or Less
sme- 10. s 12.13 PM 8/1/72018 StealthWalch Managemaent Console VE 6.10.3 2018.06.01.1041-0 90 Days or Less.
fs- 10, 12:13 PM 8172018 StealthWalch FlowSansor VE 6.10.3 2018.08.01.1035-0 90 Days or Less

© This list will nat contain any Endpaint Cancentrator devices, Clowd Licanse Concentrator devices, or devices which have not been fully configured.
© Inorder to process data, each Flow Collecior with an FGBase appiiance license requires a Flow Rate License (FPS) installed on the primary Stealthwatch Management Console (SMC).

3. [PYTT—rI74ILDF7v7TEA—K (Upload an Update File) 1% 9" voLET,

System Management

Upgrade Information

You can use the System Management page to apply updates, but not patches. The SMC and Flow Collector must be oniine for at least 1 hour but no more than 1 week to be updated. For best results, perform the upgrade procedures on each appliance in the following order

5 Endpoi ator”

6. Al Flow

7. Secon

watch Management Gonsole:

8 Primary Stealthwatch Management Console

* Upgrade from that device's appliance administration page
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o T7AVDER: FOVO—FELUSIEVRELI3—A LTV A—RLE:
V102V b1 7 7T T—hI74IL(SWU) T &IRLET

o BT ITSATVRHLTIDRATYTERYIRLT, vI02SWU I7ANET YT
O—RLET, FHMIZDLTIE, SWU I71ILDRESBLTIZEL,

4. [ AT LOEERM (System Visibility) ] 293> TP ITFAT U R YRNERERLES,
(4> Ab—)LA[EEZR/ N\—32 (Version Ready to Instal) ] FI| 2 v7.0x Y IO 7 /\—
DAV PRRSIN TS EXERLET,

+ Device Model + Installed Version + Verslon Ready to Install License Status Update Status Actions
StealthWatch FlowCollector for NetFlow VE 6.10.3 2018.06.01.1037-0 7.0.2 90 Days or Less
StealthWatch Management Console VE 6.10.3 2018.06.01.1041-0 7.0.2 ] 90 Days or Less
StealthWatch FlowSensor VE 6.10.3 2018.06.01.1035.0 7.0.2] 90 Days or Less

5. TISGAT U ADEHIEFZ#FERLT. TISASVAD [793> (Actions)] A=a1—
#9)vOLET, [BEH DA A—IL (Install Update) ] & RLFET .

| ACTIONS

FISAT O AEIREBYICEHLES B I SR, TISA T ADEHIERF

A THBEERLTWZEV ROTIFAT Y ADEHZERIRT SIS, EHFNTET
L. &7 ITIATVANEIL VD L HRLET . COIRHMEREE I ST X
TYT 6 BEVTESRLTIZSL,

6. [ RATLDERE (System Visibility)] £93a> T, [AV AP—=ILENTIVS/A\—23>
(Insgélled Version)1 B ZfEZELE T, 7T TA TV RIZVIOX AV RA— )L TLNVA T
EEHERLET,

B 7ISATURESG—ERDBREIPIC R—UHA—FBEFILETEHENBYET,
R—=TUBHLT, BED [EHAT—2 X (Update Status) | #RRLET .

1. PTSATUAD [7H23> (Actions)] A=a—% 0o LET, [(BEHOTDRTE
(View Update Log) 1 2 BIRLET , TTSA TV RBEB AU A—TA(ADHEET,

e OJAY: EBEL—HELTTISATUREBAUA—TJIAR(ZOAT AU LE
o BTN [RIRIDEHRAT—4A2 X (Last update Status)] o3> T, BEFIMNIEEI(C
SETFEHITERIN-CEEHERLET,

Copyright © 2019 Cisco Systems, Inc. All rights reserved. -52-



11. 7.0 Y I o7 7T T—h DALV AR—)L

o BWEERE: (R—L (Home) 122w LET , [BREBERE (Uptime) IOtV a0%
ROFET, PISAT VAN BB THAHEEHRLET  BBEFRHE T 60 T
EICBFSNFT,

8. [’/X?A%‘IE(%ystem Management) ] R—U(ZRRESNTNBITRTDTTIATU R
[ZXRLTRTYT 5~ 1%#YRLET,

JO—K: R—SOO—Fh A RELLIBE R, T5IFOFryi1%UTL.
IS5 HEBELTRERLTAS, £5—E0J (U LET,

9. 7ISAT 2 ADEHIEF DRRIZHETFAT) SMCEZEH T HE VAT LNEIRE
FLET, BEOT AT HE. HLL [Central Management 7y T T—hk YR —
(Central Management Update Manager) ] R—U D= ET,
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12. Central Management ~DO%5 (>

12. Central Management AR A

TISATURYI I T7%E vI0OX IZEHFHT B &, Central Management MTS4<!) SMC [Z
BHNENFET,

« Central Management [ZDUL\T: 7 TS5 A7 AN Central Management [CE > TEEEN
TWSIEH. %*L60)770547910)7\7_'—97\55E§ﬁ’5§6Q)(:ﬂﬂi’cs FTIZATY
AERTEDRE. VI I T7OEH . BEEE)., Vv yMOVEEEEEBTEET,

« Stealthwatch DAL T : RAR—SOEMIZDULTIE, [NLT (Help) I 712 %y
1Js42 L T. [Stealthwatch =254 > N JL T (Stealthwatch Online Help) 1 2 &IiRLET,

1. REROFIE(EERIRTIFATVATDVI2BH IOV S LDA2AM—)L) TIE,
Central Management 7Y 7T —h R — 4 (2 EILE T, [Appliance Manager] 37 %%
)y ILET,

RTAVSDRELNHIBE:

o SMCWeb 77 r—avizAd 4o LET,
o [’ B—/\)LERTE (Global Settings)] 74V & v I LET,
o [Central Management] Z:E&IRLFET,

00D

Global Settings

Central Management
Packet Analyzer Configura...
UDP Director Configuration
External Lookup Configura...

User Management

2. [Appliance Manager] & 2 R—R TP ISA 7o REHRLET,
o BIEXWRTTSAT2 R Stealthwatch ZS5RARZRD T RTDT TSAT U ANEK
ﬁtéh—CL\é‘:&%EEEE\LiTO [TTSATVRRT—ERA (Appliance Status)] 5l
FHERL. KETTSATUAD [Up]l ERTREN TS EFERLET,

e SMC: 754! SMC &tAVA 1 SMC AAHDIEE L. &HESMC D [FTS54A4T7Y
AAT—A X (Appliance Status)] A¥ [Up] ERTRESNTNBAZ EZHERELET,

8. W—bN—T4230: FRTTIFATLVRIZHLTIDRTYTEEYIRLT, L—F
/ \0_7__4:/3>§EEEEL35_3-0

o 7ISATUARAD [7H 3> (Actions)] A=a—% ) v LET,
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[7T5AT7 2 REFEHEERD K~ (View Appliance Statistics) ] ZEIRLET
TIFAT o RAEBAVE—TIARIZATAULET,

[;_I'\—A (Home) ] R—I T, [TARV{EF= (Disk Usage) ] £ avEROITE
EDIT/2ERL. [FREA Used) 13 D/IN—t o T—2%F v LET, €8
EMBYULEDSZE. COI—FIN—T4230DT—REFTRIRINET,
JL—k /€—7‘-;r~>5|thiiiofzﬁ%b‘ﬁ(& Egﬁ*ﬁﬁﬁb§1${tﬂ'5:&7ﬁ§@L)i
;%_ﬁﬁﬁﬁb‘ 100 % [SIEDLKIZHE WD, TTSAT U RADEFHERFTTILENEL

Disk Usage

Name Used Size (byte) Used (byte) Available (byte)

# / 5% 9.726 6.87G 2.35G

Mancopelvar 23% 27.48G 6.07G 20.84G
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13.v7.0.2 7\ FDAAR—)L

13.v7.0.2 1\FOA2 A —)L

1. Stealthwatch A DU O—FELUSA LA 2—(28HB/V9F D readme 77 IL D
}ERIZHE ST, Central Management D [7 v T T —h Y% —+ (Update Manager)] R—
DEFERALTRD/INYFEARA—ILLET,

e SMC: patch—-smc—ROLLUP003-7.0.2-02.swu

2. Flow Sensor 4000: Flow Sensor 4000 #{FEH L'beéi%’%(j; Central Management M
[7‘yg;__-‘—l~7*—“)—\" (Update Manager) | R—U#FRAL T, B/ FEA R —
JLLET,

o FEMICDOULNTIE, /3YF D Readme 771 ILESHRLTIZELY,
« COEMIL, FS4000 ETILICDHBRASNET  Flow Sensor 4000 1) —X D%
DDETIVIZITBERAShFEE A,

o EEHMAIZDULNTIZL, Stealthwatch ®9°7>D—FB$05{tDZ o a—
https://stealthwatch.flexnetoperations.com [EEE] [ZAY A L THEEL TEE
LY,

3. SMC TRIMT US54 T hET=IESMC Jx— LA —N\—RT7%FHATIEEIE. X
DFEIEM14.SMC TRIMT 95ATobADOT A2 JIZERAET

o SMC TRUMYT V54T UMEIEL SMC Tz — LA —N\— RF7ZEFERLELS
Bl BENRTISATURATDVIOXT YT I L—RIFETTT,

o« RAURTAY PITSAT UV RERHTBIGEIE. (15 RAVRT7AY TTZA4TY
REEBBRINT T SAT U ADEFH 1 BYRLET,

o BRBRINLTISATORFLFREVRTOY TISAT7 o REEHRERIC
BT BIGEX. 15 RAVET7OY TISAT o A EEG RSN =T ITZ54T7>
ADEFI1EHBYRLET,
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https://stealthwatch.flexnetoperations.com/
https://stealthwatch.flexnetoperations.com/ []

14. SMC FRINYT G54 T ~DOGA2

14. SMC TRINYT 94T ~NDAT A2

SMC TRYMYT 54T EFIE SMC T — LA —/N\—DREZEHE LA
B. COFIEFERAFYTTEES, SMC TRIMT US4 T U N RBERED) AN
DNTIE, BRI SR1ICJava 127230 ESRLTIZELY,

SMC TRIT 92547 DFEBREXETE

VIOXDEFD—BELT, TIHIWMDTISAT VR TAToT4T45E88E (18 Lancope)
NELLV—EDH E%% TISATUR 747{)7‘47‘4§E5ﬂ%f§§mi5h$¢0 RDF
IEZEALT. SMC TRIMT USATUNCIIBAEZ R ITANET,

o PISATUVARATHRALIIAZERZFHALTWSIEA. SIRAEFESHRAONE A, 1=
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NHYET,

o TARIUMNT HSATUNMIAT AV TELRWEEIE, ELLVA—230 D Java AU R
F—ILLTWAZEFTERLET,

1. SMCWeb 7)) r—LavIcOyd 4o LET,

2. [TRIMYTHS5 AT+ (Desktop Client) 1% 2) v LET,
3. BIHEICKRITRINDIERIZHST, HFTLLIRAEXHELTERELET,

FLOGERAEZERI D EEERINT . SMC TRIMNT US4 F7UNTT—RIZTY
TRATEHEE. 7O AV EFETY,

SMC J—)UA— \— O0—)LOFEER

I A Jr— A —nN—DO—LE. THDSMC AEHENZETEBLANTGEELY,
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[Up] ERIRENDETITHRELTZELY,
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RITH-TRELET S
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ROFIEZFRALT. ROKRDTTSAT U REVI02(F=IL T10x THAHIZFDHED/IN—
DaAVv)ICEHLET,

o TISFATUVANIVRRAV AV —ED5E

o Pre=SWU DAV AL—)VHIZ, YSREMNDT ITSAT 2 REERMERLIZHS

« SMC TEEHINTLVEWN=®OIZ D ISR TEFHSNGEA > REVE7AY 7TS5
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4. TTSAT OV ADEREDINYI TV
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3. Pre-SWU DA A—)L
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3. Pre-SWU /Ny F 774 )L (patch-common—pre—-7.0-jumpstart—-PATCH1-01.swu) ZE1R
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Upload Update File

Select an update file (must end in "swu’)

I Choose File  patch-sme-pr...ghtly-01.5wu I

Automatically Execute
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Update Progress

Update Complete, Rebooting. ..
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TL. 750 ZFALTEERV AL, 315—ERJ1ULET,

System
IP Address: 1
Haost name: nflow-
Total Memory: 16G
Free Memory: 3.24G
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Copyright © 2019 Cisco Systems, Inc. All rights reserved. -63 -



15. RAUR 7OV TISA 7o A E G SNI=T IoA T ADE

Disk Usage

Name Used Size (byte) Used (byte) Available (byte)

— | 75% 9.726G 6.87G 2.35G

Nancopelvar 23% 27.48G 6.07G 20.84G
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BIIERETHETHENOHLET,
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