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Virtual Machine - Virtual Contraller (WWWLC)

y 3 y 3
Congole Serjice Redur|dancy Port 1
rt Port Pdrt
VMware ESX/ESXI

i

| vSwitch O | | vSwitch 1 | | vSwitch 2 |

i
ethD  ethi eth? eth3 ethd  ethS

Physical Hardware / Server (x86-based)

UCS H—NIZEHR IN-RAYF A UEA—T 24 ADEKTE

N A B =Tz AL LTORIAA »F F ESXi % —/3~D Cisco Catalyst > % — 7 = A Az DR EH,
BHA LV E =Tz A AL, AL T DT 7R R— M TEET,

interface GigabitEthernetl/1/2
description ESXi Management
switchport access vlan 10
switchport mode access
1
interface GigabitEthernetl/1/3
description ESXi Trunk
switchport trunk encapsulation dotlg
switchport mode trunk
end

FIE

ATyl ffJHHar ba—TF =R LT —H R—MIv v BT T 5702 2D HEADRAEAAL v F 2B L
%9, [ESX] > [Configuration] > [Networking] {Zf#) L, [Add Networking] 7 V v 7 LE7,

File Edit View Inventory Administration Plugeing Help

B8 (8 @ e 1B e

& &
E2] - BELELELELY calbostlocaldomaim Vitware ESXL, 5.0.0, 623850 | Evalsation (33 days remaining)
Getting Rarted | Semmary | Virtusl Mackines . Resowrce Allocation | Pedfomance Locsl Users & Groups | Events  Permissioes
[mardware | hew:  [usphere Standad Switeh
| sstth seats Netwarking Rufresh
Processors

Apde Sandard Sedtch: vSwitchl Remove,.. Propetes
Vrtual Vaches Pt Gt Irend cagairn
£3 WM Network P venic2 1000 Full ©

B2 virtwal machine(s}

]
o gy @
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ATw 72  [Virtual Machine] Z#{R L, [Next] 27 U v 27 LE7,

-
(Z) Add Network Wizard

f Connection Type
h Networking hardware can be partitioned to accommodate each service that requires connectivity.

i Tumas.
L

* Virtual Machine

Add 2 labeled network to handle virtual machine network traffic.

| T vrMkemnel

The Vwkemel TCP/TP stack handles traffic for the following ESXi services: vSphere viMotion, iSCSI, NFS,
and host management.

XTFw T3 vSwitch Z/ERK L. vVWLC H—E X 7R— NI T AT DB NIC 25V ¥ CTFEF, h—E X F— |
. Ry MU= OUSICERT A LENR @BE, OIS TWha I Tnin) o, £
ONIC TH BEErENTWTH) vSwitch I TE £,

{3) Add Network Wizard =2

Virtual Machines - Network Access
Virtual machines reach networks through uplink adapters attached to vSphere standard switches.

Connection Type Select which vSphere standard switch will handie the network traffic for this connection. You may also aeate a new|

| MNetwork Access vSphere standard switch using the undaimed network adapters listed below.
Connection Settings
Summary * (Create a vSphere standard switch I
Cisco Systems Inc Cisco VIC Ethernet NIC
¥ B8 vmico Down None
i I~ @ vmict Down None
Intel Corporation B2576 Gigabit Network Connection
r @ vmicz 1000 Full 10.10.11,224-10.10.11,224 ( VLAN 11)

T Use vSwitch0 !
Intel Corporation 82576 Gigabit Network Con|

r B vmicz 1000FUl  None
Preview:
Ve Naching Por Coug Pryecs] ReT
VM Network 2 QB_.- wmnicd —|

ATy T4 [Next| %27 U7 LTRiATLET,
ATvTE  TULE L ROFIOLIITHEELET,
%] TvWLC Service Port] .

ATv 76 @, P—EAR—-NMITI/EAR—-FTHDHH, VLANID IZ None (0)) IR £,
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ATvIT1
ATvT8

ATv79
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(&) Add Network Wizard

Virtual Machines - Connection Settings

Use network labels to identify migration compatible connections common to two or more hosts.

[ WLC Service Port

Connection Type Port Group Properties

Metwork &ccess

Connection Settings Network Label:

Summary VLAN ID (Optional):
Preview:

[None (0) |

Wirtuzal Machine Port Group

vWLC Service Port

o @ ma

[Next] 27 U > 27 LTHATLET,
TOARZ Y —r 3y hTIE,

X R— h O K LIZIE, [Add Networking] #727 U v 7 L &£,

bacalhost Jocaldomain VMware ESXi, 5.0.0, 623860 | Evaluation (33 days remaining)

[VWLC Service Port] (Z vSwitchl 2MEK EN/=Z by £4, 57—

Getting Started ' Summary . Virtual Machines ' Regsource Allocation  Performance  eGBLMedihin: Local Users & Groups: - Events . Permissions

»  Networking
Storage Adapters

Network Adapters 1s£
Advanced Settngs NCE
Power Management

Viksmal Por:
O Management Netwark

@ eg @

Software vmkD : 10.1

Licensed Features

Hardware View: | vSphere Standard Seitch
Health Status Networking
Processors
el Standard Switch: vSwitchd Remove. .
Storage p " Pt G

Properties...

s
nicz 1000 Full |03

Time Configurabon = b
Standard Switch: wSwitchl Remove...

DS and Routing ;

NIIOEING, AEEPRES 3 WWLE Service Port QB_N- vmnicd

Virtual Machine Startup/Shutdewn

Propertiss...

o]

Virtual Machine Swapfile Locabon

Sequnity Profie

Br L\ vSwitch D34, A A~ F @ EtherChannel 23D NIC £7-13R— s ZL—70nEY B TE T
WAHEEIL, T R MCHESR S Ao EE NIC 23R £ 7,

NIC ZEML E£,




ATy 710
2Ty TN
ATy 12

ATy 713

~
(&) Add Network Wizard liE

i Virtual Machines - Network Access

| Virtual machines reach networks through uplink adapters attached to vSphere standard switches,
Connection Type Select which vSphere standard switch will handle the network traffic for this connection. You may also create a nes
Network Access vSphere standard switch using the undaimed network adapters listed below.
Connection Settings
SL'nm:—.': . (* Create a vSphere standard switch eed
Cisco Systems Inc Cisco VIC Ethernet NIC
[ B vmnic1 Down MNone
|
vV B vmnic3 1000 Full 10.10.11.224-10.10.11.224 ( VLAN 11)

" Use vSwitcho t
Intel Corporation 82576 Gigabit Network Connection
r @ vmnic2 1000Ful  Mone
" Use vSwitchl

Previgu

il Machine Port G

VM Network 2

e J o® s

[Next] #7 U v 7 LTHATLET,
FZVEFRE L E T, il TvWLC Data Port]
VLANID O65, ZHRAAL v F hT 07 R— MBS D729, [ALL4095)] Zi8IR L £ 7,

(Z) Add Network Wizard =

Virtual Machines - Connection Settings
| Use network labels to identify migration compatible connections common to two or more hosts.

Port Group Propertes
MNetwork Label: E\M.C Daia Port i
Summa VLAN ID (Opfional): [Fione (0] =
. M —
Ly
Preview:

VWLC Data Port Q_g_. B vmnic3

vSwitch ZIBMT 572D FIAZETTHET[Next] 27 Vv 7 LET,

VMware #2256 — REFE : M2EB]E— L, vSphere ESX/ESXi DIMEA A v F 21T HR— ks Z—7F
LAV TERCTEDEX 2V T 0 RY —TF, HEHE— ROMHNAIRER AR — ~ 7 — 7 DA~
VU, ER Ay Y= VERIEVM ARV Ry N =T A B —T oA AL, AREEAA v FEl
BT T _XTORY NT—2 "N T T 4 v I KR TEET,

FIFNRNTHE., FRAMNERL—F 4V T VAT ADOFERR Y NO— 7 TEF X, AESn-71—
LOBEZIE LET, BEJNT—FTHFA MRy NV THE T X 2EETDHE, BEEOFR— K 7 L—
TDOVLAN R Y > —TED Y THNTFIEAAL v F TEINDIITRTOT7 L —252ZELET, Zh
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X, BARBE=XV 7, FTRREA=ZT 7 BRXy NIT—T BT A MDTRXTDRNT T 4 v T &y
M DHENDDLGEIL, HNDZERH Y T,

VWLC 5 —#% R— k Clx, #0457z vSwitch 28 1E LWEIEDHEERF— R A2 2T AND LERH
D ET,

ATYv 18 (VWLC OF —% R— MIEIY Y THIm) vSwitch? ZHdiE L, [Properties] #7 U v 7 LE T,

lecalhostJocaldomain VMware ESXi, 5.0.0, 623860 | Evaluation (33 days remaining)

Getting Started | Summary ' Virtual Machines ' ResourceAllocation ' Performance i i Local Users & Group§ \
Hardware View: |vSphere Standard Switch
Health Status Networking
Processors
Memary Standard Switch: vSwitcho Remove... Properties...
Storage Virual Machine Port Group Fhysical Adaprers
+  Networking 2 VM Network @ o 0o vmnic2 1000 Full 2
Storage Adapters B 2 virtual machina(s)
Network Adapters ISE @
Advanced Settings NCS I}
Power Management WMiarnal Pom
2 Management Network 9.
Software vmka : 10.10.10,10

Licensed Features
Time Configuration

Standard Switch: wSwitch1 Remove... Properties...

DS and Routing

e . Wirtual Machine Port Group Physical Adapears
At ieion S e £ vWLC Service Port Q.B_xw vmnicO =
Virtual Machine Startup/Shutdown
Virtual Machine Swapfile Location
Security Profile Standard Switch: wSwitch2 Remove. . Hmﬁ
Hest Cache Configuration Virtussi Machine Port Group Physicsl Acs ::E._s
N —— 2 vWLC Data Port _ Q;H—.Q vmnic3 1000 Full | &3

ATFYT15 vWLCTF—F R— MIEV Y THNTZ VMNet ZBIRLET, T4V FOEXF2 ) T 0 BERE— R
% [Reject] IZRZE L., [Edit] 227 U v 7 LTLEEW,
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AT 716

ATy T

ATy 18

(&) vSwitch2 Properties

I Ports | Netwark Adspters |

Configuration [ Summary i B e
vSwitch 130 Ports Network Label: vWLC Data Port
[i VWLCDataPort  Virtual Machine .. | VLAND: Al (4095)
==
—Effective Policies
Security

| Promiscuous Mode: Reject |

MAC Address Changes: Accept
.: Forged Transmits: Accept
[l Traffic Shaping
| Average Bandwidth: -
Peak Bandwidth: -
Burst Size: -
Failover and Load Balancing
Load Balanding: Port ID/
Network Falure Detection: *mk status only
Notify Switches: Yes
Failback: Yes
I Active Adapters: vmnic3
| Standby Adapters: None
|: add... | Edt... Remove | | Unused Adepters: None

7'uXT 4 TIL, [Security] ¥ 7 & ER L £,

(%)) VWLC Data Port Properties

MNetwork Label:
VLAN ID (Optional):

General I Security lTraPﬁc Shaping ] NIC Teaming
Port Group Properties

[vWiLC Data Port

[l (4035)

=

HESERE— FOR v 7 A &R L,

[Accept] ZIZBR L EJ, [OK]ZZ7 Vv 7 LET,

() vWLC Data Port Properties

General Security |Traﬁ"|cshaphg | NICTeamhg|

|- -Policy Exceptions

‘ Promiscuous Mode: v Accept 'l

‘ MAC Address Changes: I |Accept v
Forged Transmits [ |Accept =

|

EEEMRL, [Close] 27 Vv 7 LTHATLET,
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=
(%) vSwitch2 Properties
]
| Ports ] Network Adapters |
B -
Configuration | Summary ARG
$F vSwitch 120 Ports Network Label: vWLC Data Port
© vwiCDataPort Virtual Machine ... | VLAN ID: All (4095)
Effective Policies
Security
Promiscuous Mode: Accept
MAC Address Changes: Accept
Forged Transmits: Accept
Traffic Shaping
Average Bandwidth:
Peak Bandwidth:

M= ba—F DY 7 kv =7 X Cisco Software Center (2 .ova /Xy 7 — & LCHEGRLEINFE T, H A
Zv—lI, ova Ny Tr—TEF v ra— L, tMOEIRT 7V r—3 g L EFRERICA VA =L TEE
T, Y7 bu=TIZiE, 60 HEIOFHHE T A o AR MR L TWET, VM A EHTDH &, sHMliT A&
AEFHE L, % T, BALTEITA B AEHEBICA VA=V LTEHEMMLT L ENRTEET,
ATYT19 vo—HhVF 42712, B ay o —F OVAA A—VEFA v ran—RLET,
AT w720 [vSphere client] > [Deploy OVF Template] Z i/ L T, vWLC Z&EA L £,

¥+ 172.20.224.30 - vSphere Client

File | Edit View Inventory Administration Plug-ins Help
New 4 entory D Eﬂ Inventory

| Deploy OVF Template. |
Export ' >
Report 4l cisco.cisco.com YMware ESXi, 5.1.0, 799733
Browse YA Marketplace... Getting Started ' Summary ' Virtual Machines
Print Maps » Hardware \
Exit Health Status '

vWLC OVA DE A
FI

AT 71 Form—RLTr—F/ AN —ICES SN2/ N S 72T KIFARD *ova 2 H L £,
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[x]
v m [ Search vWLC g‘
=+ 1

T Favorites L IDahnmlﬁed Irype

A Libraries
| Documents
o Music
| Pictures
E Videos

M Computer
&, Local Disk (C2)

G- Network

1| J |

File name: [AIR_CTVM-K9_8_2 100 0.0va v| [oVF packages (ovtrova) 7]

Open | Cancel I

P

AFw T2 =42V FDOVF 77 ANEEELT, [Next] 27 Vv 27 LET,

(¥ Deploy OVF Template !E m
Source
Select the source location.

Deploy from a file or URL

IC‘\use«s\,&mwator\pmvbads\\'\ﬂc\Alﬂ_CT\MKQ_S_?ﬂ | Browse... I

Enter a URL to download and install the OVF package from the Internet, or
spedify a location accessible from your computer, such as a local hard drive, a
network share, or a CD/DVD drive.

Help I (ﬁadtl Next)l Cmcdl

~

ATY T3 HZ—F v FOOVFIZRESN TS vWLC OFEINF /RSN E T, BHEIIMNERN -0, [Next] &7

Uy 7 LET,
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ATy T84 AERREND VWLC A U AX V ADARTEHRE L, [Next] 2 U v 7 LET,
Name and Location
Specify a name and location for the deployed kemplate

ATv TS T4 AKX ET 7 4L b, Thick Provision Lazy Zeroed, D EFIZLET, [Next] 227V v 7 LET,
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[ Deploy OVF Template

PEES |

Disk Format
In which Formak do you want to store the virtual disks?

Datastore: Fatmrn:
Avalable space (GB): 1582.9

% Thick Provision Lazy Zeroed
" Thick Provision Eager Zeroed
" Thin Provision

Help I < Back | Next > | Cancel I

4

ATFYT6 Ay V=7 vy UL, BB A R—reT—F R—bE LTERSN @FEHTLAEESh

TWD) 2O0FEFEILAY NU—I BBV ET, Bty NT—27 TINoDA X —T A A% N

FISLTvy B 7L, [Next] &7V v 7 LET,

G¥) fiFfbSnizarbn—7 FYreya=7F, Web 77 UH2MH LT, HLVvWLC T
BT ET, P—ERAR— b DOET AL MIERINZY T4 7T FPCIL, vVWLC DA
VA R—=VTZOMERIZT 7 EATEET,
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Deploy OVF Template !E ﬂ

Network Mapping
What networks should the deployed template use?

OVF Template Detais Map the networks used in this OVF template to networks in your inventory

Mam: d Location

Disk Fo Source Networks | Destination Networks 1
Network Mapping WM Network e

Ready to Complete VM Netwark 2 [ network =]

VM Netweork
VWLC 5P

Description;
Data Port =]

"’4”‘" <oack | [ mext> | cama |

)

ATV FT  VWLCIEA VA M—AHICETCE T, BARTEEMAR L C, [Finish) 227V v 7 LET,

Deploy OYF Template

Ready to Complete
Are these the options you want to use?

When you click Finish, the deployment task will be started.

Deployment settings:
OVF file: Ci\Users\Administrator\Downloads|vWLCIAS_CTVM_LAR...
Download size: 316.8 ME
Repdy to.Complete Size on disk; 8.3G8
Mame: Cisco Wireless Lan Controller
Host[Cluster: cisco, cisco,com
Datastore: datastorel
Disk pravisioning: Thick Pravision Lazy Zeroed
Metwork Mapping: "M Network” to "vwLC SP"
Metwork Mapping: "M Network 2" to “vWLC DP"

™ Power on after deployment

< Back I Finish I Cancel

Vi
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ATV T8 ETLEL, VWWLCA VAF U AERRINL, BRALT I LET,

Fie Edit View Inventory Administration Plug-ins Help

= £y Home b g8 Inventory D -]] Irventory
= P& @k &
e @3 1?2—25‘224-39 Cisco Wireless Lan Controller
1 [Cisco Wireless Lan Contralier Getting Started
& clos

What is a Virtual Machine?

iter that, like a Virtual Machines ‘-‘.
temn and ' N
ed on a virtual

&

jorkstation environments, as testing environments, or to
consolidate server applications

Virtual machines run on hosts. The same host can run
many virtual machines

Basic Tasks
[ Power on the virtual machine

5 Edit virtual machine settings

AT9F9  VWLCOHBIA VA M= NEZETTEET, BOPDLIEERHY 7,

Cisco Wireless Lan Controller

Cisco HUNBU Installation

%

and {4 ke ec entry highlighted.
to boot -t ed , 'e' to edit the
r a comMand-line.

The highlighted entry will be booted automatically in :

ATYTI0 B~ rDaryy—1LT, 4 AM—LD%ETRERSN, FEESNHBINET,
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Cisco Wireless Lan Controller

839
1245

fBBdbeef
1 1

appending new
bytes file h

i to c
4 reported) » cert packag

footer to cert | ]

bin. s

zoMp leted, rebooting....
to runl

ATy 7N FHEBENZ, VMware ® 22—/ C [Press any key to use this terminal as the default terminal ] & /RS
FI, AV U4 RO E )y L AEEOF—E ML THmRIZT 78 AT L ENEETT,

Cisco Wireless Lan Controller

» Bootloader
to i s > default terminal.
default
default

d888888b
‘88"
88

88
.88.
‘886888

Booting Prim :
Pre <ESC : additional boot optioc

ATV FT12 VWLC BRREEICA L TA DL, CLICE > THERY « V' — KRERENET,
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Cisco Wireless Lan Controller

cure Heb: Heb Aut 0 i e not found (
management inter econfigure U

e port dhcp server setup on

Helcome to the zard Configuration Tool
Use the '-' ch o backup

Hould you like to terminate autoinstall? [yes]:

a V—)LAR—NMNI, VLA FYLRALAN 2 hu—T0aryY—)L 77 NITI7EBATEET, ZO-D VM %
TNBITEET ALY T A R— R TR EYa = VT AN TEET, VU T R— FRR VAT,
vSphere 7 7 A 7 K A Y — VN yWLC Dy Y — )W I InET,
VMware ESXi lZ vVWLC VM IZ BN TEX ARME IV T ar V— L R— 2 R—FLFET, VU T R— NI, RO
21V OFEONTNNTT 7 BATEET,
*AHRA N EOHETY TV AR—F  vVWLC DIRFE Y 7L R—hiE, —_"ED NN—F =7 U T R— KD
v U TENET, ZTOF T aiE, wAFTFF 2 hvWLC T U A TR TIZ AW ATREME DS B B A1
ARA N EOWET ) 7L R— NOBSICHIESNE T,
* Xy NU— 7Tk B - vWLC OfRAES U 7L iR— M. )%~%7//ﬁ%ﬂ4ﬂ~ﬂ4ﬁ®VM H Y Y
THONTWARKEDR—F~DTelnet t a2 EHLTT 7 ATEET, 72& 21X, Ttelnet 10.10.10.10
9090 ZfEH L T A=A HFDIP T KL ZA10.10.10.10 T, vWLC VM IZH| Y élTE)?}/LTb‘é‘J’ k23 9090

THHES. Cisco¥—IF NN HF—RNEFEFLTYWEWLC 2> ) — LT 78 AT5 X912, vWWLC DOV 7L
I —=NIZT I EATEET,

FIE

AT 1 [vWLC Hardware] ¥ 7 C, [Add] 227 V v 7 L¥7,
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ATvT2

ATvT3

ATv74
AT975

ATy 76

24

() Cisco Wireless Lan Controller - Virtual Machine Properties
Hardware | Options | Resources |

™ Show All Devices @ Remove |

Hardware | Summary I
BB Memoary 5120 MB

K crus 1

Video card Video card

[Serial Port] &R L, [Next| 227 U v 7 LET,

P TT———

U Device Type
What sort of device do you wish to add to your virtual machine?

Device Type
Seiect Port Type
Select Output Fie
Ready to Complete

Z D} Y A TlE, [Connect via Network] ZE&IR L ET, [Next] 7 U v 27 LET,

LT - S & T

L Serial Port Type
What media should this virtual serial port access?

Ceoie ope Select the type of media you would lke the virtual serial port to access,
Select Port Type
Select Network Badang Serial Port Output

Ready to Complete

" Use physical serial port on the host
" Output to file

" Connect to named pipe

(“bcﬂmﬁauemrk

[Network Backing] > [Server (VM listens for connection)] % R L ¥ 97,
Port URI: telnet://<host>:<port> {51 telnet://10.10.10.10:9090

Drsatoswore ] W

i Network Serial Port Settings
How should this serial port connect via network?

Select Port Type &
. . . L mwmhm}]
Ready to Complete " Client (VM initiates connection)

Port URL: | teinet://10.10.10.10:9090 |

Next] #7 U w27 LTCAT v a &R L, [Finish) 227V v 7 LET,



Grarwee L] e
b Ready to Complete
| Review the selected options and click Finish to add the hardware.
Revice Type Options:
Select Port Type
Select Network Baclng Hardware type: Serial Port
Ready to Complete Serial port type: Network serial port
Serial port direction: Publish
Port LRI: telnet://10. 10. 10. 10:9090
Use virtual serial port concentrator: No
Connect at power on: Yes
Yield CPU on poll: Yes

ATy 1 [OK]%Z7 Vw7 LCHREEZET LET,
@ CODVD drve 1 [detastoret 7] Gsco .- [ :

B Network adapter 1 (edite.. vWLC Service Port " Use named pipe:
W Network adapter 2 (edite..  wWLC Data Port
ivel Flapoy 1 Pipe Name: |
 New Serial Port (adding) telnet://10.10.10.10... ]] Near End: | cent |
by Far End: |A virtual machine d
[~ Tse network

@ Server (VM kstens for connection)
" Client (VM nitiates connection)
Port URL: [teknet: //10.10.10. 109090

™ Use Virtual Serial Port Concentrator

r

Xy FU—=7 TUUTNEARNTT DI, ESX TED X D RERZFHFAIT D XD ICRET D2LENH
Diﬁﬁ-()

ATw 78  [ESX]> [Configuration] > [Software] > [Security Profile] {2 ®) L C. [Properties] %7 U v 7 L %7,

D, 623860 | Evaluation (33 days remaining)

'es  ResourceAllocation Performance [LIFMZITI Lo

Security Profile
Services

1O Dadirartar {Artiua Dirartan Caniral

LBCH Sacanty hetnanscaninn Saree [esve Doreciary Service)
NP Dagmin
-

Dver Conpaia UY —-

Vo ™ Refresh hO
memy A ,
Licensed Feahures £3e43438 (1CP) “
i (TCF) Al
T o) M
Teme Configuration it -
" / ul

DNS and Routing s -
5 2200 (0200 -
Authentication Services LUCRICE ML

Virtual Machine Startup/Shutdown

Virtual Machine Swapfile Location

| Host Cache Configuration

AT w79  [Firewall Properties] C [VM serial port connected to vSPC] % 3R £ 72 13fR L. [OK] %2727 VU v 7 L Ci%iE
T LET,
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() Firewsll Properties . =

Remolte Access

By default, remote chents are prevented from accessing services on this host, and local dients are prevented from
ACCESSING SETVICES on remote hosts.

Select a check box to provide access to a service or chent, Daemons will start automatically when their ports are
opened and stop when all of their ports are dosed, or as configured.

Labsel Incoming Ports Qutgoing Ports Protocols | Daemon =
Required Services
Secure Shell -
[0 55+ Server 2 TCP Stopped
[ ssticlient 2 TCcP NfA
Simple Network Management Protoool
Ungrouped
(7] DONSClient 53 53 UDP,TCP _ NjA
E[E VMserial port conneciedto vSPC 0-65535 TP NA |
[J NTclient 123 upp Stopped
E Fault Tolerance 8100,8200 80,8100,8200 TCRUDP  N/A -
4 " ¥
Service Properties
General
Service: VM serial port connected to vSPC
Packape Information:
Firewall Settings
Aligwed IP Addresses: Al
vWLC DL H)

ATy FAEWLC ZEFHL, 20 Y=L E2BRLTEIIOA A b=/ T 2ZEHRLET,

File Edit View Inventory Administration Plug-ins Help

& Bl @ Home b g5 Inventory b [ Inventory

3 101010

@ Cisco Wireless Lan Controller on

File View VM

ATV 71 vWLCOAFESSEINEZZEEZ VM Ay — ARBNERTAETCE=FXLET (ZIUTHBITT) |

26



File Edit View Inventory Administration Plug-ins Help

a @ tome b g imentory b (3 Inventory
B
= [§ 10.10.10.10
(P | Cisco Wirelg
File View YM N
mplete
g
: Sending proce TERM signal
Stopping portmap d
g all ) the TERH gnal... done.
all ¥ ses the RILL signal... done.
tem:
SUCCEeSS
ucce
SuCcess
input
input SUL
starting reboot command: reboot
} boot ing
! tarting systen.
Recent Tasks —

ATFYT12 ZoOLx, ROFDOLHIZ, vVWLC ~D Telnet v+ a VER X F9,

i Cisco Wireless Lan Controller on localhostlocaldomain

an Cont

6.1.76811
rporation. All ri .
arminal.

Demo>telnet 18.18.18.18 7898 i L Hminal.
Hinal.

[N I reinal.

terminal.

default term
default term
default terminal.
default terminal.
default terminal.

AFYvT13 Telnet vy a BN VvWLC ~D a2y V— )L EZEHELFT,



ATy 714

ATvT15

28

B3 Telnet 10.10.10.10 . | & -

Cisco Bootloader (Version 7.3.1.241>

.088h. dBBEBBBL .dBBBA. .o088b.
dB8P ¥ ‘88” 88* VYpP
8P 88 *8ho. 8P
8b a8 “¥8h. 8b

¥Y8b d8 d8 “8b

d .88. dh 8D Y8hb b dB
‘Y8BP’ YBBO88BP ‘8888Y' “Y8BP’ YB8P’

ary Image...
> w f additional boot options...
Booting ‘Primary image’

G¥) VM 2 Y —b (REIRFC R —E 0 ALRRAT) . T30V 70 ary— (W xy b
U—7) IpE, ary—UI1o0F— ROH, WOTHEETE E4, W& RIKRHIHERT
HZEIITEEREA,

VWLC WN5ERICA L TA TR Y, arv T 4 FXal—ary V=IO s F—Ru2@lET5 X517
VT NINEREND ETHEHELET,

B Teinet 10.10.10.10 . = S .-,

er—IP: ok
3 enabled in CAPUAP

ok

~tif icate not found <{error). If you cannot a

BHA LA =T 2 A ADT RVA/AT = U2 A BRELET, X7 HFEN6, A X —
7 xA4 ADVLANID & E LE7, F@MEHEITLET,



ATv 716

ATvT11

ATy 718

B Telnet 10.10.10.10 »

isco_B8:5h:c:

System Name
no interfac

UTO-INSTALL:

UTO-INSTALL:
viLC

Enter Administrative User Name (24 characters ma
nter Admin ative Password (3 to 24 characte
e—enter Adm rative P ord

Addw

stered.

proc terminated

onf iguration

IService Interface IP

Interface 1P Addy 18.18.11.20
Interface Netmask: 255.255.255.8
Interface Default Rou la.lﬂ.ll |
Interface ULAN ldenti r (B =
rface Port Num [1 to 11:
rface DHCP Server IP Address:

anagement
anagement
anagement
anagement
anagem

anagem I

irtual Gateway IP Address:

obility/RF Group Hame: demo

etwork Name (SSIDD:

characters max):

no conf iguration

loaded

admin
el

SEIEMIEIEIENED

[static 1[DHCP]1:

untagged>: 11
19.18.18.1

TRTCORY NT—7 TNA ALFERRIC, NTP 2R TETDHZ EIXTERCTERBICEETYT, o b
2—F 03, ESXAA M ET, FRIEFHRTENOELL RN oy 71l bl tRnbb-H, ELWY

0y T HMERDY ET, T EARA L N TTrER|Z join L72< 725 AHE

Enter Country Code list <{enter ’help’
‘nable 802.11b Network [YES1Inol:
Enabhle 882.11a Network [YES1Inol:
[Enable 882.11g Network [YES1Inol:

Enable Auto~RF [YES]lInol:
I‘l‘hi‘lf}lqlll‘f" a NT'P server nm:" [YES 1Ino

Frrterthe NTT server P —addr
nter a

BENTETLESL, VWLCEZ Y By FTXET,

Configuration correct? If yes., system will save it and reset.

ation saved!

Conf igu
ystem with new configuration...

esetting

saved?
em with new configuration...

Jonf igurat ion
esetting

HELE I

oz <E“C“*§Lo VWLC IZr 7 A LET,

for a lis

t

AT THB I RHERT D

PERDH Y £,

of countries) [US]:

olling 1r|l:E}‘ua1 bhetween 36.@ and 634833 secs:

[yes 1INO]:

yves

Il

IZ. VWLC OEEA X —T7 = A ADBEF & iR

29



ea-time only to

£ timo<ine

ATw 719  [show interface summary] % 3fTLC, VWLC 2257 — F U = A O E R T 7,

sco Controller) >show interface sum

Number of Interfaces.......cccccccnccnncncnana 3

Interface Name Ulan Id IP Address

wanagement 18.108.11.28

service—port A.0.0.08

irtual s W, [ |

(Cisco Controller> O>ping 18.10.11.1

Send count=3, Receive count=3 from 10.10.11.1

(Cisco Controller) >

RATYT20 Web 77 UHEMALTVvWLC EHICHR L ET,

ty b7y THEEL vWLC

VMware = Y —/L7 5 CLI 2 L T vWLC 2 ET 500 0 12, VMware £ 7213 KVM (i )7 OFAIZ5EH T & 5 i
FlbEhicariiae—o yneva=V 7 EE2FERLET, ZOHA RTRIBINTWS L HIZ, vWLC —E X
A= My BT ENTZRXY NT—ZIZT 7 BATHEMER SN 747 FPCIEL, ZOMEEZFHTEE
T, ZOMERIL, BREIN TRV VWLC 22680 CTlREI L7212, —E X F— hD& 7 A N T—FFYIZ DHCP
P—ERERMEL, PCTTA T MIHIBENTZRYy NU—27 T RLAZE DY TET, 774147 FPCIEWeb~7
FUWEEH LT vWLC IS TE £77,
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Starting

: L Heb: Heb Authentication
error). f you cannot ac a ment interface via HT
irtual Interface.

Enabling mtroller sioning
Configuring
Starting DHCP
) rver

BaBA183) - 192.168.1.14(8xcBaBB18e), network 1

5 240 (@xfffffffa), default gateway 192.]

ice port dhcp server setup on 1
ntroller)

Helcome to the C o Hizard Configuration Tool
Use the -’ character to backup

FIE

ATYT1 Y —bEAR—MNIv v LT ENDVWLCIZHER SN2 747 FPC T, 192.168.1.3 55 192.168.1.14
DIRESNT-&PHNLT FLAZHHALEd, vWLC IZ, EED 192.168.1.1 BNEN 04 ToHNET,
% Ethernet Status

Network Connection Details n

Metwork Connection Details:

Property Value

Connection-specific DN...

Description Intel(R) 82574L Gigabit Network Connect
Physical Address 00-0C-29-F9-63-2D

DHCP Enabled Yes

IPv4 Address 192.168.1.3

IPv4 Subnet Mask 255.255.255.240

Lease Obtained Tuesday, December 1, 2015 10:22:09 PN
Lease Expires Tuesday, December 1, 2015 10:32:10 PN
|Pv4 Default Gateway 192.168.1.1

IPv4 DHCF Server 192.168.1.1

IPv4 DNS Server 192.168.1.1

IPv4 WINS Server

NetBIOS over Tepip En...  Yes

Linkdocal IPvE Address fe80::d5dc:81bd:3d20:7238%12
IPvE Default Gateway

IPv6 DNS Server

< >

ARTYT2  IIATVRPCOLT T UV EBE, hup://192.168. 1.1 128kt LET, ity hT v 7 v PF—FK
M. FERICVWLC ZRET D72 ME R R/NROFIACERELFHE L £, BAOFIAT, HHE
T NEERR L, BEEDOL—VFZENRAT—REAJL, [Start] 7 U v 27 LET,
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ATvT3

32

('- =+ ’a hittp://192.168.1,1/screens/day0- config.tml P-c 8 Cisco Wireless Controller "

il
Cisco

Py
v/

Cisco Wireless Controller

2! Please start by creating an admin account

2ty b7 v 7 U4 F—FOFIE1 T, 27 24, H, Ak (HBMICZ 74 7 b PC Ot
MNHEAE) . NTP — X TVvWLC 2 E L £,

T, BEHA L H—T A AOEHIP T KL A, T Xy h~RA7 | F—bhvxA, BLOVLAN %
EZLET, ZOFIVYTIE, Xy NT—F AU F—T A ADKRHYD VMware/KVM ZENDH DT —
ZHR—F (F727) THREBIMEHATEOMLERHY T, Next] 227V v 27 LET,



ATy T4

Date & Time

Timezone

NTP Server

Management IP Address

Subnet Mask

Dafault Gateway

Managemant VLAN ID

PPN @ hitp-//192.168.1.1/screens/dayd-config html p-c

wWLC

United States (US) -

12/01/2015 4 14:36:55

Pacific Time (US and Canada) =

0.0.0.0 (optional)

172.20.224.50

255.255.255.0

172.20.224.1| l

0

FIE2 T, VAL ARy hU—27 (SSID) . EF a2 UF s BLORy hU—Z/VLAN OE[) 4 T%
MBS CTERLET, A7 a T, FAMRy NU—IRE, YA MNHOENOR Y hU—2 5

FOT7 7 v A FROEX 2T T AN T 7B AZBINT 5700 ENS@HERTFIENE N ET,

Next| 227 U w7 LET,
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stfean]ne
CISCO

Cisco Wireless Controller

1 Set Up Your Controller

‘[)mmmmMm

Network Name Employee
Security ~ WPAZ2 Personal -

Pass Phrase ssssssssse

Confirm Pass Phrase | seeesssses

VLAN Management VLAN ¥

DHCP Server Address  0.0.0.0 (optional)

C].mmmMm

ATv 75 fliiity b7y TOFIEI TIE, HEEFIIHMNORFERBLOV A2 VAP LALAN Y hr—F
DRANTZIT 4 ADT 7 4 ) MEMBT 57200 WLC RE & it C& £7, [Next] 227V v
LT, RELKTIEET,
GE) VAIADRA N T T 7T 4 AL, RO CREGAIC T SAUE T, http://www.cisco.com/c/
en/us/td/docs/wireless/technology/wlc/82463-wlc-config-best-practice.html

34


http://www.cisco.com/c/en/us/td/docs/wireless/technology/wlc/82463-wlc-config-best-practice.html
http://www.cisco.com/c/en/us/td/docs/wireless/technology/wlc/82463-wlc-config-best-practice.html

Wire ontroller

1 Set Up Your Controller

Low Typical High

Virtual IP Address ~ 192.0.2.1

Local Mobility Group  Default

Service Port Interface Using DHCP (default) -

ATv 76  fELEY N T T U4 PRI, REOTFEMAEEN LE T, KB 27U v LT, vWLC ZFHiiZEh L

ij—o
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Username
Systern Name
Country

Date & Time
Timezone
NTP Server

Management [P Address
Management IP Subnet
Management IP Gateway
Management VLAN ID

admin

vWLC

United States (US)
12/01/2015 14:38:20

Pacific Time (US and Canada)

172.20.224.50
255,255.255.0
172.20.224.1
0

2 Wireless Network Setiings

Employes Newark

Network Name
Security

Pass Phrase:
Employee VILAN
DHCP Server Address

T et Nerwork

Employee
WPAZ2 Personal

Management VLAN



Management IP Gateway 172.20.224.1
Management VLANID 0

2 Wireless Network Settings
L Enployee Newonk

Network Name  Employee
Securty 'WPAZ2 Personal
Pass Phrase:; et
Employee VLAN  Management VLAN
DHCP Server Address -

D et

" R Parameter Opimizaion

Client Density - Typical
Traffic Type Data
Virtual IP Address  192.0.2.1
Local Mobility Group  Default
Service Port Interface  DHCP

System will reboot after these settings are applied. Click OK to apply

o these configurations, or click Cancel to return to the setup wizard.

ok || cancel |

Client Density  Typical
Traffic Type Data
Virtual IP Address  192.0.2.1
Local Mobility Group  Default
Sernice Port Interface  DHCP

ATy T VyWLCHOAEE#TH L, iRty M7 v 7HEL Y — A R— b2 EIC UL, BETT—
2 R—  NEHT, FEEERINTEEHA L — T oA ABIOENA L F—T = A4 AEFERHLE T,
VWLC OE) Y THNEEHIPT RLATES A LET,
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e
cisco

Wireless LAN Controller

Welcome! Please click the login button to enter your user name and password

© 2005 - 2015 Cisco Systems, Inc. All rights reserved. Cisco, the Cisco logo, and Cisco
Systems are registered trademarks or trademarks of Cisco Systems, Inc. and/or its affiliates
in the United States and certain other countries. All third party trademarks are the property of
their respective owners.

Linux DA —RILAR—R{FE<T L > (KVM)

ZORXF=2 A ME, CUWNS2 Y7 hy =T U U —X|ZHSW= vWLC B X W Linux O h — R /_— 2 i<
(KVM) OB HR— MIOWTEFRINTWET, KVMiE, A2 A4 PL R J U —X81.1020 LIfED Y J—RTH
A= rENFET,

A

GE)  KVM#ZEALLE, VU—A811020 LV NI Aa A Y LADY =R X T T L—
FLARWZ &2 L £,

RATF AT N—Fx )L T4 LXLANOY FO—S5 (VWLC) O KVM Bij{R &4
WL, RAT 47 yWLC O KVM Ri#ESMtE T,

*H/NT2G () F2IE8G (K) oAEY

* f%/NT 1 50D vCPU

CHINT2ODXy T —27 f X —T = A A

38



*8G DA N L — VNN

* Ry hT—27 FNA X EF T Tvirtio]

* Open vSwitch 7' U v VIZERE SV TV D WBET NA ZIZITIP 7 RV ARRES N THWER A,

SRR OV TR, WEZSIL T 72 &V, http//www.linux-kvm.org/page/FAQ

FedoraOS 1 X b—JL
FedoraOS Z A ' A h—/L 3 51201%,. ROFIEZFEITLE T,

FIE

ATy I

ATvT2

ATvT3

ATv74

Fedora 21 Lg% A > A h—VLET, ROV 27 %27 U 27 LT, Fedoraz ¥ 7 a—RKL%ET,
https://getfedora.org/en/server/download/

Fedora 24 > A b=/ L7256, IPT RLRAEZFRELTA V¥ —F v MIBEILET,
ZOTF VAT, 2 00FHM Linux DA v F—T = A AR — "B vWLC IZHEHAEINET,

ifconfig{S} AL TA 3 —TJ A REBRELFET,
i

BODA L Z—T 2 A A T 7YV (WLCOV—ERAKR—F) H, PT RLRATZDAS L F—T =
ARIMELY FHAN, B L CEEITAIXLERDH Y 7,

Fo2DALH—T A A  WLCEBHA L X —T 2 AH, IPT FLAZIDA L E—T = A AW
HOFEFAN, B L TEEITAXLERNH Y F T,

EIFEFITEADA LA —T 2 A A Linux 772V EYTF 4, Linux By 7 AZkT5 %y hT—2
DEFERH AT, DAL EZ—T A RZIP T RLAEZELET,

G¥) F 7V h T, KVMIZVWLC OV —E A R— L LTHRIIDA v F—T =2 AfEH L
F9,

Linux (IZ7 7 EBAL, £ Z—3y NMNZT Z7RBALTHEFHTHIZIE, BEIELEIFEI40A 2 —T = A
AWZIP 7 RLAZEFHELET,
vi /etc/sysconfig/network-scripts/ifcfg-enp2s0f3

Gx) BOOTPROTO % DHCP 7 HEHJIZZ5H L, IPADDR, NETMASK. BROADCAST. BL W
NETWORK O % BMTH2LENH Y T, FFHIP T RLAEZR|NT L2 L 2HEELE
?—O

Bl

NM_ CONTROLLED="yes"
BOOTPROTO=static
DEVICE=ethl

ONBOOT=yes
IPADDR=192.168.8.248
NETMASK=255.255.255.0
BROADCAST=192.168.8.255
NETWORK=192.168.8.0

39
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GATEWAY=192.168.8.1
TYPE=Ethernet
PEERDNS=no

ATYTS  TrANVERIFELET,
E el

ifconfig <interface name> <IP address>
ifconfig <interface name> netmask <netmask address>
ifconfig <interface_name> broadcast <broadcast_address>

F 72

ifconfig <interface name> <IP address> netmask <netmask address> broadcast <broadcast address>

GE) TaX B LUDNS FEREMLBISCTRELET, £ v F—Fy MRRERICT 7 EAT
LT LaMERLET,

Fedora 0S D FE
A > A b —11IZ Fedora OS & B H 9 2121%. O FIEEZFEITLET,

FIE

AT 71 Fedora OS O HH :
yum install update

ATv 72 GUIDA A=)
yum install @gnome-desktop -y

ATwF3  VNC H—X http://www.namhuy.net/3 134/install-vnc-server-on-fedora-20.html > > A h—/L :

yum install tigervnc-server -y

ATy T4 X1 DAL A R—)b:

yum groupinstall "X Software Development"

KVM £ & BHR— b+ /3y 4 — D8 O Open vSwitch D1 > X F—)L
yum install -y @standard @virtualization openvswitch

systemctl enable network.service

systemctl start network.service

systemctl enable openvswitch.service
systemctl start openvswitch.service

KVWM DA VR b—)LDFEEE

lsmod | grep kvm
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Intel 7' vt > D H I
[root@localhost system]# lsmod | grep kvm

kvm_intel 147785 0
kvm 464964 1 kvm_intel

Y NI —UH%F

Ty SDEBREEUVR—FADITVELYT (A—HRy b A3 —T A R)

ovs-vsctl add-br ov_10nw

ovs-vsctl add-port ov_10nw enp2s0f0
ovs-vsctl add-br ov_9nw

ovs-vsctl add-port ov_9nw en

TV VOLENIXML 7 7 A VTHERSND D ERICTHAVERH Y £,

TNy ITvEYTDRR
ovs-vsctl show

Bl

[root@localhost ~]# ovs-vsctl show
099e8b7e-bf00-4071-be62-ec55£9b543cc
Bridge "ov_9nw"

Port "ov_9nw"

Interface "ov_9nw"

type: internal

Port"enp2s0f1l" Interface
"enp2s0fl"

Bridge "ov_10nw"

Port "ov_10nw"

Interface "ov_10nw"

type: internal

Port"enp2s0£f0" Interface
"enp2s0£f0"

ovs_version: "2.3.1-git3282e51"

XML 7 7 A4 JLD1ERL

220 XML 7 7 A /v, servicenw (10nw) A& &P (9nw) HAZIER L £,

il

10nw_ethO _ov.xml
9nw_ethl ov.xml

WD XML 7 7 A ViZiE, v U —27 £721%

il © +_TD VLAN 2 r[ T 554

<network>

<name>10-nw</name>

<forward mode='bridge'/>

<bridge name='ov_ 10nw'/>

<virtualport type='openvswitch'/>
<portgroup name='vlan-any' default='yes'>
</portgroup>

</network>

FFAT 5 HDITHE SN VLAN [E#RA G ENE T,

7V v ORI Tovs-vsetl] a2~ RHIZ/ER SN DD LR L THLILERNH Y 7,
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KR ED VLAN 721 23] T2 LB R H 2561,

<network>

<name>ov-nw</name>

<forward mode='bridge'/>

<bridge name='bridge 1'/>
<virtualport type='openvswitch'/>
<portgroup name='all vlans' default='yes'>
</portgroup>

<portgroup name='vlan-152-untagged'>
<vlan>

<vlan mode='native-untagged'/>

<tag id='152"'/>

</vlan>

</portgroup>

<portgroup name='vlan-153'>
<vlan>

<tag id='153"'/>

</vlan>

</portgroup>

<portgroup name='two-vlan'>
<vlan trunk='yes'>

<tag id='152"'/>

<tag id='153"'/>

</vlan>

</portgroup>

</network>

FROBREDOHE

WD7 x—<y NefEALET,

portgroup name='all_vlans’ |, 9XT® VLAN Z7Fr] L ¥,

portgroup name="vlan-152-untagged’ (%, 152 ® % 772 L VLAN O #FFA[ L £ 77,
portgroup name='vlan-153 /£, 153 ® VLAN OAFFA[ L £7,

portgroup name="two-vlan’ (X, 2 -2®D VLAN, 2%V 152 & 153 DA LET,

CDP /X4y k(2 & % Open vSwitch A 5> D EREEFA]

ovs-vsctl set bridge ov_9nw other-config:forward-bpdu=true

RERY FT—ODRT

virsh net-list --all

TIHIL DRy FT—9 DOHEIR

virsh net-undefine default

RERY FT—20 DOER

virsh net-define <xml file name>

RERY FT—ODRTK

virsh net-list --all

RERY 77— ORE

virsh net-start <network name_that is in the list>
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il

[root@localhost ~]1# virsh net-list --all

Name State Autostart Persistent

default inactive no yes

[root@localhost ~]# virsh net-undefine default
Network default has been undefined
[root@localhost ~]# virsh net-define 10nw eth0 ov.xml
Network 10-nw defined from 10nw_ethO ov.xml
[root@localhost ~]# virsh net-define 9nw ethl ov.xml
Network 9-nw defined from 9nw ethl ov.xml
[root@localhost ~]# virsh net-list --all

Name State Autostart Persistent

10-nw inactive no yes

9-nw inactive no yes

[root@localhost ~1# virsh net-start 10-nw
Network 10-nw started

[root@localhost ~1#

[root@localhost ~]1# virsh net-start 9-nw
Network 9-nw started

[root@localhost ~]# virsh net-list --all

Name State Autostart Persistent

10-nw active no yes

9-nw active no yes

Fedora IR <w > v xr—T v (WMM) ZFEAHLA-WLC DA VX
—JL
Fedora IZ VMM ZfEfl L CVWLC A4 > A b —A$ 51213, WROFINEEZFITLUET,

MY

GE) Fedora ~®D =1 Y —/ L, VMM 21 GUI 2S4BT,

FIE

ATY T WEREMEES (axr P TFrrr b)),
ATwF2  a= K virt-manager & FE{TL £ T,
Virt Manager (VMM) Ry 77 7 U 4 RURFKRINET,

43



ATvT3

ATy T4

44

Virtusl Machine Manager
Fl\ Edit View Help
& 5 Open ] g -

Name

 localhost (GEMU)
wml
lln" Running

o L

¥ CPUusage

‘-‘\

LW~ (VM) Z{ERR L £,

Virtual Machine Manager

File Edit View Help

Add Connection... |

-

¥ CPUusage
Close Clri+W
Quit Crrli@
INAZEINL £,




ATy TH

ATvT6

Virtual Machine Manager

File Edg—

| New VM
L)

* locathos)
L »

S Ri

Connection: localhost (GEMU/KVM)

*/ Local install media (ISO image or CDROM)
_ Network |nstall (HTTP, FTP, or NFS)
Metwork Boot (PXE)
Import existing disk image

Cancel

=

Forward

W
Al

L
== Rl Choose how you would like to install the operating system ———

— __I

VWLC D ISO 7 7 A V& BIN L F 7,

Virtual Machine Manager
File Ediy
New VM
= localhost
. ‘ Locate your install media

' Use CDROM or DVD

| | 1
lg Rt No device present ¥ |

# Use I50 image:

froot/Downloads/CTVM. images8._1/1 ~ Browse...

+ Automatically detect operating system based on install m(k'a
OS5 type: Unknown
Yersion:  Unknown

Cancet | | Back Fo—

-
=
—,I

A€V & CPU ZEIR L 7,

45



ATy T

ATvT8

46

Virtusl Machine Manager

File Ediy
| New VM

LN Upta 128728 MA svallable on the hest

- S

Up to 32 availsble

Cancel ‘ Back . Forward

T4 AU AR LE T,

Virtual Machine Manager

New VM

. & Enable storage for this virtual machine

S | * Create a disk image on the computer’s hard drive
" oy ——
Ri 80 - + |GB
m 38.7 GiB available in the default location
~ | Allocate entire disk now

w

' Select managed or other existing storage

Browse... |

VM (Z4 i &2 T £,



Virtual Machine Manager x

Fite Ediy— e —
New VM
= tocalhos)
.ll . Reacytobey!ththst_al_ift_ﬁ
il Name: | ym3 e
L
Ry 0S: Generic R =
m Install: Locat COROMAISO k I
Memory: 4096 MiB S
CPUs: 1

Storage: 8.0 GiB /vai /Bb/ibvirtimagesivin 3.gcow
) Custemize configuration before install

& Specifying an cperating system is required for best performence
* Advanced options

Cancel Back Finish

AT 79  [Customize configuration before install] = > 7 R 7 A% A2 LT, [Finish) 27V >vZ7 LET, (Z
CTHOA Ty a v EFRETEEY)

Virtusl Machine Manager x
e Edg— r
| New VM
 localhos)
! w Ready to begin the installation
L - R [

Name: | vm3  —

(>
X 05: Generic

E Install: Local COROM/ISO ]

Memory: 4096 MiE
CPUs: 1

'R

Storage: 8.0 GiB /var Bb/sbeir Uimeges/vin 3 .qeowl
-‘ Customize configuration before install

L) Specifying an cperating system is required for best performance
» Advanced options

Cancel Back Finish

ATw 710 [AddHardware] %7 VY v 27 L£7,
[Add New Virtual Hardware] 7« & R 7 RERRSILE T,
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vm3 Virtual Machine

«f Begin Instaliation & Cancel

ET oo

;:3 Processor Name: win3
m Famaey uuID: b5b40b0C-3626-4609-b3dc-8d66 1efd3094
3% Boot Options
oy Status: B Shutoff (Shutdown)
= Disk 1
& NIC :74:00:87 Title:

5 Input Description:
! Display Defaulr

G Console
B viceo Default
B Controter Use Hyparvisor Details
Hyperviser: kvm
Architecture: x86_64
Emulator: fusr/bm/gemu-kvm
Fimware: BIOS ~

s

Chipset: | 4408x »

Add Hardware

IOV RUT, ROEIIT, —ERAR—, FHA L F—T oA A VU TNEROBRENTE
£7
a) [Network] #7 U v 7 LT, ROFIEEFATLET,
— [Network source] Kv v 77X UZX b, ffixy NUV—27 @R L £, (VWLC O¥—E
A R— M E Y N —7 IR D L a3 L E9)

— [Portgroup] K= v 7' X7 U A Rnb, ZHbH5E1E. XML 7 7 A LV CREINTNDAR— b
TN—T %R L ET,

—[Devicemodel] K22 > 7 &7 U A Rk, [vitio] (BBFE T, ZHhOABYR—hahEd)
ZER L, [Finish) 227V v 7 LEd,

b) BEA L H—T oA ADEEF v b T — 27 OFREITIL, [Add Hardware] > [Network] 3R L T Y i
LET,
GE) VWLC [Z 2 DDA — F (h—E A RN— F EFBEZZEBA o F—T = A ) OHh%

PR—=FLET, BEHA LY —T oA AIERFLTENA X —T 2 AT BT
INFET,

¢) [Add Hardware] > [Serial] # 2 U » 7 L [Finish) %7 U v 27 L£7,



ATy 7N

ATy 12

GE) Fedora 21 |Z(% [Virt-Manager] /X— 2 > 1.1 35 Y | portgroup 7> a U NH Y £,
VAR —=T a3 TEH Y FHE AL

q‘? Begin Instatiatf —

Add New Virtual Hardware

J Storage
B Controller

Network source:  Virtual network ‘s-nw’ : Bridge network ~

D Processor
B Memory i ¥ Portgroup:  vlan-02 ¥ |
zﬁ Boot Options  — Captics [
N M Sound MAC address: ¥ | 52:54:00:95:35:cc
e Disk 1 | L
4| Serial 1
& NIC :74.00:8 otk Eide v
s al Panallet Posc modey. B }
) Input s
B Display Detag 4 Comsole
B i 4 Channel
B oo Detauy ¥ USBHONT Davice I
' Controfar U4 a PCI Host Device
B video
B Watchdog
B Fiesystem
“ Smartcard
@ USB Redirection
a tem
d RNG
¥ Panic Notifier
| Cancel Finish | |
Acd Hardwd f
[Begin Installation] 22 V > 27 LE7,
vm3 Virtusl Machine
< Bagin nstaation & cancel
omicort
O Processor Name: vm3
B Memory
- made uuID: b5o40b0c-3626-26e9-b3dc-8d661efd 3094
o NS
o Status: B shutoft (Shutdown)
ak Dukl -
W NIC :74:00:87 Titte:
= NIC :95:35:¢ Description:
B NIC 7dRe:0c
25 inpat

B8 ooty Defautt

B visco Defautt
B Controller use

Agd Hardware |

Chipset: ‘ AA0FX *

G Serial Hypervisor Details
Hypenrvsor: lom
Aschitecture: xB6.64
Emulaton Jusribn/gemu-kvm

Firmware: 1 BIOS * A

VHRED WLC DT a7 "RFRINDIETHELET,
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FedoraOWLC O >V —IL~ADT7 IR
VWLC 2 Y — Vil T 7|8 AT 5I120%, ROTFIEEZEITLET,

FIE

ATYT1 ERND, ROav s REFTLET,

virsh console <vm name eg. vml>

ATv T2 M~ x—T %06 vWLC ZFHEE L7,
VWLC |2~ v B 7 &7z vNets & HoF 5121d, vWLC TRD a~ > REFETLET,

show interface detail management
GE) %D 6477 v M lifconfig] Hi71E—FEEET,

UL, BEDO VWLC BRE SN TV DEE, %4875 [vNets) 2G5 51ET
R

VWLC 5 & U Ubuntu IZ28HD KVWM D1 > X b—)L

Ubuntu & KVM & A A b—/L§ 5121, ROFNEEZFEITLET,

FIE

ATw 71 UbuntuServer 13.10 LI Z A > A F—)L LT, AULEY 2 — /R r—T% A VA h—)LHIEIR L
\35?—0

ATwv72  QEMU/KVM/Open vSwitch /3w 77— 2RO FIATA > A h—L LET,
apt-get install gemu-kvm gemu-utils
uml-utilities bridge-utils socat vncédserver vncviewer
apt-get install kvm libvirt-bin virtinst
apt-get install openvswitch-controller openvswitch-switch openvswitch-datapath-source

RATwF3  OpenvSwitch —E 2 &AL £7,

service openvswitch-switch start

AFvT4 AT LAEVT—FLET,

Ubuntu EO1EIRY DR Y FD—DEKRTFE
AA R Linux TLERBY DXy NT—FVREEZFATTHITIE. ROFNEEZFEITLET,
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FIE

ATv 71 250D OpenvSwitch 7 U v U&EER L, eth0, ethl ZXHIET 27V v Vlivw v BV 7 LET,
ovs-vsctl add-br ovsbr0O [bridge name]
ovs-vsctl add-port ovsbr0O ethO
ovs-vsctl add-br ovsbrl[bridge name]
ovs-vsctl add-port ovsbrl ethl
ovs-vsctl set bridge ovsbrl other-config:forward-bpdu=true
Required for CDP packets forwarding from Open Vswitch]

ATwFT2 By NI—7 EEFT DT, XML 7 7 A )b [mgmt.xml] Z KD X 5 IZHER L £7,
<network>
<name>VM-Mgmt-Nw</name>
<forward mode='bridge'/>
<bridge name='ovsbr'/>
<virtualport type='openvswitch'/>
<l--
If the linux host port[For eg, ethl] is connected in trunk mode
to the downstream switch[which is also connected to the
openvswitch bridge ovsbr], then by choosing the following
portgroup, traffic from all vlan is passed up to the VvWLC.
The management interface should be in vlan tagged mode.
And multiple interfaces can also be created with different vlans.
If the linux host port is connected in untagged mode to the
downstream switch, then on choosing this portgroup,untagged
frames are passed up to the vWLC. Hence management interface
has to be untagged.
-—>
<portgroup name='default-portgroup' default='yes'>
</portgroup>
<l--
If the linux host port is connected in trunk mode to the
downstream switch [which is also connected to openvswitch
bridge ovsbr],and if only certain vlans are to be allowed,
choose this portgroup.
Uncomment the following portgroup and edit the tag ids
to the vlans allowed. You are free to add as many vlan ids as needed.
-—>
<l--
<portgroup name='Management-Portgroup'>
<vlan trunk='yes'>
<tag id='4092'/>
<tag 1d='4093'/>
</vlan>
</portgroup>
-—>
</network>

GE) BT L 2 VLAN # & fE L F
?—O



ATYT3  ROavr REFETL, BHRy bV —27 ZERLET,
virsh net-define mgmt.xml

virsh net-start VM-Mgmt-Network

ATvT4 YA R—b Ry NI EEELT D561, FIE2ZHVIRLEST, y—EAKR—bF 2y FU—
7 & EFRT HITIE. XML 7 7 A b [service.xml] Z KD K D IZ/ER L £,
<network>
<name>VM-SP-Nw</name>
<forward mode='bridge'/>
<bridge name='ovsbr'/>
<virtualport type='openvswitch'/>
<l--

If this portgroup is chosen, it is presumed that the linux host port
[For eg :eth0, connected to the openvswitch bridge "ovsbr"]
is connected in access mode to the neighboring switch.
-—>

<portgroup name='default-portgroup' default='yes'>
</portgroup>

<l--

If the same linux host port[connected to the openvswitch
bridge "ovsbr"] as that of management interface is mapped
to Service interface in vWLC and if the linux host port
is in trunk mode ,then choose the following portgroup to
have untagged packets for service port access.

Uncomment the following portgroup and create the network.
Also, edit the native-vlan as per your network settings.
-—>

<l--

<portgroup name='Service-portgroup'>

<vlan>

<vlan mode='native-untagged'/>

<tag id='4094'/>

</vlan>

</portgroup>

-—>

</network>

G T L IC VLAN ¥ 7 % fRE L %
?—O
ATvTE  KOavwr REFITL, P—ERA Xy hU—7 ZERLET,
virsh net-define mgmt.xml
virsh net-start VM-Service-Network

ATYT6 RKOawr REEHLT, (XY NV—T DRAT — X 2R &R LET,
virsh net-list --all
All the created networks are listed as active.
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VMM #{EFH L 7= vwWLC D#2 &)
VMM %] LT vWLC ZEE§ 5 12iE, ROTFIEEZFETLET,

MY

G¥) ZHuX, Fedora Z#fEH L72A > A b— Il TWET,

FIE

AT 1 vy %=y (VMM) 2RO L) ZEE L £,

a) GUI 75 VMM % #4257, 3 = /L) 5 virt-manager & A/ L £,
GUI T, ROFNET vWLC A > A X v A& HICIER T 5 Z L TE £7,

b) 1SO A A=V ZBR L 7,

) AEVIZ4GB ZEINLET,

d) CPUIZ 1 ZIRL FT,

e) qcow2 f A=Y ETraw A A—VERELET,

f) {VAN—ATIRNCHAZ A RREET Y v I LET,

g INIClZZ7 Vv 7 L, T/ A ET /L% virtio ICEE L, mA b T/31 A% VM-Service-Network (Z
EHELET,

h) [Add hardware] #7 U v 27 L7,

) HLWY 4> RUT, [Network] #27 UV v 27 L, FRA b 5734 2% VM-Mgmt-network (2, T /314 &
TV % virtio IZEFE LET,

J) [Begin installation] %727 U v 7 L £,

RATYyT2 axrRF7ur7 bpb, WLCIHKRO A~y RTRERICY = A b A V AZ o AETEET (BEIC
JGCTTZ 7 AN ERAEZERTLET) |

virt-install --connect=gemu:///system
--network=network:VM-Service-network,model=virtio
-—-network=network:VM-Mgmt-network,model=virtio --name=vml
--cdrom=/home/user/vWLC/images/<AS_CTVM 8 1 xx xx.iso>
--disk path=/var/lib/libvirt/images/4.img, size=8

--ram 2048 --vcpus=1 --vnc --vncport=5926

VMM @) YWWLC ~D 7 U X
N—F % /L WLC (VWLC) %, RO FIETT 7 BATEET,
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FIE

2Ty virsh console <Virtual Machinename> % B & £ 7,

ATFv T2  VNCviewer : 7= & 1. Tvirsh vncviewer <VirtualMachine name>] 7>5 vWLC @ VNC OFEM A ML L.
Z D VNC #5027 U< lvneviewer 127.0.0.1:11] & L TCVWLCICT 7 AL E1,
ATFY T3 VMM nbary Yy — L7 7k ALET,

VWLC £ & U Suse Linux BEDOARX k Linux D14 X =)L

SLEs 12 - https://www.suse.com X V> u— RKLET, (BT A OEERPLETT)

ceth0: 77V 27 (WLCOH—EZR—K) H, IPT RLAZZDA v Z—T oA ZTHEH Y AN, $#
HLTRBITA2XLERH Y 4,

sethl : WLCEHRA L X —T oA A, IPT RLRAFZZDA v X —T oA AHEH Y FHAN, kL CEE+
HVENRH D F9,

ceth2 ¥72133: Linux 727 B EU T 4 M, Linuk Ry 7 ABIORZZ b A v F—Fy MIHT 5%y hU—7
DEFMERHBT-D, ZDA v HZ—T oA XIPT FLAZEELET,
DY

GE) DDy r— U F 721X KVM/vSwitch TIEET S RIIZ, Linux 7 — R VAR L E3, 1 —
FIR—=T g N 31236-38 LI TH D Z L AR L £9,

H—F )b N— 3 8 3.12.36-38 LI TRWEAIX, WOFIEEZFEITLTCT v 77 L—RFLET,

FIE

ATYv 1 SLES 12 &% —NZA VA M=V LET,
ATvT2 =P EEBHLEZL, v VACH—FIVRPM ZaE— LT,
ATv T3 KT, rpm -ivh <kernel>.rpm % E1T L £ 7,

RPM 731 A b — /L SVET, BRIEITITRFEA 23000 97,

ATFYTE AU AF—ARETLEOY U E2HEH L, &FHOH—F/L7) uname —-a ZHH L Tue— FEShizZ
LEMERLET,
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Suse TOKWMBLUHER—F N5 —DA VR B—)IL
WoDa<y REFHALTC, KWMBLIOYR—F o r—V% 4 A =1 1LET,

zipper install openvswitch openvswitch-switch
zypper install kvm libvirt libvirt-python gemu virt-manager

SSH O &1k
Woa<r REFERITLET,

zisystemctl enable sshd.service — enabling sshd daemon
systemctl start sshd.service — starting ssh
netstat -an | grep :22 — to see if port# 22 is listening

oy hI—Y B

TV PDERBEEUVR—bADTVEYYT A—YHRy b A3 —T14X)

ovs-vsctl add-br ov_10nw
ovs-vsctl add-port ov_10nw eth0 ovs-vsctl add-br ov_9nw
ovs-vsctl add-port ov_9nw ethl

TV POLAENLIXML 7 7 A VTHEREINDBDERICTHAILENH Y 77,

Ty IvEVITDERE
ovs-vsctl show

11

linux-f8es:~ # ovs-vsctl show
51600063-b508-45b0-9d0c-9£74036114c5
Bridge "ov_9nw"

Port "ov_9nw"

Interface "ov_9nw"

type: internal

Port "ethl"

Interface "ethl"

Bridge "ov_10nw"
Port"ov_10nw"

Interface "ov_10nw"

type: internal

Port "ethO"
Interface "ethO"
ovs_version: "2.1.2"

XML 7 7 1 JLDYERK
2250 XML 7 7 A /L., serviceenw (10nw) H &&EH (9nw) HZ1ERL F9,

10nw_ethO ov.xml
9nw_ethl ov.xml

WD XML 7 7 A V2t 3y U —27 FEFEFAT S DIV VLAN [FHRAE £ £,
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5l : T _TOH VLAN 2[4 554

<network>

<name>10-nw</name>

<forward mode='bridge'/>

<bridge name='ov_10nw'/>

<virtualport type='openvswitch'/>
<portgroup name='vlan-any' default='yes'>
</portgroup>

</network>

7V v VOAHNL Tovs-vsetl] 2~ FRIMER SN2 D LR L THLILENDH Y £,

Open vSwitch DEAA

service openvswitch-switch start

AT LEERFIZEIR T 5 Open vSwitch D E%E

chkconfig openvswitch-switch on

)

GE)  vSwitch (X, ERoa~vr R LTT Y v UaERT 2ENCBAT 2 NERH D 7,

libvirt D BHa

service libvirtd restart

CDP /X4y (2 & % Open vSwitch Hh 5 D &Rk 55 7]

ovs-vsctl set bridge ov_9nw other-config:forward-bpdu=true

Ry bT—U DR

virsh net-list --all

TI74HIL DRy FT—5 DHIK

virsh net-undefine default

RERY FT— DER

virsh net-define <xml file name>

RERY FT—0DRTE

virsh net-list --all

xRy bT—9 DA

virsh net-start <network name that is in the list>
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linux-f8es:~ # virsh net-list --all
Name State Autostart Persistent
default inactive no yes

linux-f8es:~ # virsh net-undefine default
Network default has been undefined

linux-f8es:~ # virsh net-define 10nw_eth0O_ov.xml
Network 10-nw defined from 10nw_ethO ov.xml
linux-f8es:~ # virsh net-define 9nw_ethl ov.xml
Network 9-nw defined from 9nw ethl ov.xml
linux-f8es:~ # virsh net-list --all

Name State Autostart Persistent
10-nw inactive no yes
9-nw inactive no yes

linux-f8es:~ # virsh net-start 10-nw Network 10-nw started
linux-f8es:~ #

linux-f8es:~ # virsh net-start 9-nw Network 9-nw started
linux-f8es:~ # virsh net-list --all

Name State Autostart Persistent
10-nw active no yes
9-nw active no yes

VMM 2R L=-WvWLC DA > X —JL

SUSE Linux | VMM Zf# ] L C vWLC Z A > A h—/L 3 5121%. ROFIEZFET L ET,

FE
ATw 1 Fedora & [FEE, WikIZB®E) LT, [virt-manager] & AL ET,
R~ r~v32—Y % (VMM) BRRINET,

ATFvFT2 fH~vr ~3x—Yy (VMM) ZEHALTVWLC 24 > A b—L9 5 FIEEZFITLET,

RTUZ AR
FIig

ATY 1 APAdder 7 A L A% A A h—/)L¢ 5(21F, [Management] > [Software Activation] > [Licenses] % 27 U v
7 LET,

ATw 72  [Adder License] fE# D [License Count] 7 4 —/L KT, T4 A X A % [Add] (2% E L. vWLC HIZ
WAL AP 74 A$%E AT LT [SetCount] 7 U v 7 LET,
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Licenses

Adder License

License Count (Add _ ¥][200 | [Seticount]

License Type Time(expires) RTU Count Status
20 gount Evaluation 12 weeks, 5 days 200 Active, Not-In-Use

ATv T3 U Ra—% T4k R (EULA) &t [[Accept] 227 VU v 7 LET,

End User License Agreement (EULA) ]

MPORTANT: PLEASE READ THIS END USER LICENSE AGREEMENT CAREFULLY. DOWNLOADING,
NSTALLING OR USING CISCO OR CISCO-SUPPLIED SOFTWARE CONSTITUTES ACCEPTANCE OF THIS
GREEMENT.

Enabling additional access points supported by this controller product may require the purchase of
upplemental or "adder"” licenses. You may remove supplemental licenses from one controller and
ransfer to another controller in the same product family. NOTE: licenses embedded in the controller at
ime of shipment are not transferrable.

By clicking "I AGREE" (or "I ACCEPT") below, you warrant and represent that you have purchased
ufficient supplemental licenses for the access points to be enabled.

Il supplemental licenses are subject to the terms and conditions of the Cisco end user license
agreement (http://www.cisco.com/en/US/docs/general/warranty/English/EUL1KEN_.html), together with
ny applicable supplemental end user license agreements, or SEULA's.

Pursuant to such terms, Cisco is entitled to confirm that your access point enablement is properly
licensed.

f you do not agree with any of the above, do not proceed further and CLICK DECLINE below.

IAccept | _ Decline |

AP Adder 7 A B AR VWLC IZA v A h— L ENTHERMELENET,

Licenses

Adder License

License Count [Add v | [0 | [set count |

License Type Time(expires) RTU Count Status
ap count Evaluation 12 weeks, 5 days 200 Inactive
ap_count (adder) Permanent No Expiry 200 Active, Not-In-Use
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CLlZERALERTUS AR

FIE

ATv T

ATvT2

ATvT3

CLIZfEHLTAPAdder 5 AL A% A A =T BI21F, kOavwr REANLET,

(Cisco Controller) > license add ap-count<1-200>

Ty R a—% F14 R (EULA) %/, Y Z AL, [Enter] Z# F L CERBLET,

HRed - ap-count

Right to Use

Enabling additional access points supported by this controller
product may require the purchase of supplemental or "adder"

licenses. You may remove supplemental licenses from one controller
and transfer to another controller in the same product family.

NOTE: licenses embedded in the controller at time of

shipment are not transferrable.

By clicking "I AGREE" (or "I ACCEPT") below, you warrant

and represent that you have purchased sufficient supplemental
licenses for the access points to be enabled.

All supplemental licenses are subject to the terms and

conditions of the Cisco end user license agreement
(http://www.cisco.com/en/US/docs/general/warranty/English/EULKEN .html),
together with any applicable supplemental end user license agreements,
or SEULA's.

Pursuant to such terms, Cisco is entitled to confirm that your

access point enablement is properly licensed.

If you do not agree with any of the above, do not proceed further

and CLICK "DECLINE" below. ACCEPT? [y/n]: Y

Successfully added the license.

APAdder 74 B ANRVWLCIZA VA b=V ENTEMMELEENFE T, kDX H I,
a<v REASLT, AV A N—NELDFTA L AEHRTIET,

(Cisco Controller) > show license summary

Feature name:

ap_count License type:
Evaluation License Eula:
Not Accepted

Evaluation total period: 12
weeks 6 days License state:
Inactive, Not-In-Use

RTU License Count: 200

Feature name:
ap_count (adder)
License type:
Permanent

show license summary
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License state:
Active, Not-In-Use
RTU License Count:
200

AT9 T8 BETA VL AET 7T 4 7TALERIIET 77 4 7T HI121E, kDa~<>r RE AN LET,

license {activate | deactivate} featurelicense name

AYX— k542X

VA Av—hK VT 2T AR RIZEY, BEOT U Z A VALY MEEBEZHIFRL, YT FU =T DA A

F—b R=2 T AERERMETH LT, v R2a Y7 by =T OA, B, B, BIOEINES IR E
9, ZHUE. PAK R— R BT ANE R LR — S R—2DET L EENTIH LT e —F(CBET 5,

YAADY 7 by = TG 2 KREREETT,

VAIARAY— K YT Ry xT TARVAL, ROFEEFELET,

CMEABIOEAN LT N, RE YT Ny =T O R

*HENZ A B AHME

WY T N =T TARBVA T Ty b7 r— A BIORY 2 XG0 FEL

* S = 2 OHIE AT REME
BEE, BEEOBRRL A= F—, BLOVRaE, N—FY=7, Y7 o7 2o LAV b, BLO
B —E A % Cisco Smart Software Manager A > % — 7 = A A CHERTE £,

TRTCOAY—N Y7 b =T T4 ARMT, V07N b= U THREBIOEMET D L XlIcADEEIND
72, Web A MZT 72X LT PAK G O% TR Z BT 2 MERH Y FH A, PAK F72IZTA A T 7 A
NEFHATHRDVIC, Av—F V7 b xT T4 ATIE, ZHOOHBLSNZHETR— 75 U 2K T
HHCTELY 7 b0 =27 FARVAFRIZZ U H A MAAV O —VERELET, 77—V 72k T4k
BEAANTHMENL 725728, RMA TR H £ 9, Cisco Smart Software Manager CEFLERD T A & 2 A
HAZ B OHHICACEHETEET,

FPEAERLE | T AR T Ty N7 r—b, BIOEMAREHEZBL T, VA2 V7 My =TIZXB 07 Ao
é?ﬁ®mw@%b%Ehi¢o

Web GUl Z#FAL-AT—F 514tV X

ROFNEZ, AV N 770 KT 7RAMITO, kb —KREANE— FT?O:®ﬁ4Pi X?~F?4?V
AZFECHAT 2O TIED Y A, 2—WiE, TTIIT7 7 EAER D, [CA~— b TA & AKRE
BAPMRELCTND Z EAHRFSNET,

A—PITIE, VWLC 288k 2712 DI b —2 VD BT DRENNME TS, A~v— b T4 L AT H5F
MZOWTIE, BEITISCTEATA 2SR LTIIES 0,

60



AX— b A RADEMILE TINA ADEER

FIE

ATy T

ATy T2

ATvT3

WLC CTA~v— K 74 RAEHET 521X, [Management] > [Software Activation] > [License Type] {Z
BE#LET,

[Licensing Type] & L C, Ku v 7 X 7 X ==a—»5 [Smart-Licensing] %% L 9, Call Home 7' &
77 ANDAT— |k T A& AF IO Smart Call Home @ URL % k7 % 7= DI H S+ % DNS H—
NOIPT FLVAZANTJLET, [Applyl 27 U v 7 LT,

MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Management \

Summary
SNMP

Licensing Type | Smart-Licensing + | \

-

HTTP-HTTPS
Telnet-SSH
Serial Port DNS Server IP address I

DNS Server

Local t
Users

User Sessions
» Logs
Mgmt Via Wireless

w Software Activation
License Type

b Smart-License

b Tech Support

ZOTFNEDHIZ, [Commands] > [Restart] T2 b —7 ZHEE) L £,

[Management] > [Smart-License] > [Device registration] (&8 L3, 727 2 3 > & LT, [Registration] %
BIRLET, ab—&ENE =2 IDEAN L TTF AL A B LET,

cisco MONITOR ~WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Management Device Registration \
Summary
o action (gm0
HTTP-HTTPS Smart License registration in the field
Telnet-SSH FolcaniE
Serial Port

Loea] HMansyemant MTQ3MzBhZDEINMJOC00ZWMALWFIODKYTVKNmM4ZTUSZWQ3LTEONDQ4N gw

Users
%0AODYSNUBZFRaRz Yve TRxaUkSKOtKeVRZanVVeHE 1K2F3SnU1 RIKOL1I4WTIY
User Sessions %0ANStzNDO%3D%0A
¥ Logs

Mgmt Via Wireless

~ Software Activation
Licenses
License Usage
License Type

* Smart-License
[Bevice regetration]
atus
= Call-home
Configuration
Status

¥ Tech Support
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ATv74

ATvTH
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[Management] > [Smart-License] > [Status] T, % &k &

MONITOR  WLANs

CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS

RRED AT —H 2 g LET,

HELP FEEDBACK

Management

Summary

F SNMP
HTTP-HTTPS
Telnet-SSH
Serial Port

Local Management
Users

User Sessions
b Logs
Mgmt Via Wireless
Software Activation

* Smart-License
Device registration
Status

w Call-home
Canfiguration
Status

v

} Tech Support

CSSM AR—H LT, T3 RN ER ST KIS T D487 71 7 > N @ [Product Instances] # 7127 7
DERRSNET,

Status ‘\
Smart-Licensing Parameters Status :
Smart Licensing is ENABLED
(S m:t;l.lqs.l.l.a‘.la’j
o0 vireicss Controller

Virtual Account: APSOOD

Export-Controlled Functionality: Not Allowed

Initial Registration: SUCCEEDED on Sep 24 16:19:54 2015 UTC
Last Renewal Attempt: None

Next Renewal Attempt: Mar 22 16:21:31 2016 UTC
Registration Expires: Sep 23 16:17:52 2016 UTC

License Authorization:
Status: AUTHORIZED on Sep 24 16:21:12 2015 UTC
Last Communication Attempt: SUCCEEDED on Sep 24 16:21:12 2015 UTC
Next Communication Attempt: Oct 24 16:21:31 2015 UTC
Communication Deadline: Dec 23 16:18:15 2015 UTC

SA R

AP A WLC (Zjoin T 5 &, =X A LAY MR 24 EMIC I BERSNES, =2 FA MLAV D
AT —H& A%, [Management] > [Smart-license] > [Status] CTHEFR T X £ 77,

cisco

Management

Summary

b SNMP
HTTP-HTTPS
Telnet-SSH
Serial Port

Local Management
Lisers

User Sessions
¥ Logs
Mogmt Via Wireless

~ Software Activation
Licenses
License Usage
License Type

~ Smart-License
Device registration
Status
= Call-home
Configuration
Status

» Tech Support

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT

Status

Smart-Licensing Parameters

License Authorization:
Status: AUTHORIZED on Sep 03 10:28:59 2015 UTC

WLC-AP-Join-Tag (WLC-AP-Join-Tag):
Description: This entittement tag was created via Alpha Extension application
Count: 2
version: Test-wversionl
Status: AUTHCRIZED

COMMANDS  HELP



CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP

Management Status
Semmery Smart-Licensing Parameters
» SNMP E}
HTITE-HTTPS Smart Licensing is ENABLED
Telnet-SSH Registration:
- Status: REGISTERED
Serial Port Smart Account : WLCNG

Virtual Account: Default
Local Management Export-Controlled Functicnality: Allowed

users Last Renewal Attempt: None
User Sessions Next Renewal Attempt: Mar 01 O7:26:55 2016 UTC
b Logs License Authorization:
Status: AUTHORIZED
Momt Via Wireless Last Communication Attempt; SUCCEEDED

Next Communication Attempt: Oct 03 10:29:59 2015 UTC
v Software Activation

Licenses License Usage:
License Usage License Entitlement tag Count Status
HEEe e WLC-AP-Toin-Tog {WLE-AP-Toin-Tag) 2 AUTHORIZED
~ Smart-License
Device registration
Status
w» Call-home

Configuration
Statue

} Tech Support

Cisco Prime 3.0 ¥&HDREa > FO—5EE

Cisco Prime Infrastructure /83— 5 > 3.0 TiX, 1 DL LD 2 afgflay b o —F 2 PRGBS 5 72 OISR /N Y
J—AT¥, CPI3.0(X, KBy hr—F0ORE, Y7 NV =T7EHR, €=V 7 LA—F BIOLMTZT7V
Va—T7 4 7 ERMAELET, BB IXOEHEY AR — MBI 5 Cisco Prime Infrastructure K% = A > h & MEZG U
TR LTLLEEN,

Cisco Prime A% ER
http://www.cisco.com/c/en/us/td/docs/wireless/compatibility/matrix/compatibility-matrix.html#52734

FIE

ATy T1 JL— bk & L Cisco Prime Infrastructure ¥— N2 7oA > LFE T,
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Cisco Prime Infrastructure

Version: 3.0

View Installed Updates

 supported brov

Language: English | HZGE

ATw 72 [Inventory], [Device Management] > [Network Devices] (28 L 9,

M Dashboard / Network Summary

Overview Incidents e
¥ Metrics
ICMP Reachability Status Alar
<« s IENES |
All Reachable  Unreachable Critical

Last Updated: Tuesday, December 22, 2015 at 9:28:12 AM PST

Filters Time Frame Past 2 Week v Apply

Device Management immary

Dashboard »
Discovery
Monitor > Software Images Rbility Status
Credential Profiles E n .
3 twork Audit
Configuration » HONOH A ichable  Unreachable cr
Configuration Archive
I Inven[ory » ‘I Group Management 4, December 22, 2015 at 9:28:12 AM PST
I
E

Network Device Groups

Compute Device Groups

Port Groups )
Services » w Maps
& - Unified: 6 | Autonomous: 0
Reports >
i Radios

ini i 5GH 24 GH A

Administration » z 2 (<]
51 51 (< ¥
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ATvT3

ATvT4

F v U —2 T34 AT [Add Device] #7 U v 7 LET,

A Inventory / Device Management / Network Devices +

Device Groups
Dger Sroues All Devices
=+
a
[ Device Name &
Al Devices (7]
w Device Type (i
» Unified AP (1) [ sict4-wi-wict
» Wiraless Controller (; [ sictd-wi-wic2
» Lecation (§ O sictd-wi-wic3
User Defined (7 [J wLC-mesh

[<J < < <

Groups & Sites ¥ Add Device
IP Address e

sicld-wh-wic1....
sicld-wl-wicz....
sicld-wi-wic3....

) edrondplcisc...

O, * Network Devices (» X A Q4

Bulk Import ®

Device Type Admin Status

Cisco 5508 Wireles...  Managed
Cisco 5508 Wireles...  Managed
Cisco 2504 Wireles...  Managed
Cisco 5508 Wireles...  Managed

Selected 0/ Total 4

Show  Quick Filter

Last Inventory Colle...

Completed

Completed D
Completed D
Completed D

Last Succ

Decembar

December

Decembar

IP7 RLALSNMP 222 2=7 4 LFHNEANLET GEHrR/EXAL) . T 74/ T, 3>
k72— SNMP RW [ [Private] T9°, [Add] %727 U v 7 L7,

Add Device

* SNMP

g
5
2
@
8
I
sseese

* General Parameters
® P Address
O DNS Name
License Level

Credential Profile

172.20.224.50
Full v e
—Select— vy @

Verify Credentials

Cancel
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Add Device

* SNMP Parameters

‘ * General v ‘ Version | vz v

* SNMP Retries | 2
* SNMP v
* SNMP Timeout | 10 (secs)

. “ SNMP Port | 161
TelneUSSH .
R * Read Community | ...... 2]
.
‘ T w . * Confirm Read Community | ......
—_— Write Community | _...... 2]
‘ 1PSec ‘ Confirm Write Community

o v

m# Verify Credentials Cancel

AT w5 Cisco Prime Infrastructure |Z{AE = > b —F TRt & R A 1TV E4, B2 B+ 21203, BEHR %
YEIZV 7 LET, M ar ba—I 3R En5 &, BEAREMED B TR S L, [Managed] (F
FfER) L LCYRAMENET, ooy b —F 2 AT AN H D56, Z ORE TEMN
LET,

A Inventory / Device Management / Network Devices

@
Dwrioe Groups
Davics G
IR Al Devices Seeciea 1 fTolis (3 43 ¢
Groups 8 5es ¥ | | AddDevica  Bulimport Show | Quick Filer - n
Oevica Name & Reachablity 1P Address. DNS Name Duvice Typa Lo stat c
Al Duvicws |
* Device Tios (]
b Unified AP - Dacamber 4, 2015 6
= Wioless Conrober [/ . - -—

Dcombar 4, 2015 6
Ciseq 3500 Sarigs Winless LAN Con

Decamber 4, 2015 6
17220.224.50 Civco Virkaal Wirsiess LANG...  Managed Comploted ] [ Ducember 22, 2015

Cobeo 5500 Sones Weeless LAN Con [ T [<] T2.20.224 50

Cisco 5700 Series Wrsless LAN Can
Cison VIRTUAL Seves Wirnless LAN
¥ Locaton

ﬁl_ll..o

Decambar 4, 2015 6

Usar Dfinad

ATy 7T6  FHLWwar he—F X, [Device Type] @ [Cisco Virtual Series Wireless LAN Controller] (2 A F &4,

A Inventory / Device Management / Network Devices

Device Groups Devica Groups / Device Typ.e an!efess Canlraliar
Cisco VIRTUAL Series Wireless LAN Controller
G 3 Delota | Groups & Sites v | Rsboot ¥ | Download ¥  Configure ¥ Add Davice Bulkimpoert | Export Davice
Q,
Device Mame & Reachabilty  IP Addrose/ONS Device Type AP Discover...  Software Vorsion  Inventory Collection Timestam

Al Devices (7

¥ Device Type (i
YWLE 172.20224.50 B CiscoVitualWir.. Completed 8.2.100.0 22-DEC-15 18:18:23

Cisco 2500 Senes Wireless LAN Con
Cisco 5500 Series Wireless LAN Con
Cisco 5760 Series Wireless LAN Con
Cisco VIRTUAL Series Wirsdess LAN
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REBavrO—SD7vT5L—FK

A A BR=LOURTIOFIETIZ, A2A{Bay ba—FZ3FH LWV T 75 4 7 o A 2B DI 13 & I OVA
Ty ANVBMNETLE, 72720, iz be—JBEOEHEBINY 7 b7 7 v 77 L— KiZiXCiscoD VA b
ME Ay m— RuRe/pdti@d AES 7 7 A VLB T,

FIE

ATYT1 TovTITVL—=R YT U T D*aes 7 7 A VA, X—47 v bR A K (TETPFTP 72 ) ([CX¥ v m— K
THMHTTP 7 7 A VEREA R L E9,

ATvT2 fEkoarbhve—F LREEEC, 22 he—F O Web GUI T, [COMMANDS] > [Download File] (ZFE) L
FT, TrANEAT EEE—R, IPT RLA, RNRALT7AN04% (aes 77 AN) BRI LUET,
[Download] "% v %27 U w7 LT rEA&fMmLET,

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

P —

Commands
Download file to Controller

Download File
Upload File File Type Code <]

Reboot Transfer Mode TFTP B
Restart
Server Details
Config Boot
» Scheduled Reboot IP Address(Ipv4/Ipv6) 172.20.224.18
Reset to Factory Maximum retries (1 to 254) 10
Default Timeout (1 to 254 seconds) 6
Set Time File Path /
Login Banner File Name AIR-CTVM-K9-8-2-100-0.aes

ATFv T3 TFTrEAREFICRZRT T, 2a—PFIETH LW T T 2T A A=V 0B 2 nkt 5= OB+
HEIRDOENFET, FITTDHITE, BFEIX—~DY T &2 T v LFET,

MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Commands
Download file to Controller

Download File

Upload File File Type Code B
Reboot Transfer Mode TP
Restart
Server Details
Config Boot
} Scheduled Reboat 1P Address(1pv4/Ipv6) 172.20.224.18
Rt to Packory Maximum retries (1 to 254) 10
Default Timeout (1 ta 254 seconds) &
Set Time File Path 7
Login Bannar File Name AIR-CTVM-K9-8-2-100-0.2e5

File transfer is successful. Reboot the controller for update to complete. Optionally, pre-downlcad the image to APs before rebooting to reduce network downtime.

For the new Code to take effect, you need to reboot system. Click Here to get redirected to reboot page.

ATv 74 [Saveand Reboot] #7 VU v 7 LE7,
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ATy TH

ATvT6
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Save Configuration Ping Logout Refresh

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

System Reboot i Save and Reboot ||| Reboot without Save

Warning: The configuration of the controller is
changed and not saved yet. Click on "Save and
Reboot” to save the changes before the controller is
rebooted, or click on "Reboot without Save" to
reboot the controller without saving the changes.
Please be aware that in either case, all the
connections will be lost. To regain the connection,
please log in again after the controller is rebooted.

% 7-. Cisco Prime Infrastructure 3.0 {%, 1 DD 2 b —F F7IZRFICZEORE 2 ba—F 0
T T L— RIS Z R H Y 9, [Network Device] (ICBEI L £9, 1 DU EOEBE= hr—F
BB (Fxv7 Ry 7 A%A02) L, a~r K FF 7 [Download (TFTP/TFTP)] % 334K L
F79. ZOBITIE, A A—=VDT v 77 L— RO TFTP E— FEEALET,

A Inventory / Device Management / Network Devices

Device Groups | Device Type ! Wirsless Controller

Cisco VIRTUAL Series Wireless LAN Controller
+ 3 Daleto # Edit Syne Groups & Sites v Reboot * Configure ¥ Add Devica Bulk impart Expart Device

Dovice Groups

Wil

Download Saftware TFTP e?
Devica Name & Roachability IP Address/DNS Software Version Inventory Collection Timestamp
Dewnload Software(FTP) \
Al Devices
" e
v Davice Typo Downioad Software(SFTP)
L 172.20224 50 Download IDS Signatuses -
Ll lon i -20.224. L] 821119 22.DEC15 17:09:40

Downiond Customized Webauth
w ‘Wireless Controlier
Diwenics

fendor Dievios Contificate
Cisco 2500 Serns Wirnless LAN Con
Dewnload Vendor CA Cartiicals

Bulk Update Controllers

Ciseo 5500 Senes Wireless LAN Con

Cisco 5780 Series Wirsloss LAN Con

Claco VIRTUAL Sorles Winsless LAN
¥ Locabon

User Dafined

o ma— R %47 (Now/Scheduled) 7>5 [New]., F7-IEFEEF—NXDIP T KL A, /NA L H—N
TrANG (faes Ty 77 V—RK V7 sy xT) ZEELET, [Download]| 7 U v 7 LT, BHL
=

Download Software TFTP X

Some TFTP servers may not support files larger than 32 MB.

Controller IP Address Current Software Version Operation Status Details
172.20.224.50 B.21.119 NOT_INITIATED

Download Type

7
Download Type 7 O Now

Scheduled

TFTP Servers



TFTP Servers

File is located on (? Local machine @ TFTP server
Server Name | New 2
TME TFTP
Server IP Address  172.20.224.19
Maximum Retries 10
TimeOut 6 (secs)

File Path /

Server File Name  AIR-CTVM-K9-8-2-100-0.aes

 Download | | Cancel |

ATy T ROBEEIEL TFTP b — bR b o —F (ZERE SN D AES A A —Y OFI T,

. Thepd32 Service Edition by Ph. Jounin

Current Directory lC \U sers\Administrator\D ownloads j | Browse I
Server interfaces |172 20 224.18 Intel(R) PR ¥ | Show Dir |
Thp Server | Sysioq server | Loa viewer |

. \AIR-CT¥YM-K9-8-2-100-0.aes to 17... EX

File size - 240538470 19 s9x 14
142680576 Bytes sent 1550875 Bytes/sec

AENNENEEREEEDR

4| | 1

About | Setings | Hep |

ATFw T8  CiscoPrime Infrastructure IZ., Y 7 F U = TR EFICHIEXEEINDIE T, AT —FAZEHFLET,
Download Software TFTP X

Some TFTP servers may not support files larger than 32 MB.

Controller IP Address Current Software Version Operation Status Details

172.20.224.50 8.21.119 WRITING_TO_FLASH Executing fini script.
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Download Software TFTP

Some TFTP servers may not support files larger than 32 MB.

Controller IP Address Current Software Version Operation Status Details

File transfer is successful. Reboot the controller for update to
172.20.224.50 8.21.119 TRANSFER_SUCCESSFUL complete. Optionally, pre-download the image to APs before rebooting
to reduce network downtime.

AT9T9  arbha—InLOEEOTY AY A LFEERIC, BENET L b FEEINLE T, FfHa s
k17— %3E4R L T Cisco Prime Infrastructure (B8 L, =~ K /L Z 775, [Reboot] > [Reboot
Controllers] Z 3R L F 7,
./ Network Devices

Device Groups / Device Type / Wireless Controller
Cisco VIRTUAL Series Wireless LAN Controller

X Delete |/ Edit Sync Groups & Sites ¥ Download ¥

Reboot Controllers
Device Name & Reachability IP Address/DNS {?ﬂc vice Type

vWLC 172.20.224.50 B, cisco Virtual V

A

AT w10 Cisco Prime Infrastructure 1%, fRIFORER E, HEIINT A =270 7 MR FRENET, FITT
HIZiE, [OK] &2 U v 27 LET,
Reboot Controllers

Reboot Controllers

Save Config to Flash
Reboot APs

Swap AP Image Yes + No

OK | | Cancel

AT w1 Cisco Prime Infrastructure I, (RBE= > b —I RNHEB SN TWD Z L 2EHE BN L £,

Reboot Controllers
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ATvT12

5679 % &, Cisco Prime Infrastructure 1L, 7’ 2 ZADFEREZ R LEI,
Reboot Controllers

IP Address Reboot Controller Save Config to Flash Reboot APs Swap AP Image

172.20.224.50 3 a e "
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