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DP-9871-K9++= 871

DP-9871-K9--= 5.250-5.350GHz: 3.62 dBi | 5.260 - 5.320 GHz | 4 52,56,60,64
5.470-5.725GHz: 4.23 dBi | 5.500 - 5.700 GHz | 11 100-144
5.725-5.850GHz: 4.13 dBi | 5.745 - 5.825 GHz | 5 149,153,157,161,165

DP-9861-K9= Cisco X | 2.400-2.483GHz: 3.06 dBi | 2.412 - 2.472 GHz | 13 1-13

DP-9861-L-K9= 774Y9 | 5 150-5.250GHz: 3.98dBi | 5.180 - 5.240 GHz | 4 36,40,44,48
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DP-9861-K9--= 5.250-5.350GHz: 4.07dBi | 5.260 - 5.320 GHz | 4 52,56,60,64
5.470-5.725GHz: 4.11dBi | 5.500 - 5.700 GHz | 11 100-144
5.725-5.850GHz: 3.76dBi | 5.745 - 5.825 GHz | 5 149,153,157,161,165
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hrHOET,

U1 MEHF

Cisco Desk Phone 9800 &) — X% ATBRIBICT 70414 I BHIIC. BERTA YL X LAN EF9H:%3$%D Cisc
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BEID®HE (5GHz 7ol 2.4GHz) THERTIEERF v RILZHIBITZ LA TE XY, BE. 5GHz FEHTIET
BV, FA—N—F 9T FrRILHNE 6D, 5GHz (FENMED/-HDEBFHE TH . Cisco Desk Phone
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SIF L

TILDIFIE. FDESLANILTHIETSZT7I7CARAYED 2030% OA—IN\—Zv THH BI5FAT. -6
7 dBm [CERET T B EBAHD X,

ZhiIT& D, Cisco Desk Phone 9800 & —X(CIXEICEYIBESHIHD. EEXR—ADRMYH—EN
gy MERMNIT—2HBRUEBEICY—ALRICO—I VI IT5DICHRRERES 2R TCEET.
Fre, BEHISDTYTARNI—=AEED, EET—F L—HMIHWITEZT7I7ERA R4V NOZERER
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R) A" 25dB IClabh F T,
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ZL—F®DSNR &9 CEHNETT,
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BEHARSAVICEDE., Ty hEXRIFZ 1% ZBZTIEWTEREA, Z50LRNE, SEREN
SIETISAREMDNHD XTI,

JwH—IFR/NE (< 100 ms) [CHEFT 2MEAHDET,
BT
802.11 OEE(EIF 20% KFETRIThIEFLBD FHA.

RILFIKR

XIWHDMERSNES L NILIME T I ZAREREDL D B 7. VILFNRARBRNRICHIZBZUENHDET,

Od—)L e

Cisco Desk Phone 9800 ¥V —X (&, ROA—=ILEIE TSy F 7 A —AICKBLTWET,
e Cisco Webex Calling
e Cisco Unified Communications Manager (CUCM) (12.5 BAB%)

e Webex EF4M Y% VX (D)
e Cisco BroadWorks

X E:Cisco Desk Phone 9800 ) —XF /N4 ZADHYR— k ZBWICT BICIE. Cisco Unified Communi
cations Manager TT/\A ANy T —I %AV AN=ILT2H, T—ERXAVY—XZ2EHITI2HEHNHD
ia_o

Cisco Desk Phone 9800 &Y —XDF /N4 R NNy T —Ild. RDBMTAFTZEEXT,
https://software.cisco.com/download/home/286322286/type/282074299/release/12.5(1.19210)
https://software.cisco.com/download/home/286328117/type/282074299/release/14.0(1.14056)

https://software.cisco.com/download/home/286331940/type/282074299/release/15.0(1.12004)

7414%L X LAN
Cisco Desk Phone 9800 &V —Xld, X® Cisco 741 VLA LAN Y a2a—Y a3V THR—rEINTWXT,

e Cisco AireOS 74 YL X LAN O~ bO—Z& KUV Cisco Lightweight 7 7 X /R4 > b
o H/I\E =8.10.185.0
o HEFE{E =8.10.190.0, 8.10.196.0
e Cisco IOS Wireless LAN ¥ hO—3 8 KU Cisco FREBRT I ARA > b
o H/IME=17.35
o ¥ =17.95 17.6.6. 17.12.1
e Cisco Mobility Expres s & U Cisco REEAI 7/t 2RA v b
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Tmof

=8.10.105.0
=8.10.105.0, 8.10.130.0, 8.10.142.0, 8.10.196.0

o /M
o HELE

Tmof

e Cisco Autonomous (B#) 77tEX R4V bk

o &/IME = 15.3(3)JPK2

o HER(E = 15.3(3)JPK2, 15.3(3)JPK3, 15.3(3)JPK4, 15.3(3)JPK6
e Cisco Meraki 77t R iR1A > b+

o HIME = MR 27.X, MX 13.33

o HR{E = MR 30.6, MX 18.211.2

FIOERARAL Y b

HiR—hETUWLS Cisco 77 ERARA Y MTDWTIE, ROXRZSBLTLEELY,

dvkO— AP ETI

AireOS 1700, 1810, 1810W, 1815, 1830, 1840, 1850, 2700, 2800, 3700, 3800, 4800, 9105, 9115,
9117, 9120, 9130

10S XE 1700, 1810, 1810W, 1815, 1830, 1840, 1850, 2700, 2800, 3700, 3800, 4800, 9105, 9115,
9117, 9120, 9130, 9136, 9162, 9164, 9166

Mobility Ex 1815 (1815t Tld7&xL)). 1830, 1840, 1850, 2800, 3800, 4800

press
=FEfidl 1700, 2700, 3700
Meraki 9162, 9164, 9166, MR20, MR28, MR30H, MR32, MR33, MR34, MR36, MR36H, MR42, MR4
4, MR45, MR46, MR52, MR53, MR55, MR56, MR57, MX64W, MX65W, MX67W, MX68W, Z3
FPITFIRATA

—&B®D Cisco 77 ARA >V M TlE. B 7 VT FHAREBEFXIIHFAISNET,

Cisco Aironet 77 € ARA YV RO VT FH LUNEBTY VT FDODEFTAZEICDONTIE, HUTD URL =588
LTLEZL,

\

https://www.cisco.com/c/en/us/products/collateral/wireless/aironet-antennasaccessories/
product_data_sheet09186a008008883b.html

XERABRNET VT HFED Cisco PV ZRARA U b (BECEROFIFZZLZBELTVSETILESNN)
ICiE. 2A|MED7 Y TFHRH2DT, BECRDHITEZEZBELTUWRW S, . RHFICERD T ZHE
HHOHET,
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Z0O bk 3J)L (Protocols)

HIR—FEINTWBETATVLZXLAN 7O JLICEMTHAEENE T,

e 802.11a,b,d,e,g,h,i,n,ac
o Wi-FiYILFAT 47 (WMM)

e Session Initiation Protocol

(SIP)

e U754 A Z7OKIIL (RTP)

e Opus, G.722, G.711. G.722.1. G.729

e Dynamic Host Configuration Protocol (DHCP)

e Trivial File Transfer Protocol (TFTP)

o NA/NN—FTFXNERETORMIJL (HTTP)

Wi-Fi

Cisco Desk Phone 9800 &) — X 2.4GHz (HT20) % /=l 5GHz (HT20/HT40/VHT20/VHT40/VHT80) €E— K
THELZE I, 802.11n/ac ¥ EIRT BICId. Cisco Desk Phone 9800 ) —X& 7V A R4V kHS 3
074—hMMRAICTHLEZHELET,

5 GHz D&

5 GHz-802.11a TF—¥L—b EHMAMY—A gk

BK Tx /=18 dBm 6 Mbps 1 OFDM-BPSK

(b & B) 9 Mbps 1 OFDM-BPSK
12 Mbps 1 OFDM-QPSK
18 Mbps 1 OFDM-QPSK
24 Mbps 1 OFDM-16QAM
36 Mbps 1 OFDM-16QAM
48 Mbps 1 OFDM-64QAM
54 Mbps 1 OFDM-64QAM

5 GHz-802.11n (HT20) TF—¥L—b EHMAMY—A gk

2K Tx /=18 dBm 7 Mbps (MCS 0) 1 OFDM-BPSK

(HbiIC & B) 14 Mbps (MCS 1) 1 OFDM-QPSK
21 Mbps (MCS 2) 1 OFDM-QPSK

Cisco Desk Phone 9800 U —XJ7A4 VL X LANEAHA K
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29 Mbps (MCS 3) 1 OFDM-16QAM
43 Mbps (MCS 4) 1 OFDM-16QAM
58 Mbps (MCS 5) 1 OFDM-64QAM
65 Mbps (MCS 6) 1 OFDM-64QAM
72 Mbps (MCS 7) 1 OFDM-64QAM

5 GHz-802.11n (HT40) TF—¥L—b EHMAMY—A gk

2K Tx /=17 dBm 15 Mbps (MCS 0) 1 OFDM-BPSK

(HbiIC & B) 30 Mbps (MCS 1) 1 OFDM-QPSK
45 Mbps (MCS 2) 1 OFDM-QPSK
60 Mbps (MCS 3) 1 OFDM-16QAM
90 Mbps (MCS 4) 1 OFDM-16QAM
120 Mbps (MCS 5) 1 OFDM-64QAM
135 Mbps (MCS 6) 1 OFDM-64QAM
150 Mbps (MCS 7) 1 OFDM-64QAM

5 GHz-802.11ac (VHT20) TF—%L—t EHMAMY—A gk

BK Tx /=18 dBm 7 Mbps (MCS 0) 1 OFDM-BPSK

(b & B) 14 Mbps (MCS 1) 1 OFDM-QPSK
21 Mbps (MCS 2) 1 OFDM-QPSK
29 Mbps (MCS 3) 1 OFDM-16QAM
43 Mbps (MCS 4) 1 OFDM-16QAM
58 Mbps (MCS 5) 1 OFDM-64QAM
65 Mbps (MCS 6) 1 OFDM-64QAM
72 Mbps (MCS 7) 1 OFDM-64QAM
87 Mbps (MCS 8) 1 OFDM-256QAM

5 GHz-802.11ac (VHT40) TF—%L—t EHMAMY—A gk

BK Tx /=17 dBm 15 Mbps (MCS 0) 1 OFDM-BPSK

(HbiIC & B) 30 Mbps (MCS 1) 1 OFDM-QPSK
45 Mbps (MCS 2) 1 OFDM-QPSK
60 Mbps (MCS 3) 1 OFDM-16QAM

Cisco Desk Phone 9800 U —XJ7A4 VL X LANEAHA K
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90 Mbps (MCS 4)

120 Mbps (MCS 5)
135 Mbps (MCS 6)
150 Mbps (MCS 7)
180 Mbps (MCS 8)

200 Mbps (MCS 9)

1

1

OFDM-16QAM
OFDM-64QAM
OFDM-64QAM
OFDM-64QAM
OFDM-256QAM

OFDM-256QAM

5 GHz-802.11ac (VHT80) TF—¥L—b EHMAMY—A gk
BK Tx /=15 dBm 33 Mbps (MCS 0) 1 OFDM-BPSK
(MbiIC & B) 65 Mbps (MCS 1) 1 OFDM-QPSK
98 Mbps (MCS 2) 1 OFDM-QPSK
130 Mbps (MCS 3) 1 OFDM-16QAM
195 Mbps (MCS 4) 1 OFDM-16QAM
260 Mbps (MCS 5) 1 OFDM-64QAM
293 Mbps (MCS 6) 1 OFDM-64QAM
325 Mbps (MCS 7) 1 OFDM-64QAM
390 Mbps (MCS 8) 1 OFDM-256QAM
433 Mbps (MCS 9) 1 OFDM-256QAM
2.4 GHz Q-8
2.4 GHz - 802.11b TF—¥L—b EHMAMY—A gk
BK Tx /=18 dBm 1 Mbps 1 DSSS-BPSK
(higiC & ) 2 Mbps 1 DSSS-QPSK
5.5 Mbps 1 DSSS-CCK
11 Mbps 1 DSSS-CCK
2.4 GHz - 802.11g TF—¥L—b EHMAMY—A gk
BK Tx /=18 dBm 6 Mbps 1 OFDM-BPSK
(HbiIC & B) 9 Mbps 1 OFDM-BPSK
12 Mbps 1 OFDM-QPSK

Cisco Desk Phone 9800 U —XJ7A4 VL X LANEAHA K
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18 Mbps 1 OFDM-QPSK
24 Mbps 1 OFDM-16QAM
36 Mbps 1 OFDM-16QAM
48 Mbps 1 OFDM-64QAM
54 Mbps 1 OFDM-64QAM

2.4 GHz - 802.11n (HT20) TF—%L—t EHMAMY—A gk

BK Tx /=16 dBm 7 Mbps 1 OFDM-BPSK

(umIC &k B) 14 Mbps 1 OFDM-BPSK
21 Mbps 1 OFDM-QPSK
29 Mbps 1 OFDM-QPSK
43 Mbps 1 OFDM-16QAM
58 Mbps 1 OFDM-16QAM
65 Mbps 1 OFDM-64QAM
72 Mbps 1 OFDM-64QAM

XERXEBNICR T VYT FTAVHEENET,

gkl

T—ILK E—F (802.11d) T}, 547V M ZERDZMBTHERTELI, 77147V MNE. O—AIILERED
TIECBZARAYMIE>TTZRNIALXENF v RIVEXEBNOFERICEISTEET,

Cisco Desk Phone 9800 ) —X|(d., g & ICHERAT 2 F v RILEXEENZRETE S 802.11d A FRIC
BoTWB7IERARA Y N THRBICEMELE T,

TIOEBZARAYIHDNRESNHTWBET., 7—ILK E—F (802.11d) Z2BMICLE T,
—H#D 5 GHz Fy RILIFL—F RN THHERASNEY, D, 8021 V547V ETIERARA VB

2. ThoDL—5EREE (DFS Fv X)) ZF|ATS7/-6IC 802.11h [CEML TWBMEMNH D FT, 802.11
h Tld 802.11d ZBMICT Z2NEHLH D T,

Cisco Desk Phone 9800 &) — X, chE5DFvRILDTIT47 AX vV &{TIHIIC, £9 DFS FvxIL

#INNYITICAXFv YV ULET,

802.11d B BE%HICH > TLAR LSS, Cisco Desk Phone 9800 ¥ —XIx T IFohiokEBHa2FE-TTF7 IR

RAY SN DERERHS T T,

Cisco Desk Phone 9800 U —XJ7A4 VL X LANEAHA K
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Cisco Desk Phone 9800 &) — X, WFA OEEICIKESEI—Ra2HYR—MLTWET,

Bluetooth®

Cisco Desk Phone 9800 > Y — X3 Bluetooth® £ifiZ '/ R— kL. 714 VLAY Rty MBEZTIREICL
X7,

Bluetooth (&, 30 7 4 — N DEENTEFIFIED 74 VL REHEZAREICLET., L. ZFETEHL
MR I F I, Cisco Desk Phone 9800 & 1) —XH 5 10 7 4 — b BLN®D Bluetooth 7 /X1 X,

Bluetooth 7/\1 R (&, BEEISEERZA2HEENICHIVEFHD TEAD. EPRT7REDESYINS
355TH. RBICKEZEZZTEENSHDXT,

Bluetooth (. 802.11b/g/n BLUVMD S XTI FTHBT/NA X (FIZIE, EFL VY, A—RLRABELRE) LEK
IC. 2.4 GHz DEEHTEMEL XS, ZD7=sh. Bluetooth DREIE. DT A Y AN TWRVWEKE % F
RAY2MtDT /N1 ADSDBENBTHOEEERITHA ML HD XY,

Bluetooth 707 7 1 )L (Bluetooth Profiles)

Cisco Desk Phone 9800 1) —X (&, BLT® Bluetooth 7O7 7 A L&Y R—FLTWET,
SEEFEE7O7 74 )L (A2DP)
BE/EFA UE—F JvbO—JL 7O7 74 JL (AVRCP)
RA7 22 707 74 )L (GAP)
NABE/ETAREZ0O7 74 )L (GAVDP)
NYZX7Y— 707 74 )L (HFP)

H# % (802.11b/g/n + Bluetooth)

802.11b/g/n & Bluetooth AEIKICERS NI HEEZFEAT 2HZE. @A LD 2.4 GHz DFEBEEZF AT S
e, UTOFIRE BHBHZERT D ENEETT,
BB
#77 (802.11b/g/n + Bluetooth) Z{EAT ZiHE. 802.11g/n & & U Bluetooth Gk Z{RET B7/=HD C
TS OFAICED. I—ILBENBLLET,
INFFrvAMEE
HEEZFEALTWBIEE, Tyyay—hk—% (PTT). F8Z (MMOH), LT 7 7V r—3vuh
S5DVINFFY ARNBEIITR—bIhIEA,

EERE
BEDT—YL—FREICIHL T, £EZFEAL TS E ZIC, Bluetooth LiEZ{RET S7=IC CTS H
EEIN2EEFHDET,

—HERDIRETIE. 6 Mbps ZBIICT BIZELHD T,
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X E:Bluetooth Z{EFHY %3554 802.11a/n/ac ZFEAT 2 LZ2HEHHLET. hid. 802.11b/g/n & Blue

tooth DA 2.4 GHz DREREBZFERT 2-HET TR, LEDFHRICKZEHDTHLHD ET,

wmARDT T

Cisco Desk Phone 9800 &V —XDENZZ L TIHBEIE. XOHN BB/ THNTLEZ W,
FINA RICEEES5Z 2A8EML B 212D, TN RITRIEPHRAREEENMF BT LS,
HARDFRIC. TV—FPhrEVVERRZFERALLBVTESL,

TINA ZOBFEDOFERE B DD, TINA RDOBRICEWES ZEALBNTLLIES,

HfHICD LV TIX., [Cisco Desk Phone 9800 Series User Guidel % XDIGAATESRL T 2L,
0.com/go/dp9800help

Cisco Desk Phone 9800 U —XJ7A4 VL X LANEAHA K
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74 %L X LAN DF%&t

Cisco Desk Phone 9800 &V —XTEYIHZANL vy Y, D=L v N\IT 4, Y—ALRABO—I VI &ERYT
5IClE. RORY N T—=UEHHA RSA VICROIDELHDET,

802.11 XYy T —7
BUTROHA RSAVEFRLT. ThoDTA VL ABEOF v RILOFERAEHELET.

5 GHz (802.11a/n/ac)

5 GHz (& Cisco Desk Phone 9800 ¥ 1) — X DEMETHR I N2 EKEH®HTY.

—RRIC, PO EARA Y MEIFETF vy RILZEDHETEHOTREL, FyrRIOBEEERZFEHAI S LN
HREINET,

Wi T 5L H2HmE. ZOTVTZICH—ERZRHIZTZIELARSA VM, FrrILZFENICEIDHTS
CEWREICBIZEDNHD T,

Cisco Desk Phone 9800 1) — X (&, 802.11h (C#E#LL 7= Dynamic Frequency Selection (DFS) & Transmit
Power Control (TPC) Z#HR—bMLTWEY, Zhik., 5.260 - 5.720 GHz TEIMET 2 F v XILICWET, 25
BEDTEERF v RILDS5 16 B=2BBLET.

802.11a/n/ac RIETY—ALRABO—I VIV 2RI BICIE. BHETEIFrRILEDBLCED 20% A—/N—F
YTITBEHNEETY., EELRIVT7 T, A—N—Fv 7% 30% U EICHEPL T, -67dBm U EDEST
FATEZVBLCEL2DDT7IVEARI VN ERRT B2 HE8HLET, I 5IC. Cisco Desk Phone 98
00 VU—XFF7IER RA Y NDZERE REDT—Y L—MNIHDEREELANIL) [TEMLTWET,

WRIFEREGRIR (DFS)

DFS (&, L—4%—EEMREHINZ-TIC. FERICHDOF v RIVICTIDEBEZ S L5 ICHHICERLET. 72
EARIVIMDL—F -2 TDE. 7OV RS Y MOERIIDVHBECES 60 WE—F=LEL. ZORE. 7
2 RA Y MIBIDOERTTRERF v XILZ/NYy I TICAF v LET,

TPCICLD., VATV NETIVECRARLI Y NIBHREZRIRTZ S/, 7747V MIEEFEEHZEHIICHAR
TEXY, 7747V M BESNET—Y L—FT7I7EARAI VN EDBEERITEHIFTZDIC+2R
IXINF—DHFZFERALET, BRELT. 77147V MDBECITHICEZZ2ENDELRBD, LDEIC
EBREIh/-SHAETA L X LAN AAEEICIED X T,

TIOECARAYEDEDRENZL—F ARV M ZRRHIT DL EROESHES NI IMDST,. 7I/ER
RAYKEET, L—FESIHE—DOF v X)L RFER) LBEEROTF v X (LFR) ICHEZEZXHHNESH
ZHHLET, RIS, P9ERARAIVBME T4V LA LAN OFEZZT5F v RILEZENICT ZREEHED D
nDET,

JEDFS FvY RILTEMET 27V EARA Vb DH B L. BEOHHZRZ/IRICHIZZZENTEXT,
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L—4— 7774 ET74DIFA. JEDFS Fv¥ xJL (UNII-1) 2FERITZITUTFEICOBLEH 1207 7ER
RAVRNERDOCEZHEFMHLET., IhICED. IR RS Y M OEREHNR—IL KA TEEHIC, #FLUWE
R F vy RINZAF v VT B EEIC. FrRILAERATGERIKEZ#ERFTCEZET,

UNII-3 F+ ®JL (5.745 - 5.825 GHz) |&. AIEERISEIEA T 3 Vv THERATEXT,

5GHz Tld, 25 Fy RILHAEIETZ AU A, 16 FrRILHAI—0OvI/N 19 Fr RILHABARTHRATELT.
UNII-3 AT E BIHATTIE. UNI-1, UNII-2, UNI-3 23 Z@E>T 12 Fv Rty F2FET 2 &N HEE
ShZxd.

UNII-2 R F v > RIL (Fv > %JL 100 - 144) OfFERAZFTELTWSEE. 77EX R4V MTUNI-2 (Fv
V%) 52-64) ZEMICLT, EROF v VRILEBEMCTHIE2HERBLET,

TA4YLZXLAN TELD5GHz Fv RILHBERICHE>TWD E, FILWF I ERRS Y N OBREICBEDFKE
LET.

5GHz 714 v L X LAN BRDOHIZRICRULET,

Minimum 20% Overlap

2.4 GHz (802.11b/g/n)

—MIC. POECLRARAY MEFFTF Y RILEZETVECARA VY MIEEET 2D TIELRL. BEFIF v RIVERZF
RT3 &zHERLET,

WriRRI B T 50 H2IEE. ZOIV7ICH—ERZRMIZ 7/ X RA VM. FrRIVZENICEIDYT
ZNENHDET,

2.4 GHz (802.11b/g/n) BRIZETIE. VOWLAN ZEBHET 5L ZIC, FERF vy RXINDHZFHTHZLENHD F
¥, FEEEF v RIICIE 22 MHz OfERRHLH D, DB EL 5 FrRILBERTWET,

2.4 GHz OEEBEE TERLUBWF v XILIE 3 DEIFTT (FrRIL 1. 6. 11),

Y—ALRABO—3I VI %A[HEICT % 802.11b/g/n IBIE T Cisco Desk Phone 9800 ¥V — X %= BT %155,
FEEF v RILEFEAL. BHETZ2F v RILEDLBC LD 20% ERTIUENHD XY,

1. 5. 9. 13 BEDEFIZFvrRILEY FOFERIE. Y R—FESNTWIEHRTIEHD FEA.

24GHz 74V L X LAN EROHIZXICRLET,
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Minimum 20% Overlap

EERELHNLYY

FARTELSEREEERT 57-IC. Cisco Desk Phone 9800 & — X%, 5GHz F7:-I% 2.4 GHz 2 {FERAT %
HE. BIC -67 dBm U LEDRIFIZVENHD EI. —A. Cisco Desk Phone 9800 'V —X(F, {mixT—%
L—bMDIDITRBRT VERARA Y FDZEREDFEELNILLELTVWSIRENHD XY,

NTy b T5—F(PER) M 1% U T THBH I LzERLET,

/@D SN tt (SNR) 25dB = -67 dBm {SE® -92 dBm /1 X LRIV #FT2NENHD T,
TRMEZEMT B76IC, 25dB SNR THHL EH -67 dBm DIEEEF OEHELBWVWF v RILICDBLCES 2
DTV EARAV N ZRET B LEZHHMHLET,

RADFvYNIT 4 EZRIN—TY NEERTSICIE. 74T L X LAN DFEEHE 24 Mbps ICT BRETT, &b
BWTF—=FL—krE ZhsDLhEVWT—9L—r2FATEZEFERUINO7 7V -3 v/ LT,
AT avTHEMICTZIENTEET,

RNT—%L—hr%. 2.4GHz TlE 11 Mbps /=[x 12 Mbps (802.11b 754 7 ¥ k HR—bk RU Y —IC&K
%) . 5GHz TIE 12 Mbps ICERETH T ENHERINFET, Chid. DA/BERL—MEUTHREShDINEMH
—DL—FrTHLEHHFT,

—EDIRIETIE. 6 Mbps ZWA/BEARL—FEULTEMICTZIRENHD T,

FEROBHICED., B—F v RILTIVIIERINRETESLD FEA.

TOEZARA Y NOREZRFT BHE. INTOEERIY7ICEVBHNL Y Y (BB) b L ziERL
TLEEE,
F—AERT7TVT—yavElTO—BHNE 714 YL X LAN BHTIE. TLR—%., R, SOEEKZE. VoW
LAN H—EZDPNBLR—EDITY 7EHN—TZE A,

EFLvY, 2.4 GHz O— R L REZFE. Bluetooth /X1 X, E7lZ 2.4 GHz FIE TEMET 2 7 DD EFHERS
F. TA4VLRXLAN LT 52522580 HDET.

BFL VI 802.11b/g/n DF v X)L 8 & 9 DfE. DFD 2450 MHz TEMEL XTI, —HHD YA ¥ ORI
DEDEDELEBAICY—=ILREINTHED, IRILF—DLEIFDZESLET. YA 7EOKEIFF v RIL 11
HEBEEZDZTEMSHD TN, —BDYA I OKIE 2.4 GHz BIRBEESE (FrRIL1 15 11) 8
E25Z2508EFHDET., BFLYIDESTPZ IV ARSIV M 2ERT 25 EFLYIOTHzE
(T3, FroRIL1 ZERLTLES,
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FEAEDEFL VY, Bluetooth, BXUVREIRERY EV Y T4 Ak, 5GHz DEARBICRAIULEEZEZFHE
Ao 802.11a/nfac TV /OI—F. IDEZLDIEERF v RXILZREL. @F. ¥IHD RF EAFKRZTIFXY,
BERMADEZS. BEICIE 802.11a/n/fac. T—%ICI3 802.11b/g/n ZEAT B L ZHRLFT,

LML, 1Y RO 5GHz DFEHZFERT2REHHODET (B: 5.8 GHz I— KL REFE. Zhld UNI
-3 Fr U RIVICEEBZEZ DUEEMENHD XT).

T—% L—Fh

REDERZ/ZEHIC. BELHBENERINFE. 5CGHz 77011 LT 12 Mbps UTOL— B KT
24GHz 7704 LT 12 Mbps UL TOL — K FEMICTZ EMERINET,

Cisco Desk Phone 9800 &) —Xl&, YV JIL 7V TFFHFE 1x1 THSBH. 802.11n TRAMCS 7 7—%
L—bk (&K 72 Mbps) ZH/R—kLEYF., 802.11ac MiFE. Cisco Desk Phone 9800 ') — X |d&K VHT80
MCS 9 1SS (X 433 Mbps) ZHR—MULZE T,

802.11b VA7V MW TAVLRARXRY NT—U THASINTVWRWES. 12 Mbps LTDT—% L — b Z X
T2 Ezm<HRBLET. ChICED, 802.11b V747V AN S5D OFDM 7 L —AZRH TERRL
fosh. 802.11g/n {REDI=H®D CTS 7L —A%ZEETZHNEHNLBBRDET,

80211b VA 7Y MNTAVL AR Y hT—VICHFHET %155, 802.11b L— D EUMICHE > TVWBHEND
DEY, 802.11b L—EIFIHIFDA/BRL—FELTHRETEXT,

BEER7Z 7V T—2avmig8d. 24 Mbps B2 57 —4% L—NEIA TV a3y TEMFLEEMICTEET,
SWREERIN—Ty b E2#EFT 5ICIE. 24 Mbps L EDT—% L—FZ2BXICTEZUELHDET,
BEOBRATHIBIINIREICT /O49 2155, BWEREOL—MPVE/ERL—RTHBZT—YL—h
DRES Nty NEFERATEET,

BEAREEEZVNEBELEITSHUWRELX/IIT7O414 TIE. 6 Mbps ZWE/ERL—MELTEMICT D EHHR
ShZxd.

XE: EDEBEVWL—MDBEVICKRZ E. BEERIL—TY FHETLET,

B U WIREE

Cisco Desk Phone 9800 ) —X & @ L WERIE (BIX (. ®iE. BE. /\5%) TRHEY 2158, 1ZENGREHER

ICINZ T, BMORELIVEICRDIZEENHD XTI,

BT, BUWRIETT7A4 VLR LAN ZEBETBBICTA—HRAINREXRIEETY,
FIECARA Y NETP VT T DER
BUWRIETIE. WNBP VT FERBETEZT7 VA RIVEN T2V T73—AZBIRT B2 HE
HLEXT, BULWRETEVICHETSEL5IC. PYTFHIAT2BIRTBIEHEFEETY,
FOEZARLI Y FORE
Cisco Desk Phone 9800 U —X &7V A R4V NOBOEEM = H/RICIIZ., 77X RA Vb
D7 VTFHICHTERBURZRFRKILT B EHNEETT, 7IVEARSA VY NELW/TLET7ZYTFH
BEEVOEER. FLEEEVPAZIRADRAZLEZOHELICMOMFIIohTOWEWT & 2ERELET.
BEeBRR 7 VT T ZERAT7 VA RA VN E—8DTY) 7 THEATZES. N7 78X RA
VhE. 2ARET YT EEA. BICRDAITZLDICHREIShTOWRW S, V=) U TICEDF1F
HIEEHERLET,
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BRI
WDOHED, 5GHz DFERMIHREINE T, 2.4 GHz 2FEAT B L. 5 802.11b L— MAEHLIES
ICETICEMEL IR LMEELH D T,
5GHz FvXIL Y MIDOWTIE, 8 F G 12FvRIL 75 VDH%ZFERTEEaHE]MHLET, A
BERIZAEIE. UNI-2 iR F vV RILZERIICL TS EE LN,
F—% L—Fk
RILFIRADNBVWLARNITEET 256, BEOHRET—IL— Mty MNIBEYIICHKEE UG WTTEEMEN S
nET,
ZDH. COLOIBRETREEIDENT—FL—b (FIZ(F 6 Mbps) ZBAMICT B EZ2EHHLET,
SEDHTHERAT 258, 24 Mbps Z#BZX 57 —9 L —h2EMICT 2L T, VIEREEDORINEZSSH
2ENTEZXY, RALFELIT—Y. ETA. FLEZOMOT7 TV Ir—2 3 VICHFERINTNSE
B BWTFT—=9 L—FZBVICLTHELL I LZ2HBE]MHLET,
EEEN
BUWREBTIETILFNNAN LRI ZA[EMN BB d. 7R R4 v B LU Cisco Desk Phone 9
800 ¥ —XDXEBENBHIRT Z2MEENHDFT., BUWRET 2.4 GHz ORMAZETEL TWL\ 515
B, ChiZLHEETY, BFXEBENEFEALTNZIBAE. 7IEARS Y MXEBAIE. FEDE
(BRARLANILETRNERLANIW) ZERALVUTEREL. 77 EARSA Y b Z2BEITE F2F58<XE
(f5: 5 GHz DRAfEA 16 dBm. H/IMEN 11 dBm) T 2DEHEET.
BmEO—IvY
EERO—=I > 7 802.11r/Fast Transition (FT) ZEHT 25 & Z#RULEX T, 802.11r (FT) ZHRIC
5L O—IVIRDNYRY A VDT L—LBELEDLITN2 TL—AICEDET., O—IvIH0D
ZL—ABEESTE. O—IVIDNBINT SAREMEIE<RDET,
802.1x L% FAT BI8A. HBINS EAPOL F—REEFRAI B ENEETY,
Quality of Service (QoS)
BE., ET7A. @BEHEHZIL—ADOWMMUP ¥ JZIEULKERETESLSIC. DSCP ENEGRRXY 7
— 2B TRESNTVWS L ZERETZVENHD XY,

YILFIKR

RIVFIKRE. RFEESHEETHSEEXRITERONRZRSEEICHEELET,

—HOESIERMME T, L—EIIESWICI O >TZDER, BRMICEIWVWET, ZOHR. ESO—EF
TEEHNREL. BRMETICEIDRWRZBHTSHILET, EEOIRXILF—BRIRELIT,
RRBDRENEHEDEIND L. EEREMESRBEIcH. BHHNRLEL, ZEROTI—FREICKEZEX
ESCIR

VILFNRE, REE BIZE. €8, AFRARBE) PHIRBICHFEET HAEEIHDET. ChoDRAICT
JEARA VM ZMONIF B LEFRIF TS,

RIWVFNRZAHPRDOIZANIUTOESDTT,
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TYWE
RIVFINZADRA BT, ZEADNEESNIcBERERETERVSEICEELET.

(S8 Null |t

RETENEFE LIEREICHEETEEL, EEEZ2TL2ICF vy Y EILTHEEICRELET,
(EBIxIEDiEM

RETEHLEESLRETEEL. EESICMHEIETESRENMEMIT DL EICRELET.
EEIRIEDREHL

RETENEEELHZDEEITN/RETEEL, EEOREMNMETULBSICRELET,
EXERENEIZEAR (OFDM) OFEA Zhid 802.11a/nfac HEL U 802.11g/n TEAZh. BYILF/INRIE
B CRONDEEZESTDIC’KIEEXT,

SV FNRRIET 802.11b 2FALTVWSHERE. INS5OIYFPTIREVWT—YL— M 2ERTI2RENHD
£9 (F. 1 8LV 2 Mbps) .
TIVTFTFIAN=I T4 DFERIE. COLIBBRBETHERIEET,

tXxaVrg
74V L X LAN 2 B9 %5BA. X2V T4 IEAAIRXTY, Cisco Desk Phone 9800 ) —Xl&. RDT A
VYL tExaUrqgExz Y R—MLTWET,

WLAN E2EF

WPA2 £ & TF WPA (802.1x 523L)

WPA2-PSK $ & UF WPA-PSK (EaTHtE+—)

WPA3-SAE (%{foD ERFERAL)

EAP-FAST (MiBREBEREZO RN O - EX 2 7R MY XY VI & B REIRFEEL)

EAP-TLS (JREREBEEZORNIN - RSV RKR—KBEF2UT 1)

PEAP ({REES N/-HARAIBERFRFEE 7O M JJL - AA =2 Y AH— K/ Microsoft Fy LY I NV R A
VORI IXN= 3V 2)

None

WLAN R&81t
AES (&fK 128 Ew b Advanced Encryption Standard)
Temporal Key Integrity Protocol/Message Integrity Check (TKIP/MIC)
WPA3-ILVH5—T754 X
F—DEH &R
=&/N256 Ev hDEFaT7 Ny a ZILOY XL (HMAC-SHA256) ICLB/\yaXyt—IFEEREE
— kK (HMAC)
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BEREETIL—A

RN128EY FOTO—RFr AMTILFHFr APBEETOMINBESRK—RDXAy £—JFHEI—
K (BIP-CMAC-128)

X-E:CCMP256, GCMP128 £ &£ 1Uf GCMP256 BEE{LIFHR—rShTWE A,

Cisco Desk Phone 9800 &V —X &, RDEMEF 2V T BB Y R—MLTVET,
4 A—EREE (Image authentication)
[F/X+ REBEE (Device authentication) ]
7 74 JLEEEE (File authentication)
DIV IRRE
AT 4 7HEE1L (SRTP)
27 FILEEEL (TLS)
AR D 7O #EE (CAPF)
ZEB7O774)
EE{anI-38E 7 7 1)L (Encrypted configuration files)

WEREREEEZ7 ORI - X2 7 bYRUVTICEL BT L X TILEEEE (EAP-FAST)

VEREBAEZOROI - EF a7 b RUVTICLZTLFITILEREE (EAP-FAST) &, 77 EARA v h& Cis

co Identity Service T Y'Y (ISE) BREDYYE—RIRBIAFY A VILA Y 21— — H—E X (RADIUS) H—/\—F

@ Transport Level Security (TLS) MY XILRND EAP b Vo3 v zlBEELLET,

TLS k> XILIF. 254 7> bk (Cisco Desk Phone 9800 &) —X) & RADIUS H—/\[EIDEREEIC Protected Ac

cess Credentials (PAC) #fERL X9, H—/NIIHERID (AID) 20 514 7Y MIEEFEL. 75747 MNI@EYR

PAC 2 BIRULEY, o 54 7Y hIid PAC-Opaque % RADIUS H—/NISRLEY, H—/N—IF. 75147 VUFx

—TPAC 2EELET, MADIYRKRA YN PAC ¥—%H#5, TLS NV XILAEREShEF, EAP-FAS

T Tld. BEIPAC 7OEY3aZ v Iy R— b TVWEITAH, RADIUS —/N\N—LETHEMICTZHLENH DX

ER

EAP-FAST #BMICT %ICId. FEBAZEAH RADIUS H—/NICA YA R—=ILENTWZXLELNHD X,

Cisco Desk Phone 9800 ¥V —X(JiR7E. PAC DEH7OEY 3 ZvJDHZYR—MLTVWET, ZDf

. [BEfA1 V)XY RPAC 7OEY 3=y J%2FAT 3] Z# RADIUS H—N\THEMICLET,

[EfMAVINYE PAC 7OEY 3=y I %2FN T 3] KEMGIHES. EAP-GTC & EAP-MSCHAPV2 OEANE

ICBE>TVWBRENHD XT,

EAP-FAST Tld. BfET—NEICI—YT7HO Y MIMERESNTWBRENH D X,

AERADTA YL R LANBIETES PAC 7OEY 3 v IHAHFAEnABWVNES. XF—Y ¥4 RADIUS H—/\

% Cisco Desk Phone 9800 ¥ —XD&EHI® PAC 7OEY 3V JAICEY NPy T TEZET,

ZhiClE. AF—Y V¥ RADIUS H—/\—hHthv 5 Y EAP-FAST H—N\—& LTty b7y TENZHENDH

D, AVKR—KRV MDPEBDT 54 <ITY EAP-FAST H—N\—HS5ERINhFT, ChiZiF1—H—¢JIL—T7D
— 5 R—2R, BLU EAP-FAST 754XV F—LRY V—ERIEFENET,
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RKEDTZ4 <Y EAP-FAST RADIUS H—/\—H', EAP-FAST 754X VXx—¢RUI—%RT—IVT7Dth
>4 1) EAP-FAST RADIUS ' —/N\—[CEET2LDICEY M7y TN TSI EZERELET., ChickD.
Cisco Desk Phone 9800 ¥ ) —X (&, [B&DA I\ RPACT7OEY 3=V %#8n 95 (Alow anonymous
in-band PAC provisioning) ] EHICHE -S> TWBRABEIET., JOEY 3= Y4 3nh/-PAC 2FEHRTZXY,
PAC ODEHBICIHRD &, RBILEHM V/\V KR PAC 7OEY aZ v IHMERINET. D). [ BIEEEHA
YIYEREPAC 7OEYaZVJHAT S | MAMICKR>TWS I EZRRBL TS,

Cisco Desk Phone 9800 ¥V — XA FEAEPICR Y M7=V ICEREINTWS 2R LET., ThilE
D, POT47EEELEESNIET A4V F—2FAL THER S nW/-BEF D PAC Z{ER L TH L L\ PAC ZH
/TEEd,

AF—=YVITDITAVYLRLAN NRAT—Y V5D RADIUS H—N—%3T LSICT R LLETHIERINh, T
—IVITDTIEARA Y NPMERAS N TVWRWNWE ZFEBREEBIICT S ENHERINET,

HREBEEZOMIN - FSYAR—KNEEF21U5T 1 (EAP-TLS)

PAREREE ORI - NSV AR—F LAY £EF2Y 57+ (EAP-TLS) (&, PKITTLS 7O ZFEHLT

tFaVT1Z2RELET, BT —/\ND&EE

TLS (d. I—HEH—NOmMADRIE. BLUEFNLEY Y3 YyF—EHOI-DICEREEFRT 275514

LEXY., fAEZA VY AN=ILTE2RELNHDEXT,

EAP-TLS FBNh/=tEF a2 VT4 ZIRELEITH, V57147V MEAEEEIVETY,

EAP-TLS Tld. Cisco Desk Phone 9800 &) —XI(CA viR— NS hi-GIAAZEOHBER E—HNTBH1—YHYT7HY
VDRI — /NN ETHERENE ZEBHEKRT ZEELHDET,

CDA—YF—=THIOYMNIEEBMBNAT—REZEATZEZHEHHLET, £/, RADIUS H—/\—LTH

%929 % EAP &I EAP-TLS D& TY,

RE SN /-HEREBEEZ'O ~ OJL (PEAP)

Protected Extensible Authentication Protocol (PEAP) |&. H—/\EIDO AR+ —iIBZE2FERALTIIA 7V N
ZRRAET BI=®IC. VT4 7V b ERAEY—/NDOEICEEE{LE Nz SSL/TLS bV RILZBEUL XY,
ZDEDOFABHOKIRIIER{LI . I—FOERBEHRIIBZFEHNSELLTT,

PEAP-GTC & &£ UF PEAP-MSCHAPV2 [, H/R—F SN TWAREFFREEZ7AMNTILTYT,

PEAP T, BRIV —NLICA—YT AV Y DMERE N TWEIHENH D XT,

Quality of Service (QoS)

Quality of Service IC& D, BEEBRENZ 74 v 7 ICBVWVBEIBLNZERT Z2-HDDF 21—V IHTES
£5ICHRDET,
SECEEHENZ 74 vV DOBYBRF 12— VT ZB/MICTBICIE. RDAGARFAVIRVET,
PIECARSA Y N TWMM BEICBR > TSR EZ2ERLET,
cBEBSLVBRESENS 7 vV ICEBRIELZEZS QS KRY =27V ARL Y MTERLET,
k>74v% | DSCP 802.1p WMM UP R—bMEEHE
5147
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BE EF (46) 5 6 YE—ME7ERXRTYI—bMEN/ RTP/RTC
PR—k.

J—)L&If (Cf CS3 (24) 3 4 BEEICKDERES N TCP/UDP ;/R—
Control)

s BES L UMEHIE/CT Yy MMIEY)R QoS ¥—F v I hH b, 7O ILHAREL QoS ¥—F v J & FERL
TWERWI EZERL TSN,
« Cisco 10S X1 v FT. Differentiated Services Code Point (DSCP) {#FEZ&MICLE T,

J—J)L 7RIy avil@ (CAC)

Cisco Desk Phone 9800 &) — X, BEERA MY —LADBEZAEBEEZ Y R—MLTWEEA.,
TI9EARAYMDEFBICH LT TSPEC KB > TWBIES., SE7L—ADEBLEIBAHNTIFSNET,

F#R QoS

WEBRRRXY NT—Y TINA XD QoS BEERY V—ZERLET,
WLAN 7 /N1 ZF®D Cisco 21 v F R— N DERTE
Cisco 74T L X LAN O hO—F¢& Cisco 7V EARA VY MDRA Yy FR—b, BELOEEDT7 Y TIVI R
1Y FIR—bZEEBHRULET,
Cisco 10S 24 v FZHAY 3155, UTORA vy FR—IREZEALET,

Cisco 741 YL ALAN OV hO—5D COS F S A EEMICTS

mls qos

!

AVI—TxA4RXX

mls qos trust cos

Cisco 7F7EARL Y FD DSCP hSAMEHMICT S

mls qos

!

AVI—TxA4RXX

mls qos trust dscp
Cisco Meraki MS X4 v F=F|AT 2% &l&. [Cisco MerakiMS X1 v F VolP BAHA K] #8BLTL
fea Ly,
https://meraki.cisco.com/lib/pdf/meraki_whitepaper_msvoip.pdf
X-E: Cisco Wireless LAN Controller Z{#Hd %K., DSCP h 5 X hZ2XRETZH. QoS ¥—7 HNIEFICHES
NTWBZEZBERICTREDIC. T4AVLANYT—=IDNRIN=ZALTWVWBINRNTDA VT —T 14 AD Cis
co Wireless LAN Controller (CAPWAP = UDP 5246 and 5247) h#EH$ % UDP F—4%/R— h &{5§ET 2 NE
BHbHFET,
FiR IP BEEA®D Cisco X1 v F R— b DRE
Cisco HH#f IP BEED XA v FR— bk % Cisco BEEN A MTHLTEMICLE T,
UTIERAy FHERDEITT,

mls qos
|
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AV9—T x4 AX
MLS gos trust 7/\41 X cisco-phone
mls qos trust dscp

A—3yv7

Cisco Desk Phone 9800 ¥ — X dMADRERKEHE Y MIWIHELET, <hiTL . Cisco Desk Phone 9800
V1) —XF 5GHz £/=(F 2.4GHz O LWFT A ICEREL, FEEO0—I Y JOYR—rZBAMICLET.

802.11r (FT) 72 LM 802.1x TIITEBBRANNEICKR S e, O—I VI REENRET DAIREENH D
¥9, WPA, WPA2, WPA3 [FEEMD—KFF—Z2EAL. O—IVI/KREINRS BHAEEINHDXT,
802.11r (FT) AFHEIhTWBI5E8,. O—I VBRI 100 ms KGICEBESI N, 1 DOT7 I EARA VY DS
AMDOT7 U ARA Y hADOBITREIEI—FICHIZBRWNIETT,

Cisco Desk Phone 9800 &) — X4 802.11r (FT) #H/R— ML TWET,

RAEO—IVT9ALT—TI

FOAL O—3 v JKME
WPA/WPA2/WPA3 /X—Y FJL | 150 ms

WPA2 TV 5 —TZ4 X 300 ms
802.11r (FT) <100 ms

Cisco Desk Phone 9800 &V —XlF, AF v &O—IV T ARV IMEZEELXY,
FEAEDODO—IVT /Ry bOO—ZVY M) AH—IF. IRED RSSI [CEDWVWTHER RSSI % mIcTWNE
BHOEI, ChiTkh, FEEOHOLNWY—ALZABGO—IVIIRIESINET,

BEEF+217 O—Iv ¥ (FSR)

802.11r /| E&EIBAT (FT) &, BELRO—IVINRETIIRNTORIEY A T THREIWZEHRETILTY,
Cisco Centralized Key Management (CCKM) ([EHR—kEhTWEEBAD, 802.1x FREFEHNNVETT,
802.11r (FT) IERERTEF 2 7BO—I V7 ZTHEICL., XY NT—VATRREZGIRL TBEROX vy 7%
RIRICHIZ FT,
802.11r (FT) 72 L 802.1x F7zIZ PSK., LU FT L D 802.1x Tld. T2HBHERADOEMHICLD,. O—Z v
JHICBENRAET HAREMAH D T, WPA, WPA2, WPA3 [FBINO—RF—%2EA L, O—I YV J/EREH
RABZAREEDHD FT,
802.11r (FT) 3F¥—EEZ —ib L. F—IOEKZFHSLET,
802.11r (FT) AFIHE N T\ BI8H. O—3 YV JBRA' 400-500 ms A5 100 ms KiGICHEBIhE T, TDIF
B, 77EARA Y FEOBITHEIEI—FICEE AT EA.
802.11r (FT) OA—IVJICIE 2 DDAENH D X,
Over the Air
D247V MNIFTRRE7ILITVXAICELS 80211 FBEE2HALT, y—T Y hNDT7 IV EARA V&
BEBEELET.
Over the Distribution
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9247V NIBEDTZ IV EARLI VY N ZBUTY—TYMNDT7 VARSIV NEBELET. 77147
VhEY—HT Y RDTIERKRA Y NEDBEEIE. WLAN Oy bO—SRBBDIV A7V NEREDT Y
TEARAVNEDFT 70237 L—ATETEINET,
Over the Air AXXZFIFAT % 802.11r (FT) I&. BHEICHERZINhZEELF27 O—IVY ETFTILTT,
802.11r (FT) & & U Over the Distribution A Tld. IREEEMITSNTVWE 7 I ARS Y MADEGHNE
TY, COFHER. O—SVIARYIDPREVLEZICREDTZ IV EARSA VY NEREDT IV ERARLV FD
BANODRBURNMRIF TERWVWIEA—TVIRIBETIE S T<HELBWVWATEELH D X7,
Cisco Desk Phone 9800 &Y — X3 802.11r (FT) with WPA2-PSK, WPA3-SAE Z 7= I3 WPA2/WPA3 Enterpri
se aR—kULZET,

FSR&¥ 17 | B:F Key Management St | PMF
802.11r (FT) | PSK WPA-PSK WPA-PSK-SHA256 FT-PSK | AES A
802.11r (FT) | WPA3 SAE FT-SAE AES Ly
802.11r (FT) | EAP-TLS WPA-EAP FT-EAP AES A
802.11r (FT) | EAP-TLS (WPA3) | WPA-EAP-SHA256 FT-EAP AES Ly
802.11r (FT) | EAP-FAST WPA-EAP FT-EAP AES A
802.11r (FT) | EAP-FAST(WPA3) | WPA-EAP-SHA256 FT-EAP AES Ly
802.11r (FT) | EAP-PEAP WPA-EAP FT-EAP AES A
802.11r (FT) | EAP-PEAP(WPA3) | WPA-EAP-SHA256 FT-EAP AES Ly

XE: fthd Wi-Fi EFFETILHEET HIERIE(IC Cisco Desk Phone 9800 ¥ ) — X% RBHT % H. Fh 5D Wi-Fi
EBETTILH 802.11r (FT) ZHR—bM LTLWALISE. Cisco Desk Phone 9800 ) —XFHDE UBEE®D SSID
EFERATE2EFTIH. 802.11r (FT) ZEAL TLWAWVWETHAD Wi-Fi BEETILA 802.11r (FT) iR v
N7—U THEERINSZLZBEL. thOBFEOF—BEY 17 (FIZ(F 802.1x) ICHAIZ T. Over the Air
AYy R&ERAT 2 802.11r (FT) ZHAMICT 5 LHERINET,

POt AMRA Y M&E AES (CCMP128) ZH/R— ML TWBRELAHDZEYT, ChIETKIP A7O—RFv A MY
IWFFVPAMNBEELELTDOHMEATEZSHTT,

wEEO—I> Y

Cisco Desk Phone 9800 ¥V —XIIWADEKE Y MW T %76, FEEO—I Y U/ AAIREICARD., RE
RLBNVESHBEINTT., EF. ChiEF5GHz &D 24 GHz 2BELET. BALANILDRLTHS ERE
ETBE. —BIIIC 2.4 GHz DANEENBR N HTT,

BRNAVICIEB &, Cisco Desk Phone 9800 ) —XFIARTD 24 LU 5GHz FyRILZAF v VL.
BHINERXRY NT—=0DO7 0 RRA Y MHFAAIEREE ICEEMITZHAET.

BEROFELSTIRE CIRIETE S L EZRRICT B/2HD. AR MLAERTT D ENERINE T,
O—3v7,
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Cisco Desk Phone 9800 &Y —XTJ7A4 VL X LAN E—RZENCTDICEERIMVETYT., ANy T —

PREWEHTT,

4 —1 % k' Cisco Desk Phone 9800 ¥ 1) —X(C#EfES N TS MIF. 7147 L X LAN [F—KRIICEEIRIIC
BHICRDET., LH L. HHETIICTA VL X LAN B BRICE > TWSIHEEIE. 1 —T XY MRS h 3 LB
HICBEREMICRDET.

Cisco Desk Phone 9800 ¥V —X &, 74 RIVIREEFIL@FEHR. FICEERY —7 E— K (Wi-Fi EBHRE
L) Z2EALET,

XIAEES (PS-NULL) 7L —AlF. A7 FvRIL AF v VICFHAESNET,

BENS T4V I24IT5—9AyvE— (DTIM)

DTIM HAfS% 2 IC3REL. 100 ms DE—IVHIRZRET S LEHRLET,

Cisco Desk Phone 9800 &) —X (g7 7 AR AU —TE—R%ZEAT 57/, DTIMEEIE. 7O0—KF+v X b
BLUOVILFEFYYAMNT Y RBLTIZFVY AT Y N 2RI ZOOV -0 7y THEZ ATV 21—
IWIBEDICERINEEA.
7O—RFVvAMBLIVVILFFY AN NI T 490, 77 EARS Y MCEERMITONCEBEARIEDY 5
17 DB 25E. DTIMEBIAEX TFa—ICANSNEzH. DTIMIECNSDINT Yy MU Z14 7> MNCIEE
ShERIEZRELET., VILFXFVv AN U= avaERT 35S, LDEV DTIM BM%ZFERAT
ENTEZET,

TA4VLZXLAN EICEBOTILFEY AR ZAMN) —ANBEEICFET 255, DTIMEREZ 1 ICRET S L%
HEHLET,

EEEAE

FETZ2IA—I FvNITAICHRTDLIICRY NT—URREFLET,

Cisco 77t R R4 v hiE, 24 Mbps L EDF—% L— KT, 802.11a/n/ac H LT 802.11g/n DA TERK
27 EONARMBEFARNY —LAZGR—FTEFET, COBREZEMTDICIE. RNDODTAVLZALAN KXy I T
ZOYR N3T7 4 v EMHAOEREREE (RF) FRAENMVETT,

HUOHLEE. 7—% L—b, FBF v RIERAE, SLUPREICL>TERDET,

RILFFvr A b

TA4VLRALAN TYILFXFr ANEEHICTZHEE. NTA—XVRAEBEEERITZDVEIHDET,
BENE—BRDUVFA47Y MHEEMITONTNSRIGES, INTOVILFFY XS X7y MI DTIM BAEE TH
1—ICANSNhET,

Cisco Desk Phone 9800 ¥V —XEFICT7 7 AMRAY =7 E—RZFERALEITH. EEHE—RDIVZA4 7V
HEERITOSNTVSEBE, IRTOTIILFFvY AN Ty MEDTIMBIBEETF 2 —ICAhShE T,
NIWVFFYARNTEE, 95147 VRDBNT Y b2 L) —ICRETEHEVSFRIERIHD FEBA,
RIVLFFYANNT T 4903 POECARA Y ETAEMCB > TVWIEREDUE/IBARAT—5L—FTEESH
5. BMIB>TVWIREDL—FEITD, E—RE/BERAL—FEULTRESN TSI EZHRLETD,
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V747V ME ZORINFFY AN AM)—LZZETHHIC. IGMP EMB XRZXEFELET, tyray
PIRTEIhBE, V547V MIIGMP U—T#EELET,

Cisco Desk Phone 9800 & —X (., TERFICTA VYL X LAN EDVILFFVYANNS T4V I DEZRST
fcHICHERATEZS IGMP J T REE Y R—NLTWET,

IGMP ZX—EVINITXRTDRS Yy FTENCHR>TWS L Z2RERBLET.

XE:802.11b/g/n & Bluetooth AEIRFICERAES N HFZFEAI 2HE. VILFF v AMFFERIYR—bENE
A,
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Cisco 714V L X LAN Z88E9 5

Cisco AireOS 74 ¥ L X LAN Y bO—58 LU Lightweight 7V XRA > b

Cisco AireOS 74 L X LAN JY hO—58 LU Lightweight 77X RA4 Y M EBET 2EE. UTDHA
R4 V&FERLTLEEL,
802.11r (FT) ZBMICLET
CCKM [FEMICHE>TNET
[Quality of Service (QoS) 1% [7L =77 A (Platinum) JICEREULET
[WMMARY & — (WMM Policy) 1% [#7R (Required) ] ICRREL XY
tya vy FLATIVN DEMCH>TED, EULKEREINTWVWSILZRERLET
7O0—RFv A+ F—MHE IEVICH>TED., EULKRESINTVWS L EZRERELET
Aironet IE A" BT > TSI EEZHERELET
[P2P (E7Y—EF7) ZOv 274273y (P2P (Peer to Peer) Blocking Action) ] #&E&ICLE
[2514 7> bBR9 (Client Exclusion) JIEUKSBRESNTWS L 2MERELET
[DHCPZ KL ZDE|D 4 THNE (DHCP Address Assignment Required) |1 ZEMICLEX T
[REEE7L—A (PMF) (Protected Management Frame (PMF)) ] % [{E& (Optional) 1 £7=I&
[WPA3|C/E (Required for WPA3) [ ICERELE T
[MFPZ 51 7 b &{RF# (MFP Client Protection) ]% [{E& (Optional) ] £7c(3 [WPASICWE (Req
uired for WPA3) ] ICERELZET
DTIMHEAR = 2 ICEREL XY
V347V FATESE 2 EBMICERELET
[V 547> hwiE&IR (Client Band Select) ] [#%) (Disabled) | ICEREL XY
IGMP 2 X —EVJ ZFMICRELET
Layer 3 EEY T4 MMERAINTWBIEEIE. DIHENSILEYRY VI E—FK (Symmetric Mobile T
unneling Mode) ] #B%ICLE S
MHEICIGLT T—FL—bk Z2BRELET
VEICISU T, [BERF (AutoRF) ] ZERELET
EDCA 7O7 74 )% [BEICKRBIL] £/l [BFELETAHICHREL] ICRELET.
[{EBIEMACEBRL (Enable Low Latency MAC) ] % [#%) (Disabled) ] ICS@ELET
[EAH&IBR (Power Constraint) ] ' [#%) (Disabled) ] ICH>TWAhEEELET
[+ XILF7F+ 2> X (Channel Announcement) ] & [Fv¥ XILY 4 L KE—K (Channel Quiet Mod
e) ] ZEMICLEY
MHEICIHUT A=Y NT—=FL—h 2RELET
JL—AEH REZITVET
CleanAir ZB#1IC 9 % (CleanAir 74 /O —T Cisco 7 7 L AR4A v ~ 2 FAT %158)
MBIZHEUT INFFY AT ALY MEE Z8RELEXT
[802.1p# 4 (802.1ptag) 1% [FL X7 AQoS7O7 71 )L (Platinum QoS profile) 1ICxL T 5 IC
HRELXT
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802.11 Xy FI7—URRE

Cisco Desk Phone 9800 &Y — X3 5 GHz DA THEAT 2 & Z2HIITHLET., FIATESZFvr Vv RILE
HE<, 2.4 GHz BICHARTEFSNDIZNHTT,

5 GHz OEFEEZEAT 5ICIE. [802.11a/nfac &y kT—74RR] A [ B ICB->TWBZ LZ2EEBLTL
-1 AW

[E—2Hif (Beacon Period) ] % [100 ms] ICE2FE LT,

[®KT 547 & (Maximum Allowed Clients) ] 3 ZEICIHUTHRELET.

WA ERX) L—MELT12Mbps Z88EL. YR—FEINTWSE (A7 3Y) L—F&ELT 18 Mbps M L%
METDELZHEMOHLET, L. —EORETIE. DAD (BEX) L—rELT 6Mbps ZEXICTZVE
KHbFET,

alal
CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Wireless 802.11a Global Parameters

¥ Access Points

All APs General Data Rates**
» Radios
Global Configuration 802.11a Network Status Enabled 6 Mbps Disabled E
» Advanced Beacon Period (millisecs) 100 9 Mbps Disabled E
Fragmentation Threshold 12 Mbps Mandato
Mesh (bytes) 2346 p: v B
» AP Group NTP DTPC Support. Enabled 18 Mbps Supported E
» ATF Maximum Allowed Clients 100 24 Mbps supported
RF Profiles RSSI Low Check | Enabled 36 Mbps Supported B
RSSI Threshold (-60 to -90 48 Mbps Supported B
FlexConnect Groups dBm) -80
54 Mbps Supported B
» FlexConnect ACLs
802.11a Band Status
FlexConnect VLAN CCX Location Measurement
Templates Low Band Enabled
i Mode Enabled
Network Lists Mid Band Enabled
i Interval (seconds) 60
v 802.11a/n/ac/ax High Band Enabled
:;:I"Wk TWT Configuration ***
v
RF Grouping Target Waketime Enabled
TPC
DCA Broadcast TWT Support Enabled

2.4 GHz ZzfEHT 5IClE. 802.11b/g/n XY hT—U RF7—% X & 802.11g »'. [BZ) (Enabled) ] THBZ &
ZERLET,

[E—2HAR (Beacon Period) ] % [100 ms] ICEREL X T

TA4VYLALANT, AV 77V 7VTNEREBELETBLAY—05147 Y MDEFEELVLBWNES. 77 EARIY
NTERRESI NIz 2.4 GHz BIFEH T, [ a—MFUFP 7L (Short Preamble) ] % [H% (Enabled) ]iCL
9. AVITIV7ZVTILORLDICOa— TV TPV TIVEFERTZET, T4 VLRARXRYNT—=TDINT
A=Y VANEELET,

BRKIZAT7Y MR IIDEICIEUTHRELE T,

T4V L X LAN [C#E#:9 % 802.11b DHD I ZA 7Y MO BFEELBRNT EZBEL T, 12 Mbps 278 (B
K) L—=hELT, B R=FZINhTWE (AT7¥3Y) DL—MELT 18 Mbps ZRET B ENHRINE
¥, f=f2L. —SORETIE. BB (BX) L—hELT. 6 Mbps ZBMICT Z2VNENHD X,
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802.11b ¥ 54 7Y FHEET ZHE. 11 Mbps Z0AE (BER) L—hELT
(AF72aV) ELTERETIVELNHDET,

cisco

MONITOR  WLANSs

SECURITY

MANAGEMENT COMMANDS  HELP

F]REL. 12 Mbps U E&EHR—K

FEEDBACK

Wireless

¥ Access Points
All APs
» Radios
Global Configuration

» Advanced
Mesh
» AP Group NTP
» ATF
RF Profiles
FlexConnect Groups
» FlexConnect ACLs

FlexConnect VLAN
Templates
Network Lists

» 802.11a/n/ac/ax

¥ 802.11b/g/n/ax
Network
» RRM
RF Grouping
TPC

BEi RF (RRM)

802.11b/g Global Parameters

CONTROLLER  WIRELESS

Data Rates**

General
802.11b/g Network Status Enabled
802.11g Support E)Enabled
Beacon Period (millisecs) 100
Short Preamble Enabled
:;z;ferr;;antation Threshold 2346
DTPC Support. Enabled
Maximum Allowed Clients 100
RSSI Low Check ~ | Enabled
RSSI Threshold (-60 to -90 _80

dBm)

CCX Location Measurement

1 Mbps
2 Mbps
5.5 Mbps
6 Mbps
9 Mbps
11 Mbps
12 Mbps
18 Mbps
24 Mbps
36 Mbps
48 Mbps

Mode EEnabled

Interval (seconds) 60

54 Mbps

TWT Configuration ***

Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Mandatory
Supported
Supported
Supported
Supported
Supported

lofolololofolo Lo ol oRo]

Target Waketime

Broadcast TWT Support

Enabled
Enabled

AN—]

Cisco Wireless LAN Controller Z{ERY 2%, [BEERF (Auto RF) ] ZBMICL T, Fv¥ XILEXREBHHTE
AEEIZENHRINET,
FRYTZEFREEEICISU T, 5 £/ 24GHz D7 V2 ARA Y MEEBALANILE D Y THEERELET,
BEIHALANILE DY TEZFERT 258, RABLURNOEHLRNILEEBETZENTELT,

cisco

MONITOR ~ WLANS

SECURITY MANAGEMENT

COMMANDS  HELP

FEEDBACK

Wireless

¥ Access Points

CONTROLLER  WIRELESS

802.11a > RRM > Tx Power Control(TPC)

All APs
*» Radios
Global Configuration

v

Advanced
Mesh
» AP Group NTP
» ATF
RF Profiles
FlexConnect Groups
» FlexConnect ACLs

FlexConnect VLAN
Templates

Network Lists

¥ 802.11a/n/ac/ax
Network
+ RRM

RF Grouping
TPC
DCA
Coverage
General

TPC Version

~Interference Optimal Mode (TPCv2)
°Coverage Optimal Mode (TPCv1)

Tx Power Level Assignment Algorithm

Power Level Assignment Method

Maximum Power Level Assignment (-10 to 30 dBm)
Minimum Power Level Assignment (-10 to 30 dBm)
Power Assignment Leader

Last Power Level Assignment

Power Threshold (-80 to -50 dBm)

Channel Aware

Power Neighbor Count

Invoke Power Update Once I

©Automatic Every 600 sec
~On Demand
Fixed 1

17

11

RTP9-32A-WLC3 (10.81.6.70)
463 secs ago

-65

~| Enabled

3

5CHz 2EAT25H. Z<DF v YR ZAF Y VI BHLICL>THERISNBET VARSI Y MRED
BENGEEZEET B/HIC, FrYRIBEFRTZIEEZHBMOLET (Bl 12 Fr VRILDH),
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5 GHz F+ XJLIglE. Cisco 802.11n 7Vt ARA v b & ERAT SIHEEIF 20 MHz £/ 40 MHz &£ L T,
0802.11ac 77 AMRA v N % EAT 31881 20 MHz, 40MHz, £7/-l$ 80 MHz & U TR TZ%XY,

INRTDT7I7EARA Y M TRALUF v XIEZFERAT S L ZHRLET,

alve]e
cisco

Wireless

¥ Access Points
All APs
» Radios
Global Configuration

» Advanced
Mesh
» AP Group NTP
» ATF
RF Profiles
FlexConnect Groups
» FlexConnect ACLs

FlexConnect VLAN
Templates

Network Lists

¥ 802.11a/n/ac/ax

24GHz 2RI 2EE. FvyXIL1. 6. BLU 11 DIH%E DCAUZNTEMCTZINELAHDET,
2.4 GHz THIHTZSF v XRIVEICIIED A H S8, 40 MHz |59 % Cisco 802.11n 7V A R4V b &
ERT %58 TH.

Network
+ RRM

RF Grouping
TPC
DCA
Coverage
General

Client Roaming

Media

EDCA Parameters

Cisco

Wireless

¥ Access Points

v

v

All APs
*» Radios
Global Configuration

Advanced

Mesh

AP Group NTP

ATF

RF Profiles
FlexConnect Groups
FlexConnect ACLs

FlexConnect VLAN
Templates

Network Lists
802.11a/n/ac/ax

802.11b/g/n/ax
Network

+ RRM

RF Grouping
TPC

DCA
Coverage

MONITOR ~ WLANs

CONTROLLER  WIRELESS

SECURITY

MANAGEMENT COMMANDS  HELP

802.11a > RRM > Dynamic Channel Assignment (DCA)

FEEDBACK

Dy icCh | Assig it Algorithm

Channel Assignment Method ©Automatic Interval: 10 minutes AnchorTime: 0
" Freeze Invoke Channel Upd Once I
_OFF

Avoid Foreign AP interference Enabled

Avoid Cisco AP load | Enabled

Avoid non-802.11a noise Enabled

Avoid Persistent Non-WiFi Interference (| Enabled

Channel Assignment Leader

Last Auto Channel Assi
DCA Channel Sensitivit

Channel Width

gnment

Y

Avoid check for non-DFS channel

DCA Channel List

RTP9-32A-WLC3 (10.81.6.70)

556 secs ago
Medium (15 dB)
20 MHz © 40 MHz

~| Enabled

80 MHz (1160 MHz ( 80+80 MHz (_Best

DCA Channels

MONITOR ~ WLANS

36, 40, 44, 48, 52, 56, 60, 64, 100, 153,

157, 161

Y

CONTROLLER  WIRELESS

24 GHz FvX)L% 20 MHz £ UTEHTE

TRHILEHWRLET,

SECURITY MANAGEMENT COMMANDS HELP

802.11b > RRM > Dynamic Channel Assignment (DCA)

Dynamic Channel Assignment Algorithm

FEEDBACK

Channel Assignment Me

Avoid Foreign AP interfe:
Avoid Cisco AP load

thod

rence

Avoid non-802.11b noise

Avoid Persistent Non-WiFi Interference

Channel Assignment Leader

Last Auto Channel Assignment

DCA Channel Sensitivity

DCA Channel List

©Automatic

" Freeze

Interval: 10 minutes B AnchorTime: 0 B

Invoke Channel Update Once |

_OFF

Enabled

| Enabled

Enabled

| Enabled
RTP9-32A-WLC3 (10.81.6
75 secs ago

Medium (10 dB)

DCA Channels

1,6, 11

4

.70)

Cisc

FIAT 2EEMICEEMESICIS U T, 5GHz £7/=13 2.4GHz OWThH TEINF v RILEEEEHDEID Y TAE

RA32&L5IC, B4D7 7 EARA Y NEEFREEA—N—F1 RTEHLIICRETEET.
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77X R4V ME, BHFEDHTHEICHLUTEMICTE, BHRICBRENT /X RAV hEERL
X7,

ChiE, ZOiE T THRL H 2T ICLEICED XY,

5 GHz F v XJLIEIE. Cisco 802.11n 7 7 L ARA ~ b ZERAT %155 1E 20 MHz £7=I1& 40 MHz, Cisco 802.1
lac 77 ARA Y N &{ERAT %58(1E 20 MHz, 40 MHz, 80 MHz £ U CERETEZ Y,

5GHz 2fEAT 2IBRICDH. FYRILNA VT4V 7 %FRTHEEHEDHLET.

IRTCDF7 IV ERARLA Y M TRUF v RIVIBZFERT L E2HRLET,

CcISCco MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Wireless 802.11a/n/ac/ax Cisco APs > Configure

¥ Access Points

All APs
~ Radios General RF Channel Assignment
802.11a/n/ac/ax
802.11b/g/n/ax AP Name rtp9-31a-apt Current Channel (48,44)
Dual-Band Radi
uslBand Radios Admin Status Enable [ Channel Width * 40 MHz

Global Configuration

Operational Status up * Channel width can be configured only when channel configuration is in custom

» Advanced mode
Slot # 1 ;

Mesh Assignment Method OGlobal
» AP Group NTP 11n Parameters Custom
b ATF Radar Information

11n Supported Yes

RF Profiles

FlexConnect Groups CleanAir Channel Last Heard(Secs)
» FlexConnect ACLs No radar detected channels

—— CVLAN CleanAir Capable Yes

lexConnec 3
Templates CleanAir Admin Status Enable [ Tx Power Level Assignment
Network Lists * CleanAir enable will take effect only if it is enabled on this band.
Current Tx Power Level 1
» 802.11a/n/ac/ax Number of Spectrum Expert
VLGS — tions 0 Assignment Method ©Global

» 5

802.11b/g/n/ax Ant N . Custom
T s ntenna Parameters

S S Antenna Type Internal

Application Visibility "
» Performance Profile

And Control A

B N
el Sarrar Antenna p View and edit Performance Profile for this AP
D @
Country Q9 Performance Profile
Timers
Note: Changing any of the parameters causes the Radio to be temporarily disabled

» Netflow and thus may result in loss of connectivity for some clients.
» Qos

247y bho0—-3vT

AF v EO—IVJRTINA ZBEHICE > TEBICEE I h 578, Cisco Desk Phone 9800 ¥ ') —X (., Ci
sco 7AVLALAN OV O—ZD7547 b O0—3v7 €73 YDRFNGA—5ZFABALEEA.

EDCA XS AXA—%

EDCA 7O7 71 )L % [BEEICHRE{L (Voice Optimized) ] X7l [FE & EFAICHEL (Voice & Video Op
timized) 1 DWIThHAICEREL. FERATZRERBHFIRICIHU T, 5 £/l 2.4 GHz OWThH T L T [{EEIE
MAC (Low Latency MAC) ] z&EMICLZE T,

{KIBEE MAC (LLM) (. 79 EZRRA YN TSy R T7Aa—AIKKRUT, Ty hTEDBEERZ 2 ~ 3RS
LET, chickh. BT -7 HEURIEEE. BMEIRET REENHDXT,

LLM (& Cisco 802.11nfac 77 L ARA Y F TP R—bShTLWEEA,
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CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Wireless

¥ Access Points

All APs General
» Radios
Global Configuration EDCA Profile Voice & Video Optimized
» Advanced Enable Low Latency MAC 1 B
Mesh

» AP Group NTP
Low latency Mac feature is not supported for 1140/1250/3500 platforms if more than 3 data rates are enabled.
» ATF

DFS (802.11h)

[®AHIBR (Power Constraint) ] (&, REEDFXICTZH. 0dB ITFRELET.
[F¥RILFZF D> X (Channel Announcement) ] &[F v RILTA L > ME—F (Channel Quiet Mode) ]
(3 [B% (Enabled) ] ICEREL Y.

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Wireless 802.11h Global Parameters

¥ Access Points

All APs Power Constraint
» Radios
Global Configuration Local Power Constraint(0-30) 0 dB
»
LrenE Channel Switch Announcement
Mesh
Channel Announcement
» AP Group NTP N
Channel Switch Count 0
> ATF Channel Quiet Mode
RF Profiles

FlexConnect Groups Radar Blacklist

» FlexConnect ACLs Smart DFS

BAIL—7v & (802.11n/ac)

802.11n F—% L— M IFER 24 GHz B LU 5GHz) T EICHETEET,

802.11ac ¥—% L—hMIZ 5 GHz ICOHBERINET,

WMM AERICE >TSS &, 2L T WPA2/WPA3(AES) A* 802.11nfac T—% L— M 2FIABT 5L SICHRTE
SNTVBZIEZRRELTLLZE L,

Cisco Desk Phone 9800 &) —X[¢, HTMCS0-MCS7 &V VHTMCS0-MCS91SSF—% L— kD&
ZHYR—MLFZITH. ZULED MCS L—KIE. 1D 802.11nfac 75147V hH, EbhEaWTF—% L —KF%ZF
FATE5MIMO 77+ 77 /0V%8CAUFEBRAREZHAL TWRIEE, A7Ya vy TEMITEZET,
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CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Wireless 802.11n/ac/ax (5 GHz) Throughput
¥ Access Points
All APs General MCS (Data Rate 1) Settings
» Radios
Global Configuration 11n Mode Enabled 2 0 (7  Mbps) Supported
B ancad 11ac Mode Enabled 2 1 (14 Mbps) Supported
3
Mesh 11ax Mode Enabled 2 2 (21 Mbps) Supported
3 29 Mbps, Supported
P AP Group NTP VHT MCS Rates ¢ ! i’
4 43  Mbps 2 Supported
> ATF ( ps) @ supp
5 (58 Mbps) Supported
RF Profiles ss1
- 7 4 6 (65 Mbps) Supported
FlexConnect Groups 0-8 Y] Enabled £
R 4 7 (72 Mbps) Supported
» FlexConnect ACLs 0-9 Enabled £
8 (14 Mbps) Supported
FlexConnect VLAN sS2
Templates 9 (29 Mbps) Supported
0-8 v 4
Network Lists Enabled 10 (43 Mbps) Supported
0-9 Enabled 4
v 802.11a/n/ac/ax 11 (58 Mbps) Supported
::tr:vork ss3 12 (87 Mbps) Supported
-
RF Grouping 0-8 7 Enabled 4 13 (116 Mbps) Supported
TP
DCCA 0-9 Enabled 4 14 (130 Mbps) Supported
e 15 (144 Mbps) Supported
General Ss4 16 (22 Mbps) Supported
li R i - 7 4
S"ed','t o 0-8 Y| Enabled £ 17 (43 Mbps) Supported
edia
R 4
EDCA Parameters 0-9 Enabled < 18 (65 Mbps) Supported
DFS (802.11h)
High Throughput HE MCS Rates 19 (87 Mbps) Supported
(802.11n/ac/ax) 20 ( 130 Mbps) Supported
CleanAir
SS1 S§S2 21 (173 Mbps) Supported
» .
LYY 0-7 7 Enabled 07 /| Enabled 22 (195 Mbps) Supported
> -
Media Stream 0-9 7' Enabled 0-9 /' Enabled 23 (217 Mbps) Supported
) Application Visibility 0-11 Enabled 0-11 Enabled 24 (29 Mbps) Supported
And Control
25 (58 Mbps) Supported
Lync Server SS3 SS4q
26 (87 Mbps) Supported
Country 0-7 v Enabled 0-7 7 Enabled
27 (116 Mbps) Supported
Timers 0-9 v Enabled 0-9 7 Enabled
28 (173 Mbps) Supported
» Netflow 0-11 Enabled 0-11 Enabled
29 (231 Mbps) Supported
» QoS
SS5 SS6 30 (260 Mbps) Supported
0-7 v Enabled 0-7 7 Enabled 31 (289 Mbps) Supported

7 L—A%#H

TL—=ALT7TVT—=3vid. A==~y RZEIBT ZIC. &8O MAC 7OMJL F—% 1=y k (MP
DU) &/zld3 MAC H—ERX 7—% 1= b (MSDU) Z—#&IC/\w o —J{L9%70CRATHH. ZDHER. R
—7y NEBREZZEILTEXT,
MAC 7O L)L 7—% 1=y b (A-MPDU) O&EHTIF. 70Ov I ERREZERTIHNENHDXT,
Cisco Desk Phone 9800 &Y —XTDI Y ARY IV X &&#E{Ld %ICId. A-MPDU $ & UF A-MSDU R E %X
DEOICHARITZVENHD T,
A-MSDU
I—HEBERIRG 1. 2=F%
I—YE%IERI 0. 3. 4. 5. 6. 7 =M
A-MPDU
I1—HE5EIERL 0. 3, 4, 5=F%
I—HEEIERL 1. 2, 6, 7 = &R
UTDaYY R%EFERL T, Cisco Desk Phone 9800 &) —XDEHICHiE>T. A-MPDU &L U A-MSDU % 3%
ELET,
5GHz BEZIBR I BICIF. £3802.1Ma Xy hT—JZFBMICL, ZEENTET LESBEAMICLET,
config 802.11a 11nSupport a-msdu tx priority 1 enable
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config 802.11a 11nSupport a-msdu tx priority 2 enable
config 802.11a 11nSupport a-msdu tx priority O disable
config 802.11a 11nSupport a-msdu tx priority 3 disable
config 802.11a 11nSupport a-msdu tx priority 4 disable
config 802.11a 11nSupport a-msdu tx priority 5 disable
config 802.11a 11nSupport a-msdu tx priority 6 disable
config 802.11a 11nSupport a-msdu tx priority 7 disable

config 802.11a 11nSupport a-mpdu tx priority O enable
config 802.11a 11nSupport a-mpdu tx priority 3 enable
config 802.11a 11nSupport a-mpdu tx priority 4 enable
config 802.11a 11nSupport a-mpdu tx priority 5 enable
config 802.11a 11nSupport a-mpdu tx priority 1 disable
config 802.11a 11nSupport a-mpdu tx priority 2 disable
config 802.11a 11nSupport a-mpdu tx priority 6 disable
config 802.11a 11nSupport a-mpdu tx priority 7 disable

2.4 GHz FRE%BH T %ICIE. £9802.11b/g XY M7= %#H/HICL.
ZTENTET LR, BEEMICLET,

config 802.11b 11nSupport a-msdu tx priority 1 enable

config 802.11b 11nSupport a-msdu tx priority 2 enable

config 802.11b 11nSupport a-msdu tx priority O disable

config 802.11b 11nSupport a-msdu tx priority 3 disable

config 802.11b 11nSupport a-msdu tx priority 4 disable

config 802.11b 11nSupport a-msdu tx priority 5 disable

config 802.11b 11nSupport a-msdu tx priority 6 disable

config 802.11b 11nSupport a-msdu tx priority 7 disable

config 802.11b 11nSupport a-mpdu tx priority O enable
config 802.11b 11nSupport a-mpdu tx priority 3 enable
config 802.11b 11nSupport a-mpdu tx priority 4 enable
config 802.11b 11nSupport a-mpdu tx priority 5 enable
config 802.11b 11nSupport a-mpdu tx priority 1 disable
config 802.11b 11nSupport a-mpdu tx priority 2 disable
config 802.11b 11nSupport a-mpdu tx priority 6 disable
config 802.11b 11nSupport a-mpdu tx priority 7 disable

IRED A-MPDU & L UF A-MSDU D#EZ R RT %ICIE. 5 GHz DIFE (L show 802.11a, 2.4 GHz DiFHIE s
how 802.11b & AJILE T,
802.11n XF—% R:
A-MSDU #(s:

Cisco Desk Phone 9800 &) —XJ7A4 VL X LAN EA A K 38



BESENERL 1o [B%8 (Enabled) ]
BT 2 [E%) (Enabled) ]
BSENBERL 3B B
BIENBEL A B
BSEIBERL 5. B
BSEIBERL 6. B
=1 A A i3]
A-MPDU 3i(S:
BESENERL Onneeeeeeeeeee e [B%8 (Enabled) ]
=1 A N =3
BSENBERL 2. TS
BT B, [B%1 (Enabled) ]
BHEE A [E%) (Enabled) ]
BT B, [B%1 (Enabled) ]
BSENBERL 6. B
BSENBERL 7 e TS

U—vx17

CleanAir 72 / OJHEH®D Cisco 7 7 ARA v b FERAL T, BEOTHEZ®RET %L, [CleanAir] =
[B%h (Enabled) ]1ICUZE T,

Cisco Desk Phone 9800 U —XJ7A4 VL X LANEAHA K
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Cisco

Wireless

¥ Access Points
All APs
» Radios
Global Configuration

» Advanced
Mesh
» AP Group NTP
» ATF
RF Profiles
FlexConnect Groups
» FlexConnect ACLs

FlexConnect VLAN
Templates

Network Lists

¥ 802.11a/n/ac/ax
Network
* RRM
RF Grouping
TPC
DCA
Coverage
General
Client Roaming
Media
EDCA Parameters
DFS (802.11h)
High Throughput
(802.11n/ac/ax)
CleanAir

» 802.11b/g/n/ax
» Media Stream

N Application Visibility
And Control

Lync Server
Country
Timers

» Netflow

» Qos

MONITOR  WLANs

MONITOR  WLANs

CONTROLLER  WIRELESS

802.11a > CleanAir

CleanAir/Spectrum Intelligence Parameters

SECURITY

MANAGEMENT COMMANDS HELP FEEDBACK

CleanAir

Spectrum Intelligenc

Report Interferersl

o3

Persistent Device Propagation

Interferences to Ignore

EEnabled
~|Enabled
@Enabled
~|Enabled

Interferences to Detect

Canopy TDD Transmitter
WiMax Fixed > Jammer
SI_FHSS Continuous Transmitter
< DECT-like Phone
Video Camera
Trap Configurations
Enable AQI(Air Quality Index) Trap @Enabled
AQI Alarm Threshold (1 to 100)2 35
Enable trap for Unclassified Interferences ~|Enabled
Threshold for Unclassified category trap (1 to 99) 20
Enable trap for Classified Interferences _|Enabled
Threshold for Classified category trap (1 to 99) 0
Enable Interference For Security Alarm @Enabled
Do not trap on these types Trap on these types
TDD Transmitter Jammer
Continuous Transmitter > WiFi Inverted

DECT-like Phone

Video Camera
SuperAG

Event Driven RRM (change settings)

WiFi Invalid Channel

EDRRM

Sensitivity Threshold

Rogue Contribution

Rogue Duty-Cycle

Disabled
N/A
N/A
N/A

(1)Device Security alarms, Event Driven RRM and Persistence Device Avoidance algorithm will not work if Interferers reporting is disabled.

(2)AQI value 100 is best and 1 is worst
(3)Spectrum Intelligence does not send traps to Prime Infrastructure and CMX

Wireless 802.11a/n/ac/ax Cisco APs > Configure

¥ Access Points
All APs
+ Radios
802.11a/n/ac/ax
802.11b/g/n/ax
Dual-Band Radios
Global Configuration

» Advanced
Mesh
» AP Group NTP
» ATF
RF Profiles
FlexConnect Groups
» FlexConnect ACLs

FlexConnect VLAN
Templates

Network Lists
» 802.11a/n/ac/ax
» 802.11b/g/n/ax
» Media Stream

N Application Visibility
And Control

Lync Server
Country
Timers

» Netflow

» Qos

CONTROLLER ~WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

General RF Channel Assignment
AP Name rtp9-31a-ap1l Current Channel (48,44)
Admin Status Enable Channel Width * 40 MHz ©
Operational Status up * Channel width can be configured only when channel configuration is in custom
mode
Slot # 1 Assignment Method ©Global
11n Parameters Custom
Radar Information
11n Supported Yes
CleanAir Channel Last Heard(Secs)
No radar detected channels
CleanAir Capable Yes
CleanAir Admin Status Enable Tx Power Level Assignment
* CleanAir enable will take effect only if it is enabled on this band.
Current Tx Power Level 1
Number of Spectrum Expert
connections. o Assignment Method OGlobal
“)Custom

Antenna Parameters

Antenna Type

Antenna

Internal B

ocow>
[<]<J<]<]

Performance Profile

View and edit Performance Profile for this AP

Performance Profile

Note: Changing any of the parameters causes the Radio to be temporarily disabled

and thus may result in loss of connectivity for some clients.

Cisco Desk Phone 9800 &) —XJ7A4 VL X LAN EAH A K
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Rx Sop Threshold

[Rx SopL ZULME (Rx Sop Threshold) ] (ClE. T 7 AL MEZFERT 3 EMHREINET,

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Wireless Rx Sop Threshold
1
¥ Access Points
All APs Rx Sop Threshold 802.11a Default ~|Custom
*» Radios

Rx Sop Threshold 802.11b Default B 0 ~|Custom
Global Configuration

¥ Advanced
+ RF Management

Flexible Radio
Assignment
Load Balancing
DTLS
Band Select
Rx Sop Threshold
Optimized Roaming
Network Profile

1 Rxsop only supported in Local,Flex,Bridge and Flex+Bridge mode Aps.

[IVRE&E(WLAN Settings)]

Cisco Desk Phone 9800 &) —XI(CIZHID SSID ZEID U TR E%#HBULET,
LhAL., BEXWE Cisco 741 VLA LAN TV RIRA YV R aYR—MTBLDICRESNIBEED SSID #FEHT
5EHTEZLY,

Cisco Desk Phone 9800 &V —XTfEF 315 SSID (&, ¥ED 802.11 BRI A TOIHTBRHIND L SICER
ETEZET (. 802.11a D),

Cisco Desk Phone 9800 >V —X (3 5 GHz FDH THEATHILZHRLET. Z<OFvRILHFATE,
2.4 GHz FICHARTFEI DB 128 TY,

BIRU SSID AMhd 714 L X LAN TERAINhTWRWC EZEREL TSV, BRS2EFaVT15947
MERAINTVWZBEIFIC. BRAVEEAEIO—IVIhICEBENRET ZAHEENHD X,

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANSs WLANS > New
LD Type WLAN
WLANs

Profile Name voice

» Advanced
SSID voice
) 6
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MONITOR WLANs CONTROLLER

WIRELESS

SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Cisco
WLANs

¥ WLANs
WLANs

» Advanced

2Et¥a7

WLANSs > Edit ‘voice'

General | Security | QoS | Policy-Mapping | Advanced |

Profile Name
Type
SSID

Status

Security Policies

Radio Policy

Interface/Interface
Group(G)

Multicast Vlan Feature
Broadcast SSID
NAS-ID

Lobby Admin Access

voice

WLAN

voice

Enabled

[WPA2][Auth(FT 802.1X)]

(Modifications done under security tab will appear after applying the changes.)

802.11a only

rtp-9 voice B

| Enabled

Enabled

|RTP9-32A-WL<:3

—3I V71 802.11r (FT) ZRAT 2 ICIF. SEBITEZEMICLET.

Over the Distribution System /35 Tld#: <. Over the Air5ia%{FEHT 5IC1E. [Overthe DS] F v 7Ry o
AEATICT B EDHREINET,
WPA3 DB, [REENAEEIL—AR[ER] FLE[DHA]ICKRELET,
AES BEE1tdD WPA2/WPA3 /R —&BRIC L. 802.1x £7/=IX PSK/SAE D EE 5 & FERAT HMICILL T,
REEF—EIEY A 7D FT 802.1x, FTPSK £/:|d FT SAE 2FRI 31 &&ERLE .

WLANSs > Edit "Wifi_cisco’

General | Security | QoS | Policy-Mapping | Advanced |

WPA2+WPA3 Parameters

Policy Fwpa2 wea3

Encryption Cipher 3 ccMP128(AES) [CJccmp2s6 [Jecmpi28

Fast Transition

Fast Transition

O
Seconds

Protected Management Frame

PMF Optional v
S

timer(1-10sec)
200

Over the DS

Reassociation Timeout

SA Query
Timeout(100-500msec)

Authentication Key Management 12

802.1X-SHA1 [ Enable
802.1X-SHA2 [J Enable
FT 802.1X Enable

Cisco Desk Phone 9800 &) —XJ7A4 VL X LAN EA A K
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WLANSs > Edit 'Wifi_cisco’

General | Security I QoS | Policy-Mapping I Advanced |

WPA2+WPA3 Parameters

Policy [Jwea2 ®wpa3
Encryption Cipher A ccMP128(AES) [“Jccmp2s6 [Jecmp128 [JJecmp2s6

Fast Transition

Fast Transition

Over the DS

Reassociation Timeout Seconds

Protected Management Frame

PMF Required v
e
timer(1-10sec)

SA Query

Timeout(100-500msec) 200

Authentication Key Management 12

802.1X-SHA1 [J Enable
802.1X-SHA2 [J Enable
FT 802.1X Enable

802.11x. PSK, X/IF SAE (. SXSFBYATDEEI A7V MK UTRHEU SSID 23| AT 570ICH
MICTEEXT, 802.1x. PSK. SAE DWITFNHMERINBZMNICL>T. —EDI F14 7> M 802.11r (FT) %
HR—KULRBWMEEDHDET,

SSID & &IC RADIUS FBRES KU 7 AV Y b H—NZ/ELT, FO—/NIL URANZLEEEITZIENTEET,
BUMEIFEELLZWMESE ([12L (None) 1ICERTE) . RADIUS H—/N\—DHBEJ XA MMERINET ([EFa
)54 (Security) ]> [AAA] > [RADIUS] DJEICiEIR) .

EAP 7O—RFv A~ F—RBZRS IRTD EAP XTA—=%(L, SSID S &, £FF/O—/NLICRETE
¥9. EAP7O—-KRFvr b F—RRIE. 70—/ LRIV TOHERETEEXT,

SSID S EICEAP KT A—HZRET BICIE. [EAP KT A=F] o/ 2avT[BRICTSRIICFIvIEA
h, BYBEZANLET,

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANs WLANSs > Edit ‘voice’
¥ WLANs General | Security | QoS | Policy i Ady d
WLANs
» Advanced Layer2 | Layer3 | AAA Servers
Select AAA servers below to override use of default servers on this WLAN
RADIUS Servers
RADIUS Server Overwrite interface | |Enabled
Apply Cisco ISE Default Settings —|Enabled
Authentication Servers Accounting Servers EAP Parameters
Enabled Enabled Enable
Server 1 None B None
EAPOL Key Timeout(200 to 5000 millisec) 400
Server 2 | None B None
EAPOL Key Retries(0 to 4) 4
Server 3 | None B None B
Identity Request Timeout(1 to 120 sec) 30
Server 4 | None B None B
Identity Request Retries(1 to 20) 2
Server 5 | None B None B
Request Timeout(1 to 120 sec) 30
Server 6 = None B None
Request Retries(1 to 20) 2
Authorization ACA Server Accounting ACA Server
| Enabled | Enabled
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WMM 7RY) &—I{&. Cisco Desk Phone 9800 ) — X 7z (dfthd WMM SFISEEEH'C D SSID %2 FRAT 2HH(IC
D, DA ICHRETIVENHDIT,

WLAN EIZIEWMM 75147V b hH25HE. INS5D7 747 &R0 WLAN [CEET 5L 2HEBLET,
JE WMM o 5 1 7 kE. Cisco Desk Phone 9800 &) —X & &7 U SSID ZFHL T, WMM 7RY U —h,
[BFA] (Allowed) ] ICEREShTWS & zMERLET,

WMM ZBICT % &, 802.11e /N\— 3D QBSS BEMICKED £,

]

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANSs WLANSs > Edit ‘voice’
B L | General | Security | QoS | Policy-Mapping | Advanced |
WLANSs

» Advanced Quality of Service (QoS) Platinum (voice)
Application Visibility Enabled
AVC Profile none
Flex AVC Profile none °
Netflow Monitor none B
Fastlane Disable B

Override Per-User Bandwidth Contracts (kbps) 18

DownStream UpStream

Average Data Rate 0 0
Burst Data Rate 0 0
Average Real-Time Rate 0 0
Burst Real-Time Rate 0 0

Clear

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANs WLANSs > Edit ‘voice’
¥ WLANs General | Security | QoS | Policy-Mapping | Advanced |
e Override Per-SSID Bandwidth Contracts (kbps) 1
» Advanced
DownStream UpStream
Average Data Rate 0 0
Burst Data Rate 0 0
Average Real-Time Rate 0 0
Burst Real-Time Rate 0 0
Clear
WMM
WMM Policy Required [
7920 AP CAC Enabled
7920 Client CAC | Enabled
Media Stream
Multicast Direct Enabled
Lync Policy
Audio siver |

MVEICIHSUT [y YavyAL4 A7 O NDOEFSE (Enable Session Timeout) ] 253 L X9, SHEEFZHDE
RGP ZEET 27-85IC. 86400 DY avFAATINZEMICL. 7747 NERERZ TN
ICHHREEL T, 7347 Y MO BUMLBERBRZEAL TSI EZHRIT DI LZ2HHMHLET,

Aironet HiBREHERE (Aironet IE) = ERIICLE T,

E7ZY—E7 (P2P) 7Oy V70 3ay ZENCTZI2VENHDET,
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MBI UTIFLT7 Y MDOBRN 258ELET,

AP IR EDBRI ATV M BV EICH U TRETEET,

[(A7FvRIAFvDHEY (Off Channel Scanning Defer) ] Id. BEDNDF 1 —DAF vV ERXF v VDR
REZRETZ1HDICAVICTEEXT,

TICARAIY MADRZAS T7A4—k 77V =23 V2 BEICERT I, BRE7TVI—2ay (BFES
LVBEEIY MO—ILIRE) DO DSCP BZRELLBWVES, AT7FvrRXILAFv Vv ZREL. A+ v VIREKMH
ZR<TBEHIC. BLF21—EBEE (0-3) £EVWF1—BEE (4-6) ZAMCT I ENERSINET,
SRR EAP RBUIC L BZRBATIR. 75/ AVT4F2—7 2B HMICLT. EAPKHICATF v RILAF vV
ZEEAT DL EBEBHLET,

[DHCPZ KL REIh 4 TAHHE (DHCP Address Assignment Required) ] ZE&ICLEX T,

[ 7 L —AR# (Management Frame Protection) ] Z. [A 7> 3~ (Optional) ] £7=Id [WPA3ICHE
(Required for WPA3) ] ICSRELE T,

E—2JVHARIAY 100 ms @ 2 ODTIF B = FEAL X9

V47V MERM BELT I T4 7Y MEHEBR HEWICHE>TND I EZHRELTIEEL,

Ay hO—SEOO—-I VT ZRITUILRICEREZR T I BRIC. 74T L X LAN E#IC K > TEEBE T %
AlgEEN B B, [A—I VI ULEBTERFI 5147 bDY 7> Hh— (Re-anchor Roamed Voice Clients) ]%
[#% (Disabled) ] ICRRET B MR NT T,

802.11k 8KV 8021V IFT 7 AL MREDEXICLE T,

alvaln

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANs WLANSs > Edit ‘voice’
¥ WLANs | General | security | QoS | Policy-Mapping | Advanced
WLANs

» Advanced X
Allow AAA Override Enabled DHCP
Coverage Hole Detection Enabled DHCP Server Override
Enable Session Timeout 86400

Session Timeout (secs) DHCP Addr. Assignment Required
Aironet IE ) Enabled M. Frame Pr ion (MFP)
Diagnostic Channel 18 Enabled
" . 4 N
Override Interface ACL  IPv4 | None | Pv6 | None [ MFP Client Protection ¢ | Optional |
Layer2 Acl None a DTIM Period (in beacon intervals)
URL ACL None [
802.11a/n (1 - 255) 2
P2P Blocking Action Disabled B
802.11b/g/n (1 - 255) 2
Client Exclusion 2 Enabled
NAC

Maximum Allowed Clients 0 s
8 NAC State = None
Static IP Tunneling 12 Enabled Load Balancing and Band Select
Wi-Fi Direct Clients Policy Disabled a Client Load Balancing
Maximum Allowed Clients Client Band Select
Dar AD Dadin 200
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CIsco

MONITOR WLANs CONTROLLER WIRELESS

SECURITY MANAGEMENT

COMMANDS HELP FEEDBACK

WLANs

¥ WLANs
WLANs

» Advanced

MONITOR  WLANs

WLANSs > Edit ‘voice’

~ General | Ssecurity | QoS | Policy-Mapping | Advanced

PEF AP Raalo

Clear HotSpot
Configuration

Client user idle
timeout(15-100000)

Client user idle threshold
(0-10000000)

Radius NAI-Realm
11ac MU-MIMO
WGB PRP

MBO State

_|Enabled

Enabled

Off Channel Scanning Defer

Bytes

Scan Defer Priority

Scan Defer Time(msecs)

FlexConnect

012

100

34567
@ear

FlexConnect Local
Switching 2

CONTROLLER

Enabled

WIRELESS

SECURITY MANAGEMENT

Passive Client

Passive Client

Voice

Media Session Snooping
Re-anchor Roamed Voice Clients
KTS based CAC Policy

Radius Client Profiling

Enabled
Enabled

Enabled

DHCP Profiling
HTTP Profiling

Local Client Profiling

DHCP Profiling
HTTP Profiling
PMIP

PMIP Mobility Type

PMIP NAI Type

COMMANDS HELP FEEDBACK

Hexadecimal

WLANs

¥ WLANs
WLANs

» Advanced

Ccisco

WLANSs > Edit ‘voice’

l | Qos | policy ‘
FlexConnect Local Auth 12 Enabled PHIP Profile None B
Learn Client IP Address &/ Enabled PHIP Realm
Universal AP Admin Support
Vlan based Central
Switching 12 Enabed Universal AP Admin 0
Central DHCP Processing Enabled 11v BSS Transition Support
Override DNS Enabled BSS Transition O
NAT-PAT Enabled Disassociation Imminent O
Central Assoc | Enabled Disassociation Timer(0 to 3000 TBTT) 200
Lync Optimized Roaming Disassociation Timer(0 to 40 TBTT) 40
Lync Server Disabled BSS Max Idle Service
11k Directed Multicast Service
Neighbor List | Enabled Tunneling
Neighbor List Dual Band ") Enabled Tunnel Profile None
Assisted Roaming Prediction Optimization | Enabled EOGRE Vlan Override a
802.11ax BSS Configuration mDNS
Down Link MU-MIMO Enabled mDNS Snooping Enabled

MONITOR WLANs CONTROLLER

WIRELESS

SECURITY MANAGEMENT

COMMANDS HELP FEEDBACK

WLANs

¥ WLANs
WLANs

» Advanced

Cisco Desk Phone 9800 &) —XJ7A4 VL X LAN EAH A K

WLANSs > Edit ‘voice’

~ General T Security T Qos T Policy-Mapping \| Advanced

802.11ax BSS Configuration

Down Link MU-MIMO
Up Link MU-MIMO
Down Link OFDMA
Up Link OFDMA

Enabled
Enabled
Enabled
Enabled

mDNS Snooping
TrustSec

Enabled

Security Group Tag

Umbrella Mode

Umbrella Profile

Umbrella DHCP Override

Fabric Configuration

Ignore
None B

Fabric

Mobility

Enabled

Selective Reanchor

U3 Interface

| Enabled

U3 Interface

U3 Reporting Interval

| Enabled
30
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AP J)L—7

AP 7 )L—7%{ER L T. ED WLAN/SSID Z2B%ICT%H. EDAIVI—T A RAIIXVEY T T Eh%IERE

U. AP JIL—TICEIDETONKT IV EARA Y MIERTS RF 7O7 7 A ILDINTA—F ZIEET B D
TEEY,

alvaln

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANs AP Groups
¥ WLANs

WLANs Add New AP Group

¥ Advanced
AP Groups

AP Group Name rtp
Description

Add Cancel

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

WLANSs Ap Groups > Edit 'rtp’

¥ WLANs

General | WLANs | RFProfile | APs | 802.11u | Location | Ports/Module | Intelligent Capture |
WLANs

¥ Advanced Apply

AP Groups
AP Group Name rtp

AP Group Description

NAS-ID RTP9-32A-WLC3

Enable Client Traffic QinQ

Enable DHCPv4 QinQ 2

QinQ Service Vlan Id 12 0

Fabric ACL Template None
CAPWAP Preferred Mode "~ Not-Configured
Custom Web Override-Global 12 | Enable

External Web auth URL none

NTP Auth | Enable

NTP Server None

[WLAN] #7T. YyEYY 9% SSID &MV —T7 x4 R%ZERL. [BM] Z2BRLET,

il

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANSs Ap Groups > Edit 'rtp’
v WLANs | General | WLANs | RFProfile | APs | 802.11u | Location | Ports/Module | Intelligent Capture
WLANSs
¥ Advanced Add New
AP Groups
Add New
WLAN SSID voice(6) B
Interface
/Interface rtp-9 voice B 1
Group(G)
SNMP NAC State |Enabled

A_ddl Cancel |

[RFZO7 74 )L (RF Profile) 147 T. BHI®D 802.11a £7=I1£ 802.11bRF 7O 7 74 ILZ&EIR L T. [{EHA
(Apply) 1 ZBIRLZE T,

TOECARA Y D AP T —TICEMUICRICEEHNMZA SNicmE., BEMTOhIBRTINhSDT7 /€
ARA Y MIBEEFSNET.
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lllltlllo
cisco

WLANs

MONITOR WLANs CONTROLLER WIRELESS

SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Ap Groups > Edit 'rtp’

¥ WLANs
WLANs

| General | WLANs | RFProfile | APs | 802.11u | Location | Ports/Module | Intelligent Capture |

¥ Advanced

__Apply |
AP Groups

802.11a none

802.11b none

o ©

[AP] ¥ 7T. BMID7 7 EZXRA Y b ZRIRL. [APZEM (Add APs) ] ZEIRL £,
N5DT7IEARAI Y MIVT—MULET,

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANSs Ap Groups > Edit 'rtp’
b "\"N'-L::: _General | WLANs | RFProfile | APs | 802.11u | Location | Ports/Module | Intelligent Capture |
¥ Advanced

AP Groups APs currently In the Group Remove APs Add APs to the Group Add APs |
~| AP Name Ethernet MAC | AP Name Group Name

) rtp9-31a-ap14
| rtp9-32a-ap20

~| rtp9-32a-ap23

00:81:c4:96:78:28
00:81:c4:32:b9:b8

dy bO—50O8RE

Cisco Wireless LAN Controller RA FEZHELLKEBESINTWS I EZ2ERLET,

Cisco 74V L X LAN O bO—7TEEBDR— M ZFIFAT 2553, Link Aggregation (LAG) Z=&%HIC
LE9,

BHD AP I FF v+ AME—RZRELET.

Cisco Desk Phone 9800 &) —XJ7A4 VL X LAN EA A K
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cisco

MONITOR ~ WLANs

CONTROLLER

WIRELESS  SECURITY

MANAGEMENT COMMANDS  HELP

FEEDBACK

Controller

v v v w

v v

v v

General

Icons

Inventory
Interfaces

Interface Groups
Multicast

Network Routes
Fabric Configuration
Redundancy
Mobility Management
Ports

NTP

CDP

PMIPv6

Tunneling

IPV6

mDNS

Advanced

Lawful Interception

General

Name

802.3x Flow Control Mode
LAG Mode on next reboot
Broadcast Forwarding

AP Multicast Mode 2

AP IPv6 Multicast Mode 1
AP Fallback

CAPWAP Preferred Mode
Fast SSID change

Link Local Bridging

Default Mobility Domain Name
RF Group Name

User Idle Timeout (seconds)
ARP Timeout (seconds)

ARP Unicast Mode

Web Radius Authentication
Operating Environment

Internal Temp Alarm Limits

‘WebAuth Proxy Redirection Mode

‘WebAuth Proxy Redirection Port

Captive Network Assistant Bypass

Global IPv6 Config

Web Color Theme 2

HA SKU secondary unit
Nas-Id

HTTP Profiling Port

DNS Server IP(Ipv4/Ipv6)

HTTP-Proxy Ip Address(Ipv4/Ipv6)

WGB Vlan Client

RTP9-32A-WLC3
Disabled
Enabled
Disabled [
Multicast [ 239.1.1.9

Multicast [ ffle::239:100:100:21

Enabled [
ipva
Enabled [
Disabled [
CTG-VoWLAN2
RTP9-VOWLAN2
300

300

Disabled [
PAP B
Commercial (10 to 35 C)
10to38C
Disabled
0

Disabled
Disabled
Default
Disabled
RTP9-32A-WLC3
80
171.70.168.183
0.0.0.0
Disabled

Multicast Group Address

IPv6 Multicast Group Address

1. Multicast is not supported with FlexConnect on this platform. Multicast-Unicast mode does not support IGMP/MLD Snooping. Disable Global Multicast first.

2.Changes in Web color Theme will get updated after browser Refresh.

VILFFv ANEFERTSICIE [HEBEIILFFvy A ME—KZEMIL (Enable Global Multicast Mode) ] & [I
GMPR7/—7 4 v %%E%14t (Enable IGMP Snooping) 1 A ICLET,

MONITOR  WLANs

CONTROLLER

Cisco

Controller

v v v v

General

Icons

Inventory
Interfaces
Interface Groups
Multicast

Network Routes
Fabric Configuration
Redundancy

Mobility Management

Ports
NTP
CDP

Multicast

WIRELESS

Enable Global Multicast Mode
Enable IGMP Snooping
IGMP Timeout (30-7200 seconds) 60

IGMP Query Interval (15-2400 seconds) 20

Enable MLD Snooping

MLD Timeout (30-7200 seconds)

MLD Query Interval (15-2400 seconds)

Foot Notes

SECURITY MANAGEMENT COMMANDS

Changing Global Multicast configuration parameters removes configured Multicast VLAN from WLAN.

HELP FEEDBACK

LAV 3EEYT 1 Z2FEATZEE. IHBEEYT 1 XYY (Symmetric Mobility Tunneling) 1% [&
% (Enabled) ]ICLZE9d .
RHON—Y3 VTR, [JAHFEEYT A bR U S (Symmetric Mobility Tunneling) 11&. 7 #J)L kTIXE
MIB>THEDH, REARATY,
Cisco Desk Phone 9800 &) —X7J74 ¥ L X LAN EAHA R
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MONITOR  WLANs

CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS

HELP

FEEDBACK

Controller Mobility Anchor Config
General Keep Alive Count 3
Icons Keep Alive Interval (1-30 seconds) 10
Inventory Symmetric Mobility Tunneling mode Enabled
Interfaces DSCP Value 0

Interface Groups

Multicast

v

Network Routes

v

Fabric Configuration

v

Redundancy

¥ Mobility Management
Mobility Groups
Mobility Anchor Config
Multicast Messaging

BH D Cisco Wireless LAN Controller XEIUEE Y 74 JIL—TD—ETH Bi551E. Cisco Wireless LAN Co
ntroller ® IP 7 KL X & MAC 77 R L X % Static Mobility Group Members ##RICEBIMLU X9,

CcISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP

Controller Static Mobility Group Members
General
Local Mobility Group CTG-VoWLAN2
Icons
Inventory P
e MAC Address Address(Ipv4/Ipv6) Group Name Multicast IP Status
00:5d:73:1a:c3:49 10.81.6.70 CTG-VoWLAN2 0.0.0.0 Up

Interface Groups

Multicast

v

Network Routes

v

Fabric Configuration

v

Redundancy

¥ Mobility Management
Mobility Groups
Mobility Anchor Config
Multicast Messaging

d—J)IL ZRIy I3Vl (CAC)

FEEDBACK

BEEETAICKWADT RI vy a vl (Admission Control Mandatory for Voice and Video) ] ZE&fIC L

E3CIN

802.11a(5 GHz) > Media

Voice | Video | Media |

Call Admission Control (CAC)

Admission Control (ACM) [J Enabled

CAC Method 2 Load Based v
Max RF Bandwidth (5-85)(%) 85
Reserved Roaming Bandwidth (0-25)(%) 5

Expedited bandwidth

SIP CAC Support 2 Enabled
Per-Call SIP Bandwidth 2

SIP Codec G.711 v

SIP Bandwidth (kbps) 64

SIP Voice Sample Interval (msecs) 20 v

Traffic Stream Metrics

Metrics Collection

Cisco Desk Phone 9800 &) —XJ7A4 VL X LAN EA A K
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CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Wireless 802.11a(5 GHz) > Media
¥ Access Points Y ) i
oice Video Media
All APs —I I ]
*» Radios
Global Configuration
Call Admission Control (CAC)
» Advanced
Admission Control (ACM) | Enabled
Mesh
CAC Method £ Static S
» AP Group NTP
Max RF Bandwidth (5-85)(%)
» ATF
Reserved Roaming Bandwidth (0-25)(%)
RF Profiles
SIP CAC Support 2 Enabled
FlexConnect Groups
» FlexConnect ACLs
FlexConnect VLAN
Templates
Network Lists
¥ 802.11a/n/ac/ax
Network
+ RRM
RF Grouping
TPC
DCA
Coverage
General
Client Roaming
Media
EDCA Parameters Foot Notes
DFS (802.11h)
High Throughput 1 11a rates(Kbps): 6000,9000,12000,18000,24000,36000,48000,54000
(802.11n/ac/ax) 11n rates(Kbps): 65000,72200,130000,144400,135000,150000,270000,300000
CleanAir 2 SIP CAC should only be used for phones that support status code 17 and do not support TSPEC-based admission control.
3 SIP CAC will be supported only if SIP snooping is enabled.
» 802.11b/g/n/ax 4 Static CAC method is radio based and load-based CAC method is channel based.

ATATHRET, AZFVYAPETAVISLIBN ERILFFYANTALI b Z2BHICTBHLENHDET.

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Wireless 802.11a(5 GHz) > Media

T roms (R e |
All APs

» Radios
Global Configuration

General
» Advanced
Unicast Video Redirect

Mesh

» AP Group NTP Multicast Direct Admission Control

» ATF Maximum Media Bandwidth (0-85(%)) 85
RF Profiles Client Minimum Phy Rate 1 6000
FlexConnect Groups Maximum Retry Percent (0-100%) 80

» FlexConnect ACLs

FlexConnect VLAN
Templates

Network Lists

Media Stream - Multicast Direct Parameters

Multicast Direct Enable
¥ 802.11a/n/ac/ax § R
Network Max Streams per Radio No-limit
¥ RRM Max Streams per Client No-limit
RF Grouping .
TPC Best Effort QoS Admission Enabled
DCA
Coverage
General
Client Roaming
Media
EDCA Parameters Foot Notes
DFS (802.11h)
High Throughput 1 11a rates(Kbps): 6000,9000,12000,18000,24000,36000,48000,54000
(802.11n/ac/ax) 11n rates(Kbps): 65000,72200,130000,144400,135000,150000,270000,300000
CleanAir 2 SIP CAC should only be used for phones that support status code 17 and do not support TSPEC-based admission control.
3 SIP CAC will be supported only if SIP snooping is enabled.
» 802.11b/g/n/ax 4 Static CAC method is radio based and load-based CAC method is channel based.
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RF 70774

POEARAY DTN —THERT Z2EREFEH. 7—% L—bF. RRMBEREZEBET S7/IC. RF 70O
774N EERTEEXT,

Cisco TAY 74 9800 ¥ —XTERAEINS SSID [CDW\TIE, 5GHz EBRICOMHERT L EHBLET,
WolcAfERiahad &, RF7O7 74 ILIE AP JIL—FICERAINWE T,

RF 70771 EERT %58, RFFO77M4IE & \RRYV— 2FEETI2VENHDET,

EBRY o —md 802.11a £7z( 802.11b/g ZRIRL £ 9

CIsCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Wireless RF Profile > New
¥ Access Points RF Profile Name rtp-5

All APs

S Radio Policy 802.11a

Global Configuration Use default RF Profile Template = None B
» Advanced

Mesh

» AP Group NTP
b ATF

RF Profiles

[802.11] 77 TcTF—49L—rZMEBICIHUTERELET,
12 Mbp % [»Z8 (Mandatory) ] (C 18 Mbps M E% [H/R— F3d&R (Supported) ] ICT BT ENHRINET,
f=7=LU. —8fnIEIETIE, WED (HEX) L—bELT 6 Mbps 2BXICTHZUNELHD XTI,

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Wireless RF Profile > Edit 'rtp-5'
i ‘;ﬁc‘:’: Points | General | 802.11 | RRM | High Density | Client Distribution |
*» Radios
Slabal Configuration Data Rates! MCS Settings
» Advanced
Mesh 6 Mbps  Disabled 0 Supported
» AP Group NTP 9Mbps | Disabled | 1 Supported
) ATF 12 Mbps = Mandatory B 2 Supported
RF Profiles 18 Mbps = Supported 3 Supported
FlexConnect Groups 24 Mbps = Supported B 4 Supported
» FlexConnect ACLs 36 Mbps = Supported B 5 Supported
FlexConnect VLAN 48 Mbps =~ Supported 6 Supported
Templates 54 Mbps = Supported B 7 Supported
Network Lists 8 Supported
» 802.11a/n/ac/ax 9 Supported

v

802.11b/g/n/ax

[
o

Supported

-
[

Supported

v

Media Stream

[
N

Application Visibility Supported

And Control 13 Supported
Lync Server 14 Supported
Country 15 Supported
Timers 16 Supported
» Netflow e
> QoS
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[RRM] # 7T, [BRKBALANILODOE|ID YT (Maximum Power Level Assignment) ] & [B/NBHL RILDE|
h YT (Minimum Power Level Assignment) ] £ & U'Zdfth [DCA]. [TPC] LT [HA/L v IR—ILERH
(Coverage Hole Detection) ] 58 E%##EH L E I,

cisco

Wireless

¥ Access Points
All AP
» Radios
Global Configuration

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT

RF Profile > Edit ‘rtp-5'

| General | 802.11 | RRM | High Density | Client Distribution |

COMMANDS

HELP  FEEDBACK

TPC

Mesh

v

AP Group NTP

-

ATF
RF Profiles

FlexConnect Groups

v

FlexConnect ACLs

FlexConnect VLAN
Templates

Network Lists

-

802.11a/n/ac/ax

802.11b/g/n/ax

Media Stream

Application Visibility
And Control

Lync Server
Country

Timers

Netflow

» Qos

M
cisco

Wireless

¥ Access Points
All APs
» Radios
Global Configuration

» Advanced
Mesh
AP Group NTP

v

-

ATF
RF Profiles

FlexConnect Groups

-

FlexConnect ACLs

FlexConnect VLAN
Templates

Network Lists
802.11a/n/ac/ax

-

-

802.11b/g/n/ax

v

Media Stream

Application Visibility
And Control

v

Lync Server
Country

Timers

v

Netflow

-

QoS

Maximum Power Level Assignment (-10 to 30 d8m) 30

Minimum Power Level Assignment (-10 to 30 dBm) -10

Power Threshold v1(-80 to -50 dBm) -70
Power Threshold v2(-80 to -50 dBm) -67
DCA
Avoid Foreign AP interference Enabled

Channel Width () 20 MHz @ 40 MHz () 80 MHz () 160 MHz () 80+80 MHz () Best

High-Speed Roam

HSR mode

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT

RF Profile > Edit ‘rtp-5'

General | 802.11 | RRM | High Density | Client Distribution ‘

High-Speed Roam
HSR mode

Neighbor Timeout Factor

DCA Channel List

36, 40, 44, 48, 52, 56, 60, 64, 149, 153,
157, 161

DCA Channels

N

Select  Channel

36

40

44

48

52
Extended UNII-2 channels | Enabled

| Enabled

COMMANDS

Enabled

Coverage Hole Detection

Data RSSI(-90 to -60 dBm) -80
Voice RSSI(-90 to -60 dBm) -80
Coverage Exception(0 to 100 %) 25

Coverage Level(1 to 200 Clients) 3

Profile Threshold For Traps

Interference (0 to 100%)
Clients (1 to 200)
Noise (-127 to 0 dBm)
Utilization (0 to 100 %)
Client Network Preference

Connectivity Throughput @ Automatic

Client Aware

Enable (@Disable

HELP  FEEDBACK

Client Aware

Enable  @Disable

[R#EE (High Density) 1 47T, [BKY 547> b (Maximum Clients) |, [¥ILFFvYAT—5 L —
k (Multicast Data Rates) ]. [Rx SopL Z L \fE (Rx Sop Threshold) ] Z5%FE %9,

[Rx SopL ZULME (Rx Sop Threshold) ] (ClE. F7 AL MEZFERT 3 EMHREINET,

Cisco Desk Phone 9800 &) —XJ7A4 VL X LAN EA A K

53



MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Wireless RF Profile > Edit 'rtp-5'
i | General | 802.11 | RRM | High Density | Client Distribution |

All APs

» Radios
Global Configuration
High Density Parameters Multicast Parameters

» Advanced

Mesh Maximum Clients(1 to 200) 200 Multicast Data RatesZ = auto

» AP Group NTP
Rx Sop Threshold Parameters2

» ATF
Rx Sop

RF Profiles Threshold€ Default

Custom

FlexConnect 7 JL—7
FlexConnect E— RICERES NI RTDT7 I RARA v M. FlexConnect 7 )L—7I2IBINT 2EBAHD X,

802.11r (FT) 2#F|AHT 3158, ¥—AL XO—
—IVITBRBEICOAEELET,

1

v 1%, BEU FlexConnect 7 I)L—7HADT7 7 ARA > ~CO

alvea]

CIsCco MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Wireless FlexConnect Groups > New

¥ Access Points
All APs
» Radios

Global Configuration

Group Name rtp-1

» Advanced
Mesh
» AP Group NTP
» ATF
RF Profiles

FlexConnect Groups

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Wireless FlexConnect Groups > Edit ‘rtp-1'
¥ Access Points
- » S o S >
All APs General | Local Authentication l Image Upg | ACL | DHCP | WLAN VLAN mapping | WLAN AVC mapping |
» Radios
Global Configuration
Group Name rtp-1
» Advanced
VLAN Template Name none
Mesh —
Enable AP Local AuthenticationZ
» AP Group NTP
) ATF FlexConnect AP
RF Profiles

HTTP-Proxy

FlexConnect Groups

} FlexConnect ACLs Ip Address(Ipv4/Ipv6)

FlexConnect VLAN s °
Templates
Network Lists M
b 802.11a/n/ac/ax
AAA

» 802.11b/g/n/ax

Server Ip Address
» Media Stream i

Server Type Prima <

, Application Visibility e v B

And Control Shared Secret

Lync Server Confirm Shared Secret

Country Port Number 1812

Timers Add
» Netflow
» Qos
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FlexConnect 7 JL— 7 EICHAIENB T IR R4 Y FOBRREBICIZHIRENH D, Thid WLC EFILICEL >

TERDZET,

alvaln
cisco

Wireless

¥ Access Points
All APs
» Radios
Global Configuration

v

Advanced
Mesh
AP Group NTP

v

b ATF
RF Profiles

FlexConnect Groups

cisco

Wireless

¥ Access Points
All APs
» Radios
Global Configuration

v

Advanced

Mesh

v

AP Group NTP
» ATF
RF Profiles

FlexConnect Groups

RILVFEFvY AT A

MONITOR WLANs CONTROLLER WIRELESS

FlexConnect Group AP List

SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Group Name rtp-1
FlexConnect APs
Add AP
Entries 0 - 0 of 0
AP MAC Address AP Name Status AP Mode Type Conflict with PnP

MONITOR WLANs CONTROLLER WIRELESS

FlexConnect Group AP List

SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Group Name rtp-1
FlexConnect APs
Add AP
Select APs from current controller
Ethernet MAC
Add Cancel

L7k

ATA4T7 ARV —ALARET IILFFYAD 1L I NEBE ZBNCT2LENHDET,

ol'lol'lo

CIsco

Wireless

¥ Access Points
All APs
» Radios
Global Configuration

» Advanced
Mesh
» AP Group NTP
» ATF
RF Profiles
FlexConnect Groups
» FlexConnect ACLs

FlexConnect VLAN
Templates

Network Lists
» 802.11a/n/ac/ax
» 802.11b/g/n/ax

¥ Media Stream
General
Streams

MONITOR WLANs CONTROLLER

Media Stream >General

WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Multicast Direct feature Enabled
Session Message Config
Session announcement State | Enabled

Session announcement URL
Session announcement Email

Session announcement Phone

Session announcement Note

N
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cisco

Wireless

¥ Access Points
All APs
» Radios
Global Configuration

v

Advanced

Mesh

v

AP Group NTP
» ATF
RF Profiles
FlexConnect Groups
» FlexConnect ACLs

FlexConnect VLAN
Templates

Network Lists
802.11a/n/ac/ax

v v

802.11b/g/n/ax

¥ Media Stream
General
Streams

Media Streams

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Entries 1-10of 1

Stream Name Start IP Address(Ipv4/Ipv6) End IP Address(Ipv4/Ipv6) Operation Status
10.195.19.27 239.1.1.1 239.1.1.1 Multicast Direct

[RILFF¥ AT 1L N (Multicast Direct) | BEEZEMLL7=5. WLAN D QoS A= 1—0D [TILF
FvAMYAL4L %Y~ (Multicast Direct) 1 28%ICT 2 ATV avhARRTESNET,

alvaln

cisco

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

WLANs

¥ WLANs
WLANs

» Advanced

QoS 7O77AIJ

ZOKJ)L5 47T 802.1p #iEIRLT 4 DM QoS 7O 7 7 A JL Platinum, Gold, Silver, Bronze %#:&%E L.

WLANSs > Edit ‘voice’

| General | Security | Qos | Policy-Mapping | Advanced |
Override Per-SSID Bandwidth Contracts (kbps) &

DownStream UpStream
Average Data Rate 0 0
Burst Data Rate 0 0
Average Real-Time Rate 0 0
Burst Real-Time Rate 0 0
Clear

WMM

WMM Policy Required [
7920 AP CAC Enabled

7920 Client CAC ~| Enabled

Media Stream

Multicast Direct Enabled
Lync Policy

Audio Silver

B7O774)IC802.1p ¥ 7 =H/EFLET,

- 75FF =5
T—k=4
« U= =2
s 7OYX =1
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Cisco

Wireless

¥ Access Points
All APs
*» Radios
Global Configuration

» Advanced
Mesh
» AP Group NTP
» ATF
RF Profiles
FlexConnect Groups
» FlexConnect ACLs

FlexConnect VLAN
Templates

Network Lists
» 802.11a/n/ac/ax
» 802.11b/g/n/ax
» Media Stream

Application Visibility
And Control

»
Lync Server
Country
Timers

» Netflow

¥ QoS
Profiles
Roles
Qos Map

Wireless

¥ Access Points
All APs
*» Radios
Global Configuration

» Advanced
Mesh
» AP Group NTP
» ATF
RF Profiles
FlexConnect Groups
» FlexConnect ACLs

FlexConnect VLAN
Templates

Network Lists
» 802.11a/n/ac/ax
» 802.11b/g/n/ax
» Media Stream

Application Visibility
And Control

»
Lync Server
Country
Timers

» Netflow

¥ QoS
Profiles
Roles
Qos Map

MONITOR WLANs CONTROLLER WIRELESS SECURITY

Edit QoS Profile

QoS Profile Name platinum

Description For Voice Applications

Per-User Bandwidth Contracts (kbps) *

DownStream UpStream

Average Data Rate 0 0
Burst Data Rate 0 0
Average Real-Time Rate 0 0
Burst Real-Time Rate o 0

Per-SSID Bandwidth Contracts (kbps) *

DownStream UpStream
Average Data Rate 0 0
Burst Data Rate 0 0
Average Real-Time Rate 0 0
0 0

Burst Real-Time Rate

WLAN QoS Parameters

Maximum Priority voice
Unicast Default Priority besteffort |
Multicast Default Priority besteffort

Wired QoS Protocol

Protocol Type 802.1p
802.1p Tag 5

MANAGEMENT COMMANDS

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT

Edit QoS Profile

QoS Profile Name ~ 9°'¢

Descrlptlon For Video Applications

Per-User Bandwidth Contracts (kbps) *

DownStream UpStream

Average Data Rate 0 0
Burst Data Rate 0 0
Average Real-Time Rate 0 0
Burst Real-Time Rate 0 0

Per-SSID Bandwidth Contracts (kbps) *

DownStream UpStream

Average Data Rate 0 0
Burst Data Rate 0 0
Average Real-Time Rate 0 0
Burst Real-Time Rate 0 0

WLAN QoS Parameters
Maximum Priority video

Unicast Default Priority video

vow

Multicast Default Priority video

Wired QoS Protocol
Protocol Type 802.1p
802.1p Tag 4

Cisco Desk Phone 9800 &) —XJ7A4 VL X LAN EAH A K
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FEEDBACK
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Wireless

¥ Access Points
All APs
*» Radios
Global Configuration

» Advanced
Mesh
» AP Group NTP
» ATF
RF Profiles
FlexConnect Groups
» FlexConnect ACLs

FlexConnect VLAN
Templates

Network Lists
» 802.11a/n/ac/ax
» 802.11b/g/n/ax
» Media Stream

Application Visibility
And Control

»
Lync Server
Country
Timers

» Netflow

¥ QoS
Profiles
Roles
Qos Map

cisco

Wireless

¥ Access Points
All APs
*» Radios
Global Configuration

» Advanced
Mesh
» AP Group NTP
» ATF
RF Profiles
FlexConnect Groups
» FlexConnect ACLs

FlexConnect VLAN
Templates

Network Lists
» 802.11a/n/ac/ax
» 802.11b/g/n/ax
» Media Stream

Application Visibility
And Control

»
Lync Server
Country
Timers

» Netflow

¥ QoS
Profiles
Roles
Qos Map

MONITOR WLANs CONTROLLER WIRELESS

Edit QoS Profile

QoS Profile Name  Siver
Description For Best Effort

Per-User Bandwidth Contracts (kbps) *

SECURITY MANAGEMENT

DownStream UpStream

Average Data Rate 0 0
Burst Data Rate 0 0
Average Real-Time Rate 0 0
Burst Real-Time Rate 0 0

Per-SSID Bandwidth Contracts (kbps) *

DownStream UpStream

Average Data Rate 0 0
Burst Data Rate 0 0
Average Real-Time Rate 0 0
Burst Real-Time Rate 0 0

WLAN QoS Parameters
Maximum Priority besteffort

Unicast Default Priority besteffort

Tow

Multicast Default Priority besteffort

Wired QoS Protocol

802.1p
802.1p Tag 0

Protocol Type

MONITOR WLANs CONTROLLER WIRELESS

Edit QoS Profile

QoS Profile Name  bronze
Description For Background

Per-User Bandwidth Contracts (kbps) *

SECURITY MANAGEMENT COMMANDS

DownStream  UpStream

Average Data Rate 0 0
Burst Data Rate 0 0
Average Real-Time Rate 0 0
Burst Real-Time Rate 0 0

Per-SSID Bandwidth Contracts (kbps) *

DownStream UpStream

Average Data Rate 0 0
Burst Data Rate 0 0
Average Real-Time Rate 0 0
Burst Real-Time Rate 0 0

WLAN QoS Parameters
Maximum Priority background
background

background

Unicast Default Priority

Multicast Default Priority

Wired QoS Protocol

s02.1p |

802.1p Tag 1

Protocol Type

Cisco Desk Phone 9800 &) —XJ7A4 VL X LAN EAH A K

COMMANDS
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FlRRE

BB EAP B E

EAP 7O—KR*x v+ AN F—RRZRSITRNTD EAP INTA—=%7(F, SSID LANJ)LZE/EF/O—/N)L LXILTERE
TEFEY, EAP 7O0—-KRFv X F—[RIE. F7O—NI LRI TOHRETEET,

EAP NS A—H HRRFEIIEBRTSICIE. [EF2VUT« (Security) 1> [REAREAP (Advanced EAP) ] @
IEICEIRL T,

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Security Advanced EAP
v AAA Identity Request Timeout (in secs) 30
General
» RADIUS Identity request Max Retries 2
» TACACS+ Dynamic WEP Key Index 0
LDAP
Local Net Users Request Timeout (in secs) 30
MAC Filtering Request Max Retries 2

+ Disabled Clients

User Login Policies Max-Login Ignore Identity Response enable B
AP Policies EAPOL-Key Timeout (in milliSeconds) 400
Password Policies .
EAPOL-Key Max Retries 4
» Local EAP
EAP-Broadcast Key Interval(in secs) 3600

Advanced EAP

OV Y RSAVBATCisco 74V LA LAN OV hO—5D EAP XS A—H HRRKT BICIE. KOOIV K%
ABDLET,

(Cisco Controller) >show advanced eap

EAP 7ATYTATABRIALT IR (B 30
EAP P14 TV T 4 T4 EROFRKEHTEE...coccve 2
TA4FZIYYI WEP D EAP F—A VT YT R, 0
EAP §2K[O% 4 v Identity Response DEH........... %
EAP BBRDY A LT TR (B 30

EAP ZEXRDHEABAITEEL. ... 2

EAPOL =5 A A7 T (SUM)criiiieee. 400
EAPOL F— DR AERITEIB L ...coveeeeeeeeeeeee e 4

EAP 7O—KRF v AN £—MRE...cooovrrnen. 3600

802.1x Z#{FFT %154, Cisco Wireless LAN Controller @ [EAPY Y T XA ¥4 AF 7+ (EAP-Request Time
out) ] Z V< &H 20 MICRET DN ELNHDEXT,
Cisco Wireless LAN Controller DFfLWIX— 3>V TlE, T7AILMD [EAPYV AN 1A4 AF7 7~ (EAP-R
equest Timeout) ] (3. 2% ~ 30 WICEEShF LT,
SEEL EAP IS —%2M#5F 7014 DIE4. [EAPUSYTZANYLAFY N (EAP-Request Timeout) ] %30
LTSRS ULET,
Cisco 7AVLALAN OV FO—ZDEAP UV T ANDIA APV 2ZET SICIE. telnet £/zlF SSH T
AV hO—ZEFELTHSROATY RZAALET,

(Cisco Controller) >config advanced eap request-timeout 30
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PSK % #9254 (3. [EAPOL¥—% 41 LAF 2 N (EAPOL-Key Timeout) 1 %, F7#JLk®D 1000 I U#H
5 400 SUMICLT. [EAPOLF—BAEITEIE (EAPOL-Key Max Retries) | 577 A JLNMED 2 15 4 (C
BRELZXT.
802.1x Z#{FFA I 2154, [EAPOL¥—4 1 L7~ (EAPOL-Key Timeout) ] & [EAPOL*—EFARITHEE (E
APOL-Key Max Retries) ] D77 # )L METRIEH D FEAD. CThES5DEZZNEFN 400 & 4 [TRRET S
ENERINET,
EAPOL-Key # 4 A7 (31000 SV (1 #) 28R 2 LlETEE A,
Cisco Wireless LAN Controller @ [EAPOLF¥—#%# 14 A7 b (EAPOL-Key Timeout) ] #Z &9 %(C(3. telnet
FflE SSH TAY A ICEHKEL TROIANY R ZANLET,

(Cisco Controller) >config advanced eap eapol-key-timeout 400

Cisco 74T L X LAN O hO—7 T EAPOL F—HRABHTE 2ZFI5IC1F. v hO—7FI(C telnet %
fold SSH THEHEL TROAY Y RZAALET,
(Cisco Controller) >config advanced eap eapol-key-retries 4

EAP 70— K% v X b *—MHR H'&IETH 3600 ¥ (1 BMAE) ICRESNTVWS I EZRERL TS,
Cisco 741 VL X LAN Oy rO—ZDEAP 7O—RF v A MF—HR 2ZE I 5IC1E. telnet £/zld SSH T
AV hO—ZERLTROIAI Y RZAALET,

(Cisco Controller) >config advanced eap bcast-key-interval 3600

BER%

[(BE%%E (Auto-Immune) ] #EEIZ. H—EREF (DoS) KBS T ZIREDLHICA T a vy TEMICTS
ZENTEXT,
fzi2U. o [BE%RE (Auto-lImmune) | #EE%BICT S &, Voice over Wireless LAN Hi&HIh 2 AJHEMEDS
HDEY, ZDI=. Cisco Wireless LAN Controller ® [BEi%E (Auto-lmmune) ] HEEEEMICT BT &N
HRINXT,
Cisco Wireless LAN Controller ® [E&1%e& (Auto-Immune) ] :REZRTYT HICIE. telnet /cld SSH 23V
PO—ZICEHKELT, ROAYVYREANLET,

(Cisco Controller) >show wps summary

HoR®R
Auto-lmmune............cceeeeeeeeeeennnnnnenn. XY
747V RERSMVRY O —
Excessive 802.11-association failures.......... [E%8 (Enabled) ]
802.11 RRREDKMN LT EZX T ...... [B% (Enabled) ]
Excessive 802.1x-authentication................ [B%h (Enabled) ]
IP DB ... e a e [B%h (Enabled) ]
Excessive Web authentication failure........... [B%h (Enabled) ]
ERZRYD—
Signature Processing..........ccceeeceiunnnnes [B5%) (Enabled) ]
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Cisco 74 ¥ L X LAN d> hO—3® Auto-Immune $EEZEHICT B ICIE. > bO—FI(C telnet £/l SS

H THERL. RoaT VK,
(Cisco Controller) >config wps auto-immune disable

RIERY >—

[REF/IN«4 ZDOLIE#H 70O 3JL (Rogue Location Discovery Protocol) ] IC3UTTF 7 AL MME ([#ESh
(Disabled) ]) #fFRAT 5 ENHRINET,

Security

¥ AAA

General

» RADIUS

» TACACS+
LDAP
Local Net Users
MAC Filtering

+ Disabled Clients
User Login Policies
AP Policies
Password Policies

» Local EAP
Advanced EAP

» Priority Order

b Certificate

» Access Control Lists

- Wireless Protection
Policies
« Rogue Policies
General
Rogue Rules
Friendly Rogue
Standard Signatures
Custom Signatures
Signature Events
Summary
Client Exclusion Policies
AP Authentication
Management Frame
Protection

» Web Auth

» TrustSec
Local Policies

» Umbrella

» Advanced

Rogue Policies

Rogue Detection Security Level
Rogue Location Discovery Protocol
Expiration Timeout for Rogue AP and Rogue Client entries

Validate rogue clients against AAA

Validate rogue AP against AAA

Polling Interval

Validate rogue clients against MSE

Detect and report Ad-Hoc Networks

Rogue Detection Report Interval (10 to 300 Sec)

Rogue Detection Minimum RSSI (-70 to -128)

Rogue Detection Transient Interval (0, 120 to 1800 Sec)

Rogue Client Threshold (0 to disable, 1 to 256)

Rogue contail

Auto Contain

Auto Containment Level

Auto Containment only for Monitor mode APs

Auto Containment on FlexConnect Standalone

Rogue on Wire
Using our SSID
Valid client on Rogue AP

AdHoc Rogue AP

Low
Disable
1200 Seconds
Enabled
Enabled
0 Seconds
Enabled
Enabled
10
-90
)
0

Enabled

1 B
Enabled
~|Enabled
~|Enabled
~IEnabled
Enabled

Enabled

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS

High

HELP FEEDBACK

Critical

© Custom

Cisco Catalyst IOS XE 74V L X LAN JY hO—58 LT Lightweight 77 X
RAV b

Cisco 74 L X LAN Ov hO—58H LUV Lightweight 77 ZARA Y FZBET ZHBE. XKOHA RKSAVIC
> TLIEE LY,
802.11r #HMICLET,

[CCKM] (& [#E3) (Disabled) ] T,
Quality of Service (QoS) SSID /R Y—%, [F5FF (Platinum) 1|
WMM R — % BAICRELET,

Yy avILATVN BEFICTHEOTED. EELL

—RAX

ELEY

HESIhTWAZ EEERELTLSIZEn

[7O—FKF*v¥ X +*+—MR (BroadcastKey Interval) ] ZBEMICL. IELKBEIN TSI & Z2MHER

bia_o
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[Aironet IE] A%, [#%) (Disabled) 1 Ic>TWBZ 2R LET

P2P(E7Y—EY) 7Qv o702 avzENCds

VAP RN 94 ATV MDIEULKRESNTVWS I EZ2ERULET

[DHCP4:#78 (DHCP Required) ] % [#%) (Disabled) ] ICLUET

[REEE7L—A (PMF) (Protected Management Frame (PMF)) 1z[* /< 3> (Optional) ] %

7=1% [WPA3[C 7B (Required for WPA3) 1 ICERELE T

DTIM HAf %= 2 ICBREL X T

BEOE =z BUWICRELEY

[#35;83R (Band Select) ] %. [#EXh (Disabled) ] IC32EL T

IGMP 2 X —Ev Y = BYICRELET

MHEICIGLT T—FL—bh Z2BRELET

MWEICHKHUT. [RRM] 288ELET

[EDCAZO7 7 )L (EDCA Profile) ] #. [EAICRE{L (Voice Optimized) | /(3 [BEEETH

(CEE{t (Voice and Video Optimized) ] ICERELF T

[EAH%IBR (Power Constraint) ] A' [#%h (Disabled) ] [Ch> TWBh ZHELET

[FvXIITIDEZXFT—4 X (Channel Switch Status) ] & U [A<— FDFS (Smart DFS) ]

ZAMICLET

[FyRIWTDEZFF U XE—FK (Channel Switch Announcement Mode) ] % [/ L ¥
(Quiet) ] ICERELET

MHEICIGL T, [BWRIL—F v b (High Throughput) ] —% L — 28 ELE T

2V—=VIT7EBYICTS

[RILFFY AT 1LY bEBIE (Multicast Direct Enable) 1 #B#ICLEY

802.11 XYy FI7—VTE

Cisco Desk Phone 9800 >V — X3 5 GHz DA THEAT I LZ2HEHLET. FATESZFvXILBHE
<. 2.4 GHz FICHARTTFEHEIDRBRNHTT,

5GHz 2#EBHT5ICIE, [6 GHzRY b T7—2 XAF—4% X (5 GHz Network Status) ] % [B%b (Enabled) ] (C
LET,

EEAR = 100 msICRRELE .

WA ERX) L—MELT12Mbps Z88EL. YR—FEINTWSE (A7 3Y) L—F&ELT 18 Mbps M L%
METDELZHEMHLET, L. —EORETIE. BAD (BEX) L—rELT 6Mbps ZERICTZVE
NHOET,
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11l Cisco Catalyst 9800-40 Wireless Controller ~ Welcomeapha | & ® B # M @ T Q ®
16.12.2s

cisco

Configuration~ > Radio Configurations ~ > Network

[o}

5 GHz Band 2.4 GHz Band

Dashboard

Monitoring General

@Q Configuration 5 GHz Network Status 5
16) dministration A Please disable 5 GHz Network Status to configure Beacon
Interval, Fragmentation Threshold, DTPC Support
’ Troubleshooting
Beacon Interval* 100
Fragmentation 2346

Threshold(bytes)*

DTPC Support v

CCX Location Measurement

Mode

Data Rates

A Please disable 5 GHz Network Status to configure Data
Rates

6 Disabled v9 Disabled v12 Mandatory v
Mbps Mbps Mbps

18 Supported v24 Supported v36 Supported v
Mbps Mbps Mbps

48 Supported v54 Supported v

Mbps Mbps

2.4 GHz Z{EAT %IClE. [2.4 GHzXY N T—9 AFT—# X (2.4 GHz Network Status) ] & [802.11gX v b
77— XA5F—4% X (802.11g Network Status) ] = [B%h (Enabled) ] ICLUZ T,

ZHHARS % 100 ms (ICBEL T,

TA4VYLALAN TAOY I TV 7V TIVDRBRLAY =047V MHEBEWNGES., 7V LEARSA VY MNTRELL
2.4 GHz B4§8E T, [¥a— M FUF > 7IL (Short Preamble) ] %= [H% (Enabled) 1iICLEd, OVvY 7
D7V TILORDDICYa—k FUTPVTINEFRTZIET, 7TAVLRA XY NT—=UDNT A=V AHME
FUZET,

12 Mbps #%A (BEAX) L—hELT, 74TV L X LAN [CE#:9 5 802.11b DHDI T4 7V hHRWNWEREE
LT. 18 Mbps U EZHR—PEFKR (AT7V3a3y) L—MEULTRETZIENHERINET, L. —ZD
RIETIE. HED (BEX) L—FELT6Mbps ZBMNICTZ2UENHD XY,

802.11b ¥ 54 7Y NHEET 2158, 11 Mbps Z 7B (BX) L—hEUTEREL. 12 Mbps U EZEHR—K

(AT723V) ELTRETIVDENHDET,
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il Gisco Catalyst 9800-40 Wireless Controller Welcomeapha | # © B # M @ T Q G
16.122s

cisco

a Configuration* > Radio Configurations* > Network

Eﬂ Dashboard 5 GHz Band 2.4 GHz Band
Monitoring General
Configuration 2.4 GHz Network Status

Administration A Please disable 2.4 GHz Network Status to configure
802.11g Network Status, Beacon Interval, Short Preamble,
Fragmentation Threshold, DTPC Support.

& Troubleshooting

802.11g Network Status

Beacon Interval* 100

Short Preamble

Fragmentation 2346
Threshold(bytes)*

DTPC Support

CCX Location Measurement

Mode

Interval* 60

Data Rates

A Please disable 2.4 GHz Network Status to configure Data

Rates

1 D led 2 Disabled v |55 Disabled

Mbps Mbps Mbps

6 Disabled v |9 Disabled v M Disabled

Mbps Mbps Mbps

12 Mandatory 4 |18 Supported 4 |24 Supported
Mbps Mbps Mbps

36 Supported v |48 Supported v |54 Supported v
Mbps Mbps Mbps

BAIL—Tv b (802.11n/ac)

802.1MIn F—%¥ L —hEZIA (24GHz BELUV' 5GHz) TEICHRETEET,

802.11ac ¥—% L—KMIE 5 GHz ICOHBERINET.

[WMM] % [WPA2/WPAS3(AES)] ICE3E L 802.11nfac T—% L — h 2 {EATE5h 2R LT,

Cisco Desk Phone 9800 ¥ — X, HTMCS0-MCS 7 & VHTMCS 0-MCS 9 1SS DHh%EHR—FLET
M EhEWTF—YL—bhE2EWERATEZS MIMO 77+ 77 /OVEBEHOR UFEBEARS ZERT 5 Z 01
M 802.11n/ac H'H 3IFE. LDEWMCS L—hE2A TV a3 v TAEMELTEXT,
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cisco

(o}

[ Dashboard

Monitoring

, Configuration
dministration

Troubleshooting

NS AX—=4

[EDCA/XZ A—% (EDCA Parameters) |2 3> T. EDCAZ7O7 74 )%, FERTIEREFICKHU T,

Cisco Catalyst 9800-40 Wireless Controller
16.12.2s

Configuration ~ > Radio Configurations ~ > High Throughput

5 GHz Band

2.4 GHz Band

Enable 11n v

MCS/(Data Rate) MCS/(Data Rate)
0/(7Mbps) A/(14Mbps)
4/(43Mbps) /5/(58Mbps)
8/(14Mbps) 9/(29Mbps)
12/(87Mbps) A3/(116Mbps)
16/(22Mbps) A7/(43Mbps)
20/(130Mbps) 21/(173Mbps)
24/(29Mbps) 25/(58Mbps)
.28/(173Mbps) .29/(231Mbps)
Vv 1lac
Enable I¥ac
SS/MCS SS/MCS
/8/(86.7Mbps) ~ 1/9/(n/a)

/3/8/(260.0Mbps)

v 1lax

~13/9/(288.9Mbps)

Enable 11ax | v

Multiple Bssid

Al7

SS/MCS

v 19

vi2m

v 417

v|5/9

v|6/11

v 817

MCS/(Data Rate)

.2/(21Mbps)

6/(65Mbps)

10/(43Mbps)

A4/(130Mbps)

18/(65Mbps)

.22/(195Mbps)

.26/(87Mbps)

.30/(260Mbps)

Welcome alpha a B & e

Select All v

MCS/(Data Rate)

-3/(29Mbps)

7/(72Mbps)

A1/(58Mbps)

A5/(144Mbps)

19/(87Mbps)

+23/(217Mbps)

~27/(116Mbps)

.31/(289Mbps)

A The Data rates are for 20MHz channels and Short Guard

Interval

SS/MCs

~12/8/(173.3Mbps)

| 4/8/(346.7Mbps)

SS/MCs

vi1m

V1317

v4/9

|51

v|717

v18/9

Select All v

SS/MCS

~|2/9/(n/a)

~|4/9/(n/a)

Select All v

SS/MCsS

V1217

v13/9

v 4/

v |6/7

v|719

v18/11

5% f-1E 24 GHz [Cxt L T. [Optimized-voice] & 7=|& [Optimized-video-voice] ICEREL X 7.
DFS (802.11h) €22 3>~ T. Power Constraint ZRERDXXICT BN, 0 TINILICRRET 2LENHD X

3-0

Cisco Desk Phone 9800 &) —XJ7A4 VL X LAN EA A K
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FrRIWNDEBEZAT—9 XA LV AY—MDFS TEHEYM THH2ULELHDET,
[FvXIWPDEZ T FH 2> AE—K (Channel Switch Announcement Mode) ] % [/ L >~ ; (Quiet) ]IC
BREULEY,

B .k Cisco Catalyst 9800-40 Wireless Controller Welcomeapha @# ® B & M@ @ T Q »
161225

a Configuration~ > Radio Configurations ~ > Parameters

= Dashboard 5 GHz Band 2.4 GHz Band

(2) Monitoring

EDCA Parameters

*:3;;-.' Configuration

EDCA Profile optimized-video-v... v
O} Administration

J DFS (802.11h)
%’ Troubleshooting

A DTPC Support i
Network to col

Power Constraint* o

Channel Switch
Status

Channel Switch Quiet
Announcement
Mode

Smart DFS

RRM

FrRIVEXEENDOREZEERT HICIE. BFEDHTHEZBMICT S L2HEHLET,

FERAYT BRARBFEICKHU T, 5 /ld 24GHz D7 7 ARA Y MXEBHLANILEID HTHEERELE T,
BALNILOBEBE D HTZ2ERAT 256, EABLURNDEALNILEZEETSIENTEET.

el Cisco Catalyst 9800-40 Wireless Controller Welcomeapha = # ® B & M @ T Q »
161225
Configuration~ > Radio Configurations~ > RRM
Q
Im Dashboard 5 GHz Band 2.4 GHz Band FRA
r\/;) Monitoring N Genera Coverage DCA ™C RF Grouping
L Configuration > y
A Power Assignment Method Power Assignment RCON6-21A-WLCS (10.201.81
Leader
Administration > Transmit Power Update 600 second(s)
Interval
2 4 © Automatic . 3 3
S Troubleshoonng Last Run: 365 second(s) ago
On Demand Power Neighbor Count: 3

Fixed

Max Power Level Assignmer 17

Min Power Level Assignmen 11

Power Threshold* -70

5 CGHz Z2fEAT 2156, E2LDF Yy YR ZAF YU TBIEICLDT I EARA Y MREDEBIEZ R T 516
IS, FrYroyXRIVBedIRT2Lz2HEOLET B: 12 Fr RILDH),

5 GHz 7+ ®JLi&lE. Cisco 802.11n 7V B RARA ~ b ZEAT %155 (1E 20 MHz E7zld 40 MHz £ L T, Cisc
0802.11ac 7V B ARA > b Z2ERAT %55 1E 20 MHz, 40 MHz, F/-(3 80 MHz & L TR TE XTI,
IRTDT7I7EARA Y M TRALUF v XIEZFERAT S L ZHRLET,
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n alialn
cisco

Cisco Catalyst 9800-40 Wireless Controller
161225

Configuration* > Radio Configurations *

Welcome alpha a4 € A

> RRM

Dashboard 5 GHz Band 2.4 GHz Band FRA
Monitoring General

Coverage DCA

Configuration

1 Administration

TPC RF Grouping

Dynamic Channel Assignment Algorithm

Channel Assignment Mode © Automatic
Troubleshooting
Freeze
off
Interval 10 minutes v
Anchortime 0 v

Avoid Foreign AP Interference
Avoid Cisco AP load
Avoid Non 5 GHz Noise

Avoid Persistent Non-wifi
Interference

Channel Assignment Leader
Last Auto Channel Assignment
DCA Channel Sensitivity

Channel Width

Auto-RF Channel List

140144 149153157 161 165

Event Driven RRM

EDRRM

2.4 GHz 2RI %B8. FvyXRILVAMTFvYXRIL1, 6, &LV

- 'c||'s'é|<;' Cisco Catalyst 9800-40 Wireless Controller
181220

Configuration* > Radio Configurations *

Dashboard 5 GHz Band

General

Monitoring Coverage DCA

Configuration

1 Administration
Channel Assignment Mode
7 Troubleshooting

Interval

Anchortime

Avoid Foreign AP Interference
Avoid Cisco AP load

Avoid Non 5 GHz Noise

Avoid Persistent Non-wifi
Interference

Channel Assignment Leader
Last Auto Channel Assignment

DCA Channel Sensitivity

Auto-RF Channel List

EDRRM

RCDN6-21A-WLC5 (10.201.81.9)
475 second(s) ago

medium =

20MHz @ 40 MHz 80 MHz 160 MHz Best

36 40 44 48 52 56 60 64 100104108112116120124 128132136

Welcomeapha | # © B & M @ T

> RRM

2.4 GHz Band FRA

TPC RF Grouping

Dynamic Channel Assignment Algorithm

© Automatic

Freeze

off

10 minutes v

RCDN6-21A-WLCS (10.201.81.9)

531 second(s) ago

medium

Cisco Desk Phone 9800 &) —XJ7A4 VL X LAN EA A K
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EBHAHDET,

67



AT 2 EEEICEREEICI U T, 5GHz £721d 2.4GHZ OWThA TEINF v RILEXEBEHDE D Y TEE
A3%&L51C. BA2D7 IV CRARA Y NILBREEA—N—FCA RTBELSICRETELT,

ZOMDT VARSIV ME. BEEIDYHTAYy RE, BHICRELEZVEARI VY NDT AV Y MIXFUL
TEMELTEZET,

Zhnid. ZOME THTRRIGT5ED H 2IEEICVEICED XY,

5 GHz F v RJLIElL. Cisco 802.11n 7V RAKRA v F = FEHT 2158 (1E 20 MHz £7zi% 40 MHz &£ L T. Cisc
0802.11ac 77 ERARA Y F2EHT 2BA1E 20 MHz, 40 MHz, F7-13 80 MHz & UL THRTZ %X,
IRTCDT7 IV ERARA Y N TRAUF v RIVIEZFERT L2 HRELET,

a "c'l‘s'é'c;‘ Cisco Catalyst 9800-40 Wireless Controller Welcomeapha | # ® B # M@ @ Q &
16.12.25
Configuration = > Edit Radios 5 GHz Band x
a [
‘ Configure Detail
&5 Dashboard v
D All Access P General RF Channel Assignment
i Number of AP(s): 1
Monitoring umber o ARG
AP Name rcdn6-22a-ap1 Current Channel 149

i AP v AP |
onfiguration o o Admin Status Channel width 40 MHz
|
dministration rcdn6-22a- :::?3-80 CleanAir Admin Status Assignment Method Giokal

ap1

& pye
2y Troubleshooting ) ‘ Antenna Parameters Tx Power Level Assignment
f Antenna Type Internal v Current Tx Power Level 2
VvV 5GHz RadioJ Antenna Mode omni Assignment Method Global
Number of AP(s): 1 ‘ Antenna A »
AP v Slot
Name No Antenna B A
rcdn6-22a- |
ap1 R Antenna C v
1
‘ Antenna D v
J Antenna Gain 10
2.4 GHz Radl‘
Download Core Dump to bootflash
Dual-Band R
Country
LSC Provisio

{ 'O Cancel [*] Update & Apply to Device

JgY—vI7F
[CleanAir2 &%t (Enable CleanAir) ] Fx v 7Ry 7 Xid. BEEDOTH%Z&HT % CleanAir 77 / OJES,
D Cisco 77 ARA Y b &ERT BEIE. AVICLET,
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B .l Cisco Catalyst 9800-40 Wireless Controlier Welcomeapha # ® B & 1 @ T Q »
16.122s

a Configuration~ > Radio Configurations~ > CleanAir

[ Dashboard

@ Monitoring General Trap C
L Configuration >

Enable CleanAir
'O} Administration

Enable S|

§ TrOUbIeShmtmg Report Interferers

Persistent Device
Propagation

Avallable Interference
Types

[IVRE&E(WLAN Settings)]

Cisco Desk Phone 9800 & —XIC(35|D SSID 2D U TH I LZHRELET,

BEX Cisco 71 VLALAN TV RRA VY M ZHR—NFTBLSICRESN/EEFD SSID 2FHT 22 LH
TZEY,

BFED 802.11 E;IEY A 7D (H: 802.11a D) %ZBEFATZ % L S IC Cisco Desk Phone Esrepsso HMEFRT
% SSID ZEELET,

Cisco Desk Phone 9800 &V —X & 5 GHz FDH THEAT R LZHRULET, 2.4 GHz HFICLLRTEZLLDF
v RILDFIATE, FENDBWHTT,

BIRL 7= SSID HMitdd T4 L X LAN TEHAINh TWRWNWC EZ2HERLTLESW, Chid. ERAVEEXEIE
A—IVJHCEZEICOBINZDAEELHD. FHICELRZ X2 VT 4514 THERSNTVWSERICIEZDR
BEMLASEDET,

¢ [T (Elf(i() Catalyst 9800-40 Wireless Controller Welcomeapha # © B & M @ Q ®
General Security Advanced

E Dashboard Profile Name* Voice Radio Policy 802.1aony v

@ Monitoring [l Number of WLANS s( Sssip* voice Broadcast SSID lrt‘lABLtl) [ ]

L, Configuration Suus Name  WLAN D" !

'O} Administration : ::c: e e @)

&’ Troubleshooting 1

EEREF27 O—IV7IC802.11r (FT) 2EAT2ICIE. [BERBIT] 2 [ BM] ICRELET.

Over the Distribution System /35 Tld#: <. Over the Air5i&%FEHT 5ICIE. [Overthe DS] F v 7Ry o
AEATICTBEDHEREINET,

REEINEEEIL—A S ER TREDAICKELTSIEEL,

AES(CCMP128) BEE{td WPA2/WPA3 7RV & —ZFRICL. 802.1x. PSK £/-ld SAE D EBE S 2FHT S
MTIHU T, BBEEF—EEY 14 7D 802.1x, PSK X7/-|X SAE %= {ERI 51 ZBIRLE T,

Cisco Desk Phone 9800 &) —XJ7A4 VL X LAN EA A K 69



n 'L"'s';‘o“ Cisco Catalyst 9800-40 Wireless Controller Welce # B & MOeCT Q »
16122
General  Security  Advanced
& Dashboard
Layer2  Layerd  AAA
Monitoring Number of WLANSs selected : 0
Layer 2 Security Mode WPA « WPA2 Faut Trarahion e z
Conflguration Status:  Name v ID
©  Voice 1 MAC Filtering Over the DS
Administration
© O 2 Protected Management Frame Reassociation Timeout 20
’ Troubleshooting 1 0 4
PMF Disabled
WPA Parameters
WPA Policy
WPA2 Policy
WPA2 Encryption AES(CCMP128)
CCMP256
GCMP128
GCMP256
MPSK
Auth Key Mgmt 802.1x
PSKX
CCKM
FT + 802.1x
FT « PSK

D Cancel

alialn
cisco

Cisco Catalyst 9800-40 Wireless Controller
161223

802.1x-SHA256

PSK-SHA256

Update & Apply to Device

Q =

Configuration~ > Ta ofile:
General  Security  Advanced
Layer2 Layer3 AAA
Monitoring Number of WLANSs selected : 0
: N . u) Layer 2 Security Mode WPA + WPA2 & Fast Transition Enatied v
"\ Configuration il e -
° 5 MAC Filtering Over the DS
Administration
Q  Daa = Protected Management Frame Reassociation Timeout 20
% Troubleshooting 1 0 -
PMF Disabled v
WPA Parameters
WPA Policy
WPA2 Policy
WPA2 Encryption AES(CCMP128)
CCMP256
GCMmP128
GCMP256
MPSK
Auth Key Mgmt 802.1x
PSK
CCKM
FT « 802.1x
FT « PSK

PSK Format

DSK Tuna

| ©Cancel |

802.11r (FT). PSK %7zl SAE zH#ICL T.
EHTEET,

802.1x £7z(3 PSK/SAE D EESAFIASNT
802.1x ZfEA L TL\31534. RADIUS H—/(—
DAhZER/RELET.

S
AIGVA.

Cisco Desk Phone 9800 &) —XJ7A4 VL X LAN EA A K

802.1x-SHA256

PSK-SHA256

ASCH v

SEIFERIATDEFYV 47V MIRAU SSID ZEHT 3

WBMCLK>TELBDET,
JI—TTEZESI N/ RADIUS H—/N\—[CY v EYT TS AAA

70



Aironet |[E |3 EICT 2UNEHNHDET .

E7ZYV—E7 (P2P) 7Oy U703y (X BT IZHNELAHDET,

Cisco Desk Phone 9800 ¥V —X Ffzld WMM S EEEH' SSID ZFEHL TWSHEEDHWMMARY & — (W
MM Policy) ] % [#ZA (Required) ] [CRREL XTI,

WLAN (C WMM BISND T 54 7Y RO EET ZIHER. ChoD 7747V %2R0 WLAN [CEET 52 & %H#
BLET.

ZDd IEWMM 254 7> ki, Cisco Desk Phone 9800 & 1) —X & 87U SSID AL T, WMM K1
U=, [FFAT (Allowed) ] ICERESIN TSI L ZHERBLET,

WLAN & &, AP & &, FoIF AP BIRSEDRKRY 7147V hERIE, DEICIHUTRETEXT,
[(A7FvRIAF+ VDHREYG (Off Channel Scanning Defer) ] i&. HEDF1—DAF vV ERF vV DRY
B Z AT 2 /HICAVICTEXT,

Fa1— 4-6 DREBRIEAZANICTZILEZEHOHLET,

PICARSA Y MADNRAN TT74—8 77V 5= 3V BEICERT M. BET7TVI—23y (BES
SU@EFEIY MO—ILIRE) D DSCP EZREFELRWVES. AT7FrRXILAF vV 2REBL. X+ v UV REKRKMHE
ZRCTZEOHIC. BWF21—EB%E (0-3) LEVWF1—EBEE (4-6) ZBAMICTZIENHERINET,
HEREAP IS —%2f57 701 DFE. ¥F2—BEE 7 ZBMICLT, EAP IRHRICATFr RILAF vV
HRHAT B ENHRINET,

[&R5E (Load Balance) ] & [#isi®IR (Band Select) ] ##E&HICLZX T,

E— IV HARAY 100 ms D 2 ODTIF BAR #ERL £ 9.

802. 1Mk XV 80211V FT 7 A FREDTXICLE T,
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@ Uiy Cisco Catalyst 9800-40 Wireless Controller # B & 7OC Q »

o

Advanced
—_
i3 Dashboard Coverage Hole Detection Universal Admin
¢Z) Monitoring > Aronet IE Load Batance
J Configuration o v SSD P2P Blocking Action Disabied v Band Seiect
1 woice
Lo Muiticast Buffer W os- 1P Source Guard
Administration - 3 -
Media Stream Multicast WMM Policy Required
Troubleshooting direct
mONS Mode Bridging
Max Client Connections
Off Channel Scanning Defer
Per WLAN o
Dete 2
Per AP Per o Proety
WLAN
Por AP Radio 200 o & L
Per WLAN
3
11v BSS Transition Support
Scan Defor 100
Time
Assisted Roaming (11k)
200
Prediction
% Optimazation
Neighbor List
Dual Band Neighbor
st
BSS Max Idle Protected
DTIM Period (in beacon intervals)
Directed Multicast Service
1ax 5 GHz Band (1-255) 2

2.4 GHz Band (1-255) 2

Downlink OFOMA

Hinink OFDMA

Ruy—7O0774I1L

RUD—T7O774)E 7UVER. QoS. EEUT 4. BLUFHHREICKH T 2 EBMBREEEERT 2/-DICHE
RAEn%xd.

Z0#&., [RU>—7O7 74)L (Policy Profiles) ] & [/RU—% % (Policy Tag) ] /LT [WLANZO7 7
1)L (WLAN Profile) [ IC¥vEYITEh, Chze7 7 ERARA Y MIBRATEXY,

RIVO—=7O774ND AT—F AN BB >TVWBRZEEERBLTLEZN,
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a "'I'"|" Cisco Catalyst 9800-40 Wireless Controller Welcome ajpha | & B L~ B I 2 B s Q ®

cisco 16.12.2s
Configuration~ > TSI ellS AL ~

General Access Policies QOS and AVC Mobility Advanced

Q

[ Dashboard

A Configuring in enabled state will result in loss of connectivity for clients associated with this profile.

Monitoring Status v Pol
(] Dat
¥\ Configuration ; Name* Voice WLAN Switching Policy
(V] Vo.|
P . Description Enter Description .
Administration Q def! Central Switching o @

ii

1 Status evasieo [ Central Authentication o
Passive Client (W oisssien | Central DHCP

Troubleshooting
nasien ([l

m

Encrypted Traffic Analytics . DISABLED ‘ Central Association ENABLED .
B osasLe

CTS Policy Flex NAT/PAT

Inline Tagging
SGACL Enforcement

Default SGT 2-65519

=707 74 )L THEAT S VLAN £7z(d VLAN V)L —7 2 ERLE T,

/

N

el Cisco Catalyst 9800-40 Wireless Controller Welcome alpha | & W& # M e Q »
16.12.2s

cisco
e aey Edit Policy Profile »

General Access Policies QOS and AVC Mobility Advanced

Q

[ Dashboard

RADIUS Profiling WLAN ACL
Monitorin Status v y
g Local Subscriber Policy Name v 1Pva AGL o
X, Configurati < |
Y, Lonhguration S WLAN Local Profiling IPv6 ACL v
] N
Administration d  Global State of Device Disabled ® .
% Classification URL Esltees
1
Troublesh HTTP TLV Caching Pre Auth v
DHCP TLV Caching Post Auth v
VLAN
VLAN/VLAN Group VLANO500 v
Multicast VLAN Enter Multicast VLAN

O Cancel -] Update & Apply to Device

Cisco Desk Phone 9800 &) —XJ7A4 VL X LAN EA A K




[QoS SSID/RYJ &— (QoS SSID Policy) ]| T4 L A% [ZL X7 (Platinum) 1IC. 1 VI LR%Z [75FF+—
7w 7 (Platinum-up) JICEREL XY,

~

il Cisco Catalyst 9800-40 Wireless Controller Welcomeaipha |« # ® B & M @ T Q ®
16.12.2s

cisco
Configuration ~ > [Eelige SR =

General Access Policies QOS and AVC Mobility Advanced

Q

) Dashboard

Auto QoS None v Flow Monitor IPv4
Monitoring Status v §
QoS SSID Policy Egress
N . o 0
S Configuration |
(V] J Egress platinum X v Ingress
dministration Q S ingress platinum-up x v Flow Monitor IPv6
V) : 1
&y Troubleshooting QoS Client Policy Egress
Egress Ingress
Ingress
SIP-CAC
Call Snooping

Send Disassociate

Send 486 Busy

[ O Cancel ] | Update & Apply to Device

VBT Y3 VYFAMATON 2RELET. SHREBEEFODIZEITZ/-6IC. 86400 DY 3
VIALATINEBHICTZIEZEE8HULET., Lo, 7747V MNERBRZEBNICERIIL T, 754
7Y NDENGERERZFERALTNS I L2ERLET,

DEICIGLT IFAFPYRAILAATIM ZREL TS,

[IPv4 DHCPIZ#Z (IPv4 DHCP Required) ] [3ERICT ZMNEAH D ET .
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il Cisco Catalyst 9800-40 Wireless Controller
16.12.2s

Configuration ~ > S lG (eI o

[E) Dashboard

(2 Monitoring Status v
. o
&\, Configuration

4 o
(O¢ Administration °

\ Troubleshooting

RF 70774

General

WLAN Timeout

Session Timeout (sec)

Idle Timeout (sec)

Idle Threshold (bytes)

Client Exclusion Timeout (sec)

DHCP

IPv4 DHCP Required

DHCP Server IP Address

Show more >>>

AAA Policy

Allow AAA Override

NAC State

Policy Name

Accounting List

O Cancel

Access Policies

Welcome alpha a ©

QOS and AVC

| 86400
| 300
[ o

\/‘50

| default-aaa-policy x| v ‘

& m e Q =

Advanced

Fabric Profile

Umbrella | Not Configured

Parameter Map

mDNS Service ‘ default-mdns-servic v
Policy -

Clear

WLAN Flex Policy
VLAN Central Switching

Split MAC ACL ‘
Air Time Faimess Policies
2.4 GHz Policy \

5 GHz Policy ‘

| Update & Apply to Device

RFZ7O7714IWEERLT. 7IOERARSA Y MOV I —THERT ZRABEFE. 7—%L—b. RRME&E.
BLUHEREZIEET S ENTEXT,
Cisco TR 74> 9800 ¥J—XTHEHAE NS SSID [CDWVTIE. 5GHz BIRDAKICERT B E&MBLET,
RF7O0774)I& RFHZZICERAIN. Z0%&. 7I7ELARA Y MIERATEZXT,

RF 707 7 1 JLDIEREFIC.

BA & MRTEE ZEETDWENHDET,

[Emigi® (Radio Band) ] ICxX¥ UL T. [6 GHzE® (5 GHz Band) ] /-3 [2.4 GHz#15, (2.4 GHz Band) ]

ZBRLET,

Add RF Profile
General
Name*
Radio Band
Status

Description

Cisco Desk Phone 9800 &) —XJ7A4 VL X LAN EA A K

802.11 RRM
Enter Name

5 GHz Band

B osasie

Enter Description

Advanced

| Apply to Device
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[802.11] # 7T, »EILIGLT, T—7L—bZEEBRELET,

12 Mbps % [#Z8 (Mandatory) ] &L T. 18 Mbps B t% [H/R— bxd% (Supported) ] & L THRLT
ZIENHERBINTITN,. —BORETIE. B (BX) L—MELT 6 Mbps ZBMCT Z2UHENHZHE
hredpbxd,

Add RF Profile

General 802.11 RRM Advanced

Operational Rates 802.11n MCS Rates

6 Mbps Disabled v Enabled Data Rates:

9 Mbps Disabled
0,1,2,3,4,5,6,7,8,9,10,11,12,13,14,15,16,17,18

,19,20,21,22,23,24,25,26,27,28,29,30,31)
12 Mbps Mandatory

18 Mops Supported

Enable MCS Index
24 Mbps Supported
36 Mbps Supported

48 Mbps Supported

54 Mbps Supported

[RRM]%Z 7T, [BBRKEBAHL NI (Maximum Power Level) ] & [B/NBAHL AXJL (Minimum Power Level) ]
HEH LV [DCA]L [TPCl LUV [H/IXL Yy (Coverage) 1 BEEEBHRLET.

Add RF Profile

Minimum Client Level (clients)*

Data RSS! Threshold (dBm)*

Voice RSS! Threshold (dBm)*

Exception Level(%)*

O Cancel | Apply to Device
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[EX#H5%E (Advanced) | # 70 [BRKYV 54 7 > ¥ (Maximum Clients) 1.
x SopL Z L\ (Rx Sop Threshold) ] & & U'Z DO1ths¥lzEE %

Add RF Profile

802.11 RRM Advanced

Maximum Power Level(dBm)*
Minimum Power Level(dBm)*

Power Threshold V1(dBm)*

Add RF Profile

802.11

Dynamic Channel Assignment
Avoid AP Foreign AP Interference

Channel Width

DCA Channels

High Speed Roam
Mode Enable
Neighbor Timeout*

Client Network Preference

O Cancel |

20 MHz

METEET.

[ (Multicast Data Rate) ], [R

[Rx SopL & L\ME (Rx Sop Threshold) ] (ClE. 7 #JLME ([B® (Auto) 1) 2FHT BT ENHRESH

ESCIN

Cisco Desk Phone 9800 &) —XJ7A4 VL X LAN EAH A K
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Flex 7O7 714l

Add RF Profile

General 802.11 RRM

High Density Parameters
Max Clients*

Muticast Data Rate (Mbps)
Rx Sop Threshold (dbm)
Client Distribution

Load Balancing Window*
Load Balancing Denial Count*
ATF Configuration

Status

Bridge Client Access

Airtime Allocation

FRA

Client Aware

Advanced

Flex 7O7 74 )Lid. 77 ARA > hH Flexconnect E— R DIEBESICERT AR TEEEET AEHICERSh

ESCIR

KIS, [ZLy 22707 74)L (Flex Profiles) 1% [/ k%% (Site Tag) 1Ic¥vEYI LT, Z7VERARA

YHMSEALET

HERT2T7I9EARAIVEND 2475747 VLANID £53Fa]/2 5 VLAN 258 ULE T,
[ARP+ v < a2 (ARP Caching) ] %= [B%) (Enabled) ] IC>TWBhZREFZELE T,
MWEICIGUT O—AJLEREE #BMICLET,
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Add Flex Profile

General Local Authentication Policy ACL VLAN

Name*

Description

Native VLAN ID

HTTP Proxy Port
HTTP-Proxy IP Address
CTS Policy

Inline Tagging

SGACL Enforcement

CTS Profile Name

‘ 'O Cancel ‘

57
RUVY—4Y

Enter Name Fallback Radio Shut

Enter Description Flex Resilient

1 ARP Caching

] Effcient Image Upgrade

Office Extend AP

Join Minimum Latency

default-sxp-profilex v

RUY— 4T, WLAN 7O77A4ILERY Y — 7OT774ILDIVEV = EEZELET,
RY—=FTE70ARA Y MTERAS W, BWICTS WLAN/SSID, YIvEYIITBA V9 —T 1R, &
9% QoS LU ZDtDREEEELET,

[RU>—%7% (Policy Tag) | #1ER Y 2FIE. [iBM (Add) 122Uy o LT,
(WLAN Profile) ] #i&iRL T, AT S [RUI—FO7 74JL (Policy Profile) 1%2#RL £,

il Cisco Catalyst 9800-40 Wireless Controller ~ Welcome apha | @ % # mec Q &
16.12.2s

cisco
Q
[E) Dashboard
@ Monitoring
Configuration
:l"j Administration

& Troubleshooting

Configuration~ > Tags & Profil Edit Policy Tag ®

A Changes may result in loss of connectivity for some clients that are associated to APs with this Policy Tag.
Policy Site RF A

Name* | defauit-policy-tag |
Description \ default policy-tag ‘
Policy Tag Name
cefiCrolcyieg < V' WLAN-POLICY Maps: 2
1 | 10
WLAN Profile + Policy Profile v
Data Data
1 10  |items per page 1-2o0f 2iter

Map WLAN and Policy

WLAN Profile* Voice v Policy Profile* | voice v

Ea

RLAN-POLICY Maps: 0

" Update & Apply to Device

Cisco Desk Phone 9800 &) —XJ7A4 VL X LAN EA A K
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il A4

A4 M 5T EOAPEM7OT77A4ILE Flex 7O7 7 A IV FERIT I EEELET,

AN Y7370 R4V MIBERESN. EHETSAPESM7O774IILELU Flex 7OT7 74 IL INT A—
YEEELEY,

Y4 MY TOERBEIC. [BMZ2YVy o ULT, ERHIZ[APEM7O7 70 ] ZBIRLET,

[ZLy o707 74)L (Flex Profile) | 28T [Y4 +5J (Site Tag) | Z{EF 9 2. [A—AIY A %
Bt (Enable Local Site) 1 #A7ICLT. RER[ZLv X707 74 )L (Flex Profile) ] #&{RL %

ER

Add Site Tag

RF &

[RF#J] &, 24GHz 8LV 5GHz TEASINS RF 707 71 ILE2EELE T,

ZD&, RFZITDBT7IV LA R4V MNMIEBERASh, EATSRF 7O7 71 NFA=FPEEINET,
[RF¥ % (RF Tag) | 16T 4. #AT % [5 GHz#FIHERFZ7O 7 7 1)L (5 GHz Band RF Profile) ] &
[2.4 GHz#1ERFZ7O7 71 )L (2.4 GHz Band RF Profile) ] #ZIRL %9,

Add RF Tag
Name*
Description

5 GHz Band RF Profile

2.4 GHz Band RF Profile Global Config

O Cancel

YIRS NDE, V7IVEARA YV MNCERT R EDTEET,

Cisco Desk Phone 9800 &) —XJ7A4 VL X LAN EAH A K 80



Welcome alpha A B & MO

B .l Cisco Catalyst 9800-40 Wireless Controller
16.122s

Q »

General Interfaces High Availability ICap anced
=) Dashboard v All Access _
1 General Version
B Number of AP(s): 1
Monitoring
AP Name* redn6-22a-ap1 Primary Software Version 16.12.2.132
i AP v AP
Configuration Neme Mo  Location® rcdn6-22 Predownloaded Status N/A
Administration redn6-22a- ﬁ Base Radio MAC 00a7.4200.5c80 Predownloaded Version N/A
! &gy
Troubleshooting Ethernet MAC 00a7.42b7.cbla Next Retry Time N/A
1
Admin Status (enasieo () Boot Version 1124
AP Mode Local = 10S Version 16.12.2.132
5 GHz Rac
Operation Status Registered Minl 10S Version 0.0.00
24 GHZR e staws Disabled IP Config
LED State ENABLED |
Dual-Banc 7.* CAPWAP Preferred Mode  IPv4
Lo ohinsss LS il DHCP IPv4 Address 10.201.81.125
Country
CleanAir NSI Key Static IP (IPv4/IPv6)
LSC Provis 00 Time Statistics
default-policy-t Up Time 10 days 18 hrs
Polcy ol 2 4 16 mins 54
secs
Site default-site-tag v
Controller Association Latency 2 mins 4 secs
RF default-rf-tag v

D Cancel 1 Update & Apply t

REFH [ZLyvoR7O774)L (Flex Profile) 1 &% [+ b4~ (Site Tag) | #EHYT KL, [APE—

F (AP &T) I1PBEET[ZLY IR (Flex) ] ICEEENET,

Q =

16.12.2.132
N/A

N/A

N/A

1.1.24
16.12.2.132

0.0.0.0

uihe Cisco Catalyst 9800-40 Wireless Controller ~ Welcome apha | & % m e °
16.122s
contauaion - |
Q
General Interfaces High Availability Inventory ICap Advanced
(=) Dashboa V' All Acces _
General Version
A Number of AP(s): 1
Monitoring
AP Name* rcdn6-22a-ap1 Primary Software Version
i AP v A
O EonhgUEtion Name M  Location® rcdn6-22 Predownloaded Status
Administration redn6-22a- % Base Radio MAC 00a7.42b0.5c80 Predownloaded Version
ap1 & B
Troubleshooting Ethernet MAC 00a7.42b7.cbla Next Retry Time
1
Admin Status Boot Version
AP Mode Flex & 10S Version
5 GHz Ra
Operation Status Registered Mini I0S Version
2.4GHz | popic staws Disabled IP Config

Dual-Ban

i 8

oo anness A DHCP IPv4 Address
Country

CleanAir NSI Key Static IP (IPv4/IPv6)
LSC Prov Tags Time Statistics

Policy default-policy-tag | v Up Time

Site Flex v Controller Association Latency

RF default-rf-tag v

[ ‘O Cancel w

Cisco Desk Phone 9800 &) —XJ7A4 VL X LAN EA A K

CAPWAP Preferred Mode  IPv4

10.201.81.125

0 days 0 hrs 10
mins 1 secs

10 secs

Update & Apply to Device
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Oy NO—SORE

T7AIRNEEVFTF A RALMY NIEULKERESNTWS I EZERLTLSEEE L,
[AP LAGE—K (AP LAG Mode) ] #BMICLET,

Q
ol
v

B .l Cisco Catalyst 9800-40 Wireless Controller Welcome ajpha | # ® B & M @
16122s

cisco

a Configuration~ > Wireless~ > Wireless Global

[ Dashboard Default CTG-VOWLAN3 Assisted Roaming
Mobility

Domain Denial Maximum* 5

¢ Q Monitoring

RF Group RCDN6-VoOWLAN3

Name* Floor Bias(dBm)* 15

Configuration
Maximum 0 Prediction Minimum* 3
Administration o A
User*
% Troubleshooting

Management
Via Wireless

Device
Classification

AP LAG
Mode

EEUTA4ERE

B D Cisco 74 VLA LAN Oy hO—FHAEUEEY T o JIL—TD—ETH3I5E. & Cisco 741V L R
LAN O bO—=Z5DIP7RLRAE MAC 7RLRZEEY T4 EFVDREICEMT 2RELNHD XTI,
Cisco Wireless LAN Controller ARIUEEV T4 JIL—TRATHREIN TSI L E2ERELET,
el Cisco Catalyst 9800-40 Wireless Controller Welcome apha | # ® B & M @ T Q 4
ot Winioes->! Moty
Bt P TTTIT rm—
@ Monitoring : PO S B Aooy

: tic: > 0.0.0.0
2L Configuration Multicast IPva Address

& s 3 Multicast IPv6 Address
'O Administration

Keep Alive Interval (sec)* 10
&~ Troubleshooting
Mobility Keep Alive Count* 3
Mobility DSCP Value* 48
Mobility MAC Address*® 706d.153d.b50b
B .l Cisco Catalyst 9800-40 Wireless Controller Welcomeapha = # ® B & M @ T Q =
16.122s

Configuration = > Wireless~ > Mobility

=) Dashboard Global Configuration Peer Configuration

(&) itori > . "

(£) Monitoring > V' Mobility Peer Configuration

% Configuration m
Administration > MAC Address 1P Address v Public IP v Group Name Multicast IPvé  ~  Status v PMTU
706d.153d.b500 10.201.819 N/A CTG-VoWLAN3 0.0.0.0 N/A NIA
Troubleshooting 6c31.0e7b.b8eb 10.201.81.10 10.201.81.10 CTG-VOMLANZ  0.0.0.0 Up 1385
1 10 ¢

Non-Local Mobility Group Multicast Configuration

TEEUT4 MAC7RLADBTAVLRAEBA VI —T A ADMAC 7 RLRAE—HLTWS I EZHERLT
(k-1 AN
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B Uil Cisco Catalyst 9800-40 Wireless Controller
% 1235

Configuration~ > Interface~ > Wireless

[=3 Dashboard

Monitoring > Interface Name ~ ~  Interface Type
. Vian310 Management
Configuration
1 10 ¢

Administration

Troubleshooting

Welcome aipha

v Trustpoint Name

A €©

v VLANID

310

B & MmO
v P Address
10.201.81.9

Cisco Desk Phone 9800 &) —XJ7A4 VL X LAN EA A K

v IP Netmask

255.255.255.240

MAC Address

70:60:15:3d:05:0b
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d—=IL 7RIy 3

vi#lfE (CAC)

[2=F v APMEFAUF AL Ik (Unicast Video Redirect) ] & [RILFFv¥ AT ALY MEFRE (Multi
cast Direct Enable) ] % [H%) (Enabled) ] [CLUXY,

Configuration~ > Radio Configurations~ > Media Parameters

Dashboard

JILFFXF+v X b

6 GHz Band 5 GHz Band 2.4 GHz Band

A 6 GHz Network is operational. Configuring Media Parameters will result in loss of connectivity of clients.

Media

General

Unicast Video Redirect v

Multicast Direct Admission Control

Media Stream Admission Control (ACM)

Maimum Media Sream RF bancivicih ‘ 5

%

Maximum Media Bandwidth (%)* |8
Client Minimum Phy Rate (kbps) | 6000
Maximum Retry Percent (%)* ‘ 80

Media Stream - Multicast Direct Parameters

Multicast Direct Enable v

Max streams per Radio No Limit

Voice

Call Admission Control (CAC)

Admission Control (ACM)

Traffic Stream Metrics

Metrics Collection

Stream Size* 84000
Max Streams* 2
Inactivity Timeout v

TILFFv AMZFRATBICE, [HB7C1VPLATILFFv¥ XA E—FR (Global Wireless Multicast Mod) ]
& [IGMPAX—E Y% (IGMP Snooping) 1% [H% (Enabled) ]1ICLZ9.

bl Cisco Catalyst 9800-40 Wireless Controller
16.12.2s

cisco
Q
[ Dashboard

Monitoring
Q\\ Configuration
ministration

Troubleshooting

Configuration~ > Services~ > Multicast

Global enasLeD [

Multicast Mode

Wireless | oisasLep |
mDNS Bridging —_—
wireless Non- | [l DisasLeD |

IP Multicast —
Wireless |l oisasLep |
Broadcast ——

AP Capwap Unicast v
Multicast

MLD Snooping [. DISABLED \

IGMP [. DISABLED ‘
Snooping -
Querier

IGMP enastep [l
Snooping

Last Member 1000

Querier Interval

(milliseconds)

Welcome alpha A B &ML e Q =

IGMP Snooping

Q Search
Disabled Enabled
Status VLANID Name Status VLANID Name
(1] 1 default €
(4] 310 VLANO310 €
(1) 400 VLANO400 €
No Vlan available (1) 500 VLANO500 ¢

Wireless Broadcast and Wireless Non-IP Multicast

Cisco Desk Phone 9800 &) —XJ7A4 VL X LAN EA A K
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[AF 4 7ABMY—A (Media Stream) [ FRET. [FILFF¥ AT ALY bZFRIL (Multicast Direct Enabl
e) 1% [H% (Enabled) ]ICLZET.,

B .l Cisco Catalyst 9800-40 Wireless Controller Welcome aipha
16.122s

4

Dashboard

Monitoring

Configuration

Administration

Troubleshooting

Configuration~ > Wireless~ > Media Stream

General Streams

Multicast Direct Enable

Session Message Config

Session Announcement
State

Session Announcement
URL

Session Announcement
Email

Session Announcement
Phone

Session Announcement
Note

WLAN (RET IILFF v AMTAILI DS Z2BMICLET,

B .l Cisco Catalyst 9800-40 Wireless Controller — Welcome aipha
I1SCO 45122

Q
& Dashboard

Monitoring
2 Configuration
{ Administration

Troubleshooting

Cisco Desk Phone 9800 &) —XJ7A4 VL X LAN EA A K

Configuration - > [iEelaJWE %

General Security Advanced
Coverage Hole Detection v
Number of WLANSs s Aironet IE <
Status Nam(  P2P Blocking Action Disabled

o Vel Multicast Buffer DISABLED |

(4] Data
Media Stream Multicast- v

1 direct

Max Client Connections

Per WLAN o
Per AP Per o
WLAN

Per AP Radio 200
Per WLAN

11v BSS Transition Support

BSS Transition

Disassociation Imminent(0 200
to 3000 TBTT)

Optimized Roaming 40
Disassociation Timer(0 to

40 TBTT)

'O Cancel

2

@

A

\ ]

B

&4+ Mmec

Universal Admin

Load Balance

Band Select

IP Source Guard

WMM Policy Required

mDNS Mode Bridging

Off Channel Scanning Defer

Defer 0 1
Priority
3 v]a
vJ6 7
Scan Defer 100
Time

Assisted Roaming (11k)

Prediction Optimization

Neighbor List

Q C2

v
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R TE

EAP DRFHARRE

EAP NS A—4 ZRRIXIIBH T ZICIE. [E (Configuration) ] > [EF2Y 5T+ (Security) ]>[BERE
AP (Advanced EAP) ].OOJBICEIRL XS,

B .l Cisco Catalyst 9800-40 Wireless Controller Welcomeapha # ® B & M @ T Q »
161225
a Jonfiguration~ > Security~ > Advanced EAP
EAP-Identity-Request Timeout (sec)* 30
[Z Dashboard
EAP-Identity-Request Max Retries* 2
@r Monitoring
EAP Max-Login Ignore Identity O
N g Response
=, Configuration
: EAP-Request Timeout (sec)* 30
{01 Administration >
EAP-Request Max Retries* 2
3% Troubleshooting EAPOL-Key Timeout (ms)* 400
EAPOL-Key Max Retries* 4
EAP-Broadcast Key Interval (sec)* 3600

802.1x #{FER 9 315E. Cisco 7/ VLA LAN OV NO—SDEAP YUY ITAMNDHY AL AT I % 30 #ICE&
ET2DELNHDET,

SEEL EAP IS —%2M#5F 7014 DIE4. [EAPUSYTZANYLAFY N (EAP-Request Timeout) ] %30
UTFICHESULET,

PSK %{FER 9 21543, [EAPOL¥—4% 41 LAF 2 N (EAPOL-Key Timeout) 1%, F7#JLK®D 1000 I U#H
5 400 S UMICL T, [EAPOLF—KR{TEE (EAPOL-Key Max Retrie) 1 277 /L MED 2 15 4 ITF%
ELET,

802.1x Z#{FA I 2154, [EAPOL¥—4 1 L7~ (EAPOL-Key Timeout) ] & [EAPOL*—FARITHEE (E
APOL-Key Max Retries) ] D77 # )L METRIEH D FEAD. ChES5DEZZENEFN 400 & 4 [TRRET S
ENHERINET,

[EAPOLF—% 1 A7V (EAPOL-Key Timeout) ] (Z. 1000 S U (1 #) #8BILBVWLSICLET.
[EAP-Broadcast*+—[fg (EAP-Broadcast Key Interval) 15, J{ETH K TH 3600 # (1 BFRE) ICHRES
NTWBZE%EERLEY,

Rx Sop Threshold

[Rx SopL Z L ME (Rx Sop Threshold) ] iCid. F74JLMME ([B8 (Auto) 1) 2RI 2 EAHERSN
9,

B .l Cisco Catalyst 9800-40 Wireless Controller Welcomeapha = # ® B & M © T Q »

Configuration~ > Wireless~ > Advanced
Q

Dashboard

Load Balancing Band Select ptimized Roaming High Density Preferred Calls
(2) Monitoring
Rx Sop Threshold
=4, Configuration
- Py " Rx Sop Threshold 5 GHz (dbm) auto
) Administration z
3 Rx Sop Threshold 2.4 GHz (dbm) auto
%’ Troubleshooting
Multicast Data Rate
Multicast Data Rate 5 GHz (Mbps) Auto
Multicast Data Rate 2.4 GHz (Mbps) Auto
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RIERY >—

[REF/IN4 ZD0LIE#H 70O 3JL (Rogue Location Discovery Protocol) ] IC3UTTF 7 AL ME ([#ESh
(Disabled) ]) #fFRAT 3 ENHRINET,

uili - Cisco Catalyst 9800-40 Wireless Controller Welcomeapha | # © B & M@ @ & Q 2
16.12.2s

= Configuration~ > Security~ > Wireless Protection Policies

Dashboard Rogue Policies RLDP Rogue AP Rules Client Exclusion Policies

Monitoring Rogue Location Discovery Disable
Protocol

@\3 Configuration

Retry Count 1

L0} Administration Schedule RLDP

roubleshootlng Day Start Time End Time

Cisco Mobility Express & & U Lightweight 77X R1 YV b

Cisco Mobility Express & & Uf Lightweight 7 7 € ARA v N Z2RET 3158, UTOHA K1 V=2 FERALTL
V=Y AW

- 802.11r (FT) 2B%ICT 3

+ [CCKM] = EXICLE T,

« [Quality of Service (QoS) 1% [ZFZF 7 (Platinum) ] [CEREULET

+802.11k /' |ACHB>TWNWBC L EERET S

+[802.11v] »' [#ERN (Disabled) ] ICH>TWA T E%ERLET

P2P (E7Y—E7) 70w 0703 vaE\HICT 3

[754 7 MEIEIRIR (Client Band Select) ]| % [#£3%) (Disabled) ] ICS®¥ELE 9
[514 7 METSEL (Client Load Balancing) ] % [#3%) (Disabled) ] ICS¥ELE
MECHULTTF—FL—b 28/ELET

< MEICIGUTRFB#EL ZRELEY

NI T74VIIAT 2BEET—YICHRELEXT

« CleanAir 7% / OJEHE® Cisco 77 ERAKRA v M= FEHT %1554, [CleanAir] ZB#ICLE T,
MECBUT INFFYARNTALIDN 2RELET

Oy NO—SORE
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1 DBl ® Mobility Express IS L7=7 7 RARA Y NDOBREETE—K 2B LT, [ bO—F (Controlle
r) BEEEZSHET,
MHEICIHU T, [APZ (AP Name) 1 & IPBREZBRFELET,

AP1850-1(Active Controller)

WME(ZIE U T, Cisco Wireless LAN Controller ® Y A5 A% £ IPEREELET,

AP1850-1(Active Controller)

802.11 Xy FI7—UR&E

Cisco Desk Phone 9800 &) — X3+ 5 GHz BB A TrERT 3 L &MBLET, FIATEZ S F v XILEH S
<. 2.4 GHz FHICRTFEH DB N=HTT,

5GHz ZfEAT5ICIE. 5.0 GHz i AW THD LR L TSN,

WA ERX) L—hELT12Mbps Z88EL. YR—FEINTWSE (A7 3V) L—F&ELT 18 Mbps M L%
METDELZHEMOLET, L. —EORETIE. BAD (BEX) L—rELT 6Mbps ZERICTZVE
HHhET,

24GHz ZEAI 3ICIF. 24GHz i THUMTHZ Lz ERL T LS,
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802.11b DHDYT FA PV DA TA VL X LAN [CEHI BN L ZRMRE LT, WA (EX) L—hELT12

Mbps ZEREL. HR—FENTWS (A7) L—hEULT 18 Mbps U L%EZRET S LEZHEHLET,

L. —EDERIETIE. WAD (BX) L—hEULT 6 Mbps ZBXICT Z2ELNHD XD,

802.11b ¥ 54 7Y hHEET 215, 11 Mbps ZWZH (BEX) L— M EUTEEL. 12 Mbps U EZTFR—K

(AT723V) ELTRETIVDENHDET,

5GHz ZEHT 2158, ZE<DFVYVURINZAFVYVITBIELICLD TV ERARAY MEHDBEREZ#T 578

I, FrYURIBZHIRT 2L E2HEHLET (B: 12 Fv v RILDI),

5 GHz F v XJLIgIE. Cisco 802.11n 7 ¥ ARA » M #FRAT 315413 20 MHz £7(% 40 MHz &£ LT, Cisc

0802.11ac 77 L RARA ¥ h & EHAT 35S 1E 20 MHz, 40 MHz, F7-13 80 MHz & UTHETZ XY,

IRTDT7 VAR Y M TRAILF vy RIVIEZERATE L E2HERLET,

2AGHz AT 35E. FrRIL 1. 6. BELV 11 DA% DCA YR NTEHMICTZUNENHD XY,

CleanAir 72 / OJEE®D Cisco 77 L ARA v b ZFEAL T, BFEOTHREZHRHT 5I1C(E. [CleanAirik i
(CleanAir detection) ] % [H%) (Enabled) ]1ICUZX 7T,

@ Monitoring Advanced RF Parameters
2.4 GHz Band

£ Wireless Settings
5.0 GHz Band

- Management

Automatic Flexible Radio Assignment
& Services

& Advanced 5 GHz Optimized Roaming

¥ SNMP

2.4 GHz Optimized Roaming

Event Driven RRM

8 Logging CleanAir detection

il RF Optimization
5.0 GHz Channel Width 40 MHz

il RF Profiles

Lower Densit Higher Densit:
# Controller Tools y 9 y

2.4 GHz Data Rates

] Security Settings
802.11b devices not supported
CMX

Lower Density Higher Density

5.0 GHz Data Rates

Some legacy devices not supported

Select DCA Channels 2.4 GHz

5.0 GHz
8 112 116 2 124 3 140 144
165

At least one Channel Number should be selected

RF fi&E1{t

[RFEE{t (RF Optimization) ] ZB%ICLT. FyY RILPEEEBNRELZEEBI D ENHEREINTT,
[ 74y 9947 (Traffic Type) 1 % [EFE & T—4 (Voice and Data) JICEREL XY,
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e 0
X X e CIISCIO Cisco Aironet 1850 Series Mobility Express Q A @ = r‘ a
®* Monitoring

£+ Wireless Settings

RF OPTIMIZATION
- Management

/& Services .ill RF Optimization J=GETSIN]

< Advanced
¥ SNMP
RF Optimization = Enabled | @
B Logging
. : |
il Client Density Low Typical g (2]
.l RF Profiles Traffic Type  Voice and Data + 0

# Controller Tools
. Security Settings

CMX

FAY 2 EREICERERICH U T, 5GHz £/z(E 2.4GHZ DVWThHN THWF v+ RXILEEZEBHDEID YT EE
FA35&51C. B4DT7 7 ERARSA Y NEILBEREZA—IN—FA RTEDLIICRETEET.

ZOMDT VARSIV ME, BEEIDYHTAYy RE, BRICRELEZVEARI VY NDT AV Y MIXFUL
TEMLTEZET,

Ihid, ZOMIE TR THRENH DERICREICBD XY,

5 GHz 7+ XJUigIE. Cisco 802.11n 7V AR4A > b ZFEHAT %5HE1E 20 MHz £7z(% 40 MHz &£ L T, Cisc
0802.11ac 77t ARA v h &2 ERAT 35E1F 20 MHz, 40 MHz, F/-Id 80MHz L LTHEBHTZZT.,

5GHz Z AT 2BRICOHAF Y RIL NA VT4 7 Z2ERAL. IRTOT7IERA R4V FTRILF v RIIEZ
FRTZCLEHRELET,

N o
; © 'tisco’ Cisco Aronet 1850 Series Mobility Express Q A © = % &
® Monitoring

£ wireless Settings
N WLANSs CCESS POINTS ADMINISTRATION

< Access Points

Groups
Q Searc Global AP Configuration 0 Convert to cAPwAP

& WLAN Users

-~ © primary Controlier D Primary Controller and Preferred Master (D Preferred Master
& Guest WLANs

® DHCP Server Refresh

fMesh  [EREET Type | Location Name IPAddress | APMac UpTime | AP Model

.3 Management @ Lo
& Services

< Advanced

AP1850-1(Active Controller)

oller  Radio 1(2.4 GHz)  Radio 2 (5GHz)  802.11u

Admin Mode Enabled v
2.4 GHz
Channel Automatic v 802.11b/g/n
Channel Width

Transmit Power Automatic
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AP1850-1(Active Controller)

er  Radio (2.4 GHz)  Radio 2 (5GHz) ~ 802.11u

Admin Mode Enabled v
5GHz
Changel | Automatia M 802.11a/n/ac
Channel Width 0 MHz v

Transmit Power Automatic

AP1850-2

| Radio 1 (2.4 GHz)  Radio 2 (5GHz) ~ 802.11u

Admin Mode  Enabled v
2.4 GHz
Channel  Automatic v 802.11b/g/n
Channel Width v

Transmit Power Automatic

AP1850-2

I Radio 1 (2.4 GHz) Radio 2 (5GHz) 802.11u

Admin Mode Enabled v
5GHz
Channel | Aut ti
utomatic M 802.11a/n/ac
Channel Width 0 MH; v

Transmit Power Automatic

[IVRE%E(WLAN Settings)]

Cisco Desk Phone 9800 ) —X(C(3A|D SSID ZEHHTH I LZHRLET,

LA L. BEME Cisco 74 VLA LAN TV KRS Y hZ2HR—NTBLSICHRESNBEFD SSID = EAT
5ZEHTEET,

Cisco Desk Phone 9800 &V — X TERE N5 SSID (. H¥ED 802.11 EEY A TOMERAEINZ L SICE
ETEET (fl. 5GHz D),

Cisco Desk Phone 9800 &Y — X3 5 GHz DA TIERT 2L =B LE T, MHATESZF v RILENSE
<. 2.4 GHz FHIHICEANTTFEHEHIDBNH T,
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BIRU T SSID HMttd T4 L X LAN THERASh TOWRBW EZRERBLTLEEWL, Thid, ERAVEEE
A—IVJRICEZIC ORI B AN HBIcHTT ., FICHDEF 2V T4 514 THERS N TVSIEE.

Add new WLAN/RLAN

d  802.11u  Hotspot2.0  Scheduling

WLANID 1
Type WLAN

Profile Name *  voice

Admin State Enabled

Radio Policy 5 GHz only

Broadcast SSID ()

Local Profiling 2]

EETX27 O—3IVJIC802.11r (FT) Z2EAHT 3ICIE. EFa2VFTF1547 28RLET. WPA2-T V¥
— 754X T3 IS—YFIL 802.1x £1=Id PSK/SAE D E B S & FEHTEIMNCL>TERDET,

Add new WLAN/RLAN

d  802.11u  Hotspot2.0  Scheduling

Guest Network (2]
Captive Network Assistant )
MAC Filtering
Security Type  WPA2Enterprise
Authentication Server External Radius

Radius Profiling 7}
RADIUS S

Authentication Caching

Add RADIUS Authentication Server

State

X Enabled 10.0.0.20

Add RADIUS Accounting Server
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Add new WLAN/RLAN

General  WLAN Security ~ VLAN & Fi Traffic Shaping ~ Ad d  802.11u  Hotspot2.0  Scheduling

Guest Network (2]
Captive Network Assistant 0
MAC Filtering

Security Type  Personal

weaz (1) weas

AutoConfig iPSK )

Passphrase Format = ASCIl

WLAN SRED [R¥#E4%E (Advanced) ] # 7 T. [802.11r] % [B%) (Enabled) ] ICRELEYS. 95317V
RNEIERIR & V5147 Y NETEM D EDICHE > TSI EZEREL TS,
802.11k, 802.11r, HKUV 802.11v [IHR— kTR, EMICTEIZNELHD XY,

Add new WLAN/RLAN

Allow AAA Override
Maximum Allowed Clients Uniimited(Default)
Maximum Allowed Clients Per AP Radio = 200
802.11k  Disabled
802.11r  Enabled

802.11v  Disabled

CCKM )

Client Band Select

Client Load Balancing

Umbrella Profile None

Umbrella Mode  Ignore

RADIUS BRIV —/N ELVC FAOY M=) G, JO0-/NILU XM ZEEETS7HIC. WLAN LAX)LSEIC
BETDHIENTELT,
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Add new WLAN/RLAN

General VLAN & Firewall  Traffic Shaping ~ Advanced ~ 802.11u  Hotspot2.0

WLAN Security

Guest Network (2]
Captive Network Assistant [~}
MAC Filtering
Security Type  WPA2Enterprise
Authentication Server ~External Radius
Radius Profiling [>)

BYOD

RADIUS Server

Authentication Caching

Add RADIUS Authentication Server

State Server IP Address

Scheduling

X Enabled 10.0.0.20

Add RADIUS Accounting Server

State Server IP Address

x Enabled 10.0.0.20

o il .,
Cisco’ Cisco A

850 Series Mobility Express
Monitoring

Wireless Settings  UNSVINPYCOOENIS

1

]

Management
© Access 1
o
O Time - :
Management User Priority Order  Local Admin Accounts ~ TACACS+  RADIUS  Auth Cached Users
¥ Software Update —
Services Authentication Call Station ID Type = AP MAC Address:SSID v
== Advanced Authentication MAC Delimiter  Hyphen .
Accounting Call Station ID Type  |P Address v
Accounting MAC Delimiter  Hyphen v
Fallback Mode  Passive v
Username cisco-probe
Interval 300 ¢ | Seconds
AP Events Accounting
@ Monitori ng Add RADIUS Authentication Server
; : Action Server Index Network User Management state Server IP Address Shared Ke: Port
L+ Wireless Settings o Y
@ x 1 10.0.0.20 1812
.3
Management
© Access
P
O Time
v Soft Updat ‘Add RADIUS Accounting Server
oftware Update
Action Server Index Network User Management State Server IP Address Shared Key Port
& Services
@ x 1 L 10.0.0.20 1813
3 _ G

=a Advanced
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MEICHL T, WLAN O X454 7 VLANID & VLANID 2% L X9,
[E7Y—EZZ7Ov % (Peerto PeerBlock) ] ##XMICLET,

Add new WLAN/RLAN

General ~ WLAN Security ~ VLAN & Firewall  Traffic Shaping ~ Advanced ~ 802.11u  Hotspot2.0  Scheduling

Client IP Management Network(Default)
Peer to Peer Block
Native VLAN ID | 1
Use VLAN Tagging  Yes
DHCP Scope | VLANID* 3

No DHCP Scope associated with VLAN ID

Enable Firewall No v

VLAN ACL Map

Add New VLAN

VLAN Name VLAN 1d

data

voice

[Z75F7F (&FFE) (Platinum (Voice)) ]1IC[QoS] AFEIRENh TR L ZRRELET.

Add new WLAN/RLAN

General ~ WLAN Security ~ VLAN & Firewall  Traffic Shaping ~ Advanced ~ 802.11u  Hotspot2.0 ~ Scheduling

Qos  Platinum (Voice) -0

Average real-time bandwidth limit should be atleast Average bandwidth limit
Rate limits per client

Average downstream bandwidth limit = 0 kbps @

Average real-time downstream bandwidth 0 kbps @)
limit

Average upstream bandwidth limit = © kbps @

Average real-time upstream bandwidth limit 0 kbps @

Rate limits per BSSID

Average downstream bandwidth limit
Average real-time downstream bandwidth
limit

Average upstream bandwidth limit

Average real-time upstream bandwidth limit

Fastlane  Disabled v
Enabling Fastiane will update QoS value to platinum.

Application Visibility Control  Enabled v

AVC Profile  Voice

Add Rule

S... | Application Actlon Average Rate Burst Rate

BRIZAT7V M & AP BRCEDBAKBTI ATV BREICISUTHRELET,
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Add new WLAN/RLAN

Client Band Select

Client Load Balancing

Umbrella Profile  None

Umbrella Mode  Ignore

AP J)L—7

AP J)L—T%#ER LT, ED WLAN 2BHICT D, EQDAVI—T A R%EIvEVTTEH, LU AP
TIN—TICED YT NETIVERA RAYVMNMIERTDRF JOT7 7ML NNSGA—SEIEET DI ENTEET,

UNSPECIFIED

nue Type  UNSPECIFIED

[WLAN (WLANs) 147 7T. BBEDO WLAN &Ry EVTTR4 V9 —T 4 A%EFIRLT. BN (Add) ]
ZEIRLET,

Add new WLAN/RLAN
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[ EARAL >~ (Access Points) ] %47 T. BRIODTZ V7 EARA Y h&&ERL. [EA (Apply) 1 2BIRLE T,
KIS, ShosD7I9 ARSIV N2 T—MLZET,

[RF 70774 149 7T. BHI®D 2.4GHz £/=l3 5GHz RF 7O 7 7 1 L ZBIRT B ICi%. [EA] £BRLE
3-0
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RF 707741

POEBARAVNDTIN—THERTIEEETEH. 7—% L—b. RRMBREREZIBET S-0HIC. RF 70O
774N EERTEET,

Cisco 7AY 74> 9800 ¥ J—XTEAENS SSID ICDWVWTIE, 5GHz ERICOHBRT 2 LEZHRLET,
WolcAERENn% &, RF7O0774I)ILIE AP JIL—TICERAEINE T,

RF 707 71 L %{ER S %154, [RFFO7 71 L4 (RF Profile Name) ] & [#&#&/R Y &~ — (Radio Policy) ]
EERITDNENHDET,

[#&#R/KY >~ — (Radio Policy) ] IcxtUT. [5GHZ] %7-Id [2.4GHzZ] % &EIRL £ 7,

WEICIEU T, [BBRCEDBKY 547 M (Maximum clients per radio) 1. [¥ILF*+¥ ANTF—H L —
 (Multicast data rates) ]. [Rx SopL & L\ (Rx Sop Threshold) ] 58 L* 9,

Rx Sop Threshold (&5 7 # JL MME (Auto) ICT B & ZHRULET,

[802.11] # 7T, WEICKRULTT—9L—bZ28RELZXT,
12 Mbp % [#ZB (Mandatory) ] (C 18 Mbps M E% [HR— MXd&R (Supported) ] [CT 2 ENHRBINET,
fef2L, —8DIRIETIE, HED (BEAX) L—hELT 6 Mbps Z2BXICT Z2UELAHDET,

[RRM]% 7T, [F+ XJLIE (Channel Width) ]:%E & [DCA F+v XJL (DCA Channels) ] ##8 T %9,
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Add RF Profile

Channel Width 40 MHz

Select DCA Channels  Select All 1)

36 40 44 48 52 56 60 64 100 104 108

Some of the chan: wed to cor
enabled. These cf

112 116 120 124 128 132 136 140 144 149 153
157 161 165

nfigure as they are not
nabled in RF Optimization scroen.

At least one Channel Numbe o selected

RLVFFvANTALI b

[AF 4 7 AXABMYU—A (Media Stream) [58E T. [d—ILKTILFF++ X b (Global Multicast) ] & [RILF+*
v AN 4 L% K~ (Multicast Direct) ] #BICLET,

) Monitoring
£ Wireless Settings
Y Management

& Services
-

UTLS

U mDNS

& Network Assurance
& Webhook

& |ntelligent Capture

& Umbrella

< Advanced

[AF 4 7 A BMYU—A (Media Stream) ]

MCLET,

Nmm
e cisco Cisco Aironet 1850 Series Mobility Express

Media Stream Settings

Global Multicast

Multicast Direct

Session Announcement State

Session Announcement URL

Session Announcement Email

Session Announcement Phone

Session Announcement Note

Add New Stream

Action Stream Name

«@©
@

Email
Phone

Note

i

Start IP Address End IP Address

Operation Status

x 10.0.0.40

239.1.1.40 239.1.1.40

Multicast-direct

HMET. [RILFFY AT 1LY+ (Multicast Direct) ] #8F3ICL
fc%. WLAN RED[FMERE (Advanced) 1 77T, [WILFFv¥AMY ALY+ (Multicast Direct) ] 25
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Add new WLAN/RLAN

General  WLAN Security  VLAN & Firewall

Scheduling

Allow AAA Ove:

Maximum Allowed C|

Maximum Allowed Clients Per AP Radio

802.11k

802.11r

802.11v

CCKM

Client Band Select

Client Load Balancing

Umbrella Profile

Umbrella Mode

mDNS Profile

Traffic Shaping ~ Advanced  802.11u

Unlimited(Default)
200

Disabled
Enabled

Disabled

(2]

None

Ignore

None

Passive C -m() )

Pl able Global Multi
when Global Multicast is disabl,

Multicast IP

239.1.1.1 (2]

mutticast pirect (1) @

Cisco Desk Phone 9800 &) —XJ7A4 VL X LAN EAH A K
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Cisco Autonomous (Bff) 77tEX R1 > b

Cisco Autonomous 77 R R4V N ERET 2IH5E. KDHARFAVICRE>TLEEL,

< 802.11r (FT) 2 B%ICT 3

« [CCKM] z@ERICLET

« [802.11K]ZEHICLET

« [802.11V]ZEMICLET

c BECHLTTF—FL—b 28/ELET

« Quality of Service (QoS) D:i%TE

- WMMARUY— % T WAl ICRELET,

« Aironet HEEREEZ E\EMICLET

« KTV ItEF27/\Uy MNiE% (PSPF) 28T S
« IGMP ZX—Ev Y %= BUICHRET S

802.11 Xy FI7—URRE

Cisco Desk Phone 9800 ¥ — X3 5 GHz B0 & TiEAT S L #HBLET., FATEZSZF v XILENS
<. 2.4 GHz BHICHARTFEHDBUOIHTT,

5GHz 2fEBRT 5ICIE. 802.11a/n Xy RT—J DWRAN B ICHE->TWB T EERERELTLEE L,

Save Configuration Ping Logout Refresh
HOME NETWORK ASSOCIATION WIRELESS SECURITY SERVICES MANAGEMENT SOFTWARE EVENT LOG

Cisco

NETWORK
Hostname ap-1 ap-1 uptime is 1 day, 4 hours, 51 minutes

¥ NETWORK MAP

Summary Network Interfaces: Summary
Adjacent Nodes System Senlngs
+ NETWORK |P Address ( Static ) 10.9.0.9
INTERFACE
Summary IP Subnet Mask 255.255.255.0
HPGRERE Default Gateway 10.9.0.2
GigabitEthernet0
TR B MAC Address 18e7.281b.3f54
Radio1-802.11AC 5GHz Interface Status GigabitEthernet Radio0-802.11N24GHz Radio1-802.11AC5GHz
Software Status Enapled {1 Disabled % Enabled !
Hardware Status upft Down 3 Up @t
Interface Resets 5 0 8

WH (BER) L—b&ELT 12 Mbps ZBREL. B R—b2EhTWE (AT723Y) L—b&ELT 18 Mbps U %
WMETDELz2HBHLEY, L. —HOTRETIE. HED (BF) L—hELT 6Mbps 2HNICT 2HLE
nHhHEI,

5GHz 2EAT %158, ZLDF Y RINZERAF VYV ITBIEICLBT I EARS Y MREDEEZEZ BT 578
IS BR 12 FvRXILDHZBEHNICT B LZHBHLET,

Cisco Autonomous 77 X RA v M DIFE. [BIHEKEEIR (DFS)] #i#IRL TEHHF v RILBIREZFERAL

ia_o
DFS h"EMRIGE. DR EH 1 DOFE (FiE 1-4) #BMICLE T,
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TFOEARA Y RA UNI-1 Fv RJL (FvXRIL 36, 40, 44, Fi-id 48) 2#FHAT DIBERICOH». #iF 1 ZiFIR
TZZEY,

FAT ZEEBICEREFICIE L T, 5GHz F7cld 2.4GHz OWIhATHHF v RILEAEBENDE D HTZE
RA32&L5IC, B4DT7 7 ARSI Y NEEFREEA—N—F1 RTEHLIICRETEET.

tOT7 I EARA Y MME, BEIRF ICHUTEMICTHIENTE, BNICRESNILLT VAR, Y st L
ij_o

Zhid. Zois TR T SENH BIZSICHEICRD EXT,

5 GHz F+ XJLIglE. Cisco 802.11n 7V L ARA v b= ERAT %5E(E 20 MHz £7-1% 40 MHz £ L T, Cisc
0802.11ac 7Y AMRA v M= EAT 31851 20 MHz, 40 MHz, £/ 80 MHz & U TR TZ%9.

INRTDT7I7EARA VY M TRALF Y XIIEZFERAT S EZHRLET.

[7—ILKE—FK (World Mode) ] ICxfL T, [Dot11d] ZHZNICL. &% [EIO— K (Country Code) ] Z3%
ELET,

Aironet HEIREERE N EXNICHE > TWVWB T EZERELTLEEL,

[E—2 4 (Beacon Period) ] % [100 ms] (C. [DTIM] z 2 ICE2ELZE T,
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cisco

NETWORK

¥ NETWORK MAP
Summary
Adjacent Nodes

+ NETWORK
INTERFACE

Summary

IP Address
GigabitEthernet0
Radio0-802.11N 2.4GHz
Radio1-802.11AC 5GHz

HOME NETWORK ASSOCIA

RADIO1-802.11.
STATUS

J

Save Configuration  Ping Logout Refresh

WIRELESS SECURITY SERVICES MANAGEMENT SOFTWARE EVENT LOG

S DETAILED STATUS

SETTINGS TE

Hostname ap-1

CARRIER BUSY TEST ]

ap-1 uptime is 1 day, 4 hours, 56 minutes

Network Interfaces: Radio1-802.11AC5GHz Settings

Enable Radio:

Role in Radio Network:

Max-Client:

11r Configuration:

Data Rates:

Current Status (Software/Hardware):

6.0Mb/sec

9.0Mb/sec
12.0Mb/sec
18.0Mb/sec
24 0Mb/sec
36.0Mb/sec
48.0Mb/sec
54.0Mb/sec

a0.1-2Mb/sec
a1.1-2Mb/sec
a2.1-2Mb/sec
a3.1-2Mb/sec
ad.1-2Mb/sec
a5.1-2Mb/sec
a6.1-2Mb/sec
a7.1-2Mb/sec
a8.1-2Mb/sec
a9.1-4Mb/sec
a0.2-2Mb/sec
a1.2-2Mb/sec
a2.2-2Mb/sec
a3.2-2Mb/sec
a4.2-2Mb/sec
ab.2-2Mb/sec
a6.2-2Mb/sec
a7.2-2Mbisec
a8.2-2Mb/sec
a9.2-4Mb/sec
a0.3-2Mb/sec
a1.3-2Mb/sec
a2.3-2Mb/sec
a3.3-2Mb/sec
a4.3-2Mb/sec
a5.3-2Mb/sec
a6.3-2Mb/sec
a7.3-2Mb/sec

© Enable ) Disable
Enabled I upft
© Access Point

" Access Point (Fallback to Radio Shutdown)
" Access Point (Fallback to Repeater)
" Repeater

~Root Bridge

~Non-Root Bridge

~Root Bridge with Wireless Clients
~Non-Root Bridge with Wireless Clients

~)Workgroup Bridge
" Universal Workgroup Bridge ~ Client MAC:
~Scanner

~SpectrumSpectrum Informatione

“enable @ disable (1-255)
©Oenable  disable
Qover-air  over-ds Reassociation-time: (20-1200 ms)
Best Range Best Throughput Default
" 'Require “Enable © Disable
"' Require “Enable © Disable
© Require _Enable _ Disable
" Require ©Enable " Disable
" 'Require ©Enable " Disable
" 'Require © Enable ~Disable
" Require ©Enable " Disable
"' Require © Enable ~Disable
" Require © Enable ~ Disable
~'Require © Enable ~Disable
" 'Require ©Enable " Disable
" 'Require ©Enable " Disable
" Require © Enable ~ Disable
~'Require © Enable ~Disable
~'Require © Enable " Disable
" 'Require ©Enable " Disable
" Require © Enable ~ Disable
~'Require © Enable ~Disable
~'Require © Enable " Disable
" 'Require ©Enable " Disable
" Require © Enable ~ Disable
~'Require © Enable ~Disable
~'Require © Enable " Disable
~Require © Enable " Disable
" Require © Enable ~ Disable
~'Require © Enable ~Disable
~'Require © Enable " Disable
~Require "~ Enable © Disable
~'Require ©Enable " Disable
~'Require © Enable ~Disable
~'Require © Enable " Disable
~Require © Enable " Disable
~'Require ©Enable " Disable
~'Require © Enable ~Disable
~'Require © Enable " Disable
~Require © Enable " Disable

Cisco Desk Phone 9800 &) —XJ7A4 VL X LAN EAH A K
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a8.3-2Mb/sec Require ©Enable Disable
a9.3-2Mb/sec Require © Enable Disable
MCS Rates: 0(1/2|3|4 5|6/|7 8|9 10(/11|12|13|14|15|16|17|1819|20(21|22|23
Enable ©/0/0/0/0/0/0/0/0/0/0/0/0/0/ 0000000000
Disable @
Transmitter Power (dBm): 1571279 6 (13 @Max P—W
Client Power (dBm): Olocal (1571279 6 13 Max
DefaultRadio Channel: Channel 36 - 5180 MHz EChanneI 36 5180 MHz
Dynamic Frequency Selection Bands: Band 1- 5150 to 5.250 GHz
Band 2 - 5.250 to 5.350 GHz
Band 3 - 5.470 to 5.725 GHz
Band 4 - 5.725 to 5.825 GHz
Channel Width: Below 40 MHz [ 20 MHz
World Mode .
Multi-Domain Operation: Disable Legacy © Dott1d
Country Code: B Indoor Outdoor
Radio Preamble © Short Long
Antenna: a-antenna ab-antenna abc-antenna © abcd-antenna
Internal Antenna Configuration: © Enable Disable
Antenna Gain(dBi): 0 (-128 - 128)
Gratuif Probe Resp (GPR): Enable © Disable
Period(Kusec): DISABLED (10-255)
Transmission Speed: none <]
Traffic Stream Metrics: Enable © Disable
Aironet Extensions: © Enable Disable
Ethernet Encapsulation Transform: © RFC1042 802.1H
Reliable Multicast to WGB: © Disable Enable
Public Secure Packet Forwarding: PSPF must be set per VLAN. See VLAN page
Beacon Privacy Guest-Mode: Enable © Disable
Beacon Period: 100 (20-4000 Kusec) Data Beacon Rate (DTIM): 2 (1-100)
Max. Data Retries: 64 (1-128) RTS Max. Retries: 64 (1-128)
Fragmentation Threshold: 2346  (256-2346) RTS Threshold: 2347  (0-2347)
Root Parent Timeout: 0 (0-65535 sec)
Root Parent MAC 1 (optional): (HHHH.HHHH.HHHH)
Root Parent MAC 2 (optional): (HHHH.HHHH.HHHH)
Root Parent MAC 3 (optional): (HHHH.HHHH.HHHH)
Root Parent MAC 4 (optional): (HHHH.HHHH.HHHH)

_

2.4 GHz %={EAT %ICI1E. 802.11b/g/n Xy R T —24KRE 802.11g AERICHE>TWB & Z#/EEL TKL
V-1 AN

WWE (BEAR) L—FEULT 12 Mbps Z58FL. 74V L X LAN [CE#H:9 % 802.11b DHDT T4 7V MH IR
ERELT, UR—bENTWB (AT723Y)L—bELT18Mbps LEZRET S LZHEHLET,
U, —EDIRIETIE. HED (BEX) L—h &L T 6 Mbps ZBMICT Z2DENHD XTI,

802.1Mb V54 7Y MO FET BIHE. 11 Mbps ZW7A (BEAX) L—MEUTEREL. 12 Mbps Ml EZ T R—b
(AT2av) ELTREITDUELNHDET,
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[IVRE&E(WLAN Settings)]

Cisco Desk Phone 9800 &) —XI(CIZHID SSID ZBID U TR L%=HBEULET,

L L. EFEME Cisco 74 VLA LAN TV RRA Y b2 R— T B LS ICRESN/BEFED SSID Z2EAY

52LHTEET,

Cisco Desk Phone 9800 &) — X T{ERHE N5 SSID (£, H¥ED 802.11 BIEY 1 TOMHIBEAINZ L DICE
ETEZZET (. 802.11a DHM),

[WPA2/WPA3] +—&EB&EHFMICLET,

I

Security

Admin Access
Encryption Manager
SSID Manager
Dot1ilu Manager
Server Manager

AP Authentication
Intrusion Detection
Local RADIUS Server

Advance Security

HOME NETWORK ASSOCIATION WIRELESS SECURITY

Hostname ap-1

SSID Properties

EETF27O0—SIVJICHLT 1M AEMICHE->TWR I E2ERELET,

Save Configuration  Ping Logout Refresh
SERVICES MANAGEMENT SOFTWARE EVENT LOG

ap-1 uptime is 1 day, 4 hours, 33 minutes

Current SSID List
< NEW > SSID:
data
voice VLAN:
Band-Select:

Universal Admin Mode:

voice

3 Define VLANs
Backup 1:
Backup 2:
Backup 3:

| Band Select

1 Universal Admin Mode

Interface: "I Radio0-802.11N24GHz
Radio1-802.11AC5CHz
Network ID: (0-4096)
Delete
Client Authentication Settings
Methods Accepted:
Open Authentication: with EAP ™
~| Web Authentication ~| Web Pass
| Shared Authentication: < NO ADDITION>
Network EAP: < NO ADDITION >

Server Priorities:
EAP Authentication Servers
© Use Defaults Define Defaults
~ Customize
Priority 1: ~ <NONE> &)
Priority 2: ~ <NONE> [

Priority 3:  <NoNE> &)

MAC Authentication Servers
© Use Defaults Define Defaults
~) Customize
Priority 1: < NONE >
Priority 2: < NONE> |

Priority 3: ~ <NONE> )

Client Authenti d Key M. t

Key Management: Mandatory

Cisco Desk Phone 9800 &) —XJ7A4 VL X LAN EA A K
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WPA Pre-shared Key: © AscCll Hexadecimal

11w Configuration: Disable [

11w Association-comeback: 1000 (1000-20000)

11w Saquery-retry: 100 (100-500)
IDS Client MFP

Enable Client MFP on this SSID:  Optional [

AP Authentication
Credentials: < NONE > B Define Credentials
Authentication Methods Profile: < NONE > B Define Authentication Methods Profiles

Accounting Settings

| Enable Accounting Accounting Server Priorities:
© Use Defaults Define Defaults
~ Customize

Priority 1: ~ <NONE> [

Priority 2: < NONE >

Priority 3: < NONE> |

Rate Limit Parameters

Limit TCP:
~| Input: Rate: Burst-Size: (0-500000)
| Output: Rate: Burst-Size: (0-500000)
Limit UDP:
~| Input: Rate: Burst-Size: (0-500000)
| Output: Rate: Burst-Size: (0-500000)

General Settings

| Advertise Extended Capabilites of this SSID
| Advertise Wireless Provisioning Services (WPS) Support

| Advertise this SSID as a Secondary Broadcast SSID

| Enable IP Redirection on this SSID

IP Address:  DISABLED
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IP Filter (optional): ~ <NONE> [  Define Filter

Association Limit (optional): (1-255)

EAP Client (optional):

Username:

Password:

Multiple BSSID Beacon Settings

Multiple BSSID Beacon

~ISet SSID as Guest Mode
I Set DataBeacon Rate (DTIM): DISABLED ~ (1-100)
Apply Cancel
Guest Mode/Infrastructure SSID Settings
Radio0-802.11N24GHz;
Set Beacon Mode: “Single BSSID Set Single Guest Mode SSID: < NONE > B
© Multiple BSSID
Set Infrastructure SSID: < NONE > B | Force Inf sre Devices to only to this SSID
Radio1-802.11AC5CGHz:
Set Beacon Mode: Single BSSID Set Single Guest Mode SSID: < NONE > B
© Multiple BSSID
Set Infrastructure SSID: = < NONE > "I Force Infi ire Devices to only to this SSID
Apply Cancel

TAVLRABEET—F ZE5ID VLAN [CET AV MELE T,

BU7ZIVEARSA Y MNIERTDZI754 7 MNEITORBEREZH 6. FE VLAN (Xt U TPublic Secure P
acket Forwarding (PSPF) AE#MICE>TWRWI L #2ERLET,
BEEEEI I NET,

cisco

Save Configuration ~ Ping ~ Logout Refresh

Services

Telnet/SSH
Hot standby
coP

DNS

Filters

HTTP

Qos
Stream
SNMP

SNTP

VLAN

ARP Caching
Band Select
Auto Config

HOME NETWORK ASSOCIATION WIRELESS SECURITY SERVICES MANAGEMENT SOFTWARE EVENT LOG

Hostname ap-1

ap-1 uptime is 1 day, 4 hours, 48 minutes

Global VLAN Properties
Current Native VLAN:  VLAN 10
Assigned VLANs
Current VLAN List Create VLAN Define SSIDs
<NEW >
VLAN 2
VLAN ID: 3 (1-4094)
VLAN 10
VLAN Name (optional):
I .
Dolete Native VLAN
| Enable Public Secure Packet Forwarding
") Radio0-802.11N24GHz
Radio1-802.11AC5CHz
M VLAN (If ative)
Apply Cancel
VLAN Information
View Information for: VLAN 2 B
GigabitEthernet Packets Radio0-802.11N2-4GHz packets Radio1-802.11AC5CHZ Packets
Received 65884 65884
Transmitted 5462 5462

Cisco Desk Phone 9800 &) —XJ7A4 VL X LAN EA A K
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ES5L5 1 7T [AES] BNEIRSNh TS L ZRERBLET.

Save Configuration Logout Refres]
alualn ST el

CISsCcOo HOME NETWORK ASSOCIATION WIRELESS SECURITY SERVICES MANAGEMENT SOFTWARE EVENT LOG

Security
Hostname ap-1 ap-1 uptime is 1 day, 4 hours, 32 minutes
Admin Access

Encryption Manager Ssc: zorypiion/Mensgey

SSID Manager Set Encryption Mode and Keys for VLAN: 3 B Define VLANs
Dotliu g
Server Manager Encryption Modes
AP Authentication None
Intrusion Detection
Local RADIUS Server ~ WEP Encryption  Optional
Advance Security Cisco Compliant TKIP Features: (| Enable Message Integrity Check (MIC)
"] Enable Per Packet Keying (PPK)
© Cipher AES CCMP B
Encryption Keys
Transmit Key Encryption Key (Hexadecimal) Key Size

Encryption Key 1: 12801t [

Encryption Key 2: (- 12801t [

Encryption Key 3: 12801t [

Encryption Key 4: 12801t [

Global Properties
Broadcast Key Rotation Interval: © Disable Rotation
) Enable Rotation with Interval: DISABLED ~ (10-10000000 sec)
WPA Group Key Update: | Enable Group Key Update On Membership Termination
| Enable Group Key Update On Member's Capability Change

FE 7 AT MDHIZ RADIUS H—/N\N—%BELET,
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Save Configuration Ping Logout Refresh
alvle DI L

CISCOo HOME NETWORK ASSOCIATION WIRELESS SECURITY SERVICES MANAGEMENT SOFTWARE EVENT LOG

Security ﬁ SERVER MANAGER A GLOBAL PROPERTIES

Hostname ap-1 ap-1 uptime is 1 day, 4 hours, 42 minutes
Admin Access

Encryption Manager Security: Server Manager

SSID Manager Backup RADIUS Server
Dot1iu Manager . .
IP Version: OIPv4 IPV6
Server Manager
Backup RADIUS Server Name:
AP Authentication
Intrusion Detection Backup RADIUS Server: (Hostname or IP Address)
Local RADIUS Server Shared Secret:
Advance Security Apply Delete Cancel
Corporate Servers
Current Server List
raoius [
IP Version: ©IPv4e  TIPVE
NEW
Server Name: 10.0.0.20
10909
Server: 10.0.0.20 (Hostname or IP Address)
Shared Secret: ~ esecessseens
Delete Authentication Port (optional): 1812 (0-65535)
Accounting Port (optional): 1813 (0-65535)
Apply Cancel
Default Server Priorities
EAP Authentication MAC Authentication Accounting
Priority 1: | 10.0.0.20 Priority 1: | <NoNE> [ Priority 1: | 100020 [
Priority 2: < NONE > Priority 2: | <NoNE> [ Priority 2: < NONE >
Priority 3: < NONE > Priority 3: | <NoNE> [ Priority 3: | <NoNE> [
Admin Authentication (RADIUS) Admin Authentication (TACACS+)
Priority 1: | <NONE> [ Priority 1: <NONE> [
Priority 2:  <NONE> |5 Priority 2: < NONE >
Priority 3:  <NONE> |5 Priority 3: < NONE >
Apply Cancel

TJA4VYLRA RALY H—EX (WDS)

Wireless Domain Services [&, Cisco Autonomous Access Point IRIETH|ET 2HENH D, Thid. 8FtF
270-3IVJaRBETHEHICHLBETT,

1807 9ECARA V2T Z547) WDS H—/NNEULTEIRL, BOT7IERARA Y M2y 7y T WDS
—/NNEULTERLET,

754V WDS %—/\%REDBEIEM (F1 2 1E 255) THEH L. /Ny o7 v 7 WDS #—/\% & D{ELMBEIE
I (Bl z(E 254) THEBLE T,

" l ) I " Save Configuration Ping Logout Refresh
CISCOo HOME NETWORK ASSOCIATION WIRELESS SECURITY SERVICES MANAGEMENT SOFTWARE EVENT LOG
Wireless Services ie WDS STATUS E GENERAL SET-UP : SERVER GROUPS 1
Hostname ap-1 ap-1 uptime is 1 day, 4 hours, 50 minutes
AP
wDs eless Services: WDS

WDS - Wireless Domain Services - Global Properties

Use this AP as Wireless Domain Services
Wireless Domain Services Priority: 255 (1-255)

1 Use Local MAC List for Client Authentication

WNM - Wireless Network Manager - Global Configuration

1 C Network

Wireless Network Manager Address: DISABLED (IP Address or Hostname)
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Cisco Autonomous 77t X R1 v k&, VILFFv¥ X~ 7O 3JLTHS Inter-Access Point Protocol (IAP
P) #FfIFBLE Y., ZFD7=s). Cisco Autonomous 77 ZARA > MIIE, BEEDXA T4 7 VLAN AR h

9.
XA T4 7 VLAN [CDW T, IAPP X7y RAERICRIEE NS L SIC. VLAN 1 ZERALRNC L 2H8H L

9,
Cisco Autonomous Access Point NEIEEHR SN TWE AL Y F R— M TlE. R—b X2V T4 ZEEYWICT

PRENHDET.

Save Configuration Ping Logout Refresh

HOME NETWORK ASSOCIATION WIRELESS SECURITY SERVICES MANAGEMENT SOFTWARE EVENT LOG

Services

Hostname ap-1 ap-1 uptime is 1 day, 4 hours, 48 minutes

Telnet/SSH
S
cop Global VLAN Properties
DNS

Current Native VLAN:  VLAN 10
Filters
HTTP Assigned VLANs
G Current VLAN List Create VLAN Define SSIDs
Stream —_—

< NEW >
SNMP VLAN 2

VLAN 3 VLAN ID: 10 1-4094
SNTP ( )
VLAN VLAN Name (optional):
ARP Caching Delete Native VLAN
R | Enable Public Secure Packet Forwarding
Auto Config

Radio0-802.11N24GHz

Radio1-802.11ACS5CHz

1M VLAN (If ative)
Apply Cancel
VLAN Information
View Information for: VLAN 2 a
GigabitEthernet Packets Radio0-802.11N246Hz packets Radio1-802.11AC5CHZ Packets
Received 65884 65884
Transmitted 5462 5462

TAVLARAA VY G—EZRDY =TI —THEEINTVWILELHDET,

I AVIZFANZVFVvRBRATERIZY—NITI—TZERLET,

AV 7 ZANZ U FvEREEICIZO—A)L RADIUS OFERAMERINET,

A7 3 ZANZ 0 FvERAEICO—7)L RADIUS Z{ER L LSS, Wireless Domain Services AERIICH > TL
2INRTDT7 IV EZARA Y FH RADIUS H—/N\—THEBRINTWS & ZEELXT,
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Saye Configuration Ping Logout Refresh
alvale Lol 9 Logout R

CISCO HOME NETWORK ASSOCIATION WIRELESS SECURITY SERVICES MANAGEMENT SOFTWARE EVENT LOG

Wireless Services & WDS STATUS e GENERAL SET-UP )E SERVER GROUPS 1

Hostname ap-1 ap-1 uptime is 1 day, 4 hours, 51 minutes
AP

wDS Wireless Services: WDS - Server Groups

Server Group List

Server Group Name: WDS
< NEW >
Group Server Priorities: Define Servers
Delete Priority 1: 109098 [
Priority 2: | <NONE> [

Priority 3: | <NONE> [

Use Group For:

© Infrastructure Authentication

_ Client Authentication
Authentication Settings SSID Settings
| EAP Authentication © Apply to all SSIDs
| LEAP Authentication ) Restrict SSIDs (Apply only to listed SSIDs)
~| MAC Authentication SSID: DISABLED Add
| Default (Any) Authentication | Remove

il

RIS, 9547V NBEEICERT 2 —NJIL—TZE&ELZET.
Wireless Domain Services B"EXICHE > TWBITRTD T 7 EARA Y MH RADIUS H—/N\—THEREh TS
CEEERLET,

Save Configuration  Ping Logouf

HOME NETWORK ASSOC N WIRELESS SECURITY SERVICES MANAGEMENT SOFTWARE EVENT LOG

Wireless Services (g WDS STATUS E GENERAL SET-UP YE SERVER GROUPS )

Hostname ap-1 ap-1 uptime is 2 days, 2 hours, 31 minutes
AP

wDSs Wireless Services: WDS - Server Groups

Server Group List

Server Group Name: Clients
< NEW >
WDS

Group Server Priorities: Define Servers
Delete Priority 1: | 10.0.0.20
Priority 2: | <NONE> [
Priority 3: | <NONE> [

Use Group For:

_ Infrastructure Authentication

© Client Authentication

Authentication Settings SSID Settings
EAP Authentication © Apply to all SSIDs
LEAP Authentication ") Restrict SSIDs (Apply only to listed SSIDs)
| MAC Authentication SSID: DISABLED Add
| Default (Any) Authentication | Remove
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AV 7 ZANZ 7 FviREEICO—7A)L RADIUS ZfERT %ICId. IXNTORE7ONINZFHICLET,
O—ALT7IEARSA Y MIH LT, [RY N T—9F7 XY —/{— (Network Access Server) ] TV kU %
ERLE T,

BAHCBSOTVWBTATVLR RAAY Y—EZXANDFIARADT VR R4V N BRI B1cDICERT S 1—
Y T7HOVREERELVLEITZ7IEARI Vb,

TAVLA RALY H—ERIZBMLTWRETIEX R4 T, O—AJL RADIUS ZRELE T,

o | 1ot l (i Save Configuration Ping Logout Refresh
CISCO HOME NETWORK ASSOCIATION WIRELESS SECURITY SERVICES MANAGEMENT SOFTWARE EVENT LOG
Security ie STATISTICS e GENERAL SET-UP G EAP-FAST SET-UP )
Hostname ap-1 ap-1 uptime is 1 day, 4 hours, 43 minutes

Admin Access

Encryption Manager Security: Local RADIUS Server - General Set-Up

SSID Manager Local Radius Server Authentication Settings
Dot1iu Manager
Enable Authentication Protocols: EAP FAST
Server Manager
AP Authentication LEAP
Intrusion Detection MAC
Local RADIUS Server Apply Cancel
Advance Security
Network Access Servers (AAA Clients)
Current Network Access Servers
< NEW > .
109.09 Network Access Server: 10.9.09 (IP Address)
Shared Secret: ~ sesesennnnns
Delete
Apply Cancel
Individual Users
Current Users
< NEW > Username: wds
Password: = sssssscceccecssssssssssscscnns ) Text © NT Hash
Confirm Password:
Delete Group Name: < NONE >
~| MAC Authentication Only
Apply Cancel
User Groups
Current User Groups
Group Name:
< NEW >
Session Timeout (optional): (1-4294967295 sec)
Delete Failed Authentications before Lockout (optional): (1-4294967295)
Lockout (optional): ) Infinite
© Interval (1-4294967295 sec)
VLAN ID (optional):
SSID (optional): Add
Delete
Apply Cancel

Cisco Desk Phone 9800 &) —XJ7A4 VL X LAN EA A K 112



BRIDT7 VARSI TAVLARAS VY —ERZBMICT DL SICHEBRIN/S. WDS H—/N& U TH

BBIZ7 7 EARAI VN ZEEINRTOT7 7 E2ARL Y MH, WDS H—/NICH U TCERAETED LD ICHEEEI NS

DEHAHDET,

[SWANA V7S5 ARSI FvIc&in (Participate in SWAN Infrastructure) ] ZBMICLE T,

B—@ WDS #—/N\%FEAT2HBE. WDS H—/NDIP 7RLZZBELET., 5 TRWGESE. [BEIRE
(Auto Discovery) ] ZzBMICLE T,

A—HH & IKAT—R ZAFHLTWDS H—/\DFRBEFEEIT> TSI,

o I 1ot I N Save Configuration Ping Logout Refresh
CISsCO HOME NETWORK ASSOCIATION WIRELESS SECURITY SERVICES MANAGEMENT SOFTWARE EVENT LOG

Wireless Services

Hostname ap-1 ap-1 uptime is 1 day, 4 hours, 50 minutes
AP
WDS Wireless Services: AP
Participate in SWAN Infrastructure: © Enable Disable
WDS Discovery: ' Auto Discovery
© Specified Discovery: 10.9.0.9 (IP Address)

Username: wds

Password: ~ secesenccens

Confirm Password:

a';::i:;lc;:]o%r:e_ < NONE > B Define Authentication Methods Profiles

WDS H—/NICHUTEREEZITO L DICT7 IV ARA YV MDD ERESNDE. WDS AFT—7 R ZFx v LT,
WDS H—/XDIREEH LU WDS H—/N[CEFINTVWB 7 IV ELARAI Y PO EEETEXT,

" l 1t I '. Sayve Configuration Ping Logout Refresh
CISCO HOME NETWORK ASSOCIATION WIRELESS SECURITY SERVICES MANAGEMENT SOFTWARE EVENT LOG
Wireless Services = WDS STATUS e GENERAL SET-UP ; SERVER GROUPS )
Hostname ap-1 ap-1 uptime is 1 day, 5 hours, 1 minute
AP
wDS
WDS Information
MAC Address IPv4 Address IPv6 Address Priority State
. Administratively StandAlone
18e7.281b.3f54 10.9.0.9 H 255 _ACTIVE
WDS Registration
APs: 1 Mobile Nodes: 0
AP Information
Hostname MAC Address IPv4 Address IPv6 Address ooe State
eighbor
ap-1 18e7.281b.3f54 10.9.0.9 :: Switch-2.gil | REGISTERED
Mobile Node Information
MAC Address IP Address State SsiD VLANID BSSID
Wireless Network Manager Information
IP Address Authentication Status

_
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- 7RIy g Vil (CAC)
BHICHE->TWVWET .
QoS RYU ¥ —

Cisco Autonomous 77 2R R4 > F TRD QoS /RY &—%i&EL. DSCP »5 CoS (WMM UP) ADTw E
VI EBAYICLET,

CHICED, PORBIARA VL LRIVTRESNICEZICTELKY—=T SN TWBRD, /X7y MI@ETRF 2
—ICEEEShET,
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cisco

Services

Telnet/SSH
Hot standby
cbP

DNS

Filters
HTTP

Qos
Stream
SNMP

SNTP

VLAN

ARP Caching
Band Select
Auto Config

HOME NETWORK ASSOCIATION WIRELESS SECURITY

Save Configuration ~ Ping  Logout

SERVICES MANAGEMENT

SOFTWARE  EVENT LOG

Refresh

= = RADIO0-802.11N24GHZ 1= RADIO1-802.11ACSCHZ =
J: QoS POLICIES ~ ACCESS CATEGORIES ~ ACCESS CATEGORIES - ACXARCED
Hostname ap-1 ap-1 uptime is 1 day, 4 hours, 44 minutes
ces: QoS P
Create/Edit Policies
Create/Edit Policy: Voice
Policy Name: Voice
Classifications: DSCP - COS Controlled Load (4)
DSCP - COS Video < 100ms Latency (5)
DSCP - COS Voice < 10ms Latency (6)
Delete Classification
Match Classifications: Apply Class of Service
IP Precedence: Routine (0) B Best Effort (0) B Add
IP DSCP: © BestEffort Best Effort (0) Add
(0-63)
IP Protocol 119 Best Effort (0) Add
Filter: No Filters defined. Define Filters.
Default Classification for Packets on the VLAN: Best Effort (0) B Add
Rate Limiting:
Bits per Sec.: (8000-2000000000)  Burst Rate (Bytes): (1000-512000000)
Conform Action: Transmit [ Exceed Action: orop [ Add
Apply Delete Cancel
Apply Policies to Interface/ VLANs
VLAN 2 Radio0-802.11N24CHz Radio1-802.11AC5CHz GigabitEthernet0
Incoming Data Data
Outgoing Data Data
VLAN 3 Radio0-802.11N24GHz Radio1-802.11AC56Hz GigabitEthernet0
Incoming Voice B Voice B
Outgoing <NoNE> [ <NoNE> [
VLAN 10 Radio0-802.11N24CHz Radio1-802.11AC5CHz GigabitEthernet0
Incoming < NONE > < NONE >
Outgoing < NONE > < NONE >
Apply Cancel

- s

QBSS ZBMICT BICF. [BRMICT S ] ZFIRL. [Dotlle] CFzv I ZANET,

Dotlle [CF v I HA>TLBIHES., CCA/N—I 3 (802.11e 8L U Cisco /N\—I 3V 2) ODEAIERICK

NEI.

IGMP A X—EV T HNEMICH>TWS I EEEREL TS,

WI-FI RILF AT 4 7 (WMM) HERICE > TNS T EZRRBL T IZS L,
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Save Configuration  Ping Logout Refresh

cisco HOME NETWORK ASSOCIATION WIRELESS SECURITY SERVICES MANAGEMENT SOFTWARE EVENT LOG
Services A PO S RADIOO-802.11N2GHZ |=  RADIO1-802.11ACSSHZ =
F s CIES T' ACCESS CATEGORIES ~ ACCESS CATEGORIES B ADVANCED
Telnet/SSH Hostname ap-1 ap-1 uptime is 1 day, 4 hours, 47 minutes
Hot standby
coP
DS 1P Phone
Filters
HTTP QoS Element for Wireless Phones : © Enable Dot11e
Qos Disable
Stream
SNMP IGMP Snooping
SNTP Snooping Helper: © Enable Disable
VLAN
ARP Caching
Band Select AVVID Priority Mapping
Auto Config

Map Ethernet Packets with CoS 5to CoS6: (' Yes @ No

WiFi MultiMedia (WMM)

Enable on Radio Interfaces:
Radio0-802.11N24CHz

Radio1-802.11AC5CHz

[QoSE&FE (QoS configuratio) 1 oY avOER7 IV EAHTITU—ICHH U TGEIRL 7= [BBE{LBEE (Optimize
d Voice) ] =9 h. EE[AMY—A (Stream) | EEZBAMICT BIHEIF. T7AINMEBREZFEALET,
ZhoDTF7 AL MCIE. 802.11b/g. 6. 12 AITOBEEL—MELTEMAR 5.5, 6. 11, 12, 24 Mbps & 80
2.11a [F D 24 Mbps &. 802.11n [IF®D 6.5, 13 BLU 26 Mbps hEFEFN XY,

ANV —A BELVEVRIZE. BEENTY MDHEEEF1—ICANSLSICLTLLLESN, Y TFUVT X
TV~ (SIP) FRIDF 21— ICRRETZ2LEHNHDEI, Ihid, DSCP ZBUILBF1—ICY Y EYT TS QoS K
Do—%ty b7y TIBETRETELT,

Saye Configuration ~ Ping  Logout Refresh

cisco HOME NETWORK ASSOCIATION WIRELESS SECURITY SERVICES MANAGEMENT SOFTWARE EVENT LOG
Services S RADIOOB021INZGHZ |©  RADIO1802.11ACSSHZ )
Hostname ap-1 ap-1 uptime is 1 day, 4 hours, 48 minutes
Telnet/SSH
Hot standby
CDP
DNS Packet Handling per User Priority:
Filters User Priority Packet Handling Max Retries for Packet Discard
HTTP CoS 0 (Best Effort) Reliable B NO DISCARD  (0-128)
Qos
CoS 1 (Background) Reliable ™ NODISCARD ~ (0-128)
Stream
SNMP CoS 2 (Spare) Reliadle NODISCARD  (0-128)
SHIE CoS 3 (Excellent) reiiavle [ NODISCARD  (0-128)
VLAN
N CoS 4 (Controlled Load) Reliable NO DISCARD ~ (0-128)
ARP Caching
Band Select CoS 5 (Video) Reliable B NODISCARD ~ (0-128)
L) CoS 6 (Voice) Relicle [ NODISCARD ~ (0-128)
CoS 7 (Network Control) Reliable NODISCARD ~ (0-128)
Low Latency Packet Rates:
6.0Mbisec : Nominal Non-Nominal @ Disable
9.0Mbisec : Nominal Non-Nominal @ Disable
12.0Mb/sec : ") Nominal () Non-Nominal @ Disable
18.0Mbisec : Nominal Non-Nominal @ Disable
24.0Mbisec : Nominal Non-Nominal @ Disable
36.0Mbisec : Nominal Non-Nominal @ Disable
48.0Mb/sec : Nominal Non-Nominal @ Disable
54.0Mbisec : Nominal Non-Nominal @ Disable
Apply Cancel

EREE
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70F Y ARP [F, TNA RICKH> T, EED ARP EXRICIEE T HDICRILEET,

70O0F%2 ARP Z2BMICTBICIE. [VFA4FPYMARP vy a2 | 2 [BM ICRELET,
[ARPERZH#3X9 % (Forward ARP Requests) ] H'5 [—8D Y 514 7 hDIP 7 K L ADBRRABIZE D HKiR
4 V% —7 x4 A (Radio Interfaces When Not All Client IP Addresses Are Known) ] B4 VICiHZ->TW3B T
EEEFRELET,

Save Configuration Ping Logout Refresh

CIsSsCO HOME NETWORK ASSOCIATION WIRELESS SECURITY SERVICES MANAGEMENT SOFTWARE EVENT LOG

Services
Hostname ap-1 ap-1 uptime is 1 day, 4 hours, 50 minutes

Telnet/SSH
Hot standby Services: ARP Caching
CcDP
DNS

Client ARP Caching: © Enable Disable

Filters

Forward ARP Requests To Radio Interfaces When Not All Client IP Addresses Are Known

HTTP
Qos

Stream

SNMP

Cisco Meraki 77X R4V b

Cisco Meraki 7 7 ERARA >V FZ2BET 2HE. UTFDHA R4 Vv ZFERALTZE L,

- [WPA2/WPA3-Enterprise] /-3 [ERiHEHF— (Pre-shared key) ] (CxtL T [802.11r] ZHRICLE T,
*[RF7Zv2a~—Y (Splash page) ] Z [&L (None) ] ICRRELZXT

«[FUwIE—RK (Bridge mode) ] #BMICLET

* VLAN # 7t 13 2B%ICT S

- [#15 (Band) ] D:&R % [5 GHz# D (5 GHzband only) | ICEREL T

WECKRULTT—YL—bN Z2BRELET

« [Quality of Service (QoS) 1 28 ELF 9

T4V LAXY bT7—9 DIER

TAVLZA Xy hT—71F, WLAN H—EXZRH#T B7-8(C. Cisco Meraki 7 7R R4 ¥ b ZiBINY 58]
ICERR T 2 BN H D ET,

ROy THIVAZ2—Hm5 HFHLLWRY M7=V DER #RIRLE T,

XYRNT—=9 1471 LT [TLYV LR (Wireless) ] #&IRU. [{ER (Create) 1227 VUv o LET,
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asco Meraki

NETWORK

Meraki MX64

Network-wide

Security & SD-WAN

Organization

Q

Create network

Setup network

Networks provide a way to logically group, configure, and monitor devices. This is a useful way to separate
physically distinct sites within an Organization. @

Network name

Network type Wireless ¥ @

Network configuration © Default Meraki configuration
Bind to template No templates to bind to @

Clone from existing network v

Select devices from inventory

You have no unused devices
Add new devices or go to the inventory page to select devices
that are already in networks

Go to inventory

Cisco Meraki 77 X RA YV MME, YU T IINEESTFEIXESZIEEI D ETEKRTEZET,
BREha &, Ihi5d Cisco Meraki 77 €2 RA ¥ MIFIATIRERA YRV MU IC—BERRENET,
Cisco Meraki 7 72 ZARA v MiE, [®Yy b7 —2%4ERL (Create network) ] /-3 [#8# (Organization) ]
> [8%%E (Configure) ]>[«4 XY MY (Inventory) ] R—IJDWVWIFhHT[F/N4 X%ZEM (Add Devices) ]
ZERIBIET, VL—ATZEZXT,
Flz. PORARAVNE, [74V¥ LR (Wireless) ] > [BE4R (Monitor) 1> [P EAXRA >~ b (Access poin
ts) ] XR—JT [APZEBIN (Add APs) ] ZiZRL T, [JL—A (Claim) ] Z#RLUTHIL—ATEXT,

Claim by serial and/or order number

Enter one or more serial/order numbers (one per row). Where can | find these numbers?

JL—ADLTET LIS, Cisco Meraki 77t ARA Y
DIEICEIRL TV ERATEZENOTAVYLAXRY NT—J(CEBIMTEXY,

oon [

Cisco Desk Phone 9800 &) —XJ7A4 VL X LAN EA A K

k%, [#8# (Organization) ] > [B&%E (Configure) ] >

W K-
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Hmm Q

asco Meraki
Inventory
Meraki WLAN - View used and unused devices in your organization. You can claim new devices to add the list below.
Add to ... v | Unclaim Unused Used Both |Searchinventory
Network-wide © Existing network ey S
Meraki WLAN v 3K7 MRS53 4/29/2020 2:59 PM

Wireless New network

Add to existing

Organization

IL—AFBIHDTIELARLA VML, [714F¥ LR (Wireless) ] > [EBE#R (Monitor) 1> [P ARSIV (Ac
cess points) | X—Y DEICEIRLTTZ 7t X935 [APZEBIN (AddAPs) ] 2 BIRLUTHTAVYLRARYNT
—JIEBMTEXT,

‘dsen Meraki a

Add access points

Meraki WLAN v Add access points from your organization's inventory. When you claim an order by order number, the
devices in the order will be added to your inventory. When you claim a device by its serial number, that
device will be added to your inventory. Once in your inventory, you can add devices to your network(s).

Network-wide Search inventory
a
Wireless MAC address Serial number Model Claimed on
88:15:44:60:18:8¢ Q2MD-MWQS-J9K7 MRS3 4/29/2020 2:59 PM

Organization

SSID DOFETE

SSID #{ER T BICIE. RAYTHIVURAR AZa—TERNDXY NT7—2%FRL., [7141T¥L R (Wireles
s) 1> [B%E (Configure) ] > [SSID] DIEICERL XY,

Cisco Desk Phone 9800 ') —XI(CIERBID SSID 2D YU TBH L2 HMBLET, T—F 7747V EBLT
Dy T7DIS514 7V MNE. B2 SSID & VLAN 23| BT 20EAHD T,

LA L. BEWIS Cisco 741V L X LAN ZHR— NI BLDICRESNIEEIED SSID 2FHTZEHT
X9,

SSID &%/ ET ZICIE. [AATZZEE (Rename) ] ZBIRLFE T,

SSID #B%ICTBICIE. RAYTF I AZa—Hm5 [BWEL] 2BRLET,
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‘dsen’ Meraki a

Configuration overview

Meraki WLAN SSIDs Showing 4 of 15 SSIDs. Show all my SSIDs.

meraki-voice

Enabled enabled |
Network-wide Name rename
Access control edit settings
Wireless Encryption 802.1X with Meraki RADIUS
Sign-on method None
Organization Bandwidth limit unlimited
Client IP assignment Local LAN
Clients blocked from using LAN no
Wired clients are part of Wi-Fi network no
VLAN tag @ 3
VPN Disabled
Splash page
Splash page enabled no
Splash theme n/a

[74¥L X (Wireless) ]>[8%%E (Configure) ]1>[7Z 27 X#HIf (Access control) ] R—I DJEICIERL.
[WPA2-Enterprise] Z#iRL T. 802.1x BBAIZBMICLE T,

WPA2-Enterprise Zi#{RY % &. Cisco Meraki F25EH —/\FE /(39488 RADIUS H—N\ZHATEXY,
Cisco Meraki §8&Et—/\|& PEAP FBRsEZ U /R— ML TEHED. BB A—IL PRL ADVETY,

ftDFEEY 1 7 (BRIHBAF—1E) BFATEXT,

802.11r AEMICHE>TWVWB I L 2RI S

[RFZwva (Splash) 1 R—I %, [IZL (None) ] ICRRELTHALI N7V ERZBAMCLET,

‘ases’ Meraki .

Access control

Meraki WLAN SSID:  meraki-voice 2]

: Network access
Network-wide

Association requirements Open (no encryption)

) Any user can associate
Wireless

Pre-shared key (PSK)

Organization Users must enter a passphrase to associate

MAC-based access control (no encryption)

RADIUS server is queried at association time

© Enterprise with = Meraki Cloud Authentication [
User credentials are validated with 802.1X at association time

WPA encryption WPA2 only (r for most depl ) B
mode

802.11r © Enabled [

802.11w © Disabled (never use) B

Splash page © None (direct access)

Users can access the network as soon as they associate
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[WPA2-Enterprise]h’. B#T. RADIUS #—/{—<& L T Cisco Meraki s88F 0 —/\—%EA T 2581d. [RY
Fo—2 24 (Network-wide) ]> [B¥%E (Configure) ] > [2—H— (Users) | R—IDJEICEIRL T, 21—
H—Fhov N aERT20NENRHDEY, Thid. Cisco Desk Phone 9800 ¥ 1) — X% 802.1x B CHEAT
BIcHICRELET,

AE:Cisco Meraki 77 2 X /R4 > ;& EAP-FAST ZH/R— L TWEEA,

Create user
it type: Meraki 802.1X

Description:

Email (Username):

Generate

[74F L X (Wireless) ] > [8&%E (Configure) 1> [7 7t X#lf# (Access control) ] XR—JDJEICIEIRL.
[7YyJE—FK (Bridgemode) ] ZBMICTZEMHERINEY., TOREICLD., J—I)LEIE, oLy
RKIRA Y RBREDT TURR—Z2ADIFE%ERE. Cisco Desk Phone 9800 & ') — X Cisco Meraki Xy k7 —
200 HICO—AIL LAN "5 DHCP 2B 95 EMNTEET,
TVYIE—R PEUCHDZE VLAN Y TATO 3 VHFATESDLDICBRD XY,
SSID ICXHUTVLAN T ZBMICT B L Z2HBHLET,
VLAN # £V I WIS 3HZE. Cisco Meraki 7 7 X R4V A VLAN ZFFAIT 2 M5V U E—RICEE
SNFERAYTF R—PMTEHEESNTVWSIEZHRL TS,
Cisco Meraki MS 24 v FDFHAIC DLV TIE. TCisco Meraki MS X4 v F VolP BAH A K] #8BLTL
fe& Ly,
https://meraki.cisco.com/lib/pdf/meraki_whitepaper_msvoip.pdf
Cisco I0S X1 v F%=FHAT 3158, 802.1g hZVF VI %=HFEMITT %7HIC. Cisco Meraki 77 ARA v~
PEHEINTVBR—BMIRORL Yy FR—FEREZFERALET.

AVI—T AR FHEY M 1 —UXY KX

switchport trunk encapsulation dot1q

switchport mode trunk

mls qos trust dscp

Cisco Desk Phone 9800 &) —XJ7A4 VL X LAN EA A K 121



alialn Meraki Addressing and traffic

cisco

Client IP assignment NAT mode: Use Meraki DHCP
Clients receive IP addresses in an isolated 10.0.0.0/8 network. Clients cannot communicate with each other, but they may
communicate with devices on the wired LAN if the SSID firewall settings permit.

Meraki WLAN © Bridge mode: Make clients part of the LAN

Meraki devices operate transparently (no NAT or DHCP). Wireless clients will receive DHCP leases from a server on the LAN or
use static IPs. Use this for wireless clients requiring seamless roaming, shared printers, file sharing, and wireless cameras.

Network-wide Layer 3 roaming

Clients receive DHCP leases from the LAN or use static IPs, similar to bridge mode. If the client roams to an AP where their
original IP subnet is not available, then the client’s traffic will be forwarded to an anchor AP on their original subnet. This allows
the client to keep the same IP address, even when traversing IP subnet boundaries.

Wireless

Organization Layer 3 roaming with a concentrator
Clients are tunneled to a specified VLAN at the concentrator. They will keep the same IP address when roaming between APs.

VPN: tunnel data to a concentrator
Meraki devices send traffic over a secure tunnel to an MX concentrator.

VLAN tagging © Use VLAN tagging B
Bridge mode and layer 3
roaming only
VIANID & AP tags VLANID Actions
All other APs 3
Add VLAN
Content filtering © Don't filter content
NAT mode only
Bonjour forwarding © Enable Bonjour Gateway B
Bridge mode and layer 3
roaming only

There are no Bonjour forwarding rules on this network.
Add a Bonjour forwarding rule

[74F L X (Wireless) ] > [8&%E (Configure) 1> [7 7t X#lf (Access control) ] XR—IJDJEICIEIRL.
MHE(ZIHU T, Cisco Desk Phone 9800 1) —XHMEAT % SSID DREIREHIHZZRELET.

2.4 GHz I LB UTF v RILHAE L. FTHREISDIBRVWEHEHT, Cisco Desk Phone 9800 U —X% 5G
Hz % TRET 5ICIE. [6 GHzHE DA (5 GHz band only) |2EIRT 5 ENHERINET,

FEBENR< 8> T 2.4 GHz BB %2 EHT 2WENHDHRIE. TaFILFISER (2.4 GHz & 5 GHz) Z=EIRL
9, [FBRATFFIVIILLBTaFILNVRBREI ATV avEMALBVNTIEZ,

LAY—24GCGHz 7547 T4V LR LAN [CEHIT H2UEDNBVRD, 12 Mbps UTDF—% L—h%Z
BYICTDETHRLET,

Cisco Meraki 7 7tz R RA > MEIRFE. 100 ms DE—JVEHIT 1 @ DTIM BE%FALTLET, ThH0
REIIEBRTEE A,

il Neraki Wireless options

Band selection and minimum bitrate settings may be overridden by RF profiles. = Go to RF Profiles

Meraki WLAN Band selection Dual band operation (2.4 GHz and 5 GHz)
© 5 GHz band only
5 GHz has more capacity and less interference than 2.4 GHz, but legacy clients are not capable of using it.
Network-wide
Dual band operation with Band Steering
Band Steering detects clients capable of 5 GHz operation and steers them to that frequency, while leaving 2.4 GHz available
Wireless for legacy clients.

Organization Minimum bitrate (Mbps)

° Lower Density Higher Density

2 s 48 54

802.11b devices not supported
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[7144 L R (Wireless) ] > [E8% (Configure) ]> [SSIDDOTIAM: (SSID availability) ] X— DJEICER

L. [AIfRHE (Visibility) 1 % [CDSSIDZ/XTY Y TF KIX¥ 4 XF % (Advertise this SSID publicly) ] IC
RETBE, SSIDEZ7O—RFTYAMNTEXT,

[APRIRTFtE (Per-AP Availability) ] % [ X TDAPTSSIDZEXIMt (This SSID is enabled on all APs) ] IC
RETDEMHEREINTET,

SSID OAAMD R Y 2 —)Lid. DEBEICIGUTHRETEET, L. [RATYa—IEh/AaAMY (Schedul
ed Availability) ] (3 [#&%) (Disabled) ] CRET 2 ENERINET,

mm . Q
asco Meraki
NETWORK SSID avallablllty
Meraki WLAN SSID:  meraki-voice 2]
Visibility Advertise this SSID publicly [
Per-AP availability © This SSID is enabled on all APs B
Network-wide
Scheduled availability disabled |

Wireless

Organization

RIRALE

[74¥ L X (Wireless) ]> [ (Configure) ] > [#E#RETE (Radio settings) |X—IJDJBEICEIRL T, 7

TRARA Y b 2—8EXIERICHERL T, BEIXICBFHFvrRILEXEENREZEELET,

Cisco Meraki 7 7 L ZARA v N &FERT 256G, FrRIEEEBHIC[BM ] 2BIRLT. RFFO7 74T

EESNTVWREZHFEHATSILZHRELET,

2L, B2D7 7R RAL Y ME, 5 Fhld 2.4 GHz BEROFEMNTF v XILEXEEHTHRETEZT,
CDFREIF. ZOHIRTHIRMBEREELIRELTVWIBRICVNEICBRDET, MOTFI/EIARI Y M2 [BF
(Auto) 1 ICERET S &, FRHICEID YU TONIEF vy RILDHBT7 IV EARAI VY N ERBETZENTEET,

"dsds’ Meraki e
NETWORK Radio settings

Meraki WLAN
Overview RF profiles

BAND CHANNEL AP TAG RF PROFILE REGULATORY DOMAIN
Network-wide 5 - Al v MR53 v All v  FCC Edit
Wirel
AL Update auto channels Edit settings... ~
Organization
Target power Transmit power
Status AP name a Channel Ch. Width (MHz) (dBm) (dBm) RF Profile F
MRS53 36 (Auto) 20 8 -30 8 Basic Indoor Profile

EXD[EASL Y K7 707 74 )L (Basic Indoor Profile) ]%{&1F3 % . [#i5iEIR (Band selection) ]
N [SSIDZ & (PerSSID) ] ICE&ESh. [V 54 F ¥ /KT YA (Client balancing) ] # [A 7 (Off) ]
CHRESNIREDHUWLRF 7O7 71 IILEERLET,
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‘dses Meraki

NETWORK

Meraki WLAN

Network-wide
Wireless

Organization

‘dsds’ Meraki
NETW K

Meraki WLAN

Network-wide
Wireless

Organization

[RF 7O7 74 )] T. 5GHz #iRD F+ RJLIE Z 20 MHz, 40 MHz, 80 MHz F+ RJLICERAT 5L 5|

ISCEER

Q

RF PROFILES

Edit Basic Indoor Profile

General 2.4 GHz

General

Band selection

Minimum bitrate
configuration

Client balancing

Q

RF PROFILES

5 GHz

A

The Access Points configured to use this profile will follow the band ion set on the Access Control page for the

© Perband

Set the minimum bitrates for the 2.4 & 5 GHz radios separately below.

Per SSID

The Access Points configured to use this profile will follow the minimum
bitrate selection set on the Access Control page for the respective SSID. Per
SSID minimum bitrate selection will be moved to RF profiles at a later date.

o [or ]

Client Balancing uses information about the state of the network and wireless client probes to steer the
client to the best available access point during association. Read more about client balancing here.

Edit Basic Indoor Profile

General 2.4 GHz

General

Band selection

Minimum bitrate
configuration

Client balancing

5 GHz

Per AP Per SSID
A
The Access Points configured to use this profile will follow the band ion set on the Access Control page for the

© Perband

Set the minimum bitrates for the 2.4 & 5 GHz radios separately below.

Per SSID

The Access Points configured to use this profile will follow the minimum
bitrate selection set on the Access Control page for the P! SSID. Per
SSID minimum bitrate selection will be moved to RF profiles at a later date.

o [or ]

Client Balancing uses information about the state of the network and wireless client probes to steer the
client to the best available access point during association. Read more about client balancing here.

2.4 GHz ##R(F 20 MHz F v RI)UIEZFEAL. tOF v RXILBICIEFBRETZ XA,
IRTCDT7 IV ERARLA Y N TRAUF v RIVIBZFERT S L2 HRELET,

[AutoChannel] K #EH9 % 5GHz F v XILHL RF 7O7 7 AL CRETEXT,
[AutoChannel] »ERT % 2.4 GHz Fv¥ XJ)LIE. Fv¥XRIL 1. 6. 11 DHICHIBRIhZET,

[#ERXEEHEE (Radio transmit power range) 1+, [RF707 71 )L (RF Profile) 1 TREL XY,

BNEY FL—MRE HFEEC & ShTW3I55G. SSID REDEEN LEESINIET.

— ==

CAXAE

Cisco Desk Phone 9800 &) —XJ7A4 VL X LAN EA A K

SSID.

ive SSID.

-

CAXAE

124



LAY—24CHz V547 bhZETAVLZLAN [CEHBRTESLSICTBHENBVIIRD. 12 Mbps KiED T

—5 L—bhZEENCIT B LEHERLIET,

General 2.4GHz 5GHz

‘ases’ Meraki

NETWORK

Meraki WLAN

Network-wide

Wireless

Organization

5 GHz radio settings

Turn off 5GHz radio

Channel width

Channel assignment method

Radio transmit power range
(dBm)

Set RX-SOP...

Minimum bitrate

See band selection above.

A

Manual 5 GHz channel width

20 MHz (19 channels)

Recommended for High Density deployments and environments expected to
encounter DFS events. More unique channels available, reducing chance of
interference.

© 40 MHz (10 channels)

For low to medium density deployments.

80 MHz (5 channels)

For low density areas with few or zero neighboring networks. Higher
bandwidth and data rates for modern devices. Increases risk of interference
problems.

AutoChannel will assign radios to channels with low interference.
Change channels used by AutoChannel...

Transmit shorter distance

Disable auto channel width by manually selecting a channel width for the APs in this profile.

Transmit farther

Lower Density

B .6 17 18 19 20 2 2 23 2

Higher Density

Change 5 GHz channels used by AutoChannel

Available channels for AutoChannel

If you deselect a channel, AutoChannel will not assign it to any AP with this profile. Click on a channel to toggle its selection.

UNII-1

UNE-2 UNII-2-Extended

ove ENEICIEIEICIEIRY - o

40 MHz

38 46
80 MHz

DFS channels Deselect DFS channels

T77AT70A=NENTTavo x—EVYT

Cancel

TAVLA>SEBE> 774 T IA=NEMNT T4V Vx—EVI R—ITIE, 7747 0x—ILENT T4
vy Dx—EVT II—ILEEETRIENTEET,
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[LAY3T7 7472 Ax—)LIL—)L (Layer 3firewallrule) ] #5%ELT. O—AJLLAN D, T4 VLRI SA
PYNITUOEATERLSICLET,

RST74v9 Vx—EVT IIL—ILOEEZHFATSICIE. [Yx—F 574 v % (Shape traffic) ] (CxFL
T, RAYTHFOVIRAM AZa2—7T, [CDSSIDThZ 74 v 0% x—79% (Shape traffic on this SSI
D) ] ZiERLEY,

—E. [CDSSIDT S 74 v Y% —7F % (Shape traffic on this SSID) ] Z@RALK5. [HrLWIL—IL
%#{ERX (Createanewrule) ] #&RLT. [F5 714 v I xz—EVJIL—IL (Traffic shaping rules) ] %7
#LEY,

77 ALk TlE. Cisco Meraki 77X R4 >~ ~FIRTE. DSCP EF (46) TYN—V 3n/cBF7L—A%Z WMM
TldH< WMMUP5 £ LTHU[IIFLET.

UP6 &, DSCPCS3(24) TY—/Vch/-@sEdv hO—IL7L—A%Z WMMUP 4 Tl3H< WMMUP3 &L T
N—J7 L&Y,

‘ases’ Meraki a

Firewall & traffic shaping

Meraki WLAN SSID: meraki-voice B

Block IPs and ports

Network-wide

Layer 2 LAN isolation Disabled [ (bridge mode only)
Wireless Layer 3 firewall rules © # Policy P | Destinati Port C Actions
L Alow [ Any Local LAN Any  Wireless clients accessing LAN
Organization
Allow Any Any Any Default rule

Add a layer 3 firewall rule

Block applications and content categories

Layer 7 firewall rules There are no rules defined for this SSID.
Add a layer 7 firewall rule

Traffic shaping rules

Per-client bandwidth limit  unlimited

Per-SSID bandwidth limit unlimited

details
i}

Shape traffic Shape traffic on this SSID B

Cisco Desk Phone 9800 &) —XJ7A4 VL X LAN EA A K 126



Cisco EEHIfH %=

RIET B

Cisco Webex Calling

Cisco Desk Phone 9800 &) — X% Cisco Webex Calling ICEBMML. Zhz1—HICEID Y TTRERABEL T,
FET—UZAR—REUVUTHBETERIT DI ENTEET,

BAER

Control Hub T. Cisco Desk Phone 9800 ¥\ — X% 1—H—([CE|D YT, B/EEZHEBHRLET,

- Cisco 9861

e Online - Phones -« & Webex Aware

Overviet W History

Details

16
Lines

64.103.40.25
Host IP address

PHONEOS.3-1-1-0004-20240522-
f72ed9fiba
Software version

Cisco
Managed By

Tags

‘‘‘‘‘

7 —9 AR—ZFI B

84:5A:3E:C2:18:14
MAC address
10.230.38.164
Remote IP address

Latest
Software Channe

Device platform: &

Connected Peripherals

Cisco 9800 KEM
Hoteling
Allow this device to be used as a Hoteling Host by visiting guests.
Limit the time a guest can use this phone to

Hours

Configurations
& Al configurations

@ configuration templates

Cisco Desk Phone 9800 &Y — X% Control Hub TT7—49 ZAR—ZX FINA RAEUTHERTZZET.

Cisco Desk Phone 9800 U —XJ7A4 VL X LANEAHA K
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Add Device

Assign to an existing workspace or a new workspace?
Select Existing Workspace to activate a device if the previous code has been lost or has expired, or to have multiple devices in a workspace.
If you add multiple devices in a workspace that are not designed to work together, it may create interference issues.

Existing Workspace New Workspace

Which Workspace will the device be assigned to?
Workspaces containing devices that are not Cisco IP Phones will not be shown, since you can only have one of these devices in a

workspace.

Search for a Workspace

Back

Add Device

Assign to an existing workspace or a new workspace?
Select Existing Workspace to activate a device if the previous code has been lost or has expired, or to have multiple devices in a workspace.
If you add multiple devices in a workspace that are not designed to work together, it may create interference issues.

Existing Workspace New Workspace

Where will this device be located?

What would you like to call the Workspace that this device will be assigned to?

Insert name of device location, e.g. 'Reception’ or 'Bo:

Back

Wi-Fi #8E

Cisco Control Hub T. 74 Y L XIBIE T Cisco Desk Phone 9800 V) — X & {EAT B7=6IC Wi-Fi hAERNIC K

STWB I LZzMERLET,

Cisco Desk Phone 9800 &) —XJ7A4 VL X LAN EAH A K
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nnnnnnnnnnn

Thousand Eyes

Cisco Unified Communications Manager
Cisco Unified Communications Manager (245 E5E. RE. tF¥1 VT EEZRHLET,

TINA ZDFME

Cisco Unified Communications Manager T Cisco Desk Phone 9800 ) —XF/I\A A& A4 7&#BMICT BIC
|&. #& Cisco Unified Communications Manager t—/\—® Cisco Unified AXRL —F7 4 VI AT ALAEE Y T
TR=IDS, WHTZ2TNARANYT—I COP 774 I %AV AN=ITZ2LELNHDET,
TINA ANy T—=IDCOP 77 IHA VYA M—=ILEN/=&T. & Cisco Unified Communication Manager ./
— R EHEFITIZVEIBVNEEINHD T,
Cisco Unified Communications Manager D/\—J 3 VICEDWTRD 7V V3 v EaRITUET,
12.5 (1) LAB#F
« T D Cisco Unified Communications Manager ./ — K T Cisco Tomcat Ht—E X 2 BitE L
9,
« /N7 UwI+ /—RK_LET Cisco CallManager Y —EX & E{TLTWBEA., NTUyIv./—
KETOHsH—ERZBEFHLET,
XE:H T2 54)\ /—KR_LED Cisco CallManager H—E X = Hi2g13 20 E(FH D F A,

COP 774INDA YA M—=ILFEICDWNTIE, XD URL I[C$H 3 [Cisco Unified Communication Manager 7~
L—Ya Yy Y RFAPZRIZZAML—YavAHCR] 28BLTES L

https://www.cisco.com/c/en/us/support/unified-communications/unified-communications-manager-callma

nager/productsmaintenance-guides-list.html

Cisco Desk Phone 9800 &) — X% Cisco Unified Communications Manager (CIBT %1848, 74T L X LA

N MAC (& Wi-Fi D& ICERES NS, 1 —U Ry b MAC 7 RLRAZFERALT/OEY 3 ZV V9508
HHOHET,

Cisco Desk Phone 9800 & U —ZX®D4A —% %y k MAC 7 KL R ¢, BEET[ERE (Settings) 1> [ZDFINA R
DWW T (About this device) ] DJBICEIRL THEETEE T,
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r Device Information

Q Device is trusted
MAC Address*

Description
Device Pool* -- Not Selected -- B View Details
Common Device Configuration < None > B View Details

Phone Button Template* -- Not Selected --

Softkey Template < None >

1ol

Common Phone Profile * Standard Common Phone Profile

4 View Details

HIEERTE

T4V L X LAN R ED—EDEREIE. BEDEFED
ia_o

74 L X LAN [&. 41— X v hH' Cisco Desk Phone 9800 V) —X|C#E S 5 & —BMIC BEBIICEIC
72;'0\ EEHT Wi-Fi AEMICE>TWBIBE. 1 —HU Xy NHYITIES N2 EBFNICBEEMICED XD,

BOEZE7O7 71 ILEIFXEA2 DEFEL NIV THRETE

BEEDA—IN—F414KRE, EE5DBHLNILTHEEMICTEET,

Wi-Fi* Enabled

QoS /NS A—%4

SIP &f5.

DIVI—TFZAXINTA—ITEEREINET,
SIPBELBEEBRDOT 7 AL MDD DSCP fE|f CS3 ICHREENTVET,
BER—ZADY—EXE, TT7AILRNTRANIT7A—bM 74V JICEESINET,

BEOER., BLUBEZFER—RADHY—E XD DSCP fEld. Cisco Unified Communications Manager

 Enterprise Parameters Configuration

Parameter Name
Cluster ID *

Max Number of Device Level Trace *

DSCP for Phone-based Services *

DSCP for Phone Configuration *

DSCP for Cisco CallManager to Device Interface
*

Connection Monitor Duration *

Auto Registration Phone Protocol *
Auto Registration Legacy Mode *
BLF For Call Lists *

Advertise G.722 Codec *

Phone Personalization *
Services Provisioning *
Feature Control Policy
Wi-Fi Hotspot Profile
IMS Inter Operator Id *

URI Lookup Policy *

74V LXLAN 7O7 71l

Parameter Value

StandAloneCluster

12
default DSCP (000000)
CS3(precedence 3) DSCP (011000)
CS3(precedence 3) DSCP (011000)

120

sccp

False

Disabled

Enabled

Disabled

Internal

< None >

< None >

IMS Inter Operator Identification

Case Sensitive

Suggested Value
StandAloneCluster

12
[2) default DSCP (000000)

|5 CS3(precedence 3) DSCP (011000)
a CS3(precedence 3) DSCP (011000)

120

| scee
a False

|5 Disabled
| Enabled
| Disabled
| Internal

(O] o

IMS Inter Operator Identification

| Case Sensitive

Cisco Unified Communications Manager 10.0 Y U —X B[ TlE. 74 VL X LAN 7O7 7 1)L T Cisco Desk
Phone 9800 ¥V —X%Z7OEY 3=V JTEFY, EAP-TLS HR—RMAEFhTLET,
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J74¥LXLAN 707 7 1 ILDER

LT DOFIEICHE> T, Cisco Unified Communications Manager T74 ¥ L X LAN 7O7 71 L& {FERAL TEE
#7OEY3a=ZvJUEY,
o TAYVLZRLAN 7O7 74 )L EER L TESEICEER T BR1IC, TFTP BEEABMICHE> TS E
FaUT47O7 74N EFATBLSICEFZRET DIV ENHDFET., Zhickh, 74VLR
LAN 7O7 7A4ILH IV 7 THAMHDSBEICEEINDIDEHEZET,

Phone Security Profile Configuration

D Save x Delete Copy ﬁ Reset 2 Apply Config q‘]: Add New

r Status

@ Status: Ready

—Phone Security Profile Information

Product Type: Cisco 9871

Device Protocol: SIP

Name™* lCisco 9871 - Standard SIP Secure Profile ‘
Description [Cisco 9871 - Standard SIP Secure Profile }

Nonce Validity Time* [500 ‘

Device Security Mode [ Encrypted VJ

Transport Type* [TLS "J

|:| Enable Digest Authentication
[ TFTP Encrypted Config
D Enable OAuth Authentication

o EF¥aVUT« FOT77AIIMER SIS, BEICERAL T, EEOEBRT7 71 /L0 TFTP B8tz
BT BILENHDET,

o [FNX4AEF*2VF 41707 74)L (Device Security Profile) KOy 74OV URAKN AZ3—T
HRELEEF VT 707714 EERLET,

 Protocol Specific Information
Packet Capture Mode* [ None V]
Packet Capture Duration ‘0
BLF Presence Group* [Standard Presence group V\‘
SIP Dial Rules (< None > v)
MTP Preferred Originating Codec* 711ulaw v
Device Security Profile* ( Cisco 9871 - Standard SIP Secure Profile v)
Rerouting Calling Search Space [ < None > v ‘
SUBSCRIBE Calling Search Space [ < None > N ‘
SIP Profile* ( standard SIP Profile v | View Details
Digest User (< None > v

[[J Media Termination Point Required
D Unattended Port

(] Require DTMF Reception

1. 74VLRXLAN 7O7 74 IL%=1ERKLT %I, Cisco Unified Communications Manager D EIEE A
vH—T7 14 AT, [TFIN1 X (Device) ] > [F/NA AERE (Device Settings) ]>[71 ¥ L XLAN
707 74 )L (Wireless LAN Profile) ] DIBICERL XY,

2. [P4F¥LRXLAN 7O7 74)L] R—IT [FiE%BM 2BRLET,
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alial,  Cisco Unified CM Administration
cisco For Cisco Unified C i

System v Call Routing v Media v A F v Device v Application v User Management v Bulk Administration v Help v

Find and List Wireless LAN Profiles

:"]aAddNew

Wireless LAN Profile

Find Wireless LAN Profile where Name begins with B Find Clear Filter @ =

No active query. Please enter your search criteria using the options above.

Add New

3. ZHI. BtBA. 74 VL ARRE (SSID. FRE Fig. 1 —Y—HZEEAGE) LU 7O7 711D
PBREREZIBELE T,
UTIE. 7494V LALAN 707 74ILDFT 7 #IL T,
- AREE - 58
« A—YEEAFE = FaIEH
« BBEEA53% = EAP-FAST

abul,  Cisco Unified CM Administration
cisco For Cisco Unified Communications Solutions
System v Call Routing v Media F v A F v Device v Application v

Wireless LAN Profile Configuration
Q Save

Status

@ Status: Ready

r Wireless LAN Profile Information

Name*

Description

(o]

User Modifiable*  Allowed

~ Wireless Settings
SSID (Network Name)*

Frequency Band * Auto B

rAuthentication Settings
Authentication Method*  EAP-FAST 2]

| Provide Shared Credentials

Password Description

~ Network A Settings
Network Access Profile < None > B View Details

Save

e TJAYLXLAN 7O7 71 ILDARI%= 50 XFEUANTAALET,
o MEICIHL T BHH % 63 XFUATADLET,

Cisco Desk Phone 9800 &) —XJ7A4 VL X LAN EA A K 132



Name*

Description

o [A—H—HZEEAEE (User Modifiable) 1 KO 74> X ~T. [BFA (Allowed) ] %i&iR
LET.
1—HF. O—HIDIYVRRA Y M EDEEDT A VL X LAN RE (Bab/ER1{t. SSID. A
g, RELAE. 1—YRENRT—R, PSK/XXT7L—X, WEP £—# &) 2LEIT 3
ENTZEZET,

X-E: Cisco Desk Phone 9800 &) =X Tld., A—HIFZD/INTA—F ICEHRE <. WLAN &E
HEETEET,

Q Save x Delete Copy I{rl:l Add New
[ Status

@ Status: Ready

 Wireless LAN Profile Information

Name* ‘ Isc-test

Description " - Not Selected -
User Modifiable* v Allowed

|
|
E

Wireless Setting  Restricted

SSID (Network Name)* Msc-test

Frequency Band* [Auto v]

e 32ASCIXFLHATSSID ZANLZET,

SSID (Network Name)*

o HHO AREBTE Z#RLEY,
«Auto =5 GHz Fvr VXL ZBHELETH. 5CGHz BLV 2.4 CGHz Fr v RILOBEATIHELET
*24GHz=24GHz Fv Y RILDHTIELET
+5GHz=5GHz Fv VRILDHTEELET

Frequency Band * Auto <}

o BMOBEAEAT avaEERULET.
«EAP-FAST, PEAP-MSCHAPV2 % 7-|3 PEAP-GTC NEIRE N T\ 258 1F. HEERIER
(A—Y—RENRT—R) ZANATaVHERATEEXT,
J[HEBFRBERENEET S (Provide Shared Credentials) ] A 7 DigaE. EEEHN I —H—H
BET. O—AILICA—HY—RENRT—RERETIVNELNHDET,
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Authentication Method* = EAP-FAST B

Provide Shared Credentials

Password Description

Authentication Method* = peapP-GTC B

Provide Shared Credentials

Password Description

Authentication Method*  pEAP-MSCHAPV2 [T ]

Provide Shared Credentials

Password Description

[HEBENRBEEIBET S (Provide Shared Credentials) ] A4 v DiFH., A—HF—RKENX
7—RliE. JA4VLRLAN 707 71L& {ERT %93 XTD Cisco Desk Phone 9800 &Y —
ATEAEINET,

(YR BLV XA T—=R]ICIE. 64 XFETANTBIENTEXT,

EICIELT NKAT—RDORRBEZANILET,

Authentication Method* = EAP-FAST s

Provide Shared Credentials

Username

Password

show password

Password Description

[EAP TLS] AMEIREhTW 555, [1—Y—FIHA® (User Certificate) | Z588%E L T. EAP-T
S ZERT 5 -ICI—Y—FREDEEZEELE T,

-[:L—'U’—F,IEHHI (User Certificate) ] %= [MIC] (Manufacturing Installed Certificate) . [LS

C] (Locally Significant Certicate) F7zld[1—F—H AL VYA RM—=IL] ICREL XTI,

Authentication Method*  EAP-TLS [ © ]
User Certificate MIC O
Authentication Method*  EAP-TLS <)
User Certificate * User Installed )

«[PSK] [ZE#iHE+—5R5L (Pre-Shared Key authentication) ] [CIEIRE hWi-15E. PSK /KX 7
L—X ZANTB2RENHDET,
PSK XRT7L—X FRONThH DX THEILENHD T
8 ~ 63 HTDASCIl XXF7F
+ 64 HEX X =7
cNRAT—ROFHRA FERICANTBHIENTEET,

Authentication Method*  psk <]
PSK Passphrase*®

show passphrase

Password Description

[%ZL (None) ] MBEIRESNTWBI5E. FELE. LEGSESLZERASIhIEA,
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Authentication Method* ' None B

X-E:Cisco Desk Phone 9800 &) — X ¢ WEP £7z|& LSC ECC (sFRAZE %A H/R— kL T
WEtA,

+ Cisco Desk Phone 9800 &) —X(&, Xy NT7—0 70 A7A7 74N AT a3y xHR—
FUTWEEA,

e TAVYLRLAN 7O7 7AILEBHHITT LIS, [RE (Save) 1ZBIRLET,

J4YLZALAN 707 741 JIL— T DR

1. 74VLRLAN 707 71 ILT7 I —TZ4ERM T %ICIE. Cisco Unified Communications Manager @
EBEA VY —T 24 AT, [TIX14 X (Device) 1> [F/\1 AB®E (Device Settings) 1> [71 Y
L ALANZO7 74 I)LZI)IL—7F (Wireless LAN Profile Group) ] DIEICEIRLE T,

2. [ZA4VLRLAN 7O7 74T N—=T] R—=I T, [FHADEM] ZBIRLET,

alimlin  Cisco Unified CM Administration _
CISCO  Eor Cisco Unified © ications Soluti

System v Call Routing v Media R v A Fi v Device v Application v User Management v Bulk Administration v Help v

Find and List Wireless LAN Profile Groups

c‘}-uAddNew

Wireless LAN Profile Group

Find Wireless LAN Profile Group where Group Name B begins with B Find Clear Filter | =

No active query. Please enter your search criteria using the options above.

Add New

3. [&80). [348E] 23 L. [74VLXLAN 7O771)L] 2 BIRLTEMULE T,

Wireless LAN Profile Group Configuration

LB Save x Delete Copy 'ﬁ‘} Add New

® Update successful

 Wireless LAN Profile Group Infor

Name* 19371 I

Description | |

r— Profiles for this Wireless LAN Profile Group

Available Profiles Gorilla-dot1x-hide
Test

for_test
gulian_eap
gulian_open

T * %
Selected Profiles BTHuUb5-86GN
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XEN1DDTAVYLALAN 7A7 7AW IL—FICBMTZEZ T4V LZXLAN 7O7 71 )LIE 1
27T T,
4. TAVLALAN Z7O7 74 IWNTIN—TOEBEITT LS, [HRE] 2BIRLET,

FIAAT—=ILICTA4YLZALAN 707 71T I —T2ERT S
T4V LA LAN 7O7 74 JIL—THERShd &, TINA R T—=I)LFE 3 B2 DEEICER

TEEY,

1. TINARAT=ILICTAVLZXLAN 707 74 I I—T%ERT %IClE. Cisco Unified Communica
tions Manager @ BIEEA V5 —T7 x4 AT[Y AT A (System) ]>[F/N14 X F—)L (Device Po
ol) ] DIEICEIRL X9,

2. BEOTINAR 7—)LICWLAN 7O7 71 IILZBEAT 3ICIE. KOBRIEZETLET,

a.
b.

C.
d.

TINAR T=IL2zRBOUTHEZT.

[O—XvJ Vv IF4TREI I VavD [TA4VLALAN 7O7 74 FIL—T] U X b

T. WLAN 7O7 71 )L & BIRLE T,

—Device Pool Settings

Device Pool Name* ‘ 9871

Cisco Unified Communications Manager Group* ‘ Default

Calling Search Space for Auto-registration (< None > vk\
Adjunct CSS | < None > v
Reverted Call Focus Priority | Default v
Intercompany Media Services Enrolled Group ‘;< None > v:‘
MRA Service Domain | < None > v

— Roaming Sensitive Settings

Date/Time Group™*

[ntp_server v)
Region* | Default v)
Media Resource Group List [ < None > v
Location \ < None > v/
Network Locale | < None > v
SRST Reference™®  Disable N \
Connection Monitor Duration*** ‘
Single Button Barge* [ Default v ‘
Join Across Lines* [ Default V)
Physical Location \ < None > "1‘
Device Mobility Group | < None > ",‘
Wireless LAN Profile Group (9871 ";\ View Details

(REF] 2 BIRLE T,
[RE®D@ERA (Apply Config) ] ZZERL XTI,

3. WLAN 7O7 74 )W Z#H L WTNA X 7—)LICERAT 5IC(3.
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a. [¥3RBM (Add New) ] #&EIRL T, FINA AEEHRLET.
b. &REVNERIEREEELET,

c. [A—XVJEvIT47R/EIEIVaVD[TA4VLALANTOZ774IL JIL—T1JRKT,

WLAN 7O7 74 IL&ZBERLE T,
d. [RE] Z&RLET,
e. [REDEA (Apply Config) ] ZZERL XY,

f. [TIXAL R (Device) ]>[BEE (Phone) | DIBICEIRL. TINA A T—IL%EMTZEZFEERD

3£,

9. KB ]ID[WEKT—I] KOy FF IV IZXNTERLUKERT—ILZBIRLET,

r Device Information

\] Device is Active

B Device is trusted

MAC Address* [845A3EC211B6 | (sepsasa3Ec211B6)
Description [Auto 99899 |

Current On-Premise Onboarding Method is set to Autoregistration. Activation Code will only apply to onboarding via MRA.

O Require Activation Code for

Onboarding
Allow Activation Code via MRA

Activation Code MRA Service Domain [-- Not Selected -- v] View Details
Device Pool * (9871 V] View Details
Common Device Configuration |< None > V] View Details
Phone Button Template* [DocTest ModelD 118 Lines Button Template VH Find }
Softkey Template [< None > v

\/1 View Details

Y

Common Phone Profile* [standard Common Phone Profile
—

h. [REF] 2BRLET.
i. [REDEA (Apply Config) | ZERLET,

Ble DEBEICTATYLALAN 7O7 74T V-T2 BALET,

1.

Cisco Unified Communications Manager D& A V5 —7 14 AD [ ik > BEE | ICBHL T,
2. BEERDOIIT. [EFEHDEETE (Phone Configuration) | R—Y%#BEET,
[TNRAZAEBHR]I I/ a Vo R LAN 707 740UV JIV—7] ROy 750> A - H5 WLAN

ZO7 74T —T#BRUET,

4. [fR7F (Save) ] ZFEIRLX T,
5. [BEDEA (Apply Config) ] ZZERLE T,
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Cisco Desk Phone 9800 & — X DEYE

BEgOoEya=-yvy

ZDAEIFIRTE. Cisco Unified Communications Manager [CERESNTWSBETOHFIBTEET, Wi-Fi
7O774IIOEHTOEI I ZVIDIFEE. 41 —FXy MFEEE WI-FiBHRTXYy M T7—2 KIS Cisc
o Desk Phone 9800 &) — X Tld. Cisco Unified Communications Manager \ND#EHHAEIIINE T,

Cisco Unified Communications Manager 10.0 BIEADIELHE T, Wi-Fi 7O7 7 IILBRT—5 245 V00—
K L T Cisco Desk Phone 9800 ¥ ) —X(|CERATE XY,

EAP-TLS fBfifZz &€ Wi-Fi 7O7 74 )25 0> 0O— K UTERAT %ICIE. Cisco Unified Communications Ma
nager 11.0 EHNETY,

St#BICD UL\ T, Cisco Unified Communications Manager > 74 ¥ L X LAN 7A7 7L Ot o av%
SHBRLTESL,

ALEAEZ XY MU=V EGERICEBNICA YA M—ILTBHIEBTEET,

St4Mi%. Simplified Certificate Enrollment Protocol (SCEP) Dt~ ¥ 3 v a£BL T &y,

BEVT7 R—5IEBHD Wi-Fi 7O07 71 ILORE/ZE

BEFEIE7147 L AEEHICE D, Cisco Desk Phone 9800 & U —XICE®IR IP ZRL ZAE O YTSHTW
L EEERLUET.

XE:EEAY T 7R—%)LIF. Webex Calling £ 7% Cisco BroadWorks [CZiFS N TWSEBETOHFIA
TZEY,

1. 977720 7RLAN—ICBEDIP 7PRLAZANLET,
fl: http://10.64.84.147/

2. [HEEOY 4> (Adminlogin) ] 24 VUv o LT, [BEHERE (Advanced) ] 242U w o LTEBEL
UCTRREICTZ V7 EALET,

3. HE > YATAICBELET,

4. [BEEDOWIi-FiZA > (Phone-wifi-on) ] % [IZLy (Yes) ICEREL. BED Wi-Fi A VICUET,
BREZTAVLATZ IV CARSA Y MIEZET B0 Wi-Fi XY M7 —0 Z L ERBHRZIEELX T,

TFaVTA4E—RE PVERARAY FDOREICIKHU TROVWTRNCHEDET,

[E® (Auto) ]. [EAP-FAST] % 7zid [PEAP] ABIRSh T 2i5&(E. [Wi-FiZ—H—ID (Wi-Fi
User ID) ] & [Wi-Fi/XX7— K (Wi-Fi Password) ] "W E&ETY,
ERIHBEF—FTEEC PSK #i&IRL-1BE. PSK/INRAT—K ZANTH2UEBLNAHDET,

PSK/XZXT—F (. 8 ~ 63 #TMD ASCIl XFHICT 2MENH D FT,
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http://10.64.84.147/

« [WEP] #&IRUL T, &M WEP (BIREM7514/\Y—) Rif=2F AT 21548, WEP ¥— 2 A N9 3%

DENHDET,
« BUDBRSNTWVWSIEE, BV ERL. BELLERShIEA,

« [B8 (Auto) | MERSN TV BI5E. BEEE. BIEMEL L THR AP LOBEICEDE. BEIT

[EAP-FAST] % /=& [EAP-PEAP] #&IRL X9,

« [EAP-TLS] M&EIREShTW5IEA. IR7E. MICEEEHEZ D& H, Webex Calling/Webex DI/Broadwork

SICEFESINTWVWREETHR—FEIhTWET,
BRORBEBFERBIRLET:

. BENSGHz FvyVXRILEBELETH, 5GHzB LV 24GHz Fv¥ VRILOmATEMELX T

+ 24GHzZ: 24GHz Fv VXIDHTHELET
e 5GHzZ:5GHz Fv YV XIDHATHELET

< c O & 1074.151.106/admin/advanced g

l|||l|||l Cisco IP Phone for 3rd P

cisco DP-9871

< System SIP | Provisioning | Regional | Phone Ext1 Ext2 Ext3 Ext4 Ext5 Ext6 Ext7 Ext8 Ext9 Ext 10 Ext 11 Ext12 Ext13 Ext14
ey moue viswe! | 1v0 ey e oeve.
Secondary NTP Server: Use Config TOS:  No
Siplog Serv
VLAN Settings
VLANID: 1 PCPort VLAN ID: |1
Enable CDP:  Yes Enable LLDP-MED:  Yes

DHCP VLAN Option:

Wi-Fi Settings
Phone-wifi-on:  Yes

Wi-Fi Profile 1
Network Name:  xin-wpa3-23-SAE Security Mode:  PSK
Wi-Fi User ID: Wi-Fi Password; | sessseesseses

Frequency Band: 5 GHz

6. [FXNTOEEZXB] 2/VvILET,

HER] [RT—F R I TICBIMLTRY N T—I RT— 9 A% ERTEZET,

<« c O A 1074.151.106 &

lllllllll Cisco IP Phone for 3rd Pa

cisco DP-9871 ifiguration Utility

Voice Call History | Personal Directory

Status Debug Info | Download Status | Network Statistics

System Information

Host Name: ~ SEP845A3EC23028 Domain: ~ crde.cisco.com
Primary NTP Server:  10.64.58.51 Secondary NTP Server:
Bluetooth Enabled:  No Bluetooth Connected:  No
Bluetooth MAC: Connected Device ID:
Active Interface:  Wireless Wireless MAC: ~ 84:5A:3E:C2:30:2D
SSID:  xin-wpa3-23-SAE APMAC: 6C:8B:D3:FO:02:EF
Channel: 64 Frequency: 5320 MHz
Security Mode:  PSK

© BBTIEARAVIDSHDT I EARA Y MUV EZZ L, BENBEEGSNET,
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BENM—T Xy MERTEREINTWVWRIES, WIi-Fi EAZICRD XTI, BEHNEVICHRES
nTunlE, 11—y Mr—=7ILHEBDSEINTH, BEEREIEFNICTAVLAXRYNT—2
ICERENET,

Wi-Fi 5L EBEED [BRE] A2 —DRELRAPINET,

W|EE Ul D Wi-Fi 58 E DA

1. e @B zmozv

2. 7OV 7 EHERREINS. NRAT—RZAAUVT[EBE] AZ2—ICT7I7EALET,

3. [RYy+T—2 EH—ER (Network and service) 1> [®y b T7—2587%E (Network settings) ] DJIE
ICBIRLE T,

4. Wi-FiiRRA A T DIFE. Wi-Fi Z2AVICULE T, BESFAAELRTAVLZARXY N T—UDRF
vVERIBLET,

. Connect to Wi-Fi
Network settings e Connected

@ Cable connection is recommended if available

Wi-Fi

WiFi o TP-LINK_24G

IP stack IPv4 and IPv6 >
( Scanning networks...
IPv4 settings

Join other network
IPv6 settings

VLAN

Select

9861 9871

5. 9861 BEEZMEAL TWSHEIE. BIR 2L T [Wi-Fi ICEK] B@Z2FRRLUET, 9871 BREZ(E
RALTW3HEIE. RORTY TICEHET.

6. FATIGERRXY NT—UMST7IECARAI Y NEFEIRL., Xy M7=V FANDELRIGE TERBR
ZANLET,
X2V T4 E—REFATBELBEARBRBRIE T IV CARS Y NDOBREICL > TERD T,
Xy RT—=0H 802.1x ITHIEL TWBIHE. BiEIE EAP ¥ 14 7ICxt U TERIIC [BE) (Auto) 1%
BIRUEY, INid RADIUS H—/N\—DFREICL > TRED XTI, AR AEZBIRTEZ XTI,
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Security mode

Auto

EAP-FAST

EAP-PEAP

EAP-TLS

7. [Apply] ZERL T
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EAMDIAVLARY NT—VICE8MT S

1. el s zs @B,

2. 7AOv7hBRERENS, NRAT—RZANUVT[RE] A=Z2—IC7 7 EALET.

3. [Ry 7= &P —EZRX (Network and service) ] > [RXy h7—2U 88 (Network settings) ]
DIRICERLE T,

4. Wi-Fi RREED A T DIFE, Wi-Fi ZAVICLET,

5. [Wi-Fi] ZZRLTH S, [fEDRY b 7—27(CE8M (Join other network) ] ZERL X,

6. Ry bMT—URZANL., EFa2VUT+E—RZREIRL. ERBEHRZANLET,

Join other network Join other network

Network name Enter network information

Security mode Network name

Password

Security mode

Frequency band
% Y Password

Frequency band

9861 9871
TOEARA YV MOREICEDETEREF2UT A E—RFHBIRESNhTVWS L ZHELET.

BUBHEIZTAIVLARXRYNT—=IDBA—T Ry NT—=UDIFEIFE. COATay %
BIRULEY, NRAT—KREEHDHXEA.
PSK: X M 7—UWERIEEF—F /-3 WPA3-SAE TIREZSNTLBHE, TOAT 3
VEBERULTNRAT—RZANLEY., EFPHEF—DRIIE8~63 /N1 KTT,
EEI/EAP-FAST/EAP-PEAP: Ch5DA 7Y avpLWThhzRIRT 255, 12— ID &
INZAT—RHAREICHEDET,
EAP-TLS: COA 7Y 3 v aERT 2L, I—HFIHAEY A 7HREICKEDET., BEE. M
anufacturing installed certificate (MIC) O&IHR—E S TWET,
XEGIAZEOEBELIL—F CA DA VA M—)LIiE. IR7E Webex Calling/Dl/7O—K7—%
TOHFATEXT,

7. [BA (Apply) 1 Z&RLET.

EES R Y b7 — 0 OHIR
I—YF [RE] A2 —THREEKI LTS AP ZHIBRTE 7.

1. [RYMT7—URE] BET. BENMERSNTVWETI7EARI VM ZBIRLET.
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2. BEVDOEBEHOETILICIHEL T, [Bhd (Forget) | £l [ChDxYy NT—4- %D (Forget
this network) ] ZERL £,

BTHub5-86GN

® Connected

TP-LINK_24G
® Connected

1 Security mode Security mode

2 Advanced Wi-Fi details

Forget this network

REREOERE

Cisco Desk Phone 9800 U —X (&, EAP-TLS IC X.509 FY# JLEIAAZE#FALID., Y—/WRIAEEHFHICL
fehTEZET,

I1—1f5FABZ (L. Simple Certificate Enroliment Protocol (SCEP) THENIC. T EBEFEOEEE I TIR—Y
4459 —7 x4 X (https://<phone_IP_address>:8443) " SFETA VA M—=ILTZZ T,

SERRE Y 1 FRIEIBAZEIE 1 DRSS hE Y, 1 - —FAE L 1 —/\—5IAE (SCEP £/zIZFH DL\
INMER) 75).

LSC iEBAZ |+ CUCM CAPF H—ERICED A VA M—=ILENE T,

AEAEN A VA R—ILEh B &, EAP-TLS ARESINTWRBEIE. Y —/REIABEINICEMICED T,
Microsoft® Certificate Authority (CA) H—/\DERZHEHL LT, D CA H—/X ¥« 7. Cisco Desk Ph
one 9800 ¥ —X & ERICIIHEEERTERIGELHD T,

9547 kY —N—FEBAE(ICIE. DER & U Base-64 (PEM) TV OA—RAFERTEZ T,

F—1 4 XH' 1024, 2048, 4096 DIAENHR—FINTVET,

9547 NEY—NDFEAEN SHA-1 £/2ld SHA-2 ZILTV ZLADOVWTF NI EFEALTEZIhTWS L
ZHEFEL TSN, SHA-3 ER7ILOY XA R—rEhTWEEA,

U547 NN 1—Y —ERAER MO [381b S h/c+—F#EFA (Enhanced Key Usage) | ¥ ¥ avIcU Z b
SNTWBZE%EERLET,

FHAIVRA=I

BEEVITIR=IAVT—T 4 AN, [E¥ (Enabled) ]IZ. 1—H—%AH. admin|l, BEEEH/NXT—RK
NCUCM [CL>TRESN TV ELI ZHEELE T,

Web Admin* Enabled | )

Admin Password ~ seeeessseesssssscccsssssscccss

User Sign In

isco IP Phone DP-9861 ( SEP845A3EC22785 )
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EAP-TLS 0 1—H—3FERHE & L T. Manufacturing Installed Certificate (MIC) . LSC. 7| User Installed
SERAEOWIThh Z2HEHATEXY,

Manufacturing Installed Certificate (MIC)

Ef4 >~ A h—JLE N T3 Manufacturing Installed Certificate (MIC) (. EAP-TLS Tld. 21— —HHE
EULTERATEET,

MIC ® CA Fx—>%I%Y A/R—bk L. RADIUS H—/\—®DIZBIML T, EAP-TLS O1—4 —iIBAE & L TER
FTERMLENHDET,

[TVAR=BM]ZIV v I LT, BEEBEBIVITIR=IAVI—T A ADSI— ELVTYT CAGEBREEZY Y
YO—kRULET,

Certificates

Cisco IP Phone DP-9861 ( SEP845A3EC22785 )
Common name Issuer name Valid from Valid to

CN=CP-9861-SEP845A3EC22785, O=Cisco, OU=TPM

SUD, serialNumber<PID:Db.0861 SN-FVH281623Fy CN=High Assurance SUDI CA, O=Cisco 05/07/2024 02:44:00 08/09/2099 20:58:26

CN=High Assurance SUDI CA, O=Cisco 0=Cisco, CN=Cisco Root CA 2099 08/11/2016 20:28:08 08/09/2099 20:58:27 [Export
0=Cisco, CN=Cisco Root CA 2099 0=Cisco, CN=Cisco Root CA 2099 08/09/2016 20:58:28 08/09/2099 20:58:28 [Export
<Not installed> <Not installed> [Install
<Not installed> <Not installed> [install

ZDJL—h CA (F Radius #—/XD{EEY 2 MMCBMS h2NEASH D £,

User Installed SFEA&

EAP-TLS [C U TFHTA—HY—AEZ A VY A M—ILTBICIE. A1V D[SERR®E (Certificates) 17 7~
— 3T [User Installed] I L T, [F~YABM—JL (Install) ] Z:&RULE T,

[8R (Browse) ] Zi#RL T. PKCS #12 iex (.p12 /=l .pfx) TA—HF—fEAZZELXT.
HMHNZAT7—RZAALT, [Py 7O—R]Z2BIRLET,

I1—H4—FAE#HITU/ CA Fx—VH RADIUS H—/\—DEEV A MIEBMENhTWS I L #EELET.

Certificates

Cisco IP Phone DP-9861 ( SEP845A3EC22785 )

Device information Select file (.p12 or pfx) to upload: | Browse... | No file selected

Network setup -

Extract password: | ]

Setup —
Certificates | Upload

Certificates
Cisco IP Phone DP-9861 ( SEP845A3EC21655 )
Device information Authentication Server CA certificate has been updated.
Network setup Phone will use the new certificate after reboot. You can restart the phone with:
Setup "System/Restart”
Certificate

LSC SEfAE

CUCM T CAPF H—EXZBMICLET,

1. Cisco Unified CM Administration ([CO2 1~ L% 9.,
[ A7 A (System) ] ->[U—ER/IXF A—% (Service Parameters) ] DIEICERL T,
CUCM —N\%ZERL XY,
[Cisco Certificate Authority 70O U #EE] ZBIRLE T,
[TY RRA Y bADRERREHFITE (Certificate Issuer to Endpoint) | TREFAEHTEZERL &
ER

a s~ N
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6.

AYF4Y CANBERESNTWNSIFEER, AVTFA4Y CANFTA—5THE CA ZRET DVENH
UK 3-8

[CiscofBREE 7O+ L #EE (Cisco BRI 7 OF Y #eE) 1MNBIRSh TV 555, #HHiAH CAPF
HEEZERLE I,

[(REIRY>Z2s Vv I LEY.

aliml  Cisco Unified CM Administration SRR M EVEEGEIN Cisco Unified CM Administration v § Go
cisco For Cisco Unified Communications Solutions admin About Logout
System v Call Routing ¥ Media Resources ¥ Advanced Features v Device v ication v  User v Bulk ini ion v Help v

Service Parameter Configuration CEEICLRRLIEH Parameters for All Servers v § Go
G Save {ﬁ Set to Default

 Status

@ Status: Ready

Select Server and Service

Server* [10.77.46.225--CUCM Voice/Video (Active) v)

Service® [Cisco Certificate Authority Proxy Function (Active) v]
All parameters apply only to the current server except parameters that are in the cluster-wide group(s).

rCisco Certificate Authority Proxy Function (Active) Parameters on server 10.77.46.225--CUCM Voice/Video (Active)

?

Parameter Name Parameter Value Suggested Value

Certificate Issuer to Endpoint * [Online CA v] Cisco Certificate Authority Proxy Function
Duration Of Certificate Validity (in days) * |1825 | 1825

Maximum Allowable Time For Key Generation * |3g I 30

Maximum Allowable Attempts for Key Generation * |3 | 3

rOnline CA Parameters

Online CA Username ‘

Online CA Hostname [cucMez2.cA.cisco.com |
Online CA Port (443 |
Online CA Template ‘CiscoRAJ l
Online CA Type * [ Microsoft cA v | Microsoft CA

Online CA Password ‘

Certificate Enrollment Profile Label

Set to Default

Service Parameter Configuration Rela

B

£ sotto Dotaut

‘ @ s

s: Ready

Server*

[ Select Server and

[10.79.57.147--CUCM Voice/Video (Active) V)

[ Cisco Certificate A (Active) v

apply only to the cy

ters that are in the cluster-wide group(s).

- Cisco Certificate Authority Proxy Function (Active) Parameters on server 10.79.57.147--CUCM Voi

Parameter Name Parameter Value Suggested Value
Certificate Issuer to Endpoint * [Cisco Certificate Authority Proxy Funtion v Cisco Certificate Authority Proxy Function
Duration Of Certificate Validity (in days) * 1825 ] 1825

Maximum Allowable Time For Key Generation * 30 ] 30

Maximum Allowable Attempts for Key Generation * 3 ] 3

Online CA Username [eeencencsncsnconcncncancarcancancanes
Online CA Password [
Certificate Enrollment Profile Label

CAPF H—N\—%7 0 T4 7ICT B BEIFALET,

1.

W N

Cisco Unified Serviceability cOY 14> LT,

[—JL (Tools) ]->[U—EZXDEMIL (Service Activation) ] DJBEICEIRLE .

CUCM —N\%ZERL XY,

[CiscofB8F/B 7O+ V#kE (Cisco RBEEM 7O+ #EE) 1 A%, [Activated (B#L) 1ICk>T
WBZELzMHERLET,

[—JL (Tools) ]> [Control Centerfgetr—E X (Control center Feature Service) ] DJEICEIR
LET,
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6. [CiscofRREB 7O+ L #4E (Cisco BBREA 7O+ BEE) 1 2 BIRL THIEEFUL XY,

LSC iBHZ % Cisco Desk Phone 9800 ¥ —XICA YA M—/LT 3
1. Cisco Unified CM Administration (CO7 1>~ L% 9,
2. WK ->BREZANL. mERO7OT77AIR—=JICEELET.
3. [FEEH&E#R{E (Certificate Operation) ] T[4 YA M—=IL/7 v 74 L —EK (Install/Upgrade) ]

ZEIRL. [REF (Save) 1> [[EHA (Apply) 1 DIEISEIRLE T,
4. BEIFLSCEZAVAM—=I)LL., UT—FLZETY,

-Certification Authority Proxy Function (CAPF) Information

Certificate Operation*®

| Install/Upgrade v
Authentication Mode™® | By Existing Certificate (precedence to LSC) v
Authentication String
Generate String
Key Order* [RsA Only v
RSA Key Size (Bits)* (2048

EC Key Size (Bits)

Operation Completes By 2024 |[06 |[29 |[12 |(YYYY:MM:DD:HH)

Certificate Operation Status: Operation Pending
Note: Security Profile Contains Addition CAPF Settings.

[8%5%E (Settings) ]1>[RXy hT—2o &H—E X (Network and services) 1> [EF a2V T4 8E (Security set
tings) ] DIEICERL. BEFELSC R7F—9R&Fxv 7 LET

Security settings
Security mode Non secure

LSC Installed >

Trust list >

802.1X Authentication >

Select

CAPFCA%Z ISEICA Y R—bMLET,

CUCM »5 LSC CAFERRZEZ IV AR—bM L XY,
AV 54 CAPF BMERE N TWBIFHIF. 1—Y—FEEEICHE CAIAZEZERLE Y., #HHiAH CAPF
MERAIhTWSIHEES., 1—H—(d. CUCM A5 CASERAEZE#5 VYyO—RTEXY,

1. Cisco Unified OS Administration [COJ 14 Y LZET

2. [E*2Y5F1 (Security) ]->[SERAEROET (Certificate Management) ] DJEICEIRL 9,
3. CAPFF 74TV T4 T4l AEZY V> O—KRLET
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Certificate List (1-140f 14)

Find Certificate List where [ Certificate v | begins with v | cAPF |((Find ) clear Fitter [ 4 |( = |

| Select item or enter search text v |

Key

Certificate * Common Name/Common Name_SerialNumber Usage Type Type Distribution
CAPF CAPF-50aa97cf Identity Self- RSA cucm-225
signed

LSC sFRAZE#EHEY A MICTA VIR— ML TLEEE LY,
LSC s5FRAZ D CA F = —H' RADIUS H—/XDEHEY A MCEBMENhTWS I E%EELET,

“thali- Identity Services Engine Home  » ContextVisbility  » Operations b Policy [V Nl » Work Centers
~System | Identity » Network » Device Portal pxGrid Services ) Feed Service  » Threat Centric NAC
Deployment  Licensing v Cerificates  » Logging ~ » Maintenance ~ Upgrade  » Backup & Restore  » Admin Access b Seftings
o
~ Certificate Management Trusted Certificates
System Certificates 7 Edit ofeImport | @ Export = )¢Delete O View
Trusted Cerificates [ Friendly Name + | status Trusted For Serial Number Issued To Issued By
) Cisco Services
ClsP ElEn Pl [ 802.1x_mingjzho_4096CA Enabled Endpoints OF3A91F2B363... test.sipura.cisco.com test.sipura.cisco.com
Cerificate Signing Requests Infrastructure
[ ASULIU-SCEP-CA#ASULIU-SCEP-CA#00009 Enabled Infrastructure 62F754B081B9 ... ASULIU-SCEP-CA ASULIU-SCEP-CA
Certificate Periodic Check Setti... [ asuliu-SUBCA#ASULIU-SCEP-CA#00008 @ Enabled Infrastructure 14724E9A0001 ... asuliu-SUBCA ASULIU-SCEP-CA

» Certificate Authority Baltimore CyberTrust Root 2. Enbled Cisco Services 0200 00 B9 Baltimore CyberTrust Ro... Baltimore CyberTrust Ro...
Infrastructure
[0 cAPF-50aa97cf Enabled g':;s;;’;"“s 6A4F 99 F8 B9 CO ... CAPF-50aad7ch CAPF-50aa97cf

H— /)\EEEAE

RADIUS H#—/\—DiERRE = H{TL7)L— bk CAFEFRE % EAP-TLS I UL TA VY R M—ILT %0 [ —/\—1&EE
(Server Validation) ] #BMICLET., Y—EZRRIERA T3V TT, I—FHEREEERWEE. 0

FIEFERTEZET,

FETH—N—FAZZA VYA M—ILTBICIE. A1V D[REEAE (Certificates) |V = 7 X—I D [RBREY—/\

—CA (Authentication Server CA) ] [T L T[4 YA M=)l (Install) ]=&RULE T,

[&HR (Browse) ] #i#iRL. PEM (Base-64) £/-[Z DER TV A—F 4 VI H 2P —/N\—JRAEZEL X

ER

Signed in as admin, Sign out

Certificates

Cisco IP Phone DP-9861 ( SEP845A3EC22785 )

Device information Select file (.cer) to upload: [ Browse... | No file selected.

Network setup

Upload \
Setup -

ITARTDIARZEDA VA M—ILHET L7=5. Cisco Desk Phone 9800 &) —X = HBicEid 2NEBEAH N X T,

Signed in as admin, Sign out

Certificates
Cisco IP Phone DP-9861 ( SEP845A3EC21655 )
Device information Authentication Server CA certificate has been updated.
Network setup Phone will use the new certificate after reboot. You can restart the phone with:
Setup "System/Restart"
Certificates

REEAE DHIBR

User Installed fEEAE (X, BBREV T IR—I A V=T 1M AL SHIKRTEZTT., EEV I IXR—IHSEHA
EZHIPRT BICIE. WIHT BAABICH L T [HIFR (Delete) 1 ZiER L. RS EHIBRES NS, BiEZ HiCE
L/ia_o
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Signed in as admin, Sign out|

Certificates

m Cisco IP Phone DP-9861 ( SEP845A3EC21655 )

Device information Type Common name Issuer name Valid from Valid to

Network setup L CN=CP-9861-SEP845A3EC21655, 0=Cisco, OU=TPM — . . o g
. Manufacturing issued SUDI, serialNumber=PID:DP-9861 SN:FVH280322J6 CN=High Assurance SUDI CA, O=Cisco 01/29/2024 05:06:35 08/09/2099 20:58:26
etup
s Manufacturing CA CN=High Assurance SUDI CA, O=Cisco 0=Cisco, CN=Cisco Root CA 2099 08/11/2016 20:28:08 08/09/2099 20:58:27 [ Export |
ertificates —
Y Manufacturing root CA 0=Cisco, CN=Cisco Root CA 2099 0=Cisco, CN=Cisco Root CA 2099 08/09/2016 20:58:28 08/09/2099 20:58:28 | Export |
Network statistics —
User installed <Not installed> <Not installed> Install

Ethernet information
Access Authentication server CA DC=yan, DC=com, CN=yan-YANY2-CRDC-COM-CA DC=yan, DC=com, CN=yan-YANY2-CRDC-COM-CA 01/27/2021 09:00:25 01/27/2026 09:10:25 [ Delete

LSC fEFAE%. CUCM EFEXR—IJ THIERL=5. [RF (Save) 1 >[EA (Apply) ] DIEICEIRL T,

r Certification Authority Proxy Function (CAPF) Information

Certificate Operation* ‘ Delete v \

Authentication Mode* By Null String v

Authentication String

Generate String

Key Order* RSA Only v
RSA Key Size (Bits)* 2048 v
EC Key Size (Bits) v
Operation Completes By ‘%l ‘OL| |&| |&’ (YYYY:MM:DD:HH)

Certificate Operation Status: None
Note: Security Profile Contains Addition CAPF Settings.

Yy ZIIEHAEE&Z7OMIJL (SCEP)

SCEP (. FIRREZBEMICTOEY a2V VB LUVUEHTD/1-HDEETH DD, 7747V MADFHED
FEAVAM—ILEBAI VAN ZRBETEZET,

Cisco I0S Z$gT— x>~ b (RA) (fll. Cisco IOS JL—% —) (&, FEBHE%#H1T9 % SCEP X CAAD7OF Y
(l. SCEPRA) L LTHgETEZE Y., bROVIE, KORDLSICHE>TVET,

RADIUS server
stores list of
Cisco IP phone authorized Gisco IP
RA authenticates Firewall protects phones
and authorizes CA, RADIUS and

SCEP requests other devices in
from Cisco IP the corporate
phones network

Registration

ttp Authority(RA)

Certificate
Authority{CA)
configured to

grant all requests

from the RA

BALU CAFz—rh. BESLV RADIUS H—/\\DIIAZBDRITICERAESNTWS I L Z2HELET, 25U
BRWE, Y—/RIENKKT DAJEEMNH D E T,

SCEP T & 2 R¥DFAAEZEFDIHE. Cisco Desk Phone 9800 ¥ 1) —X &, Cisco Unified Communications M
anager [CEHREINTVWSA—UXYy M XYM TV ICEHGEINTLWSIRELNHD XD,

Cisco Desk Phone 9800 & 1) —X (&, SCEP EXk®D7=|C Cisco Unified Communications Manager TE&ZI
FeRDING A= ZFALET,

SCEPRA D IP 7RLRFIERAMZOVWITNAZEE L SIC. WLAN SCEP H—/\ Z5RET 2V EINHD
9.
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WLAN JL— b CA 158 (SHA256 F/=Id SHA1) (. FEFAEZHITT % CA DIENZEL LS ICRET 2LEN
HDEY., SCEPRA HEFINTL\SHEIT CA LT CA DIFE. ZDIRMEANLEITH. JL—b CA DI
BUIIADUERBA, ERESINENRIZITR SRS ZRA T 5 -DICERAINET,
IN5DINT A—5 %H|RT % & SCEP KEMICHKRD £T,

WLAN SCEP Server 10.195.19.65 @

WLAN Root CA Fingerprint  g1512B4316429092925C68917018374EBD254447
(SHA256 or SHA1)

Cisco Desk Phone 9800 U — X & SCEP &§FEk% SCEP RA [OEELE Y. ThiTldk. B (POI) &
L T. &EiEDManufacturing Installed Certificate (MIC) ¥ &FhE 9,

SCEP RA (&, EFED MIC ZH{TU /=TI CA DFFAZEZEAL T, EFED MIC ZH&REEL. BUED T /1 X585
D=®HIZ, #h% RADIUS H—/NI[TELE T,

RADIUS H#—/\I37 /XA RZRIEL. SCEP RA [CEZEFLET.

SCEP RA [&. ZMD%. RADIUS FBEEAN RINLI-HR. BRYIIXAM%E CAICEELET,

SCEP RA (& CA 51 —H—iEAEZFITID . BENSKR—) VY ITEREZZITM /& TENEEREITEEL
E3

Cisco Desk Phone 9800 ¥V —X &, 1—H ¢ H—N\OIAEDEWEIREZ EHMICF v I LET,
FERREDEFIE. AR 50 HUADIZE. BHMHHINT 22X T 24 BREC LIITONE T,

WLAN Root CA Fingerprint (SHA256 7zl& SHA1) ZE&T 57-HICFERAI 12 CAFERAEOEMRL TN
TW3igE. BEEIF#L LY CAGERAE D SCEP getca EXKZXELET., LML, ZNHAERICKRIIZ B8
[ClE. BEEIIHFHL L CASFRAZI(CE&HE T, Cisco Unified Communication Manager N CEEDRTE DS =
EHITH20ELNHDET, CAHNSHUWEHAENERICRESI NS L. &L CAEHERERRENE T,
IA—HRIRAEDEYHRI TN T ZI5E. BEEI—TIAZSEZEHT 572HICH L L SCEP EHFREKR%E(E
LEd. iLWI—FDFERAZEN CAMNSIERICZREIND L. VI OFMHAEREIRENET,

WLAN SCEP H—/\— ZF/=(Z WLAN Root CA Fingerprint (SHA256 or SHA1) AHMEIES hi-1%A. Cisco De
sk Phone 9800 &V —X 3 CA L1 —H—fEAZZAIRFICEMLL S L LET,

RERE (CA) DRYE

Microsoft® £BEEfF (CA) H—/\DERE#HELET,
UTDHA RS A VICHE>T. Microsoft CA Z88EL TL &L,
1. Microsoft Windows #—/\_EICEBEE/S & Active Directory K XA Y —EZXZEBLE T,
2. RYMT=U TIARBFEY—EXZFMICLET,
3. [2—%—70O/XF 1 (user property) ] BiEID[MemberOf]7 7IC7 - A LT, EEE% IIS_IUSE
RSOAYN—ICULET,
4. Server Manager %, #£# L C[A—J)L%BMN (Addroles) 122Uy LZET,

Cisco Desk Phone 9800 &) —XJ7A4 VL X LAN EA A K 149



E_,, Server Manager 9 [=] '

File Action View Help
e %= H

=] ::g Roles
= 5 Active Directory Domain Services ;K
] Active Directory Users and C & View the health of the roles installed on your server and add or remove roles and features.
m:; Active Directory Sites and Se >
g’ Network Policy and Access Servic

< a
;asat\:/;eebsServer (1s) -~ Roles Summary ﬂ Roles Summary Help j
= Diagnostics =
j]} Configuration ~ Roles: 3of 17 installed M8 Add Roles
=) &5 Storage 5:. Remove Roles

@ Windows Server Backup 1. Active Directory Domain Services

i=7 Disk Management Metwork Policy and Access Services

© Web Server (IIS)

5. [—/X—0O—JL%&IR (Select Server Role) ] X— T, [Active DirectoryiEEH& (Active Direct
ory Certificate) ][F—E X (Services) ] O—ILDJEICEIRL. RN (Next) 122 Uv o LFE
¥, BIRENTWBT7AIMY—EXRE, [RBRER (Certification Authority) ] T3, Fx v I/KRy
J2AEAT7ICUTEEILET,

6. Network Device Enroliment Service D& E|H—EX&EBML XY,

[O—JLY 4 ¥— K %38 (Add Roles Wizard) 1. [A—JLH#—E X %BIR (Select Role Service
s) 1R—=ID, [RY MIT—UFINA4 ZA&FH—E X (Network Device Enroliment Service) ] ¥ =
VIR REAVICULIZS, RN (Next) ] 20Uy I LET,

Add Role Services [ %]

= 5
&E'\:? Select Role Services

Select the role services to install for Active Directory Certificate Services:

User Account Role services: Description:

RA Information Certification Authority (Installed) ertfcation Authary (CAL & used to
Cryptography [ Certification Authority Web Enroliment Multiple CAs e T
Confirmation [[] online Responder public key infrastructure.

[V] Network Device Enrollment Service
Progress [] Certificate Enrolliment Web Service
Results [] Certificate Enroliment Policy Web Service

More about role services

 Previous | Next > I Instal | Cancel |

8. V4 —KiF. BDEBIXRTOKEERFENAI VA=A TWEIIES I Z2RELET. BEFELA
WEEBRLH ZIHEEF. ZRICOWVWTHIAT 351 707Ky ¥ ANKRREI N, EKEEROM VI~
—IEDOWTDFFAIZRHET., A1V AM—ILZHITTBICIE. [IEW (Yes) 120Uy I ULET,

9. [A—ILY—E R (Role Services) |O [2—HF—FHho >k (User Account) 127Uy o L. [
—4—%jBIR (SelectUser) ... 20Uy LET,
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pddroles wizard ]|
= 3 )
_ Specify User Account

Before You Begin Select the user account Network Device Enrollment Service should use when authorizing certificate requests,

The user must be a member of the Domain and must be added to the local IIS_IUSRS group.
Server Roles

ADCS % Specify user account (recommended)

[¥D-MSCaladministrator

Role Services

Select User...

" Use the application pool identity instead of a user account

R& Information

Cryptography
Confirmation
Progress

Results

< Previous | Rext > I

10. - —RZELTEBEEANL. KRT—KRZANLET,
| X]

Instal | Cancel |

Windows Security

Add Role Services
Specify a name and password.

Password
Domain: YD-MSCA

1
F Insert a smart card

OK I Cancel
1. BFHERHRZEADLET.
Add Role Services [x]

= & : I ) .
! d;é Specify Registration Authority Information

Role Services

User Account

RA Information

A registration authority will be set up to manage Network Device Enrolliment Service certificate requests. Enter
the requested information to enroll for an RA certificate.

Required Information

Cryptography

" . RA Name: |YD-MSCA-W2K8-MSCEP-RA
Confirmation
Progress Country/Region: IUS (United States) -
Results

Optional Information

E-mail
Company:
Department:

City —
—

State/Province:

<provious |[ mext> | el | cancel |

12. [Signature Key CSP] & & Uf [Encryption key CSP] (Xt U T [Microsoft Strong Cryptographic Pro
vider] Z#RL X 7.
13.[¥—DXF&K (Key character length) ] (XL T, 2048 %&RL £ T,
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=

! é:}a Configure Cryptography for Registration Authority

Role Services To configure cryptography, you have to select cryptographic service providers and key lengths for the
signature key and the encryption key used to sign and encrypt communications between the device and the

User Account

RA Information

Signature key is used to avoid repetition of communication between the CA and the R,

Confirmation Signature key CSP: Key character length:
Progress Micrasoft Strong Cryptographic Provider | fe0es |
Results

Encryption key is used For secure communication between the RA and the network device.

Encryption key CSP: Key character length:
Microsoft Strong Cryptographic Provider | [e0ss =l

More about signature and encryption keys

<previous |[ mext> |
14.[41 A=)l (Install]) %&BIRULFT.

jAdd Role Services

Cancel

= &

= Confirm Installation Selections
|

L

Role Services
To install the Following roles, role services, o features, click Install.

User Account —

) (i) 1 informational message below

RA Information -

Cryptography (i) This server might need to be restarted after the installation completes.

~ Active Directory Certificate Services

Progress Network Device Enrollment Service
Results Account : YD-MSCA\Administrator
R# Information:
Name : YD-MSCA-W2K8-MSCEP-RA
Country : us
Email : <None:>
Company : <None>
Department : <None>
City : <hone>
State : <hone>
Signature Key CSP : Microsoft Strong Cryptographic Provider
Signature Key Length : 2048
Exchange Key C5P : Microsaft Strong Cryptographic Provider
Exchange Key Length : 2048
Challenge Phrase URL : http: [YD-MSCA-W2K8{certsrv/mscep_adminf

Print, e-mail, or save this information
<previous | x> [[Cmstal | concel |
AV ZAM=ILDENLIIEE. BRER—IDNRRINET,

Add Role Ser

es

!ﬁ:‘,; Installation Results

Role Services ) ) .
The following roles, role services, or features were installed successfully:
User Account

R& Information ~ Active Directory Certificate Services 0‘ Installation succeeded
R The following role services were installed:
) Network Device Enrollment Service
Confirmation
Progress

Print, e-mail, or save the i ion report.

\Uu:-l Iext | Close I Canicel I

15. [EnforcePassword] % 0 %3&iR L T. regedit {2 T [SCEPZEFLE/\X 7— RE4 (SCEP enroll
ment challenge password requirement) ] Z&E&HICLE T,
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([HKEY_LOCAL_MACHINE] > [V 7 b7 =7 (SOFTWARE) ] > [Microsoft] > [EES1t (Cryptography) ] >
[MSCEP] > [EnforcePassword])

17.

18.

"’ Registry Editor

File Edit View Favorites Help

B Cryptography ;l MName \ Type ‘ Data
E3] AutoEnrollment ab|(Default) REG_SZ (value not set)
# Calais WWo|EnforcePassword  REG_DWORD 0x00000000 {0)
CatalogDB

CatDBTempFiles
3] CertificateTemplateCache
# Defaults
=] MSCEP
CAType
CertsInMyStore

PasswordyDir
UseSinglePassword

16.SCEP OFIFAET Y 7L —hZ21EET S

SCEP Id. LYZRNYTHRESNTWRIAET Y 7L— b 2ERAUCHAEEXTLES. ([HKE
Y_LOCAL_MACHINE] > [V 7 b 7 (SOFTWARE) ] > [Microsoft] > [EE&{t (Cryptograph
y) 1> [MSCEP])

£ Registry Editor

File Edit View Favorites Help

& Defaults ;I Name ‘ Type ‘ Data

=] MSCEP ab|(Default) REG_SZ (value not set)
CAType abEncryptionTemplate REG_SZ IPSECIntermediateOffline
CertsInMYStore ab|GeneralPurposeT... REG_SZ IPSECIntermediateOffline
EnforcePassword al

L1 SignatureTemplate JNZelr4 IPSECIntermediateOffline

PasswordvDir
UseSinglePassword

BE. RAICEEDRVEIENH D LT (CAIRAEDOHBMERL). RA Z SCP H—/NICEFIT 51
HICFEATZ2T7AILMDTYTL—ME. £ET/IN1 Z 4 k U7 IPSECIntermediateOffline TY,
ZDfc8. Cisco RA Z SCEP —/\[CEFT BHIIC. ELWTYTL—bHLEEDLIZMYICE
ESNTWBIEZRLTLES,

Cisco RA ' SCEP H—/NICEEFIhictk. EBZRFLIZANIDTYTL—bZ2ZEETIZVEND
NDF9 (I—HIEAZEDEAR%Z)L— b CA DHIE &L D EL TEHENH BIEH).
[CertificateT> 7L — k (Certificate Templates) 1 2527V v4o L. [BE (Manage) 1ZiERL

&s|#mc=H
S Server Manager (VD-MSCA-V/2K8) Certificate Templates
= 3 Roles
= T Active Directory Certificate Servi |-iare RS pES
5 & En . 3l scep-User Encrypting Fie System, Secure Email, Clen...
i A (¥0.0) ¢l CEP Encryption ate Request Agent

emplates (v- | 2 Exchange Enralment Agent (Offine req. ste Request Agent
9] 1psec (OFfine request) rty IKE intermediate
Centficates 3] web Serverv3 Server Authenkication

ssued Certificates 7l web servervz Server Authentication

Pendng Requests 2 wii Server Certficate template Server Authentication
Failed Requests T pirectory Email Replcation
. R h Controller Authentication ntical
o Activ omai covery Agent File Recovery
A ory Us New »IFs Enarypting Fie System
Hmsca. ydnet ) Controler Chent Authentication, Server Authentication
?’“" . Server Authentication
c:x:' ':; Refresh ter Clent Authentication, Server Authentication
- % Export List... ypting Fi I, Cien...
Foveigrsec LB Encrypting il System, Secure Email, Cien.

inate Certification Authority <al>
trator Microsoft Trust List Sigring, Encrypting Fie. .

Managed 5

Users

=] [ Active Directory Sites
3 [ Sites

Subnets
Inter-Ske Transports |

5}

[User7>7L—NK (Usertemplate) ] #5%2Y v~ L. [DuplicateT> 7L —b (Duplicate Tem
plate) ] #BRL X9,

19. [ Windows Server 2003 2008 ¥ 7L — K] ZBIRLE T,
20.[2# (General) ] 77T, Y7L —hMRLBEVHEEZZTELET,
21.[#k#& (Extensions) | # 7T, UTZMH#RLET.
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DSATPYNBEIT7 TV 5— 3 ViR
[+—ofEA (Key Usage) ]icid. [FY

Cer

ate Templates Console

File Action View Help

Do—D1DELTERESNTVET,
4 )&% (Digital Signature) ] BN HD XY

& === H=

Certificate Templates (YD-MSCA-W2KE | Template Display Name ~

I Minimum Supported CAs I Versic ﬂ

| Directory Email Replication
% Domain Controller

) Domain Controller Authentic
Q EFS Recovery Agent

) Enrollment Agent

Q Exchange Enrollment Agent
)| Exchange Signature Only
| Exchange User

& 1psec

& 1PSec (Offline request)

) Kerberos Authentication
E Key Recovery Agent

EI QCSP Response Signing

Q OneHourSCEPUser

F RAS and 145 Server

) Root Certification Authority
_i-l Router (Offline request)
& sCEP User

&) scep-user

E server Template

) smartcard Logan

) Smartcard User

E Trust List Signing

E User

Fweb: Al Tasks

.—ﬁ-l Web B
@ web: Properties
B WiFiF  Help

) workstation Authentication

o | 0| K1

| Cross Certification Authority

& Envollment Agent (Computer)

EI Subordinate Certification Authority

Duplicate Template

E WiFi Server Certificate template

‘Windows Server 2003 Ent...  105.C
Windows Server 2003 Ent...  115.C

‘Windows 2000 4.1
ation Windows Server 2003 Ent...  110.C
Windows 2000 6.1
‘Windows 2000 4.1
Windows 2000 5.1
(Offline request)  Windows 2000 4.1
‘Windows 2000 6.1
Windows 2000 7.1
‘Windows 2000 8.1
‘Windows 2000 71

Windows Server 2003 Ent...  110.C
‘Windows Server 2003 Ent...  105.C
Windows Server 2008 Ent... 101.C
‘Windows Server 2008 Ent...  100.5
‘Windows Server 2003 Ent...  101.C
Windows 2000 5.1

‘Windows 2000 4.1

‘Windows Server 2008 Ent...  100.2
Windows Server 2008 Ent...  100.2
‘Windows Server 2003 Ent...  100.2

‘Windows 2000 6.1
‘Windows 2000 1.1
‘Windows 2000 5.1

‘Windows 2000
Windows 2000 4.1

‘Windows Server 2003 Ent...  100.2
Windows Server 2008 Ent...  100.5
Windows Server 2008 Ent...  100.4
‘Windows Server 2008 Ent...  100.€
Windows Server 2003 Ent...

| o

22. EICIHU T, [£# (General) ] @ [BX1HABR (Validity Period) 1 ¥ 7 %8 EL XY,

SCEP-User Properties ﬂ

Superseded Templates I Extensions I Security I Ser
Cryptography I Subject Name |

General Request Handling

Tiemplate display name

|ssuance Requirements |

ver |

|SCEP-User
Minimum Supported Cas: Windows Server 2008 Enterprise

Template name

|SCEP-User

Renewal period:

I 3 I weeks % I

Validity period:

2 |years % I

¥ Publish certificate in Active Directory

™ Do not automatically reenroll if a duplicate certificate exists in Ac
Directory

r For automatic renewal of smart card certificates, use the existing key

if a new key cannot be created

tive
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2. UTICRT LSS, [UTY T b (Subject Name) | ZEREL XY

SCEP-User Properties nm
Superseded Templates I Extensions l Security I Server
General | Request Handling

Cryptography Subject Name I Issuance Requirements I

& Supply in the request

ibiect information from existing certificates for autoenroliment

" Build from this Active Directory information

Select this option to enforce consistency among subject hames and to
simplify certificate administration.

Subject name format

I None L]

I~ Include e-mail name insubject name

Include this information in alternate subject name:

I~ | E-mail name
I~ | DNS name
™ User prinicipal name (PN

I~ Service principaliname (SPN)

24. UTFICRS £ SIC, HRERBEEE ¥ 72 EL Z 7.

Properties of New Template [ ]
" General | Request Handling I Subject Name I Server |

Issuance Requirements | Superseded Templates ~ Extensions | Security

To modify an extension, select it, and then click Edit.

Extensions included in this template:
DApplication Policies
D Basic Constraints
D Certificate Template Information
[ J1ssuance Palicies

Key Usage

Description of Key Usage:

Signature requirements: ;]
Digital signature

Allow key exchange only with key encryption
Ciitical extension.

|

25.[7ZILTY X A% (Algorithm Name) 1. [$—D &/« X (Minimum Key Size) 1 5LV [V T

ABM/IN\v < a (Request Hash) ]. MEICIHLU T,

SCEP-User Properties 21X
Superseded Templates | Extensions ] Security I Server
General I Request Handling

Cryptography | Subject Name I Issuance Requirements I
Algorithm name: I RSA j

Minimum key size: |2043

Choose which cryptographic providers can be used for requests
' Requests can use any provider available on the subject's computer

" Requests must use one of the following providers:

Providers
[Microsoft Software Key Storage Provider
Request hash: SHAT ﬂ

™ Use altemate signature format.
For more information about restrictions and compatibility click here.
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26. HiLKER LTV 7L —hZ2E%ICT SICIE. [CertificateT > 7L — k (Certificate Template
s) 1262y LT, [F# (New) ] > [CertificateT> 7L — Ik (Certificate Templates) ] ®

IRICEIRL. RITLET,
B Server Manager (YD-MSCA-W2K?)

= f]' > Roles —l—r
= ﬁ Active Directory Certificate Servi S Intendgd Pun_'pose —
g % Enterprise PKI E SCEP-User Encrypting File System, Secure Email, Clien...
_-_aJ yichun-Ca (¥0,0) EI CEP Encryption Certificate Request Agent
& Certificate Templates (YD-MS E Exchange Enrolment Agent {Offline req... Certificate Request Agent
B @i vichun-CA Fl 1psec (Offline request) 1P security IKE intermediate
| Revoked Certificates EI ‘Web Servery3 Server Authentication
~| Issued Certificates E ‘Web Servery2 Server Authentication
~| Pending Requests E WiFi Server Certificate template Server Authentication
_| Failed Requests | Directory Email Replication Directory Service Email Replication
- - ¢ Manage ~|Domain Controller Authentication Client Authentication, Server Authenticatio...
S =i .:l_ctlve Directory =~ ___|EFS Recovery Agent File Recavery
=l Active Direcl Certificate Template to Issue Encrypting File System
=) 5 yd-msca = , |Domain Contraller Client Authentication, Server Authentication
= Buil Vlew— Web Server Server Authentication
—~ Refresh Computer Client Authentication, Server Authentication
-— Eoo:: Export List... User Encrypting File System, Secure Email, Clien...
j- Man  Help Subordinate Certification Authority <all>
* Users Administrator Microsoft Trust List Signing, Encrypting File...
[ [ Active Directory Sites and Se
=[] Sites

| Subnets

27.SCEP A—% FV 7L —bZHERLET,
[ Enable Certificate Templates K

Select one Certificate Template to enable on this Certification Authority.

Note: If a certificate template that was recently created does not appear on this list, you may need to wait until
information about this template has been replicated to all domain controllers.

All of the certificate templates in the organization may not be available to your CA.

For more information, see Certificate Template Concepts.

Name | Intended Purpose ;]
E Router (Offline request) Client Authentication

@ SCEPU Email, Encrypting Fil

& server Template Server Authentication

& Smartcard Logon Client Authentication, Smart Card Logon

@ Smartcard User Secure Email, Client Authentication, Smart Card Logon

E Trust List Signing Microsoft Trust List Signing

] User Signature Only Secure Email, Client Authentication

B WiFi Phone Certificate template Server Authentication
] Workstation Authentication Client Authentication

| | »
0K I Cancel |
28.regedit 2T, FHRER LT T L — b % SCEP [CEERITET.

Registry Editor

File Edit Favorites Help
coM3 2| [ Mame | Type | Data
Command Processor ab|(Default) REG_SZ (value not set)
=1+ 1. Cryptography ab)EncryptionTemplate REG_SZ IPSECIntermediateOffline
. AutoEnrolment ab|GeneralPurposeT... REG_SZ IPSECIntermediateOffline
- L Calais ab|SignatureTemplate  REG_SZ IPSECIntermediateOFfiine
. CatalogDB
| CatDBTempFiles
[#- | Defaults
B- s MSCEP. Value name:
. CAType |EncryptionTempIate
. CertsInMYStore
. EnforcePassword Value data:
. PasswordVDir |SCEP-USER]
| UseSinglePassword
= | oID 0K I Cancel I
[#- | Protect
rm e

29.[NIS][ 77V —oay7—IL] ICBEL T SCEP H—EXZHBREE#L. FTLLWFVYTL—r2H
MICULET,
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RADIUS #8p%

UTDHA R4 VICHE>T, RADIUS —NZFR/ELEXY., ISE H—/NFEFRD=6HD SCEP F/\1 ZFRFED
®EZRZUL. SCEP VY 21— 3V D=8D Cisco IOS RA £ PKI #EEICFERTEE Y.
1. [&H (Administration) ]>[®XY kT7—2F/)X«4 X707 74 )L (Network Device Profile) ]
DIEICEIRL. TLWTO7 71 IL%EEBIMNT %h Cisco E WSEFEO7O7 74 I &;EFRALE
9, FLWIO7 70 ILEERT 2. FIRZOM3)L (Supported Protocols) 1. [RBEE/#&
#2 (Authentication/Authorization) ] £ X U [#EPR (Permission) ]Z@YICEREL XY,

= dub Identity Services Engine Administration / Network Resources

P! Bookmarks Network Devices Network Device Groups Network Device Profiles External RADIUS Servers RADIUS Server Sequences More

L} Dashboard

Network Device Profiles

! Context Visibility

Selected 0 Total 9 5
X oOperations

+ Add Wy Import L, Gisco Communities Import FURVI v4
U Policy
O Name A Description Vendor Source
4. Administration
O AlcatelWired Profile for Alcatel switches Alcatel Cisco Provided
A Work Centers
D ArubaWireless Profile for Aruba wireless network access devi... Aruba Cisco Provided
(] BrocadeWired Profile for Brocade switches Brocade Cisco Provided
> :
e ctvelieatuiss O  #cisco Generic profile for Cisco network access devi... Cisco Cisco Provided

«lul |dentity Services Engine Administration / Network Resources

)| Bookmarks Network Devices Network Device Groups Network Device Profiles External RADIUS Servers RADIUS Server Sequences

Network Device Profile List > Cisco
8% Dashboard

Network Device Profiles
! Context Visibility

‘\ Operations
* Name Cisco

(' Policy
. Generic profile for Cisco network access devices
Description

& Administration 4

nll  Work Centers r

Vendor Cisco

Supported Protocols

?) Interactive Features RADIUS

TACACS+

TrustSec

RADIUS Dictionaries ~ Cisce X

2. [&3 (Administration) ]>[®v kT—% 1Y —2X (Network Resources) | >[XYy kT—7F)
4 A (Network Devices) ] DJEICEIR L. BUTICRT &SI yan_RA_sudi 7 &£ D Cisco I0S (T7
NAZZEBMULET
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Services Engine il » Operations » Policy ~ Administration » Work Centers

» System  » Identity v Network » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

¥ Network Devices ~ Network Device Groups ~ Network Device Profiles ~ External RADIUS Servers ~ RADIUS Server Sequences ~ NAC Managers ~ External MDM  » Location Services
——

[ [J ping_switch 10.74.133.13... &l Cisco All Locations All Device Types
Network Devices [ rimo_switch 10.74.23.50/32 All Locations All Device Types 10.74.23.50
[J shihan-test 10.74.10.220/32 All Locations All Device Types
Default Devi
elalt Device [] shugwang-rou... 10.74.133.115... All Locations All Device Types
Device Security Settings [J ting_cube_sw2  10.74.53.202/32 All Locations All Device Types ting_cube_sw2
O ting_wlc9800 10.74.151.66/26 All Locations All Device Types
[J tiren_shield_wic  100.100.101.... All Locations All Device Types
S L yp
[ tru-test-au 10.74.10.219/24 All Locations All Device Types
yp
[J wangh_switch 100.100.30.7... ks Cisco & All Locations All Device Types wangh_switch
[ wenjuaga_swi... 10.74.10.72/32 % Cisco & All Locations All Device Types
[ weny_switch 10.74.19.19/26 Cisco " All Locations All Device Types
[] wexiao2_switch  10.79.57.18/24  i; Cisco All Locations All Device Types wexiao2_switch
[0 whale_wLC 10.74.18.31/32 s Cisco &% All Locations All Device Types
>\ yp
O wic-public 100.100.66.1... L Cisco All Locations All Device Types
O yan-auto 100.100.116.2... All Locations All Device Types
O yan-auto-3502 100.100.116.1... All Locations All Device Types
[0 yan_RA_ca2 10.79.57.89/32 All Locations All Device Types
O yan_RA_ca3 10.75.185.48/32 i Cisco & All Locations All Device Types
[0 yan_RA_sudi 10.79.57.93/32 % Cisco ¥ All Locations All Device Types scep-for-sudi

3. [/RU L — (Policy) ]> [RBRE (Authentication) ] DJEICEIRL. [F7 A b (Default) 1 )L—IL%
HELT., [TFZAxILbDRY M7= 72X (Default Network Access) ] & [All_Uesr_ID_Sto
res] ZERAL X,

Identity Services Engine Policy / Policy Sets

P! Bookmarks Policy Sets > Default Reset Reset Policyset Hitcounts m

L Dashboard

Status  Policy Set Name Description Conditions Allowed Protocols / Server Sequence  Hits
| Context Visibility
% Operations
o Default Default policy set Default Network Access 2
1 Policy
4 Administration Authentication Policy(3)
Al Work Centers
(@ Status Rule Name Conditions Use Hits  Actions
All_User_ID_Stores
2 Interactive Features
©  Default o
> Options {O}

Cisco IOS RA TIFFERAENR—RADFBIEEN T TICRH T L TWS /=8, FBEEA T a vid MFREEHIREL
feBEl £ TA—THARIOMSKBWNGE] ICHUTHEITI DL DICERETEXT,

If Auth fail
Al REJECT
DROP

CONTINUE

REJECT ~N
Qo Default 0

4. [&H (Administration) 1> [74 5TV 5471 &®E (Identity Management) 1> [PA1FYFT 4T
4 Y —AY— X (ldentity Source Sequence) ] DJEICEIRL X7,
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)| Bookmarks Identities Groups External Identity Sources Identity Source Sequences Settings

L} Dashboard Identity Source Sequences List > All_User_ID_Stores

| Context Visibility Identity Source Sequence

(o] ti i
X Operations v Identity Source Sequence

) *N
U Policy ame All_User_ID_Stores

2 Administration Description A built-in Identity Sequence to include all User Identity Stores
mi  Work Centers

. v Certificate Based Authentication
?) Interactive Features

Select Certificate Authentication Profile Preloaded_Certificv

Vv Authentication Search List

A set of identity sources that will be accessed in sequence until first authentication succeeds
Available Selected
Internal Endpoints I
5. [/RU < — (Policy) ]> [/RU & —ESR (Policy Elements) ] > [#58R (Results) ] > [F28E (Authenti
cation) ] > [SFAI’E#A 70k 3JL (Allowed Protocols) ] ®JBEICEIRL. UTICRT LS. [F7
AIWBMDEXRY NT—0F7 2t X (Default Network Access) | ZiRELF 9

Policy Sets ~ Profiling  Posture  Client Provisioning = ¥ Policy Elements

Dictionaries ~ » Conditions ¥ Results

(<)
Allowed Protocols Services List > Default Network Access
¥ Authentication
Allowed Protocols
Allowed Protocols Name | pefault Network Access
» Authorization Description | pefault Allowed Protocol Service
» Profiling y
7.

» Posture w Allowed Protocols

» Client Provisioning Authentication Bypass
Process Host Lookup (i

Authentication Protocols

]

Allow PAP/ASCII

Allow CHAP

Allow MS-CHAPv1

I

Allow MS-CHAPv2

]

Allow EAP-MD5

]
®

Allow EAP-TLS

(] Allow Authentication of expired certificates to allow certificate renewal in Authorization Policy i
[J  Enable Stateless Session Resume

Session ticket time to live %) Hours

6. [RU— (Policy) 1> [/RU—E3% (Policy Elements) ] > [#58 (Results) ] > [RB&E (Authoriz
ation) ] > [B2SE70O7 7 1)L (Authorization Profiles) ] DJEICiEIR L. Phone_SCEP_profile % &
@ SCEP [C7O7 74 ZEBMLET.
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Policy Sets ~ Profiling ~ Posture

Dictionaries

» Authentication

~ Authorization

Authorization Profiles

Downloadable ACLs

» Profiling

» Posture

» Client Provisioning

Identity Services Engine

Policy Sets

Dictionaries

» Authentication

v Authorization

Authorization Profiles

Downloadable ACLs

» Profiling

» Posture

» Client Provisioning

7. [ (Administration) 1> [P4F Y574 74 &®E (ldentity Management) ] > [ZIL—7 (Gr
oups) 1> [A—Y—=FA4F>FT 4T 4 7I)L—7 (Userldentity Groups) ] DJEICEIRL. UT

Profiling

Client Provisioning

» Conditions

~ Policy Elements

» Conditions  ~ Results
—

Standard Authorization Profiles

For Policy Export go to Administration > System > Backup & Restore > Policy Export Page

/ Edit <=Add [fyDuplicate )€ Delete

Blackhole_Wireless_Access
CI_bbb_voice_vian
Cisco_IP_Phones
Cisco_Temporal_Onboard
Cisco_WebAuth

Eagle PC VLAN

Eagle Wired Phone VWLAN
FT pc vian 96

NSP_Onboard

O0DO0oooooooog

Non_Cisco_IP_Phones

3]

Phone_SCEP_profile

Home » Context Visi

Posture  Client Provisioning

¥ Results

Name Profile

il Cisco (&

% Cisco &

» Operations

¥ Policy Elements

Authorization Profiles > Phone_SCEP_profile

Authorization Profile

*Name

Description

* Access Type

Network Device Profile

Service Template
Track Movement

Passive Identity Tracking

» Common Tasks

a Description
Default profile used to blacklist wireless devices,
CI_bbb_voice_vlan
Default profile used for Cisco Phones.
Onboard the device with Cisco temporal agent
Default Profile used to redirect users to the CW/
Access PC VLAN 165 of Eagle Team
Access VVLAN 604 of Eagle Team
access vlan 96 for phonenix register
Onboard the device with Native Supplicant Prov
Default Profile used for Non Cisco Phones.

for scep

» Administration » Work Cel

Phone_SCEP_profile

l for scep

[access_accepT

il Cisco | w | 2
O

Oad

Qa

v Advanced Attributes Settings

| Cisco:cisco-av-pair

| =|pki:cert-application=all

ICRENTWSLSIC, scep-group B ED SCEP [CxLTA—H—FIL—T2EBMULET,
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csco  ldentity Services Engine Home » Context Visibility » Operations » Policy ~ Administration » Work Centers

» System | ~ldentity Management = » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

» Identities ~ Groups  External Identity Sources  Identity Source Sequences  » Settings

—
Identity Groups User Identity Groups > scep-group
Identity Grou
= 5) ty Group
v|E= - \‘,.’rv * Name | scep-group|
» [ Endpoint Identity Groups Description | for SCEP
¥ | User Identity Groups
£ ALL_ACCOUNTS (default) Save | | Reset |

£ Eagle_PCs Member Users
2} Employee

Users
‘11 GROUP_ACCOUNTS (default) %}-Add « | 3 Delete +
f_'i GuestType_Contractor (default)
51 GuestType_Daily (default) Status Email Username a First Name Last Name
£ GuestType_SocialLogin (default) O Enabled © PID:CP-8832 SN:FC...
£ GuestType_Weekly (default) O Enabled ¢ PID:CP-8821 SN:FC...
3} kaipen_wired_pc_group O Enabled @ PID:CP-8832 SN:FC...
Z} keshu_wired_pc_group O Enabled © PID:CP-8875 SN:FC...
ZL OWN_ACCOUNTS (default) O Enabled @ PID:CP-8875 SN:FC...
2_} scep-group O Enabled ¢ PID:DP-9861 SN:FV...

8. [RY > — (Policy) ]> [EBSE/RY > — (Authorization Policy) ] DJEICEIRL. BEERY V—D
[Edit (#REE) | DHEICH B TRENZS U wo LT SCEP FBEARY v—%EBML. LD [FHIIL—I
ZiEA (Insert newrule) | Z&RULET,

‘tisco’ Identity Services Engine Home » Context Visibility » Operations RN » Administration » Work Centers
Policy Sets ~ Profiing  Posture  Client Provisioning  » Policy Elements
> Authentication Policy (4)
% Authorization Policy - Local Exceptions
> Authorization Policy - Global Exceptions
Alithorization Policy (13)
Results
Status Rule Name Conditions Profiles Security Groups Hits Actions
Search
@ SCEP_Access B  yan_scep *Phone_SCEP_profile & | Selectfrom st v+ 39 -3
Conditions Studio
Library Editor
Search by Name -
y IdentityGroup-Name
(H0selEFERBECLOL S & .
Equals v »User Identity Groups:scep-group |
ii[E AutonomousAP_7_103 ® Set to 'Is not' Duplicate @

9. [ (Administration) 1>[74 577« 74 (ldentities) ] > [1—#— (Users) ] DJEIZER
L. Cisco Desk Phone 9800 ) —XD1—H—7Ho Y b EERLEYT., 1I—FR2DOFH (T serial
Number ©9 (5. PID:DP-9861 SN:FCH27472020),
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Home » Context Visibility » Operations » Policy ~ Administration » Work Centers

» System |~ Identity » Network » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

v Identities  Groups  External Identity Sources  Identity Source Sequences  » Settings
——

Network Access Users
Users

Latest Manual Network Scan Results
J/ Edit d=Add [ Change Status + @aImport b Export v ¢ Delete v L3 Duplicate

Status Name Description First Name
L ga ciiaviou | g riar w01 v S U icuuzion
[] BEnabled ¢ PID:CP-8875 SN:FCH26173BXL
[] EEnabled ¢ PID:CP-8875 SN:FCH262831MF
[J] @Enabled ¢ PID:CP-8875 SN:FCH263038NM
[] EmEnabled ¢ PID:CP-8875 SN:FCH263038UY
[] EEnabled o PID:CP-8875 SN:FCH263332VH cisco
[] BEnabled o PID:CP-8875 SN:FCH26452024
[] BEnabled ¢ PID:CP-8875 SN:FCH264520NS
[] EEnabled ¢ PID:CP-8875 SN:FCH264520NT cisco
[J] BEnabled 9 PID:DP-9861 SN:FCH27472020 cisco
[ mEnabled 9 PID:DP-9861 SN:FVH280322J6 cisco
[] BEnabled ¢ PID:DP-9861 SN:FVH281623FQ cisco
[] BEnabled ¢ PID:DP-9861 SN:FVH281623FV cisco
[] BEnabled ¢ PID:DP-9861 SN:FVH281623U3 cisco
[] EEnabled ¢ PID:DP-9861 SN:FVH281623YE cisco
[ BEnabled ¢ PID:DP-9871 SN:FCH2738200Y cisco
[ mEnabled o PID:DP-9871 SN:FCH27462028 cisco
[ BEnabled o PID:DP-9871 SN:FCH27462048 cisco
[] BEnabled ¢ PID:DP-9871 SN:FVH28080FNY cisco

Last Name Email Address

Identity Services Engine Home » Context Visibility » Operations » Policy ~ Administration » Work Centers

» System  ~ Identity Mar » Network R » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

~ldentites  Groups  External Identity Sources  Identity Source Sequences  » Settings
—

U Network Access Users List > PID:DP-9871 SN:FCH2738200Y
sers

v Network Access User
Latest Manual Network Scan Results

* Name | PID:DP-9871 SN:FCH2738200Y

Status Enabled ~

Email |

v Passwords

Password Type: Internal Users v

Password Re-Enter Password

* Login Password ‘ ececccce

| | Generate Password | i

Enable Password [

| | Generate Password | i

v User Information

First Name | ‘

Last Name | ‘

v Account Options

User Identity Group

scep-group

scep-group
scep-group

scep-group

scep-group
scep-group
scep-group
scep-group
scep-group
scep-group
scep-group
scep-group
scep-group
scep-group

scep-group

Description | cisco

A

Change password on next login [m]

SCEP RA &7

H7E. 10S /X\—Y 3 15.1(4)M10 BUIE%EEFTL TL\3 Cisco I0S JL—% —D & H SCEPRA & LTH7

nTWxEd,
UTDHA R4 VICHE> T, CiscolOS JL—% —% SCEP RA & UL TE&E
* Cisco I0S JL—% —T HTTP Hy—N\EFHICLZ T,
ISR_RA# configure terminal
ISR_RA(config)# ip http server
ISR_RA(config)# exit
o 7\ AFRVEEAIC RADIUS H—N\ZERELX T,

Cisco Desk Phone 9800 &) —XJ7A4 VL X LAN EA A K
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ISR_RA# configure terminal
ISR_RA(config)# radius server MyRadius
ISR_RA(config-radius-server)# address ipv4 10.195.19.63 auth-port 1812 acct-port 1813
ISR_RA(config-radius-server)# key <REMOVED>
ISR_RA(config-radius-server)# exit
ISR_RA(config)# aaa authorization network PhonelList group radius
ISR_RA(config)# exit

« BEED MIC ZHREET B7=HIC. MICDCAFz—VDPKI FZRAMKRA VM ZRELEXT,
ISR_RA# configure terminal
ISR_RA(config)Hcrypto pki trustpoint MIC_trustpoint
ISR_RA(ca-trustpoint)# authorization list PhoneList
ISR_RA(ca-trustpoint)# authorization username subjectname commonname
ISR_RA(ca-trustpoint)# exit

(
(
(
ISR_RA(config)Hcrypto pki trustpoint MIC_trustpoint
ISR_RA(ca-trustpoint)# enrollment terminal
ISR_RA(ca-trustpoint)# sk 3IFEsR4A L
ISR_RA(ca-trustpoint)# exit

ISR_RA(config)# crypto pki authenticate MIC_trustpoint
Base 64 TV O—REIN/BE CAFIRAZEZANLE T, ZEITTRT TSN, £hld Tquitl WS BEEE
EITOITTERTULEXD,

MIIEZTCCAO02gAwIBaglBAJANBgkqhkiGIWOBAQSFADArMQ4wDAYDVQQKEwWVDaXNj
bzEZMBcGA 1UEAXMQQ2IzY28g9Um9vdCBDQSBNMAeFWOXMIEXMTIxMzUwNThaFw0z
NzEXMTIXMzAwMTdaMDYxDJAMBgNVBAo TBUNpc2NvMSQwig YDVQQDExtDaXNjbyBN
YW512ZmFjdHVyaWsnlENBIFNIQTIwggEIMAOGCSqGSIb3DQEBAQUAA4IBDwWAwggEK
AolBAQDONKtCAjIn3kkIEhU7wUVp6QIOFriltEce6CpbrfYpel dUeZduAo+SOotzT
IIWS2BIMhZtacu9vUpfmWIw7nQo9zVT3eyPuhF/6/9TEAVBn75zb5CH/+E6ld+fH
nuPiFyBu+HDDJRA3730p+9571doWyPvD8EhHR 1HJGFJ3JJKBgOUScL4JCwileu98Xq
/VPIAGBhExa7a2/fqSmZAOvZIG 1bBWZY8ZtSe TxKg3e WynV+xElabHqTDMYWf+2
obs4YB5IINTbYgHYyRETP6TEXr6 TtDOh36540UHc W+ 1meBu/jctiuMKppeSjVirof
Svt+pbkCgOiQAASSLOqgczT3yaNXvAgMBAAGiggGHMIIBgzAOBgNVHQEBATSEBAMC
AQYWEgYDVROTAQH/BAgwBgEB/WIBADBcBgNVHSAEVTBTMFEGCisGAQQBCRUBEgAwW
QzBBBggrBgEFBQcCary 1aHROcDovL 3d3dy5jaXNjby5ib20vc2VidXJpodHkveGio
L3BvbGllaWVzL 2luzGV4L mhObWwwHQYDVROOBBYEFHrXeZXKuOgruFUU/aPAD7yn
D5YZMEEGA 1UdHwWQ6MDgwNgAOoDKGMGhOAHAGLYy93d3cuY2/zY28uY29tL 3NIY3Vy
aXR5L3BraS9jicmwvY3JjYWOyL mNybDB8BggrBgEFBQcBAQRwWMG4wPg YIKwYBBQUH
MAKGMmhOAdHAG6Ly93d3cuY2IzY28uY29tL 3NIY3VyaXR5L3BraS9ZXJ0cy9jicmNh
bTIuY2VyMCwGCCsGAQUFBzABhiBodHRwczovL 3Rvb2xzL mNpcZNvL mNvbS 9waZkv
b2NzcDABgNVHSMEGDAWgBTJAPKTih/CZr210m 1IDiluNMMFoDANBgkqhkiG9wOB
AQsFAAOCAQEAc T1k2rH6YT4juFxs9q70bzfcKbNvOyDsal7av4IHFXmn/JxfnBmUv
YXAIZHXx3XRbOKG 1JGKIfQjVAtBboTXynLaQso/jj46Z0ublF8y6Ho3nTAv7Q6VH
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kqSCAzCIVu91zbHVIFFYQzJxjw1QgB0a4/tS4yhdmgl30DNEcb3trQezrQ3/857/
1SqBGVLEbKHOUu8H6z0LhxAgZ08ae 10QQQJowkiOlbd+LRLGovtEwLg8yyqiTIGve
7VFL2sRa8Z3rK9tiwKVH2kpFKNAeN3rfKFqrO/weROcyKpmLMrSBTBZcxQcJCYF4
X6F0O/32K0OqcxJFIOKGVIUjvAvioOgoducw==
————— END CERTIFICATE-----
kS X RRA > b TMIC_trustpoint] (T CA THD. IFECERMPEZHFFLTVET,
FAEREICIFRDEHENHD XY,
f&# MD5: AC14F08F C3780F8F D9EEE6CY 39111280
5 SHA1: 90B2E06B 7AD5DAFF CFD43187 2909F381 3747 1BF8
NSARRAY N CAREAEN ARSI E LT,
ISR_RA(config)# exit
« CAHY—/NICEFET B=HIC. PKINFRAMRA Y B LU PKI F—NZERELET,
ISR_RA# configure terminal
ISR_RA(config)tcrypto pki k5 X h7RA >k MSCA
ISR_RA(ca-trustpoint)# Z#E— K ra
ISR_RA(ca-trustpoint)# Z$% url http://10.81.116.249/certsrv/mscep/mscep.dll
ISR_RA(ca-trustpoint)t ¥V 7 )L HE
ISR_RA(ca-trustpoint)#5#X 81512B4316429092925C6891701B374EBD254447
ISR_RA(ca-trustpoint)# sk IFEsR4A L
ISR_RA(ca-trustpoint)# rsakeypair MSCA_Key 2048
ISR_RA(ca-trustpoint)# &7
ISR_RA(config)# crypto pki server MSCA
ISR_RA(cs-server)# grant auto trustpointMIC_trustpoint
ISR_RA(cs-server)# /\'v & 1 shal
ISR_RA(cs-server)# mode ra transparent
ISR_RA )

I~ =~ =~ =~~~ A~ A A A A A

cs-server)d no shutdown
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NSTNDa—FTaVY

RELR—F V=

MELAR—NE. EFD[BE] AZ2—ICHBRBLAR—N V=IO SERTEET., [BRE (Settings) ] >
[FIRE & 22MF (Issues and diagnostics) ] > [E% #%5 (Report problem) ] DIEICEIRL. B#HREAA LK

5, [#%5{§ (Submit) 1 LT, MELR—FZ2ERLET,

Report problem

Date of problem (mm/dd) | 06/21

Time of problem ‘ 7:18 PM
(hhzmm + AM/PM) i

Problem description Failed to place a call
Last PRT file name

Last uploaded time

Submit Select

Problem submitted

The PRT file is available at http://10.79.63.52/FS/
prt-20240621-192126-845A3EC22785.tar.gz

ARE L UHBOHRPZIEELE T,

Cisco Unified Communications Manager % 7=(d Broadwork D X% ¥ — HYR—bD 7y 7O—K URL AT

avid, BEMCLICRELT. OV2E8NICRET 20, BEROY T TA
—kTEET,

Cisco IP Phone
afan]  a

cisco DP-

—IpsOrs=FEcy o0

Status Debug Info | Download Status | Network Statistics

Console Logs
Debug Message 1: messages
Debug Message 3
Debug Message 5
Debug Message 7:

ThousandEyes Logs
Agent Message 1

Problem Reports
Report Problem:  |Generate PRT|

Mini Prt File:  miniprt-20240621-042152-845 028 tar.g;

Cisco Desk Phone 9800 U —XJ7A4 VL X LANEAHA K

Debug Message 2
Debug Message 4
Debug Message 6:
Debug Message 8:

Agent Message 2:

PrtFile: prt-20240621-042152-845A3EC2302B tar.gz
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Console logs

Cisco IP Phone DP-9861 ( SEP845A3EC22785 )

Network setup Report problem

Network statistics

Ethernet information Current logs in /var/log:

Access messages

Archived logs in /cisco/logsave/lastimage:
lastimage_20240620_102309.tar.gz

Archived logs in /cisco/logsave/main:

Network

Device logs

Console logs main_20240621_190000.tar.gz
S main_20240621_183453.tar.gz

main_20240621_180000.tar.gz
Status messages main_20240621_173522.tar.gz

Debug display

Problem Report Tool Logs:
prt-20240621-192126-845A3EC22785 tar.gz

Streaming statistics

[B%%E (Settings) ] > [fIRE & 2 (Issues and diagnostics) ] > [E2Mf (Diagnostics) ] > [F/81 A4REE (De
vice status) 1> [74 ¥ L X#t&t (Wireless statistics) ] DJEICEIRULE T,

Wireless statistics

tx bytes 18259897

rx bytes 22422877
tx packets 00060529
rx packets 00068946
tx packets dropped 00000000

rx nackets drooped 00000000
Back

ANV =SV ITHETOERR

Cisco Desk Phone 9800 ¥ U —X (. d—I/L#etiEHzIRHELEST, A—FTv I 947, IYvvy—, I\Tvy b
HoY MNEREBENRTEINET,
JxT7TZOYTEEDIP 7RLRICTZIEAL, ANV IDREtEERTLET,

& c O & 100.100.122.153 7

"Illll;l Cisco IP Phone

Info Call History | Personal Directory

Status Debug Info | Download Status | Network Statistics

Hoteling State:  Disabled Extended Function Status:  None
Line 1 Call 1 Status
Call State:  Called Party Ringing Call Appearance: Line 1 Call 1
Tone: None Encoder: PCMU
Decoder: PCMU Type: Outbound
Remote Hold:  No Callback:
Mapped RTP Port: 19626 >> 0 Peer Name: +17139326004
Peer Phone:  +17139326004 Duration:
Packets Sent: 335 Packets Received: 308
Bytes Sent: 53600 Bytes Received: 52804
Decode Latency: 20 ms Jitter: 44 ms
Round Trip Delay: 0 ms Packets Lost: 0
Loss Rate:  0.00 Packet Discarded: 1
Discard Rate:  0.32 Burst Duration: 0 ms
Gap Duration: 0 ms R Factor: 87
MOS-LQ:  4.26 MOS-CQ: 4.26
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<« c O R 10.79.63.51/CGl/Java/Serviceability 2adapter=device statistics streaming.0

Device information
Network setup
Network statistics
Ethernet information
Access
Network
Device logs
Console logs
Core dumps
Status messages

Debug display

Streaming statistics

Stream 1
Stream 2
Stream 3
Stream 4

Stream 5

Wi-Fi (881> 7—%

Remote address
Local address
Start time
Stream status
Host name
Sender packets
Sender octets
Sender codec
Sender reports sent
Sender report time sent
Receiver lost packets
Avg jitter

Receiver codec

Receiver reports sent
Receiver report time sent
Receiver packets

Revr octets

Cumulative conceal ratio
Interval conceal ratio
Max conceal ratio

Conceal seconds

Streaming statistics

Cisco IP Phone DP-9861 ( SEP845A3EC229D4 )

173.36.143.200/51302
10.79.63.51/22570
9:31:25am

Active
SEP845A3EC229D4
237269

12263901

OPUS

835

10:50:31am

583

8

OPUS

0

00:00:00

236709

40713776

0.0013

0.0000

0.0594

473

EFEOR—ABET, AP [CEHEINTVSIEE. Wi-Fi S8 LBICERRINET,

1661

Line

Do not disturb
Off - All lines

Privacy
Off - All shared lines

Redial

Call Calendar

EmEhic7 ARSI Y MCET2BHEEERRT S

[E85E (Settings) ] > [NWi#E# (Network connection) ] > [Wi-Fi] DIBICEIRU. EEE AP ZBIRUL=S,

= ) 7:32PM

Hunt group e»
- Out

Meetme [§

[Wi-FiE$#Hf5%8 (Advanced Wi-Fi details) ] Z&RUL X7

BTHub5-86GN

® Connected

1 Security mode

2 Advanced Wi-Fi details

Select

AP name

MAC address

Frequency

Current channel

Last RSSI

Beacon interval
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XE:Wi-Fi ORENRELIBE}. EBShi AP ZT7—9 X, AP NS A—%, BEAOESHE. LU
B Wi-Fi S5t 2L T 2E W, BRNIELL, BRID AP BIEEREZS. BFEAZ21—»H»5 Wi-FiZzA 7
ICLTHSAVICTIDEZZ L. Wi-Fi IEGEAEET 2AIREMAHD Y. ChTHELLBWESIE. BRI —
TILEEHEL, BEAZ1—TCPRTZ4EHLET.

BETARATLADRAIV—= 3y MRS
Webex Calling F7zI& BroadWorks ICEIFRINTWSBEDEZRIE. BFEOIP 7RLRAZEREL. V7757

T http://<phone_IP_address>/admin/screendump.bmp IC7 7t ALE 9, fc&ZIiE. http://192.168.16.4
3/admin/screendump.bmp T9, 7OV 7 hHARRIN/EZS, admin DINAT—RZAHNLET,

Cisco Unified Communications Manager ([CZ$FSNTWBEBEEDIFE. EFED IP 7 KL AZHE L. http://<p
hone_IP_address>/CGl/Screenshot [C7 Y7 AL ZE 9., fl: http192.168.32.124/CGl/Screenshot, 7OV 7~
MNERRE /-5, Cisco Unified Communications Manager A CEEHNEEMF TSN TWVWEFATY hDI1I—H
—ZENRT—REANLET,

NTry bOFvTFv

Webex Calling % 7z(d BroadWorks ICEIFRSNTWBEEDIFE. 7775V T http://<phone_IP_address
>/ladmin IC7 9 RXF%E, NIy b EXFv TFvTEET,

1. [1&%R (Info) 1> [F/\v JiE# (Debug Info) ] DIBISEIRL. [Ty bF v TFvZHE (Start
Packet Capture) ] =2V v 2 LXY,

foice
Status | [Debug Info | Download Status | Network Statistics

Console Logs

Debug Message 1: messages Debug Message 2
Debug Message 3: Debug Message 4:
Debug Message 5 Debug Message 6
Debug Message 7: Debug Message 8
Problem Reports
Report Problem: | Generate PRT PrtFile 1: prt-20190324-141057-002F5C6121C2 tar.gz
Prt File 2: Packet Capture: [ Start Packet Capture

Capure File:

2. 7OV7hTEE YV YILEYT,

Packet Capture

Filter: Alll -

[ cancel | | Submit |

3. WEATETUES, [NTY MY TFYyDFLE]ZI7V v LTERY T Fr2FLLET,
it ["Voks | Gatry | Porsoneoveccry 1

Status | Debug Info | Download Status | Network Statistics

Console Logs

Debug Message 1: messages Debug Message 2:
Debug Message 3: Debug Message 4:
Debug Message 5: Debug Message 6:
Debug Message 7: Debug Message 8:
Problem Reports
Report Problem: | Generate PRT PriFile 1: prt-20190324-141057-002F5C6121C2 tar.gz
Prt File 2: Packet Capture:

Capture File:
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http://192.168.16.43/admin/screendump.bmp
http://192.168.16.43/admin/screendump.bmp

Fr7Fvenfc7 74 eyoyO0—RTELY,

Info Voice | Call History | Personal Directory

Status | Debug Info | Download Status | Network Statistics

Console Logs

Debug Message 1:
Debug Message 3:
Debug Message 5:
Debug Message 7:

Problem Reports

Report Problem:
Prt File 2:

Capture File{ pki-20190403-011835-002F5C6121C2.pcap

Cisco Desk Phone 9800 &) —XJ7A4 VL X LAN EA A K

messages

Generate PRT

Debug Message 2:
Debug Message 4:
Debug Message 6:
Debug Message 8:

Prt File 1:

Packet Capture:

Prt-20190324-141057-002F5C6121C2.tar.gz

Start Packet Capture
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ZDfhDEHR

Cisco Desk Phone 9800 1) —X 7—% & — I https://www.cisco.com/c/en/us/products/collateral/collabor

ation-endpoints/ip-phones/desk-phone-9800-series-ds.html

Cisco Desk Phone 9800 &) — XD 1—HH L UEEEMITER: https://cisco.com/go/dp9800help

ZOMDERKF AV K

http://www.cisco.com/c/en/us/td/docs/wireless/access_point/12-4-25d-JA/Configuration/guide/cg_12_4_
25d_JA.html

http://www.cisco.com/c/en/us/support/docs/security-vpn/public-key-infrastructure-pki/116167-technote-

scep-00.html

http://www.cisco.com/c/en/us/td/docs/routers/connectedgrid/cgr1000/1_0/software/configuration/guide/c
ertificates/CertsGuide_cgr1000.htmIi#wp1000815

http://www.cisco.com/c/en/us/support/docs/security/identity-services-engine-software/116068-configure

-product-00.html#anc14

https://technet.microsoft.com/en-us/library/cc731183.aspx

https://technet.microsoft.com/en-us/library/cc772192.aspx

https://technet.microsoft.com/en-us/library/hh831498.aspx

https://technet.microsoft.com/en-us/library/cc772393%28v=ws.10%29.aspx#BKMK_BS2

http://social.technet.microsoft.com/wiki/contents/articles/9063.network-device-enrollment-service-ndes-in

-active-directory-certificate-services-ad-cs.aspx

http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_conn_pki/configuration/xe-3s/sec-pki-xe-3s-book
/sec-cfg-auth-rev-cert.html#GUID-4A2D2A66-F6FB-4FD1-AD40-B7D73531468E

http://www.cisco.com/c/en/us/td/docs/ios/12_2/security/configuration/guide/fsecur_c/scfrad.html#wp100
1000
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https://cisco.com/go/dp9800help
http://www.cisco.com/c/en/us/td/docs/wireless/access_point/12-4-25d-JA/Configuration/guide/cg_12_4_25d_JA.html
http://www.cisco.com/c/en/us/td/docs/wireless/access_point/12-4-25d-JA/Configuration/guide/cg_12_4_25d_JA.html
http://www.cisco.com/c/en/us/td/docs/routers/connectedgrid/cgr1000/1_0/software/configuration/guide/certificates/CertsGuide_cgr1000.html
http://www.cisco.com/c/en/us/td/docs/routers/connectedgrid/cgr1000/1_0/software/configuration/guide/certificates/CertsGuide_cgr1000.html
http://www.cisco.com/c/en/us/td/docs/routers/connectedgrid/cgr1000/1_0/software/configuration/guide/certificates/CertsGuide_cgr1000.html
http://www.cisco.com/c/en/us/td/docs/routers/connectedgrid/cgr1000/1_0/software/configuration/guide/certificates/CertsGuide_cgr1000.html
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http://www.cisco.com/c/en/us/td/docs/routers/connectedgrid/cgr1000/1_0/software/configuration/guide/certificates/CertsGuide_cgr1000.html
http://www.cisco.com/c/en/us/support/docs/security/identity-services-engine-software/116068-configure-product-00.html
http://www.cisco.com/c/en/us/support/docs/security/identity-services-engine-software/116068-configure-product-00.html
http://www.cisco.com/c/en/us/support/docs/security/identity-services-engine-software/116068-configure-product-00.html
https://technet.microsoft.com/en-us/library/cc731183.aspx
https://technet.microsoft.com/en-us/library/cc731183.aspx
https://technet.microsoft.com/en-us/library/cc772192.aspx
https://technet.microsoft.com/en-us/library/cc772192.aspx
http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_conn_pki/configuration/xe-3s/sec-pki-xe-3s-book/sec-cfg-auth-rev-cert.html
http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_conn_pki/configuration/xe-3s/sec-pki-xe-3s-book/sec-cfg-auth-rev-cert.html
http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_conn_pki/configuration/xe-3s/sec-pki-xe-3s-book/sec-cfg-auth-rev-cert.html
http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_conn_pki/configuration/xe-3s/sec-pki-xe-3s-book/sec-cfg-auth-rev-cert.html
http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_conn_pki/configuration/xe-3s/sec-pki-xe-3s-book/sec-cfg-auth-rev-cert.html
http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_conn_pki/configuration/xe-3s/sec-pki-xe-3s-book/sec-cfg-auth-rev-cert.html
http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_conn_pki/configuration/xe-3s/sec-pki-xe-3s-book/sec-cfg-auth-rev-cert.html
http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_conn_pki/configuration/xe-3s/sec-pki-xe-3s-book/sec-cfg-auth-rev-cert.html
http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_conn_pki/configuration/xe-3s/sec-pki-xe-3s-book/sec-cfg-auth-rev-cert.html
http://www.cisco.com/c/en/us/td/docs/ios/12_2/security/configuration/guide/fsecur_c/scfrad.html
http://www.cisco.com/c/en/us/td/docs/ios/12_2/security/configuration/guide/fsecur_c/scfrad.html
http://www.cisco.com/c/en/us/td/docs/ios/12_2/security/configuration/guide/fsecur_c/scfrad.html
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