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12l 9 - TGSH Clis} AKX}
"Yala 198.18.2.23 - KVM Console

Cisco ThreatGRID Unified Malware fAinmalysis and Threat Intelligence

Main Menu
Your ThreatGRID device can be managed at:
Admin URL ~ MAC ¢ <UNAVAILABLE> ~
Application URL ~» MAC.. : <UNAUAILABLE> -
Password : hJaBSpkPRu@@9tnuabOuv

The password shown above has been automatically generated for you.
You will be required to change this password when you first login.

DONFIG_NETWORK onf igure the system’s network interfaces.

SUPPORT_MODE Allow remote access by customer support.
UPDATES Download and optionally install updates
SNAPSHOTS Generate and submit support snapshots

APPLY Reboot and fully assert configuration state
CONSOLE CLI-based configuration access.

EXIT Complete configuration session.

198.18.2.23 admin 0.0 fps 0.002 KB/s =

22| URLO| ABE 4 1822 EAIFLICH LSS BT 0|2 §iZ0| OfN RAs|X| YO0 0f Y2
8017|915} OpAdmin EHO| HZ 4 g&LICH
HO|Z 9/¢} OpAdmin EZ 217104 THAO) A Ba|R B UHSE Beo| HAE TAo| 7| S(=A-

Fa: LSS0 An|a2old A3 E 2 HAAM OpAdmin ZE QIEH 0|20 A ABED ST QAHH|O|AE
Tgot= O 2% 7] H2|Xt H|2H2 7 TGSH L2} AXtof EA|E L|CH

18



Cisco AMP Threat Grid Appliance A7 9 #Hu|ago|M 7lo| =

X£7| YESS 7M1 0|M - TGSH ChSH ALKt

=7 HER3 a2 0]4 - TGSH CH=} & At

7| HER3 Am 2 o[Md2 TGSH EH§P SR A =Y ELIEL O] X el S &= OpAdmin QIE|H|O|A Z0f CHot
HMAE 6130P— 7= Admagold Z510] 2to[ ML, O|H| Y S AE, SSL QISM S5 Eote LIHX|
Zoagfojds 2t=dts AYLIth

DHCP AFEX}: CHE EHAIOIME 07 IP FAE AMESHCHD JPFetL|C DHCPE AFESHY] IP 710 CHot XhA|oH
L2 Threat Grid Appliance Z2|A} 70/ EE EZRSIMA|L.

1. TGSH C§&} AMX} OIE{T| 0| A0 Af CONFIG_NETWORKE MEHSHL|CE | EQ/T AL 0|M 240 IL|C}.

3% 10 - TGSH Cjigt &%t - YEQ/A Huagol¥ 2&
anon 198.18.2.23 - KVM Consaole

Network Configuration

DHS Servers
DNS Primary
DHS Secondary
Interface: clean
DHCF Enabled? (¥-/N)
Conf igure Non-Default Routes? (Y-N)
Address
Hetmask
Default Gateway
DHS Hame

Interface: dirty
DHCP Enabled? (¥/N)
Conf igure Hon-Default Routes? (Y-N)
Address
Hetmask
Default Gateway
DHS HName

Walidate> € Cancel >

198.18.2.23 admin 0.4 fps 0.002 KB/s =
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@ e e 198.18.2.23 - KVM Console

Network Configuration

DNS Servers
NS Seconds
DNS Secondary
Interface: clean
DHCP Enabled? (¥-/N)
Conf igure Non-Default Routes? (Y- N)
fAddress
Hetmask
Default Gateway
DHS Hame
Interface: dirty
DHCP Enabled? (¥-/N)

Conf igure Non-Default Routes? (Y.N)
fAddress

Netmask

Default Gateway

DNS Hame

Validate> < Cancel >

198.18.2.23 admin 3.8 fps| 13.385KB/s =

6. Dirty /EQ/32| DNS 0|&2 aH#ioczZ FL|C}.

20



Cisco AMP Threat Grid Appliance A7 9 #Hu|ago|M 7lo| =
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a7 12 - 1YW 2 HESLA Znm a2 0]4d(Admin)
ann 198.18.2.23 - KVM Console

Network Confliguration

Netmask
Default Gateway
DNS Name
Interface: dirty
DHCF Enabled? (Y</N)
Conf igure Non-Default Routes? (Y¥-/N)
Address
Netmask
Default Gateway
DNS Name
Interface: admin
DHCF Enabled? (Y-N)
Conf igure Non-Default Routes? (YrN)
Address
Hetmask
Default Gateway
DNS Name

Validate>

198.18.2.23 admin 3.2 fps 10.416 KB/s |
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Hetwork Configuration :: Conlirmation

DNS Servers
DNHS Primary
DHS Secondaruy
Interface: clean
DHCP Enabled? (¥-N)
Conf igure Non-Default Routes? (¥-N)
fAddress
Netmask
Default Gateway
DHE Hame
Interface: dirty
DHCP Emabled? (¥-N)
Conf igure Non-Default Routes? (%Y-N)
Address
Hetmask
Default Gateway
DNS Hame

¢Cancel>

8. Apply(H8)E &5t Huazfo|ld 282 HEHLICt
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& 00 198.18.2.23 - KVM Console

fnzible Invocation
changed: [localhost]

TASK: [service name=netctl@ethernet_dirty enabled=yes]
ok: [localhost]

TASK: [service name=netctlPethernet_dirty state=startedl
ok: [localhost]

TASK: [service name=netctl@ethernet_admin enabled=yes]
ok: [localhost]

TASK: [service name=netctl@ethernet_admin state=startedl]
changed: [localhost]

TASK: [restart interfaces if needed]
changed: [localhost]

PLAY RECAP
localhost : ok=18 changed=4 unreachable=0

198.18.2.23 admin 4.0 fps 12.746 KB/s =
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a8 15-1P F&

800 198.18.2.23 - KVM Console

o ThreatGRID Unified Malware fAnaly and Threat Intelligence

Main Menu
Your ThreatGRID device can be managed at:
Admin URL ~» MAC : https:r/r100.67.2.100 ~ 90:eZ2:ba:82:2f :d4
Application URL » MAC.. : https://100.67.1.100 » 7c:Be:ce:67:f7:40
Password : hJaBS5pkPRu®89tnuabbv

The password shown above has been automatically generated for you.
You will be required to change this password when you first login.

ONFIG_NETWORK onfigure the system’s network interfaces.
SUPPORT_MODE Allow remote access by customer support.

UPDATES Download and optionally install updates
SNAPSHOTS Generate and submit support snapshots
APPLY Reboot and fully assert configuration state
CONSOLE CLI-based configuration access.

EXIT Complete configuration session.

198.18.2.23 admin 1.2 fps 2.727 KB/s =5
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OpAdmin X & QIEI{0|A

e OpAdmin L& Z2|XtO| H|UHS

e O|HY MH
o DNS MH
o NTP MH

e SSLOIZA
o JIEf MH 27
e  https://<adminlP>/ &£ = https://<adminHostname>/

Fa:olZiet 4 T Y= £7| OpAdmin ZE O 10| OtHAL RIZE20|M 2t E|X| Y& 2O
SSL QIZM)= Threat Grid Appliance Z2/X}F ZF0/ =0 ARHEl T2 o2 CHA O A E L CL

7| 2l StLtof MAoAM k=8l OoF

A

Che M0 A= HA= duazold J 1P =20 o7t 2 7tsd2
}

OpAdmin ZLE Q| 219l

1. OpAdmin L& QIE{ I O|A("Https"E AtEst= 22| URLOIM AME XS] BB ME 7t2|Z L ot Ch2 1t
Z2+0| Threat Grid OpAdmin 2191 3tH0| E2IL|C}.
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1% 16 - OpAdmin 219!

8006 | | ThreatGRID Appliance A % |

C fi | (% https://100.67.2.100/login &
[ Other Bookmarks

%' Apps % ThreatGRID

S ThreotGRID

| Password Required
1

Authentication is required to administer your ThreatGRID Appliance. The password
«can be found on the appliance console cf your Appliance server.

‘This site is best viewed in: Internet Explorer 10+, Firefox 14+, Safari 6+, or Chrome 20+

&4 Support

@ ThreatGRID.com

2. TGSH Ozt AXtOIM SAtSH 7|2 22|t b YHS S 2t Login(RQ)S E2etLICt Change
Password(t] 22 #1&) T 0|X| 7} S7L|Ct

Che 48S A% Tdguch

ajo
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SefXp HE S H
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8

I_
7| | At H2HD = S H Threat Grid &X| 330 A 2|2 Y Ec|0f TGSH it &Atof Yt HAEZ

— o 2= "
HA|ELCH 27| 22|X} HZHS E BHPSoF AL a0l YIABERE AL VALY = ASHCH
A8l 17 - OpAdmin H|ZHS HA
8 OO [ ThreatGRID Appliance ad- % |

L C # (X https://100.67.2.100/change_password o

i Apps ik ThreatGRID [ Other Bookmarks
& ] E4Support  ? Help

1 Thre ot GRID appliance Administration Portal ® Logout

k. Configuration = Operations ~ Status - Support = -

© Password Expired

Change the password used to access the ThreatGRID Appliance Administration Portal and the appliance
console.

Warning
Your appliance password is used to authenticate to the ThreatGRID Appliance Administration Portal as well as the appliance console. It

may not be possible to paste complex passwords or passwords with non-keyboard characters into the console. Are you sure you want to
change your appliance password?

& | Old Password

a | New

& | Confirm New Ps

£ Old Password(0| ™ H|ZHZ) B0 LHAZLICE O|If ALEE & U=E
FX| 2 QLO{OF gL L.

=
ng
rE
fot
i
0
[>
[m
H
ne
I rE
J

3. Change Password(H|YH =z HZ)E SagtL|Ct
H| LS I} O 0| EEIL|CL End User License Agreement(%]Z& AF&AF 2FO/MA Z9F) T O| K| 7} D &IL|C}.
X3 M| H|ZHHS = TGSH O3} AXIO|A =0 20| HAEZ HA|FX| @002 M2 7|28 F0{0f gtL|C}.

HUHSE S8 A2 BASHH|UHS X|X(A/2 MM, Threat Grid Appliance Z2/A} 7F0/E &Z)S WMEAMA|.
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X E AEAF 2to[d A A e

1. T AEX; 2to|MA AHefg AERLCt
2. Of{2 EMHX| A3 E%H = I HAVE READ AND AGREE(H|2FS Rl S2lghE S 2L T2t 20|
License(ZfO/ A1) H|O| K| 7 E&IL|CE.
112 18 - o] MA HO|X|
s ' 4 Support 7 Help
1 ThreatURID appiiance Administration Portal ® Logout

@ Configuration ~ Operations ~ Status - Support ~

Installation Options

License

Install or Restore

Configuration Appliance ID

Network v

2 FCH1832V319

License

Email

Notifications Li

Date and Time L Se

Sysioy L No license has been installed
Other

Review and Install
Install New License

Choose File | No file chosen

Che MMol {EYA AT

120 gl
LESTE P HO| BEL

[l
2
tu
r\ll

magold AIAE=RE Wt Zfo/HAZ A8 Y

HER3 Adoagold 273

TGSH izt gAOIM EY HE/I 288 7892 82 O ZEH0|2A HESA AD 04 & TGSH s} &Xtof
Yot gho| HEYS A 20| HO|X|o| EAIL|= P F20] B E LT

_od

HESZ An|azo]d X DHCP
X7| AZA0| DHCPE AtE3}0] Clean & Dirty IP HIEQIAE 17 IP TAZE HAYOF St= BSR Threat Grid

C

AN

Appliance 22/ X} 7f0/=9| Networking(L|E8/Z!) > Using DHCP(DHCP Af&) 480 Qe THAE et Ct.
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2rold & EX|

HEQIE Tt 20 Threat Grid 2t0|MAE HX|g 4= UFL|CL v1i44 O HFO|M ALEXLS| 2tO|MAE =E15t2{H
X9l RES A|ZFSO} LICk AP LIS Xl 2 AR - i 144 O|FI9] 2ol MA 1 WS HEBHIAIL.
1. 2% 0| License(@t0|H2)E SIS LILE License(Bf0/A72) H|O|X| 7} SEILICE 2f0| M A7 X &I K| ERAELITH
2. Install New License(A 20|~ MX])0| A Browse(HOIE7|)E S5t mt 22|XI0j M 2to| M A IS
MEdSL|CH
3. Passphrase(TjA T 2[0|=) Mo Q2ist 2o M~ HUHS S QBLICE
4. Upload(P2E)E S5t GX[ZL|Ct HOIX|7t M2 DMK 2to| A FEIF #A|E L CL
a2l 19 - MX| = 2lo|MA ™M
Applance D
FCH1E31veR
Licarmsa
Licarie TheaatGRID 08
qathreaigrd.com
Businegs TheaatGRID 8
chB44c FB-4d3T-4cf 1200802 chle 20d3d3A
Walkdity Sun, 12 Oct 3004 10:11:38 0500 - Sat, 12 Oct 2024 10:11:28 -0500
Product SKU
Diaily Submissions 0

Irigtall Mg Licanas

¢ ™ Mo fils chosen

5. Next(CH2)E 2250 A&2LICh. Email(o/m]2) Ho|X| 7t YEL|c
che MM 7% TgE

Ol ¥ = 2E | d|o[d

AIAERS OF Pl oW Y = AES %=

1. 2% oA Email(O|HY)S E&BtL|Ct. Email(o/of ) W O|X| 7t B LIt
2. YAER- SAE(OHY SAE) 0|52 YL}
3. EE 5870 A 252 BHZASHL|C}
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4. JIEt 28S 72422 YL

S2IgtL|C}. Notifications(Z /) T|O| X| 7} H &l L|Ct.

5. Next(C}2)E

Ml A
B

Ct

mjo

AL HgL

o

MH 23 Ao aeof4d

O3B 20| T} THYs ShLE O[4H0] O|H| Y FA0| F7|HO2 HEre 4 9l U FHsHE UYL
22 Threat Grid =2 QIE{H|O| A0 FEA|Z|X|2F O] HO|X|OME O|HYS Sl £ = U= YEUS
A& L C}
. 20| E v130= AlAE 21 EI-||A|X| 9l Thread Grid L&/ £AE 4= Q= A|AH 2 AHE
H|O|X| 7} m&t&|O| QUELICL XtM|SF LI Threat Grid Appliance 22/ 7f0/E& ERSIMA|L.
220 - 2 HE 3ol
=<k ’ £4 Support
1"ThreatGRID Appliance Administration Portal @ Logout

# Configuration ~ Operations - Status - Support ~

Installation Options

Notifications

Install or Restore

Configuration Notification Recipients @HELP
Network
License

Email
Notifications
Date and Time

Syslog

<Ls

Critical Notification Frequency @ HELP

Notification Frequency

@ HELP

Other

Review and Install

1. ©X EE2CH2 2 20j|A Critical Notification Frequency(58 23 HIE)
Hie)E MEfSto] ATt
2. 13 CtE Notification Recipients(¥ &l = AFgHOf| StLt O] Ao O]

3. Next(C}2)E =2 LICt. Date and Time(S#}F 2

30

& admin@acme test

® Every

® | Every

! A/Zf) B[O X| 7+ SR L|Ct.

5 Minutes

5 Minutes

FoE HEE TR0

? Help

>

2! Notification Frequency(&a!
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NTP("Network Time Protocol’) | S Al#st= EH QL] Ch.

1. NTP MH{ IP IE= NTP 0|2

o
o
EE
o

is

o

NTP ME{7} 0f2] 712l B2 &9 == B E Ar8sto FE LT

2. oM AA" AZHE FASED B2t X2t 57

tot

e,
3. Next(Ch2)E 2Lt
2E AW 0|M T POl HZ HAT QU= Review and Install(Z/E ¥ &) Ho|X| 7 RLC

Chg

[
o

A% DL

bl o

Im M XK O] Ad

Ao ool 28 4E % EXI
HESS AmIZ oM XS ooz ofg M h2 8T M MX|s|of Lict
1. Review and Install(Z £ % & X/) Ij| 0| X|0f| A Start Installation(dX| A|ZhS S =I5t}

ZAn| g0l AT EE AX|SIH "The appliance is installing..(0{Z2}0|AAE AX[5t2 Q&L|Ct.)"of 22
HAIX| 7t EA|E LT
A OH7| LT} o] BHAIE &t=dte O 102 Ol 23 += AF LT Mo m 12| o|Mo| HBEHM i
FEIF HAlEU O
a3 21 - ofEZ2t0|AdA AKX B

806 _ ThreatGRID Appliance Ad) =

& C' i | (% https://100.67.2.100/setup/details

% Apps % ThreatGRID [ Other Bookmarks

The appliance is installing...

[missing "en-TG.js.job.running_HTML" translation]

Please wait for this page to redirect you. Refreshing manually might cause problems. Installation time is typically under 20 minutes.

State £ Started 2 Finished © Duration

Tue Dec 16 2014 03:39:30 GMT-0700 (MST) © Please wait... © Please wait...

rs, 1 minute,

56 seconds ago

Your appliance will need to be rebooted after this operation.

Reboot

e =

:: [O0string{[dstring{"Error", "opening", “terminal:", “"unknown."}}
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2. AX|7t 22 E|H MEfZF M| Running(dd )0 A 452 LIEIL = =AM 9| Successful(tR) HA|X|2
AZELIC) Reboot R €171 M2 WAE|D 2120l B50| EAFLIC
2% 22 - ofE2to|IA MK gz
806 | || ThreatGRID Appliance Ac\ X | ®”
&« C fi (X htps://100.67.2.100/setup/details o=
' Apps _@ ThreuCRE) Wrer e . i j ) ) _H Other Bfnkmar_kj |

The appliance is installing...

Waiting for the server.

Please wait for this page to redirect you. Refreshing manually might cause problems. Installation time is typically under 20 minutes.

22 State £ Started 2 Finished @ Duration

Tue Dec 16 2014 03:39:30 GMT-0700 (MST)  Tue Dec 16 2014 03:40:45 GMT-0700 (MST) 0 day, 0 hour, 1 minute, 14 seconds

0 day, 7 hours, 3 minutes, 34 seconds ago 0 day, 7 hours, 2 minutes, 19 seconds ago

Your appliance will need to be rebooted after this operation.

(oo JE

TASK: [file path=/etc/issue.d/18-error state—absent] ***#*kdkkssssikkssssakinis
ok: [localhost]

TASK: [rebuild setc/issue]
changed: [localhost]

TASK: [flag install completion for opadmin]
changed: [localhost]

TASK: [clear reconfiguration request flags for opadmin] **kssesszsbkkissrssinrs

3. MX|7} 2Z%|H Reboot(X| BLE)E S2IBtLIC}. "The appliance is rebooting.(0{ ZE10|AAE I E &G
U LILE)"Ol2t= HAIX|ZF EA|E LT

MEEst= O xof 520] 28 = UAS LI

O] Z2t0|UAE TR ot= S0 = OFFAHE BZOHA| OpA|2.
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Ao 20| M OFRHAL - OpAdmin ZE

1% 23 - ofE2tollA HEE 5

(_H&] 9_)_.- ThreatGRID Appliance Ad X | i
o C # (X hitps://100.67.2.100/ reboot o =
i Apps i ThreaiGRID [ Other Bookmarks
The appliance is rebooting...
Waiting for the server to respond.
Please wait for this page to redirect you as refreshing manually might cause problems. Reboot time is typically under 5 minutes. If this
page does not redirect make sure the IP address of your appliance did not change, and check your appliance console for problems.
OfZ2t0|AAE MR YSHH Chat 20| | Z20[A AT FYERATHE =2l BIAIX| 7} A E LT
13 24 - o{B2to| AT} FYE
© OO 1 ThreatGRID Appliance Aci x | o
* C i | (X hitps://100.67.2.100 W=
{1 Other Bookmarks

i Apps % ThreatGRID

T, E4Support 2 Help
1 ThreotGRID appiance Administration Portal = Logout

#  Configuration ~ Operations ~ Status ~ Support ~

Home

Your ThreatGRID appliance is configured.

For assistance in changing the configuration or operating the portal, refer to the resources below.

& Documentation

B Support

T ThreotGRID'

OfEcto|AArt 78 &1 £7] #n|020]40| 2tz EL|CH
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Threat Grid Appliance ¥ 0[0|E AX|

Z=7| Threat Grid Appliance A& 22=23%t HO|EE MX|Stn A &St= 40| E5L|LCL

ot
>
oo
N
orr
ro
Qo

Threat Grid Appliance YL|0|E= OpAdmin 22 Sl Mg & L|C}

1. Operations(2%) 0|70 A Update Appliance(0{Z 20| A QICj|0| E)E MEiTtL|Ct. RIC|O|E H|O|X|7}
2|0 o|SE2H0[AA9| WX LETF HA|FLICE

2. Check/Download Updates(°*E||O|E 2l-°I/E|--E- E)E Z&/stL|Ct AT EQO{0| M Threat Grid Appliance
o]

=
1, UAS R CHRELCSLCH AlZho] 23 2= /ELct
3. ¢OH0|E7} Ct2 ZEE| M Run Update(YH|0|E M3)E S2/s10f HX|gL|Ct

QOO E MX|0f CHst XtMSt L2 Threat Grid Appliance ZH2/Af 7F0/ 5 ERSIMUAIL.

= =1 (o)
O{ZSCi0|AL EHE B
OlE20|QiAQ| ElE M5 = Q0| E I 0| X| 2 OpAdmin Operations(29%) > Update Appliance(0{Zz2}0|21A
A
T

|
YEIo|E)o| M 2ol

l

o>
i
n

ol
PN
17 25 - ojE2f0|AA YE ¥

sl .
H -Thrgérbﬁlnﬁppliance Administration Portal

# | Configuration ~ Operations ~ Status ~ Support ~

Your appliance can be updated to the latest available ve
have an up-to-date backup before updating.

appliance is currently running:

2014.10.20150203155142.be6f7b4af

< Check/Download Updates =

% Run Update This appliance has never been updated.
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O{Z2}0|9IA HE HS /M X3 |

OjZejo|QiAaol HE B = QoM MHSH |2 A0 0|E H0|X| 2] OpAdmin Operations(2<%) > Update
Appliance(0{Z20[| 1A AUL|0|E)0| A =HOISH 4= JUEL|CE O E2H0|QA UE Ho = OHS BTN M0 sfEgtL|Ch

WE #is galAwE | A WR | #a

2016.05.20170105200233.32f70432.rel 216 2017-01-07 OpAdmin/tgsh-
dialogZ 9|3t LDAP

oI5 X

2016.05.20161121134140.489f130d.rel 215 2016-11-21 ElasticSearch5, CSA
M= _/'\_XC-’I
2016.05.20160905202824.f7792890.rel 214 2016-09-05 HEQY 23t =9 AR
2016.05.20160811044721.6af0fa61.rel 213 2016-08-11 Qmaol Yho|E
X8 7|, M4 £7|3}
uE
2016.05.20160715165510.baed88a3.rel 212 2016-07-15
2016.05.20160706015125.b1fc50e5.rel-1 211 2016-07-06
2016.05.20160621044600.092b23fc 21 2016-06-21
2015.08.20160501161850.56631ccd 204 2016-05-01 21 QEo|EE 9|3t

AR, 2182
AH0|ESL7| Hof
2047} Q10{0F BHL|C}.

2015.08.20160315165529.599f2056 203 2016-03-15 AMP £%}, CA mgmt.
% AZEIDNS =¢
2015.08.20160217173404.ec26473 202 2016-02-18
2015.08.20160211192648.7e3d2e3a 201 2016-02-12
2015.08.20160131061029.8b6bc1d6 2.0 2016-02-11 O] HEO|M 2012

A YHoIE

2014.10.20160115122111.1f09cb5f 146 2016-01-27 204 YHO|EE Q|3
Al

2014.10.20151123133427.898f70c2 v14.5 2015-11-25

2014.10.20151116154826.9af96403 vl4.4

2014.10.20151020111307.3f124cd?2 v14.3
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2014.10.20150904134201.ef4843e7 v14.2
2014.10.20150824161909.4ba773cb vli4l
2014.10.20150822201138.8934fald vli4
2014.10.20150805134744.4ce05d84 v1.3
2014.10.20150709144003.b4d4171c vl2.1
2014.10.20150326161410.44cd33f3 v1.2
2014.10.20150203155143+hotfix1.b06f7b4f v1.1+hotfix1l
2014.10.20150203155142.b06f7b4f vll
2014.10.20141125162160+hotfix2.8afc5e2f v1.0+hotfix2

o
1.0+hotfix2
gz oz
St 8lo|
LERS
A-E HHOE
A" XA E
Aot T
ol ELICt
2014.10.20141125162158.8afc5e2f v1.0
O 2e|A HA 10-12 a0M e 28 A QIE{HO|AVF HALX] U2 42 WY g £
—EHI— v13 O|HO|M LtEtL= A=, vI3 0|0 = 28 AlF P7L A& HZE|O /U0
QIE{IH O] A 0f| A 2t L Bt L T SFP01| = HEYI 7o|Z22 QHHsHA & 2310 dEde =

H1:1.00| M L0+hotfix22 YHO|ESH= HiE °F 1520 ZELICE 1L00AM 1322 TA YH0|E
= Melsta of 30:20| ZE UL

HlolEf oro] g0l
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Threat Grid ApplianceE %A HEH S 2
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HMEY2ZMN OfE20|AAE SHEA FEYEX XTH2Z HAEYLCL

1. Clean QIEIO|ARZ F
| O|X| 7} & LT}

0x
o

3 26 - Threat Grid Portal 219! 50| X]|

ThreatGRID Appliance Adi X =4 ThreatGRID Login x

&

I G ff | (x hups'//100.67.1.100/login
2 Apps ) ThreatGRID

L. Other Bookmarks

e ThreatGRID

Welcome, please sign in.

Login

Forgot your password?

[ |
All information contained in this report is confidential and proprietary information belonging solely to ThreatGRID, Inc.

This docurment is client confidential and is intended for internal customer usa only. The information contained herain is the property of ThreatGRID and may nat ba copled,
used or disclosed in whole or in part, stored in a retrieval system or transmitted in any form or by any means (slectronic, mechanical, reprographic, recording or otherwise)
without the prior written permission of ThreatGRID.

2. 7|2 239 Y H|YHZ Ol admin/changemeE Q& tL|Ct.

=S
=

O

3. Login(219Q)E S&/StL|Ct. 7| & Threat Grid Sample Analysis’dE &A1) 10| X| 7} S & L|Ct.

4. 2% Mt mA2|0| YUt Submit a Sample(ME H|E) AXIO|A ME ItUS MetsiLt URLS
Qzistol ofMAE A2 HSELICH

5. Upload Sample(¥E Y2 E)S SELICt Threat Grid ME =M T2 MA7F AZHELICH

O

WBO| o2 BN BB RIS U2 B 4 USLICL BASH S MBO| Submissions(HF) 440 LIFEILICE
20| HBE|D SamplesHE) MMOIN ZIHES BRI 4 0D BA HDA0| NS At EAIELICH
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ZF0/=0] HHE|O] UELICE

38



Cisco AMP Threat Grid Appliance A7 9 #Hu|ago|M 7lo| =

HE A - CIMC 7D 0] M(AEE
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A7t EEIE I BAIZ= A HF &2 Cisco 222, of7|0f| A "CIMC"(Cisco Integrated Management Controller)
Ao agold |E2EIE AIEE £ USLCEL AMC QIEI0|AE A M 2z[of AHEE &= JA&FLCH

OfZ2to|AA0f Y AZE ELUEH X 7|ZET O{0F BfL|Ch

1L M ®eEs ZUCh Ch3a 22 Cisco 3HHO

ZELICh

18l 27 - Cisco $}H - F8 7|2 Zm| 10| SE!IZ|E| A|Xt

o IMC Configuration,

Memory Of

Entering CIMC Configuration Utility...

2. M=ZZ| AL H=E|H F8 7|E =2 CiZa 20| AMC Zm| o9 {FEE|EIE AlEtgLCh
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MIC mode MIC redundancy

IF (Basic)

YLAN [Advanced)

tion
Aodditional settin

3. aMC Zmaold FEIE0M ¥ MY 2o AA8E IP FAE AU

4. Z 24Z Al Save(ME)BH CHS Exit(E &) ELCH

[t

O|X & 22X N https:// <CIMC-IP address>/2 A+&3t0) MHZE &

I
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I

5. X7

A2 X 0| &2 "admin”, H| 2 S = "password" | L|C}.
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