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 PaboTa c npoTokonamu:
- ARP, CDP, ICMP, EIGRP, RIP v1&2, 802.1q, PPP 1 Frame Relay

* YnyduweHHbIU MHTepdenc nonb3oBaTens:
- nnornyeckas tonosnorus (Packet Tracer 3.2)
- nsunyeckasa Ttononorus (Packet Tracer 3.2 n 4.0)

 JrieMeHThI npeactaBJieHNA U BU3yarnin3auu.
- cnncok cobbiTun (Packet Tracer 4.0)
- PEXUM HENPEPLIBHON aHUMaLnK
- PEXUM roLlaroBon aHMMmaLuunm
° AHHOTaLIMFI, MHCTPYKLUNUN, aBTOPU3aALINA.
- Activity Wizard

* I'Io,u,.qepx(MBaeTc;l OorpaHu4veHHo: CSMA/CD, TCP, STP (Packet
Tracer Layer 2 Loop Breaking Protocol)

 He noapepxunBaeTcs: Telnet, OSPF, VTP, DNS, ISDN
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 AHanun3 paboTbl CeTU: npoctoit PDU, komMnnekcHbiit PDU
« AHUMaUunAa ceTeBOro MmapLipyTa

 [IpoBepka cnyxebHon nHcpopmaumm nakeTta

OfsayesC

rogram Files/Packet Tracer

FDU Formats

i o i Set Tiled Background
Ethernet 502,19 Loal
o 4 7 8 14 15 f\“b
PREAMBLE: s DEST ADDR: SRC ADDR: Event List -
1010 1010 S 0100.5E00.000A | 0001.6322.E411 [ e [l e reres e o]
I e~ ~ —_— | 6.523 Switchl FCS EIGRF o
TrID:| TCI: TYPE: DATA (VARIABLE FCS: P - i e e e L
0x810) 0x 0x1 LENGTH) 0x0 Uy k. o g ool swtchz  1ove [l |
20 2621xM go2inh L 6.524 Switch2 PCo EIGRP
Internst Merida Vajaas
- 6.524  Switche swicht  1cme [l x
Z 4 4 Sa Y Sl 6525  Switcht PCS icve [l Q
+ [ 1L | psce: oo - : 6526 PCS swicht  1ome [ |
| .
10 0x0 0x0] FRAG OFFSET: 0xD ?’ Guvin Switdns swichd [cHE .) :
TTL: 52 | PRO: 0x58 CHKSUM # i : ——
aptured to:
SRC IF: 172.16.20.1 BonsAnERalay 6527 5
DST IP: 224.0.0.10 PR
CPT: 0x0 I 0x0 [ Back ] [aute Capture / Play] [Capture / Forward]
DATA (VARTABLE LENGTH) J 3
EIGRP A, =
PC-PT  PC-FT Sl
o 4 & 16 19 31 Bits B hae Event List Filters
VER: 0xz | opC:0x5 | cHECKSUM: 0x0 ARE cop DHeR
FLAGS: 0x0 EIGRF 1cHP RIP
SEGQ, NUM: 2 TGP UDP All/Mone
ACKNUM: 0 .
e | =)
AUTONOMOUS SH: 50 = —| - 3 A
< | > Reset Natwork FLAY CONTROLS: Biack [ Autg Capture / Play | Capture / Forward [ Event List ] Simulation
. = Fire ' Last Status Source  Destination Typ:a
S o o | (e (oS i) |Scenario 0 |
- i :m?«: ;m?q! L? 4 @ successful  PCO PCS wcHe [
| 2o (generic

v W
|

{
e rovivmen | |
Select a Device to Drag and Drop to the Workspace] | |
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| Protocal | Inside Globa Inside Local  Outside L Cutsidi|

« CeTeBble yCTPOUCTBA:
[ 137.38.39.40192.168.3.254 ---

-MAC,ARP,NAT,RONMQ‘
Tadbnuupbl

5192 168,31 00D0.BASE4EEC FastEthernetO

° BM3yan M3auuﬂ |192.165.3,254 0030.A364.2B29 FastEthernetl

| Routing Table for FT_WORTH

PY Type Metwork Port Mext Hop IF Metr
lNepesarpy3ka cetu T T T
| & 192.165.3.0/24 FastEthernet0/0 --- 0/
- C 192,168 .4.0/24 Serial3/0 iy 040
 PaboTa B peanbHOM BpPeMEeHM: b sovanmnfan Tedalf e /0
R 192.163.1.0/24 Serialz/0 192.1668.2.1 1201
' < R 192.168.5.0/24 Serial3/0 1921658421201
- ceTeBas KOHCbVIrypaLI,I/IFl 5 0.0.0.0/0 200.20.21 140

- ceTeBad CTaTUCTunKa

- BpemMs oTBeTa

Port Link IP Address MAC Address

FastEthernet0/0 Up “not set: O001.63ZZ_E411

FastEthernet0/0.1 Tp 172.16.1.1/24 0001.632Z_E411

FastEthernet0/0_10 Up 172.16.10.1/Z24 O0D1.E63ZZ_E411

FastEthernet0/0_E0 Up 172.16.20.1/24 O001.&3ZZ.E411

FastEthernet0/1 Dowm “not et 000Ll.9&0C.E2&7

Serial0/s0 Up 17zZ_.16.100_ 1420 “not set:

Seriall/1 Dowm “not set: “not set:

Hostname: Wargas ‘,;
es

Physical Location: InterCity, Home City, Corporate Office, Main Wiring Closet SNl &S &S Plocoraroo _Jmtie -

ol «
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OnAa cTyAeHTOB:
- N3yYeHune
- cepTudunkauyms
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Ona NHCTPYKTOPOB:
- cMmMynauuda, Busyanmsauuns, aHnmaums
- MOOENNUPOBaHNE N aHaNn3 ceTeBbIX MPObNeEM
- nornyeckasa n usnyeckas Tonosiorng

- aBTOpcKoe co3aaHune cetun, "Activity Wizard"
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Oupektopua "SAVE" npeanaraert rotoBble
peLlleHus:

-rotoBble aktTnBauum CCNA1, CCNA2, CCNA3, CCNA4

- FTOTOBbI€ TOMNOJIOTNIA:
- "start topologies”, He coagep>kaT HayanibHON TONOJSIOrUK
- "pre-configured", cogepxaT HayanbHy TOMNOMOrNK0

- FOTOBbl€ KOMMNOHEHTHI

Paunbl B hopmaTte PTv3.2: PT v3.2 moryT
ncnonb3oBaTtbcs B PT4.0
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[TocTpoeHne KoHuenuun :

- [lpoekTpoBaHme n aHUMMauud
 MogenupoBaHue cetu

[TpakTU4yeckue HaBbIKU

- ANropuTM peLleHus

* PasButune ceteBbiX NpoueaypHbIX 3HaHUN
3agavun rnpoeKTupoBaHusA

- OrpaHn4eHHbIn Habop nNpobnem
* HeCckonbKO NpaBUSIbHbIX peLleHnn
3agayum no YyCTPaHeHUIo HEeUCrnpaBHOCTEWN

- InarHocTuKa, n3onupoBaHue, ycTpaHeHne
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 MpoekTpoBaHMe U aHMMaL S

« MoagenupoBaHue ceTu

JTabopaTtopHoe 3agaHune

Act 1: Viewing ARP packet events
Open the"CCMAT_Concept_Activity ARP.pka" and follow the Instructions, which are repeated here:

Step 1

Enter simulation mode by clicking onthe Simulation tab. The tab is Iocated behind the Realtime
tab in the lower right hand corner of Packet Tracer

Step 2
Click on Add Simple PDU. This is the closed ervvelope Iocated on the right side of the screen. After
clicking on Add Simple PDU, click on PCO and then PC1. This will identify both the source and
destination PCs for the PDU

Step 3
Use the Event List Filter in the Simulation Panel to select ARP and ICMP packets only.

Step 4

Use the Auto Capture / Play button in the Simulation Panelwindow to animate the event and to
wiew the processing of an ARP Reguest,

CCNA1_Concept_Activity ARP_

NU3yuyeHue ARP

Tononorusa

]
...... ot y PCAPT
i PlfcplT R
PO

2621XM

Routerd
PC-PT i
: PC-PT Ty
PC-PT
P2 pCa

PS5

LabHandout.doc

ARP tabnuub

ARP Table for PCO B |

IP Address Hardware Addre Interface
172.16.11.1 0006.247E. 3910 FastEthernel
172.16.11.20006.247E.3910 FastEtherne)

ARP Table for PC4

172.16.10,2 00EQ.8F&5.5653 FastEthernet
172,16.11.1 00E0.8F65.5653 FastEthernet

| ARP Table for Routerd

| IF Address Hardware &ddre Interface

1172.16.10.10006,247E.5910 FastEthernetl/0
1?2.16.1[!.2 0090.21C5.BAZ3 FastEthernet00
'1172.16.11.1 ODED.BFE8.5653 FastEthernetds1
1?2.16.11.2 00014251 44842 FastEthernet0s/1
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 Acnonb3oBaHue ".pkt" n ".pka"” tunoB channos

U3yyeHue EIGRP -

Packet Tracer 4.0 Concept Builder Lab: EIGRP Metrics
Step 1

Start Packet Tracer and open the RIPmstrics. pk file

de. The
lay the simulation
again. Pay close.

is configured to send an ICMP p:
frst ghicket may fal while the ARP t
1on 10 the route the packets take from

a

Th between routers Fred and Pebblos reprasents a 6akbs di The ather links
betwoon routers ropresent Fast Ethomet links operating a 100mbs. Notice how RIP profors tho
h

Tabnuubl MapLupyTH3aumu AKypHan
Ll‘ p py L" B C 06 blTVl Vl

Ewent List

Type Metwork | Port Mext Hop Metric D Gl (s) | LastDevice At Device Type Info |
c 10.0,0,0/6 FastEthernstn/1 --- 0/0 oooo - Pel e |
c 30.0.0.0/8 FastEthernetn/0 --- 0/0 A swtens 1w [l

c B0.0.0.0/8 Serial0/o 0/0 _

D 20.0.0.0/6 FastEthernet/030,0,0.2  90/284160 . 0.002  Switchd Fred wcwe [l
5] 40,0.0,0/8 FastEthernsti 0 30,0,0.2  90/30720 Zaahiad 0003 Fred parmey  1cve ]

o 50.0.0.0/8 FastEthernet0/0 30.0,0.2  90/286720 Sgg‘r’\f;r';T

D 60.0.0.0/8 FastEtherneti/030.0.0.2  90/33280

D 90,0.0.0/8 FastEthernet/030.0.0.2  90/35840

I
e R i .
Type Network | Port Mext Hop Metric : Constant Delay Capturing... *
C 20,0.0.0/8 Ethernetl/0  --- 0/0 !
163 30.0.0.0/8 FastEthernet0/0 --- 0/0 . Blay Gortrals
e 40.0.0.0/8 FastEthernet0 /1 --- 040 1
D 10.0.0.0/8 FastEthernst0/030.0.0.1  90/30720 i [ Back | [auto Capture / Play] [Capture / Forward
D 50,0.0.0/8 FastEthernst/140,0.0.1  90/2684160 " 1
D 60.0.0.0/8 FastEthernst0/140,0.0.1  90/30720 i S == -
D 80.0.0,0/8 FastEthernst0/030,0.0:1  90/40514560 ‘ _— ’ﬂlm e d i B
D 90.0.0.0/8 FastEthernet0/140.0.0.1  90/33280 oz lat] ;
2050-24 Pebbles ARP [ cor [] oHCP
= -PT Switchz
el [] EIGRP 1cMp [] RIP
EIGRPmetrics_lab Handout.doc [ e tigp I sitone
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 Case Studies

| Step 1 |
Configure FastEthernet 0/0 Using the 1P address 10.0,0,254/8,

‘ Step 2
Configure Serial 1/0 using the first usable IP address in the network

192.168.0.0/24 to connect to the MEX router,
G Sy | Configure the clock rats of 64080,

3 |
BpeMs
—W Configure Serial 1/1 using the first usable 1P address in the network
;192 168.1.0/24.

T . |atana |
:‘:;kfﬁmcerl.ﬂ Skill Building Activity: Router Configuration Lab Hand-out (Chede res] S P —
» Con*gure =astEtheme: (O uzing Te IP adorzss 10 0.0 25448 Bt st
SRS Wis,  Time (s} Last Device At Device Type Info‘
» Con“gure Seriz| A0 Jsing the frstuzzhiz P add ezs i~ the 1=twcrk 192.168.0.¥24 o Jon1zct
otV 0,000 - 5oL 01 cve [l ITCH
> Zongure b cack ate of 54000 0.000 o GOL a1 IV |
Stegd 0.001 GOL 01 GDL_SWITCH ARP
> Do gure el 1) sing the st usehi P s ess - the 1zhucrk 192.168. 124 B
o 0.002 GDL_SWITCH GDL 02 ARP
Stepd -
ep o 0.002 GOL_SWITCH GDL ARP | ) 5
» Configue R 2 routing b advaise z | netwotks — PC-PT sem— ] r
st 0L 01 FC-PT PC-PT
GDL oz ME= 01

> Configurethe enahe 52

passond redes

|

<
T Reset Simulation Constant Delay Capturing...

Step

| Routing Table

Step?

Flay Controls

» Configue GZL (1 vLsing the fis: 1sac e IP add-ess n e network 10.0.0.38 Type Metwork Port Mext Hop IF Metric
Zonfigure the appropridte ea ! [ Back ] [Autu Capture / p\ay] [Captur’e / Fm’ward] ;

e eyt Sy ek : = 192.168.1.0/24 Seriall/0 -- 0/0

J (% 192.16&.2.0/24 Seriall/l --- o/0
Event List Filters R 10.0.0.0/5 Seriall/0 192.168.1.1120/1
[ ARP [# cop [¥] DHeP R 192.168.0.0/24 Seriall/0 192.168.1.1120/1
CCNAZ C f. RIP d [ E1GRP [ 1cHp [ Rip R 192.166.0,0/24 Seriall/l 192.168.2.1120/1
_ on Ig = oc [ TCP [¥] uop [7] allfNone R 20.0.0.0/5 Seriall/l 192.168.2.1120/1

11
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« CueHapuu 3apgaHus

« dusnyeckum pexmm PacketTracer 4.0

3agaHue
rsvvctions |

Step 1 |
Add a 2620xM router to the network topology,

Step 2

Click on the router to open the router's Rhysical Device
View, Power off the router and add a NM-1FE-TX madule.
Power on the router once the module has been added.

Step 3

Connect Switch0 FastEthernet 0/24 interface to the
router FastEthernet 0/0 interface, Connect Switchl
FastEthemet D/24 interface to the router FastEthernet

|
Time Elapse d 00:04:12

7

BPEMS I

' B
PC-PT
PCO

O I VPSR TR0 SRS S P S

e i,
Ch kR \t Reset Activity

Fire

- 2

OO0beanHeHue ceTen

pre-configured

FC-PT FC-PT PC-PT
PC1 FCZ PCE
Last Status  Source | Destination
Failed FZO
Failed P4

ZE20M
DaRouter

. . P |
[ & [ .
] ] == ] e ] el LRy
PC-PT PC-PT PC-PT  PC-PT PC-PT PC-PT
I PCO FC1 pCz PC3 P4 i
PC-PT PC-PT Fire Last Status | Source | Destination | Type | ©
PC4 PCS
. Successful  PCO ICMP
Tvpe
Successful  PC4 ICMP
ICMP
ICMP

Merging Switched Networks lab handout.doc
12
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« AnarHocTuka, nsonupoBaHue, yctpaHeHue npobnem
lMpobnema ceTeBOro noakn4YeHus

— _’[‘_‘:HCH 3 :hl f}.—‘
_€T e 4 r Router-PT
s r Routkr-PT ATL
Switeh-PT RoutEr o
L.ﬁ.‘[sw Law r
i [ i
Em—— r
[ | |
(S, | ‘Li—fjg "-—u;-
v —, . = e—
PC-PT PC-PT S*I;JI':;""PT PC-PT
LAKpe PH¥pe i Altpo

;Fire Last Status  Saoirce | Destination  Type

Failed La.pec ATLpc

Failed L& #pc PH¥pc

et Iorpton ot ot

| os1mModel | mbound PDI Details

‘ At Device: LAX

Source: LAXpS
Destination: PHxpc

In Layers out Lmrs On M p
oBaHMe
\
Layer 3: IP Header Sre. IF: Layer 3: ‘

192.168.1.2, Dest, IP: 192.168.2.2

Laver 2: Ethernet II Header
0001.4300.BC2A == 00ED.A3CE 17C3

Layer 1: Port FastEthernet0/0

1, FastEthernet0/0 receives the frame,

Pinging 19Z.

b
b
b
b

Tracing route Lo

1 50 ms

Tabnuupbl mapLUupyTU3aLmmn

Routing Table for PHX
Type Metwork Port Mext Hop - Metric
C 10.10.10.0/30° Serial3sf0 =5E 0/0

e 10.10.10.4/30 Serialz/0 =aE 00

2 192.168.2.0/24 FastEthernetd/0 --- 040

R 192.168.3.0/24 Serial3/0 10.10.10.2120/1

Routing Table for ATL

| Type
Ic

I
R
IR

Metwaork Mext Hop | Metric ]

Fart
10,10.10.0/30 Seralz/0 it /0
192,165,3.0/24 FastEthernet0/0 --- ns0

10,10,10,1120/1
10,10.,10.1120/1

10,10.10.4/30 Zerialz/0
192 .168.2.0/24 Serial2/0

Routing Table for LAX @

Type

i
I

Metwork Mext Hop Metric

Port
10.10.10.4/30 Serialz/0 =t 0/s0
192.168.1,0/24 FastEthernet0s/0 --- 0/0

TroublshootingConnectivity_Handout.doqs
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 A\cnonb3oBaHue "pre-condigured” u ".pka" Tunos
dannos

Inter-VLAN mapuwpyTtusauums

pre-configured 3ananme Na6oparopHas pa6oTa
e
2eA0xM

Step 2 Check Connectivity and Gather Information

1. Using the Packet Tracer Simple or Complex PDU feature in the Simulation macte, ping between
the PCs in each VLAN, observe the packets, check the PDU info, and record the resuits
Attempt each ping twice

The network topology represents a simple network that requires a )
router for communication between YLANS and for examining inter-\LaN | e PINGREHERIIREHIANARE]
routing functionality, You are given a Class C network address of | Fe: RINGREORCR PEOENEIRES
R |:| tE r' 192,168.1.0 with a subnet mask of 255,255.255.224 (or 192,168.1.0 /
27}, The three subnets starting with Subnet 1, are assigned to each . Ping between PC1 and PC2
WLAN,
2. Using the Packet Tracer Inspection Tool or router CLI feature, examine the routing table of the
Step 1 Check Connectivity and Gather Information i
‘ a. What networks/subnetworks are in the routing table?
1. Using the Packet Tracer Simple or Complex PDU feature in the 1)
Simulation mode, ping between the PCs in each YLAN, observe the 2)
packets, check the PDU info, and record the results on the handout. 3
Attempt each ping twice,
3. Examine the router configuration and recard the P addresses and interfaces to which they are
5 Dinn hetwesn DE and D1 il assloned
Check Results| [Reset Activity Time Elapsed: 00:00:32 a
b

.

4. Using the Packet Tracer switch CLI feature, examine the switch configuration
a. Besides the default YLANS, what other WLANsS are configured?

1

2)

3)

b, What ports are assigned to each VLAN?

OTBETUTHL :

3)
4)

8. Using the Packet Tracer PC Config or Deskiop Teatures, check the network settings for each PC
and record

1 a. PCO
1) IP Address and Subnet iask:
2) Default Gateway.
r r b. PC1
V¥ b Tk 1 S ¥ 1) IP Address and Subnet Mask

PC-PT P':'PT FIC_FIT 2) Default Gateway:
PO FC1 PCZ

SBA5S1A-1_D-2.doc 14
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 cisco.netacad.net - Academy Connection

BbiOpaTtb Tools, pagom ¢ Resources

BbiOpaTtb nodoun n3 noctynHbix NUHKOB U3 Kypca CCNA

NMpokpyTuthb cTpaHnuyy BHu3 ao Oo6wen yactu (General)

BbiOpatb Packet Tracer v4.0
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