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SECURITY ENHANCEMENTS

Authentication: Authentication:
Cisco LEAP, EAP-FAST, Cisco LEAP, EAP-FAST,
EAP-TLS or PEAP EAP-TLS or PEAP
Encryption: Encryption:
Dynamic WEP Cisco TKIP, WPATKIP, AES
ATTACKS
L |
O
1 |
[ |
. .
O
. Vulnerable * 40-bit WEP vulnerable.
Protected ** Strong passwords required with Cisco LEAP. Read more in Section 5.2 of the

802.11 Wireless LAN Security White Paper.
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Clients and Access Points (AP) send their Radio Management (RM) data to the Cisco AP, switch or router running wireless-
aware Cisco [0S Software with Wireless Domain Services (WDS).

Cisco AP, switch or router running wiraless-aware Cisco 10S Software with WDS uses RM-Aggregation to remove redundant
RM data received from the access points and client devices. The WDS device then forwards the aggregated data to the
CiscoWarks WLSE.
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