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Traditional Network Topology
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Center Server
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New world network requirements:
Increased application distribution, device scale and threats

Mobility
Mobile device traffic will be 66%
of total IP traffic by 2020

Cloud

93% of organizations will use
multiple clouds by 20194

loT

26 billion networked devices and
connections will exist by 20202

Security
100 days Industry average
to detect a common threats?

2017 Cisc urity report

Cisco Complete VNI Forecast

Cisco 2016 Mid-Year Cvbersecurity Report
Cisco Global Cloud Index Whitepaper

Rapidly increasing users and things

Campus

Distributed
workloads,
processing and

data

\

|||||
|||||
~o
RN
-

\ -
I :

Extended
Enterprise

Branch Qg ="~ , Enterprise DC

Private Cloud

G‘ Public Cloud / laaS / SaaS

No clear perimeters; increased risk
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http://www.cisco.com/c/dam/m/digital/en_us/Cisco_Annual_Cybersecurity_Report_2017.pdf?_ga=1.194547693.178549878.1485966641
http://www.cisco.com/c/m/en_us/solutions/service-provider/vni-complete-forecast/infographic.html
http://www.cisco.com/c/m/en_us/offers/sc04/2016-midyear-cybersecurity-report/index.html?POSITION=SEM&COUNTRY_SITE=us&CAMPAIGN=SC-04+threat-centric+security&CREATIVE=SEM_SC_Security_(BMM)_(B)-Report_MSR&REFERRING_SITE=Bing&COUNTRY=United%20States&KEYWORD=+cisco%20+2016%20+midyear%20+report&KWID=p12066135158&KEYCODE=001344793&utm_source=bing&utm_medium=cpc&utm_campaign=US_SEM_SC_Security%20(BMM)%20(B)&utm_term=+cisco%20+2016%20+midyear%20+report&utm_content=Report_MSR&dclid=CLic1a3esNICFYp7YgodYdAITQ
http://www.cisco.com/c/dam/en/us/solutions/collateral/service-provider/global-cloud-index-gci/white-paper-c11-738085.pdf

How? The Intent-Based Model

Bridging between business

intent and IT performance

Building on software-defined

networking fundamentals

Integrating security into
the network model

a Automating the complete network

lifecycle

insights & visibility, and
corrective actions

Continuous verification,/

Intent-Based Networking
Industry Initiative

Business IT
Intent Intent

Capture business intent,
Translation translate to policies, and
<ck integrity
Activation

Orchestrate policies
& configure systems

Physical and Virtual Infrastructure

| mn) o
@
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The Journey to Intent-based Networking

Increased
IT Agility

Platforms

Systems

Products
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Cisco DNA Center

A8

Respond to changes faster

Q &

Reduce downtime with an
Predict and act on problems end-to-end view instead of Keep up to date, meet
before they happen hop by hop compliance and plan for refresh

Cisco DNA Center: Design,
provision, automate policy and
assure services from one place

© 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public 7
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Automation Use Cases covered in this session

« Use Case #1 - New device onboarding
« Use Case #2 - Software and Image Management
« Use Case #3 - Wireless Deployment

« Use Case #4 - Application Policy — End to End QoS Deployment
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St 1 Defi t kK hi h
il pNA DESIGN PoLICY PROVISION ASSURANCE PLATFORM Q9 Q & O iE
CISCO CeNTER
Network Hierarchy Network Settings Image Repository Network Profiles Auth Template
=Q Find Hierarchy 6 Add Site I'E Import ZQ  Find Buildings
0" A
« & Global Branch X s 3
v &USA Building Name Branch
v &SJC E el Hierarchy Global > USA > SJC > Branch
Address
v #Branch
£ Floor 1
## Campus

325 East Tasman Drive,
San Jose, California

I
95134, United States

Lat 37.414...
Long -121.931...

Geolocation

a
3
El
[e) (
z
\ 4
COR 2
o™ [
z
3
* o
ost® Z
P 9
Edit Building Delete Building 9 % - i
Add Floor Sync with CMX § kX g GREAT |
o ALp, = —
o % Z R pp SUMM
Z K 3
S
) 9 @, % § 5
» “q %, N %
%) ooy 7 %
o\ Branch 2 <
S, % [ 2
\ % EA
N
DR e =
L (pSMAN R, %, = zZ et
i ; £ S Q = ¢
3 7-4S c@ > Campus N
> X Map % 2 2
Op 2 T =3
A =z w
= 2
e 3
5 1 =
S ® <) ‘
% A
@ =
) )
2 £
5 e ra 2
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Step 2 - Define Network Settings and Device

Credentials

Network Hierarchy

2Q  Find Hierarc

v & Global
v USA
v &SJC
A~ [ Branch

@ Campus

Network Settings

Image Repository Network Profiles Auth Template

Network Device Credentials IP Address Pools SP Profiles Wireless

Setup network properties like AAA, NTP, Syslog, Trap and NetFlow using the " Add Servers" link. Once devices are discovered, DNA Center will deploy
using these settings.

DHCP Server

DHCP

1.1.1.1 -+

DNS Servere

Domain Name

cisco.com

Primary

44.44.44.44 =+

SYSLOG Server

SYSLOG

55.55.55.55 +

Network Telemetry

e Add Servers

-~

Feedback )

© 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Step 3 - Discover existing network

(

alualn DNA
CISCO CcenTER

Qv

Network-Wide | 6 Reachable Dev...

CDP101®

Network-Wide

Discovery Details

CDP Level
Protocol Order
Timeout

IP Filter List

CLI Credentials
SNMPv2c WRITE
HTTP(S) READ

NETCONF

16
ssh
5 second(s)

None

admin
RW
None

None

Discovery

ete 6 Reachable Devices 00h:00m:23s

DEVICE STATUS v

1 Success(6)

8 Unreachable(0)
Devices
Discarded(2)
LLDP Level

Retry Count
IP Range

Preferred
Management IP

SNMPv2c READ
SNMPv3

HTTP(S) WRITE

None

10.1.8.1

None

RO

None

None

Y Filter
IP Address
10.10.70.23

10.10.70.41
10.1.8.2
10.10.64.2
10.1.8.1
10.1.5.50

10.10.64.7

10.2.252.2

Show 25

success

History v

Device Name Status ICMP ~ SNMP CLI  HTTP(S)

L]
]

HQ-
SW1.cisco.local

BR-SW1

HQ-
R1.cisco.local

5520

BR-
SW2.cisco.com

BR-
R1.cisco.local

bt Showing 1 to 8 of 8 Page 1

unneaciasie (D) ranvee @) norTen @) unavaitame

NETCONF

~

Feedback )

© 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public



Step 4 - Check Inventory

Y Fiter |

o o o oo oo o o

Show 10

Device Name «

5520 &0

ap1 &

ap2 &

BR-R1.cisco.local &'

BR-SW1 &

BR-SW2.cisco.com (&'

HQ-R1.cisco.local &

HQ-SW1.cisco.local &'

Vv entries

IP Address

10.1.5.50

10.10.70.41

10.10.70.23

10.2.252.2

10.10.64.2

10.10.64.7

10.1.8.1

10.1.8.2

Reachability Status

Reachable

Reachable

) Reachable

Reachable

Reachable

Reachable

Reachable

Uptime

18 hrs 42 mins

17 hrs 42 mins

17 hrs 43 mins

1 day 21 hrs 01 mins

7 days 23 hrs 34 mins

19 hrs 24 mins

1 day 14 hrs 31 mins

217 days 5 hrs 33 mins

Last Updated

3 minutes ago

3 minutes ago

3 minutes ago

12 minutes ago

16 minutes ago

22 minutes ago

8 minutes ago

9 minutes ago

Showing 1 - 8 of 8

Resync Interval

00:25:00

N/A

N/A

00:25:00

00:25:00

00:25:00

00:25:00

00:25:00

34 am  Refresh

Last Sync Status

Managed

Managed

Managed

Managed

Managed

Managed

Managed

Managed

& Import ] Export ‘

=Q Find

Site

...SA/SJC/Campus

Unassigned

Unassigned

...SA/SJC/Branch

...SA/SJC/Branch

...SA/SJC/Branch

...SA/SJC/Campus

...SA/SJC/Campus

@ Add

-~

Feedback 1)

© 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Step 5 - Assign Devices to Sites

Y Filter

o 0O O O O d

O

Device Name

5520

ap2

BR-R1.cisco.local

BR-SW1

BR-SW2.cisco.com

HQ-R1.cisco.local

HQ-SW1 cisco.local

Tag Device

Device Family

Wireless Controller

Unified AP

Routers

Switches and Hubs

Switches and Hubs

Routers

Switches and Hubs

LAN Automation v

Site

...SA/SJC/Campus

...ranch/Floor 1

...SA/SJC/Branch

...SA/SJC/Branch

...SA/SJC/Branch

...SA/SJC/Campus

...SA/SJC/Campus

OS Version

8.7.102.0

8.7.102.0

16.3.6

16.6.1

16.6.2

16.3.6

03.06.03E

OS Image o

Cisco Control...

Tag Golden

isr4300-unive...

Tag Golden

cat9k_iosxe.1...

CAT9K[16.6.2]
© Outdated

isr4300-unive...

Tag Golden

packages.conf
Tag Golden

Tto7o0f7

Last Sync Status

Managed

Managed

Managed

Managed

Managed

Managed

Managed

Device series

Cisco 5500 Series Wireless LAN Controllers

Cisco 3800I Series Unified Access Points

Cisco 4300 Series Integrated Services Routers

Cisco Catalyst 9300 Series Switches

Cisco Catalyst 9300 Series Switches

Cisco 4300 Series Integrated Services Routers

Cisco Catalyst 3850 Series Ethernet Stackable Switch

e -

(7 WY DR T

© 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public 15



Step 6 (Optional) -

Check Topology

=Q  Find Hierarct

v & Global
v & usa
v &sic
Campus

2 Branch

HQ-R1.cisco.local

HQ-SW1.cisco.local

®

] -

10.1.3.230 10.1.20.11

oS

The Internet

BR-R1 cisco.local

<
<

BR-SW2.cisco.com

10.10.64.15

10.1.22.14

e o 8

~

b & )
9]

Feedback
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Use Case Example

Device Deployment in Campus

Cisco DNA Center

DHCP Server
y

Inventory Plug and Play

Plug and Play Devices (0)

C9K-Branch-PnP (Switching)

Filter Actions v
O Name Serial Number Product ID
Inventory Plug and Play
Advanced
Site Assii it fi i Si
ite Assignmen Configuration 3 Configuration 4 ummary
St SW2 - Configuration
FCW2125L11M
C9300-48U
Global/USA/SJC/Branch
Image:
[~] skip golden image upgrade
Template:
Select a Template (optional) - Ex: Template Name (Profile Type)
& v

Single Device Bulk Devices Smart Account Devices

Serial Number*

FCW2125L11M

Product ID*
C9300-48U v

Device Name

Sw2

[[] Enable SUDI Authorization N

[[] This Device Represents a Stack

Network Admin Pre-
Provisions Cisco DNA
Center

© 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Use Case Example

Device Deployment in Campus Device validates server’s location and
establishes a communication with the server

DHCP Server

(PnP Server)

SUDI: Authenticated />
Refresh ? Edit W Delete

<.. Snip D> Details History Configuration IP Address

CISCO_PNP.pnpserver

10.11.11.11

History = Refresh
"5A;B2;K4;110.11.11.11;J80"
. Status Time Details Info
<.. snip. . >
01/04/2019 12:57:30 UTC Device added to Site Global/USA/SJC/Branch Info
01/04/2019 12:57:29 UTC Device added to Inventory Info l-
01/04/2019 12:57:29 UTC Task: System Backup Config Task Completed Info
01/04/2019 12:57:28 UTC Executing Task: System Backup Config Task Info
01/04/2019 12:57:23 UTC Task: Site Config Task Completed Info .
Network Admin remotely
01/04/2019 12:57:03 UTC Executing Task: Site Config Task Info mon |tors StatUS Of |nSta”
01/04/2019 12:56:58 UTC Task: System Backup Config Task Completed Info Wh ||e N prog ress.
01/04/2019 12:56:57 UTC Day 0 Config Generated Info

Installer

© 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public 19



PnP Server Discovery Options

Automated

Manual (s

© ©

DHCP with options 60 and 43
PnP string: 5A1D;B2;K4;1172.19.45.222;J80 added to DHCP Server

DNS lookup
pnpserver.localdomain resolves to Cisco DNA Center IP Address

Cloud re-direction https://devicehelper.cisco.com/device-helper

Cisco hosted cloud, re-directs to on-prem Cisco DNA Center IP
Address

USB-based bootstrapping
router-confg/router.cfg/ciscortr.cfg

Manual - using the Cisco® Installer App*
iPhone, iPad, Android

Routers
(ASR, ISR)

.

Wireless
Access Points
Switches
(Catalyst®)

Manual discovery
not supported for
Access Points

* Cisco DNA Center Support in Roadmap
© 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public 20


https://devicehelper.cisco.com/device-helper

Day-0 deployment using PnP Connect

Cisco®
supply chain

h

CCW order

Customer Smart
Account added as
part of ordering

Customer Smart

Device SN Account

Device SN added
into customer
Smart Account

Device SN
N
Cisco DNA Center downloads SN
SN per Smart /’ & X from PnP Connect
Account available in P (\&@ S\ \
PnP Connect &c)% P %00 \ Device SN
Q,{\ A\%Q) =\
& S % —
<@ @M E
I %
V4 [e) Q. \
/ (bc} Cisco DNA Center” %
P § registers its identity N
© with PnP Connect N \

&
4—————-.—————> 8
Deploy image and configuration E @

o Device provisioned upon Gisco DNA Corporate Proﬂltg r;?epped
|

discovery and Center
Installer association to site
Admin

© 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public 21



Onboarding new devices using profiles

TEMPLATE

Template

Vlané64
10.10.64.7

ENENEN

OND U B WN

p default-gateway 10

) http client source-interface Vlian64
route R0 6 10.10
ssh

snmp-server community cisco RO
snmp-server community ciscol23 RW
!

ort input ssh

© 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Onboarding new devices using profiles

ﬁ DESIGN
>
T |:>
0D
[ TEMPLATE ] [

DEVICE
“—y a &) New Device Onboarded
-~ PROVISION

Plug & Play

B
0 | mp {3 @J

DESIGN
J
% PN DEVICE

© 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public 23
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Complete support for SWIM Workflow

General Steps to Update Software Image Update

Create a
Change
Request

[o[=101113%
devices to
upgrade

Select
Golden
Image

Plan a

Image
Upgrade

Traditional NMS Software Image Update

Create a
Change
Request

[o[=10111}%
devices to
upgrade

Select
Golden
Image

Plan a
Image
Upgrade

Cisco DNA Center Software Image Update

Create a
Change
Request

Identify
devices to
upgrade

Select
Golden
Image

Plan a

Image
Upgrade

Approval
of CR

Approval
of CR

Approval
of CR

Pre-Check
validations

Pre-Check
validations

Pre-Check
validations

Indicates ITSM Process Steps

Actions outside of NMS,

. mostly manual

How to interpret -
the colors

Steps covered in NMS Tool

Steps covered in Cisco DNA-C

Post
Upgrade
Validation

Activate
Image

Close CR

Distribute
Image

Post
Upgrade
Validation

Activate
Image

Distribute Close CR

Image

Post
Upgrade
Validation

Activate
Image

Distribute Close CR

Image

© 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public 25



Software Upgrade Workflow: Recommended
Images

Golden

Family Image Name Using Image Version D e Rol Act
Image
. ) Everes t-16.6.3 (Latest)
Cisco Catalyst 36xx stack-able ethernet switch A cat3k_caa-universalk9.16.06.03.SPA.bin 2
Denali-16.3.6
cat3k_caa-univers: alk9ldpe.16.03.06.SPA.bin 0 (Suggested, Latest)
3.6.8E
cat3k_caa-universalk9ldpe.SPA.03.06.08.E.152-2 0 (Suggesled‘atest)
\,
N,
\
3.6.8E \\
cat3k_caa-universal 1k9.SPA.03.06.08.E.152-2.E8.... 0 (Suggested, Latest) “ +

Recommended Images:

Cisco DNA Center can display the Cisco-recommended software

images for the devices that it manages (by device type).

Cisco Credentials are required

If the recommended Golden Image is selected as Golden, Cisco DNA
Center automatically uploads from cisco.com.

© 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public 26




Software Upgrade

Workflow: Image Repository

Family Image Name

cat3k_caa-universalk9.16.06.03.SPA.bin

Cisco Catalyst 36xx stack-able ethernet switch A
Unable to verify

cat3k_caa-universalk9ldpe.16.03.06.SPA.bin

cat3k_caa-universalk9ldpe.SPA.03.06.08.E.152-2...

cat3k_caa-universalk9.SPA.03.06.08.E.152-2.E8....

cat3k_caa-universalk9.16.03.06.SPA.bin

cat3k_caa-universalk9.16.08.01a.SPA.bin
Unable to verify

Using Image

When are images uploaded into the Image Repository:

Version

16.6.3 (Latest)

Denali-16.3.6
(Suggested, Latest)

3.6.8E
(Suggested, Latest)

3.6.8E
(Suggested, Latest)

Denali-16.3.6
(Suggested, Latest)

16.8.1a (Latest)

Golden Device Role Action
Image
+ DISTRIBUTION =
]|

+ 4+ + o+

Importing O fm
]
-

-
-
-
-

Images can be uploaded directly from the device, from cisco.com (using the Recommended Images functionality) and

via manual upload.

When using manual upload, image is uploaded into the image repository automatically

Images from devices and recommended images are only uploaded into the image repository when they are marked
Golden

© 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public 27




Software Upgrade - Integrity Verification

End User Deployment Cisco Development Cycle

Network Integrity Known Good Value  Network Device
Devices Verification Collection Development

Software Is the software used by the device authentic? Includes checks of the
software files (Known Good Value) and in-memory (Imprint Value) contents. Also
includes shell access attempts (Event Occurrence)

© 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Software Upgrade - Integrity Verification

» To provide a level of security integrity devices must run authentic and valid software

» Cisco DNA Center Integrity Verification uses a system to compare collected image
integrity data to Known Good Values (KGV) for Cisco software.

» Cisco produces and publishes a KGV Data file that contains KGV’s for many of its

products.

 The MD5 or SHA values of the images are validated against KGV'’s.

e Import M Update Devices = Show Tasks O Take a Tour
Y Filter > Refresh
Family Image Name
Cisco Catalyst 36xx stack-able ethernet switch A cat3k,}caaf UUUUUUUUU K I 0 SR
@ Verified
cat3k_caa-universa Ik9ldpe.16.08.01a.SPA....
@ Verified

Show 10 Vv entries

16.6.3 (Latest)

16.8.1a (Latest)

Showing 1 - 1 of 1

Virtual
IGoIden Device Role Action
mage
£ | DISTRIBUTION @,
¢ | ACCESS |

© 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public 29




Software Upgrade - Integrity Verification

KGYV file:

« Standard JSON format and Signed by Cisco
« Can be retrieved from Cisco and uploaded into Cisco DNA Center

alialiy pNA
CISCO CENTER DESIGN

System 360 App Management

=Q  Search

Authentication and Policy Servers
Certificate

Cisco Credentials
Debugging Logs

Device Controllability
Integrity Verification

IP Address Manager
Network Resync Interval
PKI Certificate Management
Proxy Certificate

Proxy Config

SFTP

POLICY PROVISION

Settings Users Backup & Restore

Integrity Verification

Cisco DNA Center's Integrity Verification (IV) application monitors your devices for unexpected or invalid changes indicating a risk that your devices are
compromised. It does this by comparing each device's software, hardware, platform and configuration settings against an authoritative set of Known
Good Values (KGV) for these settings for all supported Cisco devices.

CURRENT KGV FILE INFORMATION (Upload New From Local Or Upload Latest From Cisco)

File name Cisco_KnownGoodValues.tar

Uploaded by admin

Uploaded time 2018-05-07 20:02:05

Uploaded mode remote

Records 279131

File hash SHA-256:598063bc9832db52a16c27e3af0f7861bb9cea584040a

9eac711e8b8e99837f2

Published 2018-05-01 18:17:42

© 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public
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SMU (Software Maintenance Update)

What is SMU ?

= Point Fixes for the IOS-XE images (16.x onwards)
» Provides the ability to just update what is needed

Why SMU ?

Each device
update causes
network outage

Copy Images to
site over slow
VPN tunnels

Reduced IT
Staff

Business
Loss &
Downtime

Slows down Requires bug
software analysis,
rollouts certification

Time
Consuming

© 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public 31



Step 1: Upload SMU

SMUs in Cisco DNA Center

Import Image/Add

Select a fle from computer

© gl © = Show T ° Virtua
ety image Name Usiogimage  Verion G oo rction
Cisco Catalyst 9300 Switch i6.5 -

Family
Cisco Catalyst 9300 Switch

Step 2: SMU is automatically associated with
corresponding

Famil Image Name Using Image Version Device Role Action
o N 9 Imag Image

SMU (1) Sub-package (0)

15.5@3)M 0 cat9k-universalk9.2017-12-05_08.14_chbandi.0.CSCvg47772.SSA.smu.bin

Cisco 2021 Integrated Services Router G2 v 2000-universalk9-mz.SPA.15

Cisco I0S-XE Patch package

Cisco 5508 Wireless LAN Controller ss Controller (8.5.124.43] 1 g2t CSCvg47772
1
03.06.03E Yas
Cisco Catalyst 3850 24P 10/100/1000 PoE+ Ports Lay. wstall Mode (03.06.03€
bulk-patch
1
Gisco Catalyst 9300 Switch A Cal9kiosxe.16.06.01.5PAbN 3 1661 TRIBUTION @ Not Available
@ Verfied
0
atok_iosxe.16.06.02.SPA.bin . 1662 o [ Access = 1 Unable to verify
9 Verified Add On (1)
erne Unable to verify the image using the current KGV file. Click here to see the KGV file used or
upload a

Ishow 10 v entries Showing 1 - 4 of 4 Showing @ J-access

© 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public 32






Use Case #3: Wireless Deployment Made Simple

S
ssID RF Profiles yhamic Flex/Centralized
Interfaces

SSIDs and RF Parameters that represent wireless network

DESIGN n DESIGN
|::> g % ’ | P
SSID PROFILE _/n\_ "» g

1 & \ SITE / Devices ready to
T

deploy
PROVISION

© 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public 34



Same Workflows for different Wireless Branch

Deployments

Centralized

Ease of Deployment
and management

O @

Flex Connect Mobility Express

Controller
Functionality
Embedded in the

Access Point

Eliminate the need
for a Controller at
every Site

© 2019 Cisco an

Catalyst WLC

Next Gen
WLC
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L . 255
Application Policy ” -
pplications can interact with Cisco DNA Center via

Northbound APIls, informing the network of application-
specific and dynamic QoS requirements

Cisco DNA Center

Network Operators express high-level M
business-intent to Cisco DNA Center | l > @ #‘ -0

Application Policy

Policy Automation  Analytics

Southbound APIs translate
f business-intent to platform- \
specific configurations

ﬂ)) 000000 oY N7l [Pe0ere 000000 °’))E
2o\

(

Wireless AP /]\ ASR/ISRs Wireless AP
Trust Boundary MQC Trust Boundary
PEP Catalyst 4500 Nexus 7700 PEP
4Q (WMM) 1P7QIT F3: 1P7Q1T 4Q (WMM)
Catalyst 3650 Catalyst 6500 WLC Catalyst 2960-X
Trust Boundary 1P3Q4T PEP Trust Boundary
PEP 1P7Q4T PEP
2P6Q3T 2P6Q4T 1P3Q3T
T © 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public 37




Application Policy Leverages QoS CVDs

Deploy End-to-End DSCP Based Queueing Policies

f Cisco DNA Centeﬁ

'
7)) ¥ 0
Application Policy in Cisco DNAC will seamlessly Felsy Cusreien  Aunlies
interconnect all types of hardware and software
queuing models to achieve consistent and
compatible end-to-end treatments aligned with the
expressed business-intent \

© 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public 38



Solicit Application Business-Relevance

[

Relevant

+ These applications directly
supports business objectives

* Applications should be classified
and marked according to RFC
4594-based rules

N

Default

» These applications may/may not

support business objectives
« E.g. HTTP/HTTPS

+ Alternatively, administrator may not

know the application (or how its
being used in the org)

» Applications in this class should be

marked DF and provisioned with a
default best-effort service (RFC
2474)

Irrelevant

» These applications are known

and do not directly support any
business objectives; this class
includes all personal/consumer
applications

* Applications in this class should

be marked CS1 and provisioned
with a “less-than-best-effort”
service , per (RFC 3662)
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What Do We Do Under-the-Hood?

Apply RFC 4594-based Marking / Queuing / Dropping Treatments

Application Per-Hop Queuing & Application
T
B
==

—

Transactional Data BW Queue + DSCP WRED ERP Apps, CRM Apps, Database Apps
Bulk Data AF1 BW Queue + DSCP WRED E-mail, FTP, Backup Apps, Content Distribution
Default % I Default Forwarding I DF I Default Queue + RED I Default Class

Irrelevant P
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Application Policy Workflow

Based on Business Relevance for the applications

ahialie pNA DESIGN POLICY PROVISION ASSURANCE Q o
CISCO CENTER
—
Policy Administration Registry
B
Application Policies
Application Policy Name*
Site Scope 0 Sites  LAN Queuing Profiles CVD_QUEUING_PROFILE ~ SP Profiles 0 Profiles  Host Tracking @ =
Business Relevant (16) Default (6) Business Irrelevant (6)
Authentication-Services o File-Sharing ot Consumer-Browsing ot
39 applications 32 applications 223 applications
Backup-And-Storage o General-Browsing ot Consumer-File-Sharing ot
14 applications 9 applications 38 applications
Collaboration-Apps o General-Media ot Consumer-Gaming ot
42 applications 12 applications 15 applications
Database-Apps o General-Misc ot Consumer-Media ot
33 applications 485 applications 98 applications
Desktop-Virtualization-Apps o Software-Updates ot Consumer-Misc ot
18 applications 15 applications 9 applications
Custom-Apps &
1 applications
Email ot Tunneling S Consumer-Social-Networking ot
29 applications 20 applications 13 applications
x
I Enterprise-Ipc o 5o S
20 annlications 2
]
3
~Unassigned Application Sets (1) -
Custom-Apps o
1 applications
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Application Policy Workflow

Deploy Policy based on Site

alial pNA
CISCO  CenTer DESIGN

Policy Administration Registry
—
Application Policies
—
Application Policy Name*

Branch-App-Policy

Site Scope 1 Sites  LAN Queuing Profiles CVD_QUEUING_PROFILE ~ SP Profiles 0 Profiles  Host Tracking m

Business Relevant (16)

Authentication-Services
39 applications

Backup-And-Storage
14 applications

Collaboration-Apps
42 applications

33 applications

Desktop-Virtualization-Apps
18 applications

Email
29 applications

Enterprise-Ipc
20 annlications

| Database-Apps

Default (6)

File-Sharing
32 applications

General-Browsing
9 applications

General-Media
12 applications

485 applications

Software-Updates
15 applications

Tunneling
20 applications

| General-Misc

Site Scope

Show
All

[E V| Global

O] \/MUSA

= Vv SJC

O Campus
Branch »

Feedback

© 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Policy Overview for Device Role = Border Router
Under the Hood - SP Profiles

oLicY PROVISION ASSURANCE
gs Image Repository Network Profiles Auth Template
Network Device Credentials IP Address Pools SP Profiles Wireless
QoS
Profile Name WAN Provider Model e Add
Demo-SP-Profile Demo-WAN-Provider v
4 Class
5 Class
6 Class
8 Class
- lude
CAMPUS DISTRIBUTION Exclude N/A
Dist2.cisco.com Interfaces
CAMPUS- Exclud
ACCESS e N/A
Access1 Interfaces
- Exclude
CAMPUS DISTRIBUTION Keluae N/A
Corel.cisco.com Interfaces

Back to Devices in " SJC-Bldg-

SP Profile Settings for Device " CAMPUS-
Router1.cisco.com”

WAN Interface

GigabitEthernet0/0/Q_,

GigabitEthernet0/0/1_,

Service Provider Upstream Bandwidth

Profile (Mbps)
Demo-SP-Profilel 100 P
Demo-SP-Profile2 200 -+

Router > WAN Interface - SP Profile > Upstream Bandwidth

© 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Cisco DNA Automation
Demo - Templates
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Network Quality
A Complex, End-to-End Problem

Client firmware

Client density

WLC capacity WAN QoS, routing, ...

RF noise/interf

WAN uplink usage

b

@ Affects join/roam

® affects qualtyrvoughput

Cisco® Unified
CM

> ¢
«3-

. What is the problem?

. Where is the problem?

@ Affects both*

Authentication

Addressing

. How can | fix the problem fast?
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Today’s Tools

Too Limited, and Do Not Address Network Needs

TOOLS

Too Many Tools Reactive Systems Limited Insights
Fragmented visibility Always playing catch up Limited data that is not actionable
Closed interfaces / Silo’d views Not designed for analytics My report vs your report

Devices queried multiple times Inconsistent API architecture

No view of state changes

Different protocols/mechanisms Specialized knowledge required Lacking context or feedback loop

Closed/Proprietary Lack of Intelligence



Context is Key

Cisco Context

360-degree Visibility

Devices  Applications +
A Data Granularity

.

Historical, Real-time, Future

Location

Rich Context Increase Business Productivity and Frees Up IT Time



Delivering Context for Network Troubleshooting

Use Case Example

IPAM

NetFlow

AVC

Topology

Location

Device

\ \ \ \ i

—

Cisco DNA

Center

Analytics
Engine

Group: Marketing

User: George Baker

MAC: 60:F4:45:78:96:9F

MAC: B8:8D:12:36:15:22

An unhappy user calls in
to report a problem with
his WebEx experience

Step 1: Identity Services
Engine integration
provides Cisco DNA
Center with the user’s
information, group-
policies and device
information
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Delivering Context for Network Troubleshooting

Use Case Example

'}

NetFlow

AVC

Topology

Location

Device

Cisco DNA

Center
Analytics
Engine

Group: Marketing User: George Baker

MAC: 60:F4:45:78:96:9F

MAC: B8:8D:12:36:15:22
Source IP: 1.1.1.2

Step 2: IP Address
Management (IPAM)
integration supplies Cisco
DNA Center with the
DHCP addresses bound

to the user’s device(s)
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Delivering Context for Network Troubleshooting

Use Case Example Step 3: Cisco DNA

Center filters NetFlow
records by the Source IP
of the client’s device

Group: Marketing User: George Baker

NetFlow St

Cisco DNA
\Vle; 3 Center
Analytics
Engine

Dest IP: 2.2.2.2

Dest Port: 80

Topology

MAC: 60:F4:45:78:96:9F

Location >

MAC: B8:8D:12:36:15:22 =

. Dest Port: 80
Device Source IP: 1.1.1.2

Dest IP: 3.2.2.2
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Delivering Context for Network Troubleshooting

Use Case Example

hbd

Topology

Location

Device

-

Cisco DNA
Center
Analytics
Engine

Group: Marketing

MAC: 60:F4:45:78:96:9F

Step 4: Application
Visibility and Control
identifies which of the
flow-records were for

User: George Baker

WebEx traffic
Dest IP: 2.2.2.2
v Dest Port: 80 %) (\7/'\5/ ex

Source IP: 1.1.1.2 %

Dest IP: 3.2.2.2
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Delivering Context for Network Troubleshooting

Use Case Example Step 5: Cisco DNA

Group: Marketing User: George Baker Center Contextua”y
correlates where the
user-device attaches to
the network and which
network-devices the flow
traverses

A

Cisco DNA ' MAC: B8:8D:12:36:15:22
Center
Analytics

Engine

Source IP: 1.1.1.2

Cisco

@ webex

ki

Topology

Location S=====S MAC: 60:F4:45:78:96:9F
Device =S m

Dest IP: 3.2.2.2
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Delivering Context for Network Troubleshooting

Use Case Example Step 6: Location services
Group: Marketing User: George Baker ConteXtua”y—COI"relate the
geographic locations of
the

user/network devices

H Dest IP: 2.2.2.2
Cisco DNA " MAC: B8:8D12:36:15:22
Center Source IP: 1.1.1.2 -
. Dest Port: 80 ... -
Analytics U @ Webex

Engine

Dest IP: 3.2.2.2
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Delivering Context for Network Troubleshooting

Use Case Example

Group: Marketing User: George Baker

A

Cisco DNA " MAC: BB:8D12:36:15:22
Center Source IP: 1.1.1.2

Analytics g
Engine

Step 7: Network
telemetry is used to
identify, isolate and root-
cause issues

Dest IP: 2.2.2.2

Cisco

Dest Port: 80 ..p{ @ \Wiehex

Dest IP: 3.2.2.2

marking for Webex
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Cisco DNA Assurance
Getting Started Workflow

Cisco DNA Network Network ETe\VA (o] g
Center Device Design & DNA
Install Discovery Provision Assurance !

On-Premise CDP Create Network
Single Node IP Address Range Hierarchy (Sites)

Loopback as : .
Cloud Tethered Preferred Assign Device to

for App Updates Managementi Sites

Provision
Telemetry

Configuration
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Getting Started Workflow - Network Discovery

SD-AccessSwitches

B =2

v DISCOVERY DETAILS

CDP LEVEL @

None

RETRY COUNT ©@
3

IP RANGE ©@

192.168.120.1-
192.168.120.5

192.168.130.1-
192.168.130.10
192.168.110.1-
192.168.110.10

PREFERRED
MANAGEMENT IP @

Use LoopBack

PROTOCOL ORDER @

telnet ssh

TIMEOUT @
5

IP FILTER LIST @

None

(

Devices

= LSt €
Y Filter SUCCESS unreacHasle €3 Faure @ )
IP Address  Device Name Status  ICMP ~ SNMP CLI
192.168.130.1 border_cp
192.168.110.2  C6840-X-LE
192.168.130.2  asrik-border
192.168.130.3  ¢9500
192.168.120.5 9300
192.168.120.2  pl-edge2
192.168.120.1  p1l-edgel
192.168.110.1  dist2
192.168.110.10  dist1

© 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Getting Started Wor

kflow - Assi

gn Devices to Sites

abalbh pNnA
DESIGN POLICY PROVISION
CISCO CeNTER
——

Devices Fabric

Device Inventory

Inventory (36) Unclaimed Devices (0)

Y Filter Actions  ~

Assign Device to Site
= Device ’ Address Site
Provision

AMS-AP3802-34 Unified AP 10.11.19.1 UL
Level3

AMS-ASRTK-INET  Routers 10.11.255.2 RIS
Level3

AMS- Switches ..MS/AMS-
SW3650.test.com and Hubs LOT2EE0100 Level3

[0  Asrik-corel Routers 10.0.255.42 e
Levell

[0 Asrik-core2 Routers 10.0.255.52 -/DC/DC-
Levell

ASSURANCE

Serial Number

FCW2136NCCJ

FOX1817GSM2

FDO1852E264

FOX1521G5SN

FOX1521G5SM

Uptime

15days
11:40:08.840

45 days,
19:51:29.15

139 days,
10:16:58.88

139 days,
10:09:03.84

131 days,
18:20:44.51

LAN Automation LAN Auto Status

Network Telemetry

os
Version

8.5.110.0

15.5(3)S2

03.06.05E

15.5(3)s2

15.5(3)S2

OS Image

Not Available

asr1002x-univ...

Tag Golden

packages.conf
Tag Golden

asr1000rp1-ad...

Tag Golden

asr1000rp1-ad...

Tag Golden

= Upgrade Status

Sync
Status

Managed

Managed

Managed

Partial
Collection
Failure

Partial
Collection
Failure

Last
Provision

< Refresh

Provision
Status

Not
Provisioned

Not
Provisioned

Not
Provisioned

Not
Provisioned

Not
Provisioned

Feedback
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Getting Started Workflow - Telemetry Configuration

il pnA DESIGN poLICY PROVISION ASSURANCE Q o =
CISCO CENTER
Devices Fabric
H LAN Automation LAN Auto Status
Device Inventory _
miin DNA o
CISCO  CENTER Telemetry 2 £
H Network Telemetr £ Upgrade Status % Refresh
Telemetry Assessment and Configuration v Pa -
Site View Profile View
os 0S Image Sync Last Provision
Sites Hierarchy Version Status Status
~ Global
§ Not
N Canada ) 8.5.110.0 Not Available Managed - Provisioned
O Device Na... ~ Address Type Family Version Profile Details
~ TO
15.5(3)s2 asr1002x-uni e— ~ Not
I ~ Mexico O MX1-3850-ACC-1 10.32.255.102 Cisco Catalyst38xx. Switches and Hubs 16.6.2 Maximal Visibility P Tag Golden Provisioned
~ Netherlands 0 MX1-3850-CSW-..  10.32.255.100 Cisco Catalyst38xx. Switches and Hubs 16.6.2 ° 006,058 packages.conf Managed ~ Not
Tag Golden 9 Provisioned
~ USA
[]  Mx1-3850-CSW-..  10.32.255.101 Cisco Catalyst38xx... ~ Switchesand Hubs  16.6.2 Maximal Visibility o »
. S
. asr1000rp1-ad... Zama' Not 2
O MX1-9300-ACC-1...  10.32.255.103 Cisco Catalyst 930...  Switches and Hubs 16.6.2 Maximal Visibility o 15.5(3) Tag Golden ollection - Provisioned = 3
Failure 3
[]  Mx1-ASR1001X-1.. 10.32.255.1 Cisco ASR 1001-X...  Routers 16.6.1 Maximal Visibility o
asr1000rp1-ad, Partial Not
15.5(3)S2 P - Collection - X
[J  Mx1-ISR4431-3c.. 10.32.2553 Cisco 4431 Integra...  Routers 15.5(3)S4b Maximal Visibility ® Tag Golden p— Provisioned
D MX1-ISR4451-2.c.. 10.32.255.2 Cisco 4451 Series . Routers 15.5(3)S4b Maximal Visibility o
3
2
K
H
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Cisco DNA Assurance
Overall Health

Toggle Overview

ccccc

Overall Health

Topology | Map | List

Health Summary

Network Health
Client Health
Application Health

Compliance

Top 10 Issues

CCCC



Cisco DNA Assurance

Health Scores

Site Health Score
Client Health Score

Device Health Score

function ( Client Health Score,
Device Health Score )

function ( Onboarding Score,

N[l alz [ Rsloeli- W == function ( Traffic Class,

Client 360

10no® daphine.blake

Connectivity Score ) ® 0 Daphine-iPad | @ 0 Daphine-pc
function ( System Health Score,| Pevice 360
Control Plane Score, | .0 apLA1-AP3802-21 oo
Data Plane Score ) ekt o o
Latency, Packet Loss) S
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Network Time Travel

“Go Back In Time” to Understand the Network State when the Issue Occurred

o (6] Geor MacBook-F 0 D George-MacBook-Pro

(5] George-#Pad Alr 2 O [ + George-iPhone-6s

+ History shows critical events * Rewind time to when the issue

» |dentifies when issues occurred! occurred
« All the information on the user

or network device 360 changes
to the selected time!

© 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public



Cisco DNA Assurance
Network Health

Time Travel

Network Health

Toggle Overview

Topology | Map | List

Health Summary -
@

Health by Role

* Wireless vs Wired
e Core vs Access L

e Data vs Control
+ etc O

Quick Filters

Dats Plase Consactivmy




Cisco DNA Assurance
Network Health

Network Health

Time Travel : A S

Travel to Time of Issue

wo C Type © e — xuf«'xmr
Health Summary T e o : (
............ ® ®l ectivity Comtral Plane Connectivity® —
e Routers M — e - -t o= ane o
+ Switches R — -
cetc - Ot 22 :';x
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Cisco DNA Assurance
Client Health

Time Travel

Client Health

......

Toggle Overview | wmem T = R =
Map | List | |

Health Summary =~ © ®

* Wireless vs Wired
* Onboarding Times
+ RSSI

" ete ll...,l‘ @

Quick Filters




Cisco DNA Assurance
Client 360 (1/3)

Client 360

Client Devices

Time Travel

Client Issues

* Correlated
* Integrated with ITSM

Local Topology

* Health Summary
* Devices Summry
* Device 360 Links

« etc




Cisco DNA Assurance
Client 360 (2/3)

Application Experience - - =
L J
* Business Relevant vs. R .

Default vs. Irrelevant
+ Bandwidth and Usage
* App 360 Links

Device Details

e Hardware / Firmware
e RF Details
* Apple iOS Analytics




Cisco DNA Assurance
Client 360 (3/3)

Client 360

Apple iOS Analytics

—e
» Cisco — Apple Partnership

* RF Client’s View

» Client Side Behavior



Cisco DNA Assurance
Application Health

:::::

Application Health

Health Summary

]
By Relevance o .
Top 10 Usage e
App Experience - m o
— —

+ By Application
 Filter / Sort
+ etc

......



Cisco DNA Assurance

Issue Details

Wireless clients failed to connect (Site: Global/USA/Santa Monica/Level 1) - DHCP Timeout

Status:  Ooer

Issue Summary

Client DHCP Attempts (Site: null

» Description

o |mpact Impact = _ . -
* Locations R E—— i - S
* Clients Gmews T

Context Information

Suggested Actions (8)

1 varity that tha DHCP scaps is configured aoractly and has adequata frea IP ad

Guided Resolution

+ Step by Step
+ Automation on managed Devices




Cisco DNA Assurance

Issue Details

Wireless clients failed to connect (Site: Global/USA/Santa Monica/Level 1) - DHCP Timeout

Issue Summary I
Q. Clients \L.Jl.JH‘ :w.m’wv..vv-'..v[x.;J 'J»‘.V'I:,:‘ —evel tmed aut and have not been e e b

« Description S
R | m p a Ct :" nac' | Mosmens Mac Addruss DeviceTywe AP s.snm u%m

« Locations e ) ~ -

« Clients T .
Context Information

L J
Suggested Actions (B)

Guided Resolution

+ Step by Step
+ Automation on managed Devices




> Onboarding 12/06/17 12:50:00 am Egress
f 120
v Path Trace
F [ 0
To find the location of an issue, perform a path trace between two nodes in your network — a source d QOutput Drof 0
S N EEEEE AN A RS AN SN AN NSNS EEEEESEEEEEEEEEEEEEEEE
More D
( = = e o S
R rol=|e (:QJ. [&Ju L&Jc :;Jc (Z»o g
50-CSW- LA1-WLCS520-3 A1-3860-CSW- A1-3850-CSW-2 1030.120.10

oSUEEEEENNNNN,

Path Trace

Troubleshoot Issues Along the Network Path

Client 360

101109 daphine.blake

pad | ® O paphine-pc | @ O 02

Issues (1)

Connected

Total occurrences: 1

TenGigabitEthernet1/0/24

10.30.100.10 LAZ-AP1815-33 A2-3850-ACC-

‘ Run New Path Trace J

Y NN NN NN NN NN NN NN SN EEEE SN EEEE NN EEEE NN EEEE SN EEEE NN EEEE NN EEEEEEEEEEEEEEEEEE

B T I I
rl_ac2_4

-

euENEEEEEN

am

GigabitEthernet1/0/24

N/A
N/A
N/A
NIA
N/A
N/A
NIA
NIA
N/A
N/A

standard_acl
DENY
10 deny 221

DENY

3.25.14

J
0

.

YsmmmmEns

* Run pathtrace from source to
destination to quickly get key
performance statistics for
each device along the
network path

+ Identify ACLs that may be
Blocking or affecting the
traffic flow



Path Trace

How Does It Work?

’ Netflow\

Lc ackhe Info Source:

OoKup Poll Network
Device

=
e

Info Source: Routing

Cisco DNA Table
Center NIB \ Lookup. ’ /

Info Source:
Poll Network
Device

Info Source:

Cisco DNA
Center NIB

Info Source:
Poll Network
Device

Info Source:

Cisco DNA
Center NIB

Branch

’Routing\ Info Source:
Table Cisco DNA
/ \ Lookup. ’ Center NIB
‘ L2 \ Info Source:
Gateway Cisco DNA
Lookup Center NIB
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Cisco DNA Assurance
Real World Example



Wired

tliali pNA DESIGN poLICY PROVISION ASSURANCE
CISCO CENTER

—
Health v Dashboards v Issues v Manage v

OVERALL HEALTH

Client Health

3:30p

PLATFORM

Actions v

331p

® WIRED

Wireless

LATEST TREND

Wireless Clients

70 % @

TOTAL: 2794

Active: 2678 | Inactive: 83 | New: 33 @

Healthy
73 Not Onboarded =
Active 2605 Onboarded
Clients

TOTAL:

Assaciation 0
AAA 1
pHCP 0
Other

FAIR Connectivity 2

600D Connectivity 7 0 %

Wired Clients

99 % @

Healthy

2.7K
Total
Clients

CONNECTED: 2681

4 Not Onboarded

2677 Onboarded

<@ Show

TOTAL: 2681

DHCP 0.15 %
FAIR Connectivity 1| % -

6000 Connectiviy 99 %

99%

© 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Client #1

1000  VoWLAN Client #1

10.152.

Device: -- 0Ss: -- MAC: 01:02:03:1A:FB:4A 1Pvd: 10.152.35.115 IPv6: -- VLAN ID: 235 Stalus: Connected Last seen: Nov 14, 2018 4:44 pm Connected Network Device: ap-li-e_55-mt Last Known Location: -- ssiD: WLAN-VOICE

1A}:ABp 4:48p
0

| wme- . - - - - DR - = — - - - - 10
&p 8p op 114 2a 4a 6a 8a 10a 12p 2 4p
Nov 13, 2018 6:54 pm - 6:59 pm Onboarding Connectivity Connection Details Major Events
Client Health: 10 Status @® Passed RSS! ® -38dBm Status Active See Full List (O Failures, 0 Successes)
i SNR ® 5508 sSID WLAN-VOICE
metrics or code
t Data Rate 65 Mbps AP ap-li-e_55-mt
Tx 5.64 kB Channel 56 (40 MHz)

Rx 5.B5 kB Band 5 GHz



Client #2

10/0@ VoWLAN Client #2

A-FB-A1

Device: Unclassified 0S: 1.3.6.1.4.1.27614.2.2 MAC 01:02:03:1A:FB:A1 IPva: 10.152.35.123 IPv6: -- VLAN ID: 235 Status: Connected Last seen: Nov 14, 2018 4:23 pm Connected Network Device: ap-li-e-16-g-ingest Last Known Location: --

SSID: WLAN1

‘4:23;)

4:24p

-
- T T T T
6p 8p 10p 114 2a da
Nov 14,2018 8 am - 8:08 amr Onboarding Connectivity Connection Details Major Events
C|ient Hea|th: 10 Status @ Passed RSSI ® -52dBm Status Active See Full List (O Failures, 0 Successes)
) ‘ SNR ® 4248 SSID WLAN1
Only metrics with color code
contribute L Score Data Rate 65 Mbps AP ap-li-e-16-g-ingest
Tx 7.04 kB Channel 44 (40 MHz)

Rx 7.32 kB Band 5 GHz



1000 VoWLAN Client #1 Connected Network Device: ap-li-e_55-mt

® 0 1015235115
e ——

Device: -- 0s: -- MAC: 01:02:03:1A:FB:4A  IPvd: 10.152.35.115 IPv6: --  VLAN ID: 235  Stalus: Connected Last seen: Nov 14, 2018 4:44 pm ( Connected Network Device: ap-li-e_55-mt st Known Location: -- ssiD: WLAN-VOICE
 4:48p
= \/’\_AJ vV \4 VTV

| wme- . - = - - = - = — - - - 10
Nov 13, 2018 6:54 pm - 6:59 pm ‘ 3 8 d B M Connection Details Major Events

Client Health: 10 ® -33dBm Status Active See Full List (0 Failures, 0 Successes)
T D ‘ 55 dB ® s508 ssiD

bute Lo the Health 65 Mbps AP ap-li-e_55-mt
6 5 M b S 5.64 kB Channel 56 (40 MHz)
p 5.85 kB Band 5 GHz

10,08 VoWLAN Client # 564 kB SS'DWLAN‘VO'CE
(67 wew] 0.85kB  Connected Network Device: ap-li-e_16-g-ingest

Device: Unclassified 0S:1.3.6.1.4.1.27614.2.2 MAC 01:02:03:1A:FB:A1 IPv4: 10.152.35.123 Pv6: -- VLAN ID: 235 Status: Connected Last seen: Nov 14, 2018 4:23 pm
SSID: WLAN1
4:23p

_ ‘ — 5 EZ d B M ‘{ /,4 Y 1){,r \VI V\J V A vV \
“ . 7‘ - - & 8:03 am - 8:08 am
14, 2018 8:03 am - 8:08 a 65 Mbps

Client Health: 10

|

— ——

‘ (]
B - 20 40
Connection Details Major Events | SS' l | S
Status Active See Full List (O Failures, 0 Successes)

® -52dBm

® 4208 SsiD
ute to the He e 7 . 04 kB 65 Mbps AP ap-li-e-16-g-ingest

7.04 kB
7.32 kB

SSID:WLAN1

7.32 kB
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Cisco DNA Assurance

Sensor Everywhere

Test Your Network Anywhere at Any time at Real-world Client Level

Purpose-built Hardware for Analytics
In-line monitoring to DNA for analytics
and insights while serving clients

e 2x2 with 2 spatial streams
* Multiple powering options

- PoE Power e P, _
- USB Type “C” power ~
- Direct AC Power Plug ,

* Integrated BLE
» Ultra compact form factor

SLA Dashboard Onboarding & Configure Tests

Dynamic Sensor
Test Trigger
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Wireless Sensors

Proactive Performance Assessment for Wireless

Test your network anywhere at any time

» On-Boarding Tests A
. 802.11 Association
. 802.11 Authentication & Key Exchange (XXXXX)

. IP Addressing DHCP (IPv4) Sensors act as ]
> Network tests lient Access point
+  DNS (IPv4) clients

. RADIUS (IPv4)
. First Hop Router/Default gateway (IPv4)

. Intranet Host

> Appli.catior:E f[(et(:gal rost v ((((')))) %((T))))
S

. Email: POP3, IMAP, Outlook Web Access (IPv4) _

. File Transfer: FTP (IPv4), TFTP (IPv4) : _
«  Web: HTTP & HTTPS (IPv4) Dedicated Sensor AP1800 Flexible Radio

Flexible Radio Assignment Algorithm intelligently
identifies excessive radios and seamlessly

converts those into Sensor mode without client
impact
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Cisco DNA Assurance

Active Sensor Dashboard

Health v Dashboards Vv

Time Travel

D Mide

Wireless Sensor
0

7 Days v
y I I 1 I I I

Sensor Test Summary e

Test Summary

» Past Failures by
* Locations

Failure by Test Type

All SSIDs v All Bands v Actions v

I \

Top locations by failure [

. Type (\ Site Name nu-avnui::
> v

W ovvosrcing [l webserver [l onco .

Trendlng Charts r-?a%u prg.,gm No Global Issues w't
® =
» For Key Services
(DHCP, DNS, AAA, Web, Emall, ...) Tost Results  asorsors, 18 1230,
v Firt =)
Spark Charts Test Name Location SSIDs. Test Types Test Results
L J

» Results per Location - - O o

Web Server Test

over Time
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Cisco Intelligent Capture

Real-Time Client and App Insights to Enhance Cisco DNA Wireless Assurance

Client and App Hyperlocation - Real- Total Secure Active Sensor
Real-time Forensics Time Client Location Coverage Monitoring Testing

* Real-time client RF * Enhance Sticky client » 24x7 monitoring of * Onboarding Tests

view issue analysis with Wi-Fi and non-Wi-Fi _
_ Real-time location interference using * Network Services

* In-service packet AirSense radio Tests
captures using Live * |dentify coverage holes o
Assurance analytics with real-time « 24x7 wIPS forensics * App Connectivity Tests

accuracy (<3 mtr.) to prevent over the air Aop E :

. . : _ _ . xperience Tests

Monitor Client attacks using Live A=

* Real-time App
performance insights

Cisco Intelligent Capture with Real-time Client and App insights would enhance guided

remediation and also allow On-Demand VIP client Troubleshooting



Cisco Intelligent Capture

Overview

Network Time Travel

view InteIIigent Capture rgeBaker-iphone

Q__ AP4800 3rd radio Full packet
capture

® 24 Hours v + <IT>106)
! T+ :
a4
Failed Onboard © Key Exchange ot pan
Jan 29, 2017 10:23:22.841 am Client Location: West Coast / San Jose / Building 24 / Floor 1 RSS! v Real _tlme Cllent |ocatlon

T

Real-time Event
Viewer

Onboard Packet
stage identifier |

Auto Packet
Analyzer

—

Summary (10:15a - 10:35a

4-way Key Timeout

t

Date: Feb 16, 2017

Associated AP SJC04-3-A1245

O Key Exchange 10:23:21 am

A wLe SJC04-XX-20491X2
(@ Key Exchange 10:23:21 3) i Blizzard
Band 5 GHz
® Association Done  10:23:20 am Channel 6 (1265 MHz)
> User Name: 5 Ghz
® Association Start  10:23:20 am Server 6 (1265 MHz) ot
Pyt 12022.41.6 ) s
+m tpsum
VLAN [Value] 3=
Role: [value]
Auto Packet Analyzer
Probe ravavav VaAVA

Authentication vava

va

VAVAVAVAVAVAVAVA
Association
EAP

DHCP

Data

va

o~

, AN \,\///
] H;/
/ ; H||.|||.||.||.|||||||||I|||I||
PACKET A From Client

v From AP 1 InterPacket Gap

N — ’/\| ,I/\\\ o
> | ~__ w0 2
||I|I|I|I||||| II|I|I||I|..|.. (

»— (IR

‘ 1 Download Packets

va vavav

.

av
av

—_|

RSS! (dbm

Map with trail of movement

Download Onboard
Packet

Failed Packet

RSSI Chart per Packet

Interpacket Gap (ms)
bar chart
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Troubleshooting Use Cases using Intelligent Capture

a On-Demand RF Scanner

Live RF Network || Pause 11:50:32 Record * Alarge logistics company uses Wi-Fi operated Auto-guided vehicles (AGV) in its
logistics warehouses. Due to high ceilings and large moving metal structures,
Red Spot: Coverage Hole these warehouse have dynamic RF scenarios

*  Due to little human involvement sometimes these machines don’t take optimal
paths due to temporal coverage hole

4 o— Ul
oA o
5 elloll,
" o s T

e

Solution

B
!\_:.

« IT staff uses the On-Demand RF scanner tool to validate AGV’s RF coverage
during the live operation and detect coverage holes in a highly dynamic RF

s
I_._ (X

environment

* This helps IT staff immensely in RF design, planning and optimization

SNR @ RF design optimization

Orange Spot: Browsing-quality Throughput RSSI Key Issues addressed . . . . . .
MCS ® Sticky client analysis with real-time location
Red Spot: Coverage Hole Throughput @ \/oIP performance and audio issues
Packet retry

Key Industries Healthcare, Distribution, Logistics, Retail and Higher Ed.
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Troubleshooting Use Cases using Intelligent Capture

a Automated Packet Captures o
Situation

Visual Packet Trace Analyzer (<5 sec) + A Financial services giant decided to adopt to BYOD to encourage people to
' ' ' ' ' ' ' ’ ’ ' ’ ' . use its Virtual Desktop Infrastructure for a certain critical applications. In the
I3 first week, John discovered longer Onboarding time from mobile device
compare to laptop and received complaints from several end-users

I

Solution

e
DI --—-:1

« IT staff turned on the Auto PCAP to capture onboarding and roaming failure
anomalies for the BYOD device at a specific site. This allowed IT staff to
capture de-authentication packets that are typically observed when the client
has driver issues

. WOwre)
EEEE IR VS
——pe

e

[ aaaasa Bl
Anmem;

+ IT staff also had access to detailed PCAP analysis that enabled them to

: CUENT DHCP SERVER
'r p013-05-21 07:06: 11 identify the root cause behind onboarding and roaming failures
r - — R0 13-05-20 03:01:57 . . .
T Qe @ On-boarding and roaming failures
g
I - P013-05-19 13:08:59 | | . | 1 Key Issues addressed ® VOIP Performance issues
: :/ p013-05-19 11:55:41 | . Seas K . . . . .
F oy, i Boes s | ™ @ Sticky client analysis with real-time
t— " P013-05-17 10:53:49 | = = — location
Q“~ - PO13-05-16 07:13:27 [ [ .
T : ‘J_) D0 13-05-16 06:36:38 L. Gt Key Industries All segments
-

PO 13-05-16 06:29:55
~1107:21: 2

OnBoarding Handshake TimeStamp of each event Issue detail section © 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public 88



Troubleshooting Use Cases using Intelligent Capture

e VIP Service Assurance Situation

Visual Packet Trace Analyzer (<5 sec) * Alarge healthcare deployed 5000 vital sign monitor for every in-patient.
These vital sign allow doctors to monitor critical parameters on a real-time

7 3 basis
1 !

pr
i

»  Wi-Fi connection of vital sign monitor starts to get disrupted on an
intermitted basis during the middle of the day and if not addressed it can be

Solution

ra
«
-

» IT staff uses Live Troubleshooting tool to perform detailed forensics on both
the client state and the location

i

Jpretereterere (|

» Using packet trace analyzer, the IT staff is able to visualize frequent roaming

Real-time Client Location Tracking (<5 sec) and re-authentication failures from the device along with lower RSSI than
£ B - o = ﬁ anticipated in particular location
miciy Kxtyl L @ On-boarding and roaming failures w/ PCAP
P = B Sticky client analysis with real-time location
A Key Issues addressed ® .y i iy
% Gon ool @ Service Level Assurance for critical
3 N apps/users
& ;T e ol @ Remote Wireless troubleshooting through
: 2o moTe UF Full PCAP
- & (GRS (g[SSI Healthcare, Distribution, Logistics, Retail, Higher Ed, MSPs

© 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public 89



Cisco DNA Assurance
Troubleshooting
Example







Platform Capabilities - APls, Adapters & SDKs

Intent APIs

IT and Network

System Process Assurance
Path Trace

servicenow | [TSM AP Command Runner

S
Infoblox 33 IPAM Template

€ BLUECAT Programmer

#i+ableau | Reporting NFV Provisioning
Wireless
Provisioning

[
P\da p te/‘ S
Sug)depN

Network Inventory /
Discovery /Tagging

SDA
Topology
Plug-n-Play

Software Image
Management
(SWIM)

X-Domain Integration

SDKs

3" Party SDKs

Map 3 Party Network Devices to Data Model

Level 1 Operations support:
Discovery, Inventory, Topology, Availability, Command Runner

Networking ,\zlsco

eraki
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Intent APls

Network APIs

i‘f’f
Business APIs

Network Level - Features based API

Consistent model for feature across all
devices types

All Ul capabilities of Cisco DNA Center
available via the API

Example: SWIM workflow

- Create Sites and Network Profiles

- Create sub-pool for sites

- Assign site to network profiles

- Assign Claim device to site

- Trigger Provision request for ENCS device

Intent Based API for network operations
Network capabilities abstraction
API’s aligned with business constructs

Custom Business API from an
aggregation of network APIs

Example: SWIM Workflow

* Provision NFV - Design and Provision
single/multi NFV device with given
site/area/building/floor
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Example of Business Intent APIl: SSID Creation

» Create Dynamic Interface

» Create SSID

» Create Wireless Network Profile

» Associate device physical location
» Associate managed AP locations
» Provision WLC

» Create and Provision SSID

© 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Streamlining IT Processes

|\:Ttand|< How do | correlate all this IT and
wor
S © ' © data - and take the correct Network
yStems actions? Let’s code the interactions and
SyStemS reap the results
ITSM

orchestrator

<>
> IT and network
IPAM Human )
> . operations
middleware q
Reporting <
[TSM
Alerts, S
telemetry, IPAM 5

CLI, scripts

v@apt@ % )
‘%g
‘%JdeQ{‘

Reporting SDKs

Infrastructure Infrastructure

From “human middleware” to “IT orchestrator”



Integration Adapters with Cisco DNA Center

Out-of-the box

@ L Integration =
- N O d
Cisco DNA 5 < )
) Center & & H §
Platform & £ L)
h A Custom B

Integration Reporting

Out-of-the-box integration available Today: ITSM(ServiceNow), IPAM (Infoblox, Bluecat) and Reporting (Tableau)
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Cisco DNA Center Platform lu‘

Events & Notifications

f_\ )
. S WebHook /
Automation <Z( — 3rd Party App
: \%
System Real time / = REST End Point
% ') Periodic Sync

Cisco DNA Center
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Cisco DNA Center: Southbound - Device SDK

CiSCO DNA Center Cisco DNA Center Uses Device Packs to Understand the
Characteristics of a Network Device

q oly \
a@» S
@ ¢y -O - i
SDK provides an Easy Way to Develop Device

Policy  Automation  Analytics Packs for ANY Type of Network Device

vice Packs
-y . ’

—

Hewlett Packard JU ﬂ | Per s&

Enterprise NETWORKS H:vaa
Device Packs

'éln's'cl:lc;' Internet of Things

The Cisco DNA SDK is based on Eclipse — see htips://developer.cisco.com/dnacenter/multivendorsupport/



https://developer.cisco.com/dnacenter/multivendorsupport/

Cisco DNA Center Platform - Device Pack SDK

Inventory DNA Center Device Pack SDK

Topology I I I I SNMP

. ) Netconf
Availability CLI
Command Runner & Infrastructure

Physical | Virtual | Programmable | App Hosting
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Introducing Cisco DNA Center Platform

i _
cllsclo gmé DESIGN POLICY PROVISION ASSURANCE PLATFORM @ Q £ =
N £
X Design < Policy i Provision
Model your entire network, from sites and buildings to devices Use policies to automate and simplify network management, reducing Provide new services to users with ease, speed and security across
and links, both physical and virtual, across campus, branch, cost and risk while speeding rollout of new and enhanced services. your enterprise network, regardless of network size and complexity.
WAN and cloud.
* Segment your network as Virtual Networks * Discover Devices
* Add site locations on the network
* Create scalable groups to describe your critical assets * Manage Unclaimed Devices
* Designate golden images for device families
* Define segmentation policies to meet your policy goals * Set up fabric across sites ?

* Create wireless profiles of SSIDs

Make a Wish

W )

Assurance (" & platform

Use proactive monitoring and insights from the network, Use DNA Center Platform, to programmatically access your network
devices, and applications to predict problems faster and ensurég through Intent APIs, integrate with your preferred IT systems to create
that policy and configuration changes achieve the business end-to-end solutions and add support for multi-vendor devices.

intent and the user experience you want.
* View the API Catalog
* Assurance Health
* Configure DNA Center - to - Third Party Integrations

\ * Schedule and Download - Data and Reports j

* Assurance Issues

© 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public 101



API Catalog

alialie pNA
CISCO CENTER

Platform

Overview Manage v

APls

v Know Your Network

Sites
Networks
Devices

Clients
> Site Management
> Operational Tools

Authentication

DESIGN PoLICY PROVISION ASSURANCE

North America Version 1.12.0 - Released 8/31/2018

Developer Toolkit \/ Runtime Dashboard

Networks

Method ~ Name
GET getPhysicalTopology
GET getL3Topology
GET getSiteTopology
GET getVlanNames
GET getL2Topology
GET Network Health/ntent

PLATFORM

Description

This method is used to obtain the raw physical topology and filter based on
nodeType

This method is used to obtain Layer 3 device topology by routing protocol type

This method is used to obtain the site topology

This method is used to obtain the list of vilan names

This method is used to obtain the Layer 2 topology by Vlan ID

Network Devices and their health by category

ZQ rind

Make a Wish

© 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Example: Assurance Client Detalil

alialis pNA
CISCO  CinteR DESIGN POLICY PROVISION ASSURANCE PLATFORM (1]

C I i e nt 3 6 O Last 24 hours v All Domains v

10109 daphne.blake

Daphne-iPad | @ [] Daphne-pc

,h1:258 11:2)

12p 2p 4p 6p 8p 10p 719 2a 4a 6a 8a 10a

Issues and Trends Onboarding Event Viewer Path Trace Application Experience BETA Detail Information

> Issues (0)

v Onboarding  o70918 112923 am

©@ AAA @ DHCP

—-r. .

Daphne-iPad LA-Corporate2 LA1-AP3802-21 LA1-WLC5520-2

(1) (7)
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Assurance Client Detail - Intent API

{
"response": {
"detail": {
"id": "6C:19:C0:BD:87:C9",
"connectionStatus": "CONNECTED",
"hostType": "WIRELESS",
"userld": "daphne.blake",
"hostName": "Daphne-iPad",
"hostOs": "Workstation",
"hostVersion": null,
"subType": "Apple-iPad",
"lastUpdated": 1530989200429,
"healthScore": [

{
"healthType": "OVERALL",
I|reasonll: |l|l‘
"score": 10

B

{
"healthType": "ONBOARDED",
I|reasonll: |l|l‘
"score": 4

B

{
"healthType": "CONNECTED",
I|reasonll: |l|l‘
"score": 6

b

<..ship.>

<.snip.>

"hostMac": "6C:19:C0:BD:87:C9",

"hostlpV4": "10.30.100.27",

"hostlpV6": [],

"authType": null,

"vlanld": "100",

"ssid": null,

"frequency": null,

"channel": null,

"apGroup": null,

"location": "USA/LA/Level16",

"clientConnection": "LA1-AP3802-21",

"connectedDevice": [],

"issueCount": 0,

"rssi": null,

"avgRssi": null,

"snr": null,

"avgSnr": null,

"dataRate": null,

"txBytes": null,

"rxBytes": null,

"dnsSuccess": null,

"dnsFailure": null,

"onboarding": {
"averageRunDuration": null,
"maxRunDuration": null,
"averageAssocDuration": null,
"maxAssocDuration": null,
<.snip.>

<.snip.>
"connectioninfo: {
"hostType": "WIRELESS",
"nwDeviceName": "LA1-AP3802-21",
"nwDeviceMac": "00:A7:42:CB:AC:EQ",
"protocol": "802.11ac",
"band": "5",
"spatialStream": "2",
"channel": "60",
"channelWidth": "20",
"wmm": "Supported",
"uapsd": "Disabled",
"timestamp": 1531103267416
B
"topology": {
"nodes": [
{
"role": "Client",
"name": "Daphne-iPad",
"id": "6C_19_C0_BD_87_C9",
"description": "Client",
"deviceType": "Apple-iPad",
"platformld": null,
"family": null,
"ip": "10.30.100.27",
"softwareVersion": null,
"userld": "daphne.blake",
"nodeType": "Interface",
<.snip.>
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Cisco DNA Center Solution

Conscia Port Utilization monitors port usage for
highly improved network business analytics

Problem

Measuring switch port usage requires logging in to each switch and
manually running CLI commands.

Solution

Cisco DNA Center tracks all network hardware and is a
single source of truth.

Conscia application uses a single APl across all switches to
gather critical information

Tracks switch status over time to gather and keep port usage
information

Benefits

Eliminate tedious manual processes that need to be
repeated periodically

Focus on business logic and leave inventory, credential,
and connections detail to Cisco DNA Center

>
conscia

\

Conscia Port Utilization ,

Telemetry APIs $

Cisco DNA Center

D) ¥ 0

Policy ~ Automation  Analytics

I

Keep track of inventory
and report usage

[EEN [
== =




Create.Connect. Control.

Example: AnyRover and Cisco DNA Center

alvalis
cisco’ ONA
Discoveries 0 '  CEIEIEBEZD Devices
a Em = @ o
. B 1 ssh tolnet
RETRY COUNT 0 TIMEOUT 0
& 3 s
((((( 1P RANGE © 1P FILTER LIST O o
LA 172.16.1.248 None
PREFERRED
MANAGEMENT 120
None
» CREDENTIALS
- HISTORY
Device Overview
Name AnyRover-Testo1 # Interface Name MAC Address Status
1 0 Dow
1P Address 10.101.1.81 . °
2 tunio Down
MAC Address N/A
3 o u
OS Version N/A
4 etho 00:16:3¢00:0020 up
Uptime 1 day, 16:29:01.67
5 PppO u
Product Id N/A
5 wian0 000e:8e:45:16:37 Down
Show 10 entries Showing 1- 6 of 6 Page 1 [¥] or1

SNMP
Netconf

CLI

Device Pack SDK

AnyRover is a robust metall device, high
temperature range with flexible power
option (8 - 52V) and offers Mobile IP
access via GSM for LAN and WLAN
connection.

Create.Connect. Control.




Cisco DNA Center Solution

Consistent |IP address pools management

Infoblox DNS, DHCP, ( )
IPAM Application

Problem

IP addresses managed

by a standalone system means
manual monitoring and no
oversight

Integration APIs

Solution

Infoblox DNS, DHCP, and IPAM (DDI) application
uses Integration APIs to send IP address data to
Cisco DNA Center

1. Operator uses Cisco DNA Center GUI to set up pools
that get configured on Infoblox DDI

2. Infoblox DDI sends usage information to Cisco DNA
Center for real-time monitoring

Cisco DNA Center
D # 6

Policy  Automation  Analytics

Infoblox *=2-

CONTROL YOUR NETWORK *

Benefits

Ensure full visibility
into your IP address
usage and effectively

monitor endpoints

Benefit from critical insights
obtained

from IPAM tools

for Assurance




Cisco DNA Center Solution

IT service management integration

Cisco DNA Center
i ol )
Tableau Reporting e @ 0 -\\O

Application

Policy  Automation  Analytics

Integration APIs

Problem Solution Benefits

Collected data is not useful in Cisco DNA Center collects a wealth of data that can . Key data is collected, stored
raw. Reporting capabilities are provide deep actionable insights into network usage and correlated

needed to extract and growth

. - Use data to benchmark, trend
useful insights 1. Tableau reporting application uses integration APIs to

retrieve data from Cisco DNA Center

and analyze

2. Application merges Cisco DNA Center data with other
datasets that provide a comprehensive view across
operations




servicenuvw

Cisco DNA Center Solution

IT service management integration

Cisco DNA Center
servicenow (_) D) & 3

Policy  Automation  Analytics

Integration APIs

PIrEleLET Solution Benefits

Every IT incident needs manual ServiceNow Ticket Resolution System application . Efficient workflows
analysis and assessment, uses Integration APIs to exchange data with Cisco - flexible integration with
requiring multiple handoffs DNA Center on trouble tickets and their reviews, approvals, and
between support teams, all resolution e
leading to elongated time for 1. Cisco DNA Center detects network problems and . _
resolution sends information to ServiceNow Minimal handoffs — quicker

decision making and faster
problem resolution

2. ServiceNow opens trouble ticket, obtains approvals,
and schedules fixes through
Cisco DNA Center







Cisco DNA Center Platform Portal

s DEVNET

DNA CENTER

PLATFORM Solutions Capabilities Use Cases

DNA Center

The Network Is Open for Business

Create connections never before possible. Integrate devices from any
provider. Transform slow, manual processes into fast, automated
workflows.

Skip ahead to learn about platform capabilities

https://developer.cisco.com/dnacenter/
https://developer.cisco.com/ecosystem/dnacenter/



https://developer.cisco.com/dnacenter/
https://developer.cisco.com/ecosystem/dnacenter/

Cisco DNA Center Platform - Documentation

DEVNET Events

Documentation > DNA Center Platform

Cisco DNA Center Platform Overview

g'SCO_DNA Center Platform Cisco DNA Center is the foundational controller and analytics Center at the heart of Cisco’s intent-based network. DNA Center supports the
verview

Guides

Intent AP expression of intent for multiple use cases, including base automation capabilities, fabric provisioning, and policy-based segmentation in the
nten s

Multi Vendor Support enterprise network. DNA Center adds context to this journey through the introduction of Analytics and Assurance. DNA Center provides end-to-end

Integration APIs visibility into the network with full context through data and insights.

Events and Notifications DNA Center Platform provides an open extensible platform that Cisco customers and partners can use to create value added applications that can
Getting Set Up be built on top of its native capabilities. You can leverage the DNA Center Intent APIs, Integration APIs, Events and Notification and Multi-Vendor
Hello World support to enhance the overall network experience by optimizing end-to-end IT processes, Total Cost of Ownership (TCO) and develop new value
API Quickstart networks.

Getting Started ith Cisco DNA :
centel protomm ™! ! Business and Network Intent APIs
IT and Network
Svstem Process Application Policy Software Image
Reference Y Management (SWIM)
Assurance
DNA Center API Reference (e B Network Inventory /
servicenoww ITSM Wireless Provisioning
. Bl Discovery
esources -n-Pla -
IPAM Plug-n-Play Command Runner
DNA Center Product Features (=) Topology _ ~
Reporting Template Programmer
DNA Center Community - ; eNFV Provisioning
Mmicro S 3
DNA Center Sandboxes = Ll ITSM
—®
DevNet Support (=) LiveAction Analytics

X-Domain Integration

Networking AP

39 Party SDK

arluanle.
Security cisco

Map 3@ Party Network Devices to Data Model

Level 1 Operations support:
Discovery, Inventory, Topology, Availability, Health S

il
cisco

Data Center

https://developer.cisco.com/docs/dna-center/




Cisco DNA Center Platform - APl Reference

Select API Version ~

Intent API v.1.2.8 (GA)

AuthN/Z API

DNA Center Platform v.1.2.8

DEPRECATED: Cookie-based

DEPRECATED: Host API

Intent API

Cisco DNA Center Platform v. 1.2.8 (GA)

Terms of service

Template Programmer Show/Hide
GET /dna/intent/api/v1/template-programmer/project
/dna/intent/api/v1/template-programmer/project
/dna/intent/api/v1/template-programmer/project
/dna/intent/api/v1/template-programmer/template
/dna/intent/api/v1/template-programmer/template
/dna/intent/api/v1/template-programmer/template/deploy
/dna/intent/api/v1/template-programmer/template/version
/dna/intent/api/v1/temp| programmer/templ {terr
GET /dna/intent/api/v1/template-programmer/template/{templateld}
GET /dna/intent/api/v1/template-programmer/template/deploy/status/deploymentid}
/dna/intent/api/v1/template-programmer/project/{projectid}
=l /dna/intent/api/v1/template-programmer/template/version/{templateld}
"W /dna/intent/api/v1/template-programmer/template/preview
/dna/intent/api/v1/template-programmer/project/projectid}/template
Tag
Network Discovery
PnP Show/Hide

/dna/intent/api/v1/onboarding/pnp-device/unclaim

GET /dna/intent/api/v1/onboarding/pnp-device/sacct/{domain}/vacct/{name}/sync-result

List Operations | Expand Operations

Get Projects

Create Project

Update Project

Gets the templates available

Update Template

Deploy Template

Version Template

Delete Template

Get Template Details

Get Template deployment status

Delete Project

Get Template Versions

Template

Create Template

List Operations = Expand Operations

Un-Claim Device

Get Sync Result for Virtual Account

https://developer.cisco.com/site/dna-center-rest-api/




Cisco DNA Center Platform - Code Exchange

‘dsce’ DEVNET

Cisco Code Exchange >

Explore

3N UP FREE

Explore it About

Discover code repositories related to Cisco technologies

arn, build, and collaborate on curated GitHub projec

with Cisco platforms, products, APls

to jump t your wo

and SDKs

T, <

Or find repos by product categories

Cisco DNA Center

devices

Sample android app created with DNAC
android SDK; app intent - list the managed

Language Technology
Sort by: Recommended
® Java w 9 ¥ o1 Swift w 2 ¥ 1
GiscoDevN iscoDevNe
DNAC-ANdroid-SDK DNAC-Assurance-on-the-go-iOS
App

DNA Center (DNAC) Assurance on-the-go 10S
sample app that gives you business-critical
insights on mobile devices

¥ o

JavaScript Y 8

CiscoDevNe

DNAC-ClaimAP-Mobile-App

DNACenter ClaimDevices mobile app to claim
Day-0 or DNA-C supported Plug-n-Play(PnP)
devices and provision it.

https://developer.cisco.com/codeexchange/platforms/dnac




Sandboxes and Learning Labs

Cisco DNA Center Sandboxes

ALWAYS ON
DNA Center v.1.2.6 Always-On Sandbox

@ Version1.26

Cisco DNA Center « Access at any time without making a reservation or using VPN connection

Perfect for learning the DNA Center GUI o experimenting with the REST API

Provides access to a pre-configured network topology running on genuine Cisco hardware
Cannot configure the network or devices on it

« Cannot activate and enforce policy on network devices

Because this sandbox s always available to all users, any other user may potentially
overwrite your work at any time.

Aways On Lab

REQUIRES RESERVATION
Cisco DNA Center v.1.2.6 Lab 1

9 Version 1.2.6

Cisco DNA Center « Requires a reservation and setup of VPN

Provides your own private lab environment for the duration of the reservation, and you can

allow other users to access the lab by invitation.

Perfect for working on lighter-weight application development projects that do not require a

large network

« Provides access to pre-configured network topologies running on genuine Cisco hardware

* You can configure the hardware and network topology.

« Provides a Linux VM development machine that resides on the lab network.

« Supports automated discovery of the hardware by Cisco DNA Center as well as
enforcement of policy

Hardware Lab 1

REQUIRES RESERVATION
Cisco DNA Center v.1.2.6 Lab 2

™ Version1.2.6

« Requires a reservation and setup of VPN
Provides your own private lab environment for the duration of the reservation, and you can
allow other users to access the lab by invitation.
Perfect for working on lighter-weight

Cisco DNA Center

Hardware Lab 2

projects that do not require a

Learning Labs Tracks Modules Labs Challenges Help

Cisco DNA Center Programmability

This learning track explores the programmability capabilities of Cisco DNA Center. You'll see how to leverage the APIs to explore

& 2 Modules
what makes up, and who is on your network, gain a better understanding of how the network is operating with Cisco DNA

Q 7 Learning Labs
Assurance, manage the software lifecycle, and so much more!

@ 2 Hours 15 Minutes

Choose a module to start learning

© Please login to see your progress....

Introduction to Cisco DNA Center REST APIs

Learn how to get started with the Cisco DNA Center REST APIs. Covering authentication and some simple examples, these Python
samples with set you on your way to automating the Intuitive Network with Cisco DNA Center.

© 45 Minutes

Q End to End Visibility and Assurance with Path Trace and Cisco DNA Center Platform

Ever wish you could see exactly how traffic went from Point A to Point B across the network? Would it be helpful to get device and interface details for every hop across the network?
With Cisco DNA Center Path Trace your wish is fulfilled. Even better, with the Cisco DNA Center Platform APIs, you can put Path Trace to work wherever you want.

Q Execute Commands Across the Network with Cisco DNA Center Platform and Command Runner
With Command Runner and Cisco DNA Center, you can quickly execute and configurati

APIs, you can now use this feature as part of any other script or integration. Learn how in this lab.

Q Quickly Deploy Configuration Templates with Cisco DNA Center Platform and Template Programmer

Configuration templates are common methods of building and network

network. And with the Template Programmer APIs offered with Cisco DNA Center Platform, you can now extend this feature to your own scripts and integrations.

Feedback

across your entire network. And with the Cisco DNA Center Platform

and Cisco DNA Center offers template based configurations for the

Q

1 Always On and 4 Reservation based Sandboxes




Summary

The Need for Intent-Based Networking
Cisco DNA Automation
Cisco DNA Assurance

Cisco DNA Center Platform
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Thank you



