
Zdeněk Roubal, SE

Cisco TechClub – 19.února 2019

Jak jinak na podnikové sítě 
s Cisco DNA Center



The Need for Intent-
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New world network requirements:
Increased application distribution, device scale and threats

Campus
Branch

Extended 
Enterprise 

Public Cloud / IaaS / SaaS

Private Cloud

Enterprise DC

Colo

IoT 
Edge

Distributed 
workloads, 

processing and 
data

Rapidly increasing users and things

No clear perimeters; increased risk

Mobility
Mobile device traffic will be 66% 
of total IP traffic by 20201

IoT
26 billion networked devices and 
connections will exist by 20202

Security
100 days Industry average 
to detect a common threats3

Cloud
93% of organizations will use 
multiple clouds by 20194

66%

93%

26B

100

1 2017 Cisco Security report
2 Cisco Complete VNI Forecast
3 Cisco 2016 Mid-Year Cybersecurity Report
4 Cisco Global Cloud Index Whitepaper 4

http://www.cisco.com/c/dam/m/digital/en_us/Cisco_Annual_Cybersecurity_Report_2017.pdf?_ga=1.194547693.178549878.1485966641
http://www.cisco.com/c/m/en_us/solutions/service-provider/vni-complete-forecast/infographic.html
http://www.cisco.com/c/m/en_us/offers/sc04/2016-midyear-cybersecurity-report/index.html?POSITION=SEM&COUNTRY_SITE=us&CAMPAIGN=SC-04+threat-centric+security&CREATIVE=SEM_SC_Security_(BMM)_(B)-Report_MSR&REFERRING_SITE=Bing&COUNTRY=United%20States&KEYWORD=+cisco%20+2016%20+midyear%20+report&KWID=p12066135158&KEYCODE=001344793&utm_source=bing&utm_medium=cpc&utm_campaign=US_SEM_SC_Security%20(BMM)%20(B)&utm_term=+cisco%20+2016%20+midyear%20+report&utm_content=Report_MSR&dclid=CLic1a3esNICFYp7YgodYdAITQ
http://www.cisco.com/c/dam/en/us/solutions/collateral/service-provider/global-cloud-index-gci/white-paper-c11-738085.pdf
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How? The Intent-Based Model 

Translation

Activation

Physical and Virtual Infrastructure

Orchestrate policies 
& configure systems

Capture business intent, 
translate to policies, and 
check integrity

Continuous verification, 
insights & visibility, and 
corrective actions

Intent-Based Networking
Industry Initiative

Building on software-defined 
networking fundamentals

Integrating security into 
the network model

Bridging between business 
intent and IT performance

Automating the complete network 
lifecycle 

Assurance

Business 
Intent

IT
Intent
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The Journey to Intent-based Networking

Intent-based Infrastructure
Cisco DNA Center

Products

Increased 
IT Agility

Systems

Open Platform

Platforms

6
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Cisco DNA Center

Cisco DNA Center: Design, 
provision, automate policy and 
assure services from one place

Logical workflow to design, 
provision, set policy 

Respond to changes faster 

Monitor end-to-end 
network performance 

Predict and act on problems 
before they happen

Pinpoint problems faster 
Reduce downtime with an 
end-to-end view instead of 

hop by hop 

Manage hardware and 
software lifecycles

Keep up to date, meet 
compliance and plan for refresh

7



Cisco DNA Automation
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Automation Use Cases covered in this session

9

• Use Case #1 - New device onboarding

• Use Case #2 - Software and Image Management

• Use Case #3 - Wireless Deployment

• Use Case #4 - Application Policy – End to End QoS Deployment



Preparing Cisco DNA 
Center
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Step 1 – Define your network hierarchy

11
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Step 2 – Define Network Settings and Device 
Credentials

12
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Step 3 – Discover existing network

13
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Step 4 – Check Inventory 

14
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Step 5 – Assign Devices to Sites

15



© 2019  Cisco and/or its affiliates. All rights reserved.   Cisco Public

Step 6 (Optional) - Check Topology  

16



Use Case #1 - Network 
Plug and Play
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Use Case Example
Device Deployment in Campus

18

DHCP Server

Network Admin Pre-
Provisions Cisco DNA 
Center

Day 0

IP Address 
10.11.11.11

Cisco DNA Center 
(PnP Server)
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Cisco DNA Center 
(PnP Server)

Use Case Example
Device Deployment in Campus

19

DHCP Server

Switch running 
PnP Agent

<..snip..> 
CISCO_PNP.pnpserver
"5A;B2;K4;I10.11.11.11;J80";
<..snip..>

Device validates server’s location and 
establishes a communication with the server

Installer

Remote Installer
• Mount and cable  

devices 
• Power-on

Day 1

IP Address 
10.11.11.11

Cisco
IOS-XE®

Config 
file….

Network Admin remotely 
monitors status of install 
while in progress.

Day 1
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PnP Server Discovery Options

20

Redirect

M
an

ua
l

A
ut
om

at
ed

DHCP with options 60 and 43
PnP string: 5A1D;B2;K4;I172.19.45.222;J80 added to DHCP Server 

DNS lookup
pnpserver.localdomain resolves to Cisco DNA Center IP Address 

Cloud re-direction https://devicehelper.cisco.com/device-helper
Cisco hosted cloud, re-directs to on-prem Cisco DNA Center IP 
Address

USB-based bootstrapping
router-confg/router.cfg/ciscortr.cfg

Manual - using the Cisco® Installer App*
iPhone, iPad, Android

Routers
(ASR, ISR)

Switches
(Catalyst®)

Wireless
Access Points

1

2

3

4

5

* Cisco DNA Center Support in Roadmap

Manual discovery 
not supported for 
Access Points

https://devicehelper.cisco.com/device-helper
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CCW order

Controller IP

Corporate 
HQ

Cisco®
supply chain

Installer

Device SN

Customer Smart 
Account added as 

part of ordering

Device SN added 
into customer 
Smart Account

SN per Smart 
Account available in 

PnP Connect

Cisco DNA Center 
registers its identity 
with PnP Connect

Cisco DNA Center downloads SN 
from PnP Connect

Profile mapped 
to site

1

2

Customer Smart 
Account

3

Device SN

PnP Connect
Cloud-based device 

discovery

Ins
tru

ct 
to 

co
nta

ct 
on

-p
re

mise
s c

on
tro

lle
r

Pr
es

en
t S

N Device SN

5

4

6

Label

SSL SSL

7

Admin

Cisco DNA 
Center

Deploy image and configuration

Device provisioned upon 
discovery and 
association to site

8

SSL

Day-0 deployment using PnP Connect

21
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Onboarding new devices using profiles

TEMPLATE

22
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Onboarding new devices using profiles

PROFILE

DESIGN

PROVISION 
Plug & Play

SITE
DEVICE

TEMPLATE

DESIGN

New Device Onboarded

DEVICE

23



Use Case #2 - SWIM 
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Complete support for SWIM Workflow

25

Select 
Golden 
Image

Identify 
devices to 
upgrade

Create a 
Change 
Request

Approval 
of CR

Pre-Check 
validations

Distribute 
Image

Activate 
Image

Post 
Upgrade 
Validation

Close CR
Plan a 
Image 

Upgrade

General Steps to Update Software Image Update

Select 
Golden 
Image

Identify 
devices to 
upgrade

Create a 
Change 
Request

Approval 
of CR

Pre-Check 
validations

Distribute 
Image

Activate 
Image

Post 
Upgrade 
Validation

Close CR
Plan a 
Image 

Upgrade

Traditional NMS Software Image Update

Select 
Golden 
Image

Identify 
devices to 
upgrade

Create a 
Change 
Request

Approval 
of CR

Pre-Check 
validations

Distribute 
Image

Activate 
Image

Post 
Upgrade 
Validation

Close CR
Plan a 
Image 

Upgrade

Cisco DNA Center Software Image Update

Indicates ITSM Process Steps 

How to interpret 
the colors 

Actions outside of NMS, 
mostly manual

Steps covered in NMS Tool 

Steps covered in Cisco DNA-C



© 2019  Cisco and/or its affiliates. All rights reserved.   Cisco Public

Software Upgrade Workflow: Recommended 
Images

26

Recommended Images:
• Cisco DNA Center can display the Cisco-recommended software 

images for the devices that it manages (by device type).
• Cisco Credentials are required
• If the recommended Golden Image is selected as Golden, Cisco DNA 

Center automatically uploads from cisco.com.
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Software Upgrade Workflow: Image Repository

27

When are images uploaded into the Image Repository:

• Images can be uploaded directly from the device, from cisco.com (using the Recommended Images functionality) and 
via manual upload.

• When using manual upload, image is uploaded into the image repository automatically
• Images from devices and recommended images are only uploaded into the image repository when they are marked 

Golden
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Software Upgrade – Integrity Verification

28

Known Good Value
Collection

Integrity
Verification

CCO Network Device
Development

Network
Devices

Cisco Development CycleEnd User Deployment

Software Is the software used by the device authentic?  Includes checks of the 
software files (Known Good Value) and in-memory (Imprint Value) contents.  Also 
includes shell access attempts (Event Occurrence)
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Software Upgrade – Integrity Verification

29

• To provide a level of security integrity devices must run authentic and valid software
• Cisco DNA Center Integrity Verification uses a system to compare collected image 

integrity data to Known Good Values (KGV) for Cisco software.
• Cisco produces and publishes a KGV Data file that contains KGV’s for many of its 

products. 
• The MD5 or SHA values of the images are validated against KGV’s.
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Software Upgrade – Integrity Verification

30

• KGV file:
• Standard JSON format and Signed by Cisco
• Can be retrieved from Cisco and uploaded into Cisco DNA Center
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SMU (Software Maintenance Update)

31

Each device 
update causes 
network outage

Business 
Loss & 

Downtime

Reduced IT 
Staff

Slows down 
software 
rollouts

New Code

Requires bug 
analysis, 

certification

Copy Images to 
site over slow 
VPN tunnels

Time 
Consuming

Why SMU ?

What is SMU ?

§ Point Fixes for the IOS-XE images (16.x onwards)
§ Provides the ability to just update what is needed 
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SMUs in Cisco DNA Center 

32

Step 1: Upload SMU

Step 2: SMU is automatically associated with 
corresponding image

Step 3: Mark SMU as Golden



Use Case #3 - Wireless 
Deployment
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Use Case #3: Wireless Deployment Made Simple

34

SSID RF Profiles
Dynamic 
Interfaces

Flex/Centralized 

PROFILE

DESIGN

PROVISION

SITE
WLC & AP

SSID

DESIGN

SSIDs and RF Parameters that represent wireless network

Devices ready to 
deploy
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Same Workflows for different Wireless Branch 
Deployments

35

Configure
From a web browser or 
Cisco wireless app, use 

the setup wizard to 
enable multiple APs 

simultaneously

Set up OperateCentralized
Ease of Deployment 

and management

Flex Connect

Eliminate the need 
for a Controller at 

every Site

Mobility Express
Controller 

Functionality 
Embedded in the 

Access Point

Catalyst WLC
Next Gen 

WLC



Use Case #4 -
Application Policy 
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Application Policy

37

Wireless AP
Trust Boundary

PEP
4Q (WMM)

Catalyst 3650
Trust Boundary

PEP
2P6Q3T

Catalyst 4500
1P7Q1T

Catalyst 6500
1P3Q4T
1P7Q4T
2P6Q4T

…

Nexus 7700
F3: 1P7Q1T

WLC
PEP

ASR/ISRs
MQC

Catalyst 2960-X
Trust Boundary

PEP
1P3Q3T

Wireless AP
Trust Boundary

PEP
4Q (WMM)

Applications can interact with Cisco DNA Center via 
Northbound APIs, informing the network of application-
specific and dynamic  QoS requirements

Southbound APIs translate 
business-intent to platform-
specific configurations

Network Operators express high-level 
business-intent to Cisco DNA Center 
Application Policy

Cisco DNA Center

AnalyticsPolicy Automation
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Application Policy in Cisco DNAC will seamlessly 
interconnect all types of hardware and software 
queuing models to achieve consistent and 
compatible end-to-end treatments aligned with the 
expressed business-intent

Catalyst 9300

Application Policy Leverages QoS CVDs 
Deploy End-to-End DSCP Based Queueing Policies

38

Cisco DNA Center

AnalyticsPolicy Automation
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Solicit Application Business-Relevance

39

Relevant IrrelevantDefault
• These applications directly 

supports business objectives
• Applications should be classified 

and marked according to RFC 
4594-based rules

• These applications may/may not 
support business objectives

• E.g. HTTP/HTTPS
• Alternatively, administrator may not 

know the application (or how its 
being used in the org)

• Applications in this class should be 
marked DF and provisioned with a 
default best-effort service (RFC 
2474)

• These applications are known 
and do not directly support any 
business objectives; this class 
includes all personal/consumer 
applications

• Applications in this class should 
be marked CS1 and provisioned 
with a “less-than-best-effort” 
service , per (RFC 3662)
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What Do We Do Under-the-Hood?
Apply RFC 4594-based Marking / Queuing / Dropping Treatments

40

Application 

Class

Per-Hop 

Behavior

Queuing &

Dropping

Application 

Examples

VoIP Telephony EF Priority Queue (PQ) Cisco IP Phones (G.711, G.729)

Broadcast Video CS5 (Optional) PQ Cisco IP Video Surveillance / Cisco Enterprise TV

Real-Time Interactive CS4 (Optional) PQ Cisco TelePresence

Multimedia Conferencing AF4 BW Queue + DSCP WRED Cisco Jabber, Cisco WebEx

Multimedia Streaming AF3 BW Queue + DSCP WRED Cisco Digital Media System (VoDs)

Network Control CS6 BW Queue EIGRP, OSPF, BGP, HSRP, IKE

Signaling CS3 BW Queue SCCP, SIP, H.323

Ops / Admin / Mgmt (OAM) CS2 BW Queue SNMP, SSH, Syslog

Transactional Data AF2 BW Queue + DSCP WRED ERP Apps, CRM Apps, Database Apps

Bulk Data AF1 BW Queue + DSCP WRED E-mail, FTP, Backup Apps, Content Distribution

Default Forwarding DF Default Queue + RED Default Class

Scavenger CS1 Min BW Queue (Deferential) YouTube, Netflix, iTunes, BitTorrent, Xbox LiveIrrelevant

Default 

Relevant
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Application Policy Workflow
Based on Business Relevance for the applications

41
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Application Policy Workflow
Deploy Policy based on Site

42
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Policy Overview for Device Role = Border Router
Under the Hood – SP Profiles

43

Router à WAN Interface à SP Profile à Upstream Bandwidth



Cisco DNA Automation
Demo - Templates



Cisco DNA Assurance

4
5
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* Both = Join/roam and quality/throughput

Access 
points

Local WLCs

Network services 
data center

Office site

Cisco 
ISE

Mobile clients

Cisco® Unified 
CM

Client firmware

AP coverage

WAN uplink usage End-user services

RF noise/interf

Cisco Prime®

Configuration

Authentication

WLC capacity

WAN

Client density

Affects join/roam
Affects quality/throughput
Affects both*

DHCP

Addressing

WAN QoS, routing, ...

100+ points of failure 
between user and app
With 50,000+ 
permutations!

What is the problem?

Where is the problem?

How can I fix the problem fast?

A Complex, End-to-End Problem
Network Quality
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Fragmented visibility
Closed interfaces / Silo’d views
Devices queried multiple times

Different protocols/mechanisms

Always playing catch up

Not designed for analytics
Inconsistent API architecture

Specialized knowledge required

Limited data that is not actionable

My report vs your report 
No view of state changes 

Lacking context or feedback loop

Too Many Tools Reactive Systems Limited Insights

Rigid Closed/Proprietary Lack of Intelligence

Too Limited, and Do Not Address Network Needs
Today’s Tools
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Devices Applications

Users Network

Time

Location

Rich Context Increase Business Productivity and Frees Up IT Time

Cisco Context

360-degree Visibility

Data Granularity

Historical, Real-time, Future

Context is Key



IPAM

NetFlow

AVC

Topology

Location

Device

Cisco DNA 
Center

Analytics 
Engine

User: George BakerGroup: Marketing

ISEISE

MAC: B8:8D:12:36:15:22

MAC: 60:F4:45:78:96:9F

49

An unhappy user calls in 
to report a problem with 
his WebEx experience

Step 1: Identity Services 
Engine integration 
provides Cisco DNA 
Center with the user’s 
information, group-
policies and device 
information

Use Case Example
Delivering Context for Network Troubleshooting



IPAM

NetFlow

AVC

Topology

Location

Device

Cisco DNA 
Center

Analytics 
Engine

User: George BakerGroup: Marketing

ISEISE

IPAM

Source IP: 1.1.1.2

MAC: B8:8D:12:36:15:22

MAC: 60:F4:45:78:96:9F

50

Step 2: IP Address 
Management (IPAM) 
integration supplies Cisco 
DNA Center with the 
DHCP addresses bound 
to the user’s device(s)

Use Case Example
Delivering Context for Network Troubleshooting



DDI

NetFlow

AVC

Topology

Location

Device

Cisco DNA 
Center

Analytics 
Engine

User: George BakerGroup: Marketing

ISEISE

IPAM

Dest IP: 2.2.2.2

Dest Port: 80 ?

Dest IP: 3.2.2.2

Dest Port: 80 ?

NetFlow

Source IP: 1.1.1.2

MAC: B8:8D:12:36:15:22

MAC: 60:F4:45:78:96:9F

51

Step 3: Cisco DNA 
Center filters NetFlow 
records by the Source IP 
of the client’s device

Use Case Example
Delivering Context for Network Troubleshooting



DDI

Netflow

AVC

Topology

Location

Device

Cisco DNA 
Center

Analytics 
Engine

User: George BakerGroup: Marketing

ISEISE

IPAM

Dest IP: 2.2.2.2

Dest Port: 80

NetFlow

Dest IP: 3.2.2.2

Dest Port: 80

AVC ?

?Source IP: 1.1.1.2

MAC: B8:8D:12:36:15:22

MAC: 60:F4:45:78:96:9F

52

Step 4: Application 
Visibility and Control 
identifies which of the 
flow-records were for 
WebEx traffic

Use Case Example
Delivering Context for Network Troubleshooting



TopologyTopology

Location

Device

Cisco DNA 
Center

Analytics 
Engine

Dest IP: 2.2.2.2

Dest Port: 80

Dest IP: 3.2.2.2

Dest Port: 80

User: George BakerGroup: Marketing

Topology

DDI

Netflow

AVC

Location

Device

ISEISE

IPAM

NetFlow

AVC Source IP: 1.1.1.2

MAC: B8:8D:12:36:15:22

MAC: 60:F4:45:78:96:9F

53

Step 5: Cisco DNA 
Center contextually 
correlates where the 
user-device attaches to 
the network and which 
network-devices the flow 
traverses

Use Case Example
Delivering Context for Network Troubleshooting



MAC: 60:F4:45:78:96:9FLocation

Device

Cisco DNA 
Center

Analytics 
Engine

Dest IP: 2.2.2.2

Dest Port: 80

Dest IP: 3.2.2.2

Dest Port: 80

User: George BakerGroup: Marketing

Location

Building 24 1st Floor

TopologyTopologyTopology

DDI

Netflow

AVC

ISEISE

IPAM

NetFlow

AVC Source IP: 1.1.1.2

MAC: B8:8D:12:36:15:22

54

Step 6: Location services 
contextually-correlate the 
geographic locations of 
the 
user/network devices

Use Case Example
Delivering Context for Network Troubleshooting



MAC: 60:F4:45:78:96:9F

Device

Cisco DNA 
Center

Analytics 
Engine

Dest IP: 2.2.2.2

Dest Port: 80

Dest IP: 3.2.2.2

Dest Port: 80

User: George BakerGroup: Marketing

Building 24 1st FloorDevice

No Layer 2 QoS
marking for Webex

LocationLocation

TopologyTopologyTopology

DDI

Netflow

AVC

ISEISE

IPAM

NetFlow

AVC Source IP: 1.1.1.2

MAC: B8:8D:12:36:15:22

55

Step 7: Network 
telemetry is used to 
identify, isolate and root-
cause issues

Use Case Example
Delivering Context for Network Troubleshooting



Cisco DNA Assurance
Getting Started 
Workflow
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Cisco DNA 
Center
Install

Network 
Device 

Discovery

Network 
Design & 
Provision

Ready for 
DNA 

Assurance !

On-Premise
Single Node

CDP 
IP Address Range

Create Network 
Hierarchy (Sites)

Assign Device to 
Sites

Provision 
Telemetry 

Configuration

Cloud Tethered 
for App Updates

Loopback as 
Preferred 

Management IP

57

Getting Started Workflow
Cisco DNA Assurance
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1

58

Getting Started Workflow – Network Discovery
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Getting Started Workflow – Assign Devices to Sites
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Getting Started Workflow – Telemetry Configuration



Cisco DNA Assurance
Capabilities
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Toggle Overview
Topology | Map | List

Health Summary
• Network Health
• Client Health
• Application Health
• Compliance

Top 10 Issues

Overall Health
Cisco DNA Assurance
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Client Health Score function ( Onboarding Score, 
Connectivity Score )

Device Health Score function ( System Health Score, 
Control Plane Score, 
Data Plane Score )

Application Health Score function ( Traffic Class, 
Latency, Packet Loss) 

Site Health Score function ( Client Health Score, 
Device Health Score )

Health Scores
Cisco DNA Assurance
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• Rewind time to when the issue 
occurred

• All the information on the user 
or network device 360 changes 
to the selected time!

• History shows critical events
• Identifies when issues occurred!

“Go Back In Time” to Understand the Network State when the Issue Occurred
Network Time Travel
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Toggle Overview
Topology | Map | List

Health by Role
• Wireless vs Wired
• Core vs Access
• Data vs Control
• etc

Health Summary

Time Travel

Quick Filters

Network Health
Cisco DNA Assurance
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Travel to Time of Issue

Health Summary
• Routers
• Switches
• APs and WLCs
• etc

Time Travel

Network Health
Cisco DNA Assurance

66
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Toggle Overview
Map | List

Health Summary
• Wireless vs Wired
• Onboarding Times
• RSSI 
• etc

Time Travel

Quick Filters

Client Health
Cisco DNA Assurance
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Client Issues
• Correlated
• Integrated with ITSM

Local Topology
• Health Summary
• Devices Summry
• Device 360 Links
• etc

Client Devices

Time Travel

Client 360 (1/3)
Cisco DNA Assurance
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Application Experience
• Business Relevant vs. 

Default vs. Irrelevant
• Bandwidth and Usage
• App 360 Links

Device Details
• Hardware / Firmware
• RF Details
• Apple iOS Analytics

Client 360 (2/3)
Cisco DNA Assurance
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Apple iOS Analytics
• Cisco – Apple Partnership 
• RF Client’s View
• Client Side Behavior

Client 360 (3/3)
Cisco DNA Assurance
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By Relevance
Top 10 Usage

App Experience
• By Application
• Filter / Sort
• etc

Health Summary

Application Health
Cisco DNA Assurance
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Issue Summary
• Description
• Impact

• Locations
• Clients

Context Information

Guided Resolution
• Step by Step
• Automation on managed Devices

Issue Details
Cisco DNA Assurance
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Issue Summary
• Description
• Impact

• Locations
• Clients

Context Information

Guided Resolution
• Step by Step
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• Run pathtrace from source to 
destination to quickly get key 
performance statistics for 
each device along the 
network path

• Identify ACLs that may be 
Blocking or affecting the 
traffic flow

Troubleshoot Issues Along the Network Path
Path Trace
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How Does It Work?
Path Trace

Cisco DNA 
Center NIB

Cisco DNA 
Center NIB

Cisco DNA 
Center NIB

Cisco DNA 
Center NIB

Cisco DNA 
Center NIB



Cisco DNA Assurance
Real World Example
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Wireless

Wired

TOTAL: 2794 TOTAL: 2681

70%
27%

99%
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Client #1
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Client #2
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ISSUES

Connected Network Device: ap-li-e_55-mt

Connected Network Device: ap-li-e_16-g-ingest
SSID:WLAN-VOICE

SSID:WLAN1

-52 dBM
42 dB
65 Mbps
7.04 kB
7.32 kB

-38 dBM
55 dB
65 Mbps
5.64 kB
5.85 kB



Cisco DNA Assurance
Active Sensors
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Aironet 1800S Active Sensor AP as a Sensor 
(1800/2800/3800/4800)

Test Your Network Anywhere at Any time at Real-world Client Level

• 2x2 with 2 spatial streams
• Multiple powering options

- PoE Power
- USB Type “C” power
- Direct AC Power Plug

• Integrated BLE
• Ultra compact form factor

Purpose-built Hardware for Analytics 
In-line monitoring to DNA for analytics 
and insights while serving clients

SLA Dashboard Onboarding & 
Services Tests

Configure Tests 
Remotely

Global Issue 
Creation

Dynamic Sensor 
Test Trigger

Sensor Everywhere
Cisco DNA Assurance
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Test your network anywhere at any time

R1

Dedicated Sensor AP1800 Flexible  Radio

Sensors act as 
clients

Access point

Ø On-Boarding Tests
• 802.11 Association
• 802.11 Authentication & Key Exchange
• IP Addressing DHCP (IPv4)

Ø Network tests
• DNS (IPv4)
• RADIUS (IPv4)
• First Hop Router/Default gateway (IPv4)
• Intranet Host
• External Host (IPv4)

Ø Application tests
• Email: POP3, IMAP, Outlook Web Access (IPv4)
• File Transfer: FTP (IPv4), TFTP (IPv4)
• Web: HTTP & HTTPS (IPv4)

Flexible Radio Assignment Algorithm intelligently 
identifies excessive radios and seamlessly 
converts those into Sensor mode without client 
impact

83

Proactive Performance Assessment for Wireless
Wireless Sensors
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Sensor Test Summary
• Past Failures by

• Locations
• Type
• …

Spark Charts
• Results per Location

over Time

Time Travel

Trending Charts
• For Key Services

(DHCP, DNS, AAA, Web, Email, …)

Active Sensor Dashboard
Cisco DNA Assurance
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Cisco Intelligent Capture with Real-time Client and App insights would enhance guided 
remediation and also allow On-Demand VIP client Troubleshooting

• Enhance Sticky client 
issue analysis with 
Real-time location

• Identify coverage holes 
with real-time 
accuracy (<3 mtr.)

• 24x7 monitoring of 
Wi-Fi and non-Wi-Fi 
interference using 
AirSense radio

• 24x7 wIPS forensics 
to prevent over the air 
attacks using Live 
Assurance radio

• Real-time client RF 
view

• In-service packet 
captures using Live 
Assurance analytics

• Monitor Client 
Onboarding real-time

• Real-time App 
performance insights

Client and App 
Real-time Forensics

Hyperlocation – Real-
Time Client Location

Total Secure 
Coverage Monitoring

• Onboarding Tests

• Network Services 
Tests

• App Connectivity Tests

• App Experience Tests

Active Sensor 
Testing

Real-Time Client and App Insights to Enhance Cisco DNA Wireless Assurance
Cisco Intelligent Capture
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Real-time Event 
Viewer

Download Onboard 
Packet

Auto Packet 
Analyzer

Real-time Client location 
Map with trail of movement

AP4800 3rd radio Full packet 
capture

Failed Onboard

Network Time Travel 
view

Interpacket Gap (ms) 
bar chart

RSSI Chart per Packet 

Onboard Packet 
stage identifier

Failed Packet

Intelligent Capture
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Overview
Cisco Intelligent Capture
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1 On-Demand RF Scanner 

Key Issues addressed

Poor RF Zones
RF design optimization 
Sticky client analysis with real-time location

Key Industries Healthcare, Distribution, Logistics, Retail and Higher Ed.

VoIP performance and audio issues

Situation

• A large logistics company uses Wi-Fi operated Auto-guided vehicles (AGV) in its 
logistics warehouses. Due to high ceilings and large moving metal structures, 

these warehouse  have dynamic RF scenarios

• Due to little human involvement sometimes these machines don’t take optimal 
paths due to temporal coverage hole

Solution 

• IT staff uses the On-Demand RF scanner tool to validate AGV’s RF coverage 
during the live operation and detect coverage holes in a highly dynamic RF 
environment

• This helps IT staff immensely in RF design, planning and optimization

Live RF Network     || Pause       11:50:32 Record 
Session

Red Spot: Coverage Hole

KPI List Graph* 
SNR
RSSI
MCS
Throughput
Packet retry

Green Spot: Voice-quality Throughput

Orange Spot: Browsing-quality Throughput

Red Spot: Coverage Hole
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Troubleshooting Use Cases using Intelligent Capture
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Key Issues addressed
On-boarding and roaming failures
VOIP Performance issues  
Sticky client analysis with real-time 
location

Key Industries All segments

Situation

• A Financial services giant decided to adopt to BYOD to encourage people to 
use its Virtual Desktop Infrastructure for a certain critical applications. In the 
first week, John discovered longer Onboarding time from mobile device 
compare to laptop and received complaints from several end-users

Solution 

• IT staff turned on the Auto PCAP to capture onboarding and roaming failure 
anomalies for the BYOD device at a specific site. This allowed IT staff to 
capture de-authentication packets that are typically observed when the client 
has driver issues

• IT staff also had access to detailed PCAP analysis that enabled them to 
identify the root cause behind onboarding and roaming failures

Visual Packet Trace Analyzer (<5 sec)

Real-time Anomalies with Auto PCAPs (<5 sec)
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Troubleshooting Use Cases using Intelligent Capture
2 Automated Packet Captures
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Real-time Client Location Tracking (<5 sec) 

Visual Packet Trace Analyzer (<5 sec)

Key Issues addressed

On-boarding and roaming failures w/ PCAP 

Remote Wireless troubleshooting through
Full PCAP

Sticky client analysis with real-time location

Key Industries Healthcare, Distribution, Logistics, Retail, Higher Ed, MSPs

Service Level Assurance for critical 
apps/users

Situation

• A large healthcare deployed 5000 vital sign monitor for every in-patient. 
These vital sign allow doctors to monitor critical parameters on a real-time 
basis

• Wi-Fi connection of vital sign monitor starts to get disrupted on an 
intermitted basis during the middle of the day and if not addressed it can be 
life threateningSolution 

• IT staff uses Live Troubleshooting tool to perform detailed forensics on both 
the client state and the location 

• Using packet trace analyzer, the IT staff is able to visualize frequent roaming 
and re-authentication failures from the device along with lower RSSI than 
anticipated in particular location
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Troubleshooting Use Cases using Intelligent Capture
3 VIP Service Assurance



Cisco DNA Assurance
Troubleshooting 
Example



Cisco DNA Center
Platform
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Platform Capabilities – APIs, Adapters & SDKs

• Network Inventory / 
Discovery /Tagging

• SDA

• Topology

• Plug-n-Play

• Software Image 
Management 
(SWIM)

X-Domain Integration

• Assurance

• Path Trace

• Command Runner

• Template 
Programmer

• NFV Provisioning

• Wireless 
Provisioning

IT and Network 
System Process

ITSM 

IPAM 

Reporting

3rd Party SDKs
Map 3rd Party Network Devices to Data Model

Level 1 Operations support:
Discovery, Inventory, Topology, Availability, Command Runner

Intent APIs

Networking
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Intent APIs

• Intent Based API for network operations

• Network capabilities abstraction

• API’s aligned with business constructs

• Custom Business API from an 
aggregation of network APIs

• Example: SWIM Workflow
• Provision NFV – Design and Provision 

single/multi NFV device with given 
site/area/building/floor

• Network Level - Features based API

• Consistent model for feature across all 
devices types

• All UI capabilities of Cisco DNA Center 
available via the API

• Example: SWIM workflow
• Create Sites and Network Profiles
• Create sub-pool for sites
• Assign site to network profiles
• Assign Claim device to site
• Trigger Provision request for ENCS device

Network APIs Business APIs
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Example of Business Intent API: SSID Creation

Ø Create Dynamic Interface

Ø Create SSID

Ø Create Wireless Network Profile

Ø Associate device physical location

Ø Associate managed AP locations

Ø Provision WLC

Ø Create and Provision SSID
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After

Streamlining IT Processes

IT and network 
operations 

orchestrator

Infrastructure

From “human middleware” to “IT orchestrator”

Alerts, 
telemetry, 
CLI, scripts

How do I correlate all this 
data – and take the correct 

actions? 

Before

Infrastructure

Human 
middleware

Let’s code the interactions and 
reap the results 

IT and 
Network 
Systems

ITSM

IPAM

Reporting

IT and 
Network 
Systems

ITSM

IPAM

Reporting
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Integration Adapters with Cisco DNA Center

Cisco DNA 
Center 

Platform

St
an

da
rd

iz
ed

 
Do

m
ai

n 
AP

I’s

Custom 
Integration

IT
 E

co
sy

st
em

ITSM

IPAM 

Reporting

Out-of-the-box integration available Today: ITSM(ServiceNow), IPAM (Infoblox, Bluecat) and Reporting (Tableau)

Out-of-the box 
Integration
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Cisco DNA Center Platform
Events & Notifications

Assurance

Automation
WebHook / 

3rd Party App
REST End Point

EventsD
N

A
C

P

System

Cisco DNA Center

Real time / 
Periodic Sync
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Cisco DNA Center: Southbound – Device SDK
Cisco DNA Center Uses Device Packs to Understand the 
Characteristics of a Network Device

SDK provides an Easy Way to Develop Device 
Packs for ANY Type of Network Device

Device Packs Device Packs Device Packs Device Packs

Device Packs

The Cisco DNA SDK is based on Eclipse – see https://developer.cisco.com/dnacenter/multivendorsupport/

Internet of Things
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Cisco DNA Center

AnalyticsPolicy Automation

https://developer.cisco.com/dnacenter/multivendorsupport/
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Cisco DNA Center Platform – Device Pack SDK

Infrastructure
Physical | Virtual |  Programmable | App Hosting

Device Pack SDK

SNMP
Netconf

CLI

• Discovery
• Inventory

• Topology

• Availability

• Command Runner
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Introducing Cisco DNA Center Platform
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API Catalog
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Example: Assurance Client Detail
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Assurance Client Detail – Intent API
{

"response": {
"detail": {

"id": "6C:19:C0:BD:87:C9",
"connectionStatus": "CONNECTED",
"hostType": "WIRELESS",
"userId": "daphne.blake",
"hostName": "Daphne-iPad",
"hostOs": "Workstation",
"hostVersion": null,
"subType": "Apple-iPad",
"lastUpdated": 1530989200429,
"healthScore": [

{
"healthType": "OVERALL",
"reason": "",
"score": 10

},
{

"healthType": "ONBOARDED",
"reason": "",
"score": 4

},
{

"healthType": "CONNECTED",
"reason": "",
"score": 6

},
<..snip.>

<.snip.>
"hostMac": "6C:19:C0:BD:87:C9",
"hostIpV4": "10.30.100.27",
"hostIpV6": [],
"authType": null,
"vlanId": "100",
"ssid": null,
"frequency": null,
"channel": null,
"apGroup": null,
"location": "USA/LA/Level16",
"clientConnection": "LA1-AP3802-21",
"connectedDevice": [],
"issueCount": 0,
"rssi": null,
"avgRssi": null,
"snr": null,
"avgSnr": null,
"dataRate": null,
"txBytes": null,
"rxBytes": null,
"dnsSuccess": null,
"dnsFailure": null,
"onboarding": {

"averageRunDuration": null,
"maxRunDuration": null,
"averageAssocDuration": null,
"maxAssocDuration": null,

<.snip.>

<.snip.>
"connectionInfo": {

"hostType": "WIRELESS",
"nwDeviceName": "LA1-AP3802-21",
"nwDeviceMac": "00:A7:42:CB:AC:E0",
"protocol": "802.11ac",
"band": "5",
"spatialStream": "2",
"channel": "60",
"channelWidth": "20",
"wmm": "Supported",
"uapsd": "Disabled",
"timestamp": 1531103267416

},
"topology": {

"nodes": [
{

"role": "Client",
"name": "Daphne-iPad",
"id": "6C_19_C0_BD_87_C9",
"description": "Client",
"deviceType": "Apple-iPad",
"platformId": null,
"family": null,
"ip": "10.30.100.27",
"softwareVersion": null,
"userId": "daphne.blake",
"nodeType": "Interface",

<.snip.>
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Problem
Measuring switch port usage requires logging in to each switch and 
manually running CLI commands.

Benefits

• Eliminate tedious manual processes that need to be 
repeated periodically

• Focus on business logic and leave inventory, credential, 
and connections detail to Cisco DNA Center

Solution
Cisco DNA Center tracks all network hardware and is a 
single source of truth. 
• Conscia application uses a single API across all switches to 

gather critical information

• Tracks switch status over time to gather and keep port usage 
information

Keep track of inventory 
and report usage

Cisco DNA Center Solution
Conscia Port Utilization monitors port usage for 
highly improved network business analytics

Telemetry APIs

Conscia Port Utilization

Cisco DNA Center

AnalyticsPolicy Automation
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Example: AnyRover and Cisco DNA Center

Device Pack SDK

SNMP
Netconf

CLI

AnyRover is a robust metall device, high 
temperature range with flexible power 
option (8 - 52V) and offers Mobile IP  
access via GSM for LAN and WLAN 
connection.

107



Infoblox DNS, DHCP, 
IPAM Application

Cisco DNA Center Solution
Consistent IP address pools management

Problem
IP addresses managed 
by a standalone system means 
manual monitoring and no 
oversight

Benefits
• Ensure full visibility 

into your IP address 
usage and effectively 
monitor endpoints

• Benefit from critical insights 
obtained 
from IPAM tools 
for Assurance

Solution
Infoblox DNS, DHCP, and IPAM (DDI) application 
uses Integration APIs to send IP address data to 
Cisco DNA Center
1. Operator uses Cisco DNA Center GUI to set up pools 

that get configured on Infoblox DDI

2. Infoblox DDI sends usage information to Cisco DNA 
Center for real-time monitoring

Integration APIs



Tableau Reporting 
Application

Cisco DNA Center Solution
IT service management integration

Problem
Collected data is not useful in 
raw. Reporting capabilities are 
needed to extract 
useful insights

Benefits
• Key data is collected, stored 

and correlated

• Use data to benchmark, trend 
and analyze

Solution
Cisco DNA Center collects a wealth of data that can 
provide deep actionable insights into network usage 
and growth
1. Tableau reporting application uses integration APIs to 

retrieve data from Cisco DNA Center 

2. Application merges Cisco DNA Center data with other 
datasets that provide a comprehensive view across 
operations

Integration APIs



Cisco DNA Center Solution
IT service management integration

Problem
Every IT incident needs manual 
analysis and assessment, 
requiring multiple handoffs 
between support teams, all 
leading to elongated time for 
resolution

Ticket Resolution System

Benefits
• Efficient workflows 

- flexible integration with 
reviews, approvals, and 
change management

• Minimal handoffs – quicker 
decision making and faster 
problem resolution

Solution
ServiceNow Ticket Resolution System application 
uses Integration APIs to exchange data with Cisco 
DNA Center on trouble tickets and their 
resolution
1. Cisco DNA Center detects network problems and 

sends information to ServiceNow 

2. ServiceNow opens trouble ticket, obtains approvals, 
and schedules fixes through 
Cisco DNA Center

Integration APIs



Cisco DNA Center 
Platform - References



Cisco DNA Center Platform Portal

https://developer.cisco.com/dnacenter/
https://developer.cisco.com/ecosystem/dnacenter/

https://developer.cisco.com/dnacenter/
https://developer.cisco.com/ecosystem/dnacenter/


Cisco DNA Center Platform - Documentation

https://developer.cisco.com/docs/dna-center/



Cisco DNA Center Platform – API Reference

https://developer.cisco.com/site/dna-center-rest-api/



Cisco DNA Center Platform – Code Exchange

https://developer.cisco.com/codeexchange/platforms/dnac



Sandboxes and Learning Labs

1 Always On and 4 Reservation based Sandboxes
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The Need for Intent-Based Networking

Cisco DNA Automation

Cisco DNA Assurance

Cisco DNA Center Platform
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Summary
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