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Cisco ASR 9000 Series

Hardware portfolio

ASR 9901 ASR 9922 ASR 9910 ASR 9906 ASR 9904 ASR 9903 ASR 9902
TOS XR

High Density Service
Edge and Core

Flexible Service Edge

Compact & Powerful
Access / Aggregation

© 2019 Cisco and/or its affiliates. All rights reserved. Cisco



ASR 9000 5% Generation Portfolio

400GE to 4T

Ports Bandwidth Combo MACSec/ Timing RSP / RP

Ports FlexE

Class B

LE : l Eﬁ 32 Ports of QSFP28
SyncE

A99-32X100GE-X

15 Ports QSFP28 MACSec + Class C
Flex-E SyncE

5 Ports QSFP-DD

MACSec + Class C RSP5, RSP880-LT,

6 Ports QSFP28
2 Ports QSFP-DD 0D @z Flex-E SyncE RSP880, RP3, RP2

RSP5, RSP880-LT,

11 IIII [ — #& 4 Ports QSFP28
b 2 16 Ports SFP28 400 Gbps MACSec RSP880, RP3, RP2

A9K-4HG-FLEX

© 2019 Cisco and/or its affiliates. All r

24 Ports SFP+



10G to 1GE Rate Change SFP Optics (aka Smart 1G)

2 modules:
* SFP-1G-SX: 1km reach over OM3/0M4
e SFP-1G-LH: 10km reach over single-mode
fiber

1G modules can work in 10G/25G ports

* designed to allow platforms without 1G
Media Access Control to link up to 1G
transceivers; works on 10G/25G ports

e provides a standard 10G electrical
interface on the system side

e Contains PHY to convert 10G electrical
interface to 1G optical interface

* In the ingress the module converts physical coding from 8B/10B to 64B/66B encoding

* Inthe egress the module converts physical coding from 64B/66B to 8B/10B encoding

* Due to higher thermal of these 10G-to-1GE SFPs odd numbered 10G/25G ports can run this optic (the
upper row of SFP+/SFP28 ports) - It means that max 20x 1GE ports can be supported.

* The following port combinations are available:
7% “5x'1GE + 35X 10GE or 10x 1GE + 30x 10GE or 15x 1GE + 25x 10GE or 20x 1GE + 20x 10GE 12
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Flexible Consumption Model (FCM)

3

1
1
I
1
:
1
' | P SIA provides pooling of
1
1
1
1
1
I

2

Two simple suites: Essentials <4
or Advantage

==

Advantage

licenses, continuous software
innovation and investment
protection.
__ A L 3 years of mandatory SIA
Right to Use (RTU) Software Innovation required

Access (SIA

10S XR Software i

1

Hardware is separated out
from new Software suites

Pricing Meter: 10G/100G /400G
Hardware Infrastructure Capacity

* RTU: Perpetual license
* SIA:Subscription

* Smart Licensing registration & reporting required for FCM

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco 13
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Supporty v SP

Identify the right service level

Traditional Model to FCM Model Support Service Levels Translator

Equivalent Traditional Support Service GSPs

SW Support
Service Service Description
SAS 24/7 SW Support
By 24X7 SW TAC with SW
downloads

Smart Net Total Care

SP SW Support
Service Service Description
SPSAS 24/7 SW Support —
SPCMU 24X7 SW TAC with SW downloads

SP Base, HW Support

Service Service Description
SNT SNTC-8X5XNBD
SNTE SNTC-8X5X4
SNTP SNTC-24X7X4
s2p SNTC-24X7X2
cs SNTC-8X5XNBDOS
cas SNTC-8X5X40S
cap SNTC-24X7X40S
c2p SNTC-24X7X20S

Service Service Description
SP RTF Svc(*) SPRTF
8XSXNBD AR Svc SPAR1
8X5X4 AR Svc SPAR2
—

24X7X4 AR Svc SPAR3
24X7X2 AR Svc SPAR4
8X5XNBD Onsite Sve SPCS
8X5X4 Onsite Svc SPC4S
24X7X4 Onsite Svc SPcap
24X7X2 Onsite Sve spcap

FCM Support GSPs
What to Quote
“SD”-Service SKU format
SDSWK SD-XXXX
SDSWK SD-XXXX
What to Quote
“SD”-Service SKU format
SDRTFK(*) SD-XxXXX
SDAR1K SD-XXXX
SDAR2K SD-XXXX
SDAR3K SD-xXXX
SDAR4K SD-XXXX
SDCSK SD-XXXX
SDC4SK SD-XXXX
SDC4PK SD-XXXX
SDC2PK SD-XXXX

16
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Cisco 8000



8000 Value Proposition

400G & 800G Optimized

Powered by Silicon One
Runs I0S XR and 3 party NOS
Fixed, Centralized, Distributed

Power Efficient

© 2020 Cisco agid /or its dfytos. All rights reserved. Cisco
cisco (A4

#iCiscolive

BRKSPG-3003

© 2024 Cisco and/or its affiliates. All rights resen

ved. Cisco Public

20



o)
g
o)
O
o)
£
©
—
£
(<]
(8
<
a
o]
&
@©
4
(@
0
)
—
S
—
3)
o)
e
=
3]
—
<
o)
c
(@)

Cisco 8800/8600/8200 Series

19.2 Tbps 12.8 Thps (w/HBM)
10.8 Tbps
8 Tbps
"I"'I" .lllulll- r 6.4 Tbps ||| I|l
[ ' 5
C|Sc°‘ CISCO. clllllllo . 3.2 Tbps
cISco o] CISCO.
Silicon One ™ ™ 2 CISCO llllul'll
Si Silicon One - CIsCcO Silicon One™
"11 00 Q200 Silicon One™ = — 3 Q100
©Cisco 2021 ©Cisco 2020 Q211 S';g?" o Silicon One™ ©Cisco 2019
@©Cisco 2020 gClSCO 2020 Q202
> ©Cisco 2020
039 039 039 039 039 039
1
{ Routing }
256 Tops Cisco 8100 Series
12.8 Tbps
(w/o HBM)
lll'lll'l 8 Tbps
atfvan]e ‘ 6.4 Tbps
CISCO. CISCO. el T— 3.2 Tops
- - CISCO. Al
Silicon One Silicon One™ CISCO. ) I Il I e
G100 3 CISCO.
@©cCisco 2021 2008 Siicon One ™ Silicon One™
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Hardware Innovations

cisco Lz/&/

Orthogonal Chassis Design

Cooling

#Ciscolive

Power Delivery

pr—
60A 48V DC
CP!

g c |
- o POL NPU1
&LL< POL NPUZ
—{ LC | POL NPU3
_|L‘ POL Optics
—' LC
-

Component voltage
54V 54V

SULALERRRRLLL

BRKSPG-3003

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco PublicCisco Ronfidential



Software Innovations
NPU Power Profiles

) Redu.ce powe'r consump’Flon by 8201-32FH Typical Power Consumption
running NPU in a predefined mode Impact of profiles

» Choice done based on network
traffic and power consumption
requirements

. 4

Watts

« Supported on Q200 PIDs only

 Reload required (system or LC)

W High ® Medium M Low

Cisco W&. #Ciscolive BRKSPG-3003 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco PublicCisco Bonfidential



Cisco 8600 Centralized Router

8608
ASIC Q200
CP/DP Redundancy Possible (Optional)
Rack Units 7RU
MACsec Yes
MPA
86-MPA-247-M 24 x 10/25/50G (1.2T)
86-MPA-4FH-M 4x 400GbE (1.6T)
86-MPA-14H2FH-M 8x 100GbE + 2x 400GbE or 16x100GbE (1.6T)

cisco M‘/ Total Throughput 12.8Tbps

Jential



Cisco 8608 Architecture

=

F SMS
B
S 2 Slice O Slice 1 Slice 2 Slice 3 Slice 4 Slice 5
=~ =
[5]
"é IFGO IFG 1 IFG 2 IFG3 IFG 4 IFG5 IFG 6 IFG7 IFG 8 IFG9 IFG 10 IFG 11
2 s

17 A /N1 N AL A DN

1.2: 0A4: Ol.ST O;T 0‘.4T 0.8T O.ZI' O:T :AZT 1.;T 0.4'1T ;4T (‘).8T O.:T ‘0‘8T 0.8T ‘0.4T IZT
MPA 7 MPA 6 MPA 5 MPA 4 MPA 3 MPA 2 MPA 1 MPA O
cisco M ./ #Ciscolive BRKSPG-3003

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public Cisco Bonfidentic



8608 Architecture

Redundant Mode

Standby Pair

QSFPS6-DD 3

Standby RP R . gy |
: «fr-----""

1 RP1 :

4 Standby w:

1 Switch Card Q200 A

3 CPU i TS
. HBM " ‘~\~
: SC1 - 5

Active RP At We
E RPO i Ct ve . SFP5623

: Switch Card :

. Q200 .

: CPU i E N T

: M, . [Cersor |
: SCO - 4 |

: i

Active Pair

L‘V / 86-MPA-4FH-M
Ccisco &‘ #Ciscolive BRKSPG-3003 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco PublicCisco Qonfidential



Cisco 8711-32FH-M

1RU, 12.8T, 32x400G MACsec System

Data Plane

Control Plane

Port Configuration

Product
Capabilities

Fans and PSU

Typical Power

Dimension

Use Case
10G 25G
128 128

alraln
cisco

Hardware Overview
1x P100 ASIC-12.8T

6 Core x86 CPU
64GB DDR4 SODIMM, 480GB SSD

32x QSFPDD
/16x QSFPDD-800

Timing Class C performance, MACsec all ports*
RON Architecture ready

6x Fans N + 1 redundancy
2x PSUs 1+ 1 redundancy

740 W excluding optics
1RU, 600mm depth
Core, Aggregation, Peering, DC Core

40G 100G* 400G 800G**
32 128 32 16

*SW support FCS+1

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public

BEST

OF SHOW AWARD

Sept 2024

24.3.1

| P100 I

FANs (x6)

Frontto Back Airflow (Port-side Air Intake)
Back to Front Airflow (Port-side Air Exhaust)

PSUs (x2)

Pluggable 2KW AC
Pluggable 2KW DC
Pluggable 2KW HV



Cisco 8102-28FH-DPU-0O

The Cisco 8102-28FH-DPU-0 and are fixed form factor (2RU) switch with 28xQSFP-DD56 interfaces capable of 12.8T of
throughput. The switch has four, port facing, field replaceable DPU sleds.

NPU: Single 12.8T Q200L = |ncreased CPU cores and memory for future workloads

= SAI/SONIC support (202405)
Cpu: 165;'3;26 CPU = 28x400G QSFP-DD56 switch optimized for power efficiency
LSRR, = Support up to 1.6T of DPU services
DPU: AMD Elba = RDMA support for Al and storage workloads
16 ARM CPU Cores
32G Memory
4 x DPU Sleds
Field Replaceable Units
Software Operating System POI’SIde:

SONiIC -~

3+1 Fan, 1+1 PSU Redundancy
Port-side Intake Airflow

Interface Support:
400/200 /100/50/40/25 GE

alraln
cIsco © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public



8000 Series 800G Ports

- First shipped in mid 2022 — 32x 800G
« Second board will be 36x 800G line card

- First-gen 800G ports are 8x 100 GbE or 2x 400 GbE
2x LC connector to two 400 GbE FR4
MPO12 to two 400 GbE DR4
MPO16 to eight 100 GbE

For more info: https://blogs.cisco.com/tag/qsfp-dd800
.ICIIIS.JZIC;I Cisco Confidential



FCM

Flexible Consumption Model
- licenses used per active port

- license pooled from smart account



FCM 2.0 HW Categorization

FCM 1.0 FCM 2.0

ASR 9000

Cisco 8000

Cisco 8000 and 8000E

5500/5700

> All ASR 9000 > Cisco 8000 & Cisco 8000E
HW > ASIC P100, K100 and beyond
> All A9K FCM 1.0 e 2008
License Pool FCM 2.0 License Pool
- > New RTU & SIA Licenses

We will continue with FCM 1.0 on existing NCS 540 series, NCS All Upcoming Platforms will be launched with FCM 2.0
55/5700 Series, ASR 9K & Cisco 8000 on Q100 & Q200 '

*8608 (0200 based prodUct) is an exception and runs FCM 2.0




Flexible Consumption Model (FCM 2.0)
Offer Structure

Flexible Consumption Model 2.0

o e = e = e = = e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e

Software Innovation Access (SIA) i 3
Per Device I

SIA per Device provides
pooling of licenses,
continuous software

10S XR Software innovation and investment

2

ites: ' 10S XR Software . protection
Three suites: Essentials, Premier

Advantage, and Premier Advantage 3 years of SIA - Mandatory

1

Hardware is separated out Hardware Infrastructure
from Software suites

© 2020 Cisco and/or its affiliates. All rights reserved. Cisco . . .
! e ' *Premier is a supersetthat includes Essentials and Advantage Software features

** Advantage is a supersetthat includes Essentials Software features



FCM 2.0

3 Tier Model

10S XR RTU Premier (PRM)

10S XR RTU Advantage (ADN)

10S XR RTU Essentials (ESS)

L2 Services:

> *1K (Attachment Circuit + PW)

L3 Services:

VRFs :>128 VRFs*

Premium Services* :PWHE, EVPN HE, Egress NetFlow /
sFlow

Subscriber Management : AGF-UP, Subscriber Session
Steering, Integrated NAT

Security*: IPSec, TunnelSec

Saas Integration: Cisco SW Integration, Advanced API
TDM (along with smart SFP)*

Max Scale supported for all features by the HW

L2 Services:

E-LAN (Bridging): L2VPN VPLS , EVPN-VPLS

EVPN IRBw/Anycast GW, EVPN VxLAN

E-LINE (P2P) : L2VPN VPWS, EVPN-VPWS, Multi Segment-PW
Up to 1K (Attachment Circuit + PW)

L3 Services:

MPLS IPv4/v6 , VPN (L3VPN/6VPE)
IPv4, IPv6 Provider Edge (6PE), GRE
Multicast VPN (MVPN)

> 16 & <= 128 VRFs

FIB Scale:> 512k & <=2M

Peering: BGP FlowSpec, BGP attribute-download, BGP
Policy Accounting, BGP Monitoring Protocol (BMP)

Traffic Engineering: RSVP-TE, SR-TE, SRv6-TE, P2MP
RSVP TE, TreeSID

Security*: MacSec

Subscriber Management : Cloud Native BNG-User Plane,
User Plane Geo Redundancy, IPoE, PPPoE, LAC, LNS
RON - PLE

Advanced Timing*: Virtual Port, A-PTS , GNSS, Timing
support on breakout Cables**

L2 Transport:

* DotlQ, QinQ

* VLAN, EFP (L2transport), IRB/BVI
e Static Tunnels: GRE/VXLAN/IPnIP

L3 Transport:

* IGPFlexAlgo, IP, SIS, OSPF, BGP, MPLS

* SR transport, SRv6 transport

e  Basic Multicast (PIM & ICMP,MLD), MLDP
*  FIB Scale: <512k (v4 +v6 routes)

Management*: Enhanced Telemetry, Yang models,
CLI/SSH, SNMP, NetFlow, SL API

Infra: QoS, HQoS, PBR, ABF, E-OAM (Link-level Fault-
Management) , CFM and Y.1731, SR-PM, BFD

HA*: BGP PIC,TI-LFA FRR, IP-FRR, G.8032

Security: ACL’s, LPTS, SSH, Radius/ TACACS
Timing*: G.8275.1, G.8275.2, 1PPS, ToD, 10Mhz




FCM 2.0 - One SIA Per Device

FCM 1.0: SIA per Port

* S|A Per Port
* Procurement at FCS

* Additional SIA Per Port
* Required to be Procured
During Capacity Expansion

FCM 2.0: SIA per Device

Single SIA Per Device

Device = Fixed Pizza Box or Modular LC

Procurement at FCS Only

No Additional SIA needed during Capacity expansion
SIA Per Device is Term based and needs to be Renewed



NCS 540



NCS 540 Family in 2024

Darwin

Fitzroy, Galapagos, Beagle
Meerkat’°2, Finches’81

Tortin & Big Bend

Tortin 16/32, Everglades, Crater Lake,

Acadia, Denali, Olympic’->?2

P 6 () ddiag

Felidae

Lion, Jaguar

64G or 104G Qux-64/120
1/10/25GE (2x SFP28)

PSU: Fixed AC/DC 1+1 or non-redundant
I-Temp

S2S or F2L Airflow, Fixed Fans

Depth: 23cm

C-Temp PID: Single AC/DC PSU, F2L Airflow, no
timing

Passive Cooling (Fanless) PID: Fixed DC PSU 1+1,

2.5RU, depth 38cm

Shipping
7.3.1/7.4.1/7.5.2/7.8.1

136G to 300G QAXx-160/300
1/10/25/40/100GE (2/4x QSFP28)
PSU: FRU 1+1 AC/DC
or Fixed 1+1DC/1AC
|I-Temp or C-Temp
F2B or S2S Airflow, Modular or Fixed Fans
GNSS Receiver
MACsec
Depth: 25-28cm

Shipping
6.3.2/6.5.2/7.0.1/7.5.2

800G a@2A

1/10/25/40/50/100/200/400GE
(2x QSFP56-DD, 8x SFP56)

PSU: FRU 1+1 AC/DC

I-Temp

F2B Airflow, Modular or Fixed Fans

GNSS Receiver

MACsec

Depth: 30cm

Shipping
7.41

300G or 900G QAx-300/)+
1/10/25/40/100GE (2/4x QSFP28)
2/24x 10/25GE TSN 802.1Qbu
12/24x CPRI 3-8

PSU: FRU 1+1 AC/DC

|I-Temp or C-Temp

F2B Airflow, Modular or Fixed Fans
GNSS Receiver

MACsec*

Depth: 35/55cm

Shipping
7.3.2

* Roadmap



Large Arches N540-24Q8L2DD-SYS 7411 Q2A 800 1000 | |M| F| F2B| | 30 Y[C|Y 24
Tortin 16 |N540-ACC-SYS 6.5.2 | QAX|300| 640 | |M[M| F2B| | 26| Y[B|Y 2 8|24
Medium Tortin Tortin CC 16 |N540X-ACC-SYS 6.5.2 | QAX | 300 640 | [M[M]|F2B| 1 ]|Y|26]Y[B]|Y 2 8124
Tortin 32  |N540-2428Q2C-SYS 6.3.2 | QAX|[300| 640 [|M|M]| F2B| | 26| Y[B|Y 2 8|24
Everglades [N540X-1624G8Q2C-D/A | 7.0.1 | QAX | 300| 564 [|FY[ F|S2S|[1|Y|28]Y|[C|Y 2 8|16 4
Olympic  |N540x-1628Q2C-D 7.5.2 | QAX|300| 560 [|FP| F|S2S|1]|Y]|28]Y|C|Y 2 8[16
Medium | Big Bend | Crater Lake |N540-2824C-SYS-D/A 7.0.1 | QAX|300| 680 [|F'| F|F2B|C 25 B 4 28
Acadia N540X-12716G-SYS-D/A [ 7.0.1 | QAX | 160| 136 [|FY[ F[S2S| 1 |[Y[25] Y| C 12) 12 |4
Denali N540-12720G-SYS-D/A [ 7.0.1 | QAX|160| 140 |[F'| F|F2B|C 25 B 12| 20
Fitzroy N540X-4Z14G2Q-D/A 74.1|QUX|120| 104 [|[F2| F|S2S|1]|Y]|23 C 214 14 |4
Galapagos [N540x-8216G-SYS-D/A | 7.3.1 [ QUX|120| 104 |[F2| F|S2S| 1]|Y|23 C 8] 12+8¢| 4
Small Darwin Beagle N540X-6218G-SYS-D/A [ 7.3.1|QUX| 64 [ 78 ||[F2| F[S2S| I[Y[23 C 6 18
Finches N540-6218G-SYS-D/A 7.8.1|1QUX|[ 64| 78 FIlF] F2L | C 23 = 6 18
Meerkat N540-6214S-SYS-D 75.2|QUX|[ 64| 80 Fol -| - || 38 C 6| 10+6¢| 4
Fronthaul | Felidae Lion N540-FH-AGG-SYS 732 J+ [900]| 1000 | |M|M]| F2B | C 55[Y[C|YR[Y[Y 4 24
Jaguar N540-FH-CSR-SYS 7.3.2| QAX|[300]| 550 [|M| F|F2B]| | 35[Y[C|YR[Y[Y 2 6120

M: modular F: fixed F':dual DCorsingle AC F2 dual DC or dual AC FP:dual DC R:roadmap x: combo ports c: using cSFP

© 2020 Cisco and/or its affiliates. All rights reserved. Cisco



NCS 540 Large

Arches
N540-24Q8L2DD-SYS

Broadcom Qumran 2A (J2 family) 2% 400GE QSFP56-DD
800Gbps/600Mpps, Max IO 1T, 2GB Packet Buffer

CPU 4C Intel Xeon, 16GB DRAM, 64GB SATA 8X 50GE SFP56
1RU, Depth 299mm

Redundat Modular AC/DC 1+1 power supplies 24x 25GE SFP28

Front to Back airflow
Fixed redundant fans
I-Temp -40C to +65C
G.8273.2 Class C & GNSS Receiver

QDD-400G-ZR-S QDD-400G-ZRP-S

© 2020 Cisco and/or its affiliates. All rights reserved. Cisco



NCS 5500, 5700

(BRKSPG-2397)



NCS 5500/5700 — Fixed Portfolio

: : : NCS5700 Products
High Scale Aggregation evolution
(J2/12C/Q2C/)12C+)
NCS5500 Products (Q-MX, J, J+)
1G| 10G | 25G 40G |100G
_57B1- 00000’ eceee
NCS 5501/SE L NCS 5502/SE ° NCS-57B1-6D24 NCS-57B1-5DSE eneee
Fr— EEEEESE
* 400G ZR/ZR+
* 400G ZR/ZR+
. - « 1RU; 4.4 Tbps throughput 400G ZR/ZR+
25G | 40G | 100G 40G | 100G . ;E)(Liogg -Erbg;ggguthm « 24x100G + 5x400G * 2RU; 7.2 Thps throughput
NCS-55A1-48Q6H NCS 55A1-36H-5/SE_ @ 0@ . MACSEC. Timi *  MACSEC, Timing + Flexible 66 ports 2x400G +
Q 0060 | » liming . 16x400G/64x100G

~ NCS-55A1-24Q6H-5/ss @~ 0@

10G | 25G | 100G

NCS 55A2-MOD-S/SE ( I 1 ]

NCS-57C3-MOD-S

External TCAM

" NCS-57C3-MOD-SE

00000
I-IEME lﬂl- I!!M“ !EE

[ -~ =

* 400G ZR/ZR+

e 3RU; 2.4T throughput

*  Fixed: 48x1/10/25G +
8x100G QSFP28

¢ 3 xMPA: 2x800G + 1x
400G

.+ MACSEC, Timing

400G ZR/ZR+

3RU; 2.4T throughput
Fixed: 48x1/10/25G +
4x100G QSFP28

3 X MPA: 2x800G + 1x
400G

MACSEC, Timing
External TCAM

eceee ! NCS-57€1-48Q6D-S

"+ MACSEC IPSEC, Timing

* 400G ZR/ZR+

* 1RU; 2.4T throughput

*  32x1/10/25G +
16x1/10/25/50G +
6x400G

*  MACSEC, Timing

@ segment Routing @ 400G ZR/ZRP

EveN @ MACSec @ Timing

cisco L{{/&/

BRKSPG-2397 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco PublicCisco ®@onfidential



NCS 5500/5700 — Modular Portfolio

High Scale Aggregation evolution

NCS5500 Products (J, J+)

40G |100G
NC55-24H12F-SE ]

NC55-18H18F 00

100G

NC55-36X100G-S L]

NC55-24X100G-SE ®

NC55-6x200-DWDM-S @

40G | 100G

NC55-36X100G-A-SE (XX

10G | 25G | 100G

NC55-32T16Q4H-A @ 00

NCS 5516

NCS 5508

NCS 5504 £

() Segment Routing
EVPN

@ MACSsec

o Timing

@ 400G ZR/IZRP

NCS5700 Products (J2)

NC57-24DD o0 e

400G ZR/ZR+
24x400G,

Through put 9.6 Thps
No eTCAM

NC57-18DD-SE ece

400G ZR/ZR+

18x400G, 30x200G/100G
Through put 7.2 Thps
Exteral TCAM

NC57-36H6D-S eceee

400G ZR/ZR+

100G, 400G
Throughput 4.8 Thps
Timing, MACSEC,

400G ZR/ZR+ (1x100G mode)
100G

Throughput 3.6 Thps

External TCAM

400G ZR/ZR+

10G, 25G, 50G, 100G, 400G
Throughput 4.8 Thps

Timing, MACSEC, 800G-MPA

51

© 2022 Cisco ajid/or \tsﬁytm All rights reserved. Cisco
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What Crosswork Cloud Provides for Customers

g

Moat Network Insights (BGPmon)

a:ﬂ"g n‘n_e:li

s 7’* - ns =4
e e v A
— = W=
i = -— ~

Gate Trust Insights (Trust Audit)

Bridge Traffic Analysis (Netflow stats)

ccccc

' 'c',@;'glg,'ﬂ Clsgand Rt tsatiiNatm-0l AFRlF RaRIEE: clsco Sales Enablement and Accelerfiion



Crosswork Cloud Top Use Cases

Network Insights Traffic Analysis Trust Insights
BGP Security Edge Netflow Router Zero Trust
* Human Error & BGP Hijacks * Top Talkers * Continuous Tamper Evidence Audit
* Real time BGP updates * Traffic Stats & History * Hardware Postering TPM/TAM
* Looking Glass & Alarms * Peer Management & Prospecting * Secure Boot, OS and Software KGVs
* Peer, RPKI and DNS monitoring * Load Balancing & Threshold Alerts * Config hash &File System Check
— %7 — v =T
P e et = — = ._.f —
. “““3 - O e === @ T :
o Criticfal F!ow h‘. SLA gfa?;c,:y SPIS BGP
Monitoring Peering Monitoring ne Optimization SASE
ZeroTrust Engineering .
_ C|°ud = Al E s
@ malware a0 f
=] TopX detection ST
S 8. Reports Malware Traffic Network S0¢
BGP-DoS NetSec RON detection sec Slicing Traffic
Security
DDosS Security
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External Route Analysis at Cloud Scale

Compare your eBGP view to Others

Cisco Crosswork Cloud

600+ sensors on internet

Global View Local View
eBGP Sensor Nodes from All Peers eBGP Sensor Nodes from My Peers

BGP Polices eBGP Sensor . How do | know if
External view
allow You to Nodes From of vour the source of
identify when partners y the BGP event is
. network as .
things are not and from our coming from my
. seen by
behaving as own network?
others

expected locations

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco 87
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Users expect a great experience as network complexity
and costs increase

Multi-domain

* Higher demands on networks ]
and services Uolibeghger ) :

* Complex and distributed
network; fragmented tools

P2

* Performance visibility silos «“H“)) «“H“))

) ) .. (¢ »Hu))
* Expensive site visits

* Lengthy resolution times

Multiple layers, vendors and domains
Silos of network & service data

Cis
cisco © 2023 Cisco and/or its affiliates. All rights reserved. Cisco S:\ﬂes Enablement and Acceleration



Evolution towards intent-based networking & assurance

An intelligent assurance layer to drive intent-based networking use cases

JQl
® Service-based model understands how @j
to assure the service

PY . . * Capture businessintent
Deployment of assurance is aligned to « Translate to policies
the business intent Cisco Provider * Checkintegrity

Connectivity Assurance
. .
LJn:erstands how the service should : 5 N I SDN
ehave |
If real time issues are detected or if
future issues are predicted the : Continuous verification Intent-based Orchestrate policies and
u inuous verification, . ici
. .. ! | insights, visibility, and Networklng automate systems
orchestratlon layer IS mformed I corrective actions configuration
® Drives action to preserve SLOs and | I

maintain integrity of business intent

i (5] —

Ml 00 aoo o — AT [N

Cis
ciIsco © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Ssac\(zes Enablement and Acceleration



Provider Connectivity Assurance

Part of the end-to-end Cisco assurance story

Cisco NEXUS and
Crosswork Network
Automation

oﬁi
—
—

‘R
w

HCO

NSO

CNC

NEXUS
Dashboard

\

J

alraln
cisco

Synthetic testing/
Passive data capture

Metadata/
Topology
Closed-loop @
P automation N

- B

Provider Connectivity
Assurance Sensors

[ a20s ) -
.. salesforce

A Z
servicenow. n‘

Alerting events/
Automated ticketing

Cisco Provider Connectivity [,
Assurance

/' :

D

Collect, analyze, correlate, insights, alert, integrate

™.

Data collection \

( )
Segment Routing
RON, MDT
g Sustainability
L Cisco Telemetry )

Full Stack
Observability

—>

KPIs/
metadata

Alerting &
events

\.

Cisco Observability

Platforms

splunk>

a CISCO company

ThousandEyes&=

el i Crigy

\) APPDYNAMICS

part of Cisco

3rd party telemetry/
APl integrations

Sales Enablement and Acceleration
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Cisco DDoS Edge protection solution



DDoS is in principle easy... and Cheap!

Coffee & Espresso

;\Q We're proud to use only 100% Fairtrade Espresso

Lrjoy hat

Our Pricing

Piccolo Latte :.. 3.80
Latte, Cappuccino, Flat White 3.80 440 490 5.40

22.00€ £p.00€ 60.00€ go.00€

White Chocolate Mocha

Caramel Macchiato 490 550 6.10 6.70

Long Black / Americano 3.20 3.80 4.40 500
Short Black / Espresso 3.20. 3.80

Brewed Coffee 2.80 3.10 3.40 3.70

DDoS-as-a-Service Pricing Example

Make it your way. Soy is free in any beverage.

ciIsco 2023 Cisco and/or its affiliates. All rights reserved. Cisco gg‘a\"e:. Enablement and Acceleration



Edge Protection Solution On 10S XR Routers

*Checks in place to ensure resource
o . allocation to detector won’t impact the
2. Within seconds, the attack is detected actual routing functionality of the router
on the Detector. Attack details Reported
to controller. Controller
’/
’/
7 7
- -
td -
- -
7 "
-
o_))) Detector* _ % PR 3. Edge Protection controller, pushes
- blocking rule to EDGE Router
—

I0S XR Routing Platform

1. Volumetric DDoS Attack
Targeting Core Network &
Devices

4. Attack blocked at
EDGE ROUTER

<

Edge Network

Allows only legitimate traffic

Target Server

Core Network ———

alialn,
cisco

2024 Cisco and/or its affiliates. All rights reserved. Cisco
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End-to-End Workflow — Router View

=

P
T S

T S

R S

Legitimate Traffic

DDOS Attack Traffic

IIIIIIIIIII>
IIIIIIIIIII>
IIIIIIIIIII’

alraln
cIsco 2023 Cisco and/or its affiliates. All rights reserved. Cisco Confidential

DDoS Edge
HTTP/REST Protection
Controller

gRPC

DDoS Edge
Protection
Detector

NetFlow Records in Netconf over SSH
Protobuf Format
Flow Data 10S-XR

Cisco I0S-XR Router

Illlllllll>

Only legitimate
traffic is allowed

T S

IIIIIIIIII>

Protected Objects (PO)




Detailed Flows

Container comes to life

on therouter

alraln
cisco

10S XR Router

Provisioning Phase

A

Provisioned using Netconf
over SSH

A

gRPC connection from
controller to container

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Confidential

Off-box Controller

Provision a new
router on the
controller

Continues to monitor
the container health

Detection & Mitigation Flows

10S XR Router

Exports NetFlow records
to container

Attack traffic blocked on
the router

Container on IOS XR Router

Uses Protobuf format

L

Provisioned using Netconf

Receives action to be
taken from controller

. 'Attack Detected

Pushes blocking

over SSH
d
-
P No manual intervention needed
-

ACL rules to XR

Continues to monitor
deny counters

Removes the ACLrules

after the attack stops



Workflow With Edge Protection

Edge Router EP Agent EP Controller

1
1
1
1
i |
1 1
| Netflow/Protobuf |
| 7 |
! Analysis | !
I ! Attackalerts and Stat reports >
| I T Analyzing data,
| | Request attack characterization | decides on attack
I v 1
| Calculating 1 |
: Attack vectors : Send probable attack vectors o :
1 1 >,
: h i | d blocki di limi )

Mitigation option 1 ' s il | g——2end blocking/redivect/rate Imit Determining
. | instructions | e .
| | T mitigation policy
1 T I

L . Send BGP Flowspec for blocking/redirect/rate limit !

Mitigation option 2 1< 2 - g / | >

i | .
1 T r
1 I 1

Mitigation option 3 < ; Send BGP RTBH :

1 v J
1 1
1 1

alraln
202 ffi LAl . i i i
cIsco © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Confidential
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Element Management Function



Element Management use-cases in CNC

- N 4 N

Device inventory management Device Image and config management

Device Onboarding/Operations Automated Image Upgrade
Configuration/PSIRT/OS/License Compliance *

Configuration Backup and Restore *

Zero Touch Provisioning
Deep Inventory Visualization
Underlay Configuration*
Connectivity Topology

Device Fault management Device Performance management

Device, Pluggable and Interface health
and energy relevant metrics

Realtime Fault Monitoring
Fault APl and Notification
Fault Status Topology Overlay

‘ Alerting
Fault lifecycle (Ack, Un-Ack, Notes) Realtime and Historical Device KPI Trends

Element management functions estan

\ )

*Future/Roadmap deliverable

Device Metric Threshold Crossing

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco



Device Lifecycle Management Functions

Inventory Management

ASR907-120.22.ASR907-120.22

subsiot 011

Last Update: 15-Nov-2023 06:32:26 PMIST 13

nnnnnnnn
a -
Nerts subsol 012
pr— C
o XA Powss Supply Bay 3
(st f————(\)
ASRI07-120 22 ASR907-12022 ey
ASR907 ]
modie A1
ASORSPIC-400-W
. Scrosnsho
'3 Network Devices
—
% Reachability Status Summary Deep Inventory Collection Status Summary
uuuuuu "
10 0e 0o 00 0o ne o oe 0o
v Uneschatie  Unknown  Degraded  Reschatie it Wartiog  Minteoanca inbrograss Complaed
saene
a

@ Reachable

P Network Inventory Lost Update: 16-Nov-2023 06:23:50 PMIST
Reachabls 1056235524 C peuwnrs
Reschabie Inventory with Alarms.
@ Rescnas 0o ov 24 oe
product D product Name Product Type Opecationsl..  Vendor Davice Name  Serial Number
|
40 © enies ASRO03.565. FOCIBAONTOX  05.0ct2014... V02
© Faes EPNASROO7-.. FOCIOZNEZD  05-AI-2015_ VOO
© et ASRSO7-120...  FOCZSZONASY  30-An-2019.. V0O
© Fad ASRGO7-120..  FOC2026NABU  30-3n2019.. V0O
o NCSAZ06-10..  FOC2I0ZMMSH  T5-en-2017.. VI
© enabios ASRO03.665. FOCIBIPMZ  T-Ag20_ V0N
© Ensbied ASRO03-555. FOCZOMPANZ  28-Jan-2008.. VOR
© et ASROO0-120..  FOCZ30BFRS  06-an2019.. VoI

+ Poor visibility into the network infrastructure
- Inaccurate data and Inventory

« Establishing required inventory v/s Current

Solution:
« Network wide Inventory view
+ Detailed Device Inventory visualization
« Active Inventory Change notifications

* Localized status monitoring

Outcome:
« Near real-time Inventory visibility

* Improved Inventor manageability and operator
productivity

*All Third party device support is certified by CX
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