cisco Secure

Cisco Emall a Cloud o
Security

Layered Defenses For Comprehensive Protection

Milan Habrcetl, Cisco CyberSecurity Specialist
mhabrcet@cisco.com
9th March, 2021

s e
TE R R R |

. ... m =

L“;
4
n
I

o e = 20 1 e s S it

3 3



Emall I1s still the #1 threat vector
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Attackers use multiple ways to get In

Business Email

Compromise (BEC)

Estimated exposed losses
due to BEC between
2016 and 2019 totaled

$26 billion."

Business email Compromise The $26 Billion Scam

2019 Cybersecurity Almanac

Cisco 2018 Annual Cybersecurity Report

2019 SonicWall Cyber Threat Report
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Ransomware

Predicted to hit $20 billion

in 20212

or its affiliates
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Domain
Compromise

54% of legitimate
domains used in
phishing campaigns?

Malware

10.52 billion malware
attacks in 2018%

6(. (’(9

Phishing

27% of data breaches in
2019 involved the theft of
credentials such as logins
or encryption keys®


https://www.ic3.gov/media/2019/190910.aspx
https://cybersecurityventures.com/cybersecurity-almanac-2019/
https://www.cisco.com/c/dam/m/hu_hu/campaigns/security-hub/pdf/acr-2018.pdf
https://www.sonicwall.com/resources/white-papers/2019-sonicwall-cyber-threat-report/

Email threats cost organizations
time and money. Organizations
need complete coverage and
should assess if their SaaS
email providers have left

them exposed.

(https://www.cisco.com/c/dam/en/us/products/se/2018/11/Collateral/esg-info-email-security. pdf)

I
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Customers say an effective email security
solution should include:

ﬁz% ( 70% ) 63% |

Malware Protection Data Encryption Phishing Protection

@3% @1%

Email Continuous Threat Intelligence
Authentication Monitoring




Cisco Email Security

Inbounad

* Cisco Email Security with Advanced
Malware Protection and Threat Grid

* Cisco Advanced Phishing Protection

I
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Outbound

* Cisco Email Security with Data Loss
Prevention and Encryption

* Cisco Domain Protection



SecureX threat response and Email Security

Understand email as a threat vector
by visualizing message, sender, and

q target relationships in the context of
a threat

Search for multiple email addresses,
subject lines, attachments at once to

understand how a threat has spread

Expand visibility for your SOC into
W — email and other threat artifacts
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Cisco Email Security is the leader because...

Spam and threat filtering

* |P Reputation Filtering

* Sender Domain Reputation
Filtering

* Connection Controls
* External Threat Feeds
* Anti-Spam

Malware and attachment
control

* Antivirus

* Macro and File Type filtering
* Bad URL document scanning
e Safe Print

* Qutbreak Filters

Anti-spoofing
* DMARC, DKIM, SPF analysis
¢ DANE support

* Forged Email Detection
* Domain Protection

Advanced Malware
Protection (AMP)

® File Reputation

® File Sandboxing

® File Retrospection
® File Remediation

Anti-phishing and
malicious URL detection

* URL Filtering

e Content Filters

¢ Qutbreak Filters

* Web Interaction Tracking

¢ Advanced Phishing Protection

Threat visibility and
investigation

* Secure X Cisco Threat
Response integration

Outbound control
* Data Loss Prevention
* Encryption

* Rate Limiting

cisco Secure
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Cisco Email Security and integrations
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Cisco Email Security and Cisco integrations

&

AMP for Endpoints

SecureX Threat
Response

I
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Deploying Cisco Emaill
Security



Cisco Email Security: deployment options

http://cs.co/9009DdIRN

(-3 Cloud
ﬁ Dedicated email security deployments

in multiple resilient Cisco data centers
provide the highest levels of service
availability and data protection

(((.))) Virtual
A software version of the physical

appliance runs on top of a VMware ESXi
hypervisor and Cisco Unified Computing
System™ (Cisco UCS®) servers

I
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On-premises

The Cisco Email Security Appliance is
a gateway typically deployed in a
network edge outside the firewall (the
so - called demilitarized zone)

Hybrid
With Cisco Email Security in the cloud

Run on-premises and virtual Cisco
Email Security in the same deployment



Cloud Email Security (CES) datacenters
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New x95 hardware for ESA/SMA _j/“ 30%

Performance Gain

C/M195 & C/M395 (1 RU Appliance) C/M695 & C/M695F (2RU Appliance)

http://cs.co/C220M5 http://cs.co/C240M5

ESA default AsyncOS release: 11-5-0-066 SMA default AsyncOS release: 11-1-0-083

]
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http://cs.co/C220M5
http://cs.co/C240M5
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SECURE cisco

The bridge to possible

Cisco Secure
Web Appliance

Top-of-the-line defense for
threats on the Internet

Jifi Tesar

Technical Security Architect
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S E C U R E CISCO The bridge to possible

Cisco Umbrella

Accelerate Secure Cloud Adoption




Historic traffic flows
Led to the age of perimeter-based security and networking

Network: |
Centralized nternet

Security: TRAFFIC TRAFFIC
Single, on-premise Internal 80% D Internal 80% D
security stack Internet 20% @ Internet 20% @

*@* — @@y =
— [ . ]
Branch offices HQ Roaming/mobile

‘ases’ SECURE



Changes in the types of traffic and destinations
Have inverted the traffic model

Internet
Problems: SaaS  laaS
. COStS Private cloud  Browsing
- Performance TRAFFIC TRAFFIC
- H# Tools/vendors Internal 20% @ Internal 20% @
- Integrations Internet 80% D Internet 80% D

- Maintenance

_
2a VPLS a2 — ~- =
— [ . ]
Branch offices HQ Roaming/mobile
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A more modern approach

Internet / SaaS

Security:
Enforced at the cloud edge

Network: SD- WAN DIA/DCA
Optimized routing from
anywhere to the cloud
T Sl WO 20020

Branch offices HQ Roaming/mobile

‘ases’ SECURE



Cloud and network evolution

Today’s networks are decentralized

FIFFF Users and Apps have adopted the Cloud

Security and networking are moving to the cloud too

80% /6% 42% 08%

of orgs are shifting of orgs use SD- of branch office of branch offices
to direct internet WAN extensively security deployments and roaming users

access (DIA) or selectively take over a month were the source
of compromise

in recent attacks




The typical first step to address these Issues
IS to combine cloud-delivered security services

93%

-

« % 76%

of orgs agree that moving r of orgs are looking for
security to the cloud has . multi-function cloud
increased efficiency security services
Cloud
Access
Security
Secure Broker
web
gateway

CISC SECURE ) 2020 Cisco and/or its affiliates. All 1



The Umbrella multi-function security solution

Cisco Umbrella

o ""’ %
% G

Cloud access
security broker
(CASB)

DNS-layer

Ccu rity

Cloud-delivered
firewall

Secure web
gateway

SecureX

/ o

Interactive
threat intel

Integrated security

- O ooo
L] —_—
L $ -_——— O o000 :-I:_..
SD-WAN ON/OFF NETWORK DEVICES
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Cisco Umbrella: key capabilities

Secure onramp to the internet, everywhere

A
Visibility Protection Control
- On & off corporate network - DNS-layer security - URL block/allow lists
- All internet & web traffic - Web inspection - Port & protocol rules
- All apps - File inspection - @Granular app controls
- All devices - Threat intel access - Content filtering
- SSL decryption - Sandboxing - App blocking
- Shadow IT - Non-web traffic inspection - Tenant controls

v

Built-in platform with Cisco SecureX and threat intelligence by Cisco Talos

‘ases’ SECURE



DNS-layer security e

First line of defense i JT
Deploy enterprise wide in minutes o )
Block domains associated with malware, A
phishing, command and control callbacks < 5%
anywhere Q © Q [x) o [x)

. | O < » O
Stop threats at the earliest point and © [ ° o [x) ©
contain malware if already inside Safe Blocked
) requests requests

Accelerate threat response with an \ ( Umbrella )

integrated security platform

Amazing user experience — faster internet e —
access; only proxy risky domains L @ il B = Ba |

SD-WAN ON/OFF NETWORK DEVICES

‘ases’ SECURE



Secure web gateway: full web proxy
Deep inspection and control of web traffic

» Gain additional visibility
via full URL logging and
cloud app discovery

» Enforce acceptable use
policy via app controls,
content filtering, and URL
block/allow lists

thaln
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Full web proxy

Extend protection against
malware via SSL decryption
and file inspection

Enrich file inspection
(with retrospective alerts)
via malware defense

and analytics



Cloud-delivered firewall
Firewall for the cloud edge

Internet/SaaS

1 1

- Tunnel all outbound traffic to Umbrella

Non-web /
site exclusions

o

Block high risk, non-web applications y
80/443 "
/1y

Centrally manage IP, port, protocol
and application rules (layer 3, 4, and 7) CDFW SWG

- Forward web traffic (ports 80/443) ?K\
to secure web gateway -

( Umbrella )

Tunnel (IPsec)

| - D o0oo |
L] —
[ = TN O 000 :{_._
DEVICES ON NETWORK

IPsec tunnel termination

‘ases’ SECURE



Internet/

Enforcement that works together

Improved responsiveness T

and performance NAT =2
1. DNS-layer security Portzi
First check for domains associated _ 80/443

with malware
DNS CDFW svve

2. Cloud-delivered firewall (CDFW) i\

Next check for IP, port, protocol and //]\’\

Final check of all web traffic for malware

and policy violations PR
L | IO = B2 |
SD-WAN DEVICES ON NETWORK

.ICIIISéIOI S EC U RE © 2020 Cisco and/or its affiliates. All rights reservec

application rules Umbrella /
3. Secure web gateway (SWG) II NS, GO, and G blocke




CASB functionality

A dashboard that highlights risky apps and
activity trends

Deeper visibility into cloud app usage

Content and app control including specific
app/URL block or allow policies

Activity controls for popular SaaS apps
(uploads/attachments/post/share)

SecureX unifies visibility of security metrics
related to cloud app usage

Cloud malware detection for data at rest
in core SaaS apps

il
cisco

Category: Anonymizer

DNS Requests by App Risk
I number of DNS requests of ap

Label

Category: Games

53.

Online gar




Cisco breaks new ground in SASE convergence
Unifying cloud security and networking with SD-WAN automation

NSWWelgNgle Security
D Cisco SD-WAN Cisco Umbrella
: : : ° App optimization, cloud Cloud-delivered

networking, integrated secure web gateway,
security, analytics & DNS security, firewall,
assurance CASB

Highly available global cloud infrastructure APl-based, programmable architecture
SecureX Threat intelligence powered by Cisco Talos 3 party ecosystem

.CISCO SECURE ) 2020 Cisco and/or its affiliates. All rights reservec



Umbrella for Cisco SD-WAN

Fast forward time to value with automated security

- Hands-off automation: deploy cloud
security across thousands of branches {b Cisco Umbrella
iIn minutes
: L ¥ ™ ;
N o /N

- Top notch protection: defend against - _ |
) -layer Secure web Cloud-delivered | Cloud access Interactive
th reats at the bra nCh Wlth the |eader security gateway firewall (sgzusrét;/ broker threat intel
in security efficacy

- Simplified management: single pane DIA

of glass across all offices and users i

- Deeper inspection & controls:
SWG and cloud-delivered firewall
with IPsec tunnels

SD-WAN fabric

Branch

cisco SECURE ) 2020 Cisco and/or its affiliates. All rights reservec



Rapid onboarding: accelerates security and RO
Umbrella for Cisco SD-WAN

Deploying Secure SD-WAN now takes
minutes not months: Umbrella

- SD-WAN Edge devices are automatically L@_J
registered to Umbrella

- No need to manually enter API keys _
HTTPS session

- Secure API key is automatically
provisioned on the edge device via @
an HTTPS session DEVICE EDGE

New DNA-Premier package

.ICIIISIéIOII SECU RE ) 2020 Cisco and/or its affiliates. All rights reservec



Cisco Talos: the largest non-government threat
Intelligence organization on the planet

We see more so you can
block more and respond
faster to threats.

» 250+ full-time threat researchers
and data scientists

> Analyzing 1.5 million unique
Mmalware samples daily

» Blocking 20 billion threats daily.
More than 20x any other vendor.

llclllsléloh SECURE ) 2020 Cisco and/or its affiliates. All rights r I
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S E C U R E CISCO The bridge to possible

Cisco SecureX

Prakticka ukazka ESA-WSA-Umbrella

Jirfi Tesar
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Customer Challenges . . . ...



Web Page Consumption

Potential Threats

JAVA

FLASH SCRIPT

g
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Web Security Solution



Cisco Secure Web Appliance Pipeline

Proxy Bypass | Transaction - . . g Secure Web .
Settings Filters Authentication ' Decryption WBRS URL Filtering | AVC Anti-Virus Endpoint LATM Traffic Tap Reporting
== a— l... [o— |
€ VU FT T oa ¥ o=@ > B = ¢
—— LT °
IP Based Subnet AD TLS/SSL Reputation Multi-URL Application Webroot File Block Send Granular Web
Bypass Protocol LDAP Inspection& Category Categorization | Visibility & Sophos Reputation malicious non- | decrypted Tracking
User Agent ISE Certification Control /McAfee Sandboxing web traffic traffic
Guest Check w Retrospection externally

Initial Request ID Profile Per Policy Matching External Services Logs

T | | l
R R | omee I A ¥ ¥

. 1 Secure ecure
PSSt DLP Browser Upstream Video SIEM I Network threat CTA Cloudlock | AWSR
Decryption Isolation Proxy Caching 1 :

1 1 Analytics response
1
' = 0 O »r W s 0 0 O O
1 W ;
! ?k = L2 ANA
1
1 F5 Secure Menlo Proxy Unvell HP ' Proxy Detection Behavioral Shadow IT Custom
: Radware ICAP Ericom Chaining Technology Splunk 1 Logs Investigation | Analytics Detection Reporting
| ! Remediation

/

3" Party Integrations Cisco Integrations

cisco Secure ( Sisco and/or its affiliate | right



WSA Priorities

«nﬂl‘ﬂ@ )

Simple and Flexible ~ Web Standards and ~ Integrations Virtual Strategy Threat Focus
+ Enhance User Performance * Integration \_NIth . Enaple usage in * Provide ex_cellent
Interface Flows to = Support latest web other security public, private data web security
enable ease of use standards products to offer centers ° Continuous
Provide seamless over_all security . Prpwde _customers improvements in
user experience architecture with choice of VM’s HTTP(HTTPS
Ease of deployment security

Provide Top-of-the-line defense for threats on the

Internet for our customers




Header Modification Header Consumption

14.0 Highlights

SecureX Integration

HTTP 2.0

System Health
Al Dashboard in Rest API Support
cisco SeCU € ©2021 cisco and/or its amhatcs.SMA/WSA
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\What iIs common here?

Google YAHOO!

salesforce u VO UTUhe




HTTP2.0

A critical value proposition in HTTP/2
vs HTTP1 - Low overhead in parsing
data

What makes HTTP2 better?

HTTP/2 is used by 49.4% of all the websites!

CISCO' Secure



. aay”
WSA Header Rewrite ( j ( j
WSA Upstream

LD ]

“
"

Upstream
Proxy

— —— —

R
I
I
I
I
I

‘_____“\
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Header Rewrite: How-To-Configure

Create HT TP Header

Kr&g”ﬁTTP Request

Access Policies H ead er

S — Suhy o L v Add Header Name, Value,
o formatting & encoding

WeD Secunty Manager Security Services System Agministration

Add/Copy/Delete Row

Order | Group User Agents URL Filtering | Applications ' Objects Anti-Malware and Reputation HTTP ReWrite Profile | Delete

Client network 1 Access

e Ol L O o Sl V' Request Header Profiles
2 Ictille?wrt“‘:;tw;ic;:(o?:cée:;t Network 2 (global policy lobal policy) | (global policy) | (global policy (global policy) (global policy X_Auth Header G |Oba|

All identified users

Global Policy Web Reputation: Enabled

Identfication Profle: Al No blocked items | Monitor: 85 | Monitor: 356 | No blocked items ii;‘a:‘caeiar:zlsxcaarf:rr‘t;te?r\’ggeEd“ab ed | delete profile §Iee‘[{/t\l/n§ Fovve d fo rm at fo r

%roups_ _
ssociate Header ReWrite

v . .
e Profile to Access Policies.

Note: Null / empty header values are allowed.
Such headers will be ignored and won'’t

be added in the transactions.

Ex: Via and Proxy Connection in this case.




WSA X-auth Header
Consumption

Use Case:

“Administrator wants to authenticate users
against a downstream proxy and send user
information to the WSA via authentication
headers, so it can help WSA recognize the user

by using the information in header with out
requesting for authentication again and apply @
corresponding policies”

Scenarios: ‘
- A Load balancer, before sending the traffic to — -
proxies, it authenticates the users and inserts ( (
I I
I I
I I
I I
I I

Downstream WSA

the headers in http and sends it to the proxy Downstream

Proxy
A SSL Orchestrator performs authentication
of users and sends the traffic in service
chaining manner to multiple devices in the
chain before sending the traffic out to

internet.

.|||.|||' N e — — —— —
ciIsco S@CUI’@ © 2021 Cisco and/or its affiliates. All rights reserved 45



WOA X-auth Header Consumption: now-10-
Configure

Access Policy: AP1

Policy Settings

V] Enable Policy

All the configurations
- could be done from GUI
o only, there are no new
CLI commands added for

On Date:

| —— s this feature

|

Description:

Policy Member Definition

p is defined by the combination of the foll All criteria must be met for the policy to take effect.

Identification Profiles and Users: | select One or More Identification Profiles -

Identification Profile Authorized Users and Groups ~ddldentification Profie

D1 @ all suthenticated Users

Selected Groups and Users (2
Groups: No groups entered
Users: No users entered

g
ciIsco



SecureX

A cloud-native, built-in platform experience within our portfolio

~——— Cisco Secure

bl
(e X oweoss

Intogratons  Orchassaton  Asminstration

~—Your Infrastructure=—

cisco SeCUl’e © 2021 Cisco anc

Unified Visibility

[rryye— S0 - e s W more °
2 ol i e em—— e 2
Network Endpoint - [ — moil] '_ 31 Party/ITSM  Intelligence
"ZITZ.‘LM,_«,l B s e >
« = o ¢ =
Cloud Applications | . |dentity SIEM/SOAR
- A . °® J

v

Ccisco — aQ_p
s oo
SECUREY, & Q =
Detection Investigation Managed Orchestration
Analytics Remediation Policy Automation
. J
Your teams @ 232 @
SecOps ITOps NetOps
or its affiliates. All rights reserved



SecureX Integration : How-To

v New SecureX ribbon

‘D SecureX Deshbowd  integritons  Orchestration % Administraton
— — SecureX WSA Tile
v Register WSA on SSE Portal
’ v Generate client ID and Client
No Data Available
Secret.
Copy client ID and
Password

Enter details back on WSA
v SecureX Pivot menus

No Data Available

Reports on SecureX Portal

af]en
Cisco


https://www.cisco.com/c/en/us/support/docs/security/securex/215985-integrate-and-troubleshoot-securex-with.html

Rest APls supported in 12.5

64 APIs available for configuration

* System Time

- Certificate Management

- Routes

- SMTP

- Feature Keys

- Custom and external URL Category
- Appliance Certificate

Rest AP|
support for
configuration

“Automate WSA configuration

through scripts and integrate - DNS
with third party solutions” - Proxy Bypass
- Interface

Helpful for automation of WSA configurations

Easy integration with 3™ party solutions

I
Ccisco Secure © 2021 Cisco and/or its affiliates. All rights reserved



Rest APIs supported in 14.0

New APIls available for configuration

Rest AP|
support for
configuration

“Automate WSA configuration
through scripts and integrate
with third party solutions”

g
cisco Secure © 2021 Cisco and/or its affiliates. All rights reserved



Why SHD?
Visibility to
System Health of
WSA in a single
pane of glass

System Health Dashboard




System Health - Capacity Tab (Phase 2) 14.0

""" {  CPUUsage )

t-(_ Memory Usage )
...... ( Disk )
....... ( RPS )
- Bandwidth )
""" {  CPUUsage )
------ { Client Connections )

v £Server Connections)

CISCO' Secure



Advance Web Security Reporting (AWSR)

Latest Release /7.5
* Splunk Engine update 7.3.3
* AD Group Details

Distributed Deployment

Need Reporting for more users
Link: WSA Wiki

.
Ccisco Secure © 2021 Cisco and/or its affiliates. All rights reserved


https://wiki.cisco.com/display/wsawiki/Advance+Web+Security+Reporting+-+AWSR

Advance Web Security Reporting v7.5 (WSA +
Umbrella)

Access & .

AMP logs Umbre

Exporting of Logs (

F

User, Domain, URL
category & Security logs

L
FTP & Syslog| e - - UB Client
HQ User Push B & - & ) Roaming User
Consolidated
Web Security
Reporting

CISCO Secure © 2021 Cisco and/or its affiliates. All rights reserved



Cisco Web Security Integrations & Technical Collaborations

Data Loss Prevention

Logs

Radar ArcSightsg
:LogRhythm splunk >

Video Caching & Isolation

it

Internel the way you veant
: = Menlo
M 5
Unyeil  sosmieam QN

I
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Threat Detection & Isolation

e & B &

Secure Endpoint  Secure Malware  Umbrella Isolation
Analytics

Web Log Analysis

Poee ) —
¥ &= & D
S e s ﬂ
SecureX CTA Secure Network  Cloudlock
Analytics

Identity & SSL Visibility

@ OQ @ radvi;re Aﬁ

ISE CDA



ISE Integration on Cisco Secure Web Appliance
v

ISE AD Groups

Secure Web Appliance
and ISE integration

directory (
retretived
(AND) fo

Support for Secure
Group Tags(SGT),
retrieved from ISE

for Secure Web
Appliance Policy creation

Iaentification Profile

Identification Profile Autharized Lsers and Groups

1SEusers
ISE : All Authenticated Users

11.7

Guests (users failing authentication)

v

SGT OR AD Group

ctive
up for
control

Identification Profile

Isefallback

Authorized Users and Groups

All Authenticated Users

VDI Support

Proxy Auth for
VDI clients

Support for Citrix &
Microsoft terminal
services clients

Authorized Users and Groups
: All Authenticated Users

Selected Groups and Users (7.

ISE Configuration
ISE Secure Group Tags: No tags
entered
ISE Groups: No groups entered
Users: No users entered

Guests (users falling authentication)

cisco Secure

11.8

4

Fallback Configuration
Groups and Users by Realm
Groups: No groups entered
Users: No users entered

© Guests (users failing
authentication)




WSA - License Model

WSA Premier

WSA Advantage Bundle

A La Carte Options

Security Management Advance Web Security
AMP + CTA (Zero Day Threat) Aealienee (Carlizes) ThreatGrid (Sandboxing) Reporting (AWSR)
McAfee (Anti-Malware)

Webroot (Anti-Malware)

Sophos (Anti-Malware)

cisco Secure 2021 Cisco and/or its affiliates. All right
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