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The Unified
Security and
Observability
Platform
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Detect | Investigate | Respond

Powered by Splunk Al

APls | Integrations | Models | Visualizationg

Custom &
Third-Party Third-Party
Tools Manage | Search | Federate | Automate Apps/
Services
<4 >
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Splunk is the only
vendor recognized as
der In the latest
Magic Quadrant™ A Leader
Reports for SIEM Gartner® Magic Quadrant™
and APM and for Security Information and

Event Management

Gartner

Observability.

A Leader

Gartner® Magi
Gartner, Magic Quadrant for Security Information and Event Management, October 2022 q r n e r q g I C
Gartner, Magic Quadrant for Application Performance Monitoring and Observability, July 2023 Q u q d rq n TTM fo r A P M

The Gartner documents are available upon request from Splunk. Gartner does not endorse any vendor, product or service

depicted in its research publications and does not advise technology users to select only those vendors with the highest ope

ratings or other designation. Gartner research publications consist of the opinions of Gartner’s Research & Advisory a n d o bse rva b I I I Ty
organization and should not be construed as statements of fact. Gartner disclaims all warranties, expressed or implied,

with respect to this research, including any warranties of merchantability or fitness for a particular purpose.

GARTNER is a registered trademark and service mark of Gartner, Inc. and/or its affiliates in the U.S. and internationally,
and MAGIC QUADRANT is a registered trademark of Gartner, Inc. and/or its affiliates and are used herein with
permission.

All rights reserved.
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The
Data-to-Everything
Platform
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ny Structure

Any Source Investigate

Any Time

Monitor

sy

Splunk > turn data into doing’



What Can Splunk Ingest?

Universal Forwarder

Aggregated / API
Sources
Heavy Forwarder

Event Logs, Active Directory,

© 2024 SPLUNK INC.

OS Stats, Unix/Linux/
Windows Hosts
Universal Forwarder

®

@ syslog hosts & network

/\ devices
-l

splunk >

DevOps, loT, Containers

HTTP Event Collector (HEC)
* Agentless

Wire Data

via Splunk Stream

HTTP Event Collector (HEC) or
Universal Forwarder



What is a Splunk
Universal Forwarder?

e Reliable collection of data from remote
locations

splunk>

Raw

Data

e Includes methods for collecting from a
variety of data sources -y

e Lightweight but powerful:
o Buffering / guaranteed delivery
Encryption
Compression
Load balancing
And more!

e Very small footprint =y {/‘/\} E (;702) = % @@

. Files  Metrics OS Network  Run Config  APIs
e Just forwards data - no parsing events packets/ scripts files

beforehand! ports

o O O O
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How Data Moves Through Splunk

INDEXING
- Parsed events written to index on DATA RETENTION
disk . Buckets: HOT, WARM, |

 Writes both compressed raw data &
the corresponding index files |

FROZEN and THAWED
e Cloud: Smart Store, Active
Archive

PARSING

@D - - - - - - o e eSS omoooooooooooooo-oooo-oos -
AY

\

\

« Event processing occurs here

« Examine, analyse & transform data
* |dentify, parse & set timestamps

* Apply regex transform rules

 Raw data stream from source
« Contents ignored, no events

5 5t ot 8 I

Monitor TCP UDP FIFO Scripted
input input input input input

~. SEARCH

N
N
) [ J

 Manages how the user accesses,
views and searches the indexed data

» Stores knowledge objects: reports,
event types, dashboards, alerts and
field extractions

g
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Multiple Use Cases On Common Data

Drives system security and observability

Microservices |

AVele |icati0n Delivel'y = | ' 7 _}!u‘_‘ ssage Queues
_ = | perating Systems
5@ Containers / Kubernetes |

Networking ||

Caches =

-
- o\ - -
L A % -
/e cess Logs =

Weh L %

Business Process Logs =
ment and Logging A

Alerts
Nindows Events
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Splunk as a Service

Fastest time to value | Minimum Infrastructure | Maximum Value

e Fastest time to value

e Software as a service - AWS or GCP

20

- . e Secure - I1SO 27001, SOC 2 Type II, PCI

3 SImpIe Si'eps. @ DSS, HIPAA, FedRAMP Moderate, DoD

1. Onboard data IL5, IRAP

2. Onboard users e Encryption-in-transit - plus optional
A encryption-at-rest

3. Get value from your data

Spl u n k ®> C I O u d e Resilient infrastructure

e 100% uptime guarantee

‘ e 24/7 NOC/SOC support team

Flexible options for data collection and forwarding

ot G B & & E 2l & A& E

(m}
Wire Data API SDKs HTTP TCP/UD RDBM Containers Apps Cloud OpenTelemetr Splunk
P S Services \Y Forwarders

Splunk Cloud Service Description: https://splk.it/SplunkCloudServDesc

© 2024 SPLUNK INC.


https://splk.it/SplunkCloudServDesc

Splunk Cloud Regions on AWS & GCP

EU: Dublin
Canada: UK: London
Montreal
EU: Stockholm
anqdq Central ‘ APAC: Seoul
“... EU: Fr?nkfur’r
US: GovCloud —‘ ’ @ APAC: Tokyo
3 EU: Parls
US: Oregon US: Virginia EU: Belgium
US: GovCloud @ ArAc: singapore
US: Iowa .
APAC: Mumbai

APAC: Sydney

0o
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Splunkbase

Splunk App Store Portal

Splunk Application

Unified structure
Extension to Splunk
capabilities

Vetted before submission!

App purpose

Search-time parsing
Index-time parsing
Modular input

Alert actions

Custom visualizations
Reports, Dashboards

© 2024 SPLUNK INC.

Welcome to the new Splunkbase! To return to the old Splunkbase, click here

Q. Find an app

Splunkbase Collections Apps

Discover Apps

PLATFORM Showing 1-18 of 3218 Results

[] SPLUNK

> PRODUCT
| Splunk Add-on for Amazon

AddOn+ Web Services (AWS)
> VERSION By Splunk Inc

The Splunk Add-on for AWS, from version

7.0.0 and above, includes a merge of all

[ ] SPLUNK SOAR

the capabilities of the Splunk Add-on f

PLATFORM Splunk Enterprise, Splunk Cloud.,..
> PRODUCT el - i

RATING % % % % v (28)
> VERSION

= Splunk Add-on for Microsoft
AddOn+ Windows

By Splunk Inc
** Important: Read upgrade instructions
and test add-on update before deploying

to production *** The Splunk Add-on f

PLATFORM Splunk Enterprise, Splunk Cloud...

RATING w W % W 3y (449)

Submit an App

Sort by

Popularity

= Splunk Add-on for Unix and
AddOn+ Linux

By Splunk Inc
*** Important: Read upgrade Instructions
and test add-on update before deploying

to production *** There are changes to.

PLATFORM Splunk Enterprise, Splunk Cloud

RATING w % % 37 ¢ (51)

‘ SPLUNK SUPPORTED ADDON

CATEGORY

[] Business Analytics = Splunk Dashboard Examples

D DeVOpS By Splunk Inc

The Splunk Dashboard app v8.2.6 will

[] Directory Service

(] Email

(] Endpoint

reach end of support on Dec 19, 2024
No new versions of the app will be...

PLATFORM Splunk Enterprise, Splunk Cloud

RATING % % % % % (71)

‘ SPLUNK SUPPORTED ADDON

Splunk Machine Learning
Toolkit
By Splunk Inc

Splunk Machine Learning Toolkit The
Splunk Machine Learning Toolkit App
delivers new SPL commands, custom.

PLATFORM Splunk Enterprise, Splunk Cloud

RATING w N % %% (30

‘ SPLUNK SUPPORTED ADDON

Eventgen

By Splunk Inc
The Splunk Event Generator (Eventgen)
s a utility which allows its users to easily

build real-time event generators.

PLATFORM Splunk Enterprise, Splunk Cloud

RATING % % % % v (25)

(] Firewall

& ¥ SPLUNK SUPPORTED APP
[] Generic

§ # SPLUNK SUPPORTED APP

https://apps.splunk.com

‘ SPLUNK SUPPORTED APP



https://apps.splunk.com

Splunk Apps

Apps support

- Splunk | Splunk Cloud
- Splunk SOAR

Where to install on Splunk?

- Any Splunk core node
- Splunk HF
- Splunk UF
- Splunk Cloud
- private apps must be vetted!

© 2024 SPLUNK INC.

Splunk Core (2886)

PLATFORM ‘ Showing 1-18 of 2886 Results ‘

# SPLUNK

Filtered by:

> PRODUCT Splunk X

> VERSION

Splunk Add-on for Amazon

SPLUNK SOAR AddOn+ Web Services (AWS)

> PRODUCT

> VERSION
PLATFORM Splunk Enterprise, Splunk Cloud

CATEGORY RATING

PLATFORM

SPLUNK

> PRODUCT

> VERSION

¥ SPLUNK SOAR

> PRODUCT

> VERSION

CATEGORY

Splunk SOAR (332)

‘ Showing 1-18 of 332 Results

Filtered by:

Splunk SOAR

Microsoft Azure SQL

PLATFORM

RATING

SOAR On-Prem, SOAR Cloud
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Splunk Security Portfolio

splunk> cloud

splunk>enterprise

ANALYTICS

@splunk&

Security Essentials

InfoSec App for Splunk

Splunk Enterprise  ES CONTENT
Security™ UPDATE

Splunk User Behavior
Analytics™

Machine Learning Toolkit
(MLTK)

OPERATIONS

iy
$2

splunk >
SOAR

Splunk Enterprise
Security”

ADAPTIVE RESPONSE



Splunk InfoSec App

Security Posture Continuous Monitoring ¥ Advanced Threats v Investigation v Executive Dashboard InfoSec Stats Searchv

Security Posture

High Severity Intrusion Alerts v Previous 24 Hrs Infected Hosts v Previous 24 Hrs Malware Signatures v Previous 24 Hrs

6327 2072 92 The app uses the most common
TS — security data sources to quickly
187 3 194 get most value out of Splunk

Intrusion Alerts by Severity Intrusion Alerts over Time Top 10 Critical/High Severity Intrusion Alerts

100

e Firewall & Network

sowl i [L!.,./\,}/I '“.\{'\A/'\ ”,\d(-'w Q:\;.; ,"Iﬂ;' ,\”\f\. ,,W [\/\ﬁ/\f VM/ | ® AUthent|Cat|On (AD)
T —n VA L e Antivirus & Malware

ot e e | e LB e Endpoint data

360 View by Accounts: Event Types over Time 360 View by Hosts: Event Types over Time

6:00 PM 12:00 AM 6:00 AM : 6:00 PM

https://splunk-infosec-documentation.readthedocs.io/en/latest/
https://splunkbase.splunk.com/app/4240/

00060
9000 ;

@}

o000 ®0 0
o000 0

0000000000
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®0 00
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https://splunk-infosec-documentation.readthedocs.io/en/latest/
https://splunkbase.splunk.com/app/4240/

Splunk Security Essentials (SSE)

splunk;- App: Splunk Security Essenti... v Administrator v Messages v Settings v Activity v Help v Find

Introduction  Security Content  Security Data Journey ~ Data Source Check ~ Documentationv  Advanced v Splunk Security Essentials

Security Content / Concentration of Attacker Tools by Filename Export v

Assistant: Simple Search

Description Learn how to use this page (2 View | Demo Data | Live Data

It's uncommon to see attacker tools used in rapid succession on an endpoint. This search will identify tools by filename, and look
for multiple executions. (MITRE CAR Reference)

Use Case Stage 3 [2
Advanced Threat Detection, Security Monitoring MITRE ATT&CK Tactics

Category Lateral Movement

Endpoint Compromise
i Kill Chain Phases
Security Impact

These days, there are a lot of executables one can install and run on a Windows machine in order to cause mischief. The thing is, Exploitation

many amateur hackers will run a lot of these tools in succession (or automated scripts will run them, too). By correlating the process

names being executed on endpoints with a list of 'known hacker tool executable names' we can detect this suspicious activity. Data Sources

Alert Volume Endpoint Detection and Response [ Windows Security
Low (?)

SPL Difficulty

Basic

> Related Splunk Capabilities
> How to Implement

> Known False Positives

> How To Respond

> Show Search

> Help

Outlier(s) [2 Raw Event(s)

L 11.047

© 2024 SPLUNK INC.

Provides recommendations to guide you
through your security maturity journey

e 1300+ pre-built security detections and
analytic stories

e mapping security data to MITRE ATT&CK
and Cyber Kill Chain frameworks

e |earn what use cases you can run with the
data you are already collecting

https://docs.splunksecurityessentials.com/
https://splunkbase.splunk.com/app/3435/



https://docs.splunksecurityessentials.com/
https://splunkbase.splunk.com/app/3435/

Splunk Enterprise Security (ES)

Splunku'l‘(jl‘ld Apps ¥ Messages ¥ Settings v Activity ¥ Q Find 2 50s Admin ~ 0 Support & Services ¥

- [
S p I u n k E S p rov I d e s t h e s e c u rl ty Security Posture ¥ Incident Review Investigations Security Intelligence v Security Domains v Cloud Security v Audit ¥ Searchv Configure » Enterprise Security

Incident Review al Hide Charts ¥ Hide Filters

practitioner with visibility into security- N
relevant threats:

e itis built on the Splunk core platform and
uses the seq rCh and CO rrel atlon R T s el oo [

28 Notables Next > 20 perpage v Refresh ©
mgugnm
‘ a p a b I I I t I e S Title v Risk Object v Risk Score v Risk Events v Type v Vv Time v Disposition v Security Domain v Urgency v Status v Owner v Actions
24 hour risk threshold exceeded for user=fyodor@froth.ly fyodor@froth.ly 3978 Risk Notable Today, 10:56 PM  True Positive - Threat Critical Closed SOS Admin
— Suspicious Activity
24 hour risk threshold exceeded for 54.230.147.59 Risk Notable Today, 9:06 PM Undetermined Threat High In unassigned
u system=54.230.147.59 Progress
. u S e rS Ca I I Ca p u re ’ | I I O I l I O r, a I l re p O r O I l 24 hour risk threshold exceeded for _— 54.230.147.47 Risk Notable Today, 9:06 PM  Undetermined Threat High In unassigned
system=54.230147.47 Progress
L] [}
24 hour risk threshold exceeded for C) 52.84.235102 Risk Notable Today, 9:06 PM Undetermined Threat High In unassigned
ata from security devices, systems, an
24 hour risk threshold exceeded for ] 34.215.24.225 Risk Notable Today, 9:06 PM Undetermined Threat High In unassigned
u u system=34.215.24.225 Progress
a p p I Catl O I I S O 24 hour risk threshold exceeded for system=172.16.3197 ] 17216.3197 Risk Notable Today, 9:06 PM  Undetermined Threat High L} unassigned
Progress
[:] ATT&CK tactic threshold exceeded over previous 7 days _ mvalitus@froth.ly Risk Notable Today, 7:53 PM True Positive - Threat Critical Closed SOS Admin
. . . . for user=mvalitus@froth.ly Suspicious Activity
. S e C l l rI t a n a I S tS Ca n l l I ( : kI I ' l Ve Stl a te [:, ATT&CK tactic threshold exceeded over previous 7 days fyodor@froth.ly Risk Notable Today, 7:53 Undetermined A Medium In unassigned
for user=fyodor@froth.ly Progress
M D ATT&CK tactic threshold exceeded over previous 7 days _ bstoll@froth.ly Risk Notable Today, 7: Undetermined Threat A Medium In unassigned
and resolve the security threats across
|j 24 hour risk threshold exceeded for user=bstoll@froth.ly bstoll@froth.ly Risk Notable Today, 7:46 PM Undetermined Threat . Low In unassigned

Progress

O

> 24 hour risk threshold exceeded for system=bstoll [: bstoll-l.froth.ly Risk Notable Today, 7:46 PM Undetermined Threat @ Low In unassigned

the access, endpoint, and network
protection domains.

+ No investigation is currently loaded. Please create (+) or load an existing one ().

https://docs.splunk.com/Documentation/ES

© 2024 SPLUNK INC.



https://docs.splunk.com/Documentation/ES

Splunk SOAR

Splunk SOAR combines security
infrastructure orchestration, playbook
automation, and case management
capabilities:

e help you orchestrate security workflows
e automate repetitive security tasks
e quickly respond to threats

e access and run actions that are provided by
the third-party technologie

https://docs.splunk.com/Documentation/SOAR

© 2024 SPLUNK INC.
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The Unified Security and Observability Platform

The foundation for Digital Resilience

Detect | Investigate | Respond

Powered by Splunk Al

APIs | Integrations | Models | Visualizationg

Third-Party Tools Custom & Third-Party

Manage | Search | Federate | Automate Apps/ Services
P i \
Events | Logs | Metrics | Traces
Public Clouds Pa - X Devices
On-Prem Private Clouds
Data Centers

\

\\

K u
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Full-Stack

End-to-End

Seamlessly
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I —————
Where can Splunk help?

© 2021 SPLUNK INC.

~ ~ =
TEAMS Notification and INCIDENT RESPONSE
collaboration on alarms (Splunk On-Call)
_
da
Service Level Mgnt
SIASIIE S o2 s ary Intell BUSINESS INTELLIGENCE & AIOPS
(Splunk ITSI)
Event Mgnt
\_
f Customer experience
End-to-end tracing
IO . DEM DISTRIBUTED TRACING
USERS Web/API thlmlzatlon (RUM / Synthetics) (Splunk APM)
APPS Code profiling
L Microservices (o) G () T G ) () =9 = )
4 ==l
INFRASTRUCTURE MONITORING & TROU
Hybrid Cloud EIEISW*&WS&W@IEEEEWBZ‘I"BZ‘
Multicloud LOG ANALYTICS
INFRASs Containers (Log Observer)
Serverless CLOUD NETWORK & INFRA
(NPM — to be launched)
.
a
Index DATA PLATFORM
DATA Search and Visualize (Splunk Platform : Enterprise/CIczVL:/gl_/WW_
Collaborate Splunkbase
Orchestrate rations) + custom Apps + existing legacy monitoring tools... B et e

NN, 7
Q\V&'ﬁ 7 52497 = ”/425///////
REEE 7 g
SO ALY

e
/ = M) Lo SN NN NTNHKTE
i T i el

) I e SS0G 0 e

7]

/)

/

)
/]

1/}
7

\
)
7
7



R
Splunk
Infrastructure
Monitoring =

Built on a real-time
streaming metrics platform

* On-prem to multi cloud monitoring
— Linux, Windows, VMware
— AWS, Google Cloud, Azure
— Kubernetes & Serverless

« Automatic service discovery
« 200+ pre-built integrations
 Analytics-driven alerting

Splunk > turn data into doing’



Splunk APM

splu-};1 APM

-30m v prod-profiling... (2) ¥

a a [ ] | ]
End to end visibility to @
M ‘:P v APM Overview
late problems fast
I S O a e p r O e S a S e r ’ ﬁ Top Services by Error Rate Top Business Workflows by Error Rate Explore services visually
d d
f . EL 0.94% B checkout - L \ 2.28% W cartservice... i
rO I I I I I I n O I S O 0.93 Idp | I | “‘ \ 1.89 api:/checkout
E 0.9 § api [

A A \ I\
A N\ 0.93% W authorization 1 | | \“ | | I\ I\ [ T: ligh
0.28% B cartservice i \J | “ \J\ ,‘ ‘\ | \'\ | | & ag sPOt g E
o NV VA e Find connections betwe:
and service behaviors

~
~

microservices

S S

D =

Traces

53.75s W api:/checkout View and search for trac

(n]n)
=0
s
o
N
©

e Analyze every transaction from web 5 L

2.92s
1.90s B cartservice

and mobile apps, to backend @
services and database queries, to
troubleshoot faster

Database Query Perf

Troubleshoot database ¢

{ Services °C Business Workflows Sort Active alerts, then latency (P90) ~ Q Search ‘

D
NN N RN

J LATENCY ~ REQUESTS & ERRORS ~ = AlwaysOn Profiling

View potential root caus

12.97s § p99 3 0.29/s ¥ Requests
12.11s § p90 -
2ms 0 p50 0/s B Errors

1.4min B p99 R 9.79 Requests

Continuously measure how your :
code impacts CPU and memory | o155 D
allocation to identify slowness and

bottlenecks in your services or 1750 o v

Quickly identify the sources of \ )
latency, errors, and anomalies with —_—

Al-directed troubleshooting and

dynamic telemetry maps

Splunk S turn data into doing

© 2020 SPLUNK INC.
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By,

| = sph.ly Synthetics
G Splunk Homepage (Desktop)
https://www.splunk.com
Daily Average Monthly Average Uptime Trends
M . t .

Optimize performance and
ensure exceptional CX with
every deployment

[ i \ \f N tart Render
\ : ! 0.04s
8 Duration
M B0

Performance KPIs

e URL, API & service performance alerts

e 50+ public locations simulate
performance of users globally

e Test within CI/CD pipelines to auto-
paSS/faiI SLA-tier deployments s Loc‘t"ft‘ ror— DURATION DESCRIPTION RESULT ~

e 300+ performance recommendations
prioritize issues & optimize
critical web services

Splunk > turn data into doing’
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By,

| = sph.ly Synthetics
G Splunk Homepage (Desktop)
https://www.splunk.com
Daily Average Monthly Average Uptime Trends
M . t .

Optimize performance and
ensure exceptional CX with
every deployment

[ i \ \f N tart Render
\ : ! 0.04s
8 Duration
M B0

Performance KPIs

e URL, API & service performance alerts

e 50+ public locations simulate
performance of users globally

e Test within CI/CD pipelines to auto-
paSS/faiI SLA-tier deployments s Loc‘t"ft‘ ror— DURATION DESCRIPTION RESULT ~

e 300+ performance recommendations
prioritize issues & optimize
critical web services

Splunk > turn data into doing’



Foundational Al for Observability

Splunk IT Service Intelligence (ITSI)

Splunk’s AlOps Solution

Splunk ITSI applies machine learning to T el
proactively prevent outages by correlating and e et ® @D oo ® D
reducing alerts, monitoring service health, and -
streamlining incident management. [Froien oo
oD
1 Clustering & aggregation to reduce alert noise o
1 Adaptive (dynamic) thresholds incorporate seasonality R
J Anomaly and outlier detection | ) ] | ]
1 Actionable additional context - AR 1 ARERN i
J Assisted root cause investigation « = ;‘-"::f’--j e = e

1 Predict service health to prevent outages

New updates!

1 Outlier Exclusion in Adaptive Thresholds
1 ML-Assisted Thresholding (Preview)

© 2024 SPLUNK INC.
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AI and ML capabilities across
our portfolio accelerate detection,
investigation, and response.

Our approach What we offer

Domain and Splunk specific

ynal to improve user
and outcomes

Human-in-the-loop and trusted

Foundational Al

Find the signal from the noise in vast
amounts of data

&, (bey O
(-.;?._) (:U& /(l)' |

Open and extensible




Splunk AI

Catalyze Resilience with Embedded Al and Machine Learning

y Al FOR SECURITY Al FOR OBSERVABILITY
Enterprise Security, UBA ITSI, APM, IM, On-Call

Predictive Analytics, Anomaly Detection, Adaptive
Thresholding, Incident Correlation, Alert Noise
Reduction, Alert Autodetect, Suggested Responders

ML-Powered Detections, Anomalous User
Actions

Customizable ML

Splunk Machine Learning Toolkit, Splunk App for Data
Science and Deep Learning, Python for Scientific Computing

Assistive Intelligence Experiences

Splunk Al Assistant, Splunk App for Anomaly Detection

THE SPLUNK PLATFORM

Powerful search commands for statistical analysis, predictive analytics and clustering

© 2024 SPLUNK INC.
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Thank you
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