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Traditional
management

“Building a monster
to manage the monster”




Infrastructure Operations Challenges we are Addressing

Distributed Human Traditional

apps and IT limitations management
Physical and virtual sprawl, Scale, speed, complexity “Building a monster

loT, microservices that make modern data centers to manage the monster”

unmanageable



Strategy for next-generation
systems management
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Analyze Combine insight
Use the cloud Y . g
the telemetry with automation
Connect everything Create actionable insight Have machines

manage machines



Intersight Cloud Platform

Manages and monitors UCS Integrates with MSO/ACI,

and HX. Deploy, upgrade, Intersight Infrastructure Service Network Insights for single
manage infrastructure pane DC infra management

Compute Hcl Networking Storage / Cl

ucs HyperFlex Nexus Partners




Device Connectors




Ensuring data is transmitted

and stored securely




Key features in Cisco Intersight
security architecture

Use of industry-standard Encryption of all data Compliance with stringent
security protocols Cisco® InfoSec security and
data handling standards



Management Network Separation

 Intersight uses an Out of Band Management Architecture to separate
management data from IT production network and application data

- No disruption to customer’s IT production if Intersight connection is

interrupted

- Only management network accessible data (e.g., device configuration and usage) is stored in
Intersight

- All sensitive data (e.g., passwords) stored in encrypted format
- Application workload data does not pass through to Intersight



Intersight Standards Compliance/Certifications

- Intersight meets or exceeds InfoSec’s requirements applying to mﬂm
numerous Industry Standards: @k VS

. 1SO 270XX - Cisco is ISO 27001 certified. Intersight is in the process of getting
an Intersight specific set of certifications*™

« FIPS 140-2 — Intersight uses FIPS 140-2 compliant crypto modules.
Certifications are being planned*

- Intersight’s out-of-band management architecture makes it out of scope
for some standards/audits:

« PCI DSS - Customer traffic (including cardholder data) does not flow through the Cisco
Intersight platform

- HIPAA - No individually identifiable health information (IIHI) on the network is ever sent
to the Cisco Intersight portal


https://www.cisco.com/c/en/us/about/approach-quality/iso-27001.html

Monitoring / Fault Reporting /
Server Actions



Cisco Intersight Dashboard
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Customizable dashboard to show overall faults / health / inventory for all managed infrastructure
Can create unique dashboards for individual Intersight users

Can add / remove widgets as desired

Can click on various widgets for more detailed information



Cisco Intersight Fault List

 x | Jan 18,2018 8:38 AM UCS-FO743 Standalone Ser C240-WZP213.. sys/rack-unit-1 PS_RDNDNT_MODE: Power Supply redundancy s lost: Reseat or replace Power Supply

1-10f1

« All device faults can be accessed from any Intersight page (image to the
right shows access from dashboard)

« Clicking on a particular fault provides additional fault details, remediation
steps if available

« Tabs available for All / Critical / Warning fault levels
* Fault tab shows UCS fault code, timestamp, and fault details

Server Invertory
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Server Compatibility (HCL),
Advisories (CVEs), and Contract
Status



Advisories (CVEs)

* Intersight displays devices impacted by Cisco Security Advisories

e Advisories available in the menu bar of the Ul @ 2

« CVE IDs and links for more information are provided

HCL Validation

Security Advisories > CVE-2017-5715

Details General

Medium CPU Side-Channel Information Disclosure Vulnerabilities

CVE-2017-5715
Details

Published t 8, 2019 9:01 PM
Valideted 12000012 o Oct8,20199:0 To learn more about this security vulnerability, the affected products, and other details, see:

Last Update 0ct 9,2019 2:16 PM

Affected Devices (29)

29 iter 10 ] 1
rch
Name Type Model / Type Firmware / Version
Server UCSB-B200-M4 3.1(1e)

Server UCSB-B200-M4 3.1(26i)



S e rV i C e C O n t ra Ct Sta t u S < Contract Status Widget Settings

Custom Title

* Dashboard Widget and Table View ContractStaws
column display current Contract Status

Select date range

Next 1Y ;

» Categories: Active, Expiring Soon (next 30
days), Not Covered

Preview:

* Widget provides custom date range for Contract tatus
planning (1 or 5 year status displayed)




Firmware Upgrades



Intersight — Firmware Upgrades

Upgrade Firmware Upgrade Firmware

Search

Utility Storage
Network Share i o

Power On Health Management |P Model

Utility storage inchudes FlexUtil cards for the M5 servers

Eoer Ot Unavailable UCSB-B200-M4 “ Firmware Version

3.1(2b)
Power Cycle
(V) Unavailable UCSB-B200-M4 Remote |P *
ucs-c240mS-huu-3.1.2b.iso
Shut Down 0OS
Release Date October 5, 2017
o Unavailable UCSB-B200-M4
R 487 M8
Hard Reset Remote Share
Supported Mode UCSC-C240-M5S, UCSC-C240-
) Unavailable UCSB-B200-M4 MSL, UCSC-C240-MSSX, UCSC-
Reboot IMC CIO-MN
Remote File Name * Description Cisco UCS Host Upgrade Utility
; Unavailable UCSB-B200-M4
Turn On Locator ©
On clicking upgrade below, firmware download 1o FlexUtll will begin
immediately. Installation will start on the first boot after the download has
Turn Off Locator o Unavailable UCSC-C220-M5S8X Firmware will be installed and the device will be rebooted immediately. successfully completed. Installation can be initiated once the server
Firmware Status is "Ready for Upgrade® by performing a Host Reboot on
the server
Upgrade Firmware o 172.22.249.75 UCSC-C220-M58X Cancel
D23-UCS1-1 (V] 10.29.131.185 UCSB-B200-M3

——— - SR SR - Firmware upgrades available via Network Share or
D23-UCS1-1 10.29.131.185 UCSC-C240-M5S Utlllty Storage

= etk e e * Network upgrades reboot host immediately and begin
upgrade

« Utility Storage upgrades are staged — firmware is
downloaded and then upgrades on next reboot




HXDP + Hypervisor Pre-Upgrade Validations

. T T T

Running Pre-Upgrade Validations

= Compatibility Check

Checking Cluster Profiles ./

Initiating Cluster Pre-upgrade validations

B =3459C0- 160 Cannt demngrase iyperfes Dats Muttorm verson from 4 3 25 34671 % 4 002a)- 34606

Waiting for Cluster Pre-upgrade Validations to Complete

®  Verifying Configuration Results

©  Retrieving Configuration Resut Details S e B 553255 R X S |

v ) 4028 Man A Vihware £33 6 5.0 U7 (1004001)




Simple Worldwide HyperFlex Edge Upgrades

from Cisco Intersight

It’s time for remote
remote upgrades!
No Problem!

Choose one or many Edge clusters to upgrade
in parallel!*

&=
HX-ROBO
CHS

Denver
NOC

One simple wizard!

*Non-Disruptive online upgrades!

Automated evacuation
of hosts without
@D requirement for DRS (2

node clusters)

HX-ROBO
Beijing

20



Connected TAC and Proactive
Support



Cisco Intersight + Cisco TAC + Smart Call Home =
Proactive resolution

0>°>®> ?ﬁa

Issue detected on Case opened Diagnostic data Diagnostic results CSE contacts
device automatically with automatically automatically customer with
Smart Call Home collected gathered actionable
or manually by information

customer



Cisco Intersight Proactive Support

>>

Issue detected on Service Request and E-mail from cisco-
device that can be RMA automatically proactive-
resolved by RMA generated rma@cisco.com
with instructions
for user

https.//intersight.com/help/features#proactive_support_enabled through_intersight



mailto:cisco-proactive-rma@cisco.com
https://intersight.com/help/features

HyperFlex Installer



HyperFlex Intersight

O+

- Deploy from anywhere!

- No need for existing infrastructure or
OVA setup

. Latest version always available

- Reusable policy for rapid and consistent
deployment

- Simple ramp-up of large HX projects
with simultaneous background
deployment




Standalone Management for
UCS C-Series Servers



Service Profiles streamline policy alignment
and server configuration

Intersight

ile




Operating System Installation



Feature Overview

Operating System Installation Support from Intersight Saa$S
- Standalone rack server OS install to local disk currently (for assisted w/ SCU)

- 3 Modes of Operation
- Cisco Validated Template
+ Cisco created install script (Currently ESXi and Windows support)
« Upon execution/runtime user provides details
- Assisted (Server Configuration Utility) SCU
« ESXi and Windows only
» Upload SCU and OS Install Metadata (on-prem location that will house the media) to Intersight Software Repository

« Customer can create custom parameters in their install scripts (kickstart/unattend file) that are prompted during
runtime

« Embedded

« Customer spins their own custom ISO
No OS Limitations other than headless install capable and server OS support by hardware

ISO is expected to have everything that is needed (embedded kickstart or unattended install info)



HyperFlex Usability & Mgmt
Enhancements



Storage Capacity Forecast and Trending

Predict the storage capacity runway up to a year in advance

Periodic reminders as you get closer to maximum capacity

Insights on the last 6 months historical trends

Forecast available 2 weeks after cluster installation

« Functionality available under Intersight Essentials license

"gl:s'élc:' Intersight HyperFlex Clusters > ucs856_cl

[i f Capacity Runway
o}
=] Details Utilization Trend
% Storage Runway 34 days B
e Storage capacity has exceeded the recommended capacity 1038 B
limit of 76%.
[-D‘@ Learn more about cluster performance degradation at Hel L 8,30 B e = e P e
6.23 PET il A
Storage Capacity (TB 8.3 (RIS
& :
Storage Utilizatio 53.6% 415 :
- +151% ;
2.08
83.6%

Current Trend >76% e FOrecast Trend <76%

L-i\ Plot 76% Utilization (6.31TB) [ =] Plot 100% Utilization (8.30TB)



Storage Capacity Forecast and Trending

- Get capacity runway insights across multiple clusters
- Available under Intersight Essentials license tier

- Historical utilization trends across multiple clusters

« Alarms(critical and warning) to notify users

®.NRCAp S ~ o ~ =
'::Ills'::'c;' Intersight HyperFlex Clusters = 0 9 ( ° ©) Aravind Sriram Arunach.. Q,

0o
\ Health ¢d Connection & Storage Utilization .~ Capacity Runway &a Types 5% HyperFlex Versions

==
= -

e 2 2 Connected 1 40 Not Connected 2 3 / & Criticara —— ® 40028) 1
© 3 Cealie UNDER 80% | 3 e 365+da.. 1 3 AlFla. 3 3 ® 4.0(1b) 1
oD ® Healthy ——— ® Unknown 1 . 8 4.0(1a) 1

N A Ne: oS
e
LQ‘@ - Export
Name Health Type HyperFlex Versi... Storage Capacity (TB) Storage Utilization ‘ Storage Utilization Trend ® Capacity Runway
@ 40 @ Healthy HyperFlex Hybrid 4.0(1a) 61.7%
@ 5-557( R @ Critical HyperFlex All Flash 4.0(2a) 6.4 1.7% 0% Unknown 4
g Critical HyperFlex All Flash 4.0(1b) 8.3 - =——— 53.3% = ;“" AL 4151% 34 days [ x] 4



Proactive Health Monitoring

- Help customers troubleshoot common issues quickly

- HX proactively monitors for the following failure scenarios
« NTP server connectivity
« DNS server connectivity
- vCenter connectivity
 Controller VM

« Memory usage

« Space usage

 Alarms raised in HX Connect and Intersight



Proactive Health Monitoring

11:29

< HyperFlex Cluster Details Alarms

ucs1276-4node-paul " Filter

Alarms HXA—NQD—QOOB (9051276-4node—pau|)

s Triggered when one or more configured NTP
Details servers on controller VM cannot be reached.

48 HXA-NOD-0009 (ucs1276-4node-paul)

Storage Utilization (%) 2.2 Triggered when one or more configured DNS
servers on controller VM cannot be reached.

HyperFlex Version 4.0(2a)

HXA-NOD-0007 (ucs1276-4node-paul)
Type All Flash Nov 18, 2019 12:56 AM

Triggered when one or more partitions of

5 Nod controller VM runs out of free capacity.
erver Noaes

HXA-NOD-0011 (ucs1276-4node-paul)
Converged Node Cot Nov 18, 2019 12:57 AM

Triggered when one or more components on
Compute Node Count controller VM exceeds the configured memory

thresholds
HXA-NOD-0006 (ucs1276-4node-paul)

Triggered when controller VM runs low on free
memory.

HXA-DSK-0005 (ucs1276-4node-paul)

Triggered when a disk deteriorates in a cluster.

HXA-DSK-0006 (ucs1276-4node-paul)




Intersight Cloud Platform

Deploy and manage virtual
machines on prem or in the Intersight

cloud Virtualization Service
(ESXi, HXAP, EC2)

Manages and monitors UCS Integrates with MSO/ACI,
and HX. Deploy, upgrade, Intersight Infrastructure Service Network Insights for single
manage infrastructure pane DC infra management

Compute HCI Networking Storage / Cl

ucs HyperFlex Nexus Partners




Intersight Virtualization Service

Intersight Virtualization Service
Deploy and manage virtual machines on prem

orin the cloud
(ESXi, HXAP, EC2, ...)

D

Single, simplified management across ESXi, HXAP & public
cloud hypervisors

Intersight exposes VM management APIs that are Hypervisor
agnostic

Adding the ability to orchestrate VMs in the public cloud

l l

HXDP

External storage

E—

——

l |

HXAP (KVM)

External storage

s =ll Public Cloud




Intersight Cloud Platform

Deploy and manage virtual
machines on prem or in the
cloud
(ESXi, HXAP, EC2)

Intersight

Intersight
Virtualization Service

Manages and monitors UCS
and HX. Deploy, upgrade,

Intersight Infrastructure Service
manage infrastructure

Compute HCI Networking

ucs HyperFlex Nexus

Kubernetes Service

Storage / CI

Partners

Deploy and manage
Kubernetes clusters on prem
or in the cloud. Deliver CaaS

for enterprise and telco cloud

N

B il
Integrates with MSO/ACI,

Network Insights for single

pane DC infra management

.

J




Why IKS

Developer

DevOps

IT Admin




ahahn, Intersight Kubernetes Service (IKS)

CIsCO

Deploy
enterprise-ready Kubernetes

clusters from the cloud in
minutes

Cisco UCS
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0 Multi-Hypervisor Support 0 Data Center

0 Bare Metal Support 0 Edge

Manage

the life-cycle of Kubernetes
clusters across the globe from
a single cloud portal
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Intersight Kubernetes Service (IKS) on multi-cloud

Server Firmware and Fabric Management

HyperFlex Cluster Management
install, upgrade, expand

Kubernetes Node Virtual Machine Management
create, start, stop, move, delete

Kubernetes Cluster Management

! : I l
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Infrastructure as Code for IKS

Developers can leverage popular
infrastructure as code toolset to deploy
Kubernetes clusters and common add-
on workloads

Intersight Terraform Provider translates declared
infrastructure in code into required Intersight API
calls

Intersight Terraform Provider published on GitHub:

https://github.com/cisco-intersight/terraform-
provider-intersight

Provider is updated automatically as new features
are pushed to Intersight

.gﬂ Terraform
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https://github.com/cisco-intersight/terraform-provider-intersight

(" Workload Optimizer
monitors VMs and K8s and
performs fault detection,
remediation and

\_ optimization

Deploy and manage virtual
machines on prem or in the
cloud
(ESXi, HXAP, EC2)

.

Manages and monitors UCS
and HX. Deploy, upgrade,
manage infrastructure

Intersight Cloud Platform

Intersight
Workload Optimizer

Intersight
Virtualization Service

Intersight

Kubernetes Service

Intersight Infrastructure Service

Compute HCI

ucs

HyperFlex

Networking

Nexus

Storage / CI

Partners

Deploy and manage
Kubernetes clusters on prem
or in the cloud. Deliver CaaS
for enterprise and telco cloud

~\

Integrates with MSO/ACI,
Network Insights for single
pane DC infra management

~N

v,




Intersight Workload Optimizer
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Intersight Cloud Platform

Infrastructure-as-code
automation of infrastructure,
networks, VMs, K8s clusters

(" Workload Optimizer

monitors VMs and KSS. and Intersight Intersight
performs fault detection, koad A P =
rermiediation and Workload Optimizer Terraform Service
\_ optimization
i | B )
Deploy and manage virtual Deploy and manage
Intersight Intersight Kubernetes clusters on prem
or in the cloud. Deliver CaaS

machines on prem or in the
cloud Virtualization Service

(ESXi, HXAP, EC2)

Kubernetes Service
for enterprise and telco cloud

a )
Integrates with MSO/ACI,
Network Insights for single

pane DC infra management

. 7

Manages and monitors UCS
and HX. Deploy, upgrade,
manage infrastructure

Intersight Infrastructure Service

Compute HCl Networking Storage / Cl

UCs HyperFlex Nexus Partners




Intersight Terraform Service

Intersight can be used as a single
SAAS platform for automation of
public and private cloud

Intersight enables seamless
extension of TFC to premise/edge
datacenters

(#) HashiCorp

Terraform Cloud for
Business

<o

Branch Data Center

Intersight Assist VM

Terraform Cloud Agent
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Intersight Cloud Platform

s

Workload Optimizer
monitors VMs and K8s and
performs fault detection,
remediation and
optimization

Deploy and manage virtual
machines on prem or in the
cloud
(ESXi, HXAP, EC2)

Manages and monitors UCS

and HX. Deploy, upgrade,
manage infrastructure

Workload Optimizer

Compute
ucs

Intersight

Intersight

Virtualization Service

Intersight

Terraform Service

Intersight
Cloud Orchestrator

Intersight

Kubernetes Service

Intersight Infrastructure Service

HCI

HyperFlex

Networking

Nexus

Storage / CI

Partners

r

\.

Infrastructure-as-code

automation of infrastructure,

networks, VMs, K8s clusters

N

J

( Infrastructure and workload Y

orchestration — apps can be
deployed across VMs or

containers — on prem or public

cloud

J

\

Deploy and manage
Kubernetes clusters on prem
or in the cloud. Deliver CaaS

for enterprise and telco cloud

BT

Integrates with MSO/ACI,
Network Insights for single
pane DC infra management

=
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