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“AMP like an accelerator ybersecurity strategy”
"A false sense of security is worse than a true sense of insecurity”

Senad Aruc Nils Roald

_ _ Advanced Threats - North Sales Leader
Consulting Systems Engineer -

Advanced Threats Group
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Cybersecurity operations best practice - defence in depth

Cybersecurity Operations

Known GOOD Prevention B
(/ ]ﬂ
AMP on Web and Emall Securlty
Network Security Appliances
Known BAD and NGIPS

x with Flrepower Services
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End Point
Security
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Defence in Depth is broken
Threat Grid
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Malware Analysis + Threat

CentOS, Red Hat
Windows OS  Android Mobile Virtual MACOS  Linuxforservers Intelligence Engine
etfranfi and datacenters
cisco Response




Cybersecurity problems (not the BOB and ALICE story anymore!)
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Malware on wire 1s not a real malware!

Malware on the wire

Bl Untitied) - Wireshark

WG BEXD

| Eile Edt Yiew Go Capture Anslyze Statistics Help

SIRNe*DTF2R

| Emer: [

LORCRN RN 8L - |

391 12414386

siws p
T slwc L heth [Ak] Seat Acker wineass
GET / WTTP/1.
TP hTTp > 56606 [ACK] Seq-1 Ack-845 Win-6960 Len-0
e st A R
P segment of a reassembled POU]

5equ0 win-5 €n=0 MS5=1460 :
1 ACK] sM i-x Win=-8192 l.m-o MSS=1460
520 Lens0

Transaction I0: Oxcfif

Questions: 1

Answer RRs: 6

Authority RRs: O

Additional RRs: 0
= querfes

Name: ww. crn. con
Type: A (Most address)
Class: IN (0x0001)

= Answers

[Time: 0.025771000 seconds]

© www.cnn.com: type A, class IN

Ge 56 04 do 98

% Frame 384 (167 bytes on wire, 167 bytes captured)

@ Ethernet II, src: sparklan_04:d0:9e (00:0e:8e:04:d0:9¢),

% Internet Protocol, Src: 192,166.0.1 (192.168.0.1), Dst: 192.168.0.28 (192.168.0.28)
¥ User Datagram Protocol, src Port: domain (53), DSt Port: 62872 (62872)

= pomain Nase System (response)

@ Flags: 0x8180 (standard query response, No error)

@ v cnn. com: type &, class IN, addr 64.236.91.21

08 00 45 00

DST: HONHATPr_26:66:a2 (00:1€:26:26:66:a2)

1(5
0 99 00 00 40 00 40 11 b8 e6 cO a8 00 01 c0 a8
0020 00 1c 00 35 f5 98 00 85 98 5a cf 1f 81 80 00 01 .
0030 00 06 00 00 00 00 03 77 77 77 03 6e 6e 03 63
0040 6f 6d 00 00 O1 0 Oc 00 01 00 01 00 00 00
0050 b7 00 04 40 ec 5b 15 cO Oc 00 01 00 01 00 00 00
0060 b7 00 04 40 ec 5b 17 <0 Oc 00 01 00 01 00 00 00
0070 b7 00 04 40 ec 10 14 <0 Oc 00 01 00 01 00 00 00 3
Packets: Profile: Default
sifuanfus
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Malware on the endpoint

File Options View Process Find Users Help
Lo =il RIT T Riwemli =1 |-
cPu mm- PID Descipton Company Name L3
[lSnmlanmm %86 0K (]
015 588K :.wx 4
o 0K 0K  n/a Hardware Intenupts and DPCs
188K WK 28 system cannt fndthe fe speched
172K 200K &8 The systen cann fnd the fe spechied
28K ™K 540 The system canret fnd th fe specked
IBRK 42K 64 The system canrat fnd the fle spected
72K 940K 736 Hos Processfor Windows . Mormosoft Coporaion/ (V4
8EB4K  2496K 25720 SkyDive Sync Engne Host  Morosalt s
001 158K  18540K 23226 COM Surogale Morosch
o)
46
. 47
Bl
 lavchost exe 684K 77 Hos rossafo Windows 5. Mol Capore s
08K 768K 850 NVIDIA Diver Helper Senvc... NVIDIA Comorato
616K SI8K 528 AMD Extemal Everts Sendc. AMD g
) 1764K 188K 26692 The system cannot fnd the file spechied
£ 5 Jsvchost e RSMK 258K 952 Host Process for Windows . Mcrscht Copore 17
1 sudodg exe 008 54K B1%K 17060 The system cannat fnd the fie specied
) T avchost exn <001 42924K  42692K 1016 Hoxt Frocessfor Windows S. Momsoh Comoration | (46
T dastosteve 8683K  10380K 1900 The system cannt fnd the fle speckied
& T svehost exa <001 1S3364K  123124K 1032 Host FroosssforWindows S.. Momsoht Comoraton \ Q45
o iaskhostex e 154K 3316K 10728 Widowe T...
| potexs 363K 2916K 21468 IPontexe Mcrosoh Coporation
e 338K 276K 20180 Mpeeee Mcrosoh Coporation
svchost exe 963K 15784K 1072 Host Process for Windows S, Mcrosot Comporation 2 %
saxy . ok 3
CPU Usage: 314%  Commit Charge: 67.36% Processes: 89 Physical Usage: 88.35% N A




CSOC Generations.. 1, 2, 3,4 and 4.5

T
S

Events Correlation
Network and Syslog Log
Collection
Case Management

=
~

Second Generation

> —

Vulnerability Management
Incident Response

Capabilities

Generation

Third Generation

Attack Sophistication

Data Correlation
Big Data Security Analytics
Threat Intelligence Services
Consumption of Cloud
Security Services
Network Flow Analysis
Digital Investigation

+

<
Third
Generation

Second
Generation

Fourth Generation

SOC Capabilities

sifuanfus
CISCO

N

Accelerate incident response

See once, block everywhere
Make the unknown, known




CSOC 4.5" Generation Architecture Cypersec Y aprations
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Accelerate incident response with AMP

ey e Search in Verify the Open a User is in Full disk Find the Format Deliver to
the SIEM infection ticket to IT PTO forensics malware the device the user /

...when AMP
can do a process level forensics

16-11-21 15:47:17 CET

Why you need a
full disk forensics?

Full disk forensics for malware?

PowershelLexe. Microsoft® Windows® Operating System
10.0.14393.206 (8133502..6fa6f2)[PE_Executable] was Executed
by winword.exe. Microsoft Office 2013 15.0.4859.0
(9528134077 Unknow

Unknown disposition.
isposition.
indowes\syswowb4\windowspowershell\v1.0\

0
9 Block

02 1931960 bytes.
yned by Microsoft Cos
792647797026

Old School
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Endpoint Protection Platform (EPP) vs
Endpoint Detection & Response (EDR)

Capabilities of an EPP (Endpoint Protection Platform) per Gartner AMP for Endpoints Coverage

Anti-malware v
Personal firewall x
Port and device control x
EPP solutions will also often include:

Vulnerability assessment v
Application control and application sandboxing v
Enterprise mobility management (EMM), typically in a parallel x
nonintegrated product

Memory protection x
Behavioral monitoring of application code v
Endpoint detection and remediation technology v
Full-disk and file encryption, also known as mobile data protection x

Endpoint data loss prevention (DLP) x

Capabilities of an EDR (Endpoint Detection & Response) per Gartner AMP for Endpoints Coverage

Detect Security Incidents

<

Contain the incident at the endpoint, such that network traffic or v
process execution can be remotely controlled.

Investigate Security Incidents v
Remediate endpoints to a pre-infection state. v

AMP for Endpoints is more likely a hybrid of an EDR, EPP, and Next Gen EPP solution.

sl nan
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Critical cybersecurity controls NIST 2014

CIS Critical Security Controls (V6.0)
2 Inventory of Authorized and Unauthorized Software

4 Continuous Vulnerability Assessment & Remediation

The AMP Everywhere 5
Architecture AMP / -

AMP Protection Across the Extended Network | Threat Intelligence

AMP for Endpoints N\
for an Integrated Threat Defense Cloud ( \)
| ¢ of /
° ° o
— - B,
i
Thi e
IGIP! al at

7 Email and Web Browser Protections
8 Malware Defense

12 Boundary Defense
13 Data Protection

‘cisco 19 Incident Response and Management



Critical cybersecurity controls mappings
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Our Threat-Centric Model

BEFORE

DURING

AFTER

Discover Detect Scope
Enforce Block Contain
Harden Defend Remediate

OpenDNS Investigate Advanced Malware Protection (AMP)

OpenDNS Umbrella Cognitive Threat Analytics (CTA)

ASA & AnyConnect FirePOWER

OpenDNS Investigate

ISE & TrustSec WSA/ESA > CWS/CAS/CES Threat Grid

il
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Visibility and Control Enables You To Effectively
Prevent, Block, Detect, and Remediate
Advanced Threats

Before an attack During an attack After an attack

B L ch e (——
I )
s - a° Record,
‘ '.1. VISIbIIIty M M ’ Analyze, Detect
LRI A A |

. lock and .

with with with

Threat Continuous

, Intelligence -0- Point-in-Time o0 Analysis and

: protection Retrospective
and Analytics Security

CCCCC



Continuous Analysis and Retrospective Security

Only AMP Continuously Monitors and Analyzes All File Activity,
Regardless of Disposition

Across all control pomts

© © ©¢ 6 ©

Email Network Endpoints Mobile

Take advantage of key capabilities

O

-
EO

Identify a threat’s Track it’s rate of progression See where it's been See what it is doing Surgically target
point of origin and how it spread and remediate

To answer the questions that matter...

TIr
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Threat Intelligence
TALOS

Cisco®
Collective 1001 1101 1110011 0110011 101000 0110 00 1001 11011110011 0110011 10148
Security 101000 011000 0111000 111010011 101 1100001 110 101000 011000 01114 Cisco TALOS
Intelligence J001110001110 1001 11011110011 0110011 101000 0110 001100001110001110
Email Endpoints Networks Devices
= 1.6 million global sensors = 13 billion web requests = Talos Security Intelligence
= 100 TB of data received = 24x7x365 operations = AMP Threat Grid Intelligence
per day = 4.3 hillion web blocks = AMP Threat Grid Dynamic
= 150 million+ per day Analysis
deployed endpoints = 40+ languages 10 million files/month
= Experienced team of = 1.1 million incoming = Advanced Microsoft
engineers, technicians, malware samples per day and Industry Disclosures Automatic
and researchers = AMP Community = Sport and ClamAV Open updates
=  35% worldwide email traffic = Private/Public Source Communities in real time
Threat Feeds * AEGIS Program

sifuanfus
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Attack life cycle (Kill Chain)

¢ Internet

* Malware

*Web _* Metasploit/
«Email Adobe, Flash Meterpreter Payload Ransomware
: Java etc. o RAT
« Offline/USB * Exploit-Kits STiefem
drive
AMP for Endpoints AMP for Endpoints TETRA ETHOS
Real Time Vulnerability Status and SPERO AMP for Endpoints
Cisco
TALOS
Data . ¢ Compromis
Exfiltration/ e ed EP
Encryption * C&C traffic

il
cisco
Lancope’
AMP for Net and Endpoints File AMP for endpoint Device

Trajectory Trajectory

sifuanfus
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Introducing Threat Grid Everywhere

0, Cisco Security Solutions

e Edge Sequri_ty SIC Party
v monitoring  Integration
platforms
— @ A | A | i
CeJ
Firewalls Network Suspicious Suspicious o)
& UTM Security file file

CITTITY 2

&* @ AMP Threat Grid p

Email Web Deep Packet
Security Security < T cemmmnn } Inspectlon

Yy L[

VN i i
) _ ol Dynamic Analysis %|h _ o
Security Endpoint {*‘J& Gov, Rlsk, ========
Analytics Security Compliance

_____ Analysis Threat Intelligence Premium

= : content feeds : ( ]
=) Endpoints report Security Teams Y;‘ul

Static Analysis

LKL
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Easily ldentify and Prioritize threats

Easy-to-understand Threat Scores guide decision making

750+ behavioral indicators (and growing)

Prioritize threats with confidence
* Malware families, malicious behaviors, and more

* Enhance SOC analyst and IR knowledge and effectiveness
(and security product)

» Detailed description and actionable information

Behavioral Indicators Threat Score: 100
© Registry Modification Disabled System Restore Severity: 100 Confidence: 100
© Cryptowall 3.0 Detected Severity: 100 Confidence: 100
© Process Attempted to Access the FireFox Password Manager Local Database Severity: 95 Confidence: 75
© Process Created a File in the Windows Startup Folder Severity: 80 Confidence: 50
© Process Modified Autorun Registry Key Value Severity: 80 Confidence: 60
© BCDEdit Used to Modify Boot Options Severity: 80 Confidence: 100
© Shadow Copy Deletion Detected Severity: 75 Confidence: 100
© Process Modified File in a User Directory Severity: 70 Confidence: 80
© Process Disabled Internet Explorer Proxy Severity: 70 Confidence: 70
© Process Modified an Executable File Severity: 60 Confidence: 100
© DNS Response Contains Low Time to Live (TTL) Value Severity: 35 Confidence: 20

v,
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Examine files with context-driven analysis

Static and Dynamic analysis execute automatically

“Outside looking in” approach Dynamic Analysis: Process tree visualization

/N 0 p resence | n the VM ®npem:d REGISTRYWACHINE\So ftware\Clients\Starthenuinternet

1156 - svchost, mo

®nuened REGISTRYWACHINE\SOFTWARE\CLASSE Sihttplshell

Proprietary techniques for static and dynamic analyses oo

®npeneﬂ REGISTRY\USERIS-1-5-21-1202650629-583907252-1801674531-500\Sessioninformation

/Observing all changes to local host and network

communications 155 enploreess ) (Pnodires velue FrosramCount n AEGITRYIUSERIS--8-21-1 202560626, S63607252. 160157463 1-S00SES SONNFORUATON

®mnmﬂm valug ProgramCount in REGISTRY\USERIS-1-5-21-1202660629-583907252-1801674531-500\SE SSIDNINFORIATION

620 - winlogon exeo

starlo
Capability to pivot on any data element —® Dopencere

UrrentControlSenc

/Downloadable analysis JSON, in minutes

Legend:
o76.- umknownD) |G —— O Process with additional activity
,®3 Accurately identify attacks, in near real time @ File activity
Detailed report identifying key behavioral indicators and ® Registry activity
threat score s svemernc@ rosres natniconarpes @ Sample process

i
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Glovebox feature helps you interact (detonate) the malware in real time,
recoding all activity in real movie for future playback and reporting.

v,
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The AMP Everywhere o
Architecture AMP

AMP Protection Across the Extended Network ~ Threat Intelligence
for an Integrated Threat Defense Cloud

Remote Endpoints

AMP for Endpoints

Threat Grid -

on Firepower NGIPS Malware Analysis + Threat AMP Private Cloud

Appliance Intelligence Engine Virtual Appliance
(AMP for Networks)

AMP on Web and
AMP on Cisco® ASA Firewall Security Appliances

AMP for Endpoints
Frepower Services

0 ¢ B =&

CentOS, Red Hat
Windows OS  Android Mobile  Virtual MAC OS Linux for servers
and datacenters

AMP for Endpoints can be
launched from AnyConnect

i
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AMP like an accelerator to successful cybersecurity
strategy

People

Formal

Training
Internal On-the-Job
ﬁ Dﬂ ‘ I %I% ﬁ " Y
] ) ) CentOS, Red Hat Vendor-Specific
Windows OS Android Mobile Virtual MACOS Linuxfor servers Training

and datacenters

Unified Control Center
Technology

Endpoint ‘ Preparation

Incident Lessons Identification
Detection/ Learned
Management l .

Network Containment
: Monitoring Recovery
Threat Intel Eradication

Play Books

Process Level
- S Lancope

AMP on Cisco® ASA rwaII, ISR
claee and NGIPS
with Firepower Services



N imir
CISCO

Senad Aruc .1li.Cisco.lli. Systems
CONSULTING SYSTEMS ENGINEER
Advanced Threats Group

AMP Northern Europe
Office: +31 203 57 25 95
Mobile: +31 6 11 46 57 65
E-Mail: saruc@cisco.com

(N THIS CORNER W& HAVE
FIREWALLS, ENCRYPTION,
ANTIVIRUS SOFTWARE  ETC.

C

LABS

RECOMMENDED

AMP is rated number one
AMP achieved a 99.2% security effectiveness
rating in recent tests by NSS Labs.
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