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Do we need network based security?

Threats have grown complex, multifaceted,
voluminous, easier and cheaper

When we try to keep pace manually, threats
will fall through the cracks

Automation is the only way to master
network security
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You can’t defend against what you can’t see
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Distributed networks make it is even harder
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Security from a network perspective

Network

Visibility

Integrated
Threat Visibility

Policy
Enforcement
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Device
Monitoring

Automated
Correlation

Network
Segmentation




NGIPS and Firewall
protecting the Data
Center

Perimeter Security Controls
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What are we using today?

- SNMP
Average with an 5 minute interval.
Load on CPU
Requires often custom MIBS

- SPAN

No VLAN and CRC information
Oversubscription gets dropped
Often max 2 active SPAN ports per device

- SYSLOG

Often not detailed
High volume of data
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Missing focus:

Inside the networks

Between the security solutions
The non-inspected traffic
Everything you forgot about
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The Islands of Security

 Am | alone on my Island?
« What happens on the other
side of my island?
* Are there deadly threats?
 Am | protected against forces
of nature?
« What about neighbors?
* Do I have neighbors?
« Can they come to my island?
« What if they are cannibals?
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The New Security Model & Network as a Sensor

BEFORE DURING AFTER

Control H Detect H Scope
Enforce Block Contain

Harden Defend RENELIEE

BEFORE DURING
Harden Detect
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AFTER
Scope

Identify Assets at Risk

Gather Intelligence

Improve Defenses




Today’s networks require an dynamic security approach...
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...to quickly determine what’s “normal”
within the context of dynamic network
variables

...to take automatic action that enforces
policy and remediates threats




Stealthwatch aMe

Proxy information

Unified View:
Security and Network Monitoring
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Conversational Flow Record

= Duration + Search Subject + Port + Traffic Summary + Port + Peer
Start: 05/29 - 12:19:18 PM o \Wh 4BBE/TCP 11.49KB | 285 packets 80/TCP 216.191.247.145
End: 05/29 - 12:20:58 PM ere p—y [+] Canada
ek l.entrust.net
Dureton Tm 0 . HTTP l bl
00:50:56:b4:3f-af
l — What
®
1.62MB | 1.15K packets Who
When Who
Flow Detailed Summary: 10.10.18.102
» Highly scalable (enterprise-class) collection
« High compression => long-term storage Search Subject Details ~ Totals Peer Details
» Months of data retention Pk e 2 85p0s Pockct e 1€37pps Packet e 115256
Bytes: 11.49KE Bytes: 1.63MB Bytes: 1.62MB
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More context =

Byte Rate: 117 69bps
Percent Transfer:
0.6879458949171267%
Host Groups: Desktops
TrustSec ID: 100

TrustSec Name: Employees

12048¢ca.crl

Byle Rate: 17.11Kbps
Search Subject/Peer
Ratio: 0.01

TCP Connections: 2
RTT: 2ms

SRT: 488ms

1 Security group

Byte Rate: 16.99Kbps
Percent Transfer:
99.31205410508288%
Host Groups: Canada
Payload: 200 OK

TrustSec ID: 0
TrustSec Name: Unknown




Turn your network into a security sensor

A Netflow supporting network can:

 Monitor all traffic /

« Develop traffic patterns and
helping developing policies

* Integrate security and network
operations

Report to a single pane of glass




Detect lateral movement of threats on the network

Lateral movement can be detected or
flagged on the network:

Capture packets

Identify with application recognition
Detect anomalies

Recognize traffic patterns

Detect threats like malware / DDoS




Extend security without impacting performance

Enable detection and analyzing every
flow, reducing:

« Unnecessary communications
within the network

* Processing times for spotting
anomalies and threats

 Policy violations
 Performance incidents



But also:

« Rogue Device Detection

« Compliance, Client and Regulator Reporting
« Incident Response

* Insider Threat & Data Loss

 Targeted Attack

« Slow Network

- Because what they had in place failed......
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Cisco’s integrated solution for best threat protection

Threat Intelligence

o H2

NGFW/NGIPS Network Integrated Cloud
WW W 00} @
Web UTM Policy and Access
Visibility

Best of Breed | Architectural Approach




Next Steps

Schedule a meeting with your Cisco Security Sales Rep / SE

Learn more at www.cisco.com/go/Security
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http://www.cisco.com/go/Stealthwatch
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