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What Does Modernization Look Like?
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”AI”
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World Class Data Lake Since 2012
A Globally Deployed Cloud in >190 Countries

800K+
Customers

4.7 Million
Active Customer Networks

15 Million
Cisco Meraki Devices Online

639 Million
Daily End User Devices Connected

>5
Customers with >100K devices.  

One customer deployed 285K Access Points
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Assurance Focus Areas and Vision
Network devices 

Network devices across 
wireless and wired domains 

are up and operational.

Client
Wireless and wired 

clients can leverage the 
network to access data 

reliably.

Applications
Users can utilize 
applications with 
sufficient performance 
when needed.

Infra connectivity
Connections between network devices 
to the RF, LAN, WAN, and services are 
available and optimal.

User 
ExperienceAI-driven automation Proactive issue detection

Full-stack optimization Automated remediation

AIOps & Assurance enables great user experiences.

Great user 
experience
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Cisco’s (epic) Wi-Fi 7 Launch…

Cisco Wireless Wi-Fi 7 Access Points
We’re stepping into the Wi-Fi 7 era with a full solution to help customers 
build a truly AI-ready Enterprise

Cisco Spaces 
Going beyond basic wireless, reimagining the way users interact with physical 
environments, helping customers unlock new growth

Cisco Unified Experience for Wireless
Simplifying how customers do business with Cisco and scale operations 
with unified licenses, hardware, and support
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Cisco Wi-Fi 7:  A Step Beyond Unified Hardware!
One product for efficient, smart, sustainable operations.

Global Use AP 
No more regulatory domains!

Spaces
The OS for smart spaces:  outcomes delivered out of 
the box.

Sustainable
No plastic bags.  Bracket opt-out option.  Ten Pack!

Intelligent Mode
Automatic cloud or on-prem deployment.
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Cisco Wi-Fi 7
Next Level Unified Hardware for the AI Enterprise

UWB and Wi-Fi 7, with 
GNSS/GPS built in

Sustainable 
product experience

Global Use AP for efficient, 
smart operations: No more 
regulatory domains!

Spaces - the operating system 
for smart spaces. Delivering 
outcomes out of the box

Resilient Wireless 
for digital transformation

CW9176I & CW9176D1

CW9178I

Tri-radio, 4x4 (12ss); 2.4/5, 5, 5/6 GHz

Quad radio, 4x4 (16ss); 2.4, 5, 5, 6 GHz

Single Global PID
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Unified Access Points

• Quad radio, 4x4, 16ss (2.4, 5, 5,6)
• UWB
• Built-in GNSS
• Dual 10 Gbps ports for redundancy

• Tri-radio (12ss); 2.4/5, 5, 6 GHz
• UWB
• Built-in GNSS
• Single 10 Gbps port

CW9176I 
& CW9176D1 CW9178I
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Wi-Fi 7 Use Cases

Emergency
preparedness 
communication 
services

4k/8k video
Streaming

Multi-user
AR/VR/XR IOT & 

Location 
Services

AutomotiveEmployee 
Experience

Immersive
gaming &
entertainment

Immersive
learning
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What Is Wi-Fi 7? (And A Bit of 802.11be)_

320 MHz in 6 GHz 4K QAM

MLO

Enhanced Security

Multi-RU

Preamble puncturing
Mandatory in 6. Optional in 5

Min ch. width of 80 Triggered UL Access Optimization
EPCS

Compressed Block Ack
 (512 MPDUs)
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Wi-Fi 7 and 4K QAM
QAM – Quadrature Amplitude Modulation

Data Rate (Modulation Density) or (How many bits per Radio Symbol)

256 QAM 1024 QAM 4096 QAM

Wi-Fi 5 Wi-Fi 6/6E Wi-Fi 7

Need very high SNR for 4K QAM

20% increase in data rates when compared to Wi-Fi 6
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Wi-Fi 7 and Multi-Link Operations (MLO)

(AP MLD) (Non AP MLD)
Wireless Client

6 GHz

5 GHz

2.4 GHz

MLD: Multi Link Device

Access Point

Method Benefit

Aggregation Throughput

Steering Lower Latency

Redundancy Reliability
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Wi-Fi 7 Preamble Puncturing

Without Preamble Puncturing:

With Preamble Puncturing:

Interference Wasted Channels

Interference

Puncturing allowed for 
80 MHz channel width or wider

Chanel Width Allowed Puncturing

80 MHz 20 MHz

160 MHz 20 or 40 MHz

320 MHz 40 or 80 MHz (or)
40 + 80 MHz
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Wi-Fi 7 and 320 MHz Channel Width
6GHz Spectrum in US and Canada:  1200 MHz

U-NII-5 U-NII-7

59 x 20 MHz channels

29 x 40 MHz channels

14 x 80 MHz channels

7 x 160 MHz channels
20

 M
H

z 
G

ua
rd

5925
MHz

6425
MHz

U-NII-6 U-NII-8

3 x 320 MHz channels LPi

5925
MHz

6425
MHz

6525
MHz

6875
MHz

7125
MHz

Note:  3x320 MHz channels LPi
  1x320 MHz channels SP –(US)
  2x320 MHz channels SP – (Canada) 
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Wi-Fi 7 Mandates Better Security

Open
WPA

WPA2
WPA+WPA2

WPA3 
(SAE/802.1X)

OWE
SuiteB-192 bit

WPA3 
(SAE/802.1X) and 
OWE– Transition 

mode

• Enforcement options
• AP Level (On-Prem)
• Config Level (Cloud)

• Current implementation
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Assurance Is Wi-Fi 7 Ready
MLO, Puncturing, and Protocol Capability Supported Across Catalyst Center

Available in v2.3.7.9

MLO & Puncturing Incorporated 
Across Clients and AP Pages

Multi-Band
KPI Visualization

Preamble Puncturing 
Depiction

MLO Connections Visualized with 
New Topology View

MLO Clients Triaging Enabled with 
Multi-Band PCAP

Multi-Radio Select for 
OTA Sniffer

Automatic Multi-
Band Capture

Intel Chipsets 



© 2024  Cisco and/or its affiliates. All rights reserved.

Modernized Operations
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Global Use Access Point

Simplified 
Ordering

• Same SKU no matter how or
where the AP is deployed

• No more Regulatory Domains

• Same Lead Time

Simplified 
Deployment

• Planning and install teams
plug in the AP.

• Meraki Dashboard or WLC is
auto detected.

• Dashboard can be used as
PnP tool by partners(!).

Simplified 
Lifecycle

• Customers can freely move
APs between WLC and
Meraki mode.

• One Inventory(!)

• Simplified RMA and factory
resets.
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Global Use Access Points in a Nutshell
Global Use APs Simplify the Cisco Wireless AP Portfolio

Geography
The Access Point PID/SKU is decoupled 
from which geography (regulatory domain) 
they can be used in.

No more –B, -E, -ROW etc for Wi-Fi 7 APs

Boot Mode
The Access Point can automatically connect 
to the Cisco Meraki Dashboard or a 9800 
series WLC out of the box.

The AP does this automatically via DHCP, 
ping, etc. on first boot.

Decouple From…
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Map of a Global Use AP Journey

Factory reset

?

(Day 0 – First boot only)
Global Use AP Onboarding 
(“GUAPO”)

Day 1
Normal operation - run the 
network

Day 2
Migration

Day 3
Factory reset

Out of box
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How an AP on a WLC Determines a “Country Code”

Country Code determination is only done once – unless the admin triggers a country 
reset.  APs will not auto-change country codes, but network admins can change them.

GNSS / GPS

APs with integrated radios

From Migration 

APs migrated from the 
Dashboard to a WLC will 
retain the country code.

Proximity 

Learn from nearby APs 
(using RF) on same WLC

Manually

Download a Regulatory 
Activation File (RAF) from 
Dashboard that can be 
installed on WLC
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Day 1 – In Cisco Meraki Dashboard
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Country Code Visibility in WLC

Global Use APs will join WLC irrespective of country code.

For AP to be operational the WLC country code must match the list of countries
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Native Catalyst Onboarding through the Cisco Meraki Dashboard

Catalyst 
Adaptation

Catalyst Meraki

Dashboard

TLS Tunnel

Nextunnel

Unified monitoring and Management

API

Catalyst Meraki

Dashboard

Nextunnel

Unified monitoring and Management

Current Architecture Next Gen Architecture
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Introducing “Cloud ID”
Starting with Wi-Fi 7, the “Meraki Serial Number” has been renamed to the “Cloud ID.”  
There is no functional change to how it is used.  

This is reflected on AP label, packaging, QR code, etc.
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Migration For Wi-Fi 7 APs (Only)
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Migration For Wi-Fi 7 APs (Only)
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Migration For Wi-Fi 7 APs (Only)
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Unified Licensing

One 
Hardware

Consistent SKU.

Choose Deployment Mode.

One 
License

Single Cisco License per device 
that enables all management 

modes.

Common Licensing tiers 
(Essentials and Advantage) for 

both cloud and on-prem.

One 
Support

Consistent and Reliable product 
support included in the Cisco 
Networking Subscription for 

hardware and software.

RMA Upgrade options for 
hardware.
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Wireless Controllers and 
Meraki Campus Gateway
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Cisco 9800 Wireless Infrastructure

Distributed branch 
and small campus

Medium 
campus

Up to 250 APs

Up to 1000 APs
Up to 3000 APs

Up to 6000 APs

Large 
campus

Embedded wireless controller 
(EWC)- Wi-Fi 6 only
100 APs, 2000 clients

C9800-L
250 APs, 5000 clients,

CW9800M
3000 APs, 32,000 clients 

C9800-40
2000 APs, 32,000 

clients 

Embedded Wireless 
(Switch, SDA-only)

200 APs

New

CW9800H1 / CW9800H2
6000 APs, 64,000 clients,

C9800-80
6000 APs, 64,000 

clients

C9800-CL
1K, 3K, or 6K APs

10K, 32K or 64K clients

ENCS

New

1RU

Up to 100 APs

C9800-CL
1000 APs, 10,000 Clients

ENCS
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Investment Protection
Start With On-Prem/Hybrid Today -> To Full Cloud Management with MCG

Meraki Campus Gateway 
(MCG)*Cisco Wireless 9800 

(CW9800)

Cisco DNA Center

M

On-Prem OR Hybrid with Cloud Monitoring

CW APs CW APs

Meraki Dashboard

Cloud Managed

Cloud Monitoring
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Demo – Cloud Connected Controller
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Cisco PoE Innovations & Wi-Fi 7
UPoE
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More POWER!
Modern Cisco Access Points are supporting more hardware features than ever before. 

Radio Features
• Hexa-Radio Architecture with concurrent Quad-radio

and 16SS
• Dual 5 GHz Radio
• Dedicated AI/ML-Driven Scanning Radio for Off-

Channel Scanning
• USB 2.0 with 9W
• Dual 10 Gig Ethernet Port (PoE & Link Redundancy)
• Max Wi-Fi Clients: 1600 per AP (400 per radio)
• Antenna Gain: 2.4 GHz: 4dBi, 5 GHz: 5 dBi, 6GHz: 6dBi
• Max Tx Power: 2.4 GHz: 23 dBm, 5 GHz: 23 dBm,

6GHz: 23 dBm (FCC)



© 2024  Cisco and/or its affiliates. All rights reserved.

30W is Not Enough 
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Power Considerations

802.3bt != More than 30W (!)

Key Definitions
UPoE: Cisco speak for > 30W

802.3at: Maximum of 30W
802.3bt: Can do 30W and >30W
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AP Power Sustainability 

Save Power, Reallocate Power, and Visibility Into Savings

AP Power Save Mode

Lower AP Power Usage
• Create a calendar profile for off-peak

hours.

• Create a power profile to lower the
power consumption budget during
off-peak hours

• Power Profile:  Shut AP Radios or
lower spatial stream, lower port
speed, disable USB Port.

• IOS-XE 17.8

AP Power Distribution

Control Over How 
Power is Used
• Reallocate extra AP Power to

different radios while operating on
PoE+ (30W)

• Customization of your PoE power
budget.

• Example:  Disable 2.4GHz and use
extra power for 6GHz radio.

• IOS-XE 17.10

AP Power Savings Insight

Power, Money, and 
Emissions Savings in 
Cisco DNA Center
• Cisco DNA Cetner PoE Dashboard

integration.

• Power Savings, Money Savings,
Emissions Reductions

• Visibility into trends and insights

• Both site level and AP level view
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AP Power Save Mode 
Total Potential Power Savings = 20%

• Goal is to reduce power consumption for APs during
certain period of operations.

• Power Saving Mode:  APs can switch to a lower power
mode when no clients are associated

• Power saving mode is implemented via Power Profiles
and Calendar Profiles.
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New Features in Cisco Wireless
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R31 Firmware Release Overview

Big Picture Feature Categories Are:

Connectivity 
Enhancements
• AI-RRM on MR for AI Wireless

Optimization

• Local Auth Enhancements

• 6GHz Support for additional
countries who have approved 6GHz

Specialty Functionality
• AP Autolocation aka “AnyLocate”

• MR as IoT Gateway for Assa Abloy
door locks

Security Enhancements
• WPA3 Enhancements (transition

mode)

• RADSec API Enhancements

• Air Marshal Rogue Detection
Enhancements

• HTTPS support for Local Status
Page
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New MR Device Health Tab
New Top-Down Assurance Overview to Single Device Troubleshooting Workflow
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Roaming Analytics

• Tiering of Roaming Events – Bad,
Suboptimal, Good Roaming

• Contextual Roaming Events - Ping-
Pong Client, Sticky Clients

• Historical Timeline up to a month

• Visualize Session Time and Roaming
Experiences

• R29.x firmware requirements
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Roaming Health
On Assurance Overview

• Network-level view of all roaming
event types

• Filter clients by name & physical APs
clients are roaming between

• Brings users to the Roaming Analytics
dashboard filtered at the same time
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AP Auto-Locate

• Use Fine Time Measurement and GPS to
locate APs in a network and map them on
a floor plan automatically.

• Improve client device location accuracy
and reduce troubleshooting effort caused
by incorrect AP placement.

• Reduce customer deployment
time/complexity/cost.

• Hardware:  MR78, MR36H, MR36, MR46,
MR56, MR57, CW9162, CW9164,
CW9166
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Assa Abbloy Door Lock Integration
R31 – Private Beta

• Eliminates the need for a separate overlay
network or extra hardware to connect with
Assa Abloy door locks.

• The AP IoT radio functions as a Zigbee
Gateway for door locks to connect back to a
Visionline server.

• Dashboard provides visibility and insight into
configured MR gateways and statuses of
connected Assa Abloy door locks.
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Actions To Help Resolve Issues Quickly
With Guidance and Validation

Validation: Instantly confirm if fixes are working

Trust: Evidence and suggestions for guidance

Simple: Easy to find and act upon
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Intelligent Capture
Maximize Operational Efficiency

• View, store, or download securely
in one central platform

• Streamline troubleshooting
workflow with a built-in packet
analysis tool

View built-in packet analysis report



© 2024  Cisco and/or its affiliates. All rights reserved.

• Quickly analysis common issues such
as DHCP, ARP, ICMP

• Uploaded, scheduled, or proactive
captures

• Review findings and evidence

Packet Capture Analysis - Beta
Quick and simple identification of issues at a packet level 
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Demo - Packet Capture Analysis
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Intelligent AI/ML AutoRF

• Tens of Millions of Cisco APs
online and reporting RF metrics

• AI looks back at 6 weeks of
historical data

• Optimize s  Channe l and  Powe r
plan bas e d  on unique  RF
Environme nt
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AI-RRM For Cisco Wireless
• New telemetry Data is sent from APs to the cloud for enhanced RRM decisions

RRM Measurement Noise

RRM Measurement Load
RRM Coverage Client Info

RRM Measurement Interference

AP Radio Channel Power

AP Channel
AP Radio

AP Neighbor 

Interference Duty Cycle

Channel Utilization
Noise Floor

Neighbor Discovery Protocol
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AI-Enhanced RRM Significantly Improves Cisco Wi-Fi

54

Trend-based RRM
Optimize RF with two weeks of data enabling more 
sophisticated and efficient RRM optimization.

Flexible radio assignment
Place radios on the most optimal band/mode to minimize 
interference on 2.4 GHz at the touch of a button.

Enhanced busy hour
Optimizations are deferred until after the busy hour, using 
busy hour data, rather than just suppressed.

Catalyst Center

AI-Enhanced RRM

Meraki Cloud
(Auto RF)

Combining the World’s Largest 
Wireless Data Lakes

54
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Trend-Based RRM Improved a Large University in Japan
5GHz Network of 776 APs

AP Count 
RF Health Score DistributionBefore AI-RRM After AI-RRM
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Trend-Based RRM Improved a Large University in Japan
2.4GHz Network of 776 APs

AP Count 
Health Score DistributionBefore AI-RRM After AI-RRM
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The Cisco Unified AI Assistant Vision 
Security, Networking, Observability, Collaboration

Security Network Observability Collab

Gen-AI-Powered AI Assistant

Gen-AI-Unified Ecosystem

Objective
Develop an AI Assistant with the intelligence of all platforms 
across Cisco to create a cohesive ecosystem.

Customer Outcome 
Reduces the MTTR or MTTI, lessening IT operational overhead.

Target Use Cases 
Inter-product troubleshooting, configuration, optimization, doc 
skills.
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AI Assistant for Network Assurance

Network visibility and configuration
• Improved productivity

Network diagnostics
• Assurance workflows and insights
• RCA and troubleshooting flows

Network optimization
• Personalized best practices

Documentation summarization
• Context-aware and personalized

GenAI-based conversational interface
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Smart Spaces with Wi-Fi 7
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Ultra Wide-Band (UWB) Overview
Short Range, High Frequency wireless that enables precision location

Built In
Embedded in 9176 and 9178 APs

Precision
More location precision compared to BLE

Power Savings
Battery efficient in tags and mobile devices

New Use Cases
Supports new use cases and improves upon existing 
solutions 

UWB
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Ultra Wide-Band (UWB) Overview

• UWB is a short-range, high-frequency wireless technology that enables location
precision on a sub-meter level

• UWB solves your accuracy problems and is very battery efficient in tags and
mobile devices
• Current Support: Ch9 @ 7.737-8.237GHz (500MHz bandwidth)
• No impact on Wi-Fi

UWB

1 DL – TDoA: Wayfinding2UL – TDoA: Asset Tracking 3 Two Way Ranging: AP 
Auto Location

…
..

…

Ranging Frame
Ranging Frame

…
..

t0

t1

t2

t3

UWB Asset Tag AP1 AP2 AP3 AP1 AP2 AP3UWB Client

t01

t11
d = ToF x c(Speed of Light) 

ToF=[(t3-t0)-(t2-t1) +(t11-t2)-(t01-t3)]/4

AP1 AP2

Planned: 2HFY25 Planned: 2HFY25 Availability: Nov 2024
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Wi-Fi 7 – The Network for Smart Spaces

HW Foundation SW Platform Outcomes

With 
Cisco Wi-Fi 7 Access Points 
as the foundation

HIGH SPEED

ULTRA LOW LATENCY

MASSIVE CAPACITY

OUTCOMES READY

1. Super Charge
Your Buildings

With 
Cisco Spaces 
Part of Cisco Networking Cloud

2. Turn them into
Smart Spaces

LOCATION
WIFI, BLE & UWB

IoT 
Management

MAPS
AI Powered 3D 

Mapping

INDOOR 
WAYFINDING

ASSET 
TRACKING 

OCCUPANCY

SMART ROOMS & 
ZONES 

3. Deliver Unmatched
Experiences

With 
NG Smart Spaces Apps
Native & Partner
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Your Network Becomes a Sensor for Smart Spaces

Location

Sensor gateway

Cisco Access Points

Occupancy

People countRoom occupancy

Ambient noise

Cisco Collaboration 
Devices

Temp, HumidityAir Quality

Desk Reservation

Desk Utilization

Cisco Switches

Occupancy

IoT gateway

Meraki MT sensors 
& cameras

Air quality

People count

Temp, humidity

CO2

with

Location

Asset Tags

Button Alert, 
Location

Panic Buttons

Temp, humidity

Environmental 
Monitors

CO2, Air quality

Third party sensors

Occupancy 
(wired & wireless)

People Count

Presence
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Cisco Spaces 
Common Framework for Location. Maps. IoT. API.

Auto Placement of APs on map
for IT teams

Place Sensors on a map
for IT teams

Detect & Locate 
Clients & Devices
for IT/OT Teams

Asset Tracking
for Operations

Digital Signage Experience
for Employees & Facilities Teams

Occupancy Analytics
for Real-Estate & Facilities 

Indoor Wayfinding
for Employees & WPR

APIs 
To extend to enterprise

Contextual Notifications
for Marketing & Loyalty

CMX remains supported with WiFi7
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