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Common campus segmentation
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Macro-segmentation
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VLAN traffic?
(Micro-segmentation)
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Micro-segmentation

Corp Users
VLAN: 2 (Auto-assigned)
Subnet: 10.10.2.0/24

User: Alice
Group: Finance

User: Bob
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 ISE - TrustSec (Primary)
 Catalyst Center
 Meraki (Adaptive Policy)

Finance Tag

Executive Tag

Non-Compliant Tag

ISE can posture devices 
prior to authorization
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ISE TrustSec Policy

deny icmp
deny udp src dst eq domain
deny tcp src dst eq 3389
deny tcp src dst eq 1433
deny tcp src dst eq 1521
deny tcp src dst eq 445
deny tcp src dst eq 137
deny tcp src dst eq 138
deny tcp src dst eq 139
deny udp src dst eq snmp
deny tcp src dst eq telnet
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Great! So, what about 
IoT devices?
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ISE Endpoint Profiling
The profiling service in Cisco ISE identifies the devices that connect to your network

ISE Data Collection Methods for Device Profiling

Active Probes: NetFlow | DHCP | DNS | HTTP | RADIUS | NMAP | SNMP | AD

Device Sensor: CDP| LLDP | DHCP | HTTP | H323 | SIP | MDNS 

Cisco Secure Client (formerly AnyConnect): ACIDex

Feed Service
(Online/Offline)

Endpoints 
send 
interesting 
data that 
reveal their 
device type

ACIDex

ISE

DS

DS
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Profiling Packages and Integrations

https://community.cisco.com/t5/tag/ise-endpoint-profile/tg-p/board-id/4561-docs-security 

IOT Building & Automation

Library

XML

Medical Devices

250+ Medical 
device profiles Hospital

ISE

Profiles IOT devices and sends endpoint labels via pxGrid to ISE for authorization
Cisco AI Endpoint AnalyticsIndustrial Devices

Factory Cisco 
CyberVision

pxGridpxGrid

https://community.cisco.com/t5/tag/ise-endpoint-profile/tg-p/board-id/4561-docs-security
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Micro-segmentation

IoT Devices
VLAN: 4 (Auto-assigned)
Subnet: 10.10.4.0/24

 ISE - TrustSec (Primary)
 Catalyst Center
 Meraki (Adaptive Policy)

Camera Tag

Printer Tag

Badge_Access Tag
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Macro + Micro-segmentation
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Great! So, what about 
IoT devices?

How would this look 
in ISE?
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Macro + Micro-segmentation
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Let’s pull this together 
with the firewall!
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In summary…

Like using AD/EntraID groups 
for user-based firewall rules…

…use ISE Device Profiling 
Groups for device-based 
firewall rules

- IP surveillance cameras may only
communicate with site abc-services.com

- Badge Access Systems are blocked from
initiating connections internally, except to the
building services subnets.

- Medical devices may only communicate to
the Internet on the following domains…

- Only members of the DevOps group may
SSH or RDP to the DMZ.

- Only members of the IT and Dev groups
may download executable files.

- Only members of the marketing and HR
groups may access social media websites.
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Use AD/EntraID Groups 
OR SGTs for user-based 
firewall rules

Use ISE Device Profiling 
Groups for device-based 
firewall rules

- Only contractors in the ABC-Services group may connect to MRI machines.

- Only members of the Fabrication group may connect to 3D printers.

- Only members of the IT group may connect to an IoT device on a port other
than 443.  The exceptions are:

- Users in the Graphics group connecting to Canon printers over TCP 9100.
- Members of the Maintenance group connecting to HVAC systems.
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FMC - Cisco Secure Dynamic Attribute Connector

Cloud Connectors

O365 GitHub Webex

Zoom Generic
TXT

Azure Azure Service
Tags

vCenter/
NSX-T

GCP AWS

Public Feeds Connecors

(CSDAC)
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FMC – Cisco Secure Dynamic Attributes Connector 

Azure

Finance
App

HR
App

AWS

IT
App

HR
App

vCenter Private Cloud

HR
DB

FMC

{REST}

Azure 
       Connector

AWS 
       Connector

vCenter 
       Connector

FMC
Adapter

Connectors

Dynamic 
Object

Mappings

Linux-
Servers

172.16.0.1
172.16.0.3

Windows-
Servers

10.0.1.11
10.0.1.14
10.0.1.20

Powered-On 10.0.1.14

FMC
(Consumer)

Dynamic Attributes FiltersAdapters

Name Connector Query

Linux-
Servers

vCenter

os = 'RHEL 7 (64-bit)’ 
OR 
os = 'CentOS 7 (64-bit)’ 

Windows-
Servers

vCenter

os = 'MS Windows Server 2016 (64-bit)’
AND
network=‘PROD_NETW’
AND
Power=‘running’

Powered-
On

vCenter
Power=‘running’
AND
(network=‘PROD_NETW’ OR host=‘SplunkVM’)

CSDACBenefits:
• Sensors immediately see

dynamic object changes
• Change without policy

deploy
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FMC – Cisco Secure Dynamic Attributes Connector 
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Use Dynamic Attribute 
Connector for dynamic 
tag-based firewall rules

Use ISE Device Profiling 
Groups for device-based 
firewall rules

- Only Infusion Pumps and Vital Signs Monitors may connect to Lab-Systems-XYZ.
(Which exist in Azure, AWS, and in VMware)

- Only Badge-Access-Devices may connect to Badge-Access-Systems.

- Only members of the WebDev group may connect to Dev-Systems on a port
other than 443.

Use AD/EntraID 
Groups OR SGTs for 
user-based firewall 
rules
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Macro + Micro-segmentation
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What have we 
achieved toward 
Zero Trust?
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Zero Trust Principles Covered

Segmentation 

Identity-Based Access

Lateral Movement Protection

Compliance Enforcement

Continuous Verification

Least Privilege

Visibility
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Macro + Micro-segmentation
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Great!  Now what’s 
the catch?
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The catch

IP Phones
VLAN: 3
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Properly sized firewall
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The catch

IP Phones
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Supported switches & 
wireless with proper licensing

Search:
TrustSec “capability matrix”
Look under “SGT Enforcement”

Corp Users
VLAN: 2 (Auto-assigned)
Subnet: 10.10.2.0/24

IoT Devices
VLAN: 4 (Auto-assigned)
Subnet: 10.10.4.0/24
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ISE Licensing
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ISE for Cisco Security Cloud Services

Cisco Security 
Cloud App

(Common Services)

Security Group Tags (SGTs)  are the common language used across campus, remote, cloud, and firewall policies 

Available Now

Spring 2025

Multicloud Defense

Secure Access

Cloud-Delivered 
Firewall

Management Center

pxGrid & 
pxGrid Cloud

SDWAN
17.15.1

SGTs in pxGrid

Inline SGTs

Available Now

Secure Workload

Available Now



Segmentation in Hybrid and Multi 
Cloud 
Segmentation Journey and Challenges 

Multi-Cloud Defense

Secure Workload

Hyper Shield 



Segmentation in Hybrid and Multi 
Cloud 

Applications are 
critical to modern 

businesses

Applications have 
dramatically evolved
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Embracing Cloud NativeK8s Full adoption

Segmentation Journey and Challenges

Containers Pilot

Private

Hybrid

Private Public

45

Public Cloud pilotVirtualisationBare Metal

AppOps and DevOpsK8s AdministratorsCloud InfraOpsVM AdminSystem Admin

45
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Segmentation Journey and Challenges

NetOps SecOps Cloud InfraOps

DevSecOps

K8 Admins
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Some of the challenges

• Roles and responsabilities

• Understand the Applications behavior to build a policy

• Different security Domains ( groups, objects, labels, Tags…)

• Speed of changes of applications

• Changing policy could break an application

• Several types of enforcement points

• …
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Ideal Solution
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Some ideas towards Ideal Solutions

• Automatically discover new applications

• Understand the different way to identify applications

• Automatically map application behaviour to a Zero Trust
policy

• Automatically adapt the policy when changes happen

• Test the policy before enforcing it

• Pick the best medium to enforce a policy

• …
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Cisco Multi-Cloud 

Defense



Cisco Multi-Cloud Defense
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Multi-Cloud Defense Asset Discovery & Visibility



© 2024 Cisco and/or its affiliates. All rights reserved.   

Multi-Cloud Defense Asset Discovery & Visibility



© 2024 Cisco and/or its affiliates. All rights reserved.   

Multi-Cloud Defense Asset Discovery & Visibility



© 2024 Cisco and/or its affiliates. All rights reserved.   

Multi-Cloud Defense Asset Discovery & Visibility



© 2024 Cisco and/or its affiliates. All rights reserved.   

Multi-Cloud Defense Asset Discovery & Visibility



© 2024 Cisco and/or its affiliates. All rights reserved.  

Multi-Cloud Defense Asset Discovery & Visibility



© 2024 Cisco and/or its affiliates. All rights reserved.   
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Multi-Cloud Defense Asset Discovery & Visibility
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Multi-Cloud Defense Asset Discovery & Visibility

Cisco Multicloud Defense

Asset Discovery & Visibility

Egress 
Security

Ingress 
Security Segmentation
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Marketing
App

Public Cloud

SalesSales Portal

PCI DataFinanceWeb Portal

DatabaseAppWeb

Customer DB

The exposure today
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Marketing
App

Lateral protection with segmentation

Public Cloud

SalesSales Portal

PCI DataFinanceWeb Portal

DatabaseAppWeb

Customer DB
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Public Cloud

SalesSales Portal

PCI DataFinanceWeb Portal

DatabaseAppWeb

Prod

Dev

Marketing
App

Lateral protection with segmentation

Authorized Access Only

zSegmentation

Customer DB
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AZURE

Marketing
App

Public Cloud

SalesSales Portal

PCI DataFinanceWeb Portal

DatabaseAppWeb

Prod

Dev

Lateral protection with segmentation

Authorized Access Only

zLeast privileged access

Customer DB



© 2024 Cisco and/or its affiliates. All rights reserved.   

Segmentation in Multi-Cloud Defense
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Segmentation in Multi-Cloud Defense
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Classifying  Cloud Workflow
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Segmentation in Multi-Cloud Defense

“Cisco enables us to do in minutes 
what previously took hours.”
Dr. Stacy Lanier, Director of Cloud Engineering Teradata

35%
reduction in infrastructure 
cost through optimization

Minutes 
vs Hours
to deploy security 
across 100s of cloud 
sites

50%
reduction in gateway 
provisioning and upgrade time 
per site versus previous state



Agenda
Cisco Secure 

Workload
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Secure Workload – Zero Trust Segmentation

2

Discovery/Context

Labels

ServiceNow

Infoblox and DNS

VMware

AWS/Azure/GCP

Threat Intelligence

Active Directory

Identity Services Engine

Secure Client

Visibility1

Host Cloud Network
PEP PEP PEP

Distributed Enforcement Data Plane

Untrusted
PEPPEP PEPPEP

PEP PEP

Policy Enforcement Point
SystemsUsers

Resources

Policy Discovery 3

Policy Analysis 4

Secure 
Workload

Policy Engine

Policy Administrator

Policy 
Decision 
Point

Centralized Policy Control Plane Enforcement5

PEP PEP
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Application Discovery Mechanism
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Application Micro Segmentation
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Application Discovery Mechanism
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Application Micro Segmentation

One click away from testing and enforcement with Cisco 
Secure Workload



© 2024 Cisco and/or its affiliates. All rights reserved.  

Policy ready to be enforced
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Run Policy Experiment
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Cisco Secure Workload Integration with FMC

Secure Firewall
Threat Defense

Secure 
Workload

Dynamic 
Policy Secure Firewall

Management Center (FMC)

Bare MetalVirtual Machines Containers

Segmentation policies enforcement 
at workloads (agent-based deployment)

Agent Not Supported

Segmentation policies enforcement 
at firewall (agentless deployment)

Ingest
Connector

NSEL

Defense in depth

Support access control policy and dynamic object

Improved rule ordering

FMC domain awareness

Topology aware policy enforcement

Support deployment across multicloud

Segmentation policies enforcement 
at workloads (agent-based deployment)

Segmentation policies enforcement 
at firewall (agentless deployment)
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Virtual patching - Cisco Secure Firewall

FMC

CVE Information

software package 
info

IPS Policies

Datacenter Edge

Distribution 
Layer

Access Layer

Web App Db tools

internet

North-South

Secure Workload agents collects CVE data 
from workloads 

Publish specific CVE data to Firepower 
Management Center

Use Firepower recommendations to 
generate precise IPS policy

Apply precise IPS policy to protect against 
CVE exploits
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Big Picture
Consistent microsegmentation from on-premises to the cloud

Container Bare Metal VM

ACI

Secure Firewall

ADC AGENTS

SECURITY GROUP

VPC - 1

VPC - 2

AGENTS

NETWORK SECURITY GROUP

VNET - 1

VNET - 2

VPC - 1

VPC - 2

AGENTS

GCP FW

SECURE FIREWALL

VPC Sec

SECURE FIREWALL

VNET Sec VPC Sec

SECURE FIREWALL

VPC/VCN Sec

SECURE FIREWALL

On Premise Public Cloud

Bare Metal Servers Virtual Machines Containers

Baremetal Server 
with DPU

Hypervisor with DPU

Agent

Anywhere

Windows Desktop

Windows Server

IBM AIX

Oracle Solaris

Oracle Linux
Centos, Rocky, 

Alma Linux
Ubuntu, Debian

SUSE Linux

RedHat Linux

Amazon Linux

OpenShift

Kubernetes
User Identity Tags and Labels Vulnerability

Threat Feed Application Encryption Domain/FQDN Cisco Security Risk Score

Agentless

Firewalls

Loadbalancer (ADC)

Data Center Fabric (SDN)

Network Security Group

Security Group

Cloud Network Firewall

On-Prem

AWS, GCP, Azure

Multicloud Defense*

NVIDIA Smart NIC (DPU)

NVIDIA Smart NIC (DPU)



Agenda Cisco Hyper Shield
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Cisco Hypershield

Telemetry

Cloud management (Cisco Defense Orchestrator)

Autonomous 
Segmentation

Distributed Exploit 
Protection

Platform
AI native | Kernel-level enforcement | Self-qualifying updates

Future services

Workload and network 
enforcement points Virtual machines Kubernetes Bare metal

Public Cloud   Private Cloud
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Run Policy Experiment

Core Technologies
eBPF
AI
Self-qualifying Updates
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eBPF – extended Berkely Packet Filter
• Makes the Linux kernel programmable in a secure and efficient way

eBPF is to the 
kernel what 
Javascript is to the 
browser.

userspace

app

kernel

event eBPF program
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AI-Based Policy Engine – Building Trust

AI generated rule blocking a vulnerable 
container process:

Effect Block & Alert

Principals File path / executable

Actions Execute Permit

Resources * (act on any resource)

Conditions Minimum version & namespace
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Dual Dataplane: Earning Your Trust

Primary Data Plane
VERSION 2.0

Shadow Data Plane
VERSION 2.1

Self Qualifying SW updates

Primary Data Plane
DEPLOYED POLICY

Shadow Data Plane
POLICY GROUP A

Policy Verification, Exploit Protection Test
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