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Change
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Why Infrastructure-as-Code (laC)?
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What is Ansible?

. Q
. K}
- Version 2.10

- ACI support - 2.4
- UNIX/Linux X| &

CtFSH Cisco & H| X| 2

- ACI, MSO, I0S, NX-0S, I0S- XR

AN
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ANSIBLE

- Agentless

- Push Model

- Idempotent
- YAML based

97| 4|2 2Y PX

- APIC REST APl interface

. GUIRI 5¢

- no programming skills
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ACI Ansible Inventory Of| Al
YAML inventory file

apicl:
hosts:
10.9.3.21:
vars:
username: admin
password: CiscoACl

INI inventory file

[apicl]
10.9.3.21 username=admin password=CiscoACl
10.9.3.22 username=ansible privatekey=ansible.key

#CiscoLive BRKACI-2398



Ansible Playbook Lt&f| X| 7|

Start of YAML  « -
# Demo ACI Playbook

Comment «—— [ jqpe: Configuring Example Tenant
Name of / hosts: apicl
connection: local

Playbook
gather_facts: no

Hosts from

inventory tasks:

Connection is - name: Create Tenant
local to this ___aci_tenant: .
host hostname: "{{ inventory_hostname }}

username: "{{ username }}"

Watch the L private_key: ansible.key

Indentation! tenant: "Cisco"

description: "Tenant configured by Ansible"

—  vdlidate_certs: no
state: present

Collects
information
about targets

#CiscoLive BRKACI-2398



Ansible Playbook Lt&f| X| 7|

# Demo ACI Playbook
- name: Configuring Example Tenant

Task name hosts: apicl
connection: local

Module Name gather_facts: no

Hostname

Authentication tasks:

- name: Create Tenant

Tenant aci_tenant:
Description of hostname: "{{ inventory_hostname }}"
task username: "{{ username "
private_key: ansible.key
stenant: "Cisco"

Validate certs . .
description: "Tenant configured by Ansible"

Add if not already validate_certs: no
“present”  %@& present



Ansible ACI Modules

200 zsh

(2.9) threnzy@THRENZY-M-F1G3 2.9 % ansible-doc -1 | grep "aci

aci_aaa_user Manage AAA users (aaa:User)
aci_aaa_user_certificate Manage AAA user certificates (aaa:UserCert)
aci_access_port_block_to_access_port Manage port blocks of Fabric interface poli...
aci_access_port_to_interface_policy_leaf_profile Manage Fabric interface policy leaf profile...
aci_access_sub_port_block_to_access_port Manage sub port blocks of Fabric interface ...

aci_aep
aci_aep_to_domain

aci_ap

aci_bd

aci_bd_subnet
aci_bd_to_13out
aci_config_rollback
aci_config_snapshot
aci_contract
aci_contract_subject
aci_contract_subject_to_filter
aci_domain
aci_domain_to_encap_pool
aci_domain_to_vlan_pool
aci encap_pool
aci_encap_pool_range
aci_epg
aci_epg_ponitoring_policy
aei=epy_to_contract
aci_epg_to_domain
aci_fabric_node
aci_fabric_scheduler
aci_filter
aci_filter_entry

Manage attachable Access Entity Profile (AE...
Bind AEPs to Physical or Virtual Domains (i...
Manage top level Application Profile (AP) o...

Manage Bridge Domains (BD) objects (fv:BD)
Manage Subnets (fv:Subnet)
Bind Bridge Domain to L3 Out (fv:RsBDToOut)

Provides rollback and rollback preview func...
Manage Config Snapshots (config:Snapshot, c...

Manage contract resources (vz:BrCP)
Manage initial Contract Subjects (vz:Subj)

Bind Contract Subjects to Filters (vz:RsSub...
Manage physical, virtual, bridged, routed o...

Bind Domain to Encap Pools (infra:RsVlanNs)
Bind Domain to VLAN Pools (infra:RsV1lanNs)

Manage encap pools (fvns:VlanInstP, fvns:Vx...
Manage encap ranges assigned to pools (fvns...
Manage End Point Groups (EPG) objects (fv:A...

Manage monitoring policies (mon:EPGPol)

Bind EPGs to Contracts (fv:RsCons, fv:RsPro...

Bind EPGs to Domains (fv:RsDomAtt)

Manage Fabric Node Members (fabric:NodeIden...

This modules creates ACI schedulers

Manages top level filter objects (vz:Filter...

Manage filter entries (vz:Entry)




Ansible ACI Modules - EPG Module Example

- name:  Add a new EPG if state == "present":

cisco.aci.aci_epg: aci.payload(

- aci_class="fvAEPg"

host: apic — ) 'g '
class_config=dict(

username: admin name=epg,

password: SomeSecretPassword descr=description,

tenant: production prio=priority,
pcEnfPref=intra_epg_isolation,
fwdCtrl=fwd_control,

prefGrMemb=preferred_group,
description: Web Intranet EPG nameAlias=name_alias,

ap: intranet
epg: web_epg

bd: prod_bd isAttrBasedEPg=useg,
monitoring_policy: default )i
child_configs=child_configs,
preferred_group: true

state: present

delegate_to: localhost aci.get_diff(aci_class="fvAEPg")

aci.post_config()
~——  —




ACI Tenant Playbook G| Al

200

# Demo ACI Playbook

- name: Configuring Example Tenant
hosts: apicl

connection: local

gather_facts: no

tasks:
- _name:-Cieate a new—rcnant
cisco.aci.aci_tenant:
hostname: "{{ inventsiry Nostname }}"
username: "{{ username }}"
password: "{{ password }}"
tenant: "CiscolLive"
description: "Tenant configured by Ansible"
validate_certs: no
state: present

20



ACI Tenant Playbook G| Al

(2.9) THRENZY-M-F1G3:BRKACI-1619 threnzy$& ansible-playbook -i hosts ciscolive.yml

PLAY [Configuring Example Tenant] sekskskskskskskskskskskskskskskokskskskskskskskskskskokskskskokskokskskskokokskskskokskokskokskokskokkokokokk

TASK [Create a New Tenant] sksksskskskRoksksskokskskokokskokokskskokskskokokskokokokskokskskokokskokokokskkokskskokskskokokskokokok sk ok ok ko ok ok ok
changed: [10.95.33.231]

PLAY RECAP skskskskskskskskskskskskskskokkskealeseoRoRK K KKK koK oK SR SR oesteakok sk sk sk sk skok sk sk sk sk sk skok sk sk sk sk sk sksk sk sk sk sk sk skesk sk sk sk skskskok sk sk sk sk sk sk sk sk sk
19:95.:33:231 s ok=1 changed=1 unreachable=0 failed=0 skipped=0
rescued=0 ignored=0

(2.9) THRENZY-M-F1G3:BRKACI-1619 threnzy$ |

- Runs through each task.
- Let’s you know how many tasks were OK, changed, failed, etc.

- To see more output use “-v”, “—vvv”, or “-vvwv’

21



ACI Tenant Playbook O Al

All Tenants

Alias Description Bridge Domains

Tenant configured by Ansible

infra

mgmt

VRFs

EPGs

Health Score

|«

22



laC 28 ACI XI52} - Use Case
T 2H[Xd (Terraform)
CBE A E0| S0t E2att 28 A Y
. Fabric Policy 878
- Common tenant L L3out &7
- QURHE0M e A2l = 2 /A2 HE
. Static path BGbinding & 73
- OfZ2[AHO[M H i A HROtHESA HE Al
- Rollback % CI/CD g4 22|
. StO|I{H}O| X Snapshot 22| H VM B &

- Drift 7| s& ¢ /=2t HE 4K

2 LEE (Ansible)

. Health Score

. Interface &EN
- SYSLOG:-
. MAIZEWebex / Email Alert

. Excel HE{Q| G|O|E] ==






Excel= 59t ACI §|O|E{ |aC CHZEHH{E

L30uit
Static Port
R LibreOffice E—
The Document Foundation
Microsoft” | YR Rt l
Excel

HashiCorp

ANSIBLE ELCIG1

tenant vrf bd_gateway bd_mask bd_scope ap epg3 contract1 contract2 filter1

csv csv-vrf csv-bd 10.1.11 24 private csv_ap db web_to_app app_to_db web_to_app

cvs2 csv2-vrf  csv2-bd  10.2.2.1 24 public csv2_ap curly web_to_app app_to_db web_to_app




Excel= 59t ACI 4|O|E]| |aC CH=HHI

— name: Create Tenants using CSV and loop

— name: Configuring Tenant with CSV file

hosts: apicl aci_tenant:

connection: local << *aci_login
gather_facts: false .
vars: hostname: "{{ inventory_hostname }}"

aci_login: &aci_login username: "{{ username }}"
hostname: '{{ inventory_hostname }}'

#private_key: "{{ private_key }}"
tenant: "{{ item.tenant }}"

username: '{{ username }}'
password: '{{ password }}'
validate_certs: False

description: "Tenant configured by Ansible"

output_path: "check_json.json" .
tasks: validate_certs: false
# Read a CSV file and access Tenant csv

— name: Read data from CSV file to be used to configure ACI

state: present

loop:
- tenant: "{{ mytenant.list.@.tenant }}"
- tenant: { mytenant.list.l.tenant }}"

read_csv:
path: tenant.csv
# key: tenant

register: mytenant

Q5 csv I AUS

ol
2111, mytenant Mytenant H==E
Hag E2 8111, Tenant

W%EEM@&Q
Task & &4
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- Pod &A AT
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ACI 2L|E{ Ch4

StESof ol &x|

00p Enity co0p System

°Ex °Ex

QuickStart Dashboard | Controliers System Settings Smart Licensing Faults Config Zones Events Audit Log Active Sessions

> -
4 Chassiz 12 s Faults

max  Chassis max M Line Moduie Slot max Line Moduie Slot

Physical In.

System - - " e 3 .o
Al OB

v)
V)

~ Severity Domain Type Code Count Cause Sar

>
conng s
max  Equipment Poiicy En max_ Power Supply Group
> - e T
- pese @ Extema peratio FO29 2 peotocol-bgp-adiacency-dow !
(v] (V]
== =
ZHEAAM TS HIS
[L= [— [=)
Cause Samp!
interface-management-__. This fault occurs when a port is set to up but the operational state is down A Sort Ascending
interface-physical-down This fault occurs when a port is down and is in use for infra and epg %l sont Descending
configuration-failed This fault occurs when an End Point Group is incompletely or incorrectly configur.. 7 Columne >
protocol-isis-down This event occurs when the oper state of a Mcast tree changes to inactive. ]  Fitters >



ACI 2L|E{ Ch4

Interface Stats
APIC - X X-X-)

Fabric

EPG Stats

Tenants

Virtual Networking ~ L4-L7 Services ~ Admin  Operations  Apps ntegrations

wentory | Fabric Policies | Access Policies

Layer 1 Physical Interface Configuration - 101/eth1/3 O
Operational Deployed EPGs VLANs Stats QoS Stats Error Counters Health Faults
[ 100 ] o 2. o+ =
2-leaf1 (Node-101)
otal Egress Bytes Rate —+ Total Egress Bytes
RC Alig Errors - TotalIngress Bytes Rate

otal Ingress Bytes

carkn

bytes-per-se

*Timeline 7522 1tH9| Stats & £3|7} 7HsEILIC

*Timeline 7522 1}AHQ| Stats & X372} 2HsEiLICE



ACI LB Ched

Capacity Dashboard

apshot

Capacity Dashboard

Schedulers | Config Rollbacks |  Import/Export

Config Rollbacks for:

Switch * Mac (learned) IPv4 (learned) IPv6 (learned) Multicast Policy CAM VIAN LPM .
Snapshots File Name Actions

Rules

1% a1 % 201288 0% Oofsie2 <% s2ofessd  <i% 03960 0% 20480 (
pod-1/node-101 ° ° © © ©
N9K-C93180YC-FX
Configureprofe (3 Local: 3 Local: 2 Local: 2 Labels; _DailyAutoB
“ G Remote: 0 Remote: 0 Remote: 0 0% 0
e
pshot
Rules; 2021-04-21 23:23:2 - B
<% 4of2457%6 1% Sof245% 0% 12288 0% Oof8192  <I%  a2of6ssi  <1% 6of3%60 0% of 20480 : APIC

pod-1/node-103
N9K-C93240YC-FX2

Local: 4 Local:5 Local: 0 Labels:
CoERE RN Remote: 0 Remote: 0 Remote: 0 0
Rules:
pod-1/node106 8 A% Gof2sTe  <1% o% Oof8192  <I% 50016536 o% of 20480
g o Import export file
poece e Local: 8 Local:6 Local: 1 Labels I
onfigure Profile (23 Remote: 0 Remote: 0 Remote: 0 o 0 Click o icon on top
Rules: Modify import/export as
P <% sof2dsTe  <I%  3of24576  <i%  Tof12288 0% Oof8192  <I%  44of6ssi  <1% o% of 20480 Click {:} icon on top
Conre rfie 3 tocas tocaa toca 1 Lol
b G Remote: 0 Remote: 0 Remote: 0 0 reat urring sn

e
Click [f8Y icon on top

* Config Snapshot 7|52 3l #2 Rollback X5
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Pipeline intersight_iac_demo_compute

Intersight laC Demo Pipeline

Fetch Intersight
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Terraform Plan
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Stage View
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Dashboard
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Resources
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" Administration
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APIC

BECUNN  Tenants

Virtual Networking L4-L7 Services Admin

Operations

QuickStart | Dashboard | Controllers | System Settings | Smart Licensing |

Config Zones | Events

System Health

© Healthy
Zoom [TH] 1D [ Al
5 50
15:20 15222 15:24 15:26 15:28 15:30 532 15:34 1536 15:38 15:40 1542 15:44
Time

Nodes with Health = 99
« Name Pod ID Node Type Health Score
1 © Healthy

© Healthy

© Healthy

spine © Healthy

Tenants with Health < 99

8

~ Name Health Score

© Healthy

Auditlog | Active Sessions

Tenant 2 L|E{&

alualn
cisco

APIC

Virtual Networking

All Tenants

~ Name Alias Description
common

infra

mgmt

nant0

EPG - dpita-EPG2

OO ow > Reamets >
max  Fabric Location max
node-212 = attEntity pathatt

L4-L7 Services

Bridge Domains

max

EPG to Path Attachment

“ 3
max

Admin

VRFs

admin

Operations

Network Path Endpoint
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Network Path Endpoint

[eth1/25]

0000

Apps Integrati

o * %K.
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feth1/13] o
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Next Steps

What to do after session

Cisco and Ansible Guide Link

Code in GitHub

Test the code in your lab (or use DevNet Sandbox)
DevNet ACI Sandboxes

I

Explore more about Cisco Live [aC Sessions
DEVNET-1369 | BRKDCN-2673

Jo
Jo
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https://developer.cisco.com/automation-ansible/
https://developer.cisco.com/docs/aci/%23!sandbox/aci-sandboxes
https://www.ciscolive.com/global/learn/technical-education/session-catalog.html?search=DEVNET-1369&/
https://www.ciscolive.com/global/learn/technical-education/session-catalog.html?search=BRKDCN-2673&/
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