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API Insight

{&P1} Insights
N

Organization Dashiboard

Docufy Test 1.0.11 Cart Demo API 1.0.0 Payment Demo API v0.0
¢ Updated Aug 18, 04:36 ¢ Upd 15:12 ¢ Updated Jun 08, 10:14

microservice for DevRel Store demo applic:

https://developer.cisco.com/site/api-insights/
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WIPS Monitoring
Solution

REST API, syslog

Radius
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* Collector gathering real time data from ISE & WLC

- Syslog data from ISE (policy information)
- Netconf/Restconf data from WLC (Rogue AP/Client
detail)

+ Database & Dashboard

- Build database based on data gathered

- Display detected rogue AP and client information
including what policy has been applied to it

- Search function to find specific rogue AP/client

* Integration with ISE

- REST API to add or delete specific MAC address

- Retrieve Rogue AP's MAC address from specific group
and update those into specific condition.

- Delete specific Rogue AP/client from ISE DB

* Integration with WLC

- Netconf/RESTconf to delete specific rogue AP or client

* Reporting for Rogue information

- Daily/weekly/Monthly basis
- Scheduling function to auto generate report
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. Endpoint Group0i| CSV O}E H==

1. Import > Import From File A1&4

i ANC v Export

[0 MAC Address Status IP Address Username  Hostn ) Endpoin
Import From File

X MAC Address Status v IP Address Username Hostnz Endpoint

Import From LDAP

O 11:22:33:44:55:66 Unknown

Il A
=T

«—
MACAddress IdentityGroup Description DeviceRegistrationStatus

=
2. Import > Import2 Fileg MEASID Import HE 28 -

Import Endpoints from CSV file
aa:22:33:44:55:78  Logistics_AP Registered

Select file to import. The maximum number of endpoints allowed to import is 250K. For

conveniencs, you can Generate a Template bb:22:33:44:55:99 LOgiStiCS_AP Registered

Use a comma-delimited text file. ()

€c:22:33:44:55:66  Logistics_AP Registered

Fle tolmportt. o flle chosen [ Choose File ] dd:BB:CC:DD:EE:FF VIP_Client Registered

Maximum size: 20MB

[Importg CSV md =oH]
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2. Library Conditiondf] MAC =4 &=

Library Editor

Radius-Called-Station-ID

| Contains ¥ aa:bb:cc:dd:ee:ff I

a]0[a[e[a]z/p[=]p]a]c]L]o]t]: . - 4. Drop-DownOf|Af .
Select attribute for condition X Contains A1EH ) 5. &7Fst AP MAC =2 &

(0

EAP-TLS

(9\@\9\*\@\9\5\@\@\@\x\o\h = | OR v —| : ¥ |
Contains ab:bc:cd:de:ef:fg

2. Drop-Down0{| A
Radiuspkl EH ittribute D Info 6. Drop—DownoﬂA‘I
= OR HEH

.. [5] External_AP_Called_ID .
s E Radius Attribute ID

.~ Guest_Flow Normalised Radius RadiusFlowType Set to 'ls not'

Normalised Radius SSID

i [F Logistics_AP_Called_ID
o Radius Callback-Number Save Cond|t|on

v [5) Logistics_AP_OUI Ral I 1on-ID : _
SRS L adius Called-Station-| O Save as existing Library Condition (replaces current version and impact all policies that use this

condition

MAC_in_SAN 0 Radius Calling-Station-ID Select from list AI_|_EI. ?_-“:llA_ %% AI_EﬂH

Save as a new Library Condition

Radius Connect-Info
External_AP_Called_ID Description (optional)

Radius DNS-Server-IPv6-Address = Ol
0¥ Ol 24

Close

Network_Access_Authentication_

os. All rights reserved.
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