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Uel Za)

[
Hands on Al?&ll- II_-| A-” I<EDI 1) cd ~/DevNet_Korea/02_IOSXE/

2) s (rZIEl AFXF L LCH)

S |cd ~/DevNet Korea/02 IOSXE/
S|ls

02 _count_up_interface.yaml 02 mission_answer.yaml

02 get switch info.yaml 02 mission.yanml README
02 1os_command.yaml ansible.cfg

requirements.yaml
02 1os_facts.yaml hosts

SUPERCATY
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S 1s

02 count_up_interface.yaml 02 mission_answer.yaml
02 _get _switch_info.yaml 02 _mission.yaml README

02 _1os_command.yaml iIiiiiiIifg requirements.yaml
02 tlos_facts.yaml

host vars C| 2 E 2]

-~ slcat hosts

[all:vars]
ansible_connection = ansible.netcommon.network_cli t9k-1 |
ansible user = admin = Cd -l.yam

ansible_password = Cisco123!@#

[switches]
Catok-1

SUPERCATY
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Hands on & A& - host
S 1s

02 count_up_interface.yaml 02 mission_answer.yaml
02 _get _switch_info.yaml 02 _mission.yaml README
02 _1os_command.yaml ansible.cfg requirements.yaml

02 _1os_facts.yaml

» $ cat hosts
[all:vars]
ansible_connection = ansible.netcommon.network_cli
ansible_user = admin
ansible_password = Cisco123!@#

[switches]
catok-1

S |cat host_vars/cat9k-1.yaml

ansible_host: 192.168.14.14
ansible_network_os: ios - S l

SUPERCATY 6
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Hands on 7+ 23 - playbook

- S 1s
P2 count _up_ interface.yaml | ©2_mission_answer.yaml

P2_get _switch_info.yaml README
P2 1os_command.yaml ansible.cfg requirements.yaml

P2 1os facts.yaml hosts

SUPERCATYY
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TEEENT

|OS_XE XOI-Hl O-” A—l faCtS Io-l E 7|_le _I1_),a?sible—playbook 02_ios_facts.yaml

02_ios_facts.yaml
- S H:

los-xe SH|2| S AEHY, Al2[€ EH, AHEHO|A FE 71927

HEEH.
o H.

ios_facts ZES AF25}0] ios-xe XH|Q| facts MEE 71X 27|

S ansible-playbook 02 _1os_facts.yaml

SUPERCATYSY
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|OS-XE &H|0|A] facts ME 7t 27
los_facts 2=

- hosts: switches
gather_facts: no

tasks:
- name: 1. ios facts OIO|E 7} XH{ 27| (retrieve ios facts)
cisco.ios.ios_facts:
gather_subset: all

- name: 2. SAEHY & Al2|¥Y HH B FJ| (Print out the hostname and ser
ial number)
debug:
msg: "Hostname is {{ ansible_net_hostname }} and the Serial Number is {{
ansible _net_serialnum }}"

name: 3. QUE{HO|A HE B F7| (Print out interface Information)
debug:
var: ansible _net_1interfaces

CUPERCAT
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|IOS-XE ZHH| 0| A facts D E 71 27|

los_facts 2= :
ios_facts

hosts: switches
gather_facts: no

tasks: xffi:

- name: 1. ios facts O|O|E
cisco.ios.ios_facts:

ios/ios-xe &H|NH M factE 7S [} A2 B &

https://docs.ansible.com/ansible/latest/collections/cisco/ios/ios facts

gather_subset: all module.htm|

- name: 2. SAEH Y s Al BREINAIE
ial number)
debug:
msg: "Hostname is {{ a
ansible_net_serialnum }}"

ansible_net_all_ipv4_addresses
list / elements=string

Common return values are documented here, the following are the fields unique to this module:

All IPv4 addresses configured on the device
Returned: when interfaces is configured

ansible_net_all_ipvé_addresses
list / elements=string

All IPv6 addresses configured on the device

Returned: when interfaces is configured

naf"l(' . 3 . ?I E1 I}“ OI ﬁ. 5;' _r;i ansible_net_api

The name of the transport
Returned: always

string
debug:
M - ansible_net_config
var: ansible_net inter g

The current active config from the device
Returned: when config is configured

ansible_net_cpu_utilization
dictionary

The current CPU utilization of the device

Returned: when hardware is configured

ansible_net_filesystems
list / elements=string

All file system names available on the device
Returned: when hardware is configured

SUPERCATYSS



https://docs.ansible.com/ansible/latest/collections/cisco/ios/ios_facts_module.html
https://docs.ansible.com/ansible/latest/collections/cisco/ios/ios_facts_module.html

|OS-XE &H|0|A] facts ME 7t 27
los_facts 2=

- hosts: switches s S ansible-playbook 02_1os_facts.yaml
gather_facts: no PLAY [SWLitCheS] **a % adadaaka kst k kAR AR AR AR AR A AR R AR AR R AR R A AR AR R KRR AR I A AR AR AR AR R AR KRR AR AR AR
tasks: TASK [1. los facts HIOIE 7} 27| (retrieve ios FACLS)] **ARARKRAKARRRRRARARRRRRARRR AR RN N
- name: 1. ios facts 0|0
cisco.ios.ios_facts:
gather_subset: all TASK [2. S2EUH Y & Al2|¥ A EXHFT| (Print out the hostname and serial number)] ***

- name: 2. S2AEHIY & .
ial number)
debug:

msg: "Hostname is {{ ansible_net hostname }} and the Serial Number is {{
ansible_net_serialnum }}"

name: 3. QUE{HO|A HE B F7| (Print out interface Information)
debug:

var: ansible _net_1interfaces

CUPERCAT

Presentation ID 11



|IOS-XE ZHH| 0| A facts D E 71 27|

los_facts 2=

TASK [3. 2 EHHO|A X EHF7| (Print out interface Information)]
- hosts: switches

gather_facts: no

tasks:
- name: 1. ios facts OIO|E ZIH 27| (r
cisco.ios.ios_facts:
gather_subset: all

- name: 2. S2EUHIY & Al2|¥ HH EC
ial number)
debug:

msg: "Hostname is {{ ansible_net_ho:!
ansible_net_serialnum }}"

- name: 3. QE{HO|A HE B F2| (pr
debug:

var: ansible _net_1interfaces

Presentation ID



Facts()ﬂ SIE ﬁ)\?

cat9kvi#show version

Cisco I0S XE Software, Version 17.10.01prd7

Cisco I0S Software [Dublin], Catalyst L3 Switch Software (CAT9K_IOSXE), Version 17.10.1prd7, RELEASE SOFTWARE (fc1)
Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2022 by Cisco Systems, Inc.

Compiled Wed 21-Sep-22 22:33 by mcpre

Cisco IOS-XE software, Copyright (c) 2005-2022 by cisco Systems, Inc.
All rights reserved. Certain components of Cisco I0S-XE software are
licensed under the GNU General Public License ("GPL") Version 2.0. The
software code licensed under GPL Version 2.0 is free software that comes

with ABSOLUTELY NO WARRANTY. You can redistribute and/or modify such
GPL code under the terms of GPL Version 2.0. For more details, see the
documentation or "License Notice" file accompanying the I0S-XE software,
or the applicable URL provided on the flyer accompanying the IO0S-XE
software.

ROM: IOS-XE ROMMON

BOOTLDR:

cat9kvl uptime is 4 days, 19 hours, 31 minutes

Uptime for this control processor 1s 4 aays, 19 hours, 34 minutes

System returned to ROM by unknown reload cause - reason ptr OxF, PC 0x0,address 0x0
System image file is "bootflash:packages.conf"

Last reload reason: unknown reload cause - reason ptr OxF, PC 0x0,address 0x0

SUPERCATY
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ios command 2=
HHE ANE 7MNQLE=E BE=

So0|=

: Sample I0OS XE playbook to get the command output
! switches
: network_cli

: Get the output of the command ‘show version'
i show version
+ command_output

i Print out the command output

: command_output

SUPERCAT

AlS
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Ansible-pyats

2% &= QU= pyats parser

AnsibleOf| A A

UPERCATD

o =

e O =0
» | CmEB

€ 5 € = github.com/CiscoDevNetjansible-pyats
viva ksksobank Portsl (SWperCAT) | [ Cisco [ CiscoSsles [ Ciscolesming [0 ete [ Devet # ScreenSnaring [ timezone () Exam Scheduing ..

No packages published

(I README @ Code of conduct &3 License 55 Security 4 =
— Contributors ¢
H stevenca Steven Carter
ansible-pyats
. Tachashi kitara
I‘nsmlo-qom is a implementation of the pyATS network testing framework in an Ansible role. It contains modules, 0 rschmied Ralph Schmieder
fitters, and tasks:
struct flerc Ty Chr
+ Run a command and get structured output @ sy e crvsnen
* "snapshot” the output of a command and save it to a file
« Compare the current output of a command to a previous "snapshot* Languages
Installation ® Python 100.0%
First, install the Python dependencies:
[

$ pip install pyats genie
<snip>

Installing collected packages: pyats, genie
Successfully installed genie-19.9 pyats-19.9.2

PYATS and Genie require Python >=3.4.

Manual

For manual installation, you can just clone the repository into your ANSIBLE ROLES PATH :

$ it clone https://github.com/CiscoDewNet/ansible-pyats "${ANSIBLE ROLES_PATH:-roles}/ansible (&)
Cloning into ‘roles/ansible-pyats'...

renote: Enunerating objects: 83, done.

renote: Counting objects: 1004 (83/83), done.

renote: Compressing objects: 100% (56/56), done.

renote: Total 83 (delts 28), reused 56 (delts 12), pack-reused 0

Unpacking objects: 100% (83/83), done.

Ansible Galaxy

https://github.com/CiscoDevNet/ansible-pyats
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https://github.com/CiscoDevNet/ansible-pyats

Ansible-pyats

catokvi#show version
Cisco I0OS XE Software, Version 17.10.01prd7
Cisco I0OS Software [Dublin], Catalyst L3 Switch Software (CAT9K_IOSXE), Version 17.10.1prd7,
Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2022 by Cisco Systems, Inc.

Compiled Wed 21-Sep-22 22:33 by mcpre

Cisco IOS-XE software, Copyright (c) 2005-2022 by cisco Systems, Inc.
All rights reserved. Certain components of Cisco IOS-XE software are
licensed under the GNU General Public License ("GPL") Version 2.0. The
software code licensed under GPL Version 2.0 is free software that comes
with ABSOLUTELY NO WARRANTY. You can redistribute and/or modify such
GPL code under the terms of GPL Version 2.0. For more details, see the
documentation or "License Notice" file accompanying the IO0S-XE software,
or the applicable URL provided on the flyer accompanying the I0S-XE
software.

ROM: IOS-XE ROMMON
BOOTLDR:

cat9kvl uptime is 4 days, 19 hours, 31 minutes

Uptime for this control processor is 4 days, 19 hours, 34 minutes

System returned to ROM by unknown reload cause - reason ptr OxF, PC Ox0,address 0x0
System image file is "bootflash:packages.conf’

Last reload reason: unknown reload cause - reason ptr OxF, PC 0x0,address 0x0

Presentation ID



E

Ansible-pyats A& &t

1. 2X o= 20| af XS St 2. 2X| &l role & O|&3llA] playbooks ZHECt

First, install the Python dependencies:

$ pip install pyats genie =]
<snip>

Installing collected packages: pyats, genie

Successfully installed genie-19.9 pyats-19.9.2

pyATS and Genie require Python >=3.4.

Manual

For manual installation, you can just clone the repository into your
ANSIBLE_ROLES_PATH :

$ git clone https://github.com/CiscoDevNet/ansible-pyats "${AN¢ ]
Cloning into 'roles/ansible-pyats'...

remote: Enumerating objects: 83, done.

remote: Counting objects: 100% (83/83), done.

remote: Compressing objects: 100% (56/56), done.

remote: Total 83 (delta 28), reused 56 (delta 12), pack-reused
Unpacking objects: 180% (83/83), done.

Ansible Galaxy

If you are using Ansible Galaxy, you can use this role by adding the following to
your requirements.yml :

- src: https://github.com/CiscoDevNet/ansible-pyats Q@
scm: git
name: ansible-pyats

Next, install your Galaxy dependencies:

¢ ansible-galaxy install -r requirements.yml -p “${ANSIBLE_RoLt [}

SUPERCATYDS
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PyATS Parser List

oAl JHs 3t HOHE g|AE

Parsers List

i D B OB E BB BBB6OB

ALL

3 08
E3 10SXE
ping mpls ip {addr} {mask} rept @ osxk
NXOS

ping mpls traffic-eng tunnel {tu en
ping {addr) 3 LINUX
ping {addr} source {source} ref JuNOS

sh lisp locator-table {locator_tz EJ SROS t
map-cache reverse-address-re: Egsicip

show aaa cache group (server,
@R VIPTELA

show aaa dead-criteria radius ¢ [ APIC

show aaa dead-criteria radius { EIEoNAC jort
{acct_port}

IRONWARE
show aaa memory

D AREOS

show aaa servers

CHEETAH
show aaa user all M GAlA
show access-ists {acl) B GENERIC

COMWARE

show access-session brief

i 6B BB EBEB86B6B6B6A8

ping mpls pseudowire {addr} {vc_id}
ping vrf {vrf} {addr}

ping {addr} Extended-data {extended_data}

sh lisp locator-table {locator_table} instance-id {instance_id} ethernet
map-cache reverse-address-resolution

show aaa cache group {server_grp} all
show aaa common-criteria policy name {policy_name}
show aaa dead-criteria radius {server_ip}

show aaa fqdn all

show aaa method-lists {type}

show aaa sessions

show access-lists

show access-session

show access-session info

https://pubhub.devnetcloud.com/media/genie-feature-browser/docs/#/parsers

SUPERCATD
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)

PEETY

~ [

PyATS O1| X—” 1 ) ﬁ%)_l X| Io-| E 7|-'1‘| jisi,blel—playbook 02_get_switch_info.yaml

2| X2 Hostname, Version, Serial Number, Uptime, cpu & 7t 27|

b} B
o d

An5|ble£ yats& AHESH0] I El show version & show processes cpu 7{THE 2|
A1t 4f= AFE5H

S ansible-playbook 02_get_switch_info.yaml

SUPERCATY e ;



PyATS Ol X 1) 22X & 71§27

Y — playbook®| Task

e output of the command "s

! version_output

OaEl HHES oFEE 2037 (Print out the variable wversion_output)

-sion_output.structured}}"

oHE2| Hostname, on, Serial Number, Uptime (Display Switch Information Hostname, V

ed.version.

ITput.structur

et the output of the commad

47| (Print out the average cpu usage(5 minutes))

u_output.structu

Presentation ID
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PyATS Ol X 1) 22X & 71§27

Y — playbook®| Task

e output of the command "s

! version_output

OaEl HHES oFEE 2037 (Print out the variable wversion_output)

-sion_output.structured}}"

oHE2| Hostname, on, Serial Number, Uptime (Display Switch Information Hostname, V

ed.version.

ITput.structur

et the output of the commad

47| (Print out the average cpu usage(5 minutes))

u_output.structu

Presentation ID
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PyATS Ol % 1) 22X S& 71127

playbOOkol TaSk s 22X 2O F7| (Print out the variable version_output)] ***#xxaxsxkxxassrxs

e output of the command

rint out the variable version_output)
-sion_output.struct ha

furedrr

0oz=7| Hostname, ial Number, Uptime (D

ed.version.

Itput.structur 15_5sn

» putput of the co
47| (Print out the average cpu usage(5 min

u_output.structu
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PyATS Ol X 1) 22X & 71§27

Y — playbook®| Task

e output of the command "s

! version_output

OaEl HHES oFEE 2037 (Print out the variable wversion_output)

-sion_output.structured}}"

oHE2| Hostname, on, Serial Number, Uptime (Display Switch Information Hostname, V

ed.version.

ITput.structur

et the output of the commad

47| (Print out the average cpu usage(5 minutes))

u_output.structu

Presentation ID
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PyATS Ol % 1) 22X S& 71127

playbOOkol TaSk s 22X 2O F7| (Print out the variable version_output)] ***#xxaxsxkxxassrxs

e output of the command

rint out the variable version_output)
-sion_output.struct ha

furedrr

0oz=7| Hostname, ial Number, Uptime (D

ed.version.

Itput.structur 15_5sn

» putput of the co
47| (Print out the average cpu usage(5 min

u_output.structu

Presentation ID



PyATS Ol A 1) &KX & 7t L7

- "Hostname: {{]version_output.structured.jversion.hostname }}"

HE OI2E HEO0{F7| (Print out the variable version_output)] *****xsxxkssxkrkxxxs

SUPERCAT
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PyATS Ol A 1) &KX & 7t L7

- "Hostname: {{ version_output.structuredjversion}hostname }}"

HE OI2E HEO0{F7| (Print out the variable version_output)] *****xsxxkssxkrkxxxs

CUPERCAT

Presentation ID
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PyATS Ol A 1) &KX & 7t L7

- "Hostname: {{ version_output.structured.version}jhostname|}}"

HE OI2E HEO0{F7| (Print out the variable version_output)] *****xsxxkssxkrkxxxs

CUPERCAT
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PyATS Ol A 1) &KX & 7t L7

- "Hostname: {{ version_output.structured.version}jhostname|}}"

HE OI2E HEO0{F7| (Print out the variable version_output)] *****xsxxkssxkrkxxxs

CUPERCAT

Presentation ID

28



PyATS Ol A 1) &KX & 7t L7

- "Hostname: {{ version_output.structured.version}jhostname|}}"

TASK [2. T E HWME O2E HO{FI| (Print out the variable ° I l
u IZ ')

TASK [3. 29Xl B2 EOHFJ| - Hostname, Version, Serial Number, Upt
ial Number, Uptime)] ***

Hostname:
o 52E THol =2
CUPERCAT

Presen tation 1D 29



PyATS Ol A 1) &KX & 7t L7

- "Hostname: {{ version_output.structured.version}jhostname|}}"

(Print out the variable version_output)] *****kxkxkxkxkdkxsxd

TASK [3. 29Xl B2 E0HF7| - Hostname, Version, Serial Number, Up
ial Number, Uptime)] ***

f casion ]

CUPERCAT
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PyATS Ol X 1) 22X & 71§27

e gutput of the command
! version_output

ofAEl #HM= OF2E H0j%7| (Print out the variable version output) TASK [3. 29Xl B2 EHF7| - Hostname, Version, Serial Number, Upt
ial Number, Uptime)] ***

~sion_output.structured}}

0oz=7| Hostname, on, Serial Number, Uptime

ed.version.

ITput.structur

et the output of the commad

47| (Print out the average cpu usage(5 minutes))

u_output.structu

Presentation ID




PyATS Ol X 1) 22X & 71§27

e output of the command "show v

! version_output

IIf4 HoS 0 27| (Print out the version_output)

n_output.structured}}"

oHE2| Hostname, n, Serial Number, Uptime (Display ch Information Hostname, V n ial Number, Uptime)

the output of the commad

(Print out

Presentation ID




PyATS Ol X 1) 22X & 71§27

APIS

CLEAN

MODELS

PARSERS

TRIGGERS

VERIFICATIONS

Parsers List

show processes cpy

[ show processes cpu

E3 show processes cpu

[ show processes cpu

E3 show processes cpu history
E3 show processes cpu platform sorted

E3 show processes cpu sorted {sort_time}

show processes cpu sorted {sort_time}
include {key_word}

E3 show processes cpu sorted | include {key_word}

[ show processes cpu platform

[E3 show processes cpu sorted {sort_time}

show processes cpu sorted {sort_time}
include {key_word}

=
[ show processes cpu sorted | include {key_word}

[ show processes

Presentation ID

BEEEBEEB BEBRBBAB

os: [ 10sxE

show processes {processid}

show processes {process}

show processes cpu platform

show processes cpu sorted

show processes cpu sorted {sort_time} |
exclude {exclude}

show processes cpu sorted | exclude {exclude}
show processes cpu history

show processes cpu sorted

show processes cpu sorted {sort_time} |
exclude {exclude}

show processes cpu sorted | exclude {exclude}
show processes

show processes cpu | include {include}

33



PyATS Ol X 1) 22X & 71§27

= Genie

APIS show processes cpu

CLEAN

< Back

MODELS
PARSERS ) view source

TRIGGERS
Parser for show processes cpu

RERIEICATIONS) show processes cpu | include <WORD>

Schema

{
Optional (str) five_sec_cpu_interrupts: <class ‘int'>,
Optional (str) five_sec_cpu_total: <class 'int's,
Optional (str) one_min_cpu: <class 'int's,
Optional (str) five_min_cpu: <class ‘int's>,
Optional (str) zero_cpu_processes: <class 'list's,
Optional (str) nonzero_cpu_processes: <class 'list'>,
Optional (str) sort: {
Any (str) =: {
‘runtime': <class 'int'»,
'invoked': <class ‘'int's,
‘usecs': <class ‘int's,
‘five_sec_cpu':
‘one_min_cpu*

<class 'float'>,
<class 'float'>,
<class 'float's,

<class 'int'>,
‘pid': <class 'int's,
‘process': =class ‘str's,
,

Presentation ID



PyATS Ol X 1) 22X & 71§27

= Genie
APIS show processes cpu
CLEAN

< Back
MODELS
PARSERS O View Source
TRIGGERS

Parser for show processes cpu

VERIFICATIONS

show processes cpu | include <WORD>

Schema

{
Optional (str) five_sec_cpu_interrupts: <class ‘int'>,
Optional (str) five_sec_cpu_total: <class 'int's,

Optional (str) nonzero_cpu_processes: <class 'list'>,
Optional (str) sort: {
Any (str) = {
‘runtime': <class 'int'»,
'invoked': <class ‘'int's,
‘usecs': <class ‘int's,
‘five_sec_cpu': <class 'float's,
<class 'float's,
<class 'float's,

‘one_min_cpu*

<class 'int'>,
‘pid': <class 'int's,
‘process': =class ‘str's,
,

Presentation ID
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PyATS Ol X 1) 22X & 71§27

= Genie
APIS show processes cpu
CLEAN

< Back
MODELS
PARSERS O View Source
TRIGGERS

Parser for show processes cpu

RERIEICATIONS) show processes cpu | include <WORD>

Schema

{

Optional (str) five_sec_cpu_interrupts: <class ‘int'>,
Optional (str) five_sec_cpu_total: <class 'int's,

Optional (str) fivi

Uptions ero_cpu_processest a .
Optional (str) nonzero_cpu_processes: <class 'list'>,
Optional (str) sort: {
Any (str) = {
‘runtime': <class 'int'»,
'invoked': <class ‘'int's,
‘usecs': <class ‘int's,
‘five_sec_cpu': <class 'float's,
‘one_min_cpu': <class 'float’s,
<class 'float's,

<class 'int'>,
‘pid': <class 'int's,
‘process': =class ‘str's,
,

Presentation ID
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PyATS Ol X 1) 22X & 71§27

e output of the command "s

! version_output

OhaEl HWE Of2E 20F7| (Print out the variable version_output)
~sion_output.structured}}

oHE2| Hostname, on, Serial Number, Uptime (Display Switch Information Hostname, Version, Serial Number, Uptime)

ed.version.

itput.structur
et the output of the commad

TASK [5. CPU 5 EHZ ME (Print out the average cpu usage(5 minutes))]

47| (Print out the average cpu usage(5 minutes))

cpu_output.structu

SUPERCAT™Y
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[
1) ansible-playbook 02_count_up_interface.yaml

PYATS Ol X 2) interface 7i= EFeTof/]

=5
- 1) GigabitEthernet QIE{ T O|A 7= M| 7|
- 2) GigabitEthernet & up & EfQl QIHT[O|A 7= A|7|

$ ansible-playbook 02_count_up_interface.yaml

SUPERCATD

Presen tation 1D 38



PyATS Ol X| 2) interface 7H

SUPERCAT™Y
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d 1A 27| (Get the ou

{{ interface_output |

~ type, tus 204FEI| (Show the variable
{{ interface_type_status }}
GigabitEthernet SIE{H|O|AZH XZ47| (Save the interface which
: "{{ interface_
GigabitEthernet QIEE0|A H0i%E7
{{ interface_gigethernet }}

tEthernet0|®A AtEfel QIEjE[O]ATH X (Save the which is G itEthernet and up

"{{ interface_gig

: B. GigabitEthernet0|gx

{{ interface_up }}

t out the total number

length
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PYATS Ol X| 2) interface 7= =}QI5}7

3H taskl| 2 H :
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