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Spanning Tree Protocol (STP)
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Spanning Tree Protocol (STP)

.»j _1 \, = t.(! —_—
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SUPERCATY

T2 > XEM | ED HAMX| X|CH 50 &8
STP SAHE]:

Listening 152 + Learning: 152

= X[} 30% 28 (B &3)

Blocking 202 + Listening 152 + Learning: 152
= X|Cf 50% 4 (™ &3)
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Portfast

cat9kvl (config) #interface abitEthernet 1/

lcat9kvl (config-if) #spanning-tree portfast

$Warning: portfast should only be enabled on ports connected to a single
host. Connecting hubs, concentrators, switches, bridges, etc... to this
interface when portfast is enabled, can cause temporary bridging loops.
| Use with CAUTION

%Portfast has been configured on GigabitEthernetl/0/5 but will only
have effect when the interface is in a non—-trunking mode.

cat9kvl#show spanning-tree interface GigabitEthernet 1/0/5 detail
Port 5 (GigabitEthernetl/0/5) of VLAN0OOl is designated forwarding

Port path cost 4, Port priority 128, Port Identifier 128.5.
Designated root has priority 32769, address 5254.001b.293f
Designated bridge has priority 32769, address 5254.001b.297
Designated port id is 128.5, designated path cost 0
Timers: message age 0, forward delay 0, hold 0
Number of transitions to forwarding state: 1
The port is in the portfast mode
Link type is point-to-point by default
BPDU: sent 213324, received 0

AL 8 X Access Port A7
Portfast 848
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Portfast
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BPDU Guard & BPDU Filtering

1) BPDU Guard
- BPDU ZFEE+= A2%%x| ZEZ BPDUE FTA5HH, = E A

—_— =

- AE

® A%t 2 AB Y ot s P2 EE BE
@ 2ol olsh 4N =

@ 2lzh dhx| ke 29

BPDU Guard

EXN ZEE Edl BPDUS 41812 |, 52 ZEE XI5 22 shutdown Al7|= 7|50]|C}
[

= ol0jsh= 427t Bdct

Configuration

@ Global configuration Mode
Switch(config)# spanning-tree portfast bpduguard default

@ Interface configuration Mode
Switch(config)# interface FO/13
Switch(config-if)# spanning-tree bpduguard enable

Presentation 1D
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Step 1. 2 H|O| Al Interface A& 7} 27|

QUE{H0|A | Portfast | BPDUGuard
at9kvl#show running-config | section “interface

interface GigabitEthernet0/0 GigabitEthernet 1/0/4 E na ble Disa ble

vrf forwarding Mgmt-vrf

ip address 192.168.14.14 255.255.255.0
negotiation auto G|gab|tEthernet 1/0/5 Enable Enable
interface GigabitEthernetl1/0/1

interface GigabitEthernetl1/0/2 . . .
interface GigabitEthernetl1/0/3 GigabitEthernet 1/0/6 Enable Dlsable
interface GigabitEthernet1/0/4 -
spanning-tree portfast
interface GigabitEthernetl/0/5
spanning-tree portfast
spanning-tree bpdufilter enable
interface GigabitEthernetl/0/6
interface GigabitEthernetl1/0/7
interface GigabitEthernetl1/0/8
interface Vlanl

no ip address

shutdown

) £0+S ©0|E{ 2 74 2B command &7
“show running-config | section ” interface”

Presentation 1D 23



Quick Summary: Ansible YAML & &
Ansible Playbook2| HE3H A yAML

1. YAML 2A{ 9| A|EE (---)2 A|ZtSICE

- name: DevNet 2024 First Event!

2. 82lgt H-E 2ETE 7, 0| SE= () A8 =,

{{ Meraki }}

ANSIBLE

3. Ansible Tasko| =& 4

- : Spanning Tree Protocol

: show running-config | section “interface - " {{ stp "
! stp




Quick Summary: Ansible YAML = & — list

List — YAMLO| Q0 S g|= 7H
1. YAMLO listsS AHESHO] Of2f o2 WS Ho| 7hs. T4 §o| 3 e

-1 =
STP:
- Portfast
- BPDUGUARD
- BPDUFilter
2."STP " Et= H4-E SESI= 42, 0|15 T2 {{ )} ARSI F =X, -
{{ stp }} |2 {{ stp[e] }}dt ZO| HiES| HAHE TIs

3. 7l = ==otE ofalier €=U
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Quick Summary: Ansible YAML = & —dictionary

Ansible Playbook2| E$12fAI01 YAMLO|AM A2 SHE Key/value 2| HIO|Ef HE & Al
1. List2h= Ct2H|, B2 Key-Value FEHZ XN& E2E F0| S ZQ
Cisco:
Nexus: DataCenter

Catalyst: Campus
UCS: Server

2. Dictionary/List& Zgot0] o =&t 0|y =7t 7ts
- Cisco:
Location: San Jose
Skills:

- Network
- Computing

SUPERCATY

ANSIBLE
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Step 1. 2 H| 0| Al Interface & 7} 27|

PYATSE %%&04 Ol 7t 27

: Gather interface facts from Cisco IOSXE devices
: switches

- ../../roles/ansible-pyats

: Spanning Tree Protocol

: show running-config | section “interface
: stp

‘ Interface £t & El running-configtt2 =&, M| running-config 28 A|, £&Hd

ol

SUPERCATYSY
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pyats_parse_command:
command: show running-config | section ~interface
register: stp
- debug:
msg:
- "stp: {{ stp.structured }}"

« Portfast = true, bpdugard = disable ! 2/ E{HO|AE &OLA =31

SUPERCATS
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pyats_parse_command:
command: show running-config | section ~interface
register: stp
- debug:
msg:
- "stp: {{ stp.structured }}"

« Portfast = true, bpdugard = disable ! 2/ E{HO|AE &OLA =31

SUPERCATS
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Quick Summary: Ansible = & — dict2items

Key-Value YEIZ M E|= 2K 2 DictionaryE 7HE X 0l HE = ALY = U= iteml E HEIAFFE= 7[RI E
1. DFef Hi=T} Of2f 2t 0| AL 7P gL .
dict variable : {'keyl': 'valuel', 'key2': 'value2’}

2. AHE2 Of2fet 20| playbookOfl Q1 7S gL L},
dict variable | dict2items

ANSIBLE

3. 7l lig&= =HotH ofaiet 5Lt

[{'key': 'keyl', 'value': 'valuel'}, {'key': 'key2', 'value': 'value2'}]

SUPERCATY
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Step 2. STP 2H& 2738 & Parsing o} 7|

dict2itemsZ 7|9 E O O|H Bt=7|

{{ stp.structured }}" "{{ stp.structured.interfaces | dict2items }}"

= TP = 2 - — s p
| |'“II|}—-{ ___,_::3 AAAAAAAAAAAAAAAAAAA ¢ K K K KK KK K K * K K TASK [dict2items =2 d] pREIEIILILI I XSRS 22 iRttt okt X
x K K R K K K K K

« Dict2items 7| E =& HO|HE

SUPERCATS
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e Step 3. Portfast QI E{ I
A 0|2 E|AEE

Running-configOll A Portfast 48 €l QIE{T|0|A 0| &
=357/
| dict2items | json_query('|[[?value.spanning_tree_portfast

true’]l.{interfacename: key}') }}"

name: portfast enable® QIEH0|AS| 0|

debug:
msg: "{{ stp.structured.interfaces

[portfast enable= CIEH Ol A2 0| S

23
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Step 4. Portfast @I E{I{| O| A 2]

Running-configOf| Al Portfast &4 =l QI E{H 0| A O|Z 1} Running-config 2| A E & =2t}

name: portfast enable® ClE{F|0|AS| o[S1t 27
debug:
msg: "{{ stp.structured.interfaces | dict2items | json_query('[?value.spanning_tree_portfast=="true'].{interfacename: key, configcontext: value}




©)

Step 5. portfast & BPDU Guard Disable = QIE{HO|A Z|AEQ MY =8

Running-configOl| Al Portfast &4 =l QI E{H 0| A O|Z 1} Running-config 2| A E & =2t}

name: portfast enable & bpduguard disable list &3
debug:

msg: "{{ stp.structured.interfaces | dict2items | json_query(|[?value.spanning_tree_portfast=="true' & value.spanning_tree_bpduguard=="disable'].{interface: key, value: value}') }}"

= 2

[portfast enab|@&& beduguard disable list £

4 rf%:‘:RCﬁTw
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Step 6. Webex API ¥ — Step 1. Webex

https://developer.webex.com 2| & 7tQ 8 219l

@ developer.webex.com

webex for Developers Documentation Blog Support

Resources v

Join Our Webex Connect Developer Webin

Champion hybrid work with a collaboration
platform that's engaging, intelligent, and
inclusive.

————
Start Building Apps Goto Docs |
S /

Zl

—

SH
o

Q Search

document . get

@) Clarissa Smith
Lt

23


https://developer.webex.com/

Step 6. Webex APl A& - Step 2. A|’E Token A

https://developer.webex.com/docs/getting-started - accounts-and-authentication 271 OI < Bearer Token % A|'

webex for Developers Blog Support Resources - Q_ Search

FAQs

I

Access the Webex API

APIs The Webex APIs give you easy access to the Webex Platform to

build Bots, Integrations, or Guest Issuer apps. If you're ready to

API Behavior Changes What's possible with the

start using the Webex APIls, keep reading. Webex APIs?
Partners APl Guide

Al ts and
Your Personal Access Token ceounts an

XML API Deprecation Baarar S B Authentication
Personal Access Tokens
Access the API This limited-duration personal access token is hidden for your security.
Methods & Content Types
REST API Basics What's possible with the Webex APIs? Next Steps
Compliance The Webex APIs provide your applications with direct access to the Cisco Webex Platform, Support Policy
giving you the ability ta:
Getting Help
Webhooks « Create a Webex space and invite people
= Search for people in your compan
Webex APls peopieiny pany
= Post messages in a Webex space
Admin « Get Webex space history or be notified in real-time when new messages are posted
by others
Webex Calling Beta » Execute a command on a Webex RoomOS device
= and much more!
Webex Calling

Accounts and Authentication

M E e


https://developer.webex.com/docs/getting-started#accounts-and-authentication

Step 6. Webex APl — Webex Room lis

webex for Developers

Recordings
Report Templates
Reports

Reports: Detailed Call
History

Resource Group
Memberships

Resource Groups

Rooms

List Roams
Create a Room
Get Room Details

Get Room Meeting
Details

3

L0 uedate a Room

Delete a Room

SCIM 2 Bulk

SCIM 2 Groups
SCIM 2 Users
Security Audit Events
Session Types

Site

@ developerwebex.com

Blog Support Resources

List Rooms

List rooms

The title of the room for 1:1 rooms will be the display name of the
other person. When a Compliance Officer lists 1:1 rooms, the "other”
person cannot be determined. This means that the room's title may not
be filled in. Please use the memberships API to list the people in the
space.

By default, lists rooms to w
Long result sets will be split into pages.

Known Limitations: The underlying database does not support natural
sorting by lastactivity and will only sort on limited set of results,
which are pulled from the database in order of roomId . For users or

h the authenticated user belongs

bots in more than 3000 spaces this can result in anomalies such as
spaces that have had recent activity not being returned in the results
when sorting by lastacivity

/v1/reoms

Query Parameters ~

teamId
string
List rooms associated with a team, by ID. Cannot be set in

combination with orgPublicsSpaces.

type

string
List rooms by type. Cannot be set in combination with
orgPublicspaces.

Possible values: direct, group

orgrublicspaces
boolean
Shows the org's public spaces joined and unjoined. When set the

result list is sorted by the madePublic timestamp

from
e

Filters rooms, that were made public after this time. See

madePublic timestamp

list-rooms O &= = GET Method

Example

Header

Query Parameters

t

|
=

Al
=

H 2 Room |

0%t

Jtot
dIn

ist
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https://developer.webex.com/docs/api/v1/rooms/list-rooms

Step 6. Webex APl — A|X| A=

: Cisco Webex Teams - Text Message to a Room

roamTA
1 "Y212Y29zcGFyazovL3VzL1IPTOOVZWYOMMEGMTATIN2NKZSOxMWV LLTg3MGQtMDMOMTYwZmMyMmE X"
' text
"NjhiMTU@YzQtYWU3Ni@ONDcOLT1j0GQtZDNjOGM20WVhYmZkM2QxZjA2ZTctMzNh_PF84_1eb65fdf-9643-417f-9974-ad72caefel@f"

- "Portfast?} H&E interface 2|AE L|CH!
- "{{ stp.structured.interfaces | dict2items | json_query('[?value.spanning_tree_portfast=="true']l.{interfacename: key}')}}"

Presentation 1D
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= ansible-playbook main.yml —i hosts o o

Step 6. Webex APl — Webex ¥ & Z 1}

['PortfastZt A& El interface 2|AE ILICH, [{'interfacename':
'GigabitEthernet1/0/4'}, {'interfacename': 'GigabitEthernet1/0/5'},
{'interfacename': 'GigabitEthernet1/0/6'}]]

['PortfastZt M&E interface 2|AELQ LT LHERILICH, [{'interfacename':
'GigabitEthernet1/0/4', 'configcontext': {'spanning_tree_portfast': True,
'spanning_tree_bpduguard': 'disable'}}, {'interfacename':
'GigabitEthernet1/0/5', 'configcontext': {'spanning_tree_portfast': True,
'spanning_tree_bpdufilter': 'enable’, 'spanning_tree_bpduguard':
'enable'}}, {'interfacename': 'GigabitEthernet1/0/6', 'configcontext':
{'spanning_tree_portfast': True, 'spanning_tree_bpduguard': 'disable'}}]]

['PortfastZt AHE|0{UX|2, BPDUguard?} A& E|0{UX| 2f0f, MFo| Hast ol
E{mjo|A 2|AEQILICE!, [{'interface': 'GigabitEthernet1/0/4', 'value':
{'spanning_tree_portfast': True, 'spanning_tree_bpduguard': 'disable'}},
{'interface': 'GigabitEthernet1/0/6', 'value': {'spanning_tree_portfast':
True, 'spanning_tree_bpduguard': 'disable'}}]]

U C T © ® @ Shift + EnterE £2| M2

The MosaicOl| HA|X] A7]
Presentation 1D



Mission Time!




Mission 1:
o | g 9ot Br HAYH

hine:~$ cd DevNet_Korea/03_Reporting/STP

$ ansible—playbook main.yml —i hosts

1. cd DevNet Korea/03 Reporting/STP

2. Ansible-playbook main.yml —i hosts

Presentation 1D
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Mission 1:
AL =% 5P04 Webex= O A|X| LY 7|

* Main.yml& +=73850f 0| S =g L.
- Bpdufilter7t @& & QEHLOAF Parsingdtd Webex HMXZ HE
& EF A 'Bpdufilter?t B =l interface 2|2 E Y L|LCF, [{'interfacename”: 'GlgabltEthernet1/0/5'}]]

* Hint:
BPDUfilter2| O|O|E & Al: spanning_tree_bpdufilter

SUPERCATY
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Mission #2

Cisco

All rights resen

ts affiliates




Why Jinja2 Template in Ansbile?

Ansible Configuration Template

configs

E

SUPERCATY
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Ansible Jinja2 &% & AF-&3F U H

2L E A A

1 2 3
W3l 2y ol 44 csv g%y
Ansible} Jinja2 & 2-8-3}o] A 2 Ao A 8%t 3 B EES A
BRI dle] Bl & Playbook-S &3l A "F Sl A Al
o}, R3] Bl =2l 423} sk o},
Ut

SUPERCATY



Jinja2 7| =

- Jinja2 TemplateO| Zt?

- IHO[M 9| j2 (jinja2) & &% MM =2 HEXS Urs (WO|MUM HEZS fIo Zel AT
- 2= j2

Bdmin_state,oper_status, link_state,description
{{ interface info.admin state }},{{ interface_info.oper_status }},{{ interface_info.link_state }},
{{ interface_info.description }}

SUPERCATY

Presentation 1D



- Jinja2 7|2 Bl=& 7=
(% Ht=& %)
=gk Hay 1 E

{% endfor %}

O Al:
name,age #csvel oo 7t 2 22 L
{% for person in people %} #people list2| Zt 2-=0f CHSH 14 &Fd
{{ person.name }},{{ person.age }} #Zf H= 2 HZE T2TL|C}
{% endfor %} #t S 2 0K = 220 =L T

: Generate CSV file

: 'templates/interface_info.)2
: interface_info.csv

23



Jinja2 7| 2= — interface info.j2

ansible > pyATS+Ansible > templates > interface_info.j2

admin_state,oper_status, link_state,description
{{ interface_info.admin_state }},

{{ interface_info.oper_status }},
{{ interface_info.link state }},
interface_info.description }}

SUPERCATD

Presentation 1D
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Jinja2 7| 2= — interface info.j2

- name: Interface information
pyats_parse_command:
command: show interface
register: output

- name: Save interface information to a variable (174 2QIEI
set_fact:
interface_info: "{{ output.strudtured['Ethernetl/l']

Presentation 1D

TASK [debug] skkkeksioksksksiookseoksksrorokokok
sorskokokskokkokok
ok: [nxosl] => {

"interface_info": {
"admin_state": "down",
"auto_mdix™: "on",
"auto_negotiate": true,
"bandwidth": 10000000,
"beacon": "off",
"counters": {

"in_bad_etype_drop": 0
"in_broadcast_pkts": ©
"in_crc_errors': 0,
"in_discard": @,
"in_errors": 0,
"in_if_down_drop": 0,
ignored": @




Mission Time!




Mission 2:
o DjNg 9T BH X

—

1. cd DevNet Korea/03 Reporting

2. Ansible-playbook main.yml —i hosts

SUPERCATD

$ ansible—playbook main.yml —i hostsg

Presentation 1D
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Mission 2:
AL =% 3P04 CSv ILt¥ Br=7|

« DevNet_Korea/03_ Reporting/templates/interface_info.j22 =850 0| M & = 5Lt
* Interface_info2| bandwidthE F7}5t= L& = Jinja2 HEAO| =7t L|C}

K El OJA[ Interface info.csvl| LHE S =HQIgtL| L,

cdt Interrace_inro,csy

e Hint:

Bandwidth2| @ Al: interface_info.bandwidth

SUPERCATS



HE®3 834 HES 27l — multi_interface_info.j2

ansible > pyATS+Ansible > templates > multi_interface_info.j2
Jansible [nterface,admin_state,oper_status, link_state,mac_address,in_crc_errors
{% for item in range(1l, 65) %}
Ethernetl/{{ item }},{{ output.structured['Ethernetl/' + item|stringl.admin_state }},
{{ output.structured['Ethernetl/' + item|stringl.oper_status }},
{{ output.structured['Ethernetl/' + item|stringl.link_state }},
{{ output.structured['Ethernetl/' + item|stringl.mac_address }},
{{ output.structured['Ethernetl/' + item|stringl.counters.in_crc_errors }}
{% endfor %}

Hostname: {{ version.structured.platform.hardware.device_name }}
Version: {{ version.structured.platform.software.system version }}
Model: {{ version.structured.platform.hardware.model }}

0S: {{ version.structured.platform.os }}

CPU Usage (last 5 minutes): {{ cpu.structured.five_min_cpu }}%

Memory Total: {{ memory.structured.memory_usage.memory_usage_total_kb }}KB
Available Memory: {{ memory.structured.memory_usage.memory_usage_free_kb }}KB
Unavailable Memory: {{ memory.structured.memory_ usage.memory_usage_used_kb }}KB

Redundancy State: {{ redundancy.structured.redundancy_mode.operational }}
Active Supervisor Time: {{ redundancy.structured.active_supervisor_time }}

Routina total routes: {{route.structured.vrf.default.total routes }}



HEI 84 HES A7l — multi_interface_info.csv

root@22131cc9e8el: /ansible/pyATS+Ansible# cat multi_interface_info.csv
Interface,admin_state,oper_status, link_state,mac_address,in_crc_errors
Ethernetl/1,down,down, down,bcd2.95a4.bc67,0
Ethernetl/2,down, down, down,bcd2.95a4.bc67,0
Ethernetl/3,down,down, down,bcd2.95a4.bc67,0
Ethernetl/4,down, down, down,bcd2.95a4.bc67,0
Ethernetl/5,down,down, down,bcd2.95a4.bc67,0
Ethernetl/6,down, down, down,bcd2.95a4.bc67,0
Ethernetl/7,down,down, down,bcd2.95a4.bc67,0
Ethernetl/8,down, down, down,bcd2.95a4.bc67,0
Ethernet1/9,down,down, down,bcd2.95a4.bc67,0
Ethernetl/10, down, down,down, bcd2.95a4.bc67,0
Ethernetl/11, down, down,down, bcd2.95a4.bc67,0
Ethernetl/12, down, down,down, bcd2.95a4.bc67,0
Ethernet1/13, down, down,down, bcd2.95a4.bc67,0
Ethernetl/14, down, down,down, bcd2.95a4.bc67,0
Ethernetl/15, down, down,down, bcd2.95a4.bc67,0
Ethernetl/16, down, down,down, bcd2.95a4.bc67,0
Ethernet1/17,down, down,down, bcd2.95a4.bc67,0
Ethernetl/18.down.down.dpown.b¢cd2.95a4.bc67.0

Hostname: switch

Version: 9.3(5)

Model: Nexus900@ C93108TC-EX
0S: NX-0S

CPU Usage (last 5 minutes): 5%
Memory Total: 24631956KB
Available Memory: 18486848KB
Unavailable Memory: 6145108KB

Redundancy State: None
Active Supervisor Time: 1 days, 17 hours, 57 minutes, 4@ seconds

Routing total routes: 4 Presentation ID 23



HE®3I 848 B=3 27l — multi_interface_info.csv
to Webex

The Mosaic ¢

Hostname: NSKv1

Version: 10.3(1) [Feature Release]
Model: Nexus9000 C9300v

0OS: NX-0S

HAIX]

=2el 23 12:51
Interface,admin_state,oper_status,link_state,mac_address,in_crc_errory
Ethernet1/1,up,up,up,5201.351e.0101,0
Ethernet1/2,up,up,up,5201.351e.0102,0
Ethernet1/3,up,up,up,5201.351€.0103,0
Ethernet1/4,up,up,up,5201.351€.0104,0
Ethernet1/5,up,up,up,5201.351e.0105,0
Ethernet1/6,up,up,up,5201.351e.0106,0
Ethernet1/7,up,up,up,5201.351e.1b08,0
Ethernet1/8,up,down,down,5201.351e.0108,0
Ethernet1/9,up,down,down,5201.351e.0109,0
Ethernet1/10,up,down,down,5201.351e.010a,0
Ethernet1/11,up,down,down,5201.351e.010b,0
Ethernet1/12,up,down,down,5201.351e.010¢,0
Ethernet1/13,up,down,down,5201.351e.010d,0
Ethernet1/14,up,down,down,5201.351e.010e,0

CPU Usage (last 5 minutes): 17%
Memory Total: 8135680KB
Available Memory: 2726912KB
Unavailable Memory: 5408768KB

Redundancy State: None
Active Supervisor Time: 6 days, 8 hours, 47 minutes, 10 seconds

Routing total routes: 3

VPC Peer Status: peer adjacency formed ok
VPC Keepalive Status: peer is alive

VPC Type 2 Consistency Status: success
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