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laC (Infrastructure-as-Code)

Overview
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X HSH 1aC tool MEIS| EHQ

Ansible vs Terraform
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Triggering playbooks from Terraform

> Provisionerg& A5 Terraform2 S3H Ansible playbook EE|H 7ts
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rd-file ./.va




resource "null_resource" "attach_esxi_dvs" {
depends_o
module.v re["mdr1"]

]

provisioner “local-exec" {
and = "ansible-playbook -i inventory.yaml attach_hosts_vds.yaml'
] ir = "ansible’
[
"/bin/bash", "-c'
]

environment = {
VMWARE_HOST = "vcsa-mdrl.cisco.com'
VMWARE_USER = var.vcenter_username
VMWARE_PASSWORD = var.vcenter_password
}..
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About Ansible

. Configuration, Orchestration tool
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Ansible A X|

> Version N3

S ansible --version

> Pipg S¢t 24

—

S py —m pip install --user ansible

> Upgrade It

S py —m pip install --upgrade --user ansible



> Inventory item== 1S3t A2 = U=

> 7|2 O& - [all], [ungrouped]

> Inventory item< variablesE 7t &= US



Inventory — INI L& & Al

Inventory.ini

[apic]
apic.cisco.com ansible_host=10.xx.xXXx.XXx username=cisco certificate_name=labadmin.crt private_key=pki/labadmin.key

validate_cert=no

[fabric]

leafl.cisco.com ansible_host=10.xx.XXX.XXX
leaf2.cisco.com ansible_host=10.xx.XXX.XXX
leaf3.cisco.com ansible_host=10.xx.XXX.XXX
spinel.cisco.com ansible_host=10.xx.XXX.XXX

[fabric:vars]
ansible_ssh_user=cisco
ansible_ssh _pass=12345

[sample:group]
apic
fabric



Inventory - YAML It

sample: # 15 O| &
group: # 1& LH& Al%}
apic: # ‘apic’ 18 &9
hosts: ## @ AE S & A|&f
apic.cisco.com: # @ AE O| &
ansible_host: 10.xx.xxx.xxx # @ AXE 9| |p T4
username: ‘cisco’ # A E 0| &S A2 X} O|E
certificate_name: 'labadmin.crt’ # 215 A It 0| &
private_key: pki/labadmin. key# Private Key I} 22| Z £
validate_certs:no# QIS M 2 AAL O E
fabric: # ‘fabric 15 & 9|
hosts: # SAE S & A%
leafl.cisco.com: # @A E 0]
leaf2.cisco.com: # @A E 0]
leaf3.cisco.com: # @ A E Of
spinel.cisco.com: # @A E O| &
vars: # 15 Ha MO
ansible_ssh_user: cisco # SSH A2 0| AL E AL X} 0|5
ansible_ssh_pass: 12345 # SSH 7Ed(}” ANEE HEHS
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> Playbook, Ad-Hoc command LHO| A AF2

> AnsibleO| A X|E, AtEot= <Al A0«
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@ Documentation ANSIBLEFEST ~ PRODUCTS  COMMUNITY  WEBINARS & TRAINING BLOG
Namespace

Collections in the Kubernetes

These are the plugins in the cisco.aci collection:
Namespace

Collections in the Lowlydba Namespace Modules

Collections in the Microsoft Namespace

Collections in the Netapp Namespace aaa_custom_privilege module - Manage AAA RBAC Custom Privileges (aaa:RbacClassPriv)
Collections in the Netapp_eseries aaa_domain module - Manage AAA domains (aaa:Domain)

Namespace aaa_role module - Manage AAA roles (aaa:Role)

a_ssh_auth module - Manage AAA SSH auth (aaaSshAuth) objects.
a_user module - Manage AAA users (aaa:User)

Collections in the Netbox Namespace

Collections in the Ngine_io Namespace .
£ B aa_user_certificate module - Manage AAA user certificates (aaa:UserCert)

a_user_domain module - Manage AAA user domains (aaa:UserDomain)

a_user_role module - Manage AAA user roles (aaa:UserRole)
access_port_block to_access port module - Manage port blocks of Fabric interface policy leaf profile interface selectors (infra:HPortS, infra:PortBlk)
access_port_to_interface_policy_leaf_profile module - Manage Fabric interface policy leaf profile interface selectors (infra:HPortS, infra:RsAccBaseGrp, infra:PortBlk)
access_span_dst_group module - Manage Access SPAN destination groups (span:DestGrp)

Collections in the Purestorage access_span_filter_group module - Manage Access SPAN filter groups (span:FilterGrp)
Namespace

Collections in the Openstack
Namespace

Collections in the Openvswitch
Namespace

Collections in the Ovirt Namespace

access_span_filter_group_entry module - Manage Access SPAN filter group entries (span:FilterEntry)
Collections in the Sensu Namespace access_span_src_group module - Manage Access SPAN source groups (span:SrcGrp)

(gt s s B < Y B s access_span_src_group_src module - Manage Access SPAN sources (span:Src)
group_src_path module - Manage Access SPAN source paths (span:RsSrcToPathEp)
i e access_sub_port block to access port module - Manage sub port blocks of Fabric interface policy leaf profile interface selectors (infra:HPortS, infra:SubPortBIk)
aep module - Manage attachable Access Entity Profile (AEP) objects (infra:AttEntityP, infra:ProvAcc)
i aep_to_domain module - Bind AEPs to Physical or Virtual Domains (infra:RsDomP)
aep_to_epg module - Bind EPG to AEP (infra:RsFuncToEpg).

. access_span_src
Collections in the T_systems_mms

Collections in the Telekom_mms

Collections in the Theforeman . b
Namespace ap module - Manage top level Application Profile (AP) objects (fv:Ap)

bd module - Manage Bridge Domains (BD) objects (fv:BD)

bd_dhcp_label module - Manage DHCP Labels (dhcp:Lbl)

bd_subnet module - Manage Subnets (fv:Subnet)

Collections in the Vyos Namespace bd_to_|3out module - Bind Bridge Domain to L3 Out (fv:RsBDToOut)

Collections in the Wt Namespace bgp_best_path_policy module - Manage BGP Best Path policy (bgp:BestPathCtrlPol)
bgp_rr_asn module - Manage BGP Route Reflector ASN.

bgp_rr_node module - Manage BGP Route Reflector objects.

Collections in the Vmware Namespa

Collections in the Vultr Namespace

Indexes of all modules and plugins

e RS bgp_timers_policy module - Manage BGP timers policy (bgp:CtxPol)

Return Values bulk_static_binding_to_epg module - Bind static paths to EPGs (fv:RsPathAtt)
Ansible Configuration Settings cloud_ap module - Manage Cloud Application Profile (AP) (cloud:App)

Controll e e cloud_aws_provider module - Manage Cloud AWS Provider (cloud:AwsProvider) Q search this site
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Playbook 7|& Configl| &=A

# Playbook
< Playbook A| &}
- name: Playbook sample < Playbook O| &
hosts: apic “ Host group
: no < Variable =&
tasks: < Task list A| &
- name: "Create Tenant" < Task O| &
cisco.tenant: < o= M
host: cisco.com
username: admin < 219
password: 12345
state: present < Tenant &
tenant: “tenanty” < Tenant O| &
description: "Tenant created with Ansible" < Description



Playbook command & 2t

> Ansible2| Playbook command2 & Playbook file

S ansible-playbook -i Inventory.yml I playbook.yml

Inventory file

> Inventory Lt O| QUCHH default 49l /etc/ansible/hostsE A H &l




Playbook output command

ase) shaphi -M- emol % ansible-playbook -i inventory demo.ym
(base) shaphill@SHAPHILL-M-MOXY d 1% ible-playbook -i i d |

PLAY [Demo Playbook]

3k 3k 3k 3k 5k 3k 3k 3k >k 3k sk 3k 3k >k 3k 3k 3k 3k >k 5k 3k %k 5k >k 3k 3k %k 5k >k 3%k 3k %k 3k 3k 5%k 3k >k 3k >k %k 3k %k 5%k 3k %k 3k %k 3%k %k >k 3k 3k 5%k %k >k 5k %k %k %k %k 3%k %k 3%k 3k >k 5%k 3k 3%k 3k >k 5%k 3k %k 5k >k %k 3k %k 5%k >k %k 3k %k 3%k %k %k 3k 3k 3%k %k >k 5k %k %k 3k >k 5%k %k 3%k 3%k >k 3%k %k 3%k 3% >k 5%k %k %k 5k %k *k %k kkk

TASK [Create tenant]

3k 3k 3k ok 3k 3k %k 3k %k 3k %k %k 3k %k 3k 3k %k %k 3k %k %k %k %k %k *k k

ok: [https:// network:8041]

3k 3k 3k 3k 3k ok 3k 3k >k 3k 3k 3%k k >k 3k 3k 3%k 3k >k 5k 3k >k 5k >k 3%k %k >k 5%k >k %k 3k %k 3%k %k %k 3k %k 5%k %k >k 5k %k >k %k >k 3%k %k %k 5%k >k 5%k %k %k 3% %k %k %k %k 5k %k kk

TASK [Create VRF]

3k 3k 3k 3k %k 3k 3k 3k >k 3k >k 3k 3k >k 3k 3k 3k 3k >k 5k 3k %k %k %k 3%k 3k %k %k %k %k %k *k %k k¥

changed: [https:// network:8041] COﬂﬂguratiOﬂ Ol
OS5t = ALE ot 7
TASK [Create bridge domains] EI Ol- =_° H 0” =~ -”

changed: [https:// network:8041]
[...]

3k 3k 3k ok 3k 3k 3k 3k >k 3k 3k 3k sk >k 3k 3k 3k %k 3k 5k 3k >k %k >k 3k 3k >k 3k >k 3k %k %k 3k 3k 3%k %k %k 5k %k %k %k %k 3%k %k %k 3k *k k k¥

https://esc-aci-network:8041 : ok=5 changed=5 unreachable=0 failed=0 skipped=0 rescued=0 ignored=0
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> Role2 7| =4k, W, task 5= A= E 0 F 20| X
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v ANSIBLE-ROLES
aci-network-noseg

> defaults
> files

> handlers
> meta

> tasks

> templates
> tests

> vars

I' travis.yml
(i) README.md

LEO &

» defaulsts - 7|2 H=

> vars - o1 Xl RoleX} 2t E 2=

> tasks - RoleO| 22 St= Ansiblel] task

> meta - 58S oot A2 O| metadata



Ansible Role

tasks/main HHS2 Iventory

Playd A 7t =

- name: Create network

network_type: 12

public: no vars:
aci_login: &aci_login

host: "{{ ansible_host }}"

username! "{{ aci_username }}"
password: "{{ aci_password | default(omit) }}"
Cacol

block:

- name: Add Bridge Domain
cisco.aci.aci_bd:
<<: *aci_login
tenant: "{{ tenant_name }}"
bd: "{{ network_name }}"
vrf: "{{ vrf_name }}"

12_unknown_unicast: "{{ 'proxy' if (network_type == 'L3') else 'flood"' }}"
arp_flooding: yes
enable_routing: "{{ 'ves' if (network_type == 'L3') else 'no' }}"

state! present

[...]



Ansible Role

Role= Play levelO| A At&0t= A|LIE| 2 - B E2[0f Ciet 12

# Playbook 1

- hosts: apic
connection: local
gather facts: no

\.

).
roles:

"

- role: aci-network-noseg
network_name: vlan001
network_type: L3
subnet: 192.168.1.1/24
public: yes

tasks:

[oc

-]

# Playbook 2

- hosts: apic
connection: local
gather facts: no

network_name: vlan001
network_type: L3
subnet: 192.168.1.1/24
public: yes

froles: A
- role: aci-network-noseg
vars:

J

tasks:

[...]

= ALtzle =5 A



Ansible Role

PlaybookO| Role2 Z2A|Z|= A|LIE[ 2 (include_role)

# Example playbook

- hosts: apic
connection: local

gather_facts: no > RO|€O| Io-|9|EI_| _JIEA-I EHE AEI'C';OI-I
[ooc]
tasks:
[...] > B0 HR|= RoleE X[H
- name: Add network
include_role:
name: aci-network-noseg - - - .
vars: > Role 25 2F9| HE=E X 7=

network_name: vlan6ol
network_type: L3
subnet: 192.168.1.1/24
public: yes



Ansible Role

PlaybookO| M Role= 7t & A|LIE| 2 (import_role)

# Example playbook

- hosts: apic
connection: local
gather_facts: no

-]

tasks:
Toc -]
- name: Add network
import_role:
name: aci-network-noseg
vars:
network _name: vlan001l1
network_type: L3
subnet: 192.168.1.1/24
public: yes

> RoleO| G2o|& =AL=



Ansible configuration tip
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Ansible configuration tip
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Ansible configuration tip

Playbook= O| &3l mO|Z2t0|d Of-§ X 2| utH

- name : # PlabookOf| A IFO| Z2}0| 'd CHS

hosts :

become :

vars :
ansible_ssh_pipelining :

tasks:

-name : # ansible_user0f| Ci ¢} requiretty A H 2 H| =g 3}
lineinfile: # lineinfile 2= = /etc/sudoers Lt =

dest : /etc/sudoers
regexp : ‘ADefaults : {{ ansible_user }}\s requiretty’ # S &
line : ‘Defaults : {{ ansible_user }} requiretty’
validate : ‘visudo —cf %s’
backup :



Ansible configuration tip
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