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Ansible Cisco.Nxos Collection 2=

cumentation

Namespace
B Collections in the Cisco Namespace
Cisco.Aci
Cisco.Asa
Cisco.Dnac
Cisco Intersight
Cisco.los
Ciscolosxr
Ciscolse
Cisco.Meraki
Cisco.Mso
B Ciseo.Nxos
Description
Plugin Index
CiscolUcs
Collections in the Cloud Namespace

Collections in the Cloudscale_ch
Namespace

Collections in the Community
Namespace

Collections in the Containers
Namespace

Collections in the Cyberark Namespace
Collections in the Dellemc Namespace

Collections in the F5networks
Namespace

Collections in the Fortinet Namespace
Collections in the Frr Namespace
Collections in the Gluster Namespace

Collections in the Google Namespace

Modules

= nxos
= nxos
« NX0s
« NX0s
« NXos
- nxos
- nxos
. nxos
. nxos
= nxos

= NXo0s

aaa_server module - Manages AAA server global configuration.

aaa_server_host module - Manages AAA server host-specific configuration.
acl_interfaces module - ACL interfaces resource module

acls module - ACLs resource module

banner module - Manage multiline banners on Cisco NXOS devices

bfd_global module - Bidirectional Forwarding Detection (BFD) global-level configuration
bfd_interfaces module - BFD interfaces resource module

bgp_address_family module - BGP Address Family resource module.

bgp_global module - BGP Global resource module.

bgp_neighbor_address_family module - BGP Neighbor Address Family resource module.
bgp_templates module - BGP Templates resource module.

= _NXOS
« NX0s
- Nxos
- nxos

- nxos

command module - Run arbitrary command on Cisco NXOS devices |

config module - Manage Cisco NXOS configuration sections

devicealias module - Configuration of device alias for Cisco NXOS MDS Switches.
evpn_global module - Handles the EVPN control plane for VXLAN.

evpn_vni module - Manages Cisco EVPN VXLAN Network Identifier (VNI).

= NX0S

Tacts module - Gets facts about NX-OS switches |

. nxos
= nxos
= nxos
« NX0s
« NX0s
- Nxos
- nxos
- nxos
. nxos
. nxos
= nxos
= nxos
* NX0s
« NX0s

fc_interfaces module - Fc Interfaces resource module

feature module - Manage features in NX-OS switches.

file_copy module - Copy a file to a remote NXOS device.

gir module - Trigger a graceful removal or insertion (GIR) of the switch.

gir_profile_management module - Create a maintenance-mode or normal-mode profile for GIR.

hostname module - Hostname resource module.

hsrp module - Manages HSRP configuration on NX-OS switches.
hsrp_interfaces module - HSRP interfaces resource module

igmp module - Manages IGMP global configuration.

igmp_interface module - Manages IGMP interface configuration.
igmp_snooping module - Manages IGMP snooping global configuration.
install_os module - Set boot options like boot, kickstart image and issu.
interfaces module - Interfaces resource module

12_interfaces module - L2 interfaces resource module
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Ansible nxos_facts parameters
omew w0

true® AEsHH 2oL BES ARRY = U= HIERIS 2|44 =20 HZELCH

available_network_resources Choices:
boolean false < (default)
true

I subsetOf| CHot A7 Artat =RIBILICE O BY2 subset2 LS 352 S50 2 A o= USLICH B8 EH subset2 TSI
20 8T subset 0| IS AtRE

4>
0
)3
g
_l'_l_

gather_network_resources
list / elements=string

0| Q= $01"| subset0f| CishA Rt operation HEE +EBILICE O] Q=0 AFRE o~ QU= 22
QIL|CH O 22 subsetS ZaSIEZ 3f S22 X|HE & UELICE £t %’é subsetZ $HHK| =S XYoHH ol subset 2H0f| 12 AL
gather_subset ASLICE

list / elements=string
Default: ["'min"]
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Ansible nxos_facts &= &

247

I_I_
=4 &

2t
HA

ansible_net_all_ipv4_addresses
list / elements=string

All IPv4 addresses configured on the device
Returned: when interfaces is configured

ansible_net_all_ipv6_addresses
list / elements=string

All'IPv6 addresses configured on the device
Returned: when interfaces is configured

ansible_net_api
string

The name of the transport
Returned: always

ansible_net_model
string

The model name returned from the device
Returned: always

ansible_net_neighbors
dictionary

The list of LLDP and CDP neighbors from the device. If both, CDP and LLDP neighbor
data is present on one port, CDP is preferred.
Returned: when interfaces is configured

ansible_net_python_version
string

The Python version Ansible controller is using
Returned: always

ansible_net_config
string

The current active config from the device
Returned: when config is configured

ansible_net_filesystems
list / elements=string

All file system names available on the device
Returned: when hardware is configured

ansible_net_gather_network_resources
list / elements=string

The list of fact for network resource subsets collected from the device
Returned: when the resource is configured

ansible_net_hostname
string

The configured hostname of the device
Returned: always

ansible_net_image
string

The image file the device is running
Returned: always

ansible_net_interfaces
dictionary

A hash of all interfaces running on the system
Returned: when interfaces is configured

ansible_net_license_hostid
string

The License host id of the device
Returned: always

ansible_net_memfree_mb
integer

The available free memory on the remote device in Mb
Returned: when hardware is configured

1. | ansible_net_memtotal_mb
integer

The total memory on the remote device in Mb
Returned: when hardware is configured

ansible_net_serialnum
string

The serial number of the remote device
Returned: always

ansible_net_version

The operating system version running on the remote device

string Returned: always

fan_info A hash of facts about fans in the remote device
dictionary Returned: when legacy is configured
hostname The configured hostname of the remote device
dictionary Returned: when legacy is configured

interfaces_list

The list of interface names on the remote device

dictionary Returned: when legacy is configured

kickstart The software version used to boot the system

string Returned: when legacy is configured

module A hash of facts about the modules in a remote device
string Returned: when legacy is configured

platform The hardware platform reported by the remote device
string Returned: when legacy is configured

power_supply_info
string

A hash of facts about the power supplies in the remote device
Returned: when legacy is configured

vlan_list
list / elements=string

The list of VLAN IDs configured on the remote device
Returned: when legacy is configured




AﬂSl ble MOd U|eS Collection Collection Module

Namespace Name Name
. SHA FFQCN(I—I_I__ngrEl 22ilAd 1
SE I:I:I * T - name: C@pfigure VLAN-to-VNI Mapgings
|E§) ciscol{nxos|.nxos vlans:}€

. BE0|= A O|EE FoloH= config:

o - name: Overlay-1
o0 2=l O 2R vlan id: 100

mapped vni: 10000
- name: Web Servers

vlan id: 101

mapped vni: 10101
- name: DB Servers

vlian id}f [102

mapped vni: 10102

state: merged

Parameter Value
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Ansible nxos_factsE AFE%t playbook &
- ubuntu AlH &=

- DevNet_Korea/01_NXOS_facts EH=Z O|=

vimd 4F % 8817

- - FHO=Z inventory Ot (DAY hosts) X

vi ggRc 2 Mg}
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Ansible NXOS 2= Connection &AM

Connections available

Protocol SSH HTTR(S)
Credentials uses 55H keys / 55H-agent if present uses HTTPS certificates if present
accepts -u myuser -k if using password
Indirect Access by a bastion (jump host) by a web proxy
Connection Settings ansible_connection: ansible_connection:
ansible.netcommon.network_cli ansible.netcommon. httpapi
Enable Mode supported: use ansible_become: true with ansible_become_method: ensble and ansible_become_password: not supported by NX-API

(Privilege Escalation)
supported as of 2.5.3

Returned Data Format stdout[a]. stdout[@].messages[2].

The ansible_connection: local has been deprecated, Please use ansible_connection: ansible.netcommon.network_cli O ansible_connection: ansible.netcommon.httpapi instead.
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Ansible nxos_facts= AE Efplaybook AloH

1_gatheralllegacyfacts.yml Zzjo|=

- hosts: nexus
| gather_facts: false |
tasks:

- name: Gather all legacy facts
isco.nxos.nxos_facts:
gather_subset: all
- name: Show Gathered Facts
lebug:
msg: "{{ ansible_facts }}"




Ansible nxos_factsE AFE%t playbook &




Playbook &gt Z1f txt L= K&

root@localhost:~/DevNet Korea/0l1l NXOS facts# sudo ansible-playbook -i hosts

1 gatheralllegacyfacts.yml | tee 1 gatheralllegacyfacts.txt

tee: 00| Z2{ ZTE MUt S|7H0} SAlol| Z2fE & Y2 siEE
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nxos_facts

- hosts: nexus
gather_facts: false

tasks:
- name: Gather only hostname
cisco.nxos.nxos_facts:
gather_subset: legacy

- name: Print hostname

AlSH
= o

debug:
var: ansible_facts.net__hostname
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nxos_facts Alcd A3

- name:
cisco.nxos.nxos_facts:
gather_subset:
- 'lhardware'

- name:
cisco.nxos.nxos_facts:
gather_subset: hardware
gather_network_resources: hostname

SUPERCATD

21t

OfALBHE |



nxos_facts AleH A1} Of|AISHE D ||

- hame: "ansible_net_gather_subset": [
asco.nxos.nxos_facts: "interfaces",
gather_subset: refault’
efau
- 'lhardware’ '
"legacy”,
"features”,
"config"
"ansible_net_hostname": "N9Kv2",
- hame: "ansible_net_image": "bootflash:///nxos64-cs.10.3.1.F.bin",

cisco.nxos.nxos_facts:
gather_subset: hardware
gather_network_resources: hostname

"ansible_net_license_hostid": "99IMMVMQ5IN",
"ansible_net_memfree_mb": 2643.296875,
"ansible_net_memtotal_mb": 7945.0,
"ansible_net_model": "Nexus9000 C9300v Chassis",
"ansible_net_platform": "N9K-C9300v",
"ansible_net_python_version": "3.10.12",
"ansible_net_serialnum": "92E5Y15VMRP",
"ansible_net_system": "nxos",
"ansible_net_version": "10.3(1)",
"ansible_network_resources": {

"hostname": {
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Of2ff taskE Aot &
3_interfaces.yml D& =

- name: Gather only the interfaces resource facts and no legacy facts
cisco.nxos.nxos_facts:
gather_subset:
- 'lall’
- 'Imin’
gather_network_resources
- interfaces

SUPERCAT™D



Of2ff taskE =oll ZtE ZZIESH=
3_|nterfaces.yml MY -~ B AleHSHE D |

- hosts: nexus
gather_facts: false
tasks:
- name: Gather only the interfaces resource facts and no legacy
facts
cisco.nxos.nxos_facts:
gather_subset:
- "lall"
- "Imin"
gather_network_resources:
- interfaces
- name: Show Gathered Facts
debug:
msg: "{{ ansible_facts }}"

SUPERCAT™D
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Ansible nxos_config &=

- name: Configure PIM Anycast RP
cisco.nxos.nxos_config:

lines:
- "ip pim anycast-rp {{ s1_loopback1 }} {{ s1_loopbacko }}" )
- "ip pim anycast-rp {{ s2_loopback1 }} {{ s2_loopback0 }}" OpthﬂSZ
save_when: modified * always - copy always

* modified - copy only if changed since last save
» changed - copy only if the task made a change
* never - never copy

save_when
string

When changes are made to the device running-configuration, the changes are not copied to non-volatile storage by default. Using this argument
will change that before. If the argument is set to always, then the running-config will always be copied to the startup-config and the modified flag
will always be set to True. If the argument is set to modified, then the running-config will only be copied to the startup-config if it has changed
since the last save to startup-config. If the argument is set to never, the running-config will never be copied to the startup-config. If the argument
is set to changed, then the running-config will only be copied to the startup-config if the task has made a change. changed was added in Ansible
2.6.

Choices:

*  "aluays"
« "never” < (default)
*  "modified"

* "changed"

SUPERCATY
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Ansible nxos_command 2=

commands
list / elements=any / required

The commands to send to the remote NXOS device. The resulting output from the command is returned. If the wait_forargumentis
provided, the module is not returned until the condition is satisfied or the number of retires as expired.

The commands argument also accepts an alternative form that allows for complex values that specify the command to run and the
output format to return. This can be done on a command by command basis. The complex argument supports the

keywords command and output where command is the command to run and output is one of ‘text’ or ‘json’.

If a command sent to the device requires answering a prompt, it is possible to pass a dict containing command, answer and prompt.
Common answers are 'y’ or “Wr" (carriage return, must be double quotes). See examples.

Configures the interval in seconds to wait between retries of the command. If the command does not pass the specified conditional,

interval the interval indicates how to long to wait before trying the command again.
integer Default: 1
The match argument is used in conjunction with the wait_forargument to specify the match policy. Valid values are all or any. If the
value is set to all then all conditionals in the wait_formust be satisfied. If the value is set to any then only one of the values must be
satisfied.
match .
. Choices:
string "o
"any
"all" « (default)
Specifies the number of retries a command should by tried before it is considered failed. The command is run on the target device
) every retry and evaluated against the wa/t_forconditionals.
retries i
inteqer The commands are run once when retriesis set to 0.
9 Default: 9
wait for Specifies what to evaluate from the output of the command and what conditionals to apply. This argument will cause the task to

aliases: waitfor
list / elements=string

SUPERCATD

wait for a particular conditional to be true before moving forward. If the conditional is not true by the configured retries, the task
fails. See examples.
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Ansible nxos_commandOi|A] prompts Al

- name: run commands that require answering a prompt
cisco.nxos.nxos_command:
commands:
- configure terminal
- command: no feature npv
prompt: Do you want to continue
answer: y

- name: Misc Commands
cisco.nxos.nxos_command:
commands: copy ftp://nxos.bin bootflash:
prompt:
- "Username:"
- "Password:"
answer:
- devnet
- 1234Qwer
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Ansible nxos_command& AFE%t playbook &3t

- hosts: nexus
gather_facts: false
tasks:
- name: Run show version on Remote Device
cisco.nxos.nxos_command:
commands: show version
register: results
- name: Show results
debug:
msg: "{{ results.stdout_lines }}"

yw;



tem (NX-0S) So
cisco.com/tac
cts_support_series_home.html

tflash:///nxos64-cs.10.3.1.F.bin
/2022 15:00:00 [08/19/2022 02:44:02]

re
co Nexus9000 C9500v Chassis ("Supe - Module™)
ntel(R) Xeon(R) CPU E7- 30 @ 2.13 h 10191476 kB of memory.
Processor Board ID 9G9PDMTIYYO
ce name: Nexus9k
flash: 4287040 kB

Kernel uptime is 0 day(s), 18 hour(s), 58 minute(s), 52 second(s)

Nexusok# I




Ansible nxos_command& AFE%t playbook &3t

- hosts: nexus
gather_facts: false
tasks:
- name: Run show version on Remote Device
Cisco.nxo0s.nxos_command:
commands: show version
wait_for: result[0] contains hyeyeon
register: results
- name: Show results
debug:
msg: "{{ results.stdout_lines }}"




Ansible nxos_commandE AR

ot

ot playbook 2

root@localhost:~/Devh

- hosts: nexus

gather_facts: false
tasks:

TASK. [Show resULES] Svassessersanssntorstaseasssatstvessrasssanssenssrenssnssssanssnsssmasssanssassssassvard
- name: Run show version on Remote Device
cisco.nxos.nxos_command:

commands:

- show version
- show interface brief
register: results
- name: Show results
debug:

msg: "{{ results.stdout_lines }}"
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nexus 29X 2| os A, License hostid,
redundancy status= printote =

5_mission_nxos.yml playbook=
d38e=E A

1
0

F7MEQIE 3™ 25 2t 5 AWl A S
mission_nxos_result.txt I M
playbook 4 3 A2
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Gather_subset -> min &

Redundancy status 2t2I5t= B : show

redundancy status
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devnet@devnet-virtual-machine:~/DevNet_Korea/01_NXOS_facts$ cat testmission.yml

- hosts: nexus
gather_facts: false
tasks:
- name: gather minimum subset info
cisco.nxos.nxos_facts:
gather_subset:
-min
- name: show command
cisco.nxos.nxos_command:
commands: show redundancy status
register: commandresults
- name: Show Gathered info
debug:

msg: "{{ ansible_facts.net_version, ansible_facts.net_license_hostid, commandresults.stdout_lines}}"

Presentation ID

32
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