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A1 Standard ACL AN

P

7

|

- Router0|| A Standard ACLZ M3t 10.10.10.118F E41 5| &5}=
« ACL numberz 1 Al

- Router@| interface gi 0/00] ACLE H-&gL|LC}.

« Hint: p.31

O

O]

|

Jiok

- PC10A Server12 2 & H&(ping 20.20.20.21)
.« PC20{|A Server122 & A1fi(ping 20.20.20.21)

. Router®| A show ip access-lists 1 HHOZ F7t=l 71-2H =0
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A& 1. Standard ACL A (

Router(config)#ip access-list standard 1
Router(config-std-nacl)#permit 10.10.10.11 log
Router(config-std-nacl)#
Router(config-std-nacl)#interface gi 0/0
Router(config-if)H#ip access-group 1 in

Routerttshow ip access-lists 1
Standard IP access list 1

10 permit 10.10.10.11 log
Routertt
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252, Standard ACL HE2| =7}

=
- A5100M Md3t ACLO 10.10.10.0/24 Y2 B 85t= ANEZ|E FIHLLICH

. Router?| privilege moded| A clear access-list counters 1 @ HO & AT LY,
o AZ0|A SIS IR E 7} X7|3} =L C}

« Hint: p.41

O]

|

Jiok

- PC10{|A Server12 2 & d3&(ping 20.20.20.21)
- PC20| M Server12 2 & M3 (ping 20.20.20.21)

. Router®| A show ip access-lists 1 HHOZ F7t=l 71-2H =0
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Al&2. Standard ACL NEZ| F=7} ()

Router(config)#ip access-list standard 1
Router(config-std-nacl)#permit 10.10.10.0 0.0.0.255 log

Routerttshow ip access-lists 1
Standard IP access list 1
10 permit 10.10.10.11 log (3 matches)

20 permit 10.10.10.0, wildcard bits 0.0.0.255 log (5 matches)
Routertt

]
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AM23 Standard ACL YIEZ| ALY S ==

P

7

|

- AE10IAM M- 10.10.10.112 81 8t= AER|E MAHT LI CH
« 10.10.10.11= Atttot= A EZ| H4-dSHH Ol sequnce numberE 52 St

Hint: p.36, 37

O]

|

Jiok

- PC10| A Server1 22 & Ail{(ping 20.20.20.21)
« PC20{|A| Server12 2 & ‘45 (ping 20.20.20.21)

. Router®| A show ip access-lists 1 HHOZ F7tE 71-2H =0
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AlZ3 Standard ACL 2 M|t Z=7} (B

Router(config)#ip access-list standard 1
Router(config-std-nacl)#no 10
Router(config-std-nacl)#5 deny 10.10.10.11

Routerttshow ip access-lists 1
Standard IP access list 1
5deny 10.10.10.11 (6 matches)

20 permit 10.10.10.0, wildcard bits 0.0.0.255 log (7 matches)
Routertt
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A2 Extended ACL AN

P

7

|

- RouterO| M Extended ACLE ‘d-d3t12 O|If ACL name extACLE & L|C}.
- PC10|M Server12Z 7t= EAE 3| 85I= AEL|S ML T},
» protocol: IP, source: host 10.10.10.11, destination: 20.20.20.21
- Router?| interface gi 0/00] ACL=2 M-&gL|LC}.
- Hint: p.55
g0l
- PC10i| A Server122 & ‘§&(ping 20.20.20.21)
« PC10||M Server12 2 SSH ‘& (ssh cisco@20.20.20.21)
- PC10|A Server22 2 & AlIf(ping 20.20.20.22)
- PC20|A Server12 2 & AlIf(ping 20.20.20.21)

a.Router9 Al show ip access-lists extACL B EO = S7HEl 7H2H 22
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A& 4. Extended ACL A (E)

Router(config)#ip access-list extended extACL
Router(config-ext-nacl)#permit ip host 10.10.10.11 host 20.20.20.21 log
Router(config-ext-nacl)#

Router(config-ext-nacl)tinterface gi 0/0

Router(config-if)#ip access-group extACL in

Routerttshow ip access-lists extACL
Extended IP access list extACL

10 permit ip host 10.10.10.11 host 20.20.20.21 log (2 matches)
Router#

cisco © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public



&5, Extended ACL - SSHAFE

P

7

| M
- 540 M d-gdok ACLOIAM PC1(10.10.10.11)0| A Server1Z SSH &4 AttHot= AEZ|E FI74er L T
* sequnce number:5, protocol: TCP, source: 10.10.10.11, destination: 20.20.20.21, destination port: 22

« Hint: p.53, 55

O]

|

- PC10A Server12 2 & H&(ping 20.20.20.21)
« PC10||M Server12 2 SSH 2 Iff(ssh cisco@20.20.20.21)

. Router®| A show ip access-lists extACL HHO Z FIt=l 712 F 20l

Jiok
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A5 Extended ACL - SSHAFE (B

Router(config)#ip access-list extended extACL
Router(config-ext-nacl)#5 deny tcp host 10.10.10.11 host 20.20.20.21 eq 22

Routerftshow ip access-lists extACL
Extended IP access list extACL
5 deny tcp host 10.10.10.11 host 20.20.20.21 eq 22 (1 match)

10 permit ip host 10.10.10.11 host 20.20.20.21 log (51 matches)
Router#

Heapn
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AMZ6 Extended ACL YN EZ| =7}

s
>
I
2
>
>.
>.

ot ACLOIA{ 10.10.10.0/24 THYO| 2= CHMCE ping RE2 5 &

» protocol: ICMP, source: 10.10.10.0/24, destination: any, option: echo
Hint: p.54, 55

O]

|

- PC20|| A Server12 2 ¥ A& (ping 20.20.20.21)
« PC20| M Server12 2 SSH A Iff(ssh cisco@20.20.20.21)

. RouterO| A show ip access-lists extACL 7T E =9l A| 7t2E 7}

Jiok
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A &6. Extended ACL AE 2| F=7} ()

Router(config)#ip access-list extended extACL
Router(config-ext-nacl)#permit ICMP 10.10.10.0 0.0.0.255 any echo

Routerftshow ip access-lists extACL

Extended IP access list extACL
5 deny tcp host 10.10.10.11 host 20.20.20.21 eq 22 (1 match)
10 permit ip host 10.10.10.11 host 20.20.20.21 log (51 matches)

20 permit icmp 10.10.10.0 0.0.0.255 any echo (1 match)
Router#

Heapn
'CIIS.CIO. © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public



Al 7H < Q

4 EZ 2|

45 7 ~ o

enable: Ciscol@3

**kx ASA enable H|YHS xkx

10.10.10.11

11.11.11.11

INSIDE

ﬂEO

PC4

ﬂ. EO

=

Inte.rnet
EO

8.8.8.8

OUTSIDE

Go/0
Go/1

G0/3

sfige coe

Firewall

EO

=3

Server3

20.20.20.21

DMZ

© 2024 Cisco and/or its affiliates. All rights reserved.
cisco ! 9

Cisco Public




A&7, Security Level 2 8l 240l

- Bttt pCcs57t HZEl gi 0/12] Security level & 10022 ="d gL Lt

. Hint: .65 ~
= A show HHO| AR SR (H|2HH = Cisco1@3)

Firewall# show run int

. PC4(Inside)0| Al PC5(Inside) 22 E & (ping 11.11.11.11)
. PC4 (Inside)O|| A Internet(Outside) 2 2 SSH &< & (ssh cisco@8.8.8.8)
. Internet(Outside) 0| Al Server3(DMZ)Z SSH & Alliff(ssh cisco@20.20.20.21)
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- Outside0| A< DMZZ SSH &4 755t dt= ACL’d g, O|f O| &2 test8 AtE
» protocol: TCP, source: 8.8.8.8, destination: any, destination port: ssh

- ACL<S inboundZ outside interface0| &-&

- Hint: p.66

O]

|

Jiok

. Internet(Outside)O| A Server3(DMZ)Z SSH £ 43 (ssh cisco@20.20.20.21)
. Internet(Outside) 0| A| Server3(DMZ)ZE ping 4 A1l (ping 20.20.20.21)

. FirewallO|A{ show access-list test8 7HIHE 201 A| 7} H =7}
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AlE8 JotH ACL A (&)

Firewall(config)# access-list test8 extended permit tcp host 8.8.8.8 any eq ssh log
Firewall(config)# access-group test8 in interface outside
Firewall(config)#

Firewall# show access-list test8

access-list test8; 1 elements; name hash: 0x135a5213

access-list test8 line 1 extended permit tcp host 8.8.8.8 any eq ssh log informational interval 300
(hitcnt=1) 0x3d3fc857

Firewall#
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A9, Global ACL AH

F
X

- OutsideO| A DMZE FZHE &8)2 M| 2lot H& T7+2| SSHE AtLHSt= ACL 47, O|f O| &2 test9 AHE
» protocol: TCP, source: any, destination: any, destination port: SSH

. Global ACL 2 M E3%L|LC},
Hint: p.69

Ol

|

Jiot

PC4(Inside)O| Al Internet(Outside)2 2 SSH £ 4l A1l (ssh cisco@8.8.8.8)
PC4(Inside)M| A Server3(DMZ)2 2 SSH €4 A1} (ssh cisco@20.20.20.21)
.« Server3(DMZ)H| M Internet(Outside) 2 SSH £ 4l A1} (ssh cisco@8.8.8.8)

. Internet(Outside)H| A Server3(DMZ)Z SSH £ 41 & (ssh cisco@20.20.20.21)
Al 7

. Firewall0| A show access-lists testd A E =01 A| 72 EH =7}
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AZ9. Global ACL A& (D

Firewall(config)# access-list test9 extended deny tcp any any eq ssh
Firewall(config)# access-group test9 global

Firewall(config)# show access-list test9

access-list test9; 1 elements; name hash: 0x2f3bcab2

access-list test9 line 1 extended deny tcp any any eq ssh (hitcnt=2) 0xe99392ba
Firewall(config)#
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