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7|2 (Confidentiality)

Router#show run

*May 3 07:29:55.290: %SYS-5-CONFIG I: Configured from console by console
Building configuration...

urrent configuration : 4251 bytes
)

! Last configuration change at 07:29:55 UTC Fri May 3 2024
}
ersion 15.9
service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption
)

hostname Router
)
boot-start-marker

boot-end-marker
I

;nable secret 9 $9$150PUeqcy9YAqvsl.VVGieeIgxnxA93zHcRwMSVtg. sg75dQmir38mC2Bo

- HE2 3 &H| 0| M enable AKX EE MHSID A3

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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7| 2 (Confidentiality)

Telnet AFE A|

»Frame 41: 60 bytes on wire (480 bits), 60 bytes captured (480 bits)

»Ethernet II, Src: RealtekU_09:e2:65 (52:54:00:09:e2:65), Dst: RealtekU_11:53:13 (52:54:00:11:53:13)
» Internet Protocol Version 4, Src: 10.10.10.11, Dst: 10.10.10.1

»Transmission Control Protocol, Src Port: 46230, Dst Port: 23, Seq: 43, Ack: 686, Len: 2

YTelnet

Data: co TCL)_I'?__OE X—l

SSH ALE Al

»Frame 47: 150 bytes on wire (1200 bits), 150 bytes captured (1200 bits)
»Ethernet II, Src: RealtekU_09:e2:65 (52:54:00:09:e2:65), Dst: RealtekU_11:53:13 (52:54:00:11:53:13)
» Internet Protocol Version 4, Src: 10.10.10.11, Dst: 20.20.20.21
»Transmission Control Protocol, Src Port: 33670, Dst Port: 22, Seq: 1794, Ack: 1758, Len: 84
¥SSH Protocol
¥SSH Version 2 (encryption:chacha2@-polyl305@openssh.com mac:<implicit> compression:none)
Packet Length (encrypted): f6caa72f
Encrypted Packet: al875412662de3101b208fc29c5428815302989ea94b2192\xe2\x80\xab
MAC: d2e8916940426790cf1999d8bfbc@a51
Direction: client-to-server O|:||'§§|'E|O'| Xd%

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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2 A (Integrity)

« MAC: Message Authentication Code
- HE5t = HIO|HZ MACE A4St O] & =72 ME
AXE Z0) M £AISH H|O|E{2 HAFSE MACTH =418t MACT} H| 8} 0f Z

° .

L—
A
T

»Frame 47: 150 bytes on wire (1200 bits), 150 bytes captured (1200 bits)
»Ethernet II, Src: RealtekU_09:e2:65 (52:54:00:09:e2:65), Dst: RealtekU_11:53:13 (52:54:00:11:53:13)
» Internet Protocol Version 4, Src: 10.10.10.11, Dst: 20.20.20.21
»Transmission Control Protocol, Src Port: 33670, Dst Port: 22, Seq: 1794, Ack: 1758, Len: 84
¥SSH Protocol
¥SSH Version 2 (encryption:chacha20-polyl305@openssh.com mac:<implicit> compression:none)
Packet Length (encrypted): f6caa72f
Encrypted Packet: 31875412662de3101b208fc29c5428815302989ea94b2192\xe2\x80\xab
MAC: d2e8916940426790cf1999d8bfbc@a51
Direction: client-to-server

S M MAC: A AtSE MAC:
d2e8.....a51 12d3.....14dd

l'l'l'l'l
Ccisco
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712 (Availability)

- 71282 =0[7] ?loh =%t 7| £0[& =0
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O O -zsh 32

kidkim@KIDKIM-M-G9Y] ~ % nmap -sT 127.0.0.1

Starting Nmap 7.94 ( https://nmap.org ) at 2024-05-02 21:37 KST
Nmap scan report for localhost (127.0.0.1)

Host is up (0.000064s latency).

Not shown: 996 closed tcp ports (conn-refused)

PORT STATE SERVICE

53/tcp open domain

631/tcp open 1ipp

7000/tcp open afs3-fileserver

49157/tcp open unknown

Nmap done: 1 IP address (1 host up) scanned in ©.12 seconds
kidkim@KIDKIM-M-G9Y] ~ %
kidkim@KIDKIM-M-G9Y] ~ %

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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FloF oA

« https://sec.cloudapps.cisco.com/security/center/publicationListing.x

]
CISCO

Products and Services ~ Solutions ~ Support  Learn Explore Cisco  Search O
Home / Cisco Security / Security Advisories

Cisco Security
Cisco Security Advisories

Vulnerabilities  Filter By Product

Quick Search & X
 Search
ADVISORY IMPACT CVE LAST UPDATED VERSION
Search Advisory Name v Search CVE Most v
} Cisco IP Phone 6800, 7800, and 8800 Series with @ High CVE-2024-20357 2024 May 01 1.0
i Firmware Vi it CVE-2024-20376 ... v ’
Cisco Adaptive Security Appliance and Firepower Threat -
> ﬂ Defense Software Web Services Denial of Service Vulnerabilty @ 9" EXERZNZER2ts 2028 ezt )
Cisco Adaptive Security Appliance and Firepower Threat
} a Defense Software Persistent Local Code Execution @ High CVE-2024-20359 2024 Apr 24 1.0
Vulnerability
} a Cisco Adaptive Security Appliance and Firepower Threat Medium CVE-2024-20358 2024 Apr 24 1.0
Defense Software Command Injection Vulnerability P :
} a Cisco Integrated Management Comroller Webeaseq @ High CVE-2024-20356 2024 Apr 19 11
Mar Interface C Injection
Cisco it Controller CLI C =
> a Injoction Vulnerability @ High CVE-2024-20295 2024 Apr 19 1.1
’ G Cisco 10S and 10S XE Software SNMP Extended Named Medium CVE-2024-20373 2024 Apr 17 1.0
Access Control List Bypass Vulnerability P i

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Products and Services Solutions Support Learn Explore Ci:

Home / Cisco Security / Security Advisories

a Cisco Security Advisory

Cisco Adaptive Security Appliance Software and Firepower Threat Defense
Software SNMP Access Control Vulnerability

Advisory ID: cisco-sa-asaftd-snmpaccess- CVE-2021-34794 & Download CSAF
MEYONRa? CWE-284 Emall Cisco Security
Medium First Published: 2021 October 27 16:00 GMT Vulnerability Policy
Version 1.0: Final
§ N K ds availabl To learn about Cisco security
Workarounds: 0 workarounds available vulnerability disclosure
Cisco Bug IDs: CSCw49739 policies and publications, see
CSCvw31710 lhe'Securlty Vulnerability
Policy. This document also
CSCvw51436 contains instructions for
CVSS Score: Base53 @ obtaining fixed software and
receiving security
vulnerability information from
Summary Cisco.
A vulnerability in the Simple Network Management Protocol version 3 (SNMPv3) access control
functionality of Cisco Adaptive Security Appliance (ASA) Software and Cisco Firepower Threat Subscribe to Cisco
Defense (FTD) Software could allow an unauthenticated, remote attacker to query SNMP data. Security Notifications
This vulnerability is due to ineffective access control. An attacker could exploit this vulnerability by S
sending an SNMPv3 query to an affected device from a host that is not permitted by the SNMPv3

access control list. A successful exploit could allow the attacker to send an SNMP query to an
affected device and retrieve information from the device. The attacker would need valid credentials

Related to This Advisory
to perform the SNMP query.

Cisco Event Response:
Cisco has released software updates that address this vulnerability. There are no workarounds that October 2021 Cisco

address this vulnerability. 'g:f’:“;v:gcs' :crLdritFJD

Advisory Bundled
This advisory is available at the following link: Publication
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-asaftd-
snmpaccess-M6yOweq3

Your Rating:

ASA Software

Cisco ASA Software Release First Fixed Release for This Vulnerability
Earlier than 9.8 Not vulnerable.
9.8 Not vulnerable.
9.91 Not vulnerable.
!-3.101 Not vulnerable.
9.12 Not vulnerable.
9.1 3‘I Not vulnerable.
9.14 9.14.2.4

9.15 9.15.1.7

9.16 Not vulnerable.

1. Cisco ASA Software releases 9.7 and earlier as well as releases 9.9, 9.10, and 9.13 have reached
end of software maintenance. Customers are advised to migrate to a supported release that includes
the fix for this vulnerability.

I'I'lll'l
Ccisco

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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« MITMO]| A
« ARP spoofing
* DNS, ICMP redirection
- DHCP 7|8t 4. DHCP #z| & SHE



Man In The Middle - ARP Spoofing

IP:1.1.1.10
MAC: aaaa:aaaa:aaaa

e

ARP
IP:1.1.1.20

MAC: cccc:ccecc:cecce

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public

MAC: cccc:ccecc:cecce

IP:1.1.1.20
MAC: bbbb:bbbb:bbbb

ARP
IP:1.1.1.10
MAC: cccc:cccc:cccce

15



Man In The Middle - ARP Spoofing

IP:1.1.1.10 IP:1.1.1.20
MAC: aaaa:aaaa:aaaa MAC: bbbb:bbbb:bbbb
-
-
IP:1.1.1.20 IP:1.1.1.10
MAC: ccce:ccec:cecce MAC: cccc:cocc:cecee
v v

e

MAC: cccc:ccecc:cecce



DoS (Denial of Service) &4

J0| LA MH| A M = 8l Eoliste 54
o
o=

o
o XtH= 1ot SE = S ALE A[AEI0| ME|A 278

- Chef A2 , X 2|8}
Al Zote= &t
+ DoS 342 2t JHe| SZAIL Bt AAONM SHSE FHStE BF
- 4 0|
c HEYT: B Y| HO[HE L HEYA HAZS 22
« A|AEE MBZF A2 4 9l U0l A QNS HU HAXO QHS M2 4 oA &
- S8 EZEIY EYT2 WO 4™ 0|8310] CPU, 22| 59| 2[AAE DHESHA ALE

llllulllu
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DoS &4 - Ping of Death

- E 2 HER A &H|2| 7|2 MTU(Maximum Transmission Unit) 1500HO| E 0|5}
2 d850 A== 0|8

. 65,535 HIO|E 37| 2 pingS ELIT 02 2O 2 2350 44l Z0jA Tl
7S Helstn o I I QHER D S 2R 7} Saidt 4 9l
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DoS &4 - SYN Flooding

« TCP 3way handshake

- SYN
—)
oYN * ACE
— ACK
—~—

- SYN flooding

®@ 6

2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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AL

DDoS (Distributed Denial of Service) &4

. Of2{ CjO| Z4FE| 7} 8HLEQ| A|ARIO|L} Y| E A AH| A0 L&} SA|0] DosE Z
S 2alsto 2 HAK Ol AHA HEBE 4+ QM Wl B2

C X M A0 ZAHEl S H o] AP 7|7|(FH| ARE, RU)RPE LA

. BLS 0| ZH QS| 7| 7| R R E| WASHE BtTjsH Q0| E TS A AIBH0] THA A
H| A2 Oty

. Th40 S 0| Al 320| 0|20{X|7| 20| XtTto] 022



DDoS &4 - Smurf

ICMP echo request
=X 1P 1.1.1.1
ZXHX] IP: 192.168.0.255

192.168.0.0/24

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
cisco ! 9
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Packet Filtering

BN YEN FA/EES I|FOR YEYAR S8EE HEES X

e ACL(Access Control List) Af2
( ) AS C (DMZ)

A Internet Outside Firewall B
(Outside) Network A->B EA X}t (Inside)

24



Stateful Packet Filtering

- HERA A& JE0f Chot 82 = 7|95t O|F HIB L2 IjjZls £
- TCP ¥&5 2780tz 7| HENO[AG[A SYN, ACK 52| Eef1=
I, 80 AZo| BA3tE|0| Sls SOt Blo|H S E1}
O B2 2larg M2 582 27
o . O
sYN*P‘CK

ACK
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Stateful Packet Filtering

CEEKID)
[0 eee]
(¢ eoo]
[0 eoo]
[ __eeo)
A

Internet
(Outside)

-

@ @

Outside
Network

Source address
Destination
Addresss
Source port
Destination port

FLAG

Firewall B
(Inside)

HTTPS &4

e
.CIIS.CIO. © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public

SRC IP:
20.20.20.21
DST IP:
10.10.10.11
SRC port: 443
DST port: 2184 26




4. ACL(Access Control List)

ol I
© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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ACL (Access Control List)

it
|
HL
-
0x
Ll
i
A

HEYD EHTS 5|8 T HPEX| H 7
(

» S50 ZaHEl & (Access Control Entry) 8 =XH& 22 2015101, | E<
3 EHH 58 057 8
- ACL= 2t=1, O] ACL= UHL|O[A0 HESHH QI H O] A SLES| KM L =

o
O

ICMP HA|X| & g2t
- &5 : Standard ACL, Extended ACL

I ! © 2024 Cisco and/or its affiliates. All rights reserved . Cisco Public
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3. dHSE EX|
B 3.1 22X 2-Est ACL 720 W2t EfEE Mosts 71s
3.1.1
ER | H2 O3t 22 22| QIEH0|A 7|8t ACL 7|52
@ © ©) mizsor stk
7S
@ L3 ZH| : IP Address(Source, Destination)
@ L4 HH| : IP Address(Source, Destination), Port(Source, Destination)
@ L5 0|4 ZH| : IP Address(Source, Destination), Port(Source,
Destination), Protocol
AR
@ 221X QEHO0|AE A HH|Qt E MH|(Es SAE) 710 SAZ ok
AOIE(UTP, 28 R) 52 2T ¢1&ot= QIEIHO0|AS QJO|SiTt,
@ EMMOoZ EA 20| M2t Aethernet Afast-ethernet Agigabit-
ethernet LEZ X|Z=IC},
S o
7+ HotQ FAFS v3.0- H EQ A FHH| p.13
Cisco Public
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Standard ACL G| 1 - ACL 2738

Router(config)#ip access-list standard 1

Router(config-std-nacl)ttpermit 10.10.10.11 log

(
(
Router(config-std-nacl)deny 10.10.10.12 log

(

Router(config-std-nacl)#permit any log

cisco © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public

2. 2IHLO|A X E

Router(config)#interface GigabitEthernet 0/0

Router(config-if)#ip access-group 1 in

31



Standard ACL O & 1 - PC1(10.10.10.11) ping HIAE

PC1:~$ ping 20.20.20.21

PING 20.20.20.21 (20.20.20.21): 56 data bytes

b4 bytes from 20.20.20.21: seq=0 ttl=42 time=1.625 ms
b4 bytes from 20.20.20.21: seq=1 ttl=42 time=1.907 ms
b4 bytes from 20.20.20.21: seq=2 ttl=42 time=2.380 ms

b4 bytes from 20.20.20.21: seq=3 ttl=42 time=1.923 ms
C
- 20.20.20.21 ping statistics ---
} packets transmitted, 4 packets received, 0% packet loss
round-trip min/avg/max = 1.625/1.958/2.380 ms

Routertt
*May 1 05:38:03.013: %SEC-6-IPACCESSLOGNP: list 1T permitted 0 10.10.10.11 -> 20.20.20.21,
4 packets
Routertt
Routert#tshow ip access-lists 1
Standard IP access list 1
10 permit 10.10.10.11 log (4 matches)
20 deny 10.10.10.12 log
30 permit any log
Ropter#

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Standard ACL O & 1 - PC2(10.10.10.12) ping HIAE

PC2:~$ ping 20.20.20.21
PING 20.20.20.21 (20.20.20.21): 56 data bytes
~C

-- 20.20.20.21 ping statistics ---
5 packets transmitted, 0 packets received, 100% packet loss
PC2:~$

Routertt
*May 1 05:43:46.654: %SEC-6-IPACCESSLOGNP: list 1 denied 0 10.10.10.12 -> 20.20.20.21, 1
packet
Routertt
Routert#tshow ip access-lists 1
Standard IP access list 1
10 permit 10.10.10.11 log (4 matches)
20 deny 10.10.10.12 log (10 matches)
30 permit any log
Routertt

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
cisco ! 9

33



Standard ACL G|X| 1 - PC3(10.10.10.13) ping HIAE

PC3:~$ ping 20.20.20.21

PING 20.20.20.21 (20.20.20.21): 56 data bytes

64 bytes from 20.20.20.21: seq=0 ttl=42 time=3.339 ms
64 bytes from 20.20.20.21: seq=1 ttl=42 time=1.614 ms
64 bytes from 20.20.20.21: seq=2 ttl=42 time=2.024 ms

64 bytes from 20.20.20.21: seq=3 ttl=42 time=1.957 ms
C
- 20.20.20.21 ping statistics ---
4 packets transmitted, 4 packets received, 0% packet loss
round-trip min/avg/max = 1.614/2.233/3.339 ms
PC3:~$

Routertt
*May 1 06:16:04.115: %SEC-6-IPACCESSLOGNP: list 1 permitted 0 10.10.10.13 -> 20.20.20.21,
1 packet
Routertt
Routert#tshow ip access-lists 1
Standard IP access list 1
10 permit 10.10.10.11 log (4 matches)
20 deny 10.10.10.12 log (10 matches)
30 permit any log (4 matches)
Rojtert

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Standard ACL 0| X 2 - Sequence number

Routerttshow ip access-lists 1

Standard IP access list 1
10 permit 10.10.10.11 log
20 deny 10.10.10.12 log
30 permit any log

Router#

- 7t% A 2 E20| Sequence numberE X|HSHKA| H=
O

» Sequence number 20| =2 F7te M= OFX[ 2} Sequence number0i| A
F7tE[0] =& E0f HiX]

. Sequence numberE A 2|5t 7|E =1t EX[ot= == LEHSIH FAIS

- Z|LH Sequence number : 2147483647

A 100 HE




Standard ACL 0| X| 2 - AHK|

1. ACE &t K|

pefore
Router(config)#ip access-list standard 1 Routerttshow ip access-lists 1
Router(config-std-nacl)#no permit 10.10.10.11 Standard IP access list 1
Router(config-std-nacl)#no 30 10 permit 10.10.10.11 log
Router(config-std-nacl)# 20 deny 10.10.10.12 log

30 permit any log
Router#
pfter

Routertshow ip access-list 1
Standard IP access list 1

20 deny 10.10.10.12 log
Routertt

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Standard ACL 0| X| 2 - 7} getore

2. ACE =7}

Router(config)#ip access-list standard 1
Router(config-std-nacl)ttdeny 10.10.10.13 log
Router(config-std-nacl)#

Router(config)#ip access-list standard 1
Router(config-std-nacl)#5 permit 10.10.10.11 log
Router(config-std-nacl)#

cisco © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public

Routert#show ip access-list 1
Standard IP access list 1

20 deny 10.10.10.12 log
Router#

Routert#show ip access-list 1
Standard IP access list 1
20 deny 10.10.10.12 log
30deny 10.10.10.13 log
Router#

Routert#show ip access-list 1
Standard IP access list 1
5 permit 10.10.10.11 log
20 deny 10.10.10.12 log
30 deny 10.10.10.13 log
Router#

37



Standard ACL 0| H| 2 - —’F—WB

2. ACE =7}

Router(config)#ip access-list standard 1
Router(config-std-nacl)#50 deny 10.10.10.12 log
Router(config-std-nacl)#

Router(config)#ip access-list standard 1
Router(config-std-nacl)#2 permit 10.10.10.12 log

Router(config-std-nacl)#

cisco © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public

=)

=)

efore

Routert#show ip access-list 1
Standard IP access list 1
5 permit 10.10.10.11 log
20 deny 10.10.10.12 log
30 deny 10.10.10.13 log
Router#

Routert#show ip access-list 1
Standard IP access list 1
5 permit 10.10.10.11 log
20 deny 10.10.10.12 log
30 deny 10.10.10.13 log
Router#

Routert#show ip access-list 1
Standard IP access list 1
5 permit 10.10.10.11 log
20 deny 10.10.10.12 log
2 permit 10.10.10.12 log
30 deny 10.10.10.13 log
Router#
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Standard ACL Ol & 2 - PC2(10.10.10.12) ping HIAE

PC2:~$ ping 20.20.20.21
PING 20.20.20.21 (20.20.20.21): 56 data bytes
"

-- 20.20.20.21 ping statistics ---

6 packets transmitted, 0 packets received, 100% packet loss
PC2:~$

Router(config)Hip access-list standard 1
Router(config-std-nacl)#no 5
Routertt
Routerttshow ip access-list 1
Standard IP access list 1
20 deny 10.10.10.12 log (12 matches)
2 permit 10.10.710.12 log
30deny 10.10.10.13 log
Routertt

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Standard ACL G|A| 2 - PC1(10.10.10.11) ping

PC1:~$ ping 20.20.20.21
PING 20.20.20.21 (20.20.20.21): 56 data bytes
C

-- 20.20.20.21 ping statistics ---
packets transmitted, 0 packets received, 100% packet loss
PC1:~$

Routert
Routerttshow ip access-list 1
Standard IP access list 1

20 deny 10.10.10.12 log (12 matches) E& 2t AX|SIX| Q= AL KIth
2 permit 10.10.10.12 log (OFX|2HOf|l deny anyZt ZA|X OS2 QU

30deny 10.10.10.13 log
Routert
Routert

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Standard ACL O|A| 3 - IPCHY 2

Router(config)#ip access-list standard 1
Router(config-std-nacl)#permit 10.10.10.11 log
Router(config-std-nacl)#deny 10.10.10.0 0.0.0.255 log
Router(config-std-nacl)#

Wildcard mask 2 < X| ™

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Standard ACL 0| X| 3 - Wildcard mask

. wildcard maskE 272 L}EIHES O,
- HHE 02 dl|Y HIE 4}

- HE 12 9| HIE ¢!

rulo rIJIO

10.10.10.11 10 10 .10 .11

wildcard mask 0 . . 255
Z 1} 1o:.10:.1o:.0

20.20.20.21 20 20 20 21
wildcard mask 0 .>) a .?55
F< 207 .20 7.0

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Standard ACL 0| X| 3 - Wildcard mask

Router(config)#ip access-list standard 1
Router(config-std-nacl)ttpermit 10.10.10.11 log
Router(config-std-nacl)ttdeny 10.10.10.0 0.0.0.255 log

« ACLO| &= F=2(10.10.10.0) HAL

10.10.10.0 0000 1010 . 0000 1010 . 0000 1070 . 0000 0000
wildcard mask 0000 0000 . 0000 0000 . 0000 0000 . 1111 1111
21 0000 1010 . 0000 1010 . 0000 1010 . 0000 0000 <
27
° PC2(1 0.10.70.1 2)7|' ELHE 75"?‘ AE-|£ éx|—5}7| [ 20f Deny =
10.10.10.12 0000 1010 . 0000 1010 . 0000 1010 .{0000 1100
wildcard mask 0000 0000 . 0000 0000 . 0000 0000 (1111 1111

F< il 0000 1010 . 0000 1010 . 0000 1010} OO0O0 0000 4

ol I 1l I I
© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Standard ACL 0| X| 3 - Wildcard mask

Router(config)#ip access-list standard 1
Router(config-std-nacl)ttpermit 10.10.10.11 log
Router(config-std-nacl)ttdeny 10.10.10.0 0.0.0.255 log

« ACLO| J= F2 (10.10.10.0) A A

10.10.10.0 0000 10170 . 0000 1010 . OO0O0O 10170 . OO0O0 0000

wildcard mask 0000 0000 . 0000 0000 . 0000 0000 . 1111 1111

21} 0000 1010 . 0000 1010 . 0000 1010 . 0000 0000 T—
A7 M2 CHE7| &2
=1 (LN

« Server1(20.20.20.21)7t EUY= 4% Cte st2oa Hojzt

20.20.20.21 0001 0100 . 0001 0100 . 00017 0100 . 0001 0101

wildcard mask 0000 0000 . 0000 0000 . 0000 0000 . 1111 1111

21} 0001 0100 . 0001 0100 . 0001 0100 . O0O00 0000 =

o
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Standard ACL 0| X| 3 - Wildcard mask

. Subnet maske= 73 XEEE 1 HEJF AL 0{0F 51, Y&l 1 HE 7t
0| 00] E0{Z %= Q2L Wildcard maske & Q12
+ 1111 1111.11111111. 1111 1111 . 0000 0000 (Subnet mask AH&
= 1111 1111.1111 1001 . 1111 1111 . 0000 0000 (Subnet mask AH&
- 0011 1111.11111111.1111 1111 . 0000 0000 (Subnet mask AH&

7Hs)
7t Z7t0f oH| E)
7t AIZfOf OH| E)

=
=
=

=
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Standard ACL 0| X| 3 - Wildcard mask

- A%5E 0 H[E Ol H5El 1 HEJE ArE &l wildcard maske| 8%, H{ES BHHS

- 1 — — 1 — — -

Subnet 91 ZAHZ U EYT ThYS AL 4 AU

Router(config)#ip access-list standard 1
Router(config-std-nacl)ttpermit 10.10.10.11 log
Router(config-std-nacl)#deny 10.10.10.0 0.0.0.255 log

v
H| E B8 255.255.255.0 Subnet mask ! Zd X 2 H| At
SAE F42110.10.10.0 — 10.10.10.2557} X| deny &

cisco © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Standard ACL O4|X| 3 - ping HHAE

« PC1(10.10.10.11)% A ping « PC2(10.10.10.12)% A ping

PCl:~$ ping 20.20.20.21 PC2:~$ ping 20.20.20.21

PING 20.20.20.21 (20.20.20.21): 56 data bytes PING 20.20.20.21 (20.20.20.21): 56 data bytes
from 20.20.20.21: seqg=0 ttl=42 time=1.817 ms C
from 20.20.20.21: seq=1 ttl=42 time=1.785 ms --- 20.20.20.21 ping statistics ---

from 20.20.20.21: seq=2 ttl=42 time=1.366 ms 4 packets transmitted, 0 packets received, 100% packet loss
from 20.20.20.21: seg=3 ttl=42 time=1.919 ms PC2:~$

4 packets transmitted, 4 packets received, 0% packet loss
round-trip min/avg/max = 1.366/1.721/1.919 ms

Router#
*May 1 07:43:03.010: %SEC-6-IPACCESSLOGNP: list 1 permitted 0 10.10.10.11 -> 20.20.20.21, 3 packets
*May 1 07:44:03.010: %SEC-6-IPACCESSLOGNP: list 1 denied 0 10.10.10.12 -> 20.20.20.21, 8 packets
Router#
Routerttshow ip access-lists 1
Standard IP access list 1
10 permit 10.10.10.11 log (4 matches)
20 deny 10.10.10.0, wildcard bits 0.0.0.255 log (8 matches)
Router#

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Extended ACL

afraln
CiIsco

© 2024 Cisco an

permit tcp host 10.10.10.11 eq 2821 host 20.20.20.21 eq 22 telnet www

. \
| |

ZEES ZHIX| =A AR F=4 (4B AL
- IP e host: 17} =& e host: 170 =& port number, ICMP type &
- TCP e any: EBE Fa e any: BEF42 Z=EZ0 el Ferd

. UDP wildcard mask2 X|&H - wildcard mask® X|™&

- ICMP ...

48
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ACL MM Al number EE= name X| ™

. Standard ACLE 1-99, 1300-1999°| =XAIE A5 X|H™

. Extended ACLE 100-199, 2000-2699°| =X}& A5 X|H

Router(config)#ip access-list standard ?
Standard  <1-99>  Standard IP access-list number

ACL <1300-1999> Standard IP access-list number (expanded range)
WORD Access-list name

Router(config)#ip access-list extended ?
Extended <100-199> Extended IP access-list number
ACL <2000-2699> Extended IP access-list number (expanded range)
WORD Access-list name

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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ACL MM Al number EE= name X| ™

. Extended ACLE A& X|HSt= 42 TCP, UDP ZEE O 7§ X|

AHO
HA O

Router(config)#ip access-list extended 2000
Router(config-ext-nacl)#permit udp any any eq snmp ntp
% Multiple values are allowed on named ACLs only
Router(config-ext-nacl)#

- TAE Al O|ECZE X|HSE A2 HE
Router(config)#ip access-list extended ext_acl
Router(config-ext-nacl)#permit udp any any eq snmp ntp
Router(config-ext-nacl)#

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Extended ACL - IP ACE 0| A|

. Standard ACLO| A AFR St EntryS 1CH 2 Extended ACLO| AR 3|2

Standard

ACL

Extended

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public

ACL

deny 10.10.10.0 0.0.0.255

4

deny ip 10.10.10.0 0.0.0.255 any
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Extended ACL - IP ACE 0| A|

10.10.10.110(|M S5t 25 E2fH XL deny ip host 10.10.10.10.11  any

FE deny ip any host 10.10.10.11

10.10.10.112 E &8l o E Eg|T %
10.10.10.0/240{| A 20.20.2 A

.0/24 A KHEE deny ip 10.10.10.0 0.0.0.255 20.20.20.0 0.0.0.255
21 &4 KHEE deny ip 10.10.10.0 0.0.0.255  host 20.20.20.21

10.10.10.0/240{| A 20.20.2

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Extended ACL - TCP ACE 0|l A

. Source port, Destination port= M EHA}SE

Action protlo source address Source port Destination address Destination port
P E SSH &= K& deny tcp  any any eq 22
200-3002# ?/= Source deny tcp any range 200 300 any
port= AtE KLt
ntp, snmp AFE KLt deny udp any any eq ntp snmp

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Extended ACL - ICMP ACE 0| A|

Action protocol source address

Destination address ICMP message type
2= E o8 KE deny icmp any any echo
2= d SH AE deny icmp any any echo-reply

]
© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Extended ACL

Router(config)#ip access-list extended 100
Router(config-ext-nacl)#permit tcp host 10.10.10.11 host 20.20.20.21 eq 22 log D
Router(config-ext-nacl)#deny icmp host 10.10.10.11 any echo log @
Router(config-ext-nacl)#permit icmp 10.10.10.0 0.0.0.255 any echo log ©)
Router(config-ext-nacl)#
Router(config-ext-nacl)#
Router(config-ext-nacl)#
Router(config-ext-nacl)#
Router(config-ext-nacl)#interface Gigabitethernet 0/0

(

Router(config-if)Hip access-group 100 in

M PC1(10.10.10.11)0| A| Server1(20.20.20.21)2 SSH &{&
@ PC1(10.10.10.11)0|A| 2= & K}Eh
@ 10.10.10.0/00(M 2 & H &

0|2 2= Eeffd Xttt

o
! I ! I ! © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Extended ACL 0| 3 - ping HIAE

« PC1(10.10.10.11)0{|A| Server12 SSH d&, ping A I}

PCl:~$ ssh cisco0@20.20.20.21 PC1l:~$ ping 20.20.20.21
€15€0@20.20.20.21's password: PING 20.20.20.21 (20.20.20.21): 56 data bytes
('>") C

/) TC (\ Core is distributed with ABSOLUTELY NO WARRANTY. --- 20.20.20.21 ping statistics ---

(/- \) www.tinycorelinux.net packets transmitted, 0 packets received, 100% packet loss

cisco@Serverl:~$

*May 1 10:29:55.232: %SEC-6-IPACCESSLOGP: list 100 permitted tcp 10.10.10.11(51396) -> 20.20.20.21(22), 1
packet

*May 1 10:30:42.096: %SEC-6-IPACCESSLOGDP: list 100 denied icmp 10.10.10.11 -> 20.20.20.21 (8/0), 1 packet
*May 1 10:31:32.677: %SEC-6-IPACCESSLOGDP: list 100 permitted icmp 10.10.10.12 -> 20.20.20.21 (8/0), 1 packet
Router#

Routerttshow ip access-list 100

Extended IP access list 100

10 permit tcp host 10.10.10.11 host 20.20.20.21 eq 22 log (39 matches)
20 deny icmp host 10.10.10.11 any echo log (5 matches)
30 permit icmp 10.10.10.0 0.0.0.255 any echo log (4 matches)

Router# 56



Extended ACL 0| 3 - ping HIAE

« PC2(10.10.10.11)0|A| Server1 £ ping A&, SSH A1}

PC2:~$ ping 20.20.20.21 PC2:~$ ssh cisco0@20.20.20.21

PING 20.20.20.21 (20.20.20.21): 56 data bytes ssh: connect to host 20.20.20.21 port 22: Host is unreachable
64 bytes from 20.20.20.21: seq=0 ttl=42 time=2.018 ms PC2:~$

64 bytes from 20.20.20.21: seq=1 ttl=42 time=2.237 ms

64 bytes from 20.20.20.21: seqg=2 ttl=42 time=2.196 ms

64 bytes from 20.20.20.21: seg=3 ttl=42 time=1.699 ms
~C
- 20.20.20.21 ping statistics ---
4 packets transmitted, 4 packets received, 0% packet loss
round-trip min/avg/max = 1.699/2.037/2.237 ms

*May 1 10:29:55.232: %SEC-6-IPACCESSLOGP: list 100 permitted tcp 10.10.10.11(51396) -> 20.20.20.21(22), 1
packet
*May 1 10:30:42.096: %SEC-6-IPACCESSLOGDP: list 100 denied icmp 10.10.10.11 -> 20.20.20.21 (8/0), 1 packet
*May 1 10:31:32.677: %SEC-6-IPACCESSLOGDP: list 100 permitted icmp 10.10.10.12 -> 20.20.20.21 (8/0), 1 packet
Router#
Routerttshow ip access-list 100
Extended IP access list 100

10 permit tcp host 10.10.10.11 host 20.20.20.21 eq 22 log (39 matches)

20 deny icmp host 10.10.10.11 any echo log (5 matches)

30 permit icmp 10.10.10.0 0.0.0.255 any echo log (4 matches)
Router# 57
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ASA HIAE EZ=EX|

(8.8.8.8) OUTSIDE
i security level: O

INSIDE
security level: 100
EO
(8]

PC1
(10.10.10.11)

@' GO/0 GO0/0
sWitcA1

GO/1

GO0/2

Intetnet
EO
G0/2
@
OJ__lEbQ GO/1 EO .i | DMZ
ASAvV servery Security level: 50
(20.20.20.21)
EO
€]
PC2

(10.10.10.12)

CISCO © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Security Level

- QI O] A0 2EE 22 M, Y

o =l , ol g QIR O] A28 ME[EE LIELH

- 00| A 100 AHO] 4f= A8 = UALH, &2 A7t H &2 ME[=F 2|0
=2 HoF =0 H2 Eot +=F Q20| EQiEH S E2 O &
S22 Bt =0 2 EO =F2 29| EdfjE S E=2 AL
- O|F S1rA|7|2{H HA[M O H2 X0 DH(ACL: Access Control List)=2 ++d 28
Ze mot £72 7Hal Qe H o2

7to| EgfEl S22 Xjct

— 0O =

'same-security-traffic permit inter-interface" W& = AIE950 O|2{¢t EZfE = 5 &

—H1—=



Security Level Of|A]

- Securty levelO| 1002 PC10]| A Internet, Server1 &% 88

i security level: O

Intetnet
EO
GO0/2
Q ?
INSIDE ‘f_é' 0 GO/O | [T TJe| GO/1 O oi | DMZ
security level: 100 & 4 e . security level: 50
Gr G0/2 (20.20.20.21)
O
8 ®
PC1 PC2
.(':II'S.éI(;. © 2024 Cisco and/or its affilfates. All rights reserved. Cisco PL()ﬁl:O_ 1 O 1 01 1) (1 O 1 O 1 O'I 2)




Security Level Of|A]

- Securty levelO| 1009l PC10{[A] Internet, Server1 8% ‘85

PCl:~$ ssh cisco@8.8.8.8
cisco@8.8.8.8's password:
elcome to Alpine!

he Alpine Wiki contains a large amount of how-to guides and general
information about administrating Alpine systems.
ee <http://wiki.alpinelinux.org/>.

ou can setup the system with the command: setup-alpine

ou may change this message by editing /etc/motd.

Internet:~$ exit
onnection to 8.8.8.8 closed.

PCl:~$ ssh cisco0@20.20.20.21
€15C0@20.20.20.21's password:
elcome to Alpine!

he Alpine Wiki contains a large amount of how-to guides and general
information about administrating Alpine systems.

See <http://wiki.alpinelinux.org/>.
You can setup the system with the command: setup-alpine

You may change this message by editing /etc/motd.

Hah erverl.~
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Security Level Of|A]

. Securty levelO] 509! Sever10|A PC1 &< Al Tj

. Securty levelO| 509! Sever10| M Internet & H&

Intetnet

EO
G0/2 O

i security level: O

INSIDE @. GO/O G0/O
security level: 100 i o &
GO/1 GO0/2
&) &
PC1 PC2
.::Il'.f;él(;. © 2024 Cisco and/or its affilfates. All rights reserve d. Cisco PL()ITl;O_ 1 O 1 O 11 ) (’| O 1 O 1 O 1 2)

ASAv Serverl

(20.20.20.21)

|
el GO/1 EO .i
T8 security level: 50

DMZ
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Security Level Of|A]

« Securty levelO| 500! Sever10AM PC1 H& A Ij

- Securty level0| 509! Sever1|M Internet & H&

]
CiIsco

:~$ ssh cisco0@10.10.10.11

~%

:~$ ssh cisco@8.8.8.8
.8.8.8's password:
to Alpine!

he Alpine Wiki contains a large amount of how-to guides and general
information about administrating Alpine systems.
See <http://wiki.alpinelinux.org/>.

You can setup the system with the command: setup-alpine

You may change this message by editing /etc/motd.

Internet:~$ ~C

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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nameit

- nameif 0|2 9HL0|A 0|52 K|
* inside 2 X|& A|, security level 2 10022 AH
« inside O| 2|2 X|™ A|, security level2 022 A (DMZ, outside ZE&})

Firewall(config)# interface gi 0/1

Firewall(config-if)# nameif DMZ

INFO: Security level for "DMZ" set to O by default.
Firewall(config-if)#

Firewall(config-if)# security-level 50
Firewall(config-if)# ip addr 20.20.20.1 255.255.255.0
Firewall(config-if)# no shut

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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ASAO| A ACL X| ™S}

1. configuration mode 0| M ACEE H Mgt

Firewall(config)# access-list DENY_ALL extended deny ip any any log
Firewall(config)#

2. configuration mode 0| Al ACLS A &0otH, M8 gieft QI Lo X|H

Firewall(config)# access-group DENY_ALL in interface INSIDE
Firewall(config)#

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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ASAO| A ACL X| - S}

- INSIDE QI E{I|O|AQt HZAE PC10|A| DMZ, OutsideZ SSH £+ &7t

:~$ ssh ciscof@8.8.8.8
: connect to host 8.8.8.8 port 22: Connection refused

:~$ ssh cisco@20.20.20.21
¢ connect to host 20.20.20.21 port 22: Connection refused
:~$

Serverl:~$ ssh cisco@8.8.8.8

The Alpine Wiki contains a large amount of how-to guides and general
information about administrating Alpine systems.

See <http://wiki.alpinelinux.org/>.

You can setup the system with the command: setup-alpine

You may change this message by editing /etc/motd.

alvaln _ _ _ Internet:~$
cisco © 2024 Cisco and/or its affiliates. All rights reserved. meenEtemmone
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ACL X8 u

. inbound: IHLO|AZ E012= E|E0| ACL HE
. outbound: QIE{L|O|AO|A LI7t= EcjE0 ACL HE

. global: interfaced &%t inbound, outbound &40 ZZ|X]

Inbound Outbound
e e

OF

LS

= 2

o
T
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Global ACL 0| A]

1. ACEE MM dttie o|Mt =it
« INSIDEQ! 10.10.10.117} E&IX|Ql & oK EFju 2 5|82t
« INSIDEQ! 10.10.10.117} =& X0 & SE EfH =2 5{EF

Firewall(config)# access-list GLOBAL_ACL extended permit icmp any host 10.10.10.11 echo
Firewall(config)t access-list GLOBAL_ACL extended permit icmp host 10.10.10.11 any echo-reply

Firewall(config)#

2. ACL 8E A| global 7| ¥ E& Aot QHLO|A= K| HoHA| 2=

Firewall(config)t access-group GLOBAL_ACL global
Firewall(config)t

o
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Global ACL 0| A]

 QOutside, DMZ QIHL|O| A0 22y 27dSHA| 20t A& &

i security level: O

Intefnet
EO
G0/2
O i
INSIDE (2w GO/0 | o T TJe| GO/L EO =3 | DMZ
security level: 100 2 el e - security level: 50
GP G0/2 (20.20.20.21)

0O '

_ .

PC1 PC2
10,10,10.11) (10.10.10.12)
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Global ACL 0| A]

Serverl:~$ ping 10.10.10.11 Internet:~$ ping 10.10.10.11

PING 10.10.10.11 (10.10.10.11): 56 data bytes PING 10.10.10.11 (10.10.10.11): 56 data bytes
from 10.10.10.11: seqg=0 ttl=42 time=1.691 from 10.10.10.11: seqg=0 ttl=42 time=1.749
from 10.10.10.11: seg=1 ttl=42 time=1.534 from 10.10.10.11: seg=1 ttl=42 time=1.631
from 10.10.10.11: seqg=2 ttl=42 time=1.772 from 10.10.10.11: seq=2 ttl=42 time=1.427
from 10.10.10.11: seg=3 ttl=42 time=1.698 from 10.10.10.11: seqg=3 ttl=42 time=1.677

-—- 10.10.10.11 ping statistics --- --- 10.10.10.11 ping statistics ---
4 packets transmitted, 4 packets received, 0% packet loss 4 packets transmitted, 4 packets received, 0% packet loss
round-trip min/avg/max = 1.534/1.673/1.772 ms round-trip min/avg/max = 1.427/1.621/1.749 ms

Internet:~$§ "“C

PCl:~$ ping 8.8.8.8

PING 8.8.8.8 (8.8.8.8): 56 data bytes

~C

-—— 8.8.8.8 ping statistics ---

5 packets transmitted, 0 packets received, 100% packet loss

cisco © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public



ASAO|AM ACL 7H2E =0l

Firewall# show access-list GLOBAL_ACL

access-list GLOBAL_ACL; 2 elements; name hash: Oxa23a7bf2

access-list GLOBAL_ACL line 1 extended permit icmp any host 10.10.10.11 echo-reply (hitcnt=18) 0xb85a78c6
access-list GLOBAL_ACL line 2 extended permit icmp host 10.10.10.11 any echo (hitcnt=18) 0x73e58003
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