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Ansible API Automation Cl/CD Cisco NSO Cloud Containers Deploy
Develop Docker Git Infrastructure As Code 10S XE Kubernetes Maintain
Netconf Network Programmability OAuth2+ OpenSSL OWASP Pipeline PYATS
Python RESTCONF Scalability Secret Management Security Software Design
Terraform Test Tokens XPath YANG
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Cisco
CERTIFIED

DEVNET

cisco Expert

CERTIFIED

DEVNET
cisco .
CERTIFIED Professional

Cisco Certified DevNet
Lab Exam

CIsco
CERTIFIED

Developing Applications

DEVNET

Associate

DEVNET
SPECIALIST

Automating and Programming
Cisco Enterprise Solutions

Automating and Programming
Cisco Data Center Solutions

Automating and Programming
Cisco Security Solutions

Automating and Programming
Cisco Service Provider Solutions

Automating and Programming
Cisco Collaboration Solutions

Using Cisco Core Platforms
and APls
(DEVCOR)

Implementing DevOps Solutions and

Concentration Exam 171

DEVCOR

Practices using Cisco Platforms
* Concentration Exams & 17f Pass
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DevNet 1200-901 DEVASC Developing Applications and Automating Workflows using Cisco (g0, &£ 0f
Platforms
350-901 DEVCOR Developing Applications Using Cisco Core Platforms and APIs (& 0]
Cisco Certified DevNet Expert |Cisco Certified DevNet Expert lab exam A0
IlLab Exam
300-910 DEVOPS Implementing DevOps Solutions and Practices using Cisco 3 0f
Platforms
Enterprise, DevNet 300-435 ENAUTO Automating and Programming Cisco Enterprise Solutions Ao, d =20
Collaboration, DevNet  [300-835 CLAUTO Automating and Programming Cisco Collaboration Solutions 3 0f
Data Center, DevNet 300-635 DCAUTO Automating and Programming Cisco Data Center Solutions A0
Security, DevNet 300-735 SAUTO Automating and Programming Cisco Security Solutions A0, A=
Service Provider, DevNet [300-535 SPAUTO Automating and Programming Cisco Service Provider Solutions (& 0{
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https://www.cisco.com/c/en/us/training-events/training-certifications/exams/current-list/enauto-300-435.html
https://www.cisco.com/c/en/us/training-events/training-certifications/exams/current-list/clauto-300-835.html
https://www.cisco.com/c/en/us/training-events/training-certifications/exams/current-list/dcauto-300-635.html
https://www.cisco.com/c/en/us/training-events/training-certifications/exams/current-list/sauto-300-735.html
https://www.cisco.com/c/en/us/training-events/training-certifications/exams/current-list/spauto-300-535.html

Cisco Learning Network

 https://learningnetwork.cisco.com/

. QI AHS FH|SH O R8% YESS NI LT

The Cisco Learning Network

Meet Cisco U. v Certifications ~ Communities v Webinars & Videos v Study Resources v About/Help v Store

Certifications v

Al Certifications

Cisco Certified DevNet Associate Certification and
Training

Achieving Cisco Certified DevNet Associate certification proves your skills in developing and maintaining applications built on Cisco platforms. To
earn DevNet Associate certification, you pass one exam that covers the fundamentals of software development and design for.Cisco platforms. CyberOps Professional

CCNA

CyberOps Associate

DevNet Associate

DevNet Professional

DevNet Expert

. . . . s CCNP Enterprise
Exam Discussions Webinar & Videos Additional Resources Share ﬁ m
—
CCNP Security

Exam

Ready to CCNP Data Center
take your exam?

200-901 DEVASC: DevNet Associate CCNP Collaboration

DevNet Associate Exam v1.1 (DEVASC 200-901) is a 120-minute exam associated
with the DevNet Associate - Developer Certification. This exam certifies a candidate's
knowledge of software development and design including understanding and using
APIs, application deployment and security, and infrastructure and automation on Cisco
platforms. The course, Developing Applications and Automating Workflows using Cisco

lal © 2024 Ci d/or its affiliates. Al right d S»“;‘ RC“T@
Clsco ISCO an or Its arriiates. rights reserved. = ,,f

CCNP Service Provider

CCIE Enterprise Infrastructure




The Cisco Learning Network il Q K -
CISCO *

Meet Cisco U. v Certifications v Communities v Webinars & Videos v Study Resources v About/Help v Store

Exam Discussions Webinar & Videos Additional Resources

Exam Ready to

I?
200-901 DEVASC: DevNet Associate take your exam?

DevNet Associate Exam v1.1 (DEVASC 200-901) is a 120-minute exam associated
with the DevNet Associate - Developer Certification. This exam certifies a candidate's
knowledge of software development and design including understanding and using
APlIs, application deployment and security, and infrastructure and automation on Cisco
platforms. The course, Developing Applications and Automating Workflows using Cisco
Core Platforms, helps candidates to prepare for this exam.

Enter to win a free,

~ s N

w Exam Topics w w/ Study Material \ ( E-Learning one-year Personal Plus
A8 . No A ~ subscription.
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1.0 Software Development and Design 15% A
Exam Discussions Webinar & Videos Additional Resources P g
Exam - 1.1 Compare data formats (XML, JSON, and YAML)
200-901 DEVASC: DevNet Associat
& (e ssociate ) - 1.2 Describe parsing of common data format (XML, JSON, and YAML) to Python data
DevNet A: iate Exam v1.1 (DEVASC 200-901) i 120-minute exam iated
wih t:e Ds::l\(l:; :sscaciate - Developer Ceniﬁcatiorsl.aThis examchretiﬁZs : f:sa%ij?d:te's structures
knowledge of software development and design including understanding and using
APIs, application deployment and security, and infrastructure and automation on Cisco
atforms. The course, Developing Applications and Automating Workflows using Cisco - 1.3 Describe the concepts of test-driven development
re Platforms, helps candidates to prepare for this exam.
< Exam Topics > < Sty Matoria j) < "E-Loaming ) - 1.4 Compare software development methods (agile, lean, and waterfall)
- 1.5 Explain the benefits of organizing code into methods / functions, classes, and modules
/ - 1.6 Identify the advantages of common design patterns (MVC and Observer)
1.0 Software Development and Design 15% v - 1.7 Explain the advantages of version control
2.0 Understanding and Using APls 20% v - 1.8 Utilize common version control operations with Git
- 1.8.a Clone
- 1.8.b Add/remove
3.0 Cisco Platforms and Development 15% v . 1.8.c Commit
- 1.8.d Push / pull
4.0 Application Deployment and Security 15% v +1.8.e Branch
- 1.8.f Merge and handling conflicts
" - 1.8.g diff
5.0 Infrastructure and Automation 20% v
2.0 Understanding and Using APls 20% v
[s)
6.0 Network Fundamentals 15% v 3.0 Cisco Platforms and Development 15% v
\ j 4.0 Application Deployment and Security 15% v

cisco © 2024 Cisco and/or its affiliates. All rights reserved. Sdmw
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Exam Discussions Webinar & Videos Additional Resources

Exam

200-901 DEVASC: DevNet Associate

DevNet Associate Exam v1.1 (DEVASC 200-901) is a 120-minute exam associated
with the Devl Associate - Developer Certification. This exam certifies a candidate's
knowledge, are development and design including understanding and using
APIs, applic: ment and security, and infrastructure and automation on Cisco
platforms. The eloping Applications and Automating Workflows using Cisco
Core Platforms, hel es to prepare for this exam.

Exam Topics Study Material ( E-Learning

v Software Development and Design*

v Understanding and Using APIs*

v Cisco Platforms and Development*

v Application Deployment and Security*

v Infrastructure and Automation*

v Network Fundamentals*

© 2024 Cisco and/or its affiliates. All rights reserved.
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Status: 10%

Status: 0%

Status: 0%

Status: 0%

Status: 0%

Status: 0%
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Duration: 0 min

Duration: 0 min

Duration: 50 mins

Duration: 0 min

Duration: 0 min

Duration: 0 min

@ Setting up your macOS workstation as a development environment*

Software Development and Design
100.00%

@ What is a Development Environment and why do you need one?*

Software Development and Design
100.00%

@ A brief introduction to Git*
Software Development and Design
100.00%

@ Intro to Python Part 1*
Software Development and Design
100.00%

@ Intro to Python Part 2*
Software Development and Design
100.00%

@ Coding 202: Parsing JSON using Python*
Software Development and Design
100.00%

@ Introduction to XML*
Software Development and Design
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DevNet | Learning Labs Center

Search .bashrc
< Coding & APIs-Taking it Further — Coding ... > Coding & APIs-Taki... > Parsing JSSONw... ) 120mins & export. PATH"${HONE} /. Local/bin: PATH

= > local
export PS1="\u:\W > "

alias 11="1s -al"

> S . /etc/profile.d/bash_completion.sh
Module Overview .bashrc
Intro to Python - Part Il (Hands-on with Python ¢ Talk to us
%
types, loops, and tools)
Reading from and writing to text files is easy with Python's built-in open()
Introduction to data formats function. It returns a file object that we can use to read from and/or write to
the file that we opened. Terminal +
_ . developer:src > cd ~/src/
Parsing JSON with Python v developer:src > git clone ——branch main https://github.com/CiscoDe\
If you have not already cloned the dne-devfun-code repository to the n—code.git
. . Cloning into 'dne-devfun-code'...
. development environment, do so now with: remotegzJ Enumerating objects: 1758, done.
B) Introduction remote: Counting objects: 100% (482/482), done.
remote: Compressing objects: 100% (406/406), done.
remote: Total 1758 (delta 164), reused 76 (delta 76), pack-reused
1 Reading and writg s o . _ . > Recotving scleses. 100n (WTTaeTy o) "D 10:93 WiB/s, done.
git clone ——branch main https://github.com/CiscoDevNet/dne—c developer:src > éd dne—devfun—coc'je *
developer:dne-devfun-code > python -i
; Python 3.10.11 (main, Apr 6 2023, 01:17:26) [GCC 11.2.1 20220219]
2 Parsing JSON . . . . .
Type "help", "copyright", "credits" or "license" for more informati
Change to the code repo directory: >>> file = open('intro—python/parsing—json/pep20.txt', mode='r")
e |
3 Working with nested data
4 Where to go to learn more sl R e
REST APIs and Python . .
- Open your Python interactive shell:
Hands-on with Python and REST APls 7

python -i

» Click for Sample Output (note the prompt)
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DevNet

/2

¢ Bringing DevOps to Life

* Dev + Sec + Ops = Success

¢ Getting Started with Cloud Native

* |nfrastructure-as-Code

¢ Observability & Beyond

© 2024 Cisco and/or its affiliates. All rights reserved.
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DevNet

Infrastructure-as-Code

The concepts of infrastructure and code can seem
diametrically opposed, yet the fundamentals come
from a route of repeatability and simplification. In
this session, you will learn developer concepts for
how you can automate the “sweaty armpit work” in
your network.

cisco M/

Las Vegas, NV | June 4-8, 2023

START

Cisco Live 2023
DEVNET-3008

Extending CML: Terraforming the
Lost City

Cisco Live 2023
DEVWKS-1230

Get Hands On with DevNet
Security Labs

Cisco Live 2023
DEVWKS-1255
Intro to Git

Cisco Live 2023
DEVNET-2117

CI/CD Pipelines for Infrastructure
Automation

Cisco Live 2023

DEVNET-1076
Network Automation - Start Here

FINISH

Cisco Live 2023
DEVNET-2119

Infrastructure as Code (IAC) with
Catalyst 9000

Cisco Live 2023

DEVNET-2739

ClickOps to GitOps - Cisco DNA
Center Infrastructure-as-Code Use
Cases

Cisco Live 2023
DEVWKS-1230

Get Hands On with DevNet
Security Labs

Cisco Live 2023
DEVWKS-3100

Building my first Declarative Cloud
Infrastructure as Code with
Hashicorp Terraform

Cisco Live 2023
DEVNET-2112

Business Automation Using
DevNet

Cisco Live 2023
DEVWKS-1255
Intro to Git

Cisco Live 2023
DEVWKS-3100

Building my first Declarative Cloud
Infrastructure as Code with
Hashicorp Terraform
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Example of a CI/CD
Pipeline Workflow

Project information

[ Repository [ .gitlab-ciyml [ 128x8 Edit in pipeline editor ‘ Replace = Delete & B

Files

v This GitLab CI configuration is valid. Learn more

[«

default:
Commits before_script:

-~ export ANSIBLE_HOST_KEY_CHECKING=False
Branches

Tags
image: ‘adrianii/cicd-en:0.1.0'

‘If ages:

Graph - pyats-pre-snapshot
- deploy-0SPF
- pyats-post-snapshot

Contributors

Compare

Issues
pyats-pre-snapshot:

Authorized n 11 Merge requests 0 stage: pyats-pre-snapshot
o reviewers script: cd pyats && pyats run job job.py —testbed-file cal_test.yaml ——trigger-datafile pre_trigger_datafile.yaml —htal-logs pre_snapshots
° <e—Notify validation results: d cico artifacts:
m - ————Tn, - paths:
Jenkins ‘\Rerige' Test Ryn @ Security & Compliance - pyats/pre_snapshots/pre_ospf_dist-swdl.json
N Resy - - §
& & o | S @ Deployments pyats/pre_snapshots/pre_ospf_dist-swd2. json
éox\o° 6\@\\ s ; s, when: always
Ao, Q& < &8 Ye Staginy G Monitor
Collaborat Y, 3 © % “r ik 7
: nBre v ,:oo%’@;,/ «‘\Q"? @0(\ o i ;o % s, Tower deploy-0SPF:
martBear U, Pe\ »\3"(1 85 /o"”’e,, @ Infrastructure stage: deploy-0SPF
85 (s ri . - - - f -
o mv_.a  Packages & Registries script: ansible-playbook ~-i hosts actions/configure-ospf/configure-ospf.yml

GitLab

< {
a a Tower pulls
= “ 4 N
4_ __Submit change Staging exus slavbooks & corfi
(pull request) Branch Repository

for deployment

k= Analytics pyats-post-snapshot:
stage: pyats-post-snapshot

Network
engineer

Prod
Tower

Notify deployment results |

=
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https://learningnetwork.cisco.com/s/communities

Associate Professional/Expert Additional Resources
CCNA Certification CCDE Certification Cisco Modeling Labs - Personal
CyberOps Certification  Collaboration Certifications  Recertification Questions
DevNet Certifications CyberOps Certifications Share IT Solutions Community
Women in Networking and

Data Center Certifications Programmability

DevNet Certifications

Enterp rise Certifications DevNet Certifications Community / DevNet Associate Practice Questions

Enterprise Wireless
Certifications

Security Certifications

Service Provider Certifications

Discussions Articles Blogs Events Share nm

Sort by Start a Discussion
Top Questions v Y~

Project Management Methodology Comparison

CCDE Certification Community - Carlos G. Trujillo R. CCIE #67041 - July 3, 2023 at 4:55 PM ©394 1§23 17

DevNet Associate Practice Question #14: WebEx App API 21 17
FOLLOWERS POSTS

DevNet Associate Practice Questions - Karlo Bobiles - June 26, 2023 at 3:19 PM ©® 380 b4 4

DevNet Associate Practice Question #13: PyATS

DevNet Associate Practice Questions - Karlo Bobiles - May 8, 2023 at 4:28 PM ® Answered © 384 b 4 o5

DevNet Associate Practice Question #12: Token

-
'Icllls.éloh © 2024 Cisco and/or its affiliates. All rights reserved. deEchtw



https://learningnetwork.cisco.com/s/topic/0TO3i0000008jYHGAY/ccna-certification-community
https://learningnetwork.cisco.com/s/topic/0TO3i0000008jXhGAI/ccde-certification-community
https://learningnetwork.cisco.com/s/topic/0TO3i00000094ZjGAI/cisco-modeling-labs-personal-community
https://learningnetwork.cisco.com/s/topic/0TO3i0000008jY7GAI/cyberops-certification-community
https://learningnetwork.cisco.com/s/topic/0TO3i0000008jY9GAI/collaboration-certifications-community
https://learningnetwork.cisco.com/s/topic/0TO3i0000009WMqGAM/recertification
https://learningnetwork.cisco.com/s/topic/0TO3i0000008jY5GAI/devnet-certifications-community
https://learningnetwork.cisco.com/s/topic/0TO3i0000008jY7GAI/cyberops-certifications-community
https://learningnetwork.cisco.com/s/topic/0TO3i00000092xCGAQ/share-it-solutions-community
https://learningnetwork.cisco.com/s/topic/0TO3i0000008jY4GAI/data-center-certifications-community
https://learningnetwork.cisco.com/s/topic/0TO3i0000008jYEGAY/women-in-networking-and-programmability
https://learningnetwork.cisco.com/s/topic/0TO3i0000008jYEGAY/women-in-networking-and-programmability
https://learningnetwork.cisco.com/s/topic/0TO3i0000008jY5GAI/devnet-certifications-community
https://learningnetwork.cisco.com/s/topic/0TO3i0000008jYIGAY/enterprise-certifications-community
https://learningnetwork.cisco.com/s/topic/0TO3i0000008jYFGAY/enterprise-wireless-certifications-community
https://learningnetwork.cisco.com/s/topic/0TO3i0000008jYFGAY/enterprise-wireless-certifications-community
https://learningnetwork.cisco.com/s/topic/0TO3i0000008jYBGAY/security
https://learningnetwork.cisco.com/s/topic/0TO3i0000008jY8GAI/service-provider-certifications-community
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The Cisco Learning Network

Meet Cisco U. v Certifications v Communities v

DevNet | Programmability

Welcome to the DevNet | Programmability Webinars and Training '
Learning Network. If you find a video that you like in particular or v
buttons to share out to your favorite social network:

Professional-Level Essentials Training Vig

Join Cisco experts as they cover exam topics from the DevNet Profess|
Software Development and Design, Using APIs, Cisco Platforms, Appli

DevNet Associate Prep Program

Watch Professional-Level Essentials Training Videos
Join Cisco experts as they cover exam topics from the DevNet Associg
Development and Design, Understanding and Using APIs, Cisco Platfor|
more.

Watch DevNet Associate Prep Training Videos

DevNet Prep Program Practice Quiz

The DevNet Associate Prep program practice quiz is finally here. Test
prepare for the DEVASC 200-901 exam.

Take the DevNet Prep Program Practice Quiz

o]
CISCO

e
Webinars & Videos v

S —— ™
All Training Videos

All Webinars & Events
CCNA

CCDE

CCIE
Collaboration

CyberOps

Data Center
/\
DevNet | Programmability
Diverse Perspectives
Enterprise

Enterprise Wireless
Security

Service Provider

Multicloud

Ask the Experts (ATXs)

Study Resources v

Q &®-

About/Help v Store

id Training Videos

2 webinar recordings conducted on the Cisco
we'd encourage you to use the social sharing

4

Share ﬁ m

Unleash the Capabilities
of the New Network

Evolution of Cisco’s professional
certification program embraces network
professionals and software developers into
one community.

Learn more

Quick Links

Book Your Exam

Cisco Learning Locator

Cisco Learning Network Store
Certification Tracking System
Learning@Cisco Centralized Support

A Cisco DevNet Exam Topics Update v1.1*

Status: 0%

Lesson 1: Roadmap Publishing Process and Revision Framework

Cisco DevNet Exam Topics Update v1
Process and Revision Framework

0.00%

.1: Lesson 1: Roadmap Publishing

Lesson 2: DEVASC, DEVCOR, and DEVOPS Updates

Cisco DevNet Exam Topics Update v1
and DEVOPS Updates
0.00%

Lesson 3: Extra Tips and Study Resources

Cisco DevNet Exam Topics Update v1
Resources

0.00%

Lesson 4: DevNet Expert
Cisco DevNet Exam Topics Update v1
0.00%

Lesson 5: Questions and Answers
Cisco DevNet Exam Topics Update v1
Answers

0.00%

v How to study for any Cisco Automation

Exam*

v Automating a Network Inventory with

Python*

v Enforcing Interface Configuration Standards

Through Automation*

.1: Lesson 2: DEVASC, DEVCOR,

.1: Lesson 3: Extra Tips and Study

.1: Lesson 4: DevNet Expert

.1: Lesson 5: Questions and

Status: 0%

Status: 0%

Status: 0%

Duration: 54 mins

Launch

Launch

Launch

Launch

Launch

Duration: 1 hr 12 mins

Duration: 1 hr 10 mins

Duration: 1 hr 29 mins

]
CiIsco

© 2024 Cisco and/or its affiliates. All rights reserved.
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Cisco U.

« https://u.cisco.com
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Cisco U. For You

Collapse all
[") My Subscription
Content Type v
Learning Path (74) v

[] Assessments (46)
[] Labs (52)

|| CE Credits (39)

Technology v

[ ] Networking (20)

[ Cloud and Computing (13)
[ Security (12)

[ Software (8)

|| Collaboration (3)

[} Mobility and Wireless (2)
(] Data Center (1)

(] Other (3)

Skill Levels v

[} Beginner (22)

|| Intermediate (43)

Explore  Certifications ~ Community

< Back to all results for "devnet cert"

Relevant Learning Paths

$ LEARNING PATH

i
cisco

Developing Applications Using Cisco Core Platforms and APls |
DEVCOR

Leamn how to implement network applications using Cisco platforms
while you prepare to take the 350-901 DEVCOR exam.

® 0 O ™
Subscribe now
Intermediate  54h35m 64 Credits V2.0

$ LEARNING PATH

i
cisco

Implementing DevOps Solutions and Practices Using Cisco
Platforms | DEVOPS

Leam to automate application deployment and prepare for the 300-910
DevOps certification exam

® 0 O ™
Subscribe now
Intermediate  32h40m 40 Credits V1.0

$ LEARNING PATH

i
cisco

Implementing Automation for Cisco Enterprise Solutions | ENAUI

Leam to implement Cisco Enterprise automated solutions and prepare
for the 300-435 ENAUTO certification exam.

View Plans . devnet cert

7

$ LEARNING PATH
N
cisco

Developing Applications Using Cisco Core Platforms and APIs |
DEVCOR

Expand your knowledge of DevNet and application development and
prepare for the 350-901 DEVCOR exam.

® 0 @ ™
Subscribe now
Intermediate  35h15m 64 Credits V1.0

.

$ LEARNING PATH

]
cisco

Developing Applications and Automating Workflows using Cisco
Platforms | DEVASC

Learn to solve real-world problems using APIs and modern development
tools, as you prepare to take the 200-901 DEVASC exam.

A O O =

$ LEARNING PATH

i
cisco

Implementing Automation for Cisco Service Provider Solutions |
SPAUI

Learn to implement automation solutions in a service provider network
infrastructure and prepare for the 300-535 SPAUTO exam

]
CiIsco

© 2024 Cisco and/or its affiliates. All rights reserved.

Developing Applications Using Cisco Core Platforms and APIs

Learning Path Curriculum

(4] Labs [B] Assessments

Software Development and Design

Using APIs

Application Security

Application Deployment and Cl / CD Pipeline

ure and Automation

Learning Path Completion 0%

Expand All
(8] Courses

12h 30m

10h 40m

16h 40m
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1.0 Software Design, Development, and Deployment 20% v
2.0 Infrastructure as Code 30% v
3.0 Network Programmability and Automation 25% v
4.0 Containers 10% v
5.0 Security 15% v
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1.0 Software Design, Development, and Deployment

1.1 Design a solution based on an on-premises, hybrid, or public cloud deployment, considering these
factors:

1.1.a Deployment: maintainability, modularity
(e.g., containers, VM, orchestration, automation, components, & infrastructure requirements)
1.1.b Reliability: high availability and resiliency
1.1.c Performance: scalability, latency, and rate limiting
1.1.d Infrastructure: monitoring, observability, and metrics
(e.g., instrument placement and instrument deployment)

1.2 Recommend a deployment strategy to mitigate risk and impact on service availability, for a given
scenario

1.3 Modify an existing network automation solution based on business and technical requirements (includes
gap analysis)

1.4 Use Git in a CI/CD development workflow

1.5 Troubleshoot issues with a CI/CD pipeline
. (e.g., code based fa/Iures pipeline issues, and tool incompatibility)

‘clsco  © 2024 Cisco andor it affates. All ights reserved. SdFERCﬂTM
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2.0 Infrastructure as Code

2.1 Create a scalable solution for infrastructure automation
(considering areas such as network impact, risk, and tool selection)

2.2 Build, manage, and operate a Python-based REST API with a web application framework
(endpoints, HTTP request, and response)

2.3 Build, manage, and operate a Python-based CLI application to use a REST API
2.4 Consume and use a new REST API, given the documentation

2.5 Create a RESTCONF or NETCONF payload based on a given YANG module, and interpret the response

l|cll|slé|°|' © 2024 Cisco and/or its affiliates. All rights reserved. deERcﬂtw
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2.0 Infrastructure as Code
2.6 Create a NETCONF filter by using XPath

2.7 Configure network devices on an existing infrastructure by using NETCONF or RESTCONF, given YANG analysis
tools

2.8 Create and use a role by utilizing Ansible to manage infrastructure, given support documentation
2.8.a Loop control
2.8.b Conditionals
2.8.c Use of variables and templating
2.8.d Use of connection plug-ins such as network CLI, HTTPAPI, and NETCONF

'Icllls.éloh © 2024 Cisco and/or its affiliates. All rights reserved. s»‘?ﬁgcntw
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2.0 Infrastructure as Code

2.9 Use Terraform to statefully manage infrastructure, given support documentation
2.9.a Loop control
2.9.b Resource graphs
2.9.c Use of variables
2.9.d Resource retrieval
2.9.e Resource provision
2.9.f Management of the state of provisioned resources

2.10 Create a basic Cisco NSO service package to meet given business and technical requirements. The service
would generate a network configuration on the target device platforms using the [GiSCORIOSTCIMNEDIand be of type

2.10.a Create a service template from a provided NSO device configuration

2.10.b Create a basic YANG module for the service containers (including lists, leaf lists, data types, leaf
references, and single argument "when" and "must" conditions)

2.10.c Create basic actions to verify operational status of the service

2.10.d Monitor service status by reviewing the NCS Python VM log file

u<|:ll|slé|c|,' © 2024 Cisco and/or its affiliates. All rights reserved. su?ﬁg‘ﬂf@
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il Resources

cisco

Tasks = Previous Item New Resources @ Y Next item
Resources — | Previous Resource
Lab Exercises :

The Hardcore Way! Exercise 1 v External Documentation

Exercise 1 1

Exercise 1 : Expected Results
Build a Python CLI Utility To Make Key and Secret Rotation External Dooumentation Index

Ererise 2 ; Simpler for the Network Expected Results
Exercise 3

A task every network engineering and operations team dreads is the regular need to rotate keys, secrets, The following are examples of how the rotatekey CLI application is expected to work when a correct answer has been developed.

Lab Exercises : and common credentails. These include TACACS/RADIUS secrets, NTP and routing protocol keys, and Exercise 1 : Expected Results 1
v
Detailed Lab Guide SNMP community strings among others. When done manually, this work is tedious and error prone - making

While a solution that generates the same output as provided below is likely correct, in order to fully complete the exercise and earn
Exercise 1 it an excellent candidate for network automation. listed in the question must be satisfied.
xercise 1 :
) . 1
Detailed Lab Guide In this task you will be working on a CLI tool rotatekey that is being built to make this regular bit of Exercise 2 : Expected Results 1 Examples of help messages:
Exercise 2 : 1 engineering simpler and more successful. The application is in early development phase, and only the SNMP (1] . .
Detailed Lab Guide community string rotation is being built as this proof of concept phase. Much of the code has already been i Mém Application Help X
) ) ) ) E ise 2: Reference Material (main) expert@cws:~/src/tasks/1ab001-python-cli-app$ rotatekey --help
Exercise 3 : written by other members of the team. Your task is to update the rotatekey/rotatekey.py file with the Xercise : 1
Detailed Lab Guide 1 changes requried to leverage the Python Click library to make this a functional CLI application. (1) Usage: rotatekey [OPTIONS] COMMAND [ARGS]...

Code ExerC|se NOtes Utilities for rotating network secrets and keys.

¢ You will find the files for this exercise in the directory ~/src/tasks/1ab001-python-cli-app.
¢ One possible solution to this exercise is avialable in the answer_key/ directory. This is not the only
possible way to complete this exercise, but it is a funcational answer. You can reference this during work L.
Stream CLI connection info to screen

--cli-verbose
should you find yourself stuck and in need of a pointer. > Diagrams 1 --prefer-restconf Attempt to use RESTCONF even if not defined in
¢ All changes required are found in the following files:

inventory.

Exercise 3 : Expected Results 1 Options:

o --debug Print debug messages during procesing

© rotatekey/rotatekey.py
e Within the files that require changes, Topo: indications have been included for all changes and tasks -i, --inventory TEXT The network inventory file to operate on
you are expected to complete. --help Show this message and exit.

o Code without TODOs indicating changes can be assumed to be correct and no changes are c A
ommands :

© 1992-2023 Cisco Systems, Inc. All rights reserved. © 1992-2023 Cisco Systems, Inc. All rights reserved.
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G Terminal » Apr29 15:27

ol expert@cws: ~

Activating main Python venv

Welcome to the DevNet Expert Exam
This workstation has been configured and prepared with the tools and software
programs necessary to successfully complete your exam.

ALl code repositories are located at: ~/src/tasks

The git client has been configured with the name and email for you. ALL SSH
keys necessary for push/pull actions to GitLab are setup and working.

Python Virtual Environments have been created with the needed libraries
~/venvs/main - The primary virtual environment used for most tasks
~/venvs/ansible - A virtual environment with Ansible installed
~/venvs/yangsuite - A virtual environment with YANG Suite installed

Terminal sessions will automatically have the "main" venv activated.

The following aliases have been created to change venvs if you need to do so:
- venv-main
- venv-ansible
- venv-yangsuite

(main) expert@cws:~$ []

IPERCATD
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Activities Terminal May 26 14:56

® rotatekey.py - Untitled (Workspace) - Visual Studio Code

° 7HHE|'E;LE 7HHE|' §|_|-7©:| O-Il A'— File Edit Selection View Go Run Terminal Help
XP rotatekey.py ®

SR E QA2 TH, SAIAHZt
ot ERE Mexoz

AE7tS =L

* Visual Studio Code

, check result

 Atom
* Vim

< NE =T AE A, TS
285H E5LICH

» Search, Replace

» Page UP, Down

cli(ctx, inventory, debug, cli verbose, prefer restconf):

 Go Line/Column

TERMINAL

~/venvs/yangsuite - A virtual environment with YANG Suite installed

e Last Edition Location

Terminal sessions will automatically have the "main" v activated.
| E|_ The following aliases have been created to change venvs if you need to do so:
o - ve

(* VSCode E2l|SA 7|& &t |

TIMELINE nain) ert : $ [
X P main <&  Python3.9.1064-bit ®O0AO0 Ln17,Col2 Spaces:4 UTF-8 LF Python

lal © 2024 Ci d/or its affiliates. Al right d L § ‘ ¢ w
ISCO an or Its arriiates. ri S reservea.
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- Q|5 &1 E A (External Document) link M| &

wwDevNet Expert Documentation

PYTHON AND PYTHON LIBRARIES DOCUMENTATION

Python 3.9

« click

« Flask
Flask-RESTX

* hvac

Jinja2

o Ixml

ncclient
netmiko API reference | examples
ntc-templates
« paramiko

« pyang

« PyYAML

« requests

« ruamel.yaml
scrapli
scrapli-netconf
TextFSM
xmltodict
PYATS | Getting Started | Development Guide
« Genie

« Unicon

.

.

THIRD PARTY SOFTWARE

« Ansible 2.9

STANDARDS AND SPECIFICATIONS

RFC 6241 - Network Configuration Protocol (NETCONF)
RFC 5277 - NETCONF Event Notifications

DCC 2040 RES nE Protocol

r
« Git
i CI/CD | API

« Grafana 8

« HashiCorp Vault 1.8 | APl docs

¢ InfluxDB 1.8

« Kubernetes 1.23

« Nginx 1.18

« OpenSSL 1.1

« Postman

« Telegraf 1.19 | Cisco MDT Plugin
« Terraform

TERRAFORM ACI

« Provider

« Application EPG

« Application Profile
« Contract

« EPG to Contract

« Tenant

RFC 7950 - The YANG 1.1 Data Modeling Language

RFC 6991 - Common YANG Data Types

RFC 8342 - Network Management Datastore Architecture (NM
« gRPC

« gNMI

OWASP Community Pages | Cheat Sheets

CISCO DOCUMENTATION

Cisco.com Support

Cisco DevNet documentation

« NSO

« ACI programmability

Configure Model-driven Telemetry on Cisco IOS-XE Devices
YANG Suite

Programmability Configuration Guide, Cisco I0S XE Amsterdary
17.1.x

Cisco Nexus 9000 Series NX-OS Programmability Guide, Rele
9.3(x)

Cisco Nexus 3000 and 9000 Series NX-API REST SDK User G
and API Reference, Release 9.3(x)

Cisco APIC REST API Configuration Guide, Release 4.2(x) and
Later

Cisco DNA Center API

Configure NETCONF/YANG and Validate Example for Cisco 10!
16.x Platforms

IP Routing: BGP Configuration Guide, Cisco 10S XE 17

0 git --fast-version-control

About

Documentation
Reference
Book
Videos
External Links

Downloads

Community

Reference

Q Search entire site...

El Quick reference guides: GitHub Cheat Sheet | Visual Git Cheat Sheet

W Complete list of all d

%" Setup and Config

git

config

help

bugreport
Credential helpers

&8 Getting and Creating Projects

init
clone

O Basic Snapshotting

add
status
diff
commit
notes
restore
reset
rm

mv

¥ Branching and Merging

Dranch

Guides

gitattributes

Command-line interface conventions
Everyday Git

Frequently Asked Questions (FAQ)
Glossary

Hooks

gitignore

gitmodules

Revisions

Submodules

Tutorial

Workflows

All guides...

= Email
am
apply
format-patch
send-email
request-pull

& External Systems
sl

lllllllll
Ccisco
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Activities G Terminal ~ May26 14:56

@ EXPLORER
1

UNTITLED (WORKSPAC
-

it New Resources @ Y Nextitem

Lab Exercises
LTVl Exercise 1

| Exercise 1 1

Build a Python CLI Utility To Make Key and Secret Rotation
Simpler for the Network
A task every network engineering and operations team dreads is the regular need to rotate keys, secrets,
Lab Exercises and common credentails. Thes ‘ o
Detailed Lab Guide SNMP community strings amo
it an excellent candidate for nef cC 0O &
1
In this task you will be working ‘ alualn Resources
Exercise 2 : engineering simpler and more SISES
Detailed Lab Guide community string rotation is be .
. written by other members of th§ Resources = | Aok
Exercise 3 :
Detailed Lab Guide changes requried to leverage tl

Exercise 2 1

Exercise 3 1

Exercise 1 :
Detailed Lab Guide

v External Documentati .
Code Exercise Notes i Exercise 1 : EXpected Results

External Documentation Index
* You will find the files for thij

« One possible solution to tl v Exercise 1 Resources EXpeCted Results
possible way to complete {
should you find yourself st{| Exercise 1 : Expected Results
« All changes required are fo While a solution that generates the same output as provided below is likely correct, in order to fully complete the exe ~/ve gsuite vir vironment with YAN
> rotatekey/rotatekey/RIECEE A IS listed in the question must be satisfied. Terninal el an o 9 (e o Gy T
« Within the files that require]
you are expected to compl
> Code without TODOs o # Main Application Help
(main) expert@cws:~/src/tasks/lab001-python-cli-app$ rotatekey --help

, inventory, debug, cli verb

The following are examples of how the rotatekey CLI application is expected to work when a correct answer has beqd

Exercise 2 : Expected Results Examples of help messages: The follo ve been

Exercise 2: Reference Material

1

(1] Usage: rotatekey [OPTIONS] COMMAND [ARGS]... o + O R

Activating main Python venv
Vv Exercise 3 Resources Utilities for rotating network secrets and keys. s omatocton poieLcoe o the Gevet e e il Projects explore proects [T
1 Q searchorgoto...

prograns necessary to successfully complete your exar

Exercise 3 : Expected Results g Options: AL code repositories are located at: ~/src/task vourwork Yours 3 Starred 0 Pendingde > | Fiter by name Language v Name v
[1] --debug Print debug messages during procesing tent has onfigured with the nase and email for you. ALL SS 10 proecs AL personat
cess UL actions to GitLab are setup and working ersonal

--cli-verbose Stream CLI connection info to screen ’ ’ & @

jagrams --prefer-restconf Attempt to use RESTCONF even if not defined in veovs/mtn prinary virtusl environment used for most - A ) 40 v0 1o Do
ventory s/ouaiite - A el »a o7 monts oo

19 Merge requests.
%0 %o 1o Do
& To-DoList A | ouner no o
Updoea? o a0

-i, --inventory TEXT The network inventory file to operate on The following aliases have been created to change s if you need to do 5o
--help Show this message and exit. P © Milestones

X snippets o %0 ¥0 10 00
o Updted 7 months ago
Commands : P, D Activity

©1992-2023 Cisco Systems, Inc. Al rights reserved.

&

Workspaces %0 ¥0 1o Do

# Environments Upcatea7 ot ag0
© Operations

%0 vo no oo

D Security Ouner Updated 7 months ago.
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Your Ci

sco Expert Level Certification exam score report is now available

ccie@cisco.com

Please do not respond to this email.

DevNet Expert Score Report

Candidate: INNEEEEN
Lab Date [ NEEREE

Lab site.

Expert Level Certifications Tracker portal at:

https://ccie.cloudapps.cisco.com/CCIE/Schedule Lab/CCIEOnline/CCIEOnline

The score report will show your performance in each topic of the practical exam version you took, as per the published Practical Exam Topics. Your breakdown in each exam topic is a percentage of the
total number of possible points, not the number of points earned. If you PASS the practical exam, you will not see the percentage breakdown per exam topic.

IMPORTANT: Please let us know how we are doing by completing the survey. Your feedback is critical to improving the Cisco expert level certification program. You have two weeks from your practical
exam date to complete the survey. Thank you in advance for completing the lab survey and for any positive or negative comments.

Keep your profile on the Cisco Expert Level Certifications Tracker portal up to date with your primary email ID to ensure you receive all notifications.

Stay informed of timely and relevant information about changes in the Cisco certification exams with the Cisco Certification Roadmaps at:
https://learningnetwork.cisco.com/s/cisco-certification-roadmaps

For track-specific information, policies, and more about the Cisco expert certifications, visit:
https://www.cisco.com/c/en/us/training-events/training-certifications/certifications/expert.html

If you have questions about this notification or want to contact a support agent, visit Certification Online Support at:
www.cisco.com/go/certsupport

Regards,
Cisco Global Certifications

cisco

© 2024 Cisco and/or its affiliates. All rights reserved.
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https://www.cisco.com/c/en/us/training-events/training-certifications/certifications/expert/ccie-lab-exam-locations/bangalore.html
https://www.cisco.com/c/en/us/training-events/training-certifications/certifications/expert/ccie-lab-exam-locations/beijing.html
https://www.cisco.com/c/en/us/training-events/training-certifications/certifications/expert/ccie-lab-exam-locations/brussels.html
https://www.cisco.com/c/en/us/training-events/training-certifications/certifications/expert/ccie-lab-exam-locations/dubai.html
https://www.cisco.com/c/en/us/training-events/training-certifications/certifications/expert/ccie-lab-exam-locations/singapore.html
https://www.cisco.com/c/en/us/training-events/training-certifications/certifications/expert/ccie-lab-exam-locations/richardson.html
https://www.cisco.com/c/en/us/training-events/training-certifications/certifications/expert/ccie-lab-exam-locations/sydney.html
https://www.cisco.com/c/en/us/training-events/training-certifications/certifications/expert/ccie-lab-exam-locations/tokyo.html
https://learningnetwork.cisco.com/s/article/CCIE-Mobile-Lab-Info
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DevNet Learning Labs Center
 https://developer.cisco.com/learning/
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