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Cisco SD-WAN
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Cisco SD-WAN
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Dashboard

192.168.13.21:8443
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https://data.kma.go.kr/api/selectApiList.do?pgmNo=42

<« c © T2 9%  hipsy//192.168.13.21:8443/apidocs/

SD-WAN Swagger =

192.168.13.21:8443/apidocs Cisco SD-WAN vManage AP| &0
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d eVnetXX/C | SCO 1 2 3 ! @# The vManage APl exposes the functionality of operations maintaining devices and the overlay network

Servers

Filter by tag
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Monitor > Devices > session status
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Configuration

Tools

Maintenance

Administration

Workflows

Reports

Analytics

Explore

Overview

Tunnels

Applications

Security

VPN

Logs

Multicloud

SD-AVC Cloud Connector

Compliance

SUPERCAT

isco Deve

Hostname Device Model Site Name System IP Health @ Reachability Control @ BFD TLOoC Up Since CPU Load
vmanage Manager 1111 ] T 32/32 0/- 8/8 May 10, 2024 10:35 AM I 3.66%
vsmart Controller 111.2 ] T 33/33 0/- 2/2 May 09, 2024 10:50 PM 2.03%
vbond Validator 1113 ] T 40/ 40 0/- -/- May 09, 2024 10:46 PM 2.07%
cEdge-01-C8Kv Cc8000v SITE101 111201 [ ] T 2/2 29/29 1/1 May 22, 2024 02:40 AM - a41.27%
cEdge-02-C8Kv C8000v SITE_102 111102 [ ] T 2/2 29/29 1/1 May 10, 2024 03:29 PM - 39.9%
cEdge-03-C8Kv C8000v SITEZ103 111103 [ ] T 212 29729 111 May 10, 2024 04:06 PM - 36.35%
cEdge-04-C8Kv c8ooov SITE_104 111104 [ ] T 2/2 29/29 1/1 May 10, 2024 04:18 PM - 4017%
cEdge-05-C8Kv C8000v SITE_105 111105 [ ] T 2/2 29/29 1/1 May 10, 2024 04:18 PM - 38%



Configuration > Devices > Device status

Configuration

Configuration Groups
Policy Groups

Service Insertion

Maintenance

Topology

Administration Cloud OnRamp for SaaS WAN Edge List (30)

WAN Edge List Control Components Unclaimed WAN Edges

3
m

Cloud OnRamp for Multicloud | [ Q Search Table

Workflows
<> N

Reports Network Hierarchy Export Bootstrap Configuration Sync Smart Account Add PAYG WAN Edges Upload WAN Edge List As of: May 22, 2024 12:¢
Certificates Chassis Number Site Name Hostname Tags Config Locked Managed By @ Device St
Analytics
Certificate Authority
Explors Templates C8K-2770F511-FE79-44CB-A513-B642973559E8 SITE_101 cEdge-01-C8Kv Add Tag v~ No Unmanaged In Sync
Policies
Security C8K-9DCA28F4-A908-7A2B-BD8F-9F1010ECB39F SITE_102 cEdge-02-C8Kv Add Tag v No Unmanaged In Sync
Unified Communications
CBK-FBE3C511-AC90-2177-6191-754A6EADABDC SITE_103 cEdge-03-C8Kv Add Tag v No Unmanaged In Sync

Network Design |
Cloud onRamp for laaS

Application Catalog |
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Configuration > Template > Template status

S o)
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®

Tools

Maintenance

Administration

Workflows

Reports

Analytics

Explore

Configuration Groups

Policy Groups

Configuration

Service Insertion

Device Templates

Feature Templates

Topology

Cloud OnRamp for SaaS Q Search

Cloud OnRamp for Multicloud
Devices

Network Hierarchy

Create Template v

Template Type  Non-Default :
Certificates s P M Total Rows: 31 0
Certificate Authority Name Description & Type Device Med... Device Role ... Feature Templates Draft Mode Devices Attached Update
Templates v
= » cEdge-01-C8Kv 101 CLI C8000v 0 Disabled 0 admin
Policies
S ls . .
seuny cEdge-02-C8Kv 102 cLl €8000v 0 Disabled 0 admin
Unified Communications
Network Design cEdge-03-C8Kv 103 CLI Cc8000v 0 Disabled 0 admin
Cloud onRamp for laaS
cEdge-04-C8Kv 104 CLI Cc8000v 0 Disabled 0 admin

Application Catalog

SUPERCAT

perCAT — |




Configuration

Device Templates

Feature Templates

Q Search

O asr1001-HX

Add Template ) mp O asr1001-x

O asr1002-Hx

Template Type Non-Default O Asr1002-x

O asr1006-x
Name Description
O cno1-2p

O c1101-apLTEP
O c1101-arLTEPWS
O c1o9-zpLTEGE
O c1109-2pLTEUS
O c1109-2pLTEVZ

C1109-4PLTE2P

O c1109-aPLTEZPW®

O crn-ze
O c1111-apLTEEA
O c1111-2pLTELA

O ci1-apw+

SUPERCATYY

Cisco AAA

Cisco OMP

Global Settings

VPN

Cisco Secure Internet Gateway (SIG)

WAN

Cisco BFD

Cisco Security

Cisco VPN

Cisco NTP

Cisco System

Cisco VPN Interface Ethernet

ManEEFrqEI _\Tl.% LAN



Configuration Configuration

Device Templates ature Templates Device Templates  Feature Templates

Search
| a . Device Model* [ C€8000v hd ]
Create Template Device Role* [ v ]
Template Type -
p ype  Non-Default Template Name* [ ]
Name Description & Type Device Mod... Devic
Description® [ ]
cEdge-01-C8Kv 101 CLI C8000v
Basic Information Transport & Management VPN Service VPN Cellular Additional Templates
cEdge-02-CBKv 102 CLI C8000v
cEdge-03-C8Kv 103 CLI C8000v . .
Basic Information
cEdge-04-C8Kv 104 CLI C8000v

Cisco System * [ Default_BootStrap_Cisco_Sys... -]

Factory Default DC1 System

Cisco Logging *
Default_System_Cisco V01

Factory_Default_Cisco_System_Template

Factory_Default_DC1_System y_Default_DC1_System

Factory_Default_Dynamic_Retail_Branch_8
Factory_Default_Retail_Branch_System

1 = B

Create Template View Template

SUPERCATD



Configuration

Device Templates Feature Templates

——————
[ Q Search v

Create Template v

Template Type  Non-Default Total Rows: 31 0w &

MName Description & Type Device Mod... Device Role .. Feature Templates Draft Mode Devices Attached Upd 1 By Last Updated T . Status
cEdge-01-CBKv 101 CLI c80o00ov 0 Disabled 0 admin 22 May 2024 1... In Sync see
cEdge-02-C8Kv 102 CLI C8000v ] Disabled 1] admin 22 May 2024 1... In Sync Edit |

View
cEdge-03-C8Kv 103 CLI C8000v o} Disabled 0 admin 22 May 2024 1... InSync

Delete
cEdge-04-C8Kv 104 CLI Ca8000v 0 Disabled 0 admin 22 May 2024 1... InSync Copy
cEdge-05-C8Kv 105 cL CB000V 0 Disabled 0 admin 22 May 2024 1. In Sync Enable Draft Mode

< Attach Devices

cEdge-06-C8Kv 108 CLI C8000v 0 Disabled ] admin 22 May 2024 1... InSync

Export CSV
cEdge-07-CBKv 107 CLI Ca8000v 0 Disabled 0 admin 22 May 2024 1... InSync see
cEdge-08-C8Kv 108 CLI C8000v 0 Disabled 1 a NK . 22 MaKZPZi—'I._. ol Sync eee

Windows = -1E
rhd Tda 4 — acl aa- —_ Td T B _—l\
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Attach Devices

Attach device from the list below

0 ltems Selected

VPERCATSD

Available Devices O select All Selected Devices
Al ~| Q search Y Al - | Q search Y
Device IP / Name Device IP
cEdge-02-C8Kv 111102
cEdge-03-C8Kv 111103
cEdge-04-C8Kv 111104
cEdge-05-C8Kv 111105 .
cEdge-06-C8Kv 111108 AttaCh De‘"ces
cEdge-07-C8Kv 111107
cEdge-08-C8Kv 111108 . .
Attach device from the list below 1 Items Selected
Available Devices O select All Selected Devices O select All
All ~| Q search A4 Al Q. search A4
Name Device IP @ Name Device IP
cEdge-02-C8Kv 112102 - cEdge-01-C8Kv 111101
cEdge-03-C8Kv 111103
cEdge-04-C8Kv 111104
cEdge-05-CBKv 111105
cEdge-06-C8Kv 111108
cEdge-07-C8Kv 111107
cEdge-08-C8Kv 111108
cEdge-09-C8Kv 111108

| aach [ R



Device Group (1)

[ Q Search Table

As of:

:May 22,2024 02:40PM 3

Status Message Chassis Number Device Model Hostname System IP Site ID vManage IP Action
£: In progress Generating configuration fro... CBK-2770F511-FE79-44CB-A513-B642973559E8 C8000v cEdge-01-C8Kv 111101 101 1131 B
Device Group (1) ®
[ Q Search Table W
As of: May 22, 2024 02:40 PM 1}
Status Message Chassis Number Device Model Hostname System IP Site ID vManage IP Action
@ Success Template successfully attac... CBK-2770F511-FE79-44CB-A513-B642973559E8 CBO0OvV cEdge-01-C8Kv 11101 101 1111 =
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LAB1 (Postman)
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O O N

cEdge-01 1.1.1.101 101  DevnetO1 cEdge-16 1.1.1.116 116  Devnet16 O3 H
cEdge-02 1.1.1.102 102  Devnet02 PALC) (Mo cEdge-17 1.1.1.117 117  Devnet17 e =
cEdge-03 1.1.1.103 103  Devnet03 THElg cEdge-18 1.1.1.118 118  Devnet18 M2tk
cEdge-04 1.1.1.104 104  Devnet04 24 = cEdge-19 1.1.1.119 119 Devnet19 Tekt =
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Postman collection

https://www.postman.com/kkyc3/workspace/my-workspace/collection/34445127-ff3def5a-
c066-45a6-bbef-b7fb45066ce8?action=share&creator=34445127&active-
environment=34445127-1ab0c157-bb61-46f3-af3c-accd69011ec4 D

SD-WAN RestAPl.postman_collection_20240522

Postman environments

https://www.postman.com/kkyc3/workspace/my-workspace/environment/34445127-
1ab0c157-bb61-46f3-af3c-accd6901 1ec4?action=share&creator=34445127&active-
environment=34445127-1ab0c157-bb61-46f3-af3c-accd6901 1ec4

SD-WAN_RestAPI_Env.postman_environment.json

SUPERCATD

Presentation ID

32



'File Edit View Help

« » Home Workspaces ¥ APl Network

= -

g o ol [

Collections

E

Environments

O

History

You don't have any environments.

An environment is a set of variables that allows
you to switch the context of your requests.

Create Environment

Overview - kkyc3

() Search Postman

& Overview +

2 kkyc3

Overview  Settings

Use a template to quickly set up your workspace

~* APIdemos More templates

=,

Add Workspace Description

£ Pin Collections

Import 610 CHRZE&t
Y = Collection It 2
Sl guct

= a x
6 0@ W
v X! Noenvironment v £

00

Contributors

Q You



@ Tip : You can also paste cURL In the request bar to import Dismiss

SD-WAN
RestAPI
postman

\f' Drop an (ollectlonl
¥ spiors

Or select filg

Import 6104 CHREZE&t
Y = Collection It 2
Sl guct

(Q Migrate to Postman v QUM Other Sources v Learn more about importing data »

SUPERCATD



& > Home Workspaces ~ APl Network () Ssearch Postman

2 kkyc3 New  Import &3 Overview ] SD-WAN RestAP| + w
W) + = *°  SD-WAN RestAPI A Share Y F
Collections

v~ SD-WAN RestAPI

E Overview Authorization Scripts Variables Runs
. rOST 0. Authentication Copy -

Environments

GET 0. Token
D
History e N VAIAR Naai AN
GET 2. Devices Status Aav B I 5 = i E H [ & e ¢ [ Postmaneditor -
- GET 3. Device Counters
O+ [

GET 4. Interface statistics
GET 5. Template Feature

GET B. Template Feature Type

GeT 7. vEdge Template Policy
GET 8. TemplatelD . .
P View complete documentation =
GET 9, DevicelD S10|
=/ —

POST 10. Attach

SUPERCAT




&« > Home Workspaces v APl Network ~ () Search Postman

2 kkyc3 New &5 Overview ] SD-WAN RestAP!

= = Drop files anywhere to import
Collections
E'J Globals Overview Authorization Scripts Variables Rur
Environments

S 25HAH importdHod
) environments I} S

M SD-WAN RestAPI

History

You don't have any environments.

An environment Is a set of variables that allows
you to switch the context of your requests.

Cioide Bricheimiiant View complete documentation -

SUPERCAT




@ Tip : You can also paste cURL In the request bar to import Dismiss

S 28HAH importdod
environments I} S
Sei st

M C O anywhere to import

es or folders

SD-WAN _
RestAPI_
Env
postman_
environmen
Ljson

@ Migrate to Postman v QUM Other Sources v Learn more about importing data »




2 kkyc3 New Import & Overview ] SD-WAN RestAP] [5] SD-WAN_RestAPI Em & v i
a | =S SD-WAN_RestAPI_Env ¥ Fork 0 [Q)S:
Coliections
& Globals Q@ Fitter variables
Environments
SD-WAN_RestAPI_Env Variable Type Initial value Current value
D vmanage default ~  19216813.21 192.168.13.21
History
|-username default ~  Devnet(XX) Devnet(XX)
oo
o+ |-password default ~  Ciscol23l@# Cisco123!@#
port default ~ 8443 8443
XHAlo] HIFHS Q& &L |C} X-XSRF-TOKEN default
DevnetO1 ~ Devnet30 templatelD default
DevicelD default




{9\ kkyc3 New
a + =
Collections
~ SD-WAN RestAPI
[5] POST 0. Authentication Copy
Environments
GET (. Token
D GET 1. Fabric Devices
History
GeT 2. Devices Status
oo GET 3. Device Counters
o+

GET 4, Interface statistics

GET 5. Template Feature

GET 6. Template Feature Type
GET 7. vEdge Template Policy
GET 8, TemplatelD

GET 9. DevicelD

POST 10. Attach

SUPERCATD

isco Develot onnect

&S Overview POST 0. Authentication Cop [=] SD-WAN_RestAPI_Em @ +

SO-WAN Rest2Bl | 0. Authentication Copy Bearc

=]

POST ~ https:// {{vmanage}}: {{port}}/j_security_check

~  No environment

Params Auth Headers (9) Bodye Scripts Settings
SD-WAN_RestAPI_Env 2
Query Params

Key Value Description +++ Bulk Edit

Key Value Description

No environment —>
SD-WAN_RestAPI_EnvZ SHAELICH

Response



,9\ kkyc3 New Import &0 Overview posT 0. Authentication Cop (o] SD-WAN_RestAPI_En ® + ~ SD-WAMN_RestAPl_Env

W) + = o i SD-WAN RestAPl [ 0. Authentication Copy &) Save @~
Collections
~ SD-WAN RestAPI
E. POST 0, Authentication Copy POST b hitps:/fi{vmanage}}:{{port}})_security_check > u
Environments L
GET 0. Token ) .
Params Auth Headers (10) Bodye Scripts Settings Cookles
D GET 1. Fabric Devices
Histary Query Params
GET 2. Devices Status
»»+ Bulk Edit

. 6€T 3. Device Counters Key Value Description
o+

GET 4, Interface statistics Key Value

GET 5. Template Feature

GET 6. Template Feature Type

GET 7. vEdge Template Policy

Body Cookies (1) Headers (10) Test Results € 2000k 1B7ms 4438 [f) Save as example oee
GET B. TemplatelD —
¢€T 9. DevicelD Pretty Raw Preview Visualize Text v b Q

POST 10. Attach B

1. Authentication && -> 200 OK &9l

SUPERCAT

Jevel




_+_

V

SD-WAN RestAPI

posT 0. Authentication Copy

Import

& Overview POST 0. Authenticatio  [CONFLICT] [2] sD- e GET 0. Token

SD-WAN RestAP 0. Token

&

SD-WAMN_RestAPl_Env E

[ Save |~ B

GET v https://{{vmanage}}:{{port}}/dataservice/client/token

GET 1. Fabric Devices

GET 2. Devices Status

GET 3. Device Counters

GET 4. Interface statistics

GeT 5. Template Feature

GET 6. Template Feature Type
GET 7. vEdge Template Policy
GET 8, TemplatelD

GET 9. DevicelD

POST 10. Attach

SUPERCAT

Params Auth Headers (7] Body Scriptse Settings

Query Params

Key Value

Key

Body Cookies (1) Headers (13) Test Results

Pretty Raw Preview Visualize JSON ~ =

€ 2000k 21ms 560B

Cookies

«= Bulk Edit

[Z) Save as example e

O

1 96751F7AA4DBF75713198C3A09757E4303FBEOFDB915ED31040328C3345745252F55C9F532522E47AB89218D55741E18

238D

2. Token &I& —> 200 OK &0l —> Token gt SAIFE &S ZD|& B4



3

5 Overview

0. Authenticati

SD-WAN_RestAPI_Env

o ol SD-WAN_RestAF o

GET 0. Token

SD-WAN_RestAPI_Env

w

@i SO Edit
Varlable Initial value Current value
GET
vmanage 192168.13.21 192.168.13.21
Params Auth
J_username admin admin
Query Params
j-password Cisco123l@# Ciscol23l@#
Key
port 8443 8443
X-XSRF-TOKEN @
tamnlatall
S SD-WAN tAP
Body Cookles P R
Variable Initial value Current value
Pretty Ri -
1 96751 |-password Clsco123i@# Ciscol23l@#
2
port 8443 8443
X-XSRF-TOKEN CiF532522E474B09218D55741E10238D )
=
Hsoz2 s02 & Aol —
= = = templatelD
20l SHLE S8lX| &ol= P
X_XSRF_TO KE Un_:‘ —JF 0” Lé_' O'l _E_ Ll [:|' DevicelD
Globals

SUPERCATS)

2. Token &8 —> 200 OK &Q2l —> Token gt SAtE

&

CHoll ED1= BH=gt

ol
=

=]
=




2 kkyc3 New  Import < [clsD-we GeT0.Tok GET1.Fab  GET2.Dev  GeT 3.Dev  GET 4. Inte + v SD-WAN_RestAP|_Env v

(w] + = 000 it SO-WAN RestAPl | 1. Fabric Devices [B) save v

Collections
v~ SD-WAN RestAPI

[=] POST 0. Authentication Copy GET ~ https://{{vmanage)):{{port})/dataservice/device

Environments
GET 0. Token
Params Auth Headers (8) Body Scripts Settings
LD GET 1. Fabric Devices
History Query Params

GET 2. Devices Status

«  Bulk Edit
a0 GET 3. Device Counters Key Value Description Bulk Edi
o+
GET 4. Interface statistics Key Vaiue
6eT 5. Template Feature
GET 6. Template Feature Type
GET 7. VE Template Poli
dge Templal cy Body Cookles (1) Headers (13) Test Results 1ms 3387KB [Z) Save as example cco
GET 8. TemplatelD —
GET 9. DevicelD Pretty Raw Preview Visualize JSON v % O Q
057 10. Attach 374 g (1o1l) aa ab K|1of6 P L = x
375 “deviceId": *1.1.1. 8",
376 "system-ip”: "1.1.1.101", L
= 377 “host-name”: "cEdge-01-CBKv"
P X g
1 7JJ_I-X| Get( QI) 2 Ll l:l- 378 *"reachability”: “"reachable”,
x"Exﬁl OI Il'ﬁ__l d V ce = |:H§ 379 "status": "normal",
) = A 380 “personality": “vedge",
find 5t LS Eolgs+ASLICH - ¥ o N S E=
381 device-type": “"vedge", W[n dov\/q A
382 “"timezone": "UTC +0060", O
383 “device-groups”: [ ;‘ AT O ‘,“}_ ;1 Tft;‘ l;
384 "No groups” %‘7 .

SUPERCATS




SD-WAN_RestAP|_Env

) Save | w

New Import < [CONFLIC® GETO.Tob  GET1.Fab  GET 2.Dev  GET 3.Dev  GET 8.Ter + ~
+ | F ®° B SD-WAN RestAP| | 8. TemplatelD
v+ SD-WAN RestAPI
GET ~ https:/[192.168.13.21:8443/dataservice/template/device

posT 0. Authentication Copy

GET 0. Token

Params Auth Headers (7) Body Scripts Settings

GET 1. Fabric Devices

Query Params
GET 2. Devices Status
GET 3. Device Counters Key
GET 4. Interface statistics Key -

GET 5. Template Feature
GET 6. Template Feature Type

GET 7. vEdge Template Policy Body Cookies (1)
|

Headers (13) Test Results

GET 8. TemplatelD

Cookies

"

Description

€k 2000k posks [T) Save asexample ece

GET 9. DevicelD Pretty Raw Preview Visualize JSON v~ o Q
177 “templateClass”: "cedge")
POST 10. Attach b, | % =}
178 "configType": "filg" i A3 b, 1of T =X
179 “templateI«C c1abed5-7bbb-A7aa-aada-27507fec 130 > -
188 “factoryDefault": false,
8. Templateid = =) 181 “templateName": "cEdge-81-CBKv",
XHAIO| AFOIE IDE 2 MBI 182 "devicesAttached”: @,
R = 183 "templateDescription®: "181",
Templateld : 8t S A&FLICY. . - .
184 draftMode”: "Disabled", f, K_I it O|
185 "lastUpdatedOn”: 1716385869662, v\, INAOWS =&
186 “templateAttached": © o .

SUPERCATYD)




e SO-WAN  SD-WAN_RestAPI_Env Edit

Variable Initial value Current value
GET
port 8443 8443
Params Auth
X-XSRF-TOKEN 96751F7AA4DBF75713198C3A09757E430
Query Params 3FBE9FDB915ED31040328C3345745252
F55C9F532522E47AB09218D55741E1023
Key 8D
ney (emplateiD ) -
DevicelD
fi SD-WAN  SD-WAN_RestAPI_Env Edit
Varlable Initial value Currentjvalue
GET
port 8443 8443
_ Params Auth
Token atﬂ} DI‘E"DI‘I' E ¥-XSRF-TOKEN 96751F7AR4DBF7571319BC3A09757E430
templatel D a’t 0," _;Tc_ J I‘ é," Ll [:I' Query Params 3FBESFDBP1SED31040328C3345745252
F55COF532522E47AB09218D55741E1023
Key 8D
templatelD clab0e45-7bbb-47aa-aada- ’
27507fee130a
Globals Add

SUPERCATID) = = ——




New Import < GET 0. Tok GET 1. Fab GET 2. Den GET 3. Dev GET B. Ter GET 9. Den =+ ~ SD-WAN_RestAP|_Env

_+_

e SD-WAN RestAPl | 9. DevicelD [0 Save |~

~ SD-WAN RestAPI
pOST 0. Authentication Copy GET ~ https://192.168.1 3.21:8443!dataservicefdevicé. site-id=101 >

GET 0. Token ) .
Paramse Auth Headers (8) Body Scripts Settings Cookies
GET 1. Fabric Devices S —
Query Params
GET 2. Devices Status
v ==« Bulk Edit
GeT 3. Device Counters . Key Value Description
GET 4. Interface statistics site-id 101
GET 5. Template Feature Key Value Desc
GET 6. Template Feature Type
GET 7. vEdge Template Policy
Body Cookles (1) Headers (13) Test Results © 2000k 232ms 4f6KB [I) Save as example ooo
GET 8. TemplatelD —
o€T 9. DevicelD Pretty Raw Preview Visualize JSON v~ G Q
261 “timezone": "UTC +0060"
posT 10. Attach 1 * =
262 "device-groups”: [ ot > [10f5 T4 =X
263 “No groups™
264 1.
9. DEViCEID _;;:_'5' ;:: :i::;upd?teau:“1?;2388915853,
P P - essionslp”: ’
ggag Il‘ﬁlgl AI‘O'E IDE E%‘Of(ﬁ 267 "domain-id®; "1",
Send & LICI A3EG6IH olEHE 9| 268 “board-serial®: "320B1205", \/\f "i 7 IT
. = 269 "certificate-validity": "Valid® ow =1
uuid : gt2 SAIELIC certimemtesvabianty vl WINAOWS ‘S &
270 max-contz ' = rA AT O = — =
271 “uu1 &G CBK-2776F511- FE79-44CB-A513-B642973559E l=2Cl=—= =N {
272 "bfdSessions": "2a CF

SUPERCATYD)




< GET 0. Tok GET 1. Fab GET 2. Dy GET 3. D& GET 8. Ter GET 9. Dey + v SD-WAN_RestAP|_Env v =
@i SO-WAN  SD-WAN_RestAPI_Env Edit
Varlable Initial value Current value
GET
X-XSRF-TOKEN 96751F7AA4DBF75713198C3A09757E430
Paramse Au
3FBE9FDB915ED31040328C3345745252
Query Params F55C9F532522E47AB09218D55741E1023
8D
Key
) templatelD clab0e45-7bbb-47aa-aa%a-
ke 27507fee130a
Coevicen ) > °
Globals o
Body Cookles .
— L “1 SD-WAN_RestAPI_Env Edit
Varlable Initial value Current value
POST
X-XSRF-TOKEN 96751F7AA4DBF75713198C3A09757E430
Params  Auth 3FBE9FDB915ED31040328C3345745252
0. |:||O-|9){E DevicelD 0” F55COF532522E47AB09218D55741E1023
= 8D
U;j _+_§ C‘;’ EI %I- |__| [:|. Query Params
Key templatelD clabOed5-7bbb-47aa-aa%a-
27507fee130a
DevicelD C8K-2770F511-FE79-44CB-A513-
B642973559E8
Globals Add
Response

SUPERCATD

No global variables




File Edit View Help

i« > Home Workspaces ~ APl Network ~
2 kkyc3 New  Import
ﬁ _+_ ? o00
Collections
~ SD-WAN RestAPI
[=] POST 0. Authentication Copy
Environments
GET 0. Token
D GET 1. Fabric Devices
History
GET 2. Devices Status
= GET 3. Device Counters
o+

GET 4. Interface statistics

GET 5. Template Feature

GET 6. Template Feature Type
GET 7. vEdge Template Policy
GET B. TemplatelD

GET 9. DevicelD

Search Postman Upgrade
pg

| e oo o

< GET 1.Fab  GET2.Dev  GET3.Dev  GETB.Ter GET9.Dev  POSTIOA + - SD-WAN_RestAP|_Env  ~
i#  SD-WAN RestAP| / 10. Attach [£) Save |~
POST v https://192.168.13.21:844 3/dataservice/template/device/config/attachcli
Params Auth Headers (10) ripts  Settings Cookies
Query Params
Key Value Description +» Bulk Edit

alue Description

Response
10. Attach £ 2&/8t+= Body € 2& &LILH

Ve |



,'% kiyc3 New  Import < GET 1. Fab GET 2. Den GET 3. Den GET 8. Ter GET 9. Den POST 10.. ® + v SD-WAN_RestAPI_Env v

g + =
Collections

&l

SD-WAN RestAP| / 10. Attach [E) save ~

~ SD-WAN RestAPI
= pOST 0. Authentication Copy POST ~ https://192.168.13.21:844 3/dataservice/template/device/config/attachcli

Environments

GET 0. Token . )
Params Auth Headers (10) Bodye Scripts Settings Cookies
0, GET 1. Fabric Devices
History raw v JSON ~ Beautify
GET 2. Devices Status
=l oev 3. Device Counters 2 "deviceTemplatelList":[
GET 4. Interface statistics 3 i
.| “"templateId":"{{templatelD?i",
GET 5. Template Feature 5 "device":[
GET 6. Template Feature Type o i
7 "csv-status”:"complete”,
GET 7. vEdge Template Policy 8 *csv-deviceld” ;" {{DevicelDii",
. vt e T 192.168.13.XXX(101~130) L
GET 8. TemplatelD . - : 1-1 - ":BK
"csv-host-name":
GET 0. DevicelD 11 i cEdge-xx-C8Kv (01~25)
12 1. cEdge-xx-CSR1KV (26~30)
POST 10. Attach . .
13 "isEdited":false,
14 "isMasterEdited” :false,
15 "isDraftDisabled" : false
16 1

10. Xt412Q) Device o) @82 5tE3Y gt HASLICE

SUPERCAT

L]



2 Configuration »
Configuration Groups
i
K Tools Policy Groups
o Service Insertion
- Maintenance
Topology
4a Administration Cloud OnRamp for Saas 1
Cloud OnRamp for Multicloud
"'F_‘} Workflows
Devices o il
] Re N '
=) ports etwork Hierarchy
Certificates 1
sl Analytics 1
Certificate Authority
@ Explore Templates
O
Policies
Securi
v =

CBK-2770F511-FE79-44CB-AS13-B642973559E8 SITEQI cEdge-01-C8Ky Add Tag ~ Mo

Cloud onRamp for laaS il

Application Catalog 3 10. vManager0ll M Xt&l2| &H| status 2 &QI8HLICH
Configuration > Devices > cEdge-xx-C8Kv 4t E{ £Ql

SUPERCATD




2 kkyc3 New Import
ﬁ + ? @00
Collections
~ SD-WAN RestAPI
=l posT 0. Authentication Copy
Environments
GET 0. Token
D GET 1. Fabric Devices
History
GET 2. Devices Status
go GET 3. Device Counters
GET 4. Interface statistics
GET 5. Template Feature
GET 6. Template Feature Type
GET 7. vEdge Template Policy
GET 8. TemplatelD
GET 9. DevicelD
POST 10. Attach
10. Send 0= &&H0| ¥etA
AANAO| Eol0| etE +=USLICH

GO Overv POST 0. AL E SD-Wi GET 0. Tok GET 8. Ten GET 9. Der posST10.: » e ~ SD-WAN_RestAPI_Env
mj SD-WAN RestAP 10. Attach |E| Save v
POST v https://192.168.13.21:844 3/dataservice/template/device/config/attachcli
Params Auth Headers (10) Bodye Scripts Settings Cookies
raw v  JSON Beautify
1 1
2 "deviceTemplatelist™:[
3 i
4 "templateld":"{{templatelID}}",
5 "device":[
6 i —_
7 "csv-status”:"complete”,
8 "csv-deviceld®:" {{DevicelDf{",
9 "csv-deviceIP":"192.168.13.101",
16 "csv-host-name" : "cEdge-01-CBKv"
11 1

Body Cookies (1)

Headers (13) Test Results

Pretty Raw Preview Visualize JSON v

=

101ms 5388 [3) Save as example

O

1 i

2 Q "push_file_template_configuration-fcac 31&—88&5—d?22—a279—4241f4916c6D

3t

Q

oo0



Completed (41)

1 Search \f

J

Last Updated: 23 May 2024 1:23:25 am

Sortby suen Time

te Configuration (Total

@ Push CLI Template Co

10. Send £0ll= & &

LAl &olo] et

SUPERCAT'D)




0 The network is cut of compliance due to licensing, please click here for mone actions.

&g, Monitor ~ . o
Push CLI Template Configuration | @ Validation success

n“\ Configuration
Total Task: 1| In progress : 1

x Tools

Device Group (1)

o .
— Maintenance

Qi Search Table

4o Administration

s ;j Workflows
Message ‘Chassis Humber

Status
=] Reports
6 pm% Davice has pulled the confi... CBK-2770F511-FE79-44CB-A513-B642973559E8
Analytics

@ Explore

Push CLI Template Configuration | @ Validation success

Total Task: 1| Success : 1

Device Group (1)

Q Search Table

o Administration

B Workflows
Status Message ‘Chassis Number
E Reports y m—
< @ Success > Template successfully attac... C8K-2770F511-FE79-44CB-A513-B642973559E8
1l Analytics




Monitor

Configuration

Tools

Maintenance

Administration

Waorkflows

Reports

Analytics

Explore

Configuration

WANEdgelList  Control Components  Unclaimed WAN Edges

WAN Edge List {30}

Q Search Table

Export Bootstrap Configuration Sync Smart Account Add PAYG WAN Edges Upload WAN Edge List

Chassis Number Site Name Hostname Tags Config Locked Managed By O
s
CBK-2770F511-FET9-44CB-A513-B64 2973550E8 SITEJOM cEdge-01-Caky Add Tag ~ Yes @t{‘ {:Edqt‘—@
CBK-SDCAZBF4-AS08-7AZB-BDBF-SF10M0ECB3SF SITE_102 cEdge-02-CBKw Add Tag ~ Mo Unmanaged
CBK-FEE3CS11-ACB0-2177-6191-754ASE4DAEDC SITE03 cEdge-03-Cakv Add Tag ~ Mo Unmanaged

10. Xt&le] ZUIJ UnmanagedOll Al Template RE2 HEE IS &QISLICH

SUPERCAT

pers Conne



LAB2 (Python)

- Postman0®iA Python ZE B4
. (Get) ZEHHA L XL

- (Post) ZEHH S HE
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File Edit View Help

& > Home Workspaces v APl Network

Q) Search Postman 8 N Q Upgrade
A kkyc3 New  Import < [=] sD-w. GET 0. Tok GET 8. Ter GET 9. Der pOST 10.. ®  GET 2. Der + v SD-WAN_RestAP|_Env v
jw) + |IE s P SO-WAN RestAP| | 2. Devices Status [C) Save | v
Collections
v~ SD-WAN RestAPI ‘
[s3 POST 0. Authentication Copy GET v https://{{vmanage)}):{{port}}/dataservice/device/monitor
Environments
GET 0. Token :
Params Auth Headers (7) Body Scripts Settings Cool Cod
5 GET 1. Fabric Devices —
History Query Params
I GET 2. Devices Status
s+« Bulk Edit
. GET 3. Device Counters Key Value Description ul
o+ -
GET 4. Interface statistics 1€) e ve
GET 5. Template Feature
GeT 6. Template Feature Type Get S & 8 L Code 00|12 28!

GET 7. vEdge Template Policy
GET 8. TemplatelD
GET 9. DevicelD

POST 10. Attach

SUPERCATYD)

Response

@

fmmw



~ kkyc3 New
W) + =
llections
~ SD-WAN RestAPI
= POST 0. Authentication Copy
ronments
GET 0. Token
D GET 1. Fabric Devices
distory
GET 2. Devices Status
o= GET 3. Device Counters
o+

GET 4, Interface statlstics

GET 5. Template Feature

GET B. Template Feature Type
GeT 7. vEdge Template Policy
GET 8. TemplatelD

GET 9. DevicelD

POST 10. Attach

SUPERCATD

isco Develot

onnect

Import < (=] sD-w.

GET 0. Tok GET 8. Ter GET 9. Dey PO

| 2. Devices Status [E] Save @«

GET hd

https:/i{{vmanage}}:. ‘

Params
Query Params

Key

Key

Response

oo

Value | =+« Bulk Edit

Value Description

GET 2. Den . ~ SD-WAN_RestAPI_Env =5

[E]  Code snippet X

=

>

[ ']

S

1 curl --location "https://192.168.13.
21:8443 /dataservice/device/monitoxr"
2 =-header 'Cookie:

/

. JSESSIONID=vpzMQTkMkoaswBXIpKHxkOM_Dis

SItcqSLYE3NES.
3f5321651428cB87d915ffac6df683336b589fa
55c2aa59e86773aa014%a2165"

cURLE -> Python RquestZ B &



2 kkyc3 MNew

O + | =
Collections
~ SD-WAN RestAPI
=l POST 0. Authentication Copy
Environments
GeT 0. Token
D GET 1. Fabric Devices
History

GET 2. Devices Status
= GeT 3. Device Counters
GET 4. Interface statistics
GET 5. Template Feature
GET 6. Template Feature Type
GET 7. vEdge Template Policy
GET 8. TemplatelD
GET 9. DevicelD

POST 10. Attach

SUPERCAT

< [=) sD-w. GET 0. Tok GET 8. Ter GET 9. Den posT 10..
i SO-WAN.. | 2. Devices Status 5] Save @«
GET v https://{{vmanage}}:. | m

Params aoo
Query Params

Key Value | =+ Bulk Edit

Key alue Desc
Response

B
=

>

wy

GET 2. Den + o~ SD-WAN_RestAPI_Env =
Code snippet B
Python - Requests @ O
OCaml - Cohttp
PHP - cURL 13.21:8443/
nonitor"
PHP - Guzzle

PHP - HTTP_Request2

PHP - pecl_http
koaswBXIpKHxkOM_Di
PowerShell -
RestMethod ffactdf6833360509
¥ Python - hitp.client Jea2165’

+/ Python - Requests
R et KT T ~Jest("GET", url,

headers=headers, data-payload)

12 print(response.text)

cURLE -> Python Request= HZ&



&l

o ".'.'u LLL

| 2. Devices Status

GET

https://{{vmanage}}::.

Params
Query Params

Key

Key

Response

SurescH @

Value

L2 le)

Bulk Edit

Des

<>

]

Code snippet ;4

Python - Requests 1&1'!!"»

1 import requests SAMEILICH

i url = "https://192.168.13.21:8443/
dataservice/device/monitor"

» payload = {}%

& headers =

J 'Cookie':
' JSESSIONID=vpzMQ7kMkoaswBXIpKHxKkOM_Di
s5ItcgSLYE3NED.
3£532f651428cB87d9f5ifacbdf683336b589a
55c2aa5%e86773aab14%a2165"

18 response = requests.request(“GET", url,
headers=headers, data=payload)

' print{response.text)



) Recent

* Starred
{4t Home

[#) Documents
{ Downloads
J1 Music

(«] Pictures
= Videos

i, Trash

() Ubuntu 22.0...

SUPERCATD

certificate

&

—>

Code snippet
- ke

Open ~ [+

1 impa gquests
Clnport json)
qurl =
payload = {}

7 headers = {

'Cookie':

*static.py
~f

‘https://192.168.13.21:8443/dataservice/device/monitor”

'JSESSIONID=vpzMQ7kMkoaswB8XIpKHxkOM DisSItcqSLYQ3NE9.3f532f651428c87dof5ffac6df683336b509fa55¢c2:

'}

11 response = requests.request("CET", url, headers=headers, data=payload LQverify=False

13 print(response.text)

e dd= =20ED]

(NotepadOl = A&i&LICH

Import json, verify= False & FJI& N &&LICHL

=l

Python2 v Tab Widt\{:% @ﬂ OO_\"Lﬁ 3&?

I C
1= -



( (3} Home

0 Recent

% Starred

{3} Home

(#) Documents
¥ Downloads
J1 Music

(&J Pictures
= Videos

fi% Trash

(®) Ubuntu22.0... 4

certificate

Postman

e

static.py

B D

Desktop Documents Downloads Music
B B & |
Public snap Templates Videos

New Folder Shift+Ctrl+N

Add to Bookmarks

Paste

Select All Ctrl+A
@nin Term@

Properties

e Z2C0IA El0IES A &3ELICH

o X

Pictures
p

atta?h.py



devnet-user-01@devnet-helper-02: ~ Q =

S python3 static.py(| json_pp .




n "

r Starred . ERE devnet-user-0O1@devnet-helper-02: ~ o = — m] X

Home : S python3 static.py | json_pp
Jusr/1ib/python3/dist-packages/urllib3/connectionpool.py:1020: InsecureRequestWa
rning: Unverified HTTPS request is being made to host '192.168.13.21'. Adding ce
rtificate verification is strongly advised. See: https://urllib3.readthedocs.io/
en/latest/advanced-usage.html#ssl-warnings

warnings.warn(

{

"data" : [

{
"device-model"” : "vmanage",
"device-type" : "vmanage",
"host-name"” : "vmanage",
"layoutlLevel” : 1,
"site-id" : "100",
"status” : "normal”,
"system-ip" : "1.1.1.1"

},

{
"device-model"” : "vsmart",
"device-type"” : "vsmart”,
"host-name” : "vsmart",
"layoutLevel” : 2,
"site-id" : "100",

"status” "normal”,



A kkyc3
g
Collections

=t

Environments

D

History

Mew  Import

+ =
~ SD-WAN RestAPI
rOST Q. Authentication Copy

GET 0. Token

GET 1. Fabric Devices

GET 2. Devices Status

GET 3. Device Counters

GET 4. Interface statistics

GET 5. Template Feature

GET 6. Template Feature Type

GET 7. vEdge Template Policy

GET 8. TemplatelD

GET 9. DevicelD

POST 10. Attach

[}  Code snippet

=

< [c1SDW.  cer0.Tok ©GeTB.Ter GeET9.Dev  POSTI0..®
WP SD-WAN RestAP| [ 10. Attach [B) save ~
posT v npsiezicenan |

raw

0 B W N e

Body ~ @& 200..

Pretty
1 i
2
3 }

LELE

ftemplatelID}}",

"csv-status":"complete”,

"csv-deviceld":" {{DevicelDif",

"csv-deviceIP":%192.168.13.101",

"csv-host-name" : "cEdge-01-CBKv"
}

101ms 5388 [5 ::::1;2 sse

JSON v D Q

"id"s
"push_file_template_configuration-I
c2ac3le-8Be5-4722-a279-4241£4916chd

Ry

GET 2. Den

* import json

Python - Requests

+ L%

SD-WAN_RestAPI_Env

<

1 url = "https://192.168.13.21:8443/

dataservice/template/device/config/
attachecli”

payload = json.dumps({
"deviceTemplateList™: [
i
"templateld”:
"clabBed5-7bbb-47aa-aa%a-27507fee
13@a",
"device": [
i
"csv-status®: "complete",
"csv-deviceId":
“CBK-2770F511-FE79-44CB-A513-
B642973559E8" ,
"csv-devicelIP™;
lei",
"csv-host-name" :
“cEdge-01-CBKv"

"192.168.13.

4
1, - 1L
-seastea\biiadows B =
"isMasterEd i

@ X

C

L

B Q8 0|=510] W



Tatiacn.
-~ 5 Home Workspaces v AP4 Open v || fil i Save

“ S N

url = "https://192.168.13.21:8443/dataservice/template/device/config/attachcli”

1]
<
Ul
1
u]
X

w

> payload = json.dumps({
"deviceTemplateList”: [

~NOoOwn oA

nloads Music Pictures 8 {
\ 9 "templatelId”: "clab@e45-7bbb-47aa-aa%9a-27507feel130a”,
= ‘p ‘ 10 "device": [
g s 11
plates Videos 12 : "csv-status": "complete”,
13 "csv-deviceld": "C8K-2770F511-FE79-44CB-A513-B642973559E8",
14 "csv-deviceIP": "192.168.13.101",
15 "csv-host-name"”: "cEdge-01-C8Kv"
16 }
17 1,
18 "{sEdited": False,
19 "{sMasterEdited”: False,
20 “isDraftDisabled": False
21 }
22 ]

23 })
24 headers = {
425 'X-XSRF-TOKEN':
“attach.py” selected (979byti5¥ '©137FFCD69B4BCAD4ASFAFAE24BO782AASC1F9C4DABEBAFA4CBF 24BDADSA61AAOAIBESEBE1S8ABECDFCBBDDIDE4O3FB37
26 'Content-Type': 'application/json',
27 'Cookie':
' JISESSIONID=vpzMQ7kMkoasw8XIpKHxkOM DisSItcqSLYgQ3NES.3f532f651428c87d9f5ffac6df683336b509fa55c2aas

28}
29

310 response = requests.request("POST", url, headers=headers, data=payload,(verify=False)

31 NI ¢
32 print(response.text) WINAOWS & i
33 (S hy e b i Yo— R4 )l =5 F'a; BXV]
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downloads

Templates

¢ Import < [=] sD-w.
v = = o x
000 @ SD-WAN Ret
B
Music Pictures POST ki
Videos attach.py raw v  JSO}
2. Devices Status
= g
New Folder Shift+Ctri+N
Add to Bookmarks n
\
Paste
Select All Ctri+A ¢
. . C
‘ C openinTerminal D !
‘ Properties c
T TX ¥
[ Body v @& 20c
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devnet-user-01@devnet-helper-02: ~ Q

:$ python3 attach.py |}




cEdge-01-CBKv 101 cu C8000w o Disabled 1 admin 27 May 2024 12:37:49 AM In Sync e

cEdge-02-C8Ky 102 cu C8000v o Disabled o admin 72 May 2024 12:37:56 AM _ In Sync Edit

View
cEdge-04-CBKy 104 cu CBO0Ov 0 Disabled o admin 32 May 2024 12:3811 AM .. In Sync

Delete
cEdge-05-CBKy 105 cu CBO0Ov 0 Disabled o admin 32 May 2024 12:39:38 AM... In Sync Copy
cEdge-06-CBKv 106 cu CB000V o Disabiled o admin 22 May 2024 12:40:02 AM... In Sync Fnadle Draft Mode
cEdge-07-CBky w07 cu C8000v o Disabled o admin 72 May 2024 12:40:29 AM_ In Sync )

Detach Devices
cEdge-08-CBKy 108 cu CBO0Ov 0 Disabled o admin 32 May 2024 12:40:53 AM... In Sync Export Cov

Change Device Values
cEdge-08-CBKy 109 cu CBO0Ov 0 Disabled o admin 32 May 2024 124118 AM .. In Sync

Detach device from the list below 0 Items Selected
Ausiabie Devices O Select A selscted Devicas
Al - Q seacn v A -] Q Search v
’ e Device IP g Name Device IP
=) 192.168.13.21:8443
ID : DevnetXX
.
.
Pass : Cisco123!@#
[ Detaon [EEECH
Detach device from the list below 1 Items Selected
Avaioble Devices Selected Dovicas O select a1
Al ] Q search Y an | Q search Y
Name Device IP Device IP

O)C)

Mo data available 111101




@

Device Group (1)

Q Search Table v |

Stop Scheduled Tasks As of: May 23, 2024 01:44 AM T}

Status Message Hostname Device Type System I sitelD vManage I8 Action

_ p—
< Scheduled > Device config mode - CLI S.. cEdge-01-C8Kv vedge 111101 0 1101 ]

@

Device Group (1)

Q Search Table W |

As of: May 23, 2024 01:44 AM T3

Status Message Hostname Device Type System 1P site ID vManage IP Action
£ In progress . Changing device canfigurati... cEdge-01-CEBKv vedge 1110 10 111 ]
Device Group {1) @
Q Search Table v
As of: May 23, 2024 01:44 AM 1)
Status Message Hostname Device Type System 1P Site 1D vManage IP Action
Done - Device config mode . cEdge-01-CBKv vedge 111am m 1211 =]
Chassis Number Site Name Hostname Tags Config Lockad Managed By © Device Status Version Reachability Actions.
CBK-2770F511-FE79-44CB-AS513-B84 2973550E8 SITEI01 cEdge-01-C8Kv Add Tag ~ Mo Unmanaged In Sync 1714.012.01470 L3

Xtalel HH| UnmanagedE &0l

UPERCAT



[+1 devnet-user-01@devnet-helper-02: ~ Q =

:$ python3 attach.py
Jusr/1ib/python3/dist-packages/urllib3/connectionpool.py:1020: InsecureRequestWa
rning: Unverified HTTPS request is being made to host '192.168.13.21'. Adding ce
rtificate verification is strongly advised. See: https://urllib3.readthedocs.io/
en/latest/advanced-usage.html#ssl-warnings

warnings.warn(
{”id":”push_fi1e_temp1ate_configuraiion-d132ceaz-SOee-4ecc—8e4a-S4482c7b1c83”}
-
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Device Group (1)

@

Q Search Table

v |

Status Message

Hostname

As of: May 23, 2024 01:45 AM 13

Site ID wiManage IP Action

& Success Template successfully attac

CBK-2770F511-FE79-44CB-A513-B642973559E8

cEdge-01-CBKv

101 1111 B

WAN Edge List (30}

& Export &

Q Search Table

7 |

Export Bootstrap Configuration Sync Smart Account

Chassis Number

Add PAYG WAN Edges Upload WAN Edge List

Managed By ©

As of: May 23, 2024 01:45 AM T

Version Reachability Actions

C8K-2770F511-FE73-44CB-A513-B642973558E8

< Template cEdge-01-C8Kv >

1714.012.01470 +
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