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* ChatGPT can make mistakes. 

ChatGPT야.. 네트워크엔지니어랑네트워크자동화엔지니어연봉알려줘..
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Cisco Certified DevNet Expert를소개합니다.

• Cisco Principal Automation Engineer
• CCIE (2013)
• DevNet Expert #20220001 - Global 최초(!!!)

• Cisco Customer Success Specialist
• 2021년부터네트워크 자동화를시작
• DevNet Expert #20240012 - Korea 최초(???)
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DevNet 전문가의임무

• 프로그래밍및자동화도구를사용하여네트워크운영을간소화합니다. 
• 설계, 개발, 구성, 구현, 테스트를포함한모든운영단계에참여합니다.

• 재사용가능한코드의패턴찾기

• 프로세스최적화

• 창의적인문제해결

• 스크립팅및프로그래밍언어

• 네트워크설계및인프라

• 자동화도구구현

좋아하는일 잘하는일
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DevNet 전문가에게요구되는기술
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DevNet 인증프로그램의역사

2014
• DevNet 출범

2020
• DevNet 인증프로그램시작

2022
• DevNet Expert 인증추가
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DevNet 인증유형

Automating and Programming 
Cisco Enterprise Solutions 

Automating and Programming 
Cisco Security Solutions

Automating and Programming 
Cisco Collaboration Solutions 

Automating and Programming 
Cisco Data Center Solutions 

Automating and Programming 
Cisco Service Provider Solutions

Implementing DevOps Solutions and 
Practices using Cisco Platforms

Developing Applications and 
Automating Workflows using Cisco 

Platforms 
(DEVASC)

* Concentration Exams 중 1개 Pass

Developing Applications 
Using Cisco Core Platforms 

and APIs
(DEVCOR)

Cisco Certified DevNet 
Lab Exam

DEVCORConcentration Exam 1개
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DevNet 인증과시험

트랙 시험번호 시험명 시험언어
DevNet 200-901 DEVASC Developing Applications and Automating Workflows using Cisco 

Platforms
영어, 일본어

350-901 DEVCOR Developing Applications Using Cisco Core Platforms and APIs 영어

Cisco Certified DevNet Expert 
Lab Exam

Cisco Certified DevNet Expert lab exam 영어

300-910 DEVOPS Implementing DevOps Solutions and Practices using Cisco 
Platforms

영어

Enterprise, DevNet 300-435 ENAUTO Automating and Programming Cisco Enterprise Solutions 영어, 일본어

Collaboration, DevNet 300-835 CLAUTO Automating and Programming Cisco Collaboration Solutions 영어

Data Center, DevNet 300-635 DCAUTO Automating and Programming Cisco Data Center Solutions 영어

Security, DevNet 300-735 SAUTO Automating and Programming Cisco Security Solutions 영어, 일본어

Service Provider, DevNet 300-535 SPAUTO Automating and Programming Cisco Service Provider Solutions 영어

https://www.cisco.com/c/en/us/training-events/training-certifications/exams/current-list/devasc-200-901.html
https://www.cisco.com/c/en/us/training-events/training-certifications/exams/current-list/devcor-350-901.html
https://learningnetwork.cisco.com/s/devnet-expert-exam-topics-lab
https://learningnetwork.cisco.com/s/devnet-expert-exam-topics-lab
https://www.cisco.com/c/en/us/training-events/training-certifications/exams/current-list/devops-300-910.html
https://www.cisco.com/c/en/us/training-events/training-certifications/exams/current-list/enauto-300-435.html
https://www.cisco.com/c/en/us/training-events/training-certifications/exams/current-list/clauto-300-835.html
https://www.cisco.com/c/en/us/training-events/training-certifications/exams/current-list/dcauto-300-635.html
https://www.cisco.com/c/en/us/training-events/training-certifications/exams/current-list/sauto-300-735.html
https://www.cisco.com/c/en/us/training-events/training-certifications/exams/current-list/spauto-300-535.html
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Cisco Learning Network
• https://learningnetwork.cisco.com/

• 인증시험을준비하는데유용한정보들을제공합니다.
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인증시험주제와관련학습컨텐츠

시험에출제되는
주제정보 무료학습컨텐츠 유료학습컨텐츠
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인증시험에출제되는주제
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인증시험관련무료학습컨텐츠
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Cisco Live!를활용

• https://www.ciscolive.com

• On-Demand Library 에서프레젠테이션과동영상자료
검색가능합니다.

• Learning Maps는 DevNet 컨텐츠를주제별로정리하여
제공합니다.

Learning Maps
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DevNet 인증관련 Cisco 커뮤니티
https://learningnetwork.cisco.com/s/communities

Associate Professional/Expert Additional Resources
CCNA Certification CCDE Certification Cisco Modeling Labs - Personal
CyberOps Certification Collaboration Certifications Recertification Questions
DevNet Certifications CyberOps Certifications Share IT Solutions Community

Data Center Certifications
Women in Networking and 
Programmability 

DevNet Certifications
Enterprise Certifications
Enterprise Wireless 
Certifications
Security Certifications
Service Provider Certifications

https://learningnetwork.cisco.com/s/topic/0TO3i0000008jYHGAY/ccna-certification-community
https://learningnetwork.cisco.com/s/topic/0TO3i0000008jXhGAI/ccde-certification-community
https://learningnetwork.cisco.com/s/topic/0TO3i00000094ZjGAI/cisco-modeling-labs-personal-community
https://learningnetwork.cisco.com/s/topic/0TO3i0000008jY7GAI/cyberops-certification-community
https://learningnetwork.cisco.com/s/topic/0TO3i0000008jY9GAI/collaboration-certifications-community
https://learningnetwork.cisco.com/s/topic/0TO3i0000009WMqGAM/recertification
https://learningnetwork.cisco.com/s/topic/0TO3i0000008jY5GAI/devnet-certifications-community
https://learningnetwork.cisco.com/s/topic/0TO3i0000008jY7GAI/cyberops-certifications-community
https://learningnetwork.cisco.com/s/topic/0TO3i00000092xCGAQ/share-it-solutions-community
https://learningnetwork.cisco.com/s/topic/0TO3i0000008jY4GAI/data-center-certifications-community
https://learningnetwork.cisco.com/s/topic/0TO3i0000008jYEGAY/women-in-networking-and-programmability
https://learningnetwork.cisco.com/s/topic/0TO3i0000008jYEGAY/women-in-networking-and-programmability
https://learningnetwork.cisco.com/s/topic/0TO3i0000008jY5GAI/devnet-certifications-community
https://learningnetwork.cisco.com/s/topic/0TO3i0000008jYIGAY/enterprise-certifications-community
https://learningnetwork.cisco.com/s/topic/0TO3i0000008jYFGAY/enterprise-wireless-certifications-community
https://learningnetwork.cisco.com/s/topic/0TO3i0000008jYFGAY/enterprise-wireless-certifications-community
https://learningnetwork.cisco.com/s/topic/0TO3i0000008jYBGAY/security
https://learningnetwork.cisco.com/s/topic/0TO3i0000008jY8GAI/service-provider-certifications-community
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DevNet 관련웨비나 & 비디오
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Cisco U.
• https://u.cisco.com

• 구독기반의학습컨텐츠제공를제공합니다.
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DevNet Expert 인증

• DEVCOR 시험과 DevNet Expert Lab 시험을 Pass해야합니다.

• DevNet Expert Lab 시험은 2개의모듈로구성된총 8시간동안진행되는시험입니다.

모듈 1 (Design)

• 3시간

• 객관식 (다중선택)

• 드래그앤드롭형식

• 이전문제다시풀기(되돌아가기) 불가

• 문항별배점미공개

• 모듈1 제출완료후, 모듈2 진행

DevNet Expert Lab Exam

모듈 2 (Develop, Test, Deploy, Maintain)

• 5시간

• 핸즈온 (코드수정, 실행)

• 객관식

• 이전문제다시풀기가능

• 문항별배점제공
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DevNet Expert Lab 시험 - Module 1
• 응시자는가상의회사의시니어네트워크자동화전문가가되어, 다양한이슈에대하여최적의방안을제시하는형식으로문제가
출제됩니다.

• 문제와관련된다수의정보가응시자에게제공되며, 해당정보들을종합적으로참고하여, 해결방안을도출해야합니다.

• 담당자간의이메일내용

• 메신저대화

• 장비설정정보등

Expert Expert

해결방안은

이것이
가능할까요?

개선이
필요해요

도와주세요
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DevNet Expert Lab 시험 - Module 2
• 각각의문제는특정작업을수행하는데필요한미완성의소스코드를문제로제시합니다.

• Terraform 또는 Ansible 스크립트

• Python 스크립트

• CI/CD 파이프라인코드

• XML, JSON, YANG 파일

• 기타자동화코드

• 응시자는작업에요구되는기능을보완하거나추가해야합니다.

• 문제의소스코드에는해결해야할사항이 #TODO 로표기되어있습니다.

• 소스코드의수정을완료한후에해당문제의 GitLab Project에소스코드를 Commit 해야합니다.

#TODO ...

#TODO ...

req.get(...)

req.post(...)

수정

커밋

원본소스코드 답안소스코드

테스트/검증
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DevNet Expert Lab 시험주제
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DevNet Expert Lab 시험주제
1.0 Software Design, Development, and Deployment

1.1 Design a solution based on an on-premises, hybrid, or public cloud deployment, considering these 
factors:
 1.1.a Deployment: maintainability, modularity 
               (e.g., containers, VM, orchestration, automation, components, & infrastructure requirements)
 1.1.b Reliability: high availability and resiliency
 1.1.c Performance: scalability, latency, and rate limiting
 1.1.d Infrastructure: monitoring, observability, and metrics 
               (e.g., instrument placement and instrument deployment)

1.2 Recommend a deployment strategy to mitigate risk and impact on service availability, for a given 
scenario

1.3 Modify an existing network automation solution based on business and technical requirements (includes 
gap analysis)

1.4 Use Git in a CI/CD development workflow

1.5 Troubleshoot issues with a CI/CD pipeline 
      (e.g., code-based failures, pipeline issues, and tool incompatibility)
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DevNet Expert Lab 시험주제 (2)

2.0 Infrastructure as Code

2.1 Create a scalable solution for infrastructure automation 
     (considering areas such as network impact, risk, and tool selection)

2.2 Build, manage, and operate a Python-based REST API with a web application framework 
      (endpoints, HTTP request, and response)

2.3 Build, manage, and operate a Python-based CLI application to use a REST API

2.4 Consume and use a new REST API, given the documentation

2.5 Create a RESTCONF or NETCONF payload based on a given YANG module, and interpret the response
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DevNet Expert Lab 시험주제 (3)

2.0 Infrastructure as Code

2.6 Create a NETCONF filter by using XPath

2.7 Configure network devices on an existing infrastructure by using NETCONF or RESTCONF, given YANG analysis 
tools

2.8 Create and use a role by utilizing Ansible to manage infrastructure, given support documentation
 2.8.a Loop control
 2.8.b Conditionals
 2.8.c Use of variables and templating
 2.8.d Use of connection plug-ins such as network CLI, HTTPAPI, and NETCONF
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DevNet Expert Lab 시험주제 (4)
2.0 Infrastructure as Code

2.9 Use Terraform to statefully manage infrastructure, given support documentation
 2.9.a Loop control
 2.9.b Resource graphs
 2.9.c Use of variables
 2.9.d Resource retrieval
 2.9.e Resource provision
 2.9.f Management of the state of provisioned resources

2.10 Create a basic Cisco NSO service package to meet given business and technical requirements. The service 
would generate a network configuration on the target device platforms using the "cisco-ios-cli" NED and be of type 
"python-and-template"
 2.10.a Create a service template from a provided NSO device configuration
 2.10.b Create a basic YANG module for the service containers (including lists, leaf lists, data types, leaf 
references, and single argument "when" and "must" conditions)
 2.10.c Create basic actions to verify operational status of the service
 2.10.d Monitor service status by reviewing the NCS Python VM log file
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DevNet Expert Lab - Module 2 - Tasks, Resources

• 해결해야 할 자동화 요구 사항과 상세 구현을 위한 정보가 제공됩니다
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• 리눅스기반의개발환경이제공됩니다.

• Python, Ansible, Terraform 등에서
필요한라이브러리, 모듈은사전설치

되어있습니다.

• 개발환경에서네트워크장비또는 문제
어플리케이션으로액세스가가능합니다.

• 스위치, 라우터, GitLab 등

• 시험응시전에개발환경에익숙해질
수있도록, 개발환경 OVA파일을
다운로드하여 VM으로실행해볼수
있습니다. (다운로드무료)

• 개발환경관련상세내용은아래를
참고하세요.

• https://learningnetwork.cisco.com/s/ar
ticle/devnet-expert-equipment-and-
software-list

DevNet Expert Lab - Module 2 - Candidate Workstation
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DevNet Expert Lab - Module 2 - 개발도구

• 개발도구는 개발 환경에 사전
설치되어 있으며, 응시자가
원하는 도구를 선택적으로

사용가능합니다.

• Visual Studio Code

• Atom

• Vim

• 개발 도구 사용 시, 단축키를 잘
활용하면 좋습니다!

• Search, Replace

• Page UP, Down

• Go Line/Column

• Last Edition Location

• 기타

(* VSCode 리눅스 기준 단축키)
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DevNet Expert Lab - Module 2 - 기술문서

• 외부 참고 문서(External Document) link 제공
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DevNet Expert Lab 시험응시결과

• 시험결과는당일오후또는다음날, 이메일로통보됩니다.
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DevNet Expert Lab 시험 장소

도쿄

베이징

타이페이(M)

싱가폴
시드니

• 인도방갈루루

• 중국베이징

• 벨기에브뤼셀

• 아랍에미리트두바이

• 싱가폴

• 미국리차드슨

• 호주시드니

• 일본도쿄

• Mobile Labs

https://www.cisco.com/site/us/en/learn/training-certifications/certifications/expert/exams-
training.html#accordion-494ee38d1e-item-02a004a8af

홍콩(M)

방갈루루

https://www.cisco.com/c/en/us/training-events/training-certifications/certifications/expert/ccie-lab-exam-locations/bangalore.html
https://www.cisco.com/c/en/us/training-events/training-certifications/certifications/expert/ccie-lab-exam-locations/beijing.html
https://www.cisco.com/c/en/us/training-events/training-certifications/certifications/expert/ccie-lab-exam-locations/brussels.html
https://www.cisco.com/c/en/us/training-events/training-certifications/certifications/expert/ccie-lab-exam-locations/dubai.html
https://www.cisco.com/c/en/us/training-events/training-certifications/certifications/expert/ccie-lab-exam-locations/singapore.html
https://www.cisco.com/c/en/us/training-events/training-certifications/certifications/expert/ccie-lab-exam-locations/richardson.html
https://www.cisco.com/c/en/us/training-events/training-certifications/certifications/expert/ccie-lab-exam-locations/sydney.html
https://www.cisco.com/c/en/us/training-events/training-certifications/certifications/expert/ccie-lab-exam-locations/tokyo.html
https://learningnetwork.cisco.com/s/article/CCIE-Mobile-Lab-Info
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DevNet Expert Lab 체험기 - 시험장환경

감독관

* 시험장환경은지역별 Lab 별로상이하거나변경될수있습니다.
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DevNet Expert Lab 체험기 - 시험장환경

* 시험장환경은지역별 Lab 별로상이하거나변경될수있습니다.
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이번세션마무리

• DevNet 인증시험준비시, 시험주제및업데이트내용을미리확인하세요!

• DevNet과 Cisco Learning Network 에서제공되는학습컨텐츠를잘활용하세요!

• DevNet Learning Labs Center
• https://developer.cisco.com/learning/

• Cisco Learning Network
• https://learningnetwork.cisco.com/
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감사합니다!


