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TCP/IP Layer

Layer 4 Application
- Layer 4 - TCP - Transmission Control Protocol

- Layer 3 - IP - Internet Protocol
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TCP/IP 2
Internet Layer
(IPv4)




Internet Protocol &%

OSI| HEY 3 HSHA S&t
Connectionless protocol
2t 13! (Packet) SHHOR X2
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2l IP Addresses Q17F ?

- IPE ArESHz HIER/Z0AM L4 2AESS DR AH
- BE 2 AEE=(computer, networklng device, peripheral) 189t A E JHX| 11
U0{0F et
d
- Host ID:
HE S AEE A
- DM L 2 AE(FH|) S0

AlEd

et
o

niot

192.168.1.1 255.255.255.0
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IPv4 2} IPv6 A7H

232 = 4,294.967,296

2128 = 340,282,366,920,938,463,463,374,607,431,768,211,456
2128 - 232 x 996
296 =79,228,162,514,264,337,593,543,950,336 times the

number of possible IPv4 Addresses
(79 trillion trillion)
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IPv4 2F IPvo A

IPv4: 4 octets

11000000.10101000.11001001.0111000
192.168.201.113
4,294 467,295 |IP addresses

IPv6: 16 octets

11010001.11011100.11001001.01110001.11010001.11011100.
11001100.01110001.11010001.11011100.11001001.01110001.
11010001.11011100.11001001.01110001

A524:72D3:2C80:DD02:0029:EC7A:002B:EA73

3.4 x 1038 |P addresses
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e
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IPv4 2} IPv6 A0H

IPv4 Header IPv6 Header

IPV42} IPVE S
IPvEOi M= OJARE:
IPvEOiM= 1Y
IPveO]| A1
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- Byte 1 | Byte 2 | Byte 3 | Byte 4—

Service Type

Identification

Source Address

Destination Address

Options Padding

301P_961
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An |IP address is a 32-bit binary number

For readability, the 32-bit binary number
can be divided into four 8-bit octets

Each octet (or byte) can be converted
to decimal

The address can be written in
dotted decimal notation

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public

Example

10101 100;0001 oooo§1 0000000;0001 0001

10101100 |00010000{10000000| 00010001
16 128 17
16. 128. 17

;

301P_311
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IPv4 Address Classes: AHXH Octet

ABC .. Easyas123

Class A ... First 1 bit fixed Oxxxxxxx ,| Host |.| Host |.| Host

Class B ... First 2 bits fixed 10xXxxxXxXx __ Host |.| Host

Class C ... First 3bits fixed | 110xxxxx . DBl . DENLS . [ Host

oy #*  Hello Network! Hello Cis

o 5 HESISOF A
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IPv4 Address H2|

IP Address First Octet First Octet Possible Number
Class Binary Value Decimal Value of Hosts
Class A 1-126 00000001 to 01111110~ 16,777,214
Class B 128-191 10000000 to 10111111 65,534
Class C 192-223 11000000 to 11011111 254 ;

*127(01111111)2 ST B AES QJsf ofotel ZeA A T4 5 YRO|0
SAE So| | EYIof T

@Wl Hello Network! Hello Cisco!
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O|2F=l IPv4 Address =

= Network Addresses
4 32 Bits >

= Broadcast Addresses
p 32 Bits

v

LE A Hello Network! Hello Cisco!
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ZOI/AMM IPv4 Address =

1.0.0.0 ~ 9.255.255.255

A 10.0.0.0 to 10.255.255.255
11.0.0.0 ~ 126.255.255.255

128.0.0.0 ~172.15.255.255

B 172.16.0.0 to 172.31.255.255
173.32.0.0 ~ 191.255.255.255

192.0.0.0 ~192.167.255.255

: .0.0t0 192.168.255.2
- 192.169.0.0 ~ 223.255.255.255 192.168.0.010192.168.255.25

V|

Class D : 224.0.0.0 ~ 239.255.255.255
Class E : 240.0.0.0 ~ 255.255.255.255
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Windows PC, MACO|A Q| IP MK

Pusqz az
A F> ROE > YENS L AEY > YEQS @F v 0 HEQ3 33 34
LR
Bluetooth HERI 27 Wi-Fi y ols
SZEOf AX| B SHEEOf UAX| B MiDE_Meraki
X Bluetooth Device (Personal Area ... 3¢ i Broadcom 802.11ac Network Ad... @ Broadcom Netxtreme Gigabit Et...
P L
4 0 oo sy X || UEY ZZEF B 40CP/IPVA) &4 X
4ERY 3R F
ST AR AL YEITHIPRHE B 7l-b°I xIﬂ:ﬂ! P W0 X522 ﬂ"é‘ﬂ’f’l # N MIDE_Meraki
> o N =
& Broadcom Netxtreme Gigabit Ethernet gé&%ﬁ;&qﬂgﬂn HERHERI SRR AR R @ e Connected Configure IPv4 Manually &
OXE0E pF2 27|0) IP address 192.168.11
0] 20 T2 B2 A(O): P32 : DNS
@8 LIENSO Subnet mask 255.255.255.0
¥ BB Microsoft Networks& E2t0| 1S A 1P () 192.168. 1 . 1 WINS
WMicrosoft HEQIS Tty ¢ ZE 2R
Baos B2 27FY b 802.1X Boutey 162.168.1.254
4 AERDESE B 4CP/PV) 7|2 A0|E90/(D): 192168 . 1 .254 Proxies
O 4 Microsoft HE3 O TE| YE|FUAM Z2EF Configure IPv6 Link-Local Only ¢
2 Microsoft LLOP Z2 £ S2t0|8 i Hardware
¥ 1 E Z2EE U7 61CPIPVG) ’ XHEOZ DNS AHf F4 27I(@) - outer
¢ I S > @S DNS M 52 AR (E):
71% 4% DNS AH(P): 1Pv6 address fe80::80c:5dca:a8bc:2079
P 2 DNS AfHI(A): 8 28 8 18
i Prefix length 64
Transmission Control Protocol/QIE{ 4 Z2EEQLICt 7| 2%
O A YEYI TSEFES CHUSA BFE YENIM §
- SgRzsUG, D@ G 4% 824 N0
- Forget This Network... Cancel
I S ———— ]
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ipconfig / ifconfig

WINDOWS\system32\cmd.exe

Proxy Enabled. . . . .
uffi i

cisco@FindITProbe:"# ifconfig

Link encan:Fthernet HuUaddr 88:8C:29:6F:2E:DD

inet addr:192.168.1.182| Bcast:192.168.1.255 Mask:
et aidr T Telo28c~231f : febf : 2edd764 Scope:Link
inetb addr: fecB::28c:29ff:febf:2edd/64 Scope:Site
UP BROADCAST RUNNING MULTICAST MTU:1588 Metric:1
RX packets:149596 errors:8 dropped:8 overruns:B fre
TX packets:285286 errors:8 dropped:8 overruns:8 car
collisions:B8 txqueuelen:1888

RX bytes:26494354 (25.2 MiB) TX bytes:183876388 (1

Link encap:Local Loopback

inet addr:127.8.8.1 Mask:255.8.8.8

inetb addr: ::17128 Scope:Host

UP LOOPBACK RUNNING MTU:65536 Metric:1

RX packets:73994 errors:8 dropped:8 overruns:8 fra
TX packets:73994 errors:8 dropped:8 overruns:B car
collisions:8 txqueuelen:8

RX bytes:33273411 (31.7 MiB) TX bytes:33273411 (3

LE A Hello Network! Hello Cisco!
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summary

- IPYHIEQ 3 =A== Netowork ID2} Host IDe| 5= EE20 2 14

- IPv4 A= 32HIEE GEHOE Ho =z AR E Xl HA(
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. Class A 22| A HIj H E
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=40
6Hg 10
« Class C XAO' P! k|| I:I|Eh SFAF 110

T 14— L OO

- EH IP =4 (Network % Broadcast)= O 2=|0] QO JHE LIESI2

C{HIO| AN e &= Gla
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- QIHH SAED|= 1R S0P FaJt HROHK|TH A SAE= AME HESIS
LHOIM DROtHM Rt AME FAE O = US
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TCP/IP 2
Transport Layer
(TCP2 UDP)




TCP/IP Layer

- Layer 4
Layer 4 Application - TCP - Transmission Control Protocol
- UDP - User Datagram Protocol )

Layer 3

Layer 2

Laver Network
Access
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Reliable 1} Best-Effort H|u!

Reliable

Best-Effort

Connection Type Connection-oriented

Connectionless

Protocol TCP UDP
Sequencing Yes No
= E-mail = Voice streaming
* File sharing * Video streaming

= Downloading

o
5
i
o
s

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public

£

Hello Network! Hello Cisco!
HIEQIT0 =XH






