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Detecting Critical 
Threats with your 
Existing Network 
Elements

使用現有網路機制檢測關鍵威脅



網路和安全維運的挑戰
網路威脅變得更加聰明

Motivated and
targeted adversaries

Insider Threats
Increased attack
sophistication

• State sponsored

• Financial/espionage motives

• $1T cybercrime market

• Compromised credentials

• Disgruntled employees

• Admin/privileged accounts

• Advanced persistent threats

• Encrypted malware

• Zero-day exploits

Industry average detection 
time for a breach

Industry average time 
to contain a breach

Average cost of 
a data breach

Source: Ponemon 2020 Cost of a Data Breach Study

$3.86M207 73
DAYS DAYS



How Can We Detect and Respond to All of This 
我們如何檢測和應對所有的攻擊分析指標 (MITRE ATT&CK Matrix for Enterprise)?

Heat map of coverage of techniques used by Turla



We Are Here
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Intent-Based Network Security 基於意圖的網路安
全
Building a Trusted Workplace that aligns and optimise network to security needs

Intent-based Network Security

Constant Protection
持續地保護

Before During After

Addressing Security Attack Continuum

Zero-Trust Access
零信任訪問

Reduce Attack Surface 減少攻擊面
by Segmentation, 

Access Control and Encryption

Continuous Visibility 
持續地可視性

Threat Detection 威脅檢測
Through behavioural analytics on network flows

Rapid Threat Containment 快速威脅遏制
Through automated network response in locking 

down the malicious activities



EDR (Endpoint Detection & Response)

Cisco Secure Client

Email Security
Cisco Secure Email

NDR (Network Detection & Response)

Cisco Secure Cloud Analytics
Cisco Secure Network Analytics SecureX

Malware
NDR 

Analytics

Endpoint 
EDR & IoCs

Phish
Email

Malicious
Sites

Incident
Investigation

Orchestration Threat Response
Automation

Unified
Visibility

Open
Integration

Security platform
Cisco SecureX

Cisco XDR

ITRM (IT Risk Management)

Cisco Secure Cloud Insights

RBVM (Risk based vulnerability Management)

Cisco Kenna Security



What is NDR and Why Do Customers Need It?
[NDR tools] detect suspicious traffic 
that other security tools are missing

Benefits:

• Gain comprehensive visibility into network traffic

• Quickly detect advanced attacks and abnormal behavior

• Rapidly respond to and remediate threats found across the network
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Use the existing network as a 
security sensor to find hidden 
threats, on-prem or in the 
cloud

使用既有網路設備作為安全偵
測工具來發現隱藏在本地或雲
端的威脅

未知威脅 Unknown threat Identify 
suspicious behavior and 
communications to malicious domains 

內部威脅 Insider threat Get alarmed 
on data hoarding or exfiltration, 
suspicious lateral movement

加密的惡意軟件 Encrypted malware
Use multilayered machine learning to 
analyze traffic without decryption

違反政策 Policy violation Ensure 
security and compliance policies set 
in other tools are enforced



Secure Network Analytics

行為建模

Behavioral modeling 
Behavioral analysis of every activity 
within the network to pinpoint anomalies

Data collection 數據收
集

Rich telemetry from the existing 
network infrastructure 

Global threat intelligence 全球威脅情
報

(powered by Talos)

Intelligence of global threat campaigns mapped to local 
alarms for faster mitigation

多層機器學習

Multilayered machine learning
Combination of supervised and unsupervised techniques 
to convict advanced threats with high fidelity

Secure Network Analytics

Encrypted traffic analytics 加密流量分析

Malware detection without any decryption using enhanced 
telemetry from the Cisco devices
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Establish a baseline for 
normal network 

behavior為正常網路行為建
立基線

Detect abnormal 
traffic and alert 

發現異常網路流量並告警

Collect & Analyze Data
收集和分析資料

Flows

Number of 
concurrent flows

Time of dayBits per second

Packet 
per second

Number of 
SYNs sent

New flows 
created

Number of 
SYNs received

Rate of 
connection resets

Duration 
of the flow

異常流量和安全事件

Exchange Servers

Threshold

主機行為異常檢測

進行數據關聯最佳化並消除重複資料 檢測異常流量和行為
高風險的告警分類

低誤報告警並提高反應能力

Anomaly Detection Using Behavioral Models
利用行为模型進行異常檢測



VPN客户端

ISE

AHGA/
ADC *

代理集成*

WEB閘道
其他WEB代理

ETA檢測設備

防火牆

Flow
Sensor

網路設備

IPAM DB Threat 
Intel

Network
Telemetry* Delivered through Advanced Services

HTTP(S) Requests
HTTP(S) Responses

HTTP(S) URL
Custom HTTP(S) 

Headers
Username

TLS Version
Key Exchange
Authentication 

Alg.
MAC

Username
MAC Address

TrustSec Groups 
OS Type

Process name
Process hash

Process account
Parent process name
Parent process hash

OS Version
Connected interface

….  

Flow Action 
Translated Port/IP

SYSLOG
Malware events

File events

L7 Application
HTTP Requests

HTTP Responses 
SRT/RTT
TCP Flags 
Payload

SRC/DST IP Address
SRC/DST Port

Bytes/Pkts Sent
Bytes/Pkts Received

…
(Netflow, IPFIX)

Host 
Groups

VPC/NSG
flow log 
trans-

formation 
via CTB

Azure

整合全網資訊，實現多雲環境可視化



Cisco Secure Network Analytics Use Cases 
主要使用場景

• Full library of support documentation for gaining visibility, detecting threats, 
enhancing integration, and increasing your Secure Network Analytics use.

• Use cases are organized by category and across the product lifecycle. 

• Find the support you need to customize Secure Network Analytics and integrate it 
into your security and networking ecosystems.

Incident 
Response
事件反應

Forensic 
Investigation
調查取證

Compliance
合規

Network 
Visibility
網路可視性

Threat 
Detection
威脅檢測
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Cisco 
Secure Network 
Analytics 
優勢

1. NetFlow deployment for full network 
visibility, better than only SPAN traffic

2. Combining machine learning, 
threshold fine tuning and policy 
customization produces high fidelity 
results and low false positive

3. Encrypted Traffic Analytics provides 
malware detection without traffic 
decryption

4. Working with Cisco Catalyst network 
switches, Cisco ISE and SecureX
provides additional values of 
enhanced NetFlow for visibility, threat 
mitigation and response

5. Long term data retention for 
compliance and forensic (1 year+)
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Spot Malicious traffic
快速發現惡意活動報告

information associated 
with hosts and 
applications

關聯到主機、應用等上下文信心

Prioritize according to risk

根據風險劃分優先級進行處理

Detection and investigation based on contextual 
information
基於上下文資訊進行檢測與調查



Encrypted Traffic Analytics Increases Visibility
加密流量分析提高可視性

• Cisco Catalyst network switches feed 
enhanced NetFlow to Flow Collector

• Meta data sent to the cloud through a
secure channel

• Malware detection analysis is done in the 
cloud, cryptographic audit is done on-
premises

Malware Detection within 
Encrypted Traffic

Cryptographic Audit

VMVM

Flow 
Collector

Catalyst 9K

Flow Data
(ETA Fields)

Alerts
Global threat alerts

Flow 
Sensor

Hypervisor with 
Flow Sensor VE

Non-NetFlow enabled 
equipment

ETA Enhanced NetFlow

Manager



A cloud-native, built-in platform experience within Simplicity, Visibility and 
Efficiency

SecureX - XDR

Your 
Infrastructure

SIEM/SOA
R

Identity

3rd Party/ITSM Intelligence

Cisco Secure

ApplicationsCloud

Network Endpoint

Your teams
ITOpsSecOps NetOps

Investigation
Remediation

Managed
Policy

Orchestration
Automation

Detection
Analytics

Unified Visibility



Secure Network Analytics & SecureX threat 
response  

Threat intelligence

File and network IoCs

InvestigationSecureX
threat response

Alarms 

Security events

Casebook 

Investigation 

End to end visibility 

Network anomaly detection

Security analytics Secure 
Network Analytics

Agentless detection

Secure Network Analytics network-based 
visibility and security analytics will enrich 
SecureX threat detection and response 
with agentless behavioral and anomaly 
detection capabilities

Correlate, enrich, and resolve

SecureX threat response integrations with 
other sources of global threat intelligence 
and internal visibility, will affirm and enrich 
Secure Network Analytics findings with 
confirmed threat intel and local sightings. 
Integrations with Cisco control devices 
provide two-click mitigation and resolution

Orchestration

Orchestration



Demo - booth



Thank you





Use Cases 
Screenshot
主要功能使用場景
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• 根據IP位址範圍定義主機分組，
把網路流量關聯到業務和應用

• 按照應用分组可視化呈現

• 流量分布情况

• 硬用訪問趨勢

• 異常流量告警

一、Monitor and manage 
traffic by application group

按照應用分组監控和管理流量
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• 根據流量查詢结果，按照需要自
動生成應用訪問流量監控可視圖

• 監控可視圖實現

• 應用分組的訪問關係

• 即時的流量分布情况

• 分組之間異常流量發現（機器學習）

• 快速調查

二、 Application access 
real-time traffic monitoring 
view

應用訪問即時流量監控可視圖
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• 設備接口利用率分析
（歷史、平均、當前）

• 每個接口流量按照應用類型分布
和統計

• 接口流量異常时，快速調查流量
Top排名的IP和Session

三、 Network device 
interface traffic analysis

網路設備接口流量分析和調查
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• 主要異常網路流量發現：

• 大流量告警

• 資料收集告警

• 資料外傳告警

• 快速調查分析

• TOP的IP排名

• TOP的Session排名

• TOP的服務、端口排名

• 關聯到應用分组和網路設備接口

四、 Early warning and 
investigation of abnormal 
network traffic

網路流量異常告警和調查
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• 主要安全威脅發現

• 掃描探测

• 駭客控制

• 勒索軟體

• 資料外洩

• 違規存取

• 快速調查分析

• 自動告警

• 快速定位和追踪IP位址

• 縮短反應時間

五、 Early warning and 
investigation of intranet 
security threats

内網安全威脅告警和調查
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• Netflow保存時間長

• 歷史問題回溯和調查

• 合規稽核的要求

六、Forensics
歷史資料保存、回溯和稽核



Logical diagrams for monitoring metrics
為重要的監控指標創建邏輯可視監控圖

圖像化的分組訪問關係策略

訪問關係策略

基於主機分組監控異常流量、安
全威脅告景，方便調查

觸發告警 網路訪問指標

應用分組流量、頻寬、效
能監控
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