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Detecting Critical
Threats with your
Existing Network
Elements
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Motivated and
targeted adversaries

State sponsored
Financial/espionage motives
S1T cybercrime market

2 O 7 Industry average detection

DAYS time for a breach
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Insider Threats

Compromised credentials
Disgruntled employees
Admin/privileged accounts

7 3 Industry average time
DAYS to contain a breach

Increased attack
sophistication

Advanced persistent threats
Encrypted malware
Zero-day exploits

3 8 6 Average cost of
. a data breach

Ponemon 2020 Cost of a Data Breach Study



How Can We Detect and Respond to All of This
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We Are Here

XDR

° ° Extended detection and response (XDR) is a vendor-
H e CIe for securl o eratlons 2022 specific threat detection and incident response tool
y r Gartner that unifies multiple security products into a security

operations system. Primary functions include security
Published 5 July 2022 - ID G0O0770249 analytics, alert correlation, incident response and

incident response playbook automation.

-Iﬂ Why This Is Important
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Dightad Fasensics and inck ¥o 204 Attack Semulation Extended detection and response (XDR) is similar in

\ function to security information and event
management (SIEM) and security orchestration,

" Duts Disecunry and Masnegement automation and response (SOAR). However, XDR is

o PTass s Lo differentiated by its level of integration and
% automation, ease of use, and focus on threat
E IOR —L) i detection and incident response. XDR solution
5 &) Managed SEM Services CASBs -\ - providers must also provide multiple security controls
2 Boernst Anack \ PR o P e TR such as EDR, CASB, Firewall, IAM, IDS, directly.
a Surtace Managernent 3 Response | / ) Assessment
CAASM MOR Services Business Impact
Plateau wil be reached
Automated Penetraton o XDR products can reduce the total cost of managing
TR Ty e security incidents, improve the productivity of the
2-5yms incident response team and reduce the overall
o ® 5-10yrs cybersecurity risk posture of the organization.
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- Cybersecurty Mesh Architecture
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Building a Trusted Workplace that aligns and optimise network to security needs

Addressing Security Attack Continuum
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Threat Detection & 248381 Reduce Attack Surface i@/V W EH Rapid Threat Containment 1R & & & &l
Through behavioural analytics on network flows by Segmentation, Through automated network response in locking

Access Control and Encryption down the malicious activities

PR P PR

Continuous Visibility 9, Zero-Trust Access Constant Protection
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Intent-based Network Security
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Cisco XDR
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Email Security
Cisco Secure Email

EDR (Endpoint Detection & Response)
Cisco Secure Client

NDR (Network Detection & Response)
Cisco Secure Cloud Analytics
Cisco Secure Network Analytics

ITRM (IT Risk Management)
Cisco Secure Cloud Insights

RBVM (Risk based vulnerability Management)

Cisco Kenna Security
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Security platform
Cisco SecureX

SecureX
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Unified Incident  Orchestration
Visibility  Investigation
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What is NDR and Why Do Customers Need [t7

[INDR tools] detect suspicious traffic
that other security tools are missing

Benefits:
- Gain comprehensive visibility into network traffic

- Quickly detect advanced attacks and abnormal behavior

- Rapidly respond to and remediate threats found across the network

CISCOEMZ Taipei



KA E Unknown threat Identify
suspicious behavior and
communications to malicious domains

network as a e
security senso AEBELE Insider threat Get alarmed

on data hoarding or exfiltration,
suspicious lateral movement

MZBHEE T Encrypted malware
Use multilayered machine learning to
analyze traffic without decryption

;& B3 Policy violation Ensure
security and compliance policies set
in other tools are enforced
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Secure Network Analytics

% EHRET
Multilayered machine learning

A =
TT%@T% to convict advanced threats with high fidelity

Behavioral modeling

Behavioral analysis of every activity
within the network to pinpoint anomalies
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Encrypted traffic analytics 1% 7%
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Combination of supervised and unsupervised techniques

Global threat intelligence 2IKEZ 15
K
(powered by Talos)

.-‘ Intelligence of global threat campaigns mapped to local

WY larms for faster mitigation

QW 1dLoOS Data collection %l
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Rich telemetry from the existing
network infrastructure

Secure Network Analytics
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Detect abnormal
traffic and alert
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Threshold
Number of New flows Number of

concurrent flows created SYNs received
Packet Number of Rate of
per second SYNs sent connection resets
. . Duration
’ Bits per second Time of day of the flow | l

Exchange Servers
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SRC/DST IP Address L7 Application Flow Action .

SRC/DST Port HTTP Requests | Translated Port/IP KTLS version CEGEE

ey Exchange flow log

Bytes/Pkts Sent HTTP Responses SYSLOG S )
y Authentication trans
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4\ Flow
* Sensor
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Process name
Process hash
Process account
Parent process name
Parent process hash
OS Version
Connected interface

ISE

* Delivered through Advanced Services
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HTTP(S) Requests
HTTP(S) Responses
HTTP(S) URL
Custom HTTP(S)

Headers
Username

Network
Telemetry

Threat
Intel



Cisco Secure Network Analytics Use Cases

 Full library of support documentation for gaining visibility, detecting threats,
enhancing integration, and increasing your Secure Network Analytics use.

« Use cases are organized by category and across the product lifecycle.

* Find the support you need to customize Secure Network Analytics and integrate it
into your security and networking ecosystems.
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NetFlow deployment for full network
visibility, better than only SPAN traffic

Combining machine learning,
threshold fine tuning and policy
customization produces high fidelity
results and low false positive

Encrypted Traffic Analytics provides
malware detection without traffic
decryption

Working with Cisco Catalyst network
switches, Cisco ISE and SecureX
provides additional values of
enhanced NetFlow for visibility, threat
mitigation and response

Long term data retention for
compliance and forensic (1 year+)

©2023 Cisco and/or its affiliates. All rights reserved. Cisco Public



Detection and investigation based on contextual

information

Spot Malicious traffic

RIFZIRBRR RS

information associated
with hosts and
applications
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Prioritize according to risk
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Alarming Hosts ¢

Concemn Index

Top Alarming Hosts

Target Index
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Encrypted Trafflc Analytics Increases Visibility
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Cisco Catalyst network switches feed
enhanced NetFlow to Flow Collector

Meta data sent to the cloud through a
secure channel

Malware detection analysis is done in the
cloud, cryptographic audit is done on-
premises
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_.-Flow Data
(ETA Fields)

ETA Enhanced NetFlow

Hypervisor with
Flow Sensor VE
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Non-NetFlow enabled
equipment



SecureX -

XDR

A cloud-native, built-in platform experience within Simplicity, Visibility and

Efficiency
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End to end visibility ZS®
<@ )
Network anomaly detection o~
. . Secure
ri nalyti
Security analytics Network Analytics

-

Agentless detection

Secure Network Analytics network-based
visibility and security analytics will enrich
SecureX threat detection and response
with agentless behavioral and anomaly
detection capabilities
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Alarms

»

»

Security events

) Casebook

Investigation

Orchestration

-

Threat intelligence
>
\

SecureX

File and network loCs

Investigation

threat response

\_

Orchestration

~

Correlate, enrich, and resolve

SecureX threat response integrations with
other sources of global threat intelligence
and internal visibility, will affirm and enrich
Secure Network Analytics findings with
confirmed threat intel and local sightings.
Integrations with Cisco control devices
provide two-click mitigation and resolution
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Use Cases
Screenshot
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Monitor and manage
traffic by application group
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__~ Application access
real-time traffic monitoring
vView
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— ~ Network device
Interface traffic analysis
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/Y4 ~ Early warning and
investigation of abnormal
network traffic
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 Early warning and
iInvestigation of intranet
security threats
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Policy Management
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F MAME « DESTRIPTION
I l Audt policy? Mudit managmant from intemet
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When any hast within Outside Hosts, using any disallowed appiication communicates with any peer hast, batwean 12:00 AM - 17:59 PM, an
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SUBJECT HOST GROUPS O
swcctamonsnon . [TETORS Y RN (Y

Database Storage Statistics

Capacity

Capacty in Days
Remaining Days

Bytes Per Day

Flow Data Summary

Rows Bytes
Data Containers Total Average Per Day Largest Day Total
Flow Details 377 16.76G 49.8M 137.19M 500.58G

Flow Interface Details 36 81253M  101.57M 251.3M 24.67G

Total 17.59G 151.36M 38849 525.24G
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