Konfigurieren von Secure SIP SRST auf
ISR4000
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Einfihrung

In diesem Dokument wird beschrieben, wie Sie Secure Session Initiation Protocol (SIP) Survivable
Remote Site Telefony (SRST) auf dem Router der Serie ISR4000 und Cisco Unified
Communications Manager (CUCM) konfigurieren.

Mit Unterstltzung von Ankush Vijay, Cisco TAC Engineer.

Voraussetzungen

Anforderungen
Cisco empfiehlt, Gber Kenntnisse in folgenden Bereichen zu verfiigen:

Cisco Unified Communications Manager (CUCM)



Cisco Unified Survivable Remote Site Telefony (SRST)
Transport Layer Security (TLS)

Secure Real-Time Transport Protocol (SRTP)
Real-Time Transport Protocol (RTP)

Session Initiation Protocol (SIP)

User Datagram Protocol (UDP)

Verwendete Komponenten

CUCM: 10.5.2

SIP SRST-Version - mindestens 12,1 laut SRST-Administratorhandbuch

SRST-Router: ISR 4451
CA-Server: Getestet auf ISR 2921- und Drittanbieter-CA-Servern.
Getestete Telefone: 78 XX und 88XX

Plattformkapazitat und Firmware-Anforderungen gemafl SRST-Kompatibilitdtsmatrix.

ISRG2 wird als I0OS CA-Server verwendet (dasselbe SRST-Gateway kann auch als IOS CA-
Server verwendet werden).

Vorsicht: Die Informationen in diesem Dokument wurden von den Geraten in einer
bestimmten Laborumgebung erstellt. Alle in diesem Dokument verwendeten Gerate haben
mit einer leeren (Standard-)Konfiguration begonnen. Wenn |hr Netzwerk in Betrieb ist,
stellen Sie sicher, dass Sie die potenziellen Auswirkungen eines Befehls verstehen.

Ubersicht (iber Secure SRST

Cisco Unified Secure SRST bietet Sicherheitsfunktionen wie Authentifizierung, Integritat und
Medienverschlisselung.

Die Authentifizierung garantiert einer Partei, dass eine andere Partei die von ihr angegebene ist.
Integritat garantiert, dass die angegebenen Daten zwischen den Entitaten nicht geandert wurden.
Verschlisselung bedeutet Vertraulichkeit; Das heif3t, dass niemand aul3er dem beabsichtigten
Empfanger die Daten lesen kann. Diese Sicherheitsfunktionen erméglichen den Datenschutz flr
Cisco Unified SRST-Sprachanrufe und schitzen vor Verletzungen der Sprachsicherheit und

Identitatsdiebstahl.

Die SRST-Sicherheit wird in folgenden Fallen erreicht:

- Endgerate werden durch Zertifikate authentifiziert.


/content/en/us/td/docs/voice_ip_comm/cusrst/admin/sccp_sip_srst/configuration/guide/SCCP_and_SIP_SRST_Admin_Guide/srst_secure_sccp_and_sip.html#33775
http://www.cisco.com/en/US/products/sw/voicesw/ps2169/products_device_support_tables_list.html

- Die Signalisierung wird authentifiziert und Uber TLS (Transport Layer Security) fiur TCP
verschlusselt.

- Ein sicherer Medienpfad wird Gber Secure Real-Time Transport Protocol (SRTP)
verschlusselt.

- Zertifikate werden von einer Zertifizierungsstelle (Certificate Authority, CA) generiert und
verteilt

Hintergrundinformationen

Vor dieser Konfiguration muss der CUCM in den Mix-Modus mit aktivierter Sicherheitsfunktion
eingestellt werden.

Telefone mussen als sichere Telefone registriert werden.

Informationen zur Registrierung von Telefonen im sicheren Modus finden Sie unter |P Phone
Security (IP-Telefonsicherheit) und CTL (CTL).

Damit Secure SIP SRST von Cisco Integrated Services Routern der Serie 4000 unterstitzt
werden kann, aktivieren Sie diese Technologiepaket-Lizenzen fiir den Router:

Sicherheit ucko

Konfigurationsschritte und Beispiel

Schritt 1: HTTP auf SRST- und CA-Servern aktivieren

ip HTTP-Server

Schritt 2: Installieren des Zertifikats vom 10S-basierten CA-Server oder dem CA-Server eines Drittanbieters

A) 10S-basierter CA-Server;

Erstellen eines Cisco 10S-Zertifikatsservers:

1. crypto pki server CA- Nanme
2. database level{nininal| nanes | conplete}

minimal: Enough information is stored only to continue to issue new certificates w thout
conflict; this is the default.
names: |In addition to the information given in the mninmal |evel, the serial nunber and subject


https://community.cisco.com/t5/collaboration-voice-and-video/ip-phone-security-and-ctl-certificate-trust-list/ta-p/3116313#toc-hId--2138369775
https://community.cisco.com/t5/collaboration-voice-and-video/ip-phone-security-and-ctl-certificate-trust-list/ta-p/3116313#toc-hId--2138369775

nane of each certificate are stored.
complete: In addition to the information given in the mniml and names |evels, each issued
certificate is witten to the database.

3. database urlroot-url
The default |ocation for the database entries to be witten is flash; however, NVRAMis
recomended for this task.

4. issuer-nameDN- string
Eg: issuer-name CN= CA- Nane
5. grant auto

6. no shutdown

* Registrieren Sie den SRST-Router automatisch und authentifizieren Sie ihn;

1. crypto pki trustpoint SRST- Tr ust poi nt - Name
2. enrollment url url

If the CAis on your router itself url would be http://router-ip-address
3. revocation-check none

4, rsakeypair keypair-| abel

5. exit

6. crypto pki authenticate SRST- Trust poi nt - Nane

Certificate has the follow ng attributes:

Fi ngerprint MD5: 4C894B7D 71DBA53F 50C65FD7 75DDBFCA

Fi ngerprint SHAl: 5C3B6B9E EFA40927 9DF6A826 58DA618A BF39F291

% Do you accept this certificate? [yes/no]: y

Trustpoint CA certificate accepted.



7. crypto pki-Anmeldung SRST-Trustpoint-Name

% Start certificate enroll nent

% Create a chall enge password. You will need to verbally provide this
password to the CA Administrator in order to revoke your certificate.
For security reasons your password will not be saved in the configuration.

Pl ease nmake a note of it.

Password.
Re-enter password.

% The fully-qualified domain name in the certificate will be: router.cisco.com
% The subject nane in the certificate will be: router.cisco.com

% I nclude the router serial nunber in the subject nane? [yes/no]: y

% The serial nunmber in the certificate will be: DOB9E79C

% I nclude an I P address in the subject nane? [no]: n

Request certificate from CA? [yes/no]: y

% Certificate request sent to Certificate Authority

% The certificate request fingerprint will be displayed.

% The 'show crypto pki certificate' comrand will also show the fingerprint.

Sep XX 00: 41:55.427: CRYPTO PKI: Certificate Request Fingerprint MD5: D154FB75
2524A24D 3D1F5C2B 46A7B9E4

Sep XX 00: 41:55.427: CRYPTO PKI: Certificate Request Fingerprint SHAl: 0573FBB2
98CD1AD0 F37D591A C595252D A17523Cl

Sep XX 00:41:57.339: %Kl -6-CERTRET: Certificate received fromCertificate Authorit




B) CA-Server von Dirittanbietern

Zusammenfassende Schritte:

1. crypto key generate rsa general-keys label SRST-Trustpoint-Name npbdul us 2048

2. Rout er (confi g) #crypto pki trustpoint srstca
Rout er (ca-trust poi nt) #enrollment terminal pem
Rout er (ca-t rust poi nt) #subject-name CN=srstca
Rout er (ca-trust poi nt) #revocat i on-check none

ca-trustpoint

Rout er #rsakeypair cube

3. Crypto pki enroll srstca



Ubermitteln Sie das Zertifikat an eine Zertifizierungsstelle eines Drittanbieters.

4. CA provides the Signed Certificate as well as the Root CA Certificate and any Internediate
(subordinate) CA certificates if any.

5. Install Root CA cert;

crypto pki authenticate srstca



6. Install Signed cert from CA;

crypto pki import srstca certificate



Schritt 3: Aktivieren Sie den Anmeldedienst auf dem SRST-Router:

SCHRITTE ZUSAMMENFASSUNG:

credentials
ip source-address Srst-router-ip port 2445
trustpoint SRST-trust poi nt-nane

Schritt 4: Importieren von Telefonzertifikatdateien im Privacy Enhanced Mail (PEM)-
Format in den Secure SRST-Router:

Navigieren Sie auf dem CUCM zu Cisco Unified OS Administration > Security > Certificate Management.




Laden Sie alle unter CAPF-trust aufgefihrten Zertifikate herunter, einschlieRlich Cisco_Manufacturing_CA, Cisco_Root_CA_2048, CAP-RTP-001, CAP-RTP-
002, CAPF und CAPF-xxx . Laden Sie auRerdem alle CAPF-xxx-Zertifikate herunter, die unter CallManager-trust und nicht unter CAPF-trust aufgefihrt sind.

[ CaAlFanager-ir st . G el K R
callManager-trust CAPF-de3cdana
CaliManager-trsst Cisco Manufacturing CA
CallMansger-trust CAPF-199340=5
CallManager-truest CAP-RTP-002
CaliManager-trust CAPF-B51g4452
CallManager-trst Cizen Manufscturing C8 SHAZ
CallManager-trust CAP-RTE-001
CaliManager-trust ocmlg

CaliManager-trust ACT2 SUDT CA

CAPF CAPF-72c7ibb
CaPF-brust Cizco: Rogt & 2048
CAPF-trust CAPF-T2c?iibb
CAPF-brust iz £ oa M
CabFr-brust CAPF-2fbd03ad
CAPF-trust Cisco Manufactuning CA
ChaPF-rruct CAR-ETE-002

CAPF-brust CAPF-B51d4452
CAPF-brust i | £ rin A SHA
CaFf-trust CAR-ETR-0O0L

CAPF-trust ACT2 SUDT CA

ipses o 10, wipul. enm
ipsec-trust cmild.vipul.com
ITLRECOVErY JTLRECOVERY cmiil

Konfigurieren Sie Vertrauenswiirdigkeit fiir jeden dieser Punkte auf Ihrem SRST-Router. Stellen
Sie sicher, dass der Trustpoint-Name mit der .pem-Datei (ibereinstimmt.

SCHRITTE ZUSAMMENFASSUNG:

crypto pki trustpoi nt nane
revocation-check none
enrollment terminal

exit

SRR A

. crypto pki authenticate nane

Kopieren Sie hier alle Inhalte, die zwischen - BEGINNZERTIFIKAT - - und - ENDZERTIFIKAT
angezeigt werden - der entsprechenden .pem-Datei mit einer leeren Zeile am Ende oder dem
Wort beenden und fugen Sie sie in das Terminal ein. Drlicken Sie die Eingabetaste.



WIEDERHOLEN Sie dies fiir alle Trustpoints.
Schritt 5: CUCM-KONFIGURATIONEN:

1. Fugen Sie lhre SRST-Referenz unter dem System hinzu.
2. Aktivieren Sie das Kontrollkastchen Is SRST Secure?
3. Bei SIP Secure-SRST sollten Sie den Port in IThrer SRST-Referenz als 5061 andern.

4. Erstellen Sie ein Sicherheitsprofil fur Ihr Telefon unter System>Security>Phone Security
Profile. Fiigen Sie dieses Sicherheitsprofil zu Ihrem Telefon unter Gerétesicherheitsprofil
hinzu.

5. Wahlen Sie Zertifikat aktualisieren aus, um zu Uberprifen, ob die SRST-Zertifizierung im



CUCM eingetragen wurde.
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Schritt 6: SRST-spezifische Konfigurationen fiir lnren SRST-Router

Antwort: Konfigurieren von SIP SRTP fiir verschliisselte Telefone

SCHRITTE ZUSAMMENFASSUNG:

enabl e

configure term na
Voi ce service voip

srtp

al | ow connections sip to h323
al | owconnections sip to sip
end

Hinweis: Verwenden Sie den SRTP-Fallback, wenn Sie mochten, dass Anrufe, die nicht
SRTP betreffen, funktionieren.

B). Konfigurieren der SIP SRST-Sicherheitsrichtlinie

ZUSAMMENFASSENDE SCHRITTE:

voi ce register globa

security-policy secure

Beispielkonfiguration

Rout er 1#sh run

Bui | di ng configuration..



Current configuration : 43277 bytes

version 16.8

service timestanps debug datetime nmsec |ocaltinme
service timestanps | og datetinme nmsec |ocaltine
servi ce sequence-nunbers

platformqfp utilization nmonitor |oad 80

no pl atform punt - keepal i ve di sabl e-kernel -core

|

host nanme Routerl

boot - st art - mar ker
boot system boot fl ash:i sr4400-uni versal k9. 16. 08. 01. SPA. bin

boot - end- mar ker

vrf definition Mgm -intf
!
address-famly ipv4
exit-address-famly
!
address-fam |y ipv6

exit-address-famly

! card type conmand needed for slot/bay 0/2
no | oggi ng queue-limt

| oggi ng buffered 10000000

no logging rate-limt

no | oggi ng consol e



enabl e password ci sco

no aaa new node

no i p domai n | ookup

subscriber tenplating

mul tilink bundl e-nane authenticated

crypto pki trustpoint TP-self-signed-2252801652

enrol | ment sel fsigned



subj ect - name cn=I OS- Sel f - Si gned- Certificate-2252801652
revocati on-check none

rsakeypair TP-sel f-signed- 2252801652

crypto pki trustpoint srstca

enrollment url http://X X X X: 80

seri al - nunber
revocati on-check none

rsakeypair srstcakey 2048

crypto pki trustpoint CAPF
enrol | ment term nal

revocati on-check none

crypto pki trustpoint ACT2_SUDI _CA
enrol | ment term nal

revocati on-check none

crypto pki trustpoint CAPF-2fbd03a4
enrol | ment term nal

revocati on-check none

crypto pki trustpoint CAPF-72c7ffbb
enrol | ment term nal

revocati on-check none

crypto pki trustpoint CAPF-851d4452
enrol | ment term nal

revocati on-check none

crypto pki trustpoint CAP-RTP-001

enrol | ment term nal


http://10.201.220.125/

revocati on-check none

crypto pki trustpoint CAP-RTP-002
enrol | ment term nal

revocati on-check none

crypto pki trustpoint G sco_Mnufacturing_CA
enrol I ment terninal

revocati on-check none

crypto pki trustpoint C sco_Manufacturing_CA SHA2
enrol I ment terninal

revocati on-check none

crypto pki trustpoint C sco_Root_ CA 2048
enrol I ment terninal

revocati on-check none

crypto pki trustpoint C sco_Root CA M
enrol I ment terninal

revocati on-check none

crypto pki trustpoint CAPF-19a340e5
enrol | ment term nal

revocati on-check none

crypto pki trustpoint CAPF-dc3cda68

enrol | ment term nal

revocati on-check none

crypto pki certificate chain TP-sel f-signed-2252801652



certificate self-signed 01

30820330 30820218
31312F30 2D060355
69666963 6174652D
35315A17 0D323030
4F532D53 656C662D
30313635 32308201
0A028201 01009A19
36BF9279 B910BBDD
041692BB 6996565C
74FA5FF9 5030CDAD
EDOCE720 AA2CE8FC
FDCA96C7 004483B6
DBA67CAS 4C5B8E2F
B26FD7AE 542D15BC
025F645D CF9B0203
301F0603 551D2304
58301D06 03551DOE
300D0609 2A864886
1B5F1BOF 41D1F3C1
2A0DAE22 F1FF44A4
2DBE3930 250BC148
87948F48 CD2B0275
4FCO9FD8D 16809B90
44ACB679 997F6CAS
A034343D 8C516C12
CB836B61 46B7E336

qui t

A0030201

04031326

32323532

31303130

5369676E

22300D06

F3B5F20E

4EB7AA4AB

2B956192

6182981C

38A1B392

D4A064C6

D547A86B

71A1E602

010001A3

18301680

04160414

F70D0101

2BD6D35D

12FB9EAS

37A667EB

D7E1538A

331A2E28

A4243FA2

01A36CAD

F2993913

02020101

494F532D

38303136

30303030

65642D43

092A8648

E7451414

59D2D498

ACAB67B2

FESAB5C7

86B2D5C9

06D1F593

374A04B8

E2710F70

53305130

14C3E99A

C3E99A3F

05050003

70B8FFCA

2E6A7040

C8B02B57

EB91D857

B11F090B

C920A7B9

305F85F2

BAGA9878

crypto pki certificate chain srstca

certificate 02

30820291 308201FA A0030201 02020102

17311530 13060355 0403130C 73727374

30000609

53656C66

3532301E

305A3031

65727469

86F70D01

CB037164

1D9864E7

50E6A345

C87FE94F

01E3D052

45610881

FAAO4AE7

587D7380

0F060355

3F385791

385791A4

82010100

9B94DD5F

5745F00E

8AG69AB6C

083D47C1

867D4453

763881F5

FE76DDO8

F47D35B7

30000609

63617365

2A864886

2D536967

170D3138

312F302D

66696361

01010500

CDE972C0

83FDBA4B

OF587D3C

08FALD46

51CC8925

94E8AECC

9Db38D398

508FC890

10130101

A4A8ABICE

8ABI9CEA8

39D88ES8S1

4176549B

E585F4B9

6F63E7D5

41D78DB9

5B00F635

EDA9OEC1

8B2958FD

F70D0101

6E65642D

30353232

06035504

74652D32

0382010F

C3CBA15B

256F99C6

D743DA12

37D3AC40

CBFE790D

27E71EAF

B43801AE

1CD3CF7D

FF040530

ABA499B9

A499B9D0

B3762195

3B91CD8B

F3358ABA

3FEOBGE7

2B23E37D

32477591

FO92611A4

44810372

05050030

43657274

31393534

03132649

32353238

00308201

9A1B47AC

FDAF8BF8

FB4720BB

D6AB5311

D5DBC179

412E9DE1

779DD7A3

A541DCB5

030101FF

D07449D4

7449D458

4E312E27

63B67B9B

BBA28EF6

7E0C5187

A08684C9

5D68044F

E9DO0B40

694D80E8

2A864886 F70D0101 05050030

72766572 301E170D 31383130



30333137 35313332
55040513 0B464A43
4E41532D 54455354
010F0030 82010A02
F4F2466B 1AA81A3C
DE82E342 4ES5FAES5S9
06690351 44BC61D2
EF8D8F6C DE842A22
D5919817 FEBFA31D
6E5794FD BA70435C
A08B7F79 4D0C3201
13A1F17D F2461076
05A0301F 0603551D
2E4C7B30 1D060355
9127300D 06092A86
OD13A8A2 63937E96
3092B7CA 66947B1C
B25454B2 B1570F1A
CFC879FD B9CC3A3A
qui t
certificate ca 01
30820207 30820170
17311530 13060355
30333136 31363338
55040313 0C737273
01050003 818D0030
A2BESB5E DC3C8F78
5DCD1B36 2ACAB89B
16B793DD B7E7A5E7
EC89CDAC 9B48A8C0O
FF040530 030101FF

18301680 142BF374

5A170D31

32313337

5F465830

82010100

AOCIOF48F

F2EF6DES

C21AAEC8

935F99E7

4F681558

910FBFF3

9E7AA715

6C68A461

23041830

1DOE0416

4886F70D

834BC76D

1B12EF42

783D1FAB

49037341

A0030201

0403130C

5A170D32

74636173

81890281

C6CD325F

E844F2F9

CFC66CD1

47CD30B6

300E0603

EDE2C716

39313030

44313232

82012230

A38F8654

D421C5D7

61DCC85A

92084F45

940F8160

2B241BA2

FOA15C26

E711D4ED

02030100

1680142B

04144E01

01010505

F6160309

E19AB43D

E76C2938

D61EC7D6

02020101

73727374

31313030

65727665

8100BB90

5A7DAEDO

BO98D54B8

3E01965D

219B0203

551D0F01

627BCEE1

33313735

30190609

0D06092A

32A14C89

A3B7CCC3

BB9F38C0

E3AOE91B

37DDB460

B865E06A

BBF96D72

174B6352

01A34F30

F374EDE2

3013A936

00038181

9DGAFSEA

2570664C

136C9475

F3781DES8

30000609

63617365

32313631

7230819F

D2ABF45E

06FABL17A

CE539098

FBC29260

010001A3

01FF0404

AOF2BEE9

3133325A

2A864886

864886F7

94139845

61C80E70

0C20C94D

D1961D49

6 CDAFC36

AAF68493

05A567F9

340BA097

4D300B06

C716627B

E68046F8

0059B995

FBAO134A

82D58CE9

3F1A63E8

F5

2A864886

72766572

3633385A

300D0609

235ECA58

1E9A8C50

BBACA4913

052AFBF2

63306130

03020186

D1392EAC

3031312F

F70D0109

0D010101

9BFEOC10

82850A29

601A7F9B

F4604B29

7A8CI9BD6

B67F86A4

B6406E1D

289E577B

03551D0F

CEE1AQF2

62A3A552

2E24119E

1655731C

6747F0A5

4D931DD0

F70D0101

301E170D

30173115

2A864886

80CAFOAC

D661E3EE

E6822196

930832E6

0F060355

301F0603

7B301D06

30120603

02160C41

05000382

E229EBB4

B862FEDS

1FCODEAO

78C93417

BO5B0OD67

681865BD

A60F559D

E21FC6F6

04040302

BEE9D139

89635BAB

731DE753

8387A0FA

D1FC1ED7

97B5D0OFA

04050030

31383130

30130603

F70D0101

S5E7E9D16

8B9DC29E

00C6964E

DF976644

10130101

551D2304

03551D0E



04160414 2BF374ED
F70D0101 04050003
63E1DOFD 45F6B4C5
665DBOBC 3C96A357
9FF26BB8 B1BC4All
83C9B689 6DB4AT7F5

qui t

E2C71662 7BCEE1A0 F2BEESD1 392EAC7B

81810021 90395C26 1C020400 22F51B91

9F20823C 77C6A8E5 36488C3D F6D91F00

CA02ABE8 47472636 28EC20F5 787D79F5

82AE890A 83258084 2F288359 5F52E5DB

59DA9F

crypto pki certificate chain CAPF

certificate ca 6DBF757CC9B4B5D97357362ACF2F6A5B

308203A1 30820289 A0030201 0202106D BF757CC9 B4B5D973

0D06092A 864886F7

0C060355 040A0C05

03550403 0C0OD4341

31133011 06035504

30303730 385A170D

13025553 310E300C

61633116 30140603

5504080C 02747831

300D0609 2A864886

AAAFBAF 24374D68

A1CEODOO 8C70B706

9178182D 19C9AA3C

A00B5124 2C3A09FE

E1COCOAC 8DE1F853

2764218A 3B86A603

2167CA22 A3F35409

8EDO67DB 6E7F28F6

0001A34D 304B300B

2B060105 05070301

7B18ASFE 71A2A609

03820101 003364ED

B633A082 46EAF721

0D01010B

63697363

50462D37

070C0A72

32333033

06035504

5504030C

13301106

F70D0101

110FF40D

9961FF19

7B26840F

3871921B

D63A64DD

AE58575B

2A2047BB

BEODE28F

0603551D

06082B06

ODFB5A15

00769497

1E7CO96E6

05003065

6F310C30

32633766

69636861

31393230

0A0C0563

0D434150

03550407

01050003

FDD90234

06FB66F0

0OB14E615

E7D3A7BD

7980EE9D

CSD53E47

FO9A220F

97B99AE8

0F040403

01050507

3A8B9A38

12D3A98D

BD82CFB6

310B3009

0A060355

66626231

7264736F

30373037

6973636F

462D3732

0C0A7269

82010F00

C0242C1C

66DF762F

8B65E27B

8316B6C1

085DBEBB

69819971

13796E6D

726E3E75

0202A430

0305301D

A2300D06

FB362FAE

64D0908A

06035504

040B0C0O3

0B300906

6E301E17

5A306531

310C300A

63376666

63686172

3082010A

6928A6AB

Cr739884C

C1777D57

C18F09F2

BE788B30

2A6C3038

044C19FB

093B9208

1D060355

0603551D

092A8648

4241391D

C0B09941

300D0609

84715407

87567D03

C913B62D

80F7A7DC

57362ACF

06130255

74616331

03550408

0D313830

0B300906

06035504

6262310B

64736F6E

02820101

06E98725

3A29B36C

0DA158C8

2F5A62D1

E644E364

0390138D

3C15B2CE

414033B7

10250416

0E041604

86F70D01

FF8B40D9

66C905E1

2A864886

DB17A0C6

D6C35A79

4B4AE236F

A923BE70

2F6A5B30

53310E30

16301406

00027478

33323032

03550406

0B0C0374

30090603

30820122

00B65FDA

62B6F006

EOF7BF1C

OE203B16

AO4E7709

868A0F11

904C5632

FOOFFCD5

DF020301

30140608

145E5F34

010B0500

C9D28565

2FEE394F



560E89A0 E159983A
BOC1A6BF F1AD89CA
50F6B7F3 82FF80AC
A658E864 3C66ECFA
66002D9F EAD2CA465
80C2AFEB F108500B
73379F52 83

qui t

A492D1E3

F3AOFDDO

647731E5

BA3213D3

2EA73265

97F5D6E9

741A42CC

455EAB60O

A79372EE

576F124F

2550098E

06854D5C

9B2D75E4

4C85814F

1666EEF6

B14B56E3

3FD28A04

AGEG56F6

crypto pki certificate chain ACT2_SUDI _CA

certificate ca 61096E7D00000000000C

3082043C 30820324 A0030201 02020A61

86F70D01 01050500

6D73311B 30190603

1E170D31 31303633

27310E30 0C060355

20535544 49204341

3082010A 02820101

3625B164 36386DEA

7F8B47AA ABASA290

F6945C99 108FB97F

433DCO4C E2260A1E

FE6B67BA 91B9ECOA

0577468F S5DES8S5EL

9FA978FB 7BOFB3FE

E6A9B334 BEAFE91D

0201C630 1D060355

F87F301F 0603551D

7B2FAA30 43060355

2E636973 636F2E63

32303438 2E63726C

05073002 86346874

6974792F 706B692F

30353116

55040313

30313735

040A1305

30820122

00D26E65

07C729DE

56EE8962

9AEAD1C5

E98CA0CA

3299754E

7E132156

C5E55EDL

55020301

1DOE0416

23041830

1D1F043C

6F6D2F73

30500608

74703A2F

63657274

30140603

12436973

3635375A

43697363

300D0609

DD31C8C4

3BEC0912

F1F4E546

FEA46E3A

A682683E

223759D0

2EB1638F

OE8D25C9

0001A382

04144808

16801427

303A3038

65637572

2B060105

2F7TT7TTT7

732F6372

096E7D0O0

55040A13

636F2052

170D3239

6F311530

2A864886

OF6D37F8

E5702D52

0BO6A0A3

2278E267

C6084722

4D8DO8E7

DEDF2F6F

511B3230

015A3082

F1F1C270

F3C8151E

A036A034

6974792F

05070101

2E636973

63613230

B1145EF1

821D4DEA

A18BF2BE

802B0B9C

3850BDA4

OBAD484F

00000000

0D436973

6F6F7420

30353134

13060355

F70D0101

52E6AATF

CE68CA36

DFCB3BES

5E0D8668

8A164BCD

ASF8EOEB

BCA1AB95

48F9DD17

0156300B

D55BBB7C

6E9A0209

86326874

706B692F

04443042

636F2E63

34382E63

C0956B76

D43AC5DD

B2FDC8BE

9026FB69

32EBC7FA

B49C0857

0C300D06

636F2053

43412032

32303235

0403130C

01050003

E94651A5

15B7FCC4

D2EAETTF

DEA3C2A7

0139C762

Al7E3F84

E3742BBE

5DF6D270

0603551D

730993AF

16AD2BA0

74703A2F

63726C2F

30400608

6F6D2F73

6572305C

380A1BE3

E43702FA

C9CAALEE

00373361

03A75A8F

8ECADOSE

092A8648

79737465

30343830

34325A30

41435432

82010F00

D77EF5A1

6ECO959AB

74E56CE9

1CE9ADG2

CA711B78

9A0E419B

TTFT77F1

1E4ACBCOD

0F040403

B8B83003

89605FDA

2F7TTTTT

63726361

2B060105

65637572

0603551D



20045530 53305106 0A2B0601 04010915 010C0030 43304106 082B0601 05050702
01163568 7474703A 2F2F7777 772E6369 73636F2E 636F6D2F 73656375 72697479
2F706B69 2F706F6C 69636965 732F696E 6465782E 68746D6C 30120603 551D1301
01FF0408 30060101 FF020100 300D0609 2A864886 F70D0101 05050003 82010100
6875A9C9 6BF6DC78 8735A00C 4466DFBD 727AE126 A9C21F8B D6FDF866 CCA896E2
64773F09 COASD252 6ED1AF73 4D703DC3 8EC/F7FB 7A95E76E 1B16F859 E2F17300
A2520BC5 B426B9D4 8925B7C9 CD6DC298 FF8770D5 EC7EEDA9 804D440E E1082020
4EBBC152 OFBBAGEO 004DC96B F9D14B7C 4A6129E3 FO7E537A 18A6052B FA4C40A2
8B98D484 ESABC802 B8755A3C 8428E48C 4933BB7B 9F05325A A67BFCF6 OF4E13E1l
F754A338 2FEFCA76 450EFB9D 9D8C52A7 872978ED DEDC651E 036382C8 B853363F
502CF18C A3CE8369 2BFBAB49 1235E167 48969951 D671FB28 DOESE7AD 7CCOF54F
D0814964 11ABA280 91063392 CO5BFC72 95826E65 9D3DA090 4F69F022 34DF63C7
qui t

crypto pki certificate chain CAPF-2fbd03a4

certificate ca 7FA76BD99C1DDA013BE037763BC78C33

3082029C 30820205 A0030201 0202107F A76BDO9C 1DDA013B E037763B C78C3330
0ODO06092A 864886F7 0D010105 05003065 310B3009 06035504 06130255 53310E30
00060355 040A1305 63697363 6F310C30 0A060355 040B1303 74616331 16301406
03550403 130D4341 50462D32 66626430 33613431 0B300906 03550408 13027478
31133011 06035504 07130A72 69636861 7264736F 6E301E17 0D313430 38313831
39333633 395A170D 31393038 31373139 33363338 5A306531 0B300906 03550406
13025553 310E300C 06035504 0A130563 6973636F 310C300A 06035504 0B130374
61633116 30140603 55040313 0D434150 462D3266 62643033 6134310B 30090603
55040813 02747831 13301106 03550407 130A7269 63686172 64736F6E 30819F30
0D06092A 864886F7 0D010101 05000381 8D003081 89028181 00A175B5 F8DIOCED4
A7972459 B51B335C E1DCCF3B 6E2D9504 78A95267 CSBFECA3 5FDOB430 AD87632F
8643B1AF 542F3028 526EA7AC F7721A3B 79BBF5BE E650883B B7AD60F1 62C7EA02
A1DBAA49 738FE258 B47F9D28 1D6CF1E5 7974151B 9DAFS8CFB 68EA7D17 68E47D75
61787FB3 3A64CCOD 26FABIO9D0 684A4F15 EA917F79 7696E0CS 7B020301 0001A34D
304B300B 0603551D 0F040403 0202A430 1D060355 1D250416 30140608 2B060105
05070301 06082B06 01050507 0305301D 0603551D OE041604 1470BF75 2404D5FB

8F0197BE 8AAD174A AB785D53 FB300D06 092A8648 86F70D01 01050500 03818100



4C39ECGE 28E512E1 B034E827 F9034E5B BO1A33CF DB321FFD

CD7583BE 5BABOCD7 AO3E12B0O 0B4E8120 A028E08C CEBEB871

CE77ED30 188F728A B60D877D 513B9BB1 FCF79545 9FC38909

5560DAAB 3AE7ADAS5 EA37063E 8AS50F3A7 FC5584D5 66A6B9D7

qui t

crypto pki certificate chain CAPF-72c7ffbb

certificate ca 6DBF757CC9B4B5D97357362ACF2F6A5B

308203A1 30820289

0D06092A 864886F7

0C060355 040A0C05

03550403 0C0OD4341

31133011 06035504

30303730 385A170D

13025553 310E300C

61633116 30140603

5504080C 02747831

300D0609 2A864886

AAAFBAF 24374D68

A1CEODOO 8C70B706

9178182D 19C9AA3C

A00B5124 2C3A09FE

E1COCOAC 8DE1F853

2764218A 3B86A603

2167CA22 A3F35409

8EDO67DB 6E7F28F6

0001A34D 304B300B

2B060105 05070301

7B18ASFE 71A2A609

03820101 003364ED

B633A082 46EAF721

560E89A0 E159983A

BOC1A6BF F1AD89CA

A0030201

0D01010B

63697363

50462D37

070C0A72

32333033

06035504

5504030C

13301106

F70D0101

110FF40D

9961FF19

7B26840F

3871921B

D63A64DD

AE58575B

2A2047BB

BEODE28F

0603551D

06082B06

ODFB5A15

00769497

1E7CO96E6

A492D1E3

F3AOFDDO

0202106D

05003065

6F310C30

32633766

69636861

31393230

0A0C0563

0D434150

03550407

01050003

FDD90234

06FB66F0

0OB14E615

E7D3A7BD

7980EE9D

CSD53E47

FO9A220F

97B99AE8

0F040403

01050507

3A8B9A38

12D3A98D

BD82CFB6

741A42CC

455EAB60O

BF757CC9

310B3009

0A060355

66626231

7264736F

30373037

6973636F

462D3732

0C0A7269

82010F00

C0242C1C

66DF762F

8B65E27B

8316B6C1

085DBEBB

69819971

13796E6D

726E3E75

0202A430

0305301D

A2300D06

FB362FAE

64D0908A

9B2D75E4

4C85814F

B4B5D973

06035504

040B0C0O3

0B300906

6E301E17

5A306531

310C300A

63376666

63686172

3082010A

6928A6AB

Cr739884C

C1777D57

C18F09F2

BE788B30

2A6C3038

044C19FB

093B9208

1D060355

0603551D

092A8648

4241391D

C0B09941

B1145EF1

821D4DEA

30374692

67DF12B6

D880O8EEE

261E9331

57362ACF

06130255

74616331

03550408

0D313830

0B300906

06035504

6262310B

64736F6E

02820101

06E98725

3A29B36C

0DA158C8

2F5A62D1

E644E364

0390138D

3C15B2CE

414033B7

10250416

0E041604

86F70D01

FF8B40D9

66C905E1

C0956B76

D43AC5DD

8521592E

20000DD2

BB013106

53A66AB9

2F6A5B30

53310E30

16301406

00027478

33323032

03550406

0B0C0374

30090603

30820122

00B65FDA

62B6F006

EOF7BF1C

OE203B16

AO4E7709

868A0F11

904C5632

FOOFFCD5

DF020301

30140608

145E5F34

010B0500

C9D28565

2FEE394F

380A1BE3

E43702FA



50F6B7F3 82FF80AC 647731E5 A79372EE 1666EEF6 A18BF2BE

A658E864 3C66ECFA BA3213D3 576F124F B14B56E3 802B0B9C

66002D9F EAD2C465 2E473265 2550098E 3FD28A04 3850BDA4

80C2AFEB F108500B 97F5D6E9 06854D5C AGE656F6 OBAD484F

73379F52 83

qui t

crypto pki certificate chain CAPF-851d4452

certificate ca 497E1692253769919F72D12F6754F2CF

308203A1 30820289 A0030201 02021049 7E169225 3769919F

0D06092A 864886F7

0C060355 040A0C05

03550403 0C0OD4341

31133011 06035504

37313234 345A170D

13025553 310E300C

61633116 30140603

5504080C 02747831

300D0609 2A864886

74D20933 FACA9493

1213EFC5 7FFDCA3E

D2B1AF30 EEB6D323

D53D14F5 5ESE3CAE

748805B0 79C36694

FAE14129 3EDB3D19

19864A3F 2781B7DF

7F60E295 82A8567B

0001A34D 304B300B

2B060105 05070301

A731BD61 85FC77BD

03820101 0059BOE2

45A547C8 8C37C53F

BAEOFFF3 1EF6DC28

0D010105

63697363

50462D38

070C0A72

32313035

06035504

5504030C

13301106

F70D0101

2B2F1955

F6CD6863

3BF82553

6398617A

C3430D8E

98DA5464

5818F0OFD

F11A5950

0603551D

06082B06

9B02E372

30452666

2D2ES594E

6386BEGE

05003065

6F310C30

35316434

69636861

32353137

0A0C0563

0D434150

03550407

01050003

46004608

AF135F2C

47C83415

F3AACD79

ABF7541D

9EODCC92

7A073630

D2FODD35

0F040403

01050507

73A49A04

B3362F87

90539081

FC85E859

310B3009

0A060355

34353231

7264736F

31323433

6973636F

462D3835

0C0A7269

82010F00

BODO037F

D379B790

FCEA183B

OFDF2503

B258FD44

F84E95D3

D8DCB9AE

83A9AF2F

0202A430

0305301D

CA300D06

B746A682

ED931849

292993E8

06035504

040B0C0O3

0B300906

6E301E17

5A306531

310C300A

31643434

63686172

3082010A

4608875C

D2508D3C

3D6405F3

62E71F7E

E1191E56

EB318D8F

345408B5

66BOAE27

1D060355

0603551D

092A8648

BF1CB181

80368136

28C8635E

B2FDC8BE

9026FB69

32EBC7FA

B49C0857

72D12F67

06130255

74616331

03550408

0D313630

0B300906

06035504

3532310B

64736F6E

02820101

29BC674C

131FAO4A

019B5CF9

8EFBESC3

13B08CCA

AEAFB6CB

BAS8F03D

93BFFEE5

10250416

0E041604

86F70D01

A7TF472F0

B2CB39D6

E793AF76

C9CAALEE

00373361

03A75A8F

8ECADOSE

54F2CF30

53310E30

16301406

00027478

35323631

03550406

0B0C0374

30090603

30820122

00A59E68

2A28A147

F6ABC3CE

D337FFE2

822CBBDE

FCDEO2BB

941843F2

C5986FFF

89020301

30140608

14698E82

01050500

478EEAB1

D93DDA36

493934F1



654FADF2 16B11AA0 9E73F81B 9DE787A3 A683343E 60DAFF2E

8650BCA9 5EBF6FF5 09060341 OED13620 A08C53C7 9012E2F6

AF1B7FD9 CS5EO019ED 6EE6D573 5FA1569B CB2E54B6 7748A171

B2B74889 39D8CA52 0A46B2FE 196ADAF4 3EOE327C 98DF3850

F789913E 7CF07503 4D522DC2 4952C16D 7A9751AA 7900DBOF

FE203183 86

qui t

crypto pki certificate chain CAP-RTP-001

certificate ca 7612F960153D6F9F4E42202032B72356

308203A8 30820290 A0030201 02021076 12F96015 3D6F9F4E

0D06092A 864886F7

20537973 74656D73

170D3033 30323036

31163014 06035504

03130B43 41502D52

00038201 0D003082

21C1967F DEA7F4BO

A981389B 2FC7ACA9

55DE78AA 5A5CFE14

OFD145F1 620852B3

CB8EBBES54 6ECF4C77

BE7CB4A6 60CD6579

58B6A2E4 AA3EF081

CFBA84CC 7094034F

04030201 86300F06

14E917B1 82C71FCF

3064A062 A060862D

6E726F6C 6C2F4341

6361702D 7274702D

30312E63 726C3010

F70D0101 05050003

02ACDCA3 C7BBED15

0D010105

31143012

32333237

0A130D43

54502D30

01080282

969694B7

956262B8

037D695B

1FO7E2F1

99D6DC04

9E1E3A84

C7068EC1

C1EB9F81

03551D13

ACA91B6E

68747470

502D5254

3030315C

06092B06

82010100

A4431F20

0500302E

06035504

31335A17

6973636F

30313082

010100AC

80CC196A

1C143038

AC816409

AA74F150

47476C0F

8153B750

DD1EBDDA

931ACB02

0101FF04

F4A9269C

3A2F2F63

502D3030

43657274

01040182

AB64FDEB

7E9286F0

31163014

03130B43

0D323330

20537973

0120300D

55BBED18

463DA516

5345BB2E

C6211F0B

367632ED

36E58A3B

5527E865

53E6F0D6

0103A381

05300301

70AEO5A0

61702D72

312E6372

456E726F

37150104

F60C32DC

770929A2

06035504

41502D52

32303632

74656D73

06092A86

DE9B8709

54A28F47

273FA7A6

3BBFO9CF

A289E374

6BCB24D7

423BE2B5

E2E0486B

C33081C0

01FF301D

9A306F06

74702030

6C862F66

6C6C5C43

03020100

360FOE10

17EACDF4

5F478199

7DCA39DA

AF6ATF44

43FDA21A

D55FOELD

42202032

0A130D43

54502030

33333633

31143012

4886F70D

FFBC8F2D

5D903B5F

46860573

BOBBB2D4

AFOC5B78

6B6C84C2

CB575453

109F1316

300B0603

0603551D

03551D1F

30312F43

696C653A

41502052

30000609

5FE175FA

F2629244

EFC8DC6F

3CACODE7Y

46A9E3CO

D7CB64F8

S5EAE3160

B7235630

6973636F

3031301E

345A302E

06035504

01010105

509AB83A

104A3D54

CE5C998D

AC362F67

CE7DFBOF

7F61D326

5AA96093

78C696A3

551D0F04

OE041604

04683066

65727445

2F2F5C5C

54502030

2A864886

0D574AB5

2F3575AF



E90C468C AE67BA08
73A11AED F9B9DE74
7FABDABA 0B5AB462
0A4E3400 1428BAOF
AG61CDOAE C5558A52
BAFE0028 96304A8B
T4A2A6CE DC56275C

qui t

AAA71C12 BAOCOE79 E6780A5C

1195CA8F 99454B8C 30732980

94D9167E 6D8D48F2 597CDE61

69953BB5 50D21F78 43E3E563

BSEEAAGA 08F96528 B1804B87

13FB656D 8FC60094 D5A53D71

A20A303D

crypto pki certificate chain CAP-RTP-002

F814466C

CD6E7123

25CFADCC

98BCB2B1

D26 E4AEE

444B3CEF

certificate ca 353FB24BD70F14A346C1LF3A9AC725675

308203A8 30820290 A0030201 02021035 3FB24BD7 O0F14A346

0D06092A 864886F7

20537973 74656D73

170D3033 31303130

31163014 06035504

03130B43 41502D52

00038201 0D003082

B570263B 575ABDO6

57DCA440 A7301DDF

01555FE4 D4206776

FB4D221B 21D7A3AD

632C7B3F A5F92AA6

1ED8763F A299A802

8A28ADBF 0F4883C0

CDAB9FD7 A190C1A2

04030201 86300F06

1452922B E288EE2E

3064A062 A060862D

6E726F6C 6C2F4341

6361702D 7274702D

30322E63 726C3010

F70D0101 05050003

0D010105

31143012

32303138

0A130D43

54502D30

01080282

1CC8F394

E4AO0FB1EF

03368357

38184171

ABEF3490

970004AD

T7112A47

A462C5F2

03551D13

098A4AETE

68747470

502D5254

3030325C

06092B06

82010100

0500302E

06035504

34395A17

6973636F

30323082

010100C4

5965D9D0

136212EC

83932638

8FD8C271

8724A84F

1912D265

141DBEEO

4A6EOBO2

0101FF04

702C56A5

3A2F2F63

502D3030

43657274

01040182

56838CEF

31163014

03130B43

00323331

20537973

0120300D

266504AD

D8CE02B9

CAF3B50F

D6FCO53F

42183E65

ADAF7FD7

7DE335B4

948FBES53

0103A381

05300301

9AB4D49B

61702D72

322E6372

456E726F

37150104

CADA3ADL

06035504

41502D52

30313032

74656D73

06092A86

7DC3FD8D

F808CCD6

BCAFBB4B

3A179E44

09461434

0928F585

BCB6F789

FE67B308

C33081C0

01FF301D

96306F06

74702030

6C862F66

6C6C5C43

03020100

EA8FBB15

326A4B56

8B3A6D68

5BD141FB

A2D4864B

AB7AFFE9

79343385

C1F3A9AC

0A130D43

54502030

30323733

31143012

4886F70D

65556FA6

B7CD8CA6

CD2E5826

67255A73

736C77CC

764D3558

DC68BI9FA

D40C8029

300B0603

0603551D

03551D1F

30322F43

696C653A

41502052

30000609

2FFEGEE5S

73938380

80B97E00

210275A2

0616BACD

2FD2A574

3778C193

72567530

6973636F

3032301E

375A302E

06035504

01010105

308FAE95

24801878

34521B65

45C69DEE

F380EEBF

3COFEQAF

C8FDF85E

87BD790E

551D0F04

0OE041604

04683066

65727445

2F2F5C5C

54502030

2A864886

50A1972B



DAD7AF1F D298892C
FC73C697 11266E19
B6EA781C FFD97CA4
BF78443D BO8C3A41
92841E76 36D7740E
6918DEOF BD3C7F67
8FAB7F3C 0B5F0759
4C5B1931 67947AAF

qui t

D5A2A76B

451COFAB

BO3COE34

2EEEB873

CB787F11

D8A33F70

D9828F83

89A1BDB5

C3462866

A55E6A28

OE5B0649

78CB8089

685B9E9D

9CAAS96E

954D7BB1

13EO0E55D

901A48C5

8B0A34C9

34F9D16E

0C67E85D

DO9F62B3B

57A638EC

crypto pki certificate chain C sco_Mnufacturi

certificate ca 6A6967B3000000000003

308204D9 308203C1 A0030201 02020A6A

86F70D01 01050500

6D73311B 30190603

1E170D30 35303631

39311630 14060355

04031316 43697363

06092A86 4886F70D

943515F1 F4994EBB

9B79E807 294E30F5

94A91161 121C5CEA

ASF8881A AAEBC73C

0510EF87 9E693130

D5DFCOC9 5BB8CI9AL

C8D5C8ED 41E1F55F

99395A73 67621334

01E73082 01E33012

0E041604 14D0C522

04040302 01863010

01823714 02040ClE

27F3C815 1E6E9A02

38A036A0 34863268

30353116

55040313

30323231

040A130D

6F204D61

01010105

9B41E17D

AE1BC521

33201C0A

1CCEEEA8

F548363F

077BBE68

578E5332

OD1F5E95

0603551D

26AB4F46

06092B06

0A005300

0916AD2B

7474703A

30140603

12436973

3630315A

43697363

6E756661

00038201

DB791691

5646B0OF8

16A77DDB

FDCD5C37

D8ABCE15

92939320

9349D5D9

70526417

130101FF

60ECAEOS

01040182

75006200

A089605F

2F2F7777

6967B300

55040A13

636F2052

170D3239

6F205379

63747572

0D003082

BBF354F2

FAEG8ES1

99066AE2

F186939E

E2E8589F

A86CBD15

OFF836AA

06EC535C

04083006

91C7DC5A

37150104

43004130

DA7B2FAA

772E6369

DCOCAB92
B9911EE6
B73A654E
91512F0D
AF6D05BA
1EDEE854

7D72BFF1

ng_CA

00000000
0D436973
6F6F7420
30353134
7374656D
696E6720
01080282
414A9432
B816CCA8
36AFECF8
3D71757D
3E627104
75D3445D
07C43241
5CDB6AEA
0101FF02
D1B047F7
03020100
1F060355
30430603

73636F2E

5AA94B6E

348A8920

09050C1F

3A8674AD

3488E86D

D5882AD4

8933C16F

03300D06

636F2053

43412032

32303235

73311F30

43413082

010100A0

6262C923

9B85D242

OAFF9867

34EE4AB14

8726A415

454BECA8

C5A7AF1D

35004102

0100301D

6C300B06

30190609

10230418

551D1F04

636F6D2F

69277F9B

OAEDE1EO

4DA53E44

0991EDI1A

7TE2F7F65

3D71F72B

760BCA94

092A8648

79737465

30343830

34325A30

1D060355

0120300D

C5F7DCO6

F79AE7BB

81DB7CCB

07F430EE

A9C0297B

620125AA

DAG0OC7D8

19FFF673

0103A382

0603551D

03551D0F

2B060104

30168014

3C303A30

73656375



72697479 2F706B69
05050701 01044430
772E6369 73636F2E
72636132 3034382E
15010200 30433041
6973636F 2E636F6D
6E646578 2E68746D
2B060105 05070302
01050507 0307060A
2B060104 01823715
2DBCF2CA 374A6499
4FABB842F 37E96560
38E7D30B D168BESE
A719D193 8DAB9B10
22DAEBDC 87CF5921
6019A5B0 6186ADDD
AFC3EF6D CC3D3CEB
0166D410 88A256E5

qui t

crypto pki certificate chain C sco_Mnufacturi

certificate ca 02

30820465 3082034D

2B310E30 0C060355

6F20526F 6F742043

37313131 32313330

30220603 55040313

53484132 30820122

02820101 0O0F4364B

5B7D8ASE 2DD51E65

DC3B9DOA 3DCD54F7

9EE3E217 206EF870

C924A060 D1449C2F

2F63726C

42304006

636F6D2F

63657230

06082B06

2F736563

6C305E06

06082B06

2B060104

06300D06

24290AF2

D19AC6D8

22A54B06

11291FA1

421AE9CF

6566F6B9

95E981D3

3C57EDE9

A0030201

040A1305

41204D32

3031375A

1B436973

30000609

42023267

DB8OA3E4

7B23EE84

C3251777

8242C257

2F637263

082B0601

73656375

50060355

01050507

75726974

03551D25

01050507

0182370A

092A8648

86AA42D5

F30BF5DE

E1EGAAAA

82FDFD3C

707588E0

27A2EE2F

8ASEB6CE

02A84891

02020102

43697363

301E170D

3036310E

636F204D

2A864886

DE493DF2

B4A2DCD3

5FFAFFD4

EF73A9FB

AEF7C5EA

61323034

05050730

72697479

10200455

02011635

792F706B

04573055

03050608

0301060A

86F70D01

23E8A2EA

D027005C

337D1A75

4B6E65DC

243D5D7D

619BBAA1

FA79A46B

6307AB61

30000609

6F311930

31323131

300C0603

616E7566

F70D0101

153BC145

949C12D8

CA755067

DE7B21DA

FF23E502

382E6372

02863468

2F706B69

30533051

68747470

692F706F

06082B06

2B060105

2B060104

01050500

2B6F6923

6F1D91BD

BA26F370

934505E9

4E963880

3061FDBE

D7A25764

264B1A13

6C305006

7474703A

2F636572

060A2B06

3A2F2F77

6C696369

01050507

05070306

01823714

03820101

7A828E1C

D14E5851

C66100A5

AF336B67

97D56FFO0

AC3514F9

CA3F4CCO

9FE4DCDA

ng_CA SHA2

2A864886

17060355

31323133

55040A13

61637475

01050003

69E9094E

194C859B

EF9CDBE4

16C8FBC3

A0611316

F70D0101

04031310

35303538

05436973

72696E67

82010F00

16B948B4

5A72EF6F

27D5F84E

F211D1D4

BB6B6FDF

082B0601

2F2F7777

74732F63

01040109

77772E63

65732F69

03010608

06082B06

02010609

0030F330

4C09CFA4

1DCOE3F7

C379265B

23070686

9B71D8BA

B82D9706

DBE8S882EC

5F

0B050030

43697363

5A170D33

636F3124

20434120

3082010A

471EE82A

5297E65B

ASTTETCY

7246149D

A9299903



4BD9206D 5B05F599
A1BB3860 1E6520D4
9EO6EFE3 72D96E30
3DF268D5 EF020301
01063012 0603551D
53305106 0A2B0601
T474703A 2F2F7777
2F706F6C 69636965
D77995CA BB482BB8
A034A032 86306874
6974792F 706B692F
01010470 306E303E
6973636F 2E636F6D
6D322E63 6572302C
732E6369 73636F2E
14CO00F9 1F8A1FC2
010B0500 03820101
1A53B6AF E081C55E
08D502D0 5BA135F2
92A48275 90AS556EF
77A03344 71BDEDAD
0819D3C6 9ED68410
ED514BDA CAS5AF19D
322A998B 32B4814C
3BCOBE2A OEAA876E

qui t

63C66D49

DB6201F2

AAG697928

0001A382

130101FF

04010915

772E6369

732F696E

5514FDA3

74703A2F

63726C2F

06082B06

2F736563

06082B06

636F6D2F

66BDA5D2

00735936

69FF2717

9CB690B2

75CDB1D5

07B3ADOD

409A3092

EB2BDB65

165CC507

73

E4F12A0D

4444CFE9

D5B6BA1F

01873082

04083006

01120030

73636F2E

6465782E

COOFBCA7

2F7TTTTT7

63726361

01050507

75726974

01050507

706B692F

6D650E22

AC7E984F

E706652F

8FE38F8E

F4515843

FFF39EFF

2D086DDF

COA547DA

09098178

DE5B29D5

3F17AFA4

E6FB7EAS

0183300E

0101FF02

43304106

636F6D2F

68746D6C

0F961930

2E636973

6D322E63

30028632

792F706B

30018620

6F637370

2E34C305

88EE171B

631008D8

993AE6C8

32718F0D

212A8119

8B44B1A8

4A4528D0

5FA14EFF

FB112569

EDOF4877

B9028348

0603551D

0100305C

082B0601

73656375

301D0603

41060355

636F2E63

726C307C

68747470

692F6365

68747470

301F0603

A0300D06

3DABB39B

7C77C516

17CCBAL1E

50801D1A

52C46CAL

BED1302E

1E377ADF

7DBA3AAT

crypto pki certificate chain C sco_Root CA 2048

certificate ca 5FF87B282B54DC8D42A315B568COADFF

30820343 3082022B A0030201 0202105F F87B282B 54DC8D42

0D06092A 864886F7 0D010105 05003035 31163014 06035504

20537973 74656D73 311B3019 06035504 03131243 6973636F

20323034 38301E17 0D303430 35313432 30313731 325A170D

B1EA4C33

EBOEOES0

900008EC

OF0101FF

0603551D

05050702

72697479

551D0E04

1D1F043A

6F6D2F73

06082B06

3A2F2F77

7274732F

733A2F2F

551D2304

092A8648

CDF70A6C

FA2AD1B5

8DE74C0B

EO08B52ES3

CEBBC1FA

0F32CAA8

285AABD3

3124520E

A315B568

0A130D43

20526F6F

32393035

1859FFB6

7716FB59

2F4A9CCD

04040302

20045530

01163568

2F706B69

1604147A

30383036

65637572

01050507

77772E63

63726361

746F6F6C

18301680

86F70D01

DBCEC83B

24691F7D

FB43A547

285D9A09

CCE2E1CA

93206BDE

FC1EA747

28654852

C9ADFF30

6973636F

74204341

31343230



32353432 5A303531
1B301906 03550403
300D0609 2A864886
ABA7AFOA 77ATE271
7BABAABA 6ED21588
15C8CF16 DA356189
2BFF8344 6FB63D24
EFB7EAE7 E28D758B
8D69F47F CE1B70DE
BS68EEA0 E7C40174
AFC27DD7 C76C1725
A351304F 300B0603
01FF301D 0603551D
AA301006 092B0601
05000382 0101009D
E0C6484B B6FEAC3A
ES5D25CA F5F0939A
701EFOE2 8BD7BOD8
9DF62EEB A7BEEB30
0187D068 A4277FAB
09836EFF 66CF3EEF
91EOEQ097 3C326805
A3CE8119 E10B35

qui t

16301406

13124369

F70D0101

B6B46662

48459DA2

9443A884

7709EABF

6EF2DDAF

701B20D6

A8530B2B

D473FB47

551D0F04

0E041604

04018237

9D8484A3

19815680

83112EE6

OE9DB169

A4ACLF44

FFE9FACO

17B35818

854BD1F7

0355040A

73636F20

01050003

94788847

FC83D0CC

A8319878

2AA81F6A

AG5E629C

6ECDAG601

4A9A0F65

64508180

04030201

1427F3C8

15010403

41A97C77

56EE1996

CBF87445

D62A917B

FC95AB33

40388867

2509345E

57E2521D

130D4369

526F6F74

82010D00

C6625584

BO98CE026

9BB94EGF

56F6200F

CF100A64

A83C12D2

120E824D

944CE1BF

86300F06

151E6E9A

02010030

0CB753CA

62AA5AA3

FEE705B8

A9494FT7E

06FB7D60

B439C684

E3CBD614

931A549F

crypto pki certificate chain C sco_Root CA M

certificate ca 01

30820313 308201FB

2B310E30 0C060355

6F20526F 6F742043

37313131 32313330

30170603 55040313

092A8648 86F70D01

A0030201 02020101 300D0609

040A1305 43697363 6F311930

41204032 301E170D 31323131

3031385A 302B310E 300C0603

10436973 636F2052 6F6F7420

01010500 0382010F 00308201

73636F20

20434120

30820108

4032BFCO

68704A78

2C53126C

11549781

DO4E6DCE

A93FA06B

8E63FDEF

AE4B1CDF

03551D13

020916AD

0D06092A

4EA445062

64ClF64E

ABE7DFCB

E68E95D8

OADEB48A

6F57C953

B6ECF292

0570C04A

2A864886

17060355

31323133

55040A13

4341204D

0A028201

53797374

32303438

02820101

AB2EA51C

DF21179E

CD1DAD2B

75A725CE

2BCC5BF5

5EBB8E20

EB9B1ADB

92ED2EQ05

0101FF04

2BA08960

864886F7

EF547CD3

5433C677

4BE13784

83273CD5

63B09CA9

DBBASEEE

6F74EA2F

71601E43

F70D0101

04031310

30303138

05436973

32308201

0100D806

656D7331

30820120

00B09AB9

71D6BC6E

F46105C9

24BB31C4

596A8265

60A52747

8B7A91E3

53A61360

DF020103

05300301

S5FDA7B2F

0D010105

75171CE8

FEC51CBA

DAB98B97

68490ED4

F2A4B953

C043B2F8

812AD592

OB601EFE

0B050030

43697363

5A170D33

636F3119

22300D06

2521134F



8D3A757C E93DC874
BB6334DB B312426A
DFCA4CD4 D710CD68
50095E0E E335BEBA
6486D2F0 B8E15916
C858392D 63B87180
C62A5D1D F2834D81
262DECBB 1EB14562
42304030 OEO060355
030101FF 301D0603
C305A030 0DO6092A
1CA68B30 6EC1DOD6
DO0FF219 274D504D
3C6B5D5D 3E693BDC
52198294 ED709ED2
07C1DE7D DF15D03D
86B41304 8763F57D
585ECDEO 25C1C3A5
C3E4FOAD DB6CAFEE

qui t

413B4DA0

798586B3

2795724E

4EC2CAEQO

3AA62648

3AE1DCEB

1FA7CDD4

512BF059

1DOF0101

551D0E04

864886F7

891AC3C0

DEF46D0C

A85BEDA7

67147631

6CA225BC

69AE2262

DD10DCCE

ADDA8B09

65F9C2BF

E87FC992

744A54F5

6EC8842D

05EE6329

B3135222

198EAB69

1731721A

FF040403

160414C9

0D01010B

9975F74E

E6745C74

C2BAE8SC2

1B26A6A9

C732F049

6C767292

7E95F6DB

4AFBDA2A

9484EF6B

8BE3A737

DA71E9AS

8AB3EE92

1E1583EF

05514700

40E6FBO7

CC0074C3

02010630

OOF91F8A

05000382

B582C895

F1447F82

F768CB28

FO7E7B19

7B6DF230

9AF3055E

44A75DC6

9E981650

crypto pki certificate chain CAPF-19a340e5

0B7187D4

45039483

AF4D0OCB1

EC0482E4

1E79C182

88876DED

OAF28E65

0CBB84CA

0F060355

1FC266BD

0101007A

2259B7A0

92BC5C5E

8B707291

B6E2A752

669BD914

6633E597

7192CFAL

077F87

certificate ca 4745CDDOD3E0387C09316AE7ED0914CD

308203A1 30820289

0D06092A 864886F7

0C060355 040A0C05

03550403 0C0OD4341

31133011 06035504

37303530 385A170D

13025553 310E300C

61633116 30140603

5504080C 02747831

300D0609 2A864886

A0030201

0D010105

63697363

50462031

070C0A72

32313035

06035504

5504030C

13301106

F70D0101

02021047

05003065

6F310C30

39613334

69636861

31393137

0A0C0563

0D434150

03550407

01050003

45CDD0D3

310B3009

0A060355

30653531

7264736F

30353037

6973636F

462D3139

0C0A7269

82010F00

E0387C09

06035504

040B0C0O3

0B300906

6E301E17

5A306531

310C300A

61333430

63686172

3082010A

58C26032

68652008

6C31FBOC

C76EAD18

0029D456

D13CD7B8

3E6DES3D

73AD0203

1D130101

A5D26D65

BE3C8D27

AB508E59

E3B37E25

CF2C3FBA

A2DAS3EA

5DB60FA5

20E00D79

81FAF08D

316AE7ED

06130255

74616331

03550408

0D313630

0B300906

06035504

6535310B

64736F6E

02820101

2CBACCBA

8AD44341

DE73829A

BSE964CB

8FOAG6DC2

DA857924

C132EEO06

010001A3

FF040530

OE222E34

E8CDE492

190B6F16

A38BB910

75597333

6F867833

6C5B926B

346F311D

E9A6D992

0914CD30

53310E30

16301406

00027478

35323031

03550406

0B0C0374

30090603

30820122

0097753D



51483CE9 66F8EFOD
77D2C53C 4C9AF2EOD
109DD7DF A7104B07
9453CC28 F294A7F2
ASD63ACD 67308476
8263F539 2542A9DB
8D046575 42DD1689
5ECFD7ED 738F4D19
0001A34D 304B300B
2B060105 05070301
E1B34990 F0483694
03820101 O006COESF
EB046423 FB1C7BB1
9600C167 40172BAF
0423ACE8 B66FF253
9A20C3AF FDO629A0
C8B16842 F75F49A5
7CABAD4A1 BB929ACS
13A662BB E11D2E69
OF99CE3D 90

qui t

DC131D63

D75D6F92

C98B41CD

BFFE8BF8C

5E26F6A4

A44T73F49

B2435512

D5421F95

0603551D

06082B06

A2D1D37E

9E3B17B5

DOD7255C

17679406

13393E13

2A30ED70

2FA41571

89526810

B1D8561B

C6B7408E

C5CCBDC6

7262096D

0D7268D4

73526766

E2D79CF4

OBEBC2E5

EOE940DF

0F040403

01050507

ACA52C59

c902C177

BB4C6074

3EDDB4CD

BEO8C8D6

7369F570

BA9757F0

F6B96C28

881F35DF

COB465A0

C7CCB58D

A9DE1076

55063554

7E34063D

CA95E608

6C223C1B

1F8C83B0

0202A430

0305301D

22300D06

F931099A

9AD2815F

ESF5B96D

28AF907B

1A38FD85

FOC7D22D

FC6BFEG9

8E1549A7

crypto pki certificate chain CAPF-dc3cda68

0D597B8E

A1CC7288

7FA0F787

6C6B28ED

86AFFFAS

DBBAO15A

D5B45F40

28F80862

1D060355

0603551D

092A8648

3177669F

9059FF2E

1354C6C2

2FCECCO1

B4BEA740

221A4442

BEBFF33B

2154A8E1

certificate ca 55FF50FABA2D6E7EBDSEF96F32451117

308203A1 30820289

0D06092A 864886F7

0C060355 040A0C05

03550403 0C0OD4341

31133011 06035504

30303430 345A170D

13025553 310E300C

61633116 30140603

5504080C 02747831

A0030201

0D010105

63697363

50462D64

070C0A72

32313035

06035504

5504030C

13301106

02021055

05003065

6F310C30

63336364

69636861

32353230

0A0C0563

0D434150

03550407

FF50FABA

310B3009

0A060355

61363831

7264736F

30343033

6973636F

462D6463

0C0A7269

2D6E7EBD

06035504

040B0C0O3

0B300906

6E301E17

5A306531

310C300A

33636461

63686172

2F7EEEBB

30009678

16BA70DF

073BF7F9

ESB509BB

B2F69281

527C67F1

F5CDC690

10250416

0E041604

86F70D01

C1196185

8216EA73

7ACE1867

C1A86A2B

4D87AF64

9E20D7C7

ECC59282

AE967842

5EF96F32

06130255

74616331

03550408

0D313630

0B300906

06035504

3638310B

64736F6E

34EOEAF8

94E1645B

C18C3C66

BED32D99

962FF514

50FB0400

F89A97AF

55020301

30140608

14F66D8B

01050500

OA3F72E4

6839DB2A

74EB5CB2

C311DECO

42B68F99

5A90D912

0F20D269

5CC6FC22

45111730

53310E30

16301406

00027478

35323632

03550406

0B0C0374

30090603

30820122



300D0609 2A864886
E4AA472FB BA1CF50D
FD193E14 EO8DEEB9
78C369F2 BOBF2D7C
30BED42B 11C7A601
62BDF035 2A570A48
31D3FEE1 O0A579F46
55DD807E D37008DD
046F7949 0A848C86
0001A34D 304B300B
2B060105 05070301
3B747718 BBA4521F
03820101 007F6D12
FA3D2FC3 1B060434
EAC14360 4A05BEE3
A26 A59AC 9B525EE2
6E551D5E AEEABESC
61555E04 29A2A688
6341575E 08Cr71102
D3083B3C F942F0A6
DB8OBE20 2C

qui t

voi ce service voip

F70D0101

CF98FAGA

0DDF2485

9072CA2C

C12F5DFC

1ACA0618

4ACEAFOF3

F4440C36

7B72BEDF

0603551D

06082B06

3727684A

E049495C

720B2F85

2FAG8B9E

B927D87F

F205AF08

76515E91

BC536A18

FC71969B

ip address trusted |i st

ipv4d 0.0.0.0 0.0.0.0

01050003

BC625CoB

1EE7DBC1

FOOD9754

OF3C4277

763BBA81

4231A81B

5A8ABBOE

496748BC

0F040403

01050507

05DBDE19

081D95F9

EFS5EEA48

5C49091F

E28DA955

AFEB44D4

EB2600CE

D5797501

006B3975

no i p address trusted authenticate

nmedi a bul k-stats

nedi a di sabl e-detail ed-stats

srtp

82010F00

51B46772

2B45973A

E641F27D

0638F285

C2734558

9A82ABD7

15EF5530

300B3772

0202A430

0305301D

5A300D06

49FC254A

3E5F528B

34D8A956

7TECOD322

624D34AE

FOO5C570

ACBC775A

BODA33D1

3082010A

30ECA673

94659A40

140A849C

9FF6F3A4

9575E08B

60D91735

07031278

6E997BA8

1D060355

0603551D

092A8648

EA3144DA

9F222526

B1ABAS1F

04AAAZAL

A9ECD8DE

7F37C514

230ACCC2

5041A500

02820101

6226002C

37E1AAEO

A1D71922

CD017CBA

008A365C

1DE7F325

DOBFB69F

73204638

10250416

0E041604

86F70D01

9CAABA9A

42FESE83

8CD416A5

BB92CF21

CDO9A1E1

654F2A5C

41FAO0BO3

38646FFA

0088A466

2E6A5F53

CF56AE82

35167213

A4AB4685B

EE376461

79D15BD5

6F3BDCO5

FF020301

30140608

147B0417

01050500

5A865938

59F91EBA

24A57763

A5D14151

212DAA19

7E52B88B

D3B01653

2BB0ODCCA



al | ow connections sip to sip

no suppl ementary-service sip refer

no suppl ementary-service sip handl e-repl aces

suppl enent ary-servi ce nmedi a-renegoti ate

fax protocol t38 version O |Is-redundancy 0 hs-redundancy O fall back none
nmodem passt hr ough nse codec g711lul aw

sip

bi nd control source-interface G gabitEthernet0/0/0

bi nd medi a source-interface G gabitEthernet0/0/0

rel 1xx di sabl e

registrar server expires max 120 nmin 60

voi ce class codec 1

codec preference 1 g711ul aw

voi ce iec syslog

voi ce register globa
default node
no al | ow hash-in-dn
security-policy secure
max-dn 50

max- pool 40

voi ce register pool 1
id network A B.C 0 mask 255.255.255.0
dtnf-relay rtp-nte

codec g711ul aw



voi ce-card 0/1
no | ocal - bypass

no wat chdog

voi ce-card 0/ 3

no wat chdog

voi ce-card 0/4

no wat chdog

license udi pid | SR4431/ K9 sn FOCXXXXXXXX

license accept end user agreement

i cense boot |evel uck9
license boot |evel securityk9
di agnostic bootup | evel m ninal
!

spanni ng-tree extend systemid

r edundancy

node none

interface G gabitEthernet0/0/0

i p address A. B.C D 255. 255. 255. 192



negoti ati on auto

nterface G gabitEthernet0/0/1
no i p address
shut down

negoti ati on auto

nterface G gabitEthernet0/0/2
no i p address
shut down

negoti ati on auto

nterface G gabitEthernet0/0/3
no i p address
shut down

negoti ati on auto

nterface Service-Engi ne0/1/0

nterface Service-Engi ne0/3/4

nt erface Service-Engi ne0/4/0

nterface G gabitEthernetO

vrf forwarding Mgnt-intf

no i p address

shut down

negoti ati on auto

nterface BRI0O/3/0:0

i sdn i ncom ng-voi ce voi ce



interface BRIO/3/1:0

i sdn i ncom ng-voi ce voi ce

interface BRI0O/3/2:0

i sdn i ncom ng-voi ce voi ce

interface BRI0O/3/3:0

i sdn i ncom ng-voi ce voi ce

ip forward-protocol nd

ip http server

ip http authentication |oca

ip http secure-server

ip tftp source-interface G gabitEthernet0/0/0

iproute 0.0.0.0 0.0.0.0 G gabitEthernet0/0/0 XX. XX XX. XX

control - pl ane

voi ce-port 0/1/0

no battery-reversa

voi ce-port 0/1/1

voi ce-port 0/1/2

voi ce-port 0/1/3



voi ce-port 0/1/4

voi ce-port 0/1/5

voi ce-port 0/3/0

!

voi ce-port 0/3/1

!

voi ce-port 0/3/2

|

voi ce-port 0/3/3

!

ngcp behavi or rsip-range tgcp-only

ngcp behavi or conedi a-rol e none

ngcp behavi or conedi a- check- nedi a-src di sabl e
ngcp behavi or conedi a- sdp-force disable
!

ngcp profile default

credentials
i p source-address A B.C D port 2445

trustpoint srstca



si p-ua

crypto signaling default trustpoint srstca

line con O

| oggi ng synchronous
transport input none
stopbits 1
line aux O

stopbits 1
line vty 0 4

| oggi ng synchronous
I ogin | oca

transport input al

wsnma agent exec

wsma agent config

wsrma agent fil esys

wsma agent notify

end
Rout er 1#
Uberpriifen

In diesem Abschnitt Gberprifen Sie, ob lhre Konfiguration ordnungsgemaf funktioniert.



Wenn Sie den Cisco 10S-Zertifikatsserver als CA verwendet haben, verwenden Sie die show
running-config zur Uberprifung der Zertifikatregistrierung oder des show crypto pki server den
Status des CA-Servers Uberprufen.

Zusammenfassende Schritte

1. show running-config

2. show crypto pki-Server

Rout er # show crypto pki server

Certificate Server srstcaserver:

Stat us: enabl ed

Server's configuration is |locked (enter "shut" to unlock it)
| ssuer nane: CN=srstcaserver

CA cert fingerprint: AC9919F5 CAFE0560 92B3478A CFF5ECO0
Granting node is: auto

Last certificate issued serial number: 0x2

CA certificate expiration tinmer: 13:46:57 PST Dec 1 2021
CRL Next Update tinmer: 14:54:57 PST Jan 19 2019

Current storage dir: nvram

Dat abase Level: Conplete - all issued certs witten as <serial nunp. cer

Verwenden Sie die Statusregistrierung show sip-ua, um die Registrierung zu Uberprifen.

Fehlerbehebung

Fir diese Konfiguration sind derzeit keine spezifischen Informationen zur Fehlerbehebung
verflgbar.

Zugehdarige Informationen

- SRST-Administratoranleitung
- Technischer Support und Dokumentation - Cisco Systems



/content/en/us/td/docs/voice_ip_comm/cusrst/admin/sccp_sip_srst/configuration/guide/SCCP_and_SIP_SRST_Admin_Guide/srst_secure_sccp_and_sip.html#25332
http://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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