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Purpose of this document

This document provides step-by-step procedures to connect Cisco Intersight™ Kubernetes Service (IKS) to
Microsoft Azure using Azure Arc-enabled Kubernetes.

Introduction

Cisco Intersight (https://intersight.com) is an API-driven, cloud-based, software-as-a-service (SaaS) hybrid
cloud operations platform. It delivers intelligent automation, observability, and optimization for traditional and
cloud-native applications and infrastructure. It is a new generation of global management tool for the Cisco
Unified Computing System™ (Cisco UCS®), Cisco HyperFlex™ systems, other Cisco Intersight-connected
devices, and third-party Intersight-connected devices. It provides a holistic and unified approach to managing
distributed infrastructure, cloud services, virtualized workloads, and container orchestration platforms. As a
result, customers can achieve significant TCO savings and deliver applications faster in support of new
business initiatives.

Cisco Intersight simplifies provisioning of servers, associated storage, and fabric automatically with model-
based configurations. Along with predefined profiles, IT can align policy for consistent compliance and
productivity and can lower the risk of failures. To enhance the customer experience, Cisco Intersight also has a
guided wizard to aid in the definition of profiles, set rules, and operating characteristics.

Cisco Intersight Kubernetes Service (IKS) introduces lifecycle management capabilities into the Intersight
orchestration platform to offer Kubernetes as a service. It enables customers to quickly provision, deploy, and
easily manage the lifecycle of Kubernetes clusters across the globe using a single cloud portal - Cisco
Intersight. IKS also has a full stack of observability, monitoring, and logging for Kubernetes management. With
IKS, Cisco Intersight delivers a turn-key SaaS solution for deploying and operating consistent, production-grade
Kubernetes clusters anywhere.

IKS allows you to create Kubernetes cluster profiles to configure and deploy clusters anywhere. A cluster profile
contains information such as the infrastructure provider, the target environment, and the node configuration.
You can set these configurations by choosing existing Kubernetes policies or by creating new policies. IKS
policies define the configurations that can be used across multiple cluster profiles. Using policies helps you to
quickly and easily update multiple cluster profile configurations. Whenever you update a policy, the changes
apply to all cluster profiles that use the policy. The Kubernetes clusters can be created by applying the
Kubernetes cluster profiles from the Cisco Intersight GUI, or the deployment can be automated using the
Terraform provider for Cisco Intersight.
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Azure Arc is an offering of Azure service that simplifies the governance and management of complex and
distributed environments across on-premises, edge, and multicloud. It provides you with a single pane of glass
by projecting your non-Azure, on-premises, or other cloud resources (like AWS, GCP, etc.) into Azure Resource
Manager. With Azure Arc you can:

« easily organize, govern, and secure servers (Windows and Linux), SQL Servers, and Kubernetes clusters
across data centers, the edge, and multicloud environments and use Azure tools like Azure Policy and
Azure Resource Graph with both traditional and cloud workloads.

¢ ensure consistent deployments and configuration - deploy and manage Kubernetes applications with
GitHub and Azure Policy. Ensure that applications and clusters are consistently deployed and configured
at scale from source control.

« automate and enforce policies to meet data governance and security requirements, and manage costs
efficiently. Get the latest cloud innovation and automation, elastic scale, and unified management for
data workloads that are running across hybrid infrastructure.

Azure Arc enabled Kubernetes

With Azure Arc enabled Kubernetes, you can attach and configure Kubernetes clusters running anywhere. When
the Kubernetes cluster is connected to Azure Arc it will appear in the Azure portal as a resource with an ARM ID
and a managed identity placed under Azure subscription and resource group and can receive tags like any
other Azure resource. The Kubernetes cluster admin needs to deploy agents to connect the cluster to Azure
and these agents run in the ‘azure-arc’ Kubernetes namespace as standard Kubernetes deployments, handle
connectivity to Azure, collect Azure Arc logs and metrics and watch for configuration requests.

Azure Arc-enabled Kubernetes supports the following scenarios:
o Connect Kubernetes running outside of Azure for inventory, grouping, and tagging.
« Deploy applications and apply configuration using GitOps-based configuration management.
e View and monitor your clusters using Azure Monitor for containers.
« Enforce threat protection using Azure Defender for Kubernetes.
¢ Apply policy definitions using Azure Policy for Kubernetes.

« Create custom locations as target locations for deploying Azure Arc-enabled Data Services, App
Services on Azure Arc and Event Grid on Kubernetes.
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Azure Arc enabled Kubernetes Validation Program

Azure Arc-enabled Kubernetes works with any Cloud Native Computing Foundation (CNCF) certified
Kubernetes clusters. The Azure Arc team has worked with key industry partners to validate conformance of
their Kubernetes distributions with Azure Arc-enabled Kubernetes.

Cisco IKS participated in the validation program and has successfully passed the conformance tests for Azure
Arc-enabled Kubernetes for IKS. For more information on Azure Arc service and technology partners and the

validated distributions, refer the following links: https://techcommunity.microsoft.com/t5/azure-arc-blog/azure-

arc-service-and-technology-partners/ba-p/2478102

https://docs.microsoft.com/en-us/azure/azure-arc/kubernetes/validation-program

The conformance tests run as part of the Azure Arc-enabled Kubernetes validation cover the following
scenarios:

1. Connect Kubernetes clusters to Azure Arc:

e Deploy Azure Arc-enabled Kubernetes agent Helm chart on cluster.

o Set up Managed System Identity (MSI) certificate on cluster.

o Agents send cluster metadata to Azure.

2. Configuration:

« Create configuration on top of Azure Arc-enabled Kubernetes resource.
o Flux, needed for setting up GitOps workflow, is deployed on the cluster.

¢ Flux pulls manifests and Helm charts from demo Git repo and deploys to cluster.
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Connect IKS cluster to Azure with Azure Arc Enabled for Kubernetes

This section covers the steps to connect a Cisco IKS cluster to Azure.

Prerequisites

To connect/onboard an existing Kubernetes cluster to Azure Arc, make sure the below prerequisites are

installed.

1. A Cisco IKS cluster up and running or refer this link to install a new Kubernetes cluster.

il Intersight

M R

OPERATE

Virtualization

Kubernetes

URE

Profiles

Templates

OPERATE > Clusters > cns-az-arc

Monitor Operate

Details

Status Ready
Name

2nd IKS cluster
behind proxy in birlab
ESXi

vSphere
v1.19.5

1

3
cns-iks-ga

Calico

Tags

owner snaldurg

© 2022 Cisco and/or its affiliates. All rights reserved.

Inventory

@ Node Pools

2

2\ Node Status

Network & Storage

) Node Pools by Infra Clusters

v Naldurgkar

Actions

) Add-on Version
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2. An Azure subscription with “read' and 'write' permissions on the Azure Arc-enabled Kubernetes

resource type (Microsoft.Kubernetes/connectedClusters).
3. Setup your local machine/workstation with the below tools and extensions:

o Install Azure CLI with version >=2.16.0.

[snaldurg®@DemoVM-Vi $ az —--version
azure-cli 2.29.0 *

core
telemetry

Extensions:
connectedk8s
k8s-configuration
k8s-extension
customlocation
resource—graph
arcdata

Python location '/opt/az/bin/python3'

Extensions directory '/home/snaldurg/.azure/cliextensions'

Python (Linux) 3.6.10 (default, Oct 8 2821, 09:26:22)
[GCC 9.3.0]

Legal docs and information: aka.ms/AzureClilLegal

¢ Install the latest Azure CLI extensions - connectedk8s, k8s-configuration, k8s-extension and custom

location.

> az extension add --name connectedk8s

> az extension add --name k8s-configuration
> az extension add --name k8s-extension

> az extension add --name customlocation

> az extension list -o table

s g@De /irtua :~$ az extension list -o table
Experimental

connectedk8s /home/snaldurg/.azure/cliextensions/connectedk8s
k8s-configuration /home/snaldurg/.azure/cliextensions/k8s-configuration
k8s-extension /home/snaldurg/.azure/cliextensions/k8s-extension
customlocation /home/snaldurg/.azure/cliextensions/customlocation

e A kubeconfig file with cluster admin permissions.

> kubectl cluster-info

Preview Version

False
True
False

11Box:~$ kubectl cluster-info --kubeconfig ./cns-az-arc-kubeconfig.yml

is running at http
NS is running at https://10.127.61.77:

To further debug and diagnose cluster problems, use 'kubectl cluster-info dump'.
snaldurg@DemoVM-V alBox:~$
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+ Install Helm 3.

> helm version

naldurg@DemoVM-VirtualBox:~$ helm version
version.BuildInfo{Version:"v3.7.1", GitCommit:"1d11fcb5d3f3bfeedbeéfe31b8412839a96b3dc4", GitTreeState:"clean

", GoVersion:"gol.16.9"}

tualB :$ﬂ

e The Kubernetes clusters has access to ports 443 and 9418 and the required outbound URLs.

Connect the IKS cluster to Azure

1. Log in to the Azure portal, search for Azure Arc, and click on it to open.

C @& portal.azure.com

Microsoft Azure £ Search resources, services, and docs (G+/)
Azure services
e 5t ]!
o) HuE
+ (= ‘:: Azure Arc (&5 Gag
Create a Azure Arc < App Services All resources
resource
o View
Recent resources Description
Azure Arc simplifies management of complex
Name environments that span clouds, datacenters,
and edge devices.
[%#) arc-iks-proxy2 neswuree group
CloudNativeSolutions Subscription
Navigate
. Y sEE
Subscriptions [ 4] Resource groups mEE  All resources
J 1]
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2. Inthe Azure Arc page, select “Kubernetes clusters” from under the Infrastructure section and click
on “Add a Kubernetes cluster with Azure Arc”.

c

portal.azure.com,

Microsoft Azure 0 Search resources, services, and docs (G+/)

Home > Azure Arc

2R
>3
=

==, Azure Arc | Kubernetes clusters »

Microsoft

!,U Search (Cmd+/) « ~ Add a Kubernetes cluster with Azure Arc  £5¢ Manage view C_) Refresh L Exportto CSV %5 Open query © Assign tags

8+ Overview - - Add a Kubernetes cluster with Azure Arc .
Filter for any field... e group ==all X Location == all X 5 Add filter

2 All Azure Arc resources

Showing 0 to 0 of 0 records.

Management
Name 7T Type Ty Resource group Ty K
$ Custom locations
Service principals

B Data controllers

Infrastructure [H jﬂ] 1
A Servers mﬂ:i[gﬂ:]l[[] ji
]
B Azure Arc virtual machines ;
(preview)
£ Kubernetes clusters No Kubernetes - Azure Arc to display

Try changing or clearing your filters.

-

SQL Servers
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3. In the prerequisites page, make sure they are fulfilled before adding the cluster to Azure Arc and
click Next.

4. In the Cluster details page, select and fill the details as shown in the below figure and click Next.

(& @ portal.azure.com

Microsoft Azure £ Search resources, services, and docs (G+/)

Home > Azure Arc >

Add a Kubernetes cluster with Azure Arc

° Prerequisites © Cluster details 3) Tags 4) Run script 5 ) Verification

Kubernetes - Azure Arc allows you to connect your Kubernetes cluster to Azure, allowing you to use powerful tools such as
Azure Policy and GitOps configurations for cluster management. Kubernetes — Azure Arc works by installing an agent on your
cluster and creating a representation of your cluster as a resource in Azure.

Learn more about how Kubernetes - Azure Arc works

Project details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and manage all
your resources.

Subscription * [ CloudNativeSolutions v ]
Resource group * [ iks-arc-demo A ]
Create new

Azure Arc cluster details

The cluster name you choose will apply only to Azure. It won't affect your cluster settings outside Azure.

Cluster name * (D [ iks-arc-clus \/J

Region * | (US) East US v |

Outbound proxy

If your cluster is behind an outbound proxy server, Azure CLI and the Kubernetes - Azure arc agents need to route their
requests via the outbound proxy server.

Is cluster behind proxy server? @ Yes O No

Proxy server HTTP URL* O [ http://proxy.esl.cisco.com:80 v |

Proxy server HTTPS URL* © [ http://proxy.esl.cisco.com:80 v ]

Cluster apiserver URL * [ https://10.127.61.77:6443 v ]

URL/Range to skip proxy for * @ [ 127.0.0.1,192.168.10.0/16,192.168.20.0/24 v ]
< Previous ] [ Next : Tags > J
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5. This step is optional. However, you can create/assign tags and click Next.

6. Click on the “Download.sh” tab to download the script to your local machine with prerequisites
installed.

= Microsoft Azure L Search resources, services, and docs (G+/)

Home > Azure Arc >

Add a Kubernetes cluster with Azure Arc
€9 Prerequisites €2 Cluster details € Tags © Run script 5 ) Verification

1. Download or copy the following script

Script type @ Bash
O PowerShell

# This script creates an Azure Arc resource to connect a Kubernetes cluster to Azure
# Documentation: https://aka.ms/AzureArcK8sDocs

# Log into Azure
az login

# Set Azure subscription
az account set --subscription ¢z 7™ T IL-CITI AT Dkize 2 T L2

# Set the environment variables need for Azure CLI to use the outbound proxy server
export HTTPS_PROXY =http://proxy.esl.cisco.com:80

export HTTP_PROXY=http://proxy.esl.cisco.com:80

export NO_PROXY=https://10.127.61.77:6443

# Create connected cluster

az connectedk8s connect --name iks-arc-clus --resource-group iks-arc-demo --location eastus --tags Datacenter=blrlab --
proxy-http http://proxy.esl.cisco.com:80 --proxy-https http://proxy.esl.cisco.com:80 --proxy-skip-range
127.0.0.1,192.168.10.0/16,192.168.20.0/24

Download .sh E

2. Open the Azure CLI and run the script

Run the above script on the machine you set up with the prerequisites. Make sure the machine has network connectivity to
Azure and to your Kubernetes cluster.

The script:

1. Checks connectivity from your cluster to Azure Arc via KUBECONFIG, ~/.kube/config, or --kube-config

A Nanlave Asiira Ave amante intna tha asiira ave namarnaca in Llales 2

< Previous I [ Next : Verification >
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7. To make the downloaded file executable, enter the below command on your local machine installed

with the prerequisites

> chmod +x Download.sh

[snaldurg@DemoVM-VirtualBox:

$ chmod +x Download.sh

[snaldurg@PDemoVM-VirtualBox:

$

8. Run the script and as mentioned open the page in a web browser and sign in with the code to

authenticate.

> . /Download.sh

DemoVM- 1alBox:~$ ./Download.sh
in, use a web browser to open the page https://microsoft.com/devicelogin and enter the code H3F23DCP8
to authenticate.

Select an Azure account to complete the sign in for the script execution to complete. The below
figure shows the output of a successful script execution.

5 i VirtualBox:-$ ./Download.sh
This operation might take a while...

{

"agentPublicKeyCertificate": "MIICCgKCAgEASbANag6@cKwy82AXNtp/y/7zRwdDITazaCw6xMqlYqCrvAWKM5XSQq7wRbFShoYBDTrqZFjj33/epK/zW2cqCNiSaMfgAygsOzvbin
HDeU3zIWKFWL+TrBsTEAPS6Qi4iSF/wno3q71zL1sXk904dBPjn+dBx8545i1raq7MKMDXj5IC6RUyeF4qfAVCLalCEWVZFKVnYvCXdiogign3ShoSNLnPPfrndTbeTnt0@IDmmY/36vB3aeAq
A+1BjM412UKeyGnbeVpIEYSLT1nfBO4aFOpyoQNZ3XTPBTENBtiR13JFQUFhjX7mESyuGDg7bsRTIihgPy4LtSEN3eZnxkT/TZjkQikmVivieG9n4Y3xYIhXdZ1RPv2zOmX805aTASWQS/r92d
UTPjIkpaZ4zBNXowOu7g84A66czmEXMVNBgX7RAgON+YNKFNI1iriYT4EpoWFpv1Bfy90zJrD1Ed4KmmROWHG fcXuPmg251nm89TrGirwsowsxt7rf84R1c+kyz63Sud72zTgev+6YwS5Q51rDPe
x1hBt7s3XfZM71iIGO1RDIWhfv7QnNFUaQZKiTS2S1a2zWqSneSUN81kWO@eX10vfLc7NIaHDGQ16rUVNyN20oxLIZoY32ZRLSC2npIZbasFqBP8+ZTQ8k+XE2SqQNHH+UYZnNMP9YEIPYC1IKCAW
EAAQ==",

"agentVersion": null,

“connectivityStatus": "Connecting”,

“distribution": *

*id": "/subscriptions/--“* BB e | rmon | SO /resourceGroups/iks-arc~-demo/providers/Microsoft.Kubernetes/connectedClusters/iks-arc-
clus",

"identity": {

"principalld": "2f718adé-8b88-48ab-a95d-55af50a46974",
"tenantId": s
"type": "SystemAssigned"
"infrastructure®: "vsphere",
"kubernetesVersion": null
"lastConnectivityTime": null
"location": "eastus
"managedIdentityCertificateExpirationTime": null,
"name": "iks-arc-clus",
"offering": null,
“provisioningState”: "Succeeded"
“resourceGroup”: "iks-arc-demo",
"systemData {
"createdAt": "2021-10-19T1 21.461249+00:00",
“createdBy": "s: 2%,
"createdByType
"lastModifiedA "2021-10-19T711:01:31.667008+00:00",
"lastModifiedBy" 64b12d6e-6549-484c~Bcc6-6281839ba394",
“lastModifiedByType": “"Application®

},

"tags": {
"Datacenter": "blrlab"

|

“totalCoreCount": null

"totalNodeCount": null

"type": "microsoft.kubernetes/connectedclusters"”

:-s i

10. Verify the cluster connection using the command below:

© 2022 Cisco and/or its affiliates. All rights reserved.

> az connectedk8s list --resource-group <Resource Group Name> --output table

snaldurg®D rtualBox:~$ az connectedk8s list —--resource-group iks—-arc-demo --output table
Location ResourceGroup

iks-arc-clus eastus iks-arc-demo
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11. You can also view the cluster connection listed in the Azure portal by searching for Azure Arc
services.

= Microsoft Azure £ Search resources, services, and docs (G+/)

Home > Azure Arc

£ Azure Arc | Kubernetes clusters

= Microsoft

Service principals

B Data controllers

Infrastructure
B Servers

B Azure Arc virtual machines
(preview)

£ Kubernetes clusters

Search (Cmd+/) —~ Add a Kubernetes cluster with Azure Arc Manage view () Refresh Exportto CSV  “G' Open query
84 Overview 0 3 % =1 %
Filter for any field Subscription == all Resource group == all X Location == all X v Add filter

i All Azure Arc resources

Showing 1 to 1 of 1 records No grouping v List view M
Management

D Name T Type Ty Resource group Ty Kuberne... Ty Location Ty Subscription Ty
% Custom locations

D & iks-arc-clus Kubernetes - Azure Arc  iks-arc-demo 1195 East US CloudNativeSolutions

12. View the Azure Arc agents deployed on the Kubernetes cluster using the command below:
> kubectl get deployments,pods -n azure-arc

snaldurg@De M-VirtualBox:~$ kubectl -n azure-arc get deployments,pods

NAME READY UP-TO-DATE AVAILABLE
deployment.apps/cluster-metadata—-operator 1/1 1
deployment.apps/clusterconnect-agent 1/1
deployment.apps/clusteridentityoperator 1/1
deployment.apps/config-agent 1/1
deployment.apps/controller-manager 1/1
deployment.apps/extension-manager 1/1
deployment.apps/flux-logs—agent 1/1
deployment.apps/kube-aad-proxy 1/1
deployment.apps/metrics—-agent 1/1
deployment.apps/resource-sync-agent 1/1

PRRPRRRRRR
PRRPRRPRRRRRRR

NAME STATUS RESTARTS
pod/cluster-metadata-operator-566cb95f7f-2tjsx Running
pod/clusterconnect-agent-7d4bé6c9d7d-pfqwd Running
pod/clusteridentityoperator-858846bbd-p8qlé Running
pod/config-agent-66c5f6bddd-kdmxp Running
pod/controller-manager-76ff8767d9-h8gbx Running
pod/extension-manager-845bdf48b8-mhbb9 Running
pod/flux-logs—-agent-689cccc8dé-nzqqg Running
pod/kube-aad-proxy-5d4679478-6n49p Running
pod/metrics—-agent-697b7c69cf-8glcr Running
pod/resource-sync-agent-7579476848-tpdpt Running
snaldurg@DemoVM-Virx alBox:~$ I

OO0

13. Verify the Azure Arc helm status using the command below:
> helm --namespace default status azure-arc
! azure-arc

LAST DEPLOYED: Tue Oct 19 16:31:35 2021
NAMESPACE: default

STATUS: deployed
REVISION: 1
TEST SUITE: None

snaldurg@DemoVM-VirtualBox:

© 2022 Cisco and/or its affiliates. All rights reserved.
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Monitor using Azure Monitor for Containers

Azure Monitor Container Insights for Azure Arc-enabled Kubernetes clusters provides rich monitoring
experience for Azure Arc-enabled Kubernetes clusters. The container insights feature enables you to
understand the performance and health of your Kubernetes cluster and the container workloads.

Follow the below steps to configure Azure Monitor for containers from the Azure Arc-enabled Kubernetes

resource blade:

1. Inthe Azure portal, select the Azure Arc-enabled Kubernetes cluster that you wish to monitor.

2. Select the “Insights” item under the “Monitoring” section of the resource blade.

3. On the onboarding page, select the “Configure Azure Monitor” button.

e BT

Home > Azure Arc > iks-arc-clus >

4 iks-arc-clus | Onboarding

Kubernetes - Azure Arc
£ Search (Cmd+/) \ «
£ Overview
E Activity log
fa Access control (IAM)
@ Tags
V4 Diagnose and solve problems
@ Security (preview)
Settings
w) Extensions (preview)
3% Gitops
& Policies
{I! Properties
B Locks
Monitoring
@ Insights (preview)
&N Alerts
fid Metrics

© Logs (preview)

With Azure Arc enabled Kubernetes, you'll get CPU and memory usage metrics for each node. In addition, you can
enable container monitoring capabilities and get insights into the performance and health of your entire Kubernetes

cluster.

g~

Onboarding to Azure Monitor for containers

Configure azure monitor

»a_
Ly
L}
Monitor your containers

CPU and memory usage metrics for each
Kubernetes node and performance health of
your entire Kubernetes cluster.

@ Sstatus: Not onboarded

4. You can now choose the Log Analytics workspace to send your metrics and logs data to.

5. Select the “Configure” button to deploy the Azure Monitor Container Insights cluster extension.

© 2022 Cisco and/or its affiliates. All rights reserved.
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6.
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Insights under the Monitoring section provides insights on cluster, reports, nodes, controllers and
containers. For example, the below figures shows insights of the cluster, nodes and deployment
reports.

You can access container insights in two ways from the Azure portal: from Azure Monitor or directly
from the Azure Arc-enabled Kubernetes cluster.

For example, the figure below shows some key performance metrics of your cluster. To access this
page, navigate to Home > Azure Arc > Kubernetes Cluster > Monitoring > Insights, and click on the
Cluster tab.

Microsoft Azure P Search resources, services, and docs (G+/)

Home > Azure Arc > iks-arc-clus
4 iks-arc-clus | iks-arc-clus | Insights
Kubernetes - Azure Arc
[ 2 search (cmd=p | « O refresh H View All Clusters () Recommended alerts (Preview) | Ml View Workbooks v Feedback v
£ Overview Time range = Last 6 hours *y Add Filter
E Activity log
What's new Cluster Reports Nodes Controllers Containers
FS:_ Access control (IAM)
Node CPU Utilization % Percentage of ©  Total capacity v Node Memory Utilization %
@ Tags Sm granularity S granularity
Avg | Min | 50th  90th 95th Max = Percentage of (| Total capacity (memory rss) ~
£? Diagnose and solve problems 100%
Avg  Min SOth 90th 95th Max 3
[} Security (preview) B0% 100%
Settings " L
. 0%
%! Extensions (preview) "
20% %
1% GitOps
0% 20%
(= Policies 126M 01 /M 02 PM 03 PM 04 M 05 PM
%
Il Properties k- I isacds 12PM oLPM 02 PM 03PM 04 PM 05 PM
Average Maamum
B Locks 3w 4.11x | aais | ko
4.27« 751w
Monitoring
@ Insights (preview)
Bl Alerts Node Count Total Ready NotReady Active Pod Count
Sm granularity Sm granularity
i Metrics Total Pending Running Unknown Succeeded  Failed Terminating
4
#® Logs (preview) .
L]
@ Workbooks (preview) -
2 S0
Automation 40
% Tasks (preview) 0 J:
% Export template 12PM u'::‘m 02 PM 03 PM 04 M 05 PM .
KS-HT-OE KS-HT-OUE 0
Suppoﬂ * trouhleshootmg 4 0 12 P 0L PM 02 PM M 04 M 05 PM
Uninown Succeeded
@ Resource health |mﬁ mﬂ eyl o
2 New Support Request 0 54 0 10

You can switch to other tabs to display and analyse the health of nodes, controllers, and containers.
The figure below shows the status and performance metrics of cluster nodes. You can expand the
objects by clicking on the arrow button; selecting an object shows its properties on the right-side of
the pane.
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Home > iks-arc-clus > Monitor > iks-arc-clus
Q iks-arc-clus | Insights
Kubernetes - Azure Arc
l,O Search (Cmd+/) I « O Refresh & View All Clusters () Recommended alerts (Preview) [ M view workbooks V| [ ? Help ~
& Overview ( ime range = Last 6 hours | ( *y Add Filter )
E Activity log
What's new Cluster ~ Reports Nodes  Controllers Containers
A Access control (IAM)
P Search by name... Metric: | CPU Usage (millicores) (computed from Capacity) Min | Avg | 50th  90th | 95th Max
ags
ﬁ Diagnose and solve problems
@ Security (preview) Name Status 95th % | 95th Containers UpTime Controller
Kubernetes resources (preview) P B8 cns-az-arc-controlpl-7a0cd34718 @ox 4% 171 me 35 58 days
B3 Namespaces
P B8 cns-az-arc-wrkr-ff20a849b4 @ok 3% 118 mc 24 58 days
T Workloads
i ) » B cns-az-arc-wrkr-52e4817834 @ ok 3% 106 mc 20 58 days -
&% Services and ingresses
Tg storage ¥ B cns-az-arc-wrkr-30fd18e23e ° Ok 3% 100 mc 25 58 days -
B Configuration Other Processes - 0% 33mc - - -
Settings
9 | | extension-manager-845bdf4... @ ok 22% 33mc 2 9 days extension-man...
[®] Extensions
4 . cluster-metadata-operator-5... ook 5% 1me 2 9 days cluster-metadat...
2% Gitops
G Policies » B resource-sync-agent-757947.. @ Ok 4% 1mc 2 9 days resource-sync-...
" .
1! Properties » BB clusteridentityoperator-8588... @@ Ok 3% 2me 2 9 days clusteridentityo...
tyo
B Locks
> metrics-agent-697b7¢69cf-8.. Ok 3% 0.7 mc 2 9 days metrics-agent-...
g
Monitoring
4 omsagent-ptim; Ok 3% 7me 2 20 hours omsagent
9 ptimy
9 Insights
5B Alerts » B calico-node-g47bf @ ok 0.4% 14 mc 4 58 days calico-node

Reports in container insights have some recommended out-of-the-box Azure workbooks. For
example, the figure below shows the status and health of the deployments by navigating to Reports
> Resource Monitoring workbooks and clicking on Deployments. You can also create a custom
workbook.
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Home > iks-arc-clus >

Deployments = - X

iks-arc-clus

@ Workbooks 7 Edit O O 2 © ? Help O Auto refresh: Off

Time Range Namespace (0 Deployment (0 HPA D
[ Last & hours v | [2selected ] [ v | [ v
Select

Deployment  HPA I:I All

Items.

7 %
' azure-arc

17 ks

Deployment Status

o
P search }
Deployment T4  Namespace Ty AgeTy, Ready T, ReadyTrend Up-to-date T4 Up-to-dat
resource-sync-agent azure-arc 94days @ 100% @ 100%
metrics-agent azure-arc 94days @ 100% @ 100%
kube-aad-proxy azure-arc 94 days @ 100% @ 100%
flux-logs-agent azure-arc 9.4 days @ 100% @ 100%
extension-manager azure-arc 9.4 days o 100% - o 100% o
essential-registry-docker-registry iks 582 days (@ 100% @ 100%
essential-nginx-ingress-ingress-nginx-defaultbackend iks 58.2 days o 100% o 100%
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7. Azure Monitor Metrics, a feature of Azure Monitor, collects numeric data at regular intervals from
resources into a time series database. You can use this feature to analyse, alert, visualize, automate,
retrieve, export, and archive based on the data collected. The figure below shows some of the
metrics for the connected Kubernetes cluster:

Home > iks-arc-clus

. iks-arc-clus | Metrics - X

Wl ernetes - Azure ae

[D Search (Cmd+/) ‘ « ~+ New chart O Refresh | Share \/ () Feedback \/ (Local Time: Last 24 hours (Automatic - 15 minu...
£ Overview

% Add metric *y Add filter %2 Apply splitting |z= Line chart s [ Drill into Logs ~s (L) New alert rule 57 Pin to dashboard - .-
B Activity log

R Access control (IAM) (s iks-arc-clus, Total number of cpu co... Sum .)

@ Tags Scope Metric Metric Aggregation
ﬁ o 4 soive 1ot | iks-arc-clus l I insights.container/pods VH podReadyPercentage(p... “~ |Wg VI °
iagnose and solve problems

@ Security (preview)

Kubernetes resources (preview) 70
B3 Namespaces ]
¥ Workloads =

£ )

P—. Services and ingresses
ﬁ Storage

B Configuration

Settings ¢
6AM 1264 &M Fi20  UTC+05:30
(8] Extensions Total rumber of pu... | pocResdybercentagefp...
s earccus
1 Gitops 4,61« 74.9983
@ Policies
" Avg nodesCount and Avg diskUsedPercentage(preview) for iks-arc-clus &7
{ll Properties
B Locks e Add metric  *y Add filter 2 Apply splitting |2% Line chart ~+ [, Drill into Logs .~ () New alert rule 37 Pin to dashboard ...
Monitaring (‘ iks-arc-clus, nodesCount, Avg Q) (:.»-' iks-arc-clus, diskUsedPercentage(p... Avg o)
Insights
@ Insig .
BN Alerts 0
. W
il Metrics
16
& Logs 14
12
@ workbooks < 0
8
Automation
6
o5 Tasks (preview) 4
2
§) Export template N
6AM 12PM 6PM Fi20  UTC+05:30
Support + troubleshooting nodesCount (Avg) PR
[ bewcdus
& Resource health 4 19.9751«
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8. Azure Monitor Logs is another feature of Azure Monitor that collects and organises log and

performance data; it allows data to be analysed using a query language. The figure below shows the

logs for a container’s readiness status per node.

Home > iks-arc-clus

S5 Kubernetes - Azure Arc

Kubernetes resources (preview)
B3I Namespaces

% Workloads

. iks-arc-clus | Logs » -

* Audit
» Azure Monitor

» Azure Resources

Results  Chart

Completed

« @ NewQuery1* x| + Q Feedback 8= Queries [z Query explorer | &3
£ overview ‘4 iks-arc-clus Select scope ( Time range : Set in query | Save v |& Share v |- Newalertrule — Export \/
e e
B Activity log Tables  Queries 53 | summarize TotalCount = count(), ReadyCount = sumif(1, Status contains ('Ready'))
54 by ClusterName, Computer, bin(TimeGenerated, trendBinSize), _Resourceld //calculating
9}1 Access control (IAM) NotReadyCount
O Search 55 | extend NotReadyCount = TotalCount - ReadyCount
@ Tags 56 ) on ClusterName, Computer, _Resourceld, TimeGenerated
(7 Filter ) 1= Group by: Category \/ 57 //projecting all the fields
ﬁ Diagnose and solve problems N 58 | project TimeGenerated, ClusterName, Computer, ReadyCount = todouble(ReadyCount) /
2 ClusterSnapshotCount,
@ Security (preview) 7" Collapse all 59 ount = todoubl ount) / ClusterSnapshotCount, _Resourceld
60 | order by ClusterName asc, Computer asc, TimeGenerated desc, _Resourceld
» Applications 4

00 Columns ~ | (%) Display time (UTC+00:00) v (@ ) Group columns

® 00:03.2 [ 236 records Y

2 Services and ingresses T e TimeGenerated [UTC] ¥ ClusterName Y Computer ¥ ReadyCount Y NotR
fa storage @ Readiness status per Node > 10/28/2021, 7:54:00.000 PM K . 780cd3a718 1 o
B configuration > 10/28/2021, 7:63:00.000 PM ik I 7a0cd34718 1 0
@ Avg node CPU usage
Settings percentage per minute > 10/28/2021, 7:52:00.000 PM ik: 1 7a0cd34718 1 0
! Extensions [@ Avg node memory usage > 10/28/2021, 7:51:00.000 PM ik I 7a0cd34718 1 0
percentage per minute
8% Gitops > 10/28/2021, 7:50:00.000 PM ik | 7a0cd34718 1 0
@ Billable Log Data by log-type
@ Policies > 10/28/2021, 7:49:00.000 PM ik 1 pl-7a0cd34718 1 0
@ Billable Log Data per-
I} Properties namespace > 10/28/2021, 7:48:00.000 PM ik I 7a0cd34718 1 0
A Locks @ Container CPU > 10/28/2021, 7:47:00.000 PM ik I 7a0cd34718 1 0
5 = - > 10/28/2021, 7:46:00.000 PM ik I 7a0cd34718 1 0
Monitoring & Container Insight solution
billable data > 10/28/2021, 7:45:00.000 PM K | pl-7a0cd34718 1 0
@ Insights o
@ Container Lifecycle > 10/28/2021, 7:44:00.000 PM ik 1 7a0cd34718 1 0
B Alerts Information
> 10/28/2021, 7:43:00.000 PM ik I 720cd34718 1 0
fil Metrics @ Container memory
> 10/28/2021, 7:42:00.000 PM ik ! 7a0cd34718 1 0
# Logs @ Environment variable
enriching > 10/28/2021, 7:41:00.000 PM ik I 7a0cd34718 1 0
@ Workbooks
@ Find a value in Container Loas > 10/28/2021, 7:40:00.000 PM iks-arc-clus cns-az-arc-controlpl-7a0cd34718 1 0

Deploy configurations using GitOps on an Azure Arc-enabled Kubernetes cluster

This section covers the steps to apply configurations using GitOps on Cisco IKS Azure Arc-enabled Kubernetes
cluster. For this document purpose, we are using an example public repository which holds the Kubernetes
resources and Helm charts that needs to be applied to the cluster. To associate a private repository with the
configuration, refer this URL. The manifests in this repository provision a few namespaces, deploy workloads,
and provide some team-specific configuration. Using this repository with GitOps creates the following

resources on your cluster:

« Namespaces: cluster-config, team-a, team-b

o Deployment: arc-k8s-demo

« ConfigMap: team-a/endpoints

The config-agent polls Azure for new or updated configurations.
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https://github.com/Azure/arc-k8s-demo
https://docs.microsoft.com/en-gb/azure/azure-arc/kubernetes/tutorial-use-gitops-connected-cluster#apply-configuration-from-a-private-git-repository

Prerequisites

An Azure account with an active subscription.

An existing Azure Arc-enabled Kubernetes connected cluster.

> az extension add --name k8s-configuration

Deploy configurations using GitOps

1.

© 2022 Cisco and/or its affiliates. All rights reserved.

An understanding of the benefits and architecture of this feature. Read more in Configurations and
GitOps - Azure Arc-enabled Kubernetes article.

Install the k8s-configuration Azure CLI extension of version >= 1.0.0:

In Azure portal, navigate to Azure Arc > Kubernetes and open a connected IKS cluster on which you

want to deploy GitOps configuration.

Click on GitOps box seen in the overview section of the cluster or you can also find it under the

Settings section on the left pane.

Home

ﬁ iks-arc-clus =#

Kubernetes - Azure Arc

£ Ooverview

H Activity log

A Access control (IAM)

@ Tags

£ Diagnose and solve problems
© Security (preview)
Kubernetes resources (preview)
B Namespaces

" Workloads

&% Services and ingresses

e Storage

E configuration

Settings

[«) Extensions

3% GitOps

I‘C- Search (Cmd+/) ] G

EI Delete O Refresh
. Essentials

Resource group
iks-arc-demo

Status
Connected

Location
East US

Subscription
CloudNativeSolutions

Subscription ID

AMm ot pama pesme LT Ad_arm -

Tags (Edit)
Datacenter : birlab

See more

g% GitOps
Set up automatic deployments from a git

repository
Go to GitOps

Last connectivity time
16:27:37, 29/10/2021

Distribution
generic
Infrastructure
vsphere
Agent version
152

Kubernetes version
1.195
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https://docs.microsoft.com/en-gb/azure/azure-arc/kubernetes/conceptual-configurations
https://docs.microsoft.com/en-gb/azure/azure-arc/kubernetes/conceptual-configurations

3. Click on this github link and fork the repository. This requires the Git client to be installed on the
administrator’s workstation. This is a public repository containing official cluster configuration for

Azure Arc-enabled Kubernetes for demos.

O

[ Azure [ arc-k8s-demo

Issues 2 Pull requests 2

' master ~

@ shashankbarsin Merge pull request #11

cluster-apps

namespaces

Go to file

_\ Notifications

Actions Projects

Code ~ About

Artifacts for Arc For Kubernetes
Demo

D19

4. Click on “Add Configuration,” enter the details, and provide a link to the forked repository containing
the manifest files, then Click Add. The scope of the configuration can be applied either to the cluster

or to a particular namespace.

249 iks-arc-clus | GitOps

md Add configuraton () Refresh
& Overview
Name Operator ins
m Activity log
: No resu
"0, Access control (1AM
Tags

Diagnose and solve problems
¥ Secur ty (preview)
Kubernetes resources (preview)
B3 Namespaces
" Workloads

3 Services and ingresses
Ig storage
E configuratior
Settings

1 Extensions

GitOps

Policies

Add a GitOps configuration

Setup GitOps in your Kubernetes cluster. An agent will be installed in the cluster that w

the ¢

Configuration name * cluster-conf

Operator details

Instance name * cluster-config
Namespace * luster-config
() Namespace

Operator scope

®) Cluster

Operator type

Operator parameters git-readonly

Enable helm

Repository details

Repository URL * https://github.com/s~ ** Jarc-kBs-demo git
Repository type ) Private
®) Public

Cancel
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https://github.com/Azure/arc-k8s-demo

5. The Azure Arc configuration agent will notice the new configuration applied, connects the cluster to
the repository and installs the Flux operator. Click on refresh to see the configuration’s operator
state change from pending to installed.

Home > iks-arc-clus

29 iks-arc-clus | GitOps

Kubernetes - Azure Arc

£ Search (Cmd+/) « - Add configuration C) Refresh
£ overview .
N Name Operator instance Operator namespace Operator scope Operator state Operator last updated
l Activity log
cluster-config cluster-config cluster-config Cluster o Installed 10/29/2021, 05:36 PM ...

F'R Access control (IAM)

L] Tags

6. Verify the namespaces created on the cluster after the configuration is applied

> kubectl get ns —-show-labels

snaldurg@DemoVM-VirtualBox:~$ kubectl get ns —-—show-labels
NAME STATUS AGE LABELS
azure-arc Active 1ed admission.policy.azure.com/ignore=true,app.kubernetes.io/managed-by=Helm,control-plane=true
azuremonitor-containers Active 10d <none>
cluster-config Active 7m7s <none>
default Active 58d <none>

iks Active 58d <none>

iks-arc-ds Active 7d22h  <none>

itops Active ém51s fluxcd.io/sync-gc-mark=sha256.fy_pVXP3osuYHatqaA@yhpTaaGxMbfRnfTpuvK@13TY, name=itops
kube-node-lease Active 58d <none>

kube-public Active 58d <none>

kube-system Active 58d <none>

team-a Active ém51s fluxcd.io/sync-gc-mark=sha256.mMpiUJSoSTcF9YYOtVCZoYQetYEtCP-ogFt5J8Tofo8, name=team-a
team-b Active 6ém5is fluxcd.io/sync-gc-mark=sha256.EwaiZQMYdueJ4awlqx3sFUFAJiRs38Ev7q8HNDXVmy8, name=team-b

7. Verify the deployment created on the cluster after the configuration is applied.

> kubectl -n cluster-config get deploy -o wide

v x:-$ kubectl -n cluster-conTig get deploy -o wide
NAME READY  UP-TO-DATE AVAILABLE AGE CONTAINERS  IMAGES SELECTOR

cluster-config 11 1 1 8m17s flux mcr.microsoft.com/oss/fluxcd/flux:1.21.2 instanceName=cluster-config, name=flux
memcached-cluster-config 1/1 1 1 8m17s memcached  mcr.microsoft.com/oss/memcached/memcached:1.6.10 name=memcached-cluster-config, namespace=cluster-config

8. Verify the pods created in the default namespace after the configuration is applied. Note a single
pod is deployed as per the configuration.

> kubectl get pods

:~% kubectl get peds
NAME READY STATUS RESTARTS AGE

arc-k8s—-demo-55db94955-fdws2 1/1 Running e 144m
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9. Next open the yaml file and change the replica set number from one to three in the repository and
commit the changes.

arc-k8s-demo / cluster-apps/ arc-k8s-demo.yaml in master
<> Edit file ® Preview changes
1 apiversion: apps/vl
2 kind: Deployment
3 metadata:
4 name: arc-k8s-demo
5 spec:
6 replicas: 3
7 selector:
8 matchLabels:
9 app: arc-k8s-demo
10 strategy:
11 rollingUpdate:
12 maxSurge: 1
13 maxUnavailable: 1
14 minReadySeconds: 5
15 template:

10. After committing the changes, the updates are applied automatically and can be verified using the

command below:
> kubectl get pods -w
snaldurg@DemoVM-VirtualBox:~$ kubectl get pods -w

NAME READY STATUS RESTARTS
arc-k8s-demo-55db94955-5bmqg  ©/1 ContainerCreating ©
arc-k8s-demo-55db94955-c7z4z 0/1 ContainerCreating ©
arc-k8s-demo-55db94955-fdws2 1/1 Running %]

0

0

arc-k8s-demo-55db94955-c7z4z 1/1 Running
arc-k8s-demo-55db94955-5bmqg 1/1 Running

11. After the update is rolled out successfully, we can see the three replicas of the pod running now.

> kubectl get pods

snaldurg@PDemoVM-VirtualBox:~$ kubectl get pods
NAME READY STATUS RESTARTS
arc-k8s-demo-55db94955-5bmqg 1/1 Running

arc-k8s-demo-55db94955-c7z42z 1/1 Running
arc-k8s-demo-55db94955-fdws2 1/1 Running
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Connect Cisco IKS cluster to Azure using Azure CLI

This section shows how to connect a Kubernetes cluster to Azure with Azure Arc-enabled Kubernetes using the
Azure CLI.

1. Refer to the above prerequisites section to prepare the environment.

2. Login to the Azure and set the Azure subscription by running the below commands
> az login

> az account set -subscription XXXXXXXXXXX

3. Run the following command to create a resource group in the Azure:

> az group create --name glx-arc-demo --location EastUS --output table

snaldurg@SNALDURG-M-WH74 ~ % az group create --name glx-arc-demo --location EastUS --output table
Location Name

eastus glx-arc-demo

4. To connect the Kubernetes cluster to Azure.

« Run the following command if the cluster is not behind an outbound proxy server:

> az connectedk8s connect --name glx-iks-arc --resource-group glx-arc-demo --location

eastus —--tags Datacenter=rtp-glxy owner=snaldurg

snaldurg@SNALDURG-M-WH74 ~ % az connectedk8s connect --name glx-iks-arc --resource-group glx-arc-demo --location

eastus —tags Datacenter=rtp-glxy owner=snaldurg
Ensure that you have the latest helm version installed before proceeding.

This operation might take a while...

¢ Run the following command with proxy parameters if the cluster is behind an outbound proxy server:
> export HTTP PROXY=<proxy-server-ip-address>:<port>
> export HTTPS PROXY=<proxy-server-ip-address>:<port>
> export NO PROXY=<cluster-apiserver-ip-address>:<port>

> az connectedk8s connect --name <cluster-name> --resource-group <resource-group> --
proxy-https https://<proxy-server-ip-address>:<port> --proxy-http http://<proxy-
server—-ip-address>:<port> --proxy-skip-range <excludedIP>,<excludedCIDR> --proxy-cert

<path-to-cert-file>
5. To verify the cluster connection run the below command:
> az connectedk8s list --resource-group glx-arc-demo --output table

snaldurg @SNALDURG-M-WH74 ~ % az connectedk8s list --resource-group glx-arc-demo --output table
Name Location ResourceGroup

glx-iks-arc eastus  glx-arc-demo
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6. To view the Azure Arc agents deployed to the Kubernetes cluster, run the below command:

> kubectl get deployments,pods -n azure-arc

RESTARTS  AGE
10m
10m
10m
10m
10m
10m
10m
10m
10m
10m

AVAILABLE AGE
10m
10m
10m
10m
10m
10m
10m
10m
10m
10m

bbb pub b b b b b pud b

snaldurg@SNALDURG-M-WH74 ~ % kubectl -n azure-arc get pods,deployments
NAME READY  STATUS
pod/cluster-metadata-operator-75687dfd87-jmn5x  2/2 Running
pod/clusterconnect-agent-689c8cd99-cn7fb 3/3 Running
pod/clusteridentityoperator-68676b54db-5nwgq 2/2 Running
pod/config-agent-5fd84d4d8b-b9z16 2/2 Running
pod/controller-manager-587d9694c7-stx8d 2/2 Running
pod/extension-manager-5b595fbd96-5sméc 2/2 Running
pod/flux-logs-agent-7ff9dc5c99-pkndh 1/1 Running
pod/kube-aad-proxy-747c¢555884-72mvb 2/2 Running
pod/metrics-agent-b5ff69d5c-2225f 2/2 Running
pod/resource-sync-agent-7c77d6f664-w2d8s 2/2 Running
NAME READY  UP-TO-DATE
deployment.apps/cluster-metadata-operator 1/1 1
deployment.apps/clusterconnect-agent 1/1 1
deployment.apps/clusteridentityoperator 1/1 1
deployment.apps/config-agent 1/1 1
deployment.apps/controller-manager 1/1 1
deployment.apps/extension-manager 1/1 1
deployment.apps/flux-logs-agent 1/1 1
deployment.apps/kube-aad-proxy 1/1 1
deployment.apps/metrics—-agent 1/1 1
deployment.apps/resource-sync-agent 1/1 1

7. Login to the Azure portal and verify that the cluster is listed and in a connected state.

o EERCETE

Home Resource groups glx-arc-demo

= glx-iks-arc 2

Kubemnetes - Azure Arc
£ Search (Cmd+/)
£ Overview
B Activity log
"o Access control (IAM)
@ Tags
/? Diagnose and solve problems
© Security (preview)
Settings
%! Extensions (preview)
3% GitOps
(& Policies

11l Properties

) Locks

[ Delete () Refresh

A Essentials

Resource group : glx-arc-demo

Status Connected

Location East US

Subscription : CloudNativeSolutions
Subscription ID Tl v ]
Tags (Edit) . Datacenter : rtp-glxy
See more

g% GitOps
Set up automatic deployments from a git

repository
Go to GitOps

Azure Policy

Last connectivity time

Distribution
Infrastructure
Agent version

Kubernetes version

View compliance status and set up new policies

for Kubernetes clusters
Go to Policies

12:36:54, 22/10/2021

generic

vsphere

$152

1185
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For more information
For additional information, see the following resources:

o https://intersight.com/help/saas/resources/intersight kubernetes service user guideHoverview

o https://www.cisco.com/c/en/us/products/collateral/cloud-systems-management/intersight/deploy-
kasten-k10-on-cisco-intersight-kubernetes-service-for-container-backup.html

o https://docs.microsoft.com/en-us/azure/azure-arc/kubernetes/overview
e https://docs.microsoft.com/en-us/azure/azure-arc/kubernetes/conceptual-agent-overview

o https://docs.microsoft.com/en-us/azure/azure-arc/kubernetes/conceptual-gitops-flux2
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