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Security for the AI-scale data center

Figure 1. Hypershield puts security wherever you need it

https://www.cisco.com/site/us/en/products/security/hypershield/index.html
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Not the next generation of anything. The first generation of something new.

Cisco Hypershield reimagines security with unique capabilities that  
the solution is built around.

• AI-native:  
 
 

• eBPF enforcement:  
 

• Self-qualifying updates: 
 

modules
subscription-based 

software product

Figure 2. Cisco Hypershield architecture



Solution Overview  Cisco Public

Centralized security policy

Figure 3. Centralized management for distributed enforcement
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Solving real customer challenges

Cisco Hypershield can solve the critical problems organizations are facing today.

1. Autonomous Segmentation

 

 
 

 

 
 

 
 

Figure 4. Comprehensive inputs for segmentation policy creation
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2. Distributed Exploit Protection

• 

• 

• 

 
 

Figure 5. Hypershield applies compensating controls to protect against vulnerability exploits
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3. Self-qualifying updates

dual dataplane

Figure 6. Cisco Hypershield dual dataplane
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Conclusion

Additional resources

• Solution web page

• Unveiling a New Era of AI-native Security – Cisco Hypershield launch

• Cisco Hypershield: Security Reimagined - Hyper-Distributed Security for the AI-Scale Data Center by 
Jeetu Patel, EVP and GM, Cisco Security and Collaboration Business Group

• A New Era of Distributed, AI-Native Security by Tom Gillis, SVP Cisco Security Business Group

• Reimagining Security by Craig Connors, VP and CTO Cisco Security Business Group

• Our Vision to Combat Unknown Vulnerabilities by Craig Connors

• here

https://www.cisco.com/site/us/en/products/security/hypershield/index.html
https://video.cisco.com/detail/video/6351752711112
https://blogs.cisco.com/news/cisco-hypershield-security-reimagined-hyper-distributed-security-for-the-ai-scale-data-center
https://blogs.cisco.com/news/cisco-hypershield-security-reimagined-hyper-distributed-security-for-the-ai-scale-data-center
https://blogs.cisco.com/security/cisco-hypershield-a-new-era-of-distributed-ai-native-security
https://blogs.cisco.com/security/cisco-hypershield-reimagining-security
https://blogs.cisco.com/security/cisco-hypershield-our-vision-to-combat-unknown-vulnerabilities
https://www.cisco.com/c/en/us/products/security/hypershield-stay-informed.html



