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Protect your organization more effectively 
and efficiently with Cisco Security 
Suites—end-to-end solutions that 
increase your protection, while reducing 
the burden of protecting yourself.

Organizations historically have relied on 
multiple, siloed, point solutions to secure 
their business. But as network environments 
grow more complex, this patchwork approach 
becomes inadequate. It adds complexity 
and creates vulnerabilities. Cisco Security 
Suites strengthen your security posture with 
a consolidated approach, protecting your 
organization all at once, so your business 
can grow and scale efficiently and securely.

End to End, all at once
Cisco Security Suites

User Protection Suite

Give users secure, seamless access to any app, 
any time, on any device.

Cloud Protection Suite

Protect hybrid and multicloud environments with 
end-to-end security for applications, workloads, 
networks, and clouds.

Breach Protection Suite

Empower your security teams to simplify 
operations and accelerate response.
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A new era in security

Cisco Security Suites bring together 
the security tools you need to create 
comprehensive solutions whose parts work 
together to deliver better efficacy, better 
economics, and better experience.

These new suites are built on zero trust 
principles and leverage the power of AI to 
help you secure your users, protect your 
infrastructure, and accelerate the resolution 
of attacks. Suites are strengthened by 
Cisco services to accelerate time to value.

Each suite is available in tiers—to match the 
needs of your business. Taken together, 
each suite extends and enhances the 
strengths of the others.

Learn more: cisco.com/go/security-cloud
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Breach Protection Suite

Cisco Security Cloud

Essentials
• XDR
• Email Threat Defense
• Secure Endpoint

Essentials
• Secure Access
• Cisco Duo
• Email Threat Defense

User Protection Suite Cloud Protection Suite

Essentials
• Multicloud Defense
• Secure Workload SaaS
• Vulnerability Management

Advantage
Everything in Essentials, plus:
• Secure Endpoint

Advantage
Everything in Essentials, plus:
• Cloud Application Security
• Attack Surface Management

Advantage
Everything in Essentials, plus:
• Secure Network Analytics

Premier
Everything in Advantage, plus: 
• Cisco Managed Extended

Detection & Response
• Cisco Talos Incident Response
• Cisco Technical Security

Assessments

https://www.cisco.com/site/us/en/products/security/security-cloud/index.html

