Configure Catalyst Center Event Notifications for
Pager Duty
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This document describes how to integrate PagerDuty with Cisco Catalyst Center to send notifications/alerts
to PagerDuty.

Prerequisites
Requirements

Basic Knowledge on:

» Cisco Catalyst Center Notification
* PagerDuty

Components Used

» Cisco Catalyst Center 2.3.5.x
» PagerDuty

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.



Note: The Cisco Technical Assistance Center (TAC) does not provide technical support to the
PagerDuty. If you experience issues with PagerDuty, please contact PagerDuty Support for
technical assistance.

Configure

Create a Service on Pager Duty

1. On PagerDuty main page, go to I ntegrations > Service I ntegrations and add a new service by
clicking on the + New Service button.
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2. Proceed to add a Name and Description (optional) for the new service. Click Next.

Create a Service

n Name @ Assign (3@ Reduce Noise (@) Integrations
Name and Description

A technical service reflects a discrete piece of functionality that is wholly owned by one team. One or
mare technical services combing to defiver customer-facing or business capabilities.

Example names of technical services

= Payment Processing = Create Account
= Checkout App Server  « Account Authentication
= [nventory Database = Search - Suggest

Mame*

_h Catalyst Center

Tipc Svoid using PagerDuty or &lerts in the service name as this will appear in the notificaticn

Description
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3. On step number four (Integrations), during the Create a Ser vice workflow, search the option Cisco
DNA Center Notifications, select it and proceed to create the service.

Create a Service
« | Mame o Assign » | Reduce Moise ﬂ Integrations
Integrations

Alert feeds can come into PagerDuty from a number of sources. We apply our Al to these alerts and can
trigger incidents and notify the right people at the right time,

Select the integration(s) you use to send alerts to this service

Cigeo DA Center Notifications -

W m Cisco DNA Center Notifications
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4. Once the service has been created, go to I ntegrations > Service I ntegrations > Select the service you
just created > Integrations and expand the Cisco DNA Center Notifications chard.

Get the Integration Key and Integration URL.

Activity Integrations Woarkflows Settings Service Dependencies

Integrations (1)

Follow the steps below to integrate and test each integration, or add an integration,

[ cisco DNA Center Notifications Mo Test Alert Received  §J  ~
Integration Documentation Integration Mame

Cigco DMA Center Notifications | &

Integration Key

59daBbadbdDB48070B3a a8 ...

Integration URL
hrtps:jjevents. pagerduty.comy ..




Add Pager Duty to Catalyst Center

1. On Catalyst Center, navigate to Platform > Developer Toolkit > Event Notifications >
Notifications and create a new notification.

2. For Step 1 (Select Site and Events), select the corresponding sites and events to subscribe for the
new notification.

3. On Step 2 (Select Channels), select the PAGERDUTY option.

step 2 - Select Channels
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4. During Step 3 (PAGERDUTY Settings), proceed to create a new instance and copy/paste the
Pager Duty Events APl URL and Pager Duty I ntegration Key which belong to the values I ntegration
URL and Integration Key obtained from the previous steps.



Step 3 - PAGERDUTY Settings

Configure the PAGERDUTY channel settings for this notification

SERVICE CONFIGURATION
() Select Existing Instance ) Create New Instance

Instance MName®

PAGERDUTY

FagerDuly Events AP URL*®
hitps://fevents.pagerduty.com/v2/enquaue

PagerDuty Integration Key®
aB54db40B4B07c093alae9ec20b Tl HIDE

PagerDuty Events APl WVersion

Z S’

5. Proceed to finish the Notification.
Verify

To test if notifications are being received by PagerDuty, on Catalyst Center, navigate to Platform >
Developer Toolkit > Event Notifications > Event Catalog and search for the event you subscribed to at
the time of making the notification and click it on the name.
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Select the Event and click on the Try-it Now option followed by the Publish option:

Switch Unreachable N

Event Details Motifications Try-It Now

GENERAL INFORMATION

i
"Type": "SeventSourcel”™,
"Assurance Issue Details™: "This network device SnwDeviceMome$ 1
"Assurance Issue Priority": "Spriorityi”,
"Device”™: "SeventUniquelds”,
"Assurance Issue Name": “"Network Device ¥managementIpAddrs Is Un
"Assurance Issue Category”: "3categoryi”,

Cancel Publish

Wait for Catalyst Center to publish the event to PagerDuty.

=
Notification
Event Mame Event |d
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Result
Motification = Channal Status Messagn
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On PagerDuty main page, the notification is reported.



BagorDUly  roldess Seviess  Peope Atomates  Amshtis  bgutiers Sebn 0 Seach -] ﬁ

Incidents on All Teams _

Wour agan ing dants &l cpan incicants
Ierig g | iriggered Biat Sl Yo
0 iyl [k il Tam
Ty g A il Db
ol =T ol T DT
(7 P incikent ¥ o an fear - T 0 DACEL TRAE
FELT o
. ) A ek par
Cper Trigganad dchroencoed  Foooas Ay S s sy I T T waleagaan
. Then mrears or-call
ek g
O s PRadly . Usgesty T T Creae ;e S ¥
| B Comarr i v =il
by
[m} Trigggeres . Hign Tue mErewsh dendd B ur mac-aske e o LT P CALNSLT L R
A TP (K i Cabla
v dervs Ol i O sl s -
Mt Sippa: our
PewPaye 3 w| € W g Tewln

Ak o e i 1a ERgE
TN R PR ST

Activity over last 7 days e

o B st

SHErdLE T Thrss Frae =
[ Thil s resrsanac cesas i Tegoeend TR Tha dFn
CoiswiECorle  urrnsceabis Fam conolier. 8 557PW  DescripBian: This nebwosc Sarvic i urmasshuhis from cor talier Tha-Sevica rok HOTTIRD FTWATED
Tha di=icn aiw b & My Hrarga| Sattirg up PegeerThfy
e o | T e i
Pk 3 - 4 H B rexdieaten?

RO LR S R

PagerDuty Main Page



