Configuration to View Changes in an Access
Control Policy
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Introduction

This document describes how to view/check the changes made to an Access Control Policy
(ACP). This is also applicable to determine the changes made to interface settings.

Prerequisites

Requirements
Cisco recommends that you have knowledge of these topics:

- Knowledge of Firepower Technology

Components used

The information in this document is based on Firepower Management Center 6.1.0.5 and above.
The information in this document was created from the devices in a specific lab environment. All of

the devices used in this document started with a cleared (default) configuration. If your network is
live, ensure that you understand the potential impact of any command.

Configure

Configurations
Step 1. Login to the GUI of the Firepower Management Center using administrator privileges.
Step 2. Navigate to Policies > Access Control and click to edit (or even create a new) a policy.

Example:



Make some changes to the policy. For instance, add a new rule, as shown in the image:

Editing Rule - test

Mame | test | Enabled

Action |« Allow v 48 &

m Metworks  VLAN Tags .. Users  Applications Ports URLs  SGT/ISE Attributes Inspection Logging Comments

Available Zones & Source Zones (0Q) Destination Zones {0}

| 4 Search by name | any any

Save ] l Cancel

Step 3. Next, save the policy changes.

Step 4. Now, navigate to System > Monitoring > Audit and find the log of the change you just
made. It appears as shown in this image:

Configuration Users Domains Integration Updates Licenses v Health v Monitoring » Audit Tools ¥

Bookmark This Page Report Designer View Bookmarks Search

Audit Log

Table View of the Audit Log :24:27 @

Expanding

1] 124:27 -

Mo Search Constraints (Edit Search)

3 O 2018-01-10 09:21:15 admin Policies > Access Control > Access Control > Firewall Policy Editor fh‘ Save Policy Policy-Test: 91
3 [ 2018-01-1009:18:53 admin Policies > Access Control > Access Control > Firewall Policy Editor Create Policy Policy-Test

3 (O 2018-01-1009:18:37 admin ici A ntrol > A | Page View

3 (O 2018-01-1009:18:16 min Polici A ntrol > A ntrol > Firewall Poli itor Page View

3 ([ 2018-01-1009:18:15 admin Policies > Access Control > Access Control > Firewall Policy Editor Page View

# [ 2018-01-1009:18:06 admin Policies > Access Control > Access Control Page View

# [ 2018-01-1009:17:55 admin Overview > Dashboards > Summary Dashboard Page View

Step 5. You are now able to see a log, as shown in the preceeding image, in it's first line Save
Policy <Policy_name> along with an icon next to it (highlighted).

Step 6. Click on the icon and it would be redirected to a different page which shows the detailed
changes/additions/modifications made to the policy.



& previous ¥ Next (Difference 1 of 11)

Verify

These logs are available to the point audit logs are not pruned.

Troubleshoot

|Policy-Test (2018-01-10 03:48:53/admin) Policy-Test (2018-01-10 03:51:15/admin)
Policy Information Policy Information
Last Medified 2018-01-10 03:48:53 * Last Modified 2018-01-10 03:51:15
Mandatory Rule
Rule 1

Name test
Enabled True
Action PERMIT
Variable Set Default Set
Log at Beginning of Connection True
Log at End of Connection False
Log File Events False
Send Events to Defense Center True

There is currently no specific troubleshooting information available for this configuration.
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