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I ntroduction

This document describes the steps required to set up EAP-TLS authentication with OCSP for real-time client
certificate revocation checks.

Prerequisites



Requirements

Cisco recommends that you have knowledge of these topics:

» Configuration of Cisco Identity Services Engine
» Configuration of Cisco Catalyst
* Online Certificate Status Protocol

Components Used

The information in this document is based on these software and hardware versions:

* ldentity Services Engine Virtual 3.2 Patch 6
« C1000-48FP-4G-L 15.2(7)E9

* Windows Server 2016
* Windows 10

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

Network Diagram

This image shows the topology that is used for the example of this document.
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Background I nfor mation



In EAP-TLS, aclient presentsits digital certificate to the server as part of the authentication process. This
document describes how the | SE validates the client certificate by checking the certificate common name
(CN) against the AD server and confirming whether the certificate has been revoked by using OCSP (Online
Certificate Status Protocol), which provides real-time protocol status.

The domain name configured on Windows Server 2016 is ad.rem-xxx.com, which is used as an example in
this document.

The OCSP (Online Certificate Status Protocol) and AD (Active Directory) server referenced in this
document are used for certificate validation.

 Active Directory FQDN: winserver.ad.rem-xxx.com
* CRL Distribution URL: http://winserver.ad.rem-xxx.com/ocsp-ca.crl
» Authority URL: http://winserver.ad.rem-xxx.com/ocsp

Thisisthe certificate chain with the common name of each certificate used in the document.

* CA: ocsp-ca-common-name

* Client Certificate: clientcertCN

» Server Certificate: ise32-01.ad.rem-xxx.com

* OCSP Signing Certificate: ocspSignCommonName

Configurations

Configuration in C1000

Thisisthe minimal configuration in C1000 CLI.

aaa hew-model

radius server ISE32
address ipv4 1.x.x.181
key ciscol23

aaa group server radius AAASERVER
server name ISE32

aaa authentication dotlx default group AAASERVER

aaa authorization network default group AAASERVER

aaa accounting dotlx default start-stop group AAASERVER
dotlx system-auth-control

interface Vlanl2
ip address 192.168.10.254 255.255.255.0

interface Vlanl4
ip address 1.x.x.101 255.0.0.0

interface GigabitEthernetl/0/1
Switch port access vlan 14
Switch port mode access

interface GigabitEthernetl/0/3
switchport access vlan 12
switchport mode access
authentication host-mode multi-auth


http://winserver.ad.rem-system.com/ocsp-ca.crl
http://winserver.ad.rem-system.com/ocsp

authentication port-control auto
dotlx pae authenticator
spanning-tree portfast edge

Configuration in Windows PC

Step 1. Configure User Authentication

Navigate toAuthentication, checkEnable | EEE 802.1X authentication and select Microsoft: Smart Card

or other certificate.

ClickSettingsbutton, checkUse a certificate on this computer, and select the trusted CA of Windows PC.

Select this option lo provide authenticated network access for

this Ethemet B
[7] Enable IEEE 802.1X suthentication I

Choose a network authentication method:

Microsoft: Smant Card or other cedificate

[] Bemember my credentials for this connection each
time I'm logged on

k] Eallback to unautharized network access

OK Cancel

Smart Card or other Certificate Properties b4

When connecting:
O Use my gmart card

() Use a certificate on this computer
] Use simple cetificate selection (Recommended)

[-A] Verify the server’s identity by validating the cerificate
[J Cgnnect to these senvers (examples-srv 1:5rv2: “srv 3\ com):

[ Symantec Enterprise Mobie Root for Microsoft

[ testea

[ VenSign Class 3 Public Primary Certification Authorty - G5

[ VenSign Universal Root Cenfication Authorty v
< >

View Centficate

[] Dont promet user to authorize new servers or rusied cedification
authoriies.

| [] Use a giferent user name for the connection

Enable Certificate Authentication

Navigate toAuthentication, checkAdditional Settings. SelectUser or computer authenticationfrom drop-

down list.



T
-

Networking  Authentication 802. 1X settings
Select this option to provide authenticated network access for
this Ethemet adapter. Liser or computer authentication - Save credentals
Enable IEEE 802.1X authentication Delete credentials for ol users
Choose a network authentication method:
- [CJEnable single: sign on for this netwark
: Cond or - Seting Perform immediately before user logon

Perform immediately after user logon

[[] Bemember my credentials for this connection each
time I'm logged on
Allow additional dialogs to be displayed during singhs

o gl

[

[ Fallback to unauthorized network access

his rebwark LSes separate virtual LANS for machine

and user authentication

OK Cancel oK Cancel

Soecify Authentication Mode

Step 2. Confirm Client Certificate

Navigate to Certificates- Current User > Personal > Certificates, and check the client certificate used for

B
@ File Action View Faoites Window Help L
e am 4R XEE B
A | lssued To h Tesued By Expiration Dste  Intended Purposes Friendey Name Ststus Certificate Te Actions
be (3 Certificates - Curent User oo Centif =
w [ Personal h e 42028 ci 0 I
i chenteenC OCEACE COMMon-name B4 lient Authentication cesprclient PrErr— »
~ L Trusted Moot Cation Autharities clienteetCN -
] Certificates .
» () Enterprise Trust More Actions 4

Confirm Client Certificate

Double click the client certificate, navigate to Details, check the detail of Subject, CRL Distribution
Points, Authority Information Access.

» Subject: CN = clientcertCN
» CRL Distribution Points: http://winserver.ad.rem-xxx.com/ocsp-ca.crl
* Authority Information Access: http://winserver.ad.rem-xxx.com/ocsp



http://winserver.ad.rem-system.com/ocsp-ca.crl
http://winserver.ad.rem-system.com/ocsp

» | Certificate
General Detads Certificabon Path

Show: | <All> w

Field Value L Field
- Wednesday, June 4, 2025 7:4...

K 5| Certificate
General Detais  Certification Path

Show: | <All>

X p | Centificate
General Detads Certification Path
ot ghow: | <Al> ~
Value Lo -led

Chent Authentication (1.3.6. L....
[1}CRL Distribution Point: D

Vot
Chent Authentication (1.3.6.1....
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| Ipublic key parameters 0500 ca certificate ——r— =
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{3 | autherity Key Identfier KeylD=43 Oe ¢3 58 5c 99 24 2... [ IPriendiy name ocsp-chent Eriendly name ocsp-cient
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[1}CRL Distribaution Poant [ ]authority Info Access

Access Method=On dne Certificate Status Protocol
11

I URL =http:/fwinserver.ad.rem- ;. __m.comfocsp-ca.al I

Alternative Name:

Detail of Client Certificate
Configuration in Windows Server

Step 1. Add Users

URL =http:/fwinserver.ad.rem-s_il m.com/ocsp

Navigate toActive Directory Usersand Computers, clickUsers. Add clientcertCN as user logon name.

Theare i3 o st to changs Primany group unless

clientcert CH Properties T o clientcert CM Properties T *
Sessions
COM+
Organization
O Urkoek acceunt
Account pplions:
[ Utser must change password at nest logon A
[ User carnct change password o B
[[] Password never expires
[ Store passwond wsing reversible encryption w Primasy group: Domain Lisers
Account expines B
@ Neve Sel Fimany G008 o have Macintosh chents or POSD{compkant
apphcations
O ol | Friday Jly 52024
Cancel Bpply Heip | 0K | Cancel

Bpply

User Logon Name

Step 2. Confirm OCSP Service

Navigate to Windows, click Online Responder M anagement. Confirm the status of OCSP server.
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Satus of OCSP Server

Click winserver .ad.rem-xxx.com, check the status of OCSP signing certificate.

File Action View Help
i | N
€1 Onfine Responder winserver.ad.rem=s,~t.mcom || Ravecation Configuniion Mame ] Contificate
&7 Revocation Configuration o
ki - Genersl Detsld Certificabon Path
3 winsenver.ad.rem-. e n.com
Certification path
.___..... ror———

Yeew Certficate

Certficabe ghatus:

[Thes certificate i QK.

I [a Sgring Cenficate: Ok ]
Miew Signing Cerficale
Revccation Provder Siahus:

[Tyma- Mhcrosoft CRL based revocation status pemvider
The revocation provider is sucoesshiully using the cument configurabion

Satus of OCSP Sgning Certificate
Configuration in I SE
Step 1. Add Device

Navigate toAdministration > Networ k Devices, clickAddbutton to add C1000 device.

Recocation Configuration Status E
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Hetwork Devices

Motk Devices
T

Network Device Groups Hetwork Device Profiles

Administration - Network Resources

External RADIUS Servers RADIUS Server Sequences MAC Managers External MOM puGrid Direct Connectors

Meowort Dewices Lt * C1000
. Network Devices

Device Security Sellings
Nesitie Ci1o00
Description

1P Address ‘e 11 uen 22

Dwvica Probk & cues w
Madel Nama
Software Version w

Motwork Dovice Group

Lacation All Locations

w ot To Data
PSEC Ma - To D

Davice Typo All Davico Types w 5ot ToDefa
] RADIUS Authentication Sattings

RADIUS UDP Semings

Protocol RADIUS

I Shared Secret cisep123

[0 Use Second Shaned Secr

Add Device

Step 2. Add Active Directory

Location Services

Navigate toAdministration > External Identity Sources> Active Directory, clickConnectiontab, add

Active Directory to ISE.

 Join Point Name: AD_Join_Point
» Active Directory Domain: ad.rem-xxx.com

= C(Cisco ISE Administration - Identity Management
Identities Groups External Identity Sources Identity Source Sequences Settings
External Identlty Sources Connection Allpwed Domaing PasgivelD Groups Anributes Advanced Setings
= —
Certificate Authentication | l Join Point Name AD_Join_Paint I
ad.rem=5 't 1 n.com
& . Domain
“2 AD_Join_Point
= LDAP
. Refresh Table
= ODBC
] ISE Node ISE Node R... Status Domain Controller Site
= RADIUS Token
= RSA SecurlD (W] i5¢32-01 ad.rem-sy «m.c.. STANDALONE @& Operational winserver,ad.rem-5, ste...  Defaul-First-Site-Na...

= SAML Id Providers

1 Social Login

Add Active Directory

Navigate to Groupstab, selectSelect Groups From Directoryfrom drop-down list.
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Identities Groups External Identity Sources

External Identity Sources Connection Allowed Domains

> 3 Certificate Authentication

Identity Source Sequences

PassivelD

Administration - Identity Management

Settings

Groups Anributes

Update SID Values

~ 3 Active Directory

o I Select Groups From Directory I

- SID

Select Groups from Directory

ClickRetrieve Groupsfrom drop-down list. Checkad.rem-xxx.com/User §/Cert Publishersand clickOK.
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Check Cert Publishers

Step 3. Add Certificate Authentication Profile

Navigate to Administration > External | dentity Sources > Certificate Authentication Profile, click Add

button to add a new certificate authentication profile.

Name: cert_authen_profile_test
Identity Store: AD_Join_Point

Use Identity From Certificate Attribute: Subject - Common Name.
Match Client Certificate Against Certificate In Identity Store: Only to resolve identity ambiguity.
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Identities Groups Extarnal Idantity Sources

Cosrtifec e futhesna anion Profies Liag

External ldentity Sourcos

I_ = Certificate Authentication | I

Identity Source Sequances

Adminisranon - ldentiny Managemeant

Jelings

el _mathen_peofie_ 1ot

Cenificate Authentication Profile

=5 cor_suthen_profla_1es] * Mame

cort_austhen_profile_test

<& Prelosded_Cerificate_Prof
[Dascrpmon
Active Dirgciony
= AD_Join_Poink

LDAR

= QD8C Iduntity Stons

AD_Join_Paing -

T RADIUS Token
RSA SocudD s Identity From
SAML M Providens
Social Login
Match Client Cernificate

Agairst Carificats In
Idamity Store

Add Certificate Authentication Profile

Step 4. Add I dentity Sour ce Sequesce

0 Cerificate MAtribute Sulpjact = Common Mama *

(0 #ny Subject or Allematiee Name Attritntes in the Certificate {for Active Denectory Only)

@ Only to rosobve identity amibiguity

(0 Ahavanys DedBorm Dinany COMpaison

Navigate toAdministration > I dentity Sour ce Sequences, add an Identity Source Sequence.

* Name: Identity AD

» Select Certificate Authentication Profile: cert_authen_profile_test
» Authentication Search List: AD_Join_Point
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Identities Groups External Identity Sources Identity Source Sequences Settings

\dentsty Scoaice Sequoncos List » Identity_AD

I Identity Source Sequence I

~ |dentity Source Sequence

* i 3
e Identity_AD

Description

~ Certificate Based Authentication

H Splect Conifcate Authontcation Profile cart_authen_prafile

~ Authentication Search List

A st of identity sources that will be accessed in sequence until first authentication succeads
Awailable Selected

Internal Endpoints - AD_Join_Point -

Imermal Users
Guest Uisers

All_AD Join_Points

Add I dentity Source Sequences
Step 5. Confrim Certificatein | SE

Navigate to Administration > Certificates > System Certificates, confirm the server certificate is signed
by the trusted CA.
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Server Certificate

Navigate to Administration > Certificates> OCSP Client Profile, click Add button to add a new OCSP



client profile.

* Name: ocsp_test_profile

» Configure OCSP Responder URL: http://winserver.ad.rem-xxx.com/ocsp
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OCSP Client Profile

Navigate to Administration > Certificates > Trusted Certificates, confirm the trusted CA isimported to

ISE.
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Trusted CA

Check the CA and click Edit button, input the detail of OCSP configuration for Certificate Status

Validation.


http://winserver.ad.rem-system.com/ocsp

» Validate against OCSP Service: ocsp_test _profile
* Regect the request if OCSP returns UNKNOWN status: check
* Regject the request if OCSP Responder is unreachable: check
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Step 6. Add Allowed Protocols

Navigate to Policy > Results > Authentication > Allowed Protocols, edit the Default Networ k
Access service list and then check Allow EAP-TLS.
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Step 7. Add Policy Set

Navigate to Policy > Policy Sets, click + to add a policy set.

* Policy Set Name: EAP-TLS-Test
» Conditions: Network Access Protocol EQUAL SRADIUS
» Allowed Protocols/ Server Sequence: Default Network Access

= Cisco ISE Palicy - Policy Sets
Policy Sets PY— Resat Policyset HRCount m
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Add Policy Set
Step 8. Add Authentication Policy

Navigate to Policy Sets, click EAP-TL S-Testto add an authentication policy.



* Rule Name: EAP-TLS-Authentication

» Conditions: Network Access EapAuthentication EQUALS EAP-TLS AND Wired 802.1 X

* Use: Identity AD

Statws  Rule Name Conditions

Add Authentication Policy

Step 9. Add Authorization Policy

Navigate to Policy Sets, click EAP-TL S-Test to add an authorization policy.

* Rule Name: EAP-TLS-Authorization

» Conditions: CERTIFICATE Subject - Common Name EQUAL S clientcertCN

* Results: PermitAccess

Status  Rube Hame Conditiens

o] [=

Add Authorization Policy
Verify

Step 1. Confirm Authentication Session

Runshow authentication sessions interface GigabitEthernet1/0/3 details command to confirm authentication session in

C1000.

<#root>

Switch#

show aut hentication sessions interface G gabitEthernetl/0/3 details

Interface: GigabitEthernetl/0/3
MAC Address: b496.9114.398c
IPv6 Address: Unknown

IPv4 Address: 192.168.10.10
User-Name: clientcertCN

Status: Authorized

Domain: DATA

Oper host mode: multi-auth

Oper control dir: both

Session timeout: N/A

Restart timeout: N/A

Periodic Acct timeout: N/A
Session Uptime: 111s

Common Session ID: 01C20065000000933E4E87D9

Security Groups

Hits

Actions

Hits  Actions



Acct Session ID: 0x00000078
Handle: 0xB6000043
Current Policy: POLICY_Gil/0/3

Local Policies:
Service Template: DEFAULT_LINKSEC_POLICY_SHOULD_SECURE (priority 150)

Server Policies:

Method status Tist:
Method State

dotlx Authc Success

Step 2. Confirm RadiusLive Log

Navigate to Operations> RADIUS > Live Logsin ISE GUI, confirm the live log for authentication.
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0 0 0 0 0
Naryer 3 Las o
Time Status Detalls Repea... Identity Endpoint 1D Endpoint_. Authentication Policy Authorization Policy Authorizatio... WP Address
. oty ndpoint 1D Endooin pr
[.=m=:J. B 3 — - P — e ——
Radius Live Log

Confirm the detailed live log of authentication.
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Crypto,2024-06-05 09:43:33,064,DEBUG,0x7f9822961700,NIL-CONTEXT,Crypto: :Result=0, CryptoLib.CSSL.OCSP C

starting OCSP request to prinmary

,SSL.cpp:1444

Crypto,2024-06-05 09:43:33,064,DEBUG,0x7f9822961700,NIL-CONTEXT,Crypto: :Result=0, Crypto.OcspClient::pe

Start processing OCSP request

URL=http://w nserver.ad. rem xxx. conf ocsp

, use nonce=1,0cspClient.cpp:144

Crypto,2024-06-05 09:43:33,104,DEBUG,0x7f9822961700,NIL-CONTEXT,Crypto:

Recei ved OCSP server response

,0cspClient.cpp:411
Crypto,2024-06-05 09:

Crypto,2024-06-05 09:
Crypto,2024-06-05 09:

Crypto,2024-06-05 09:
Crypto,2024-06-05 09:

Crypto,2024-06-05 09:
User certificate stat

,0cspClient.cpp:598
Crypto,2024-06-05 09:

43:

43:
43:

43:
43:

43:

us:

43

Cood

133,104 ,DEBUG,0x719822961700,NIL-CONTEXT,Crypto:

perform OCSP request succeeded

, status: Good,SSL.cpp:1684

// Radius session

33,104,DEBUG, 0x7f9822961700,NIL-CONTEXT,Crypto:

33,104,DEBUG, 0x7f9822961700,NIL-CONTEXT,Crypto:
33,104,DEBUG, 0x7f9822961700,NIL-CONTEXT,Crypto:

33,104,DEBUG, 0x7f9822961700,NIL-CONTEXT,Crypto:
33,104,DEBUG, 0x7f9822961700,NIL-CONTEXT,Crypto:

33,104,DEBUG, 0x7f9822961700,NIL-CONTEXT,Crypto:

:Result=0,

:Result=0,

:Result=0,
:Result=0,

:Result=0,
:Result=0,

:Result=0,

:Result=0,

Crypto.OcspClient::

Crypto.OcspClient:

Crypto.OcspClient:
Crypto.OcspClient:

Crypto.OcspClient:
Crypto.OcspClient:

Crypto.OcspClient:

ipe

ipe
ipe

ipe
ipe

ipe

CryptoLib.CSSL.OCSP C

Radius,2024-06-05 09:43:33,120,DEBUG,0x7f982d7b9700, cntx=0000017387,sesn=1se32-01/506864164/73,CPMSessi

Code=1( AccessRequest)

Identifier=238 Length=324
[1] User-Name - value:

clientcertCN

]

L

[4] NAS-IP-Address - value: [1.x.x.101]
[50103]

[24] State - value: [37CPMSessionID=01C20065000000933E4E87D9;31SessionID=i1se32-01/506864164/73;]
[87] NAS-Port-Id - value: [GigabitEthernetl/0/3]

[5] NAS-Port - value:

Radius,2024-06-05 09:43:33,270,DEBUG,0x7f982d9ba700, cntx=0000017387,sesn=1se32-01/506864164/73,CPMSessi

Code=2( AccessAccept)

Identifier=238 Length=294
[1] User-Name - value:

[clientcertCN]

Radius,2024-06-05 09:43:33,342,DEBUG,0x7f982d1b6700,cntx=0000017401,sesn=1se32-01/506864164/74,CPMSessi

Code=4( Account i ngRequest)


http://winserver.ad.rem-system.com/ocsp

Identifier=10 Length=286

[1] User-Name - value: [clientcertCN]

[4] NAS-IP-Address - value: [1.x.x.101]

[5] NAS-Port - value: [50103]

[40] Acct-Status-Type - value: [Interim-Update]

[87] NAS-Port-Id - value: [GigabitEthernetl/0/3]

[26] cisco-av-pair - value: [audit-session-id=01C20065000000933E4E87D9]
[26] cisco-av-pair - value: [method=dotlx] ,RADIUSHandler.cpp:2455

Radius,2024-06-05 09:43:33,350,DEBUG,0x7f982e1be700,cntx=0000017401, sesn=ise32-01/506864164/74,CPMSessi
Code=5( Account i ngResponse)

Identifier=10 Length=20,RADIUSHandler.cpp:2455

2. TCP Dump

In the TCP dump in ISE, you expect to find information about the OCSP response and Radius session.

[L1ES

Ho. Time = 1dentificabion Source 5.Port Destination I:I.FE Time to Live: Protocal Li TCP.Se Next se TCP.AC Info

1 [iee 2025-06-05 oe:as:33 053823 0355 (661) 1.0 o 181 26848 1.: 1.. .57 80 &4 0C5P 262 1 197 1 Request
- 141 2924-86-85 §9:43:33.184188 @117 (279) 1.1 7 %E7 @ 1.1 .. 181 25544 128 OC5P 1571 1 1887 157 Response

Packet Capture of OCSP Reguest and Response

» Frame 141: 1671 bytes on wire (13368 bits), 1671 bytes captured (13368 bits)

» Ethermet II, Src: Veware 98:c9:91 (B2:58:56:98:c9:91), Dst: VMware 95:57:1c (B8:58:56:98:57:11c)
Internet Protocol Version 4, Srcz 1.7 . .57, Dst: 1..37.7.181

Trln:-i!!-inn tnﬁtml Protocal, Src Port: 80, Dt Port: 25844, Seq: 1, Ack: 197, Len: 1685

*u- mlin: Etl"‘t!-fi'!:ﬂtt Status Protoecol
responseStatus: successful (@)
v respanseBytes
ResponseType Id: 1,3.6.1.5.5.7.48.1.10 (fd-pkix-ocsp-basic)
w EasicOCSPResponse
“ theResponseData
» responderlD: bykey (2]
producedat: Jun 5, 2024 9004333 . 00000000
v responsest 1 item
w SingleResponse

L
+ofertStatus: good (@)
: » UGz @5 00 . ODED0ET

nextUpdate: Jul 4, 2024 16:85:53. 30280088
w responsefxtensions: 1 item

Capture Detail of OCSP Response

Radius session :

146 2024-P6-05 B9:43:33.115175 @x3bck (39878) 1.3%..%.181 67181 1.17..5.181 1645 255 RADIUS 366 Access-Request ide23s
18% 2024-06-05 0d:43:33.270244 Oudkld (829) 1.10. %181 67181 1.7°°.".101 1848 64 RADIVS 338 dccess-Accept ide2B
187 2024-06-05 B3:43:33.341233 Bx9be? (39879) 1. " 1646 1 *7 7181 1646 255 RADIUS 328 Ageounting-Request id=19
188 1024-96-05 99:43:33.350936 ewd3Ta (890) 1646 1.0 7 ...100 16496 64 RADIVS &2 Accounting-Response 1d=10
267 2824-D6-05 B9:43:36.359621 @x3bch {33688) 1646 1.1.0..J.181 1646 255 RADIUS 33a Accounting-Request id=11
268 2024-06-05 0D:43:36.365035 OwddBd (1161) 1646 1.17% 101 1646 64 RADIVS 62 decounting-Responze idell

Packet Capture of Radius Session
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Configure EAP-TLS Authentication with | SE
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https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/214975-configure-eap-tls-authentication-with-is.html#toc-hId--350427298
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/215621-tls-ssl-certificates-in-ise.html

