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| ntroduction

This document describes the procedure for utilizing openAPI to manage Cisco Identity Services Engine
(ISE) deployment.

Background

In modern enterprise networks, security and management have become increasingly complex and critical.
To address these challenges, From Cisco ISE 3.1 onwards, newer APIs are available in the OpenAPI format,
which offers robust network access control and policy management capabilities. The admin is now able to
check ISE deployment more efficiently through OpenAPI, and take action proactively rather than waiting
for problem reports from endusers.

Prerequisites

Requirements

Cisco recommends that you have knowledge of these topics:
* Cisco Identity Services Engine (ISE)

* REST AP
* Python

Components Used

* ISE33
* Python 3.10.0



The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.
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Step 1: Add an Open APl admin account

TTo add an APl admin, navigate toAdministration > System > Admin Access > Administrators> Admin
Users> Add.
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Step 2: Enable Open API on ISE

Open APl isdisabled by default on ISE. To enableit, navigate to Administration > System > Settings >
API Settings> API Service Settings. Toggle the Open API options. Click Save.
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Step 3: Explore | SE open API

Navigate to Administration > System > Settings > API Settings> Overview. Click open API visit link.

= b Identity Services Engine Administration / System

M Bookmarks Deployment  Licensing  Certificates  Logging  Maintenance  Upgrade  Health Checks  Backup & Restore  Admin Access  Settings

8% Dashboard

sl Context Visibility AP| Settings
A Oparations Crerview API Servica Satings WP Gataway Sattings
—
e Gospes] MOM | UEM Sottings
) G APl Services Overview

e
A1 Woerk Centers Prafling

Protocals

¥/ Interactive Help Endipaint Scripts

Visit OpenAP! -
Python Examples
Retrieve The List Of All The Nodes That Are Deployed In The Cluster

The API lists al the nodes that are deployed in the cluster.

Step 1: Required information for an API call.

Method GET
URL https://<I SE-PAN-IP>/api/v1/deployment/node



https://10.106.33.92:44240/api/v1/deployment/node

Credentials Use Open API account credentials

Accept : application/json

Headers Content-Type : application/json

Step 2: Locate the URL that is utilized to retrieve deployment information.
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Step 3: Here is the example of Python Code. Copy and paste the content. Replace the | SE I P, username,
password. Save as a python file to execute.

Ensure the good connectivity between |SE and the device running the python code example.

<#root>

from requests.auth import HTTPBasicAuth
import requests

requests.packages.urllib3.disable_warnings()

if _name__=="__main

url ="

https://10.106. 33. 92/ api / vl/ depl oynment / node

headers = {

"Accept": "application/json", "Content-Type": "application/json"

3
basicAuth = HTTPBasicAuth(

"Api Admi n", "Adm nl23"
)

response = requests.get(uri=url, auth=basicAuth, headers=headers, verify=False)
print("Return Code:")

print(response.status_code)

print("Expected Outputs:')



print(response.json())

Hereisthe example of expected outputs.

Return Code:
200
Expected Outputs:

{'response’: [{'hostname’: 'l SE-BGL-CFMEO01-PAN', 'fqdn': 'I SE-BGL-CFMEO01-PAN.cisco.com', 'ipAddress: '192.168.20.240', 'roles’: ['PrimaryAdminT,

Retrieve Details Of A Deployed Node

This AP retrieves detailed information of the specific ISE node.

Step 1: Required information for an API call.

Method GET

URL https.//<I SE-PAN-1P>/api/v1/deployment/node/<I SE-
Node-Hostname>

Credentials Use Open API account credentials
Accept : application/json

Headers Content-Type : application/json

Step 2: Locate the URL that is utilized to retrieve the specific I SE node information.
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Step 3. Hereis the example of Python Code. Copy and paste the content. Replace the ISE IP, username,
password. Save as a python file to execute.

Ensure the good connectivity between | SE and the device running the python code example.



<#root>

from requests.auth import HTTPBasicAuth
import requests

requests.packages.urllib3.disable_warnings()

if _name__=="__main

url ="

https://10.106. 33. 92/ api / v1/ depl oyment / node/ | SE- DLC- CFMEO2- PSN

headers = {

"Accept": "application/json", "Content-Type": "application/json"

}
basicAuth = HTTPBasicAuth(

"Api Admin", "Adm nl123"
)

response = requests.get(uri=url, auth=basicAuth, headers=headers, verify=False)
print("Return Code:")

print(response.status_code)

print("Expected Outputs:")

print(response.json())

Hereis the example of expected outputs.

Return Code:

200

Expected Outputs:

{'response’: {'hostname”: '| SE-DL C-CFMEOQ2-PSN', 'fqdn': ‘I SE-DL C-CFMEO02-PSN.cisco.com’, 'ipAddress: '192.168.41.240', 'roles’: [], 'services: ['Sessio

Troubleshoot

To troubleshoot issues that are related to the Open APIs, set thel og L evelfor theapiser vicecomponent
toDEBUGIn theDebug L og Configur ationwindow.

To enable debug, Navigate to Operations > Troubleshoot > Debug Wizard > Debug L og Configuration
> | SE Node > apiservice.



entity Servi Operations / Troubleshoot

J|  Bookmarks Diagnostic Tools Download Logs Debug Wizard

8% Dashboard Bebug Peofile Cond

ISE-DOL-CFMEOT - RAN, absia com

1 Contax Visibiliny I Debug Log Configuration

Debug Level Configuration

I Polley

& Administration

Compenant Nama Log Level Deseription Log filke Name Log Filter
ol Werk Ceiats O accesshilter INFO RBAC r30Urce BCces s0-psc.log Disabied =
O Active Directory WARN Active Directory client essages ad_
Interactive Help O INFO GA S e Digabie
'») admin- s INFO i ction ms se-psc.iog Disabded
drnin- licanss INFO S paE o Dizablod
INFO si-nnalytics.log Disabded
ane INFO o-psc.log Dizabled
o INFO Disablod

I° pisory I IDHUG I C

Disabled

co=sorvice INFO GA Ser

API Service Debug

To download debug logs, Navigate to Operations > Troubleshoot > Downlaod Logs > | SE PAN Node >
Debug Logs.
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