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| ntroduction

This document describes the procedure for utilizing openAPI to manage Cisco Identity Services Engine
(ISE) certificate.

Background

In the face of growing complexity in enterprise network security and management, Cisco I SE 3.1 introduces
OpenAPI-formatted APIs that streamline certificate lifecycle management, offering a standardized and
automated interface for efficient and secure certificate operations, helping administrators enforce strong
security practices and maintain network compliance.

Prerequisites

Requirements

Cisco recommends that you have knowledge of these topics:
* Cisco Identity Services Engine (ISE)

* REST AP
* Python

Components Used

* ISE33
e Python 3.10.0



The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.
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Step 1: Add an Open APl admin account

To add an APl admin, navigate toAdministration > System > Admin Access > Administrators> Admin
Users> Add.
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Step 2: Enable Open API on ISE

Open APl isdisabled by default on ISE. To enableit, navigate to Administration > System > Settings >
API Settings> API Service Settings. Toggle the Open API options. Click Save.
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Step 3: Explore | SE open API

navigate to Administration > System > Settings > API Settings> Overview. Click open API visit link.
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Get All System Certificates Of A Particular Node

The API lists al the certificates of a particular | SE node.

Step 1: Required information for an API call.

Method GET

URL https.//<I SE-PAN-IP>/api/v1/certs/system-
certificate/<lI SE-Node-Hosthame>

Credentials Use Open API account credentials




Accept : application/json
Headers Content-Type : application/json

Step 2: Locate the URL that is utilized to retrieve certificates of a particular | SE node.

p—

Cisco ISE API - Certificates ©

Sarven

[ hEtps:110.106.33.92:44240 - Inferred Url v ]

certs-api-controller mecensas b
:
fapifvlfcarts/certificate-signing-request Gal ol Comieats Sigring Ragquists from RFAN v .
fapdfvl/fcarts//certificate-signing-request Geodrate a Cenfica A
fapifvlfcarts/certificate-signing-raquast/{hostNama}/{id} Ge:the carificate signing requast for a ghen ID L

m J8pifvlfenrts/ cortificata-signing-requast/{hosthssal/ {1} Delstethe contficats sining request for a ghoen 1D LV |
fapifvl/eerts fcertificate-signing-requast /export/{hostname}/ {dd} Expect a C5R for a gheen CSR D and hostname W
Japifvl/certs/certificate-signing-request/intermediate-ca Generale an inkermediate CA CSR (oerificate signing reques! L |
Japifvl/esrts/ise-root-en/reagenerate Fogenirats sntine intemal CA certh h LV |
Japifvlfcerts/reneu-certificate Fanew corificates of DUSP responder and Cinco ISE Masasging Sendcs ~
Jfapifvifeerts/signed-certificate/bind Bind CASigned Cenficate VvV B

I Japifulfcarts/system- cortificate/ {hostNams ]} ] SR CoMtizates of A parcula eady ~

Sgp0its TIRERING, SCTinG and pagination

API URI

Step 3: Here is the example of Python Code. Copy and paste the content. Replace the | SE I P, username,
password. Save as a python file to execute.

Ensure the good connectivity between |SE and the device running the python code example.

<#root>

from requests.auth import HTTPBasicAuth
import requests

reguests.packages.urllib3.disable_warnings()

if _name _=="__main

url ="

https://10.106. 33. 92/ api/vl/ certs/systemcertificate/l SE- DLC CFMEQ2- PSN

headers = {
"Accept": "application/json", "Content-Type": "application/json"

}
basicAuth = HTTPBasicAuth(

"Api Admin", "Adm nl123"



response = requests.get(uri=url, auth=basicAuth, headers=headers, verify=False)
print("Return Code:")

print(response.status_code)

print("Expected Outputs:')

print(response.json())

Hereis the example of expected outputs.

Return Code:

200

Expected Outputs:

{'response’: [{'id": '5b5b28e4-2a51-495c-8413-610190e1070b", 'friendlyName': 'Default self-signed saml server certificate - CN=SAML_ISE-DLC-CFMEQ

Get System Certificate Of A Particular Node By ID

This API provides details of a system certificate of a particular node based on given hostname and ID.

Step 1: Required information for an API call.

Method GET
https.//<ISE-PAN-IP>/api/v1l/certs/system-

URL certificate/<| SE-Node-Hostname>/<ID-Of -
Certificate>

Credentials Use Open API account credentials

Accept : application/json

Headers Content-Type : application/json

Step 2: Locate the URL that is utilized to retrieve the certificate of a particular node based on given
hostname and ID.
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Step 3: Here is the example of Python Code. Copy and paste the content. Replace the | SE | P, username,
password. Save as a python file to execute.

Ensure the good connectivity between |SE and the device running the python code example.

<#root>

from requests.auth import HTTPBasicAuth
import requests

requests.packages.urllib3.disable_warnings()

if _name _=="__main

url ="

https://10. 106. 33. 92/ api/vl/certs/systemcertificate/l SE- DLC CFMEQ2- PSN 5b5b28e4- 2a51- 495c- 8413- 610190e1

headers = {
"Accept": "application/json", "Content-Type": "application/json"

}
basicAuth = HTTPBasicAuth(

" Api Admi n", " Admi n123"
)

response = requests.get(url=url, auth=basicAuth, headers=headers, verify=False)
print("Return Code:")

print(response.status_code)

print("Expected Outputs:")



print(response.json())

Note: The ID isfrom API outputsin step 3 of "Get All System Certificates Of A Particular
Node", for example, 5b5b28e4-2a51-495¢-8413-610190e1070b is "Default self-signed saml server
certificate - CN=SAML_ISE-DLC-CFMEQ2-PSN.cisco.com".

Hereisthe example of expected outputs.

Return Code:

200

Expected Outputs:

{'response’: {'id": '5h5b28e4-2a51-495¢-8413-610190€1070b', 'friendlyName': 'Default self-signed saml server certificate - CN=SAML_ISE-DL C-CFMEQ?

Get List Of All Trusted Certificates



The API lists al the trusted certificates of |SE cluster.

Step 1: Required information for an API call.

Method GET

URL https.//<ISE-PAN-IP>/api/v1/certs/trusted-certificate

Credentials Use Open API account credentials

Accept : application/json
Headers Content-Type : application/json

Step 2: Locate the URL that is utilized to retrieve trusted certificates.
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Step 3: Here is the example of Python Code. Copy and paste the content. Replace the | SE P, username,
password. Save as a python file to execute.

Ensure the good connectivity between |SE and the device running the python code example.

<#root>

from requests.auth import HTTPBasicAuth
import requests

requests.packages.urllib3.disable_warnings()
if _name__=="_main

url ="

https://10.106. 33. 92/ api/vl/certs/trusted-certificate



headers = {
"Accept": "application/json", "Content-Type": "application/json"

}
basicAuth = HTTPBasicAuth(

" Api Admi n", " Admi n123"
)

response = requests.get(uri=url, auth=basicAuth, headers=headers, verify=False)
print("Return Code:")

print(response.status_code)

print("Expected Outputs:')

print(response.json())

Hereisthe example of expected outputs.(Omitted)

Return Code:

200

Expected Outputs:

{'response’: [{'id": '147d97cc-6ce9-43d7-9928-8cd0faB83e140', 'friendlyName': 'VeriSign Class 3 Public Primary Certification Authority', 'subject’: 'CN=Ver

Get Trust Certificate By ID

This API can displays details of a Trust Certificate based on agiven ID.

Step 1: Required information for an API call.

Method GET

https.//<ISE-PAN-1P>/api/v1/certs/trusted-
certificate/<ID-Of-Certificate>

Credentials Use Open API account credentials

URL

Accept : application/json

Headers Content-Type : application/json

Step 2: Locate the URL that is utilized to retrieve deployment information.



Cisco ISE API - Certificates ™ “®

Servers
| MIEpE:N10,106,33.92:44240 - Infurred U~

certs-api-controller e cers am R
A
Japhsvi/certa/cortificate-aigning-request Gol sl Cerificate Signing Requasts from PAN v

Japi vl eerts/certifiente-signing-request Ganeae o Cortiicats Signing Request (CSH) v e
Sfapiivl/earts/cartificate-signing-request/ {hosthame]} /{1d]} Galtos corificats signing ragueest for a given ID v B

m fapidjvifcerts/certificate-signing-request/{hostMame}/{id} Debiti the AV |
fapdivi/certs/ certificate-signing-request/export/{hostnane}/{id} Experac CSRIL v o
fapdfvifcerts/cortificate-signing-request /intermediate-ca Goneas an in i v ol
Sapifvi/certs/isa-root-ca/regenarate Regeneate sntie intermal CA cortifcat chain including root CA sn the primary PAN and subsedinate CAs on the PSNs (Appicabie ondy for intemal CAsondcs) v Il
Japiivifcurts ranaw-cartificate Renew cortificates of GCSP responder and Clsco 1SE Messaging Sanvice v
Sophivi/curts/signed-cortiticate/bind Bhd CA Signed Corificaly v
Sopiivl/certs/ systen-cortiticate/{hosthama} Getal sysiem cerificates of a particular node o

[ : Sapijvl/eerts systen-certiticnte/ {hasthame}/ {id )I-:u-: syt contiScate of a particular nods by ID Al

This API provides detaits of 3 system certificatie of 2 parculas node based on ghven hostname and 1D
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Step 3: Here is the example of Python Code. Copy and paste the content. Replace the | SE | P, username,
password. Save as a python file to execute.

Ensure the good connectivity between |SE and the device running the python code example.

<#root>

from requests.auth import HTTPBasicAuth
import requests

requests.packages.urllib3.disable_warnings()

if _name _=="__main

url ="

https://10.106. 33. 92/ api/vl/certs/trusted-certificate/ 147d97cc-6ce9-43d7-9928- 8cd0f a83e140

headers = {
"Accept": "application/json", "Content-Type": "application/json"

}
basicAuth = HTTPBasicAuth(

" Api Admi n", " Admi n123"
)

response = requests.get(url=url, auth=basicAuth, headers=headers, verify=False)
print("Return Code:")

print(response.status_code)

print("Expected Outputs:")



print(response.json())

Note: TheID isfrom API outputsin step 3 of "Get List Of All Trusted
Certificates’, for example, 147d97cc-6¢ce9-43d7-9928-8cd0fa83e140 is "VeriSign Class 3 Public
Primary Certification Authority".

Hereisthe example of expected outputs.

Return Code:

200

Expected Outputs:

{'response’: {'id": '147d97cc-6ce9-43d7-9928-8cd0fa83e140', 'friendlyName': 'VeriSign Class 3 Public Primary Certification Authority', 'subject’: '"CN=Veri

Troubleshoot



To troubleshoot issues that are related to the Open APIs, set thel og L evelfor theapiser vicecomponent
toDEBUG:In theDebug L og Configur ationwindow.

To enable debug, Navigate to Operations > Troubleshoot > Debug Wizard > Debug L og Configuration
> | SE Node > apiservice.
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To download debug logs, Navigate to Oper ations > Troubleshoot > Downlaod L ogs > | SE PAN Node >
Debug L ogs.
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